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EXECUTIVE SUMMARY

1. This report provides a summary of the anti-money laundering and combating financing
of terrorism (AML/CFT) measures in place in Romania as at the date of the onsite visit (21
September to 4 October 2022). It analyses the level of compliance with the FATF 40
Recommendations and the level of effectiveness of Romania’s AML/CFT system and provides
recommendations on how the system could be strengthened.

Key Findings

a) Romania demonstrates a fair understanding of money laundering (ML) risk, although
understanding of terrorist financing (TF) risk is developed to a lesser degree. Necessary
arrangements for domestic cooperation and coordination are in place, however, due to their
recent nature effectiveness is yet to be demonstrated. Domestic coordination extends to
financing of proliferation of weapons of mass destruction (PF). The authorities are starting the
process aimed at effective risk mitigation.

b) A wide range of financial, administrative and law enforcement information is collected
and accessible to the law enforcement agencies (LEAs), prosecutors and intelligence services.
However, financial intelligence is accessed and used only to some extent. A lack of technical
resources and limited human resources allocated to the financial intelligence unit in the
National Office for the Prevention and Control of Money Laundering (NOPCML-FIU) hampers
the quantity and quality of financial intelligence provided by the NOPCML-FIU to support the
operational and strategic needs of its partners. A shortage of financial investigators and the
quality of information in certain databases (e.g., beneficial ownership (BO) registers) impact
competent authorities’ abilities to use the information to conduct their analysis and financial
investigations, to identify and trace assets, and to develop operational analysis. The competent
authorities use the information to mainly investigate predicate offences rather than ML.

c) Romania has no overarching national AML/CFT strategy ensuring a consistent approach
and methodology in AML/CFT across all areas. Insufficient communication, cooperation and
systematic coordination was demonstrated between the various prosecutors’ offices. The
investigation and prosecution of ML is not pursued as a priority overall. The laundering of tax
predicates and the laundering of the proceeds of corruption are adequately resourced and
effectively conducted. Investigations and prosecutions into the trafficking of humans and
drugs focus on the predicate crimes rather than the laundering of those predicates. The
authorities tasked with investigating these predicates and the ML of these predicates would
benefit from greater specialised resources and training. When there are convictions for ML
these tend to be for self-laundering and there are very few third party ML convictions or
standalone prosecutions. Sanctions applied by the Court for the ML offence seem low and not
dissuasive.

d) Romania actively applies measures for confiscating criminal proceeds and its
instrumentalities from domestic predicates located in Romania for most prevalent predicates,
while effective confiscation of proceeds from foreign predicates, proceeds located abroad, in
third party and standalone cases are rare. Additional resources for conducting financial
investigations as well as practical guidance and training for prosecutors and LEAs are needed
to pursue confiscation of criminal proceeds in more complex cases. Confiscation of suspicious
cross border transportation of cash is not pursued as a policy objective and the amount of
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falsely detected or undeclared cross-border transactions of currency are low, and sanctions
applied (fine or confiscation) are rare and not dissuasive.

e) Afull understanding of the specific roles which might be played by the terrorist financier
was not demonstrated. The National Terrorism Strategy dates from 2002 and there is no
specific policy for TF. The concentration of the relevant agencies — the Romanian Intelligence
Service (RIS) and the Directorate for the Investigation of Organised Crime and Terrorism
(DIOCT) - is mainly on the prevention and disruption of terrorism rather than on detecting,
investigating, and prosecuting TF per se. The Romanian authorities have successfully detected,
investigated, prosecuted, and obtained a conviction for one case of TF and, to that degree, have
had the opportunity to demonstrate and have demonstrated the effective investigation and
prosecution of TF.

f)  Although banks and larger financial institutions (FIs) demonstrate a fair understanding
of targeted financial sanctions (TFS) requirements and implementation practices, designated
non-financial businesses and professions (DNFBPs) and virtual asset service providers
(VASPs) have less understanding of TFS requirements, which might potentially cause
implementation gaps. Detection of indirect links and close associations with sanctioned
entities and individuals is a concern in all sectors. There is no risk-based regulatory and
oversight framework for the non-profit sector.

g) Ingeneral, banks demonstrated a good understanding of ML and TF risks. Understanding
of ML risks in non-bank FIs, including payment institutions (PIs), was also generally good, but
understanding of TF risk is less developed. Customer due diligence (CDD) measures applied
by obliged entities are generally risk-based, but this is not the case for exchange offices and
most DNFBPs. Outside banks and PIs, too much reliance is placed on self-declarations and
domestic registers of beneficial owners to find out and verify the BO of customers that are legal
persons. Reporting is concentrated in three sectors: banks, money, or value transfer service
(MVTS) operators and notaries. Other sectors account for a negligible number of suspicious
transaction reports (STRs) - where there is evidence of under-reporting of suspected ML/TF
and no specific focus is given to scenarios for detecting and reporting TF. There are gaps in the
scope of application of AML/CFT requirements to VASPs.

h)  The National Bank of Romania (NBR) and Financial Services Authority (FSA) apply
effective “fit and proper” entry checks. More limited market entry controls are in place
elsewhere, including for VASPs and there is no authority with a clear responsibility for
proactively identifying unlicensed banking or payment services activity. Overall, a more
granular analysis is needed of inherent risk at sectoral and institutional levels. The most robust
AML/CFT risk-based approach (RBA) is applied by the NBR, which supervises the most
material FIs. NBR engagement is very frequent, but it operates on a rather ad hoc basis. ML/FT
risks are taken into consideration to some extent by the FSA and the NOPCML. The supervision
of VASPs has only recently started. Remedial measures are applied as a rule and effectiveness
of sanctions has not been demonstrated.

i) Whilst understanding of risk of abuse of legal persons is greater than that in the national
risk assessment (NRA), the level of risk is higher than recognised by the authorities (medium
level), at least to some extent. Important steps have been taken to prevent misuse of legal
persons, including the development and use of public registries. Implementation of this
comprehensive framework is still work in progress, but the level of progress is substantial.




Greatest reliance is placed by competent authorities on BO information provided and held by
banks, and around 80% of legal persons created under Romanian legislation hold a bank
account in the country. The absence of aggregated statistics on findings on the application of
CDD measures by banks makes conclusions on the accuracy and currency of information held
by this source difficult.

i) Although Romania has a sound legal framework for international cooperation, a
significant lack of reliable data and statistics hinders the authorities’ ability to demonstrate
effectiveness in this area. Romania does not have a central case management system in place,
nor formalised guidelines for prioritisation of incoming requests. This significantly hinders the
authorities’ ability to monitor and follow up requests for assistance. However, feedback from
the FATF Global Network was generally positive — assistance provided to other countries in
most cases is constructive and delivered on a timely basis.

Risks and General Situation

2. The most prevalent domestic predicate offences detected in Romania are: (i) tax evasion;
(ii) corruption; (iii) fraud, including cyber-crimes; (iv) smuggling; (v) human trafficking; and (vi)
drug trafficking. In addition, a significant number of environmental crimes are reported each
year. Organised criminal groups (OCGs) operate in Romania, manifesting themselves in most
sectors of economic and social life, including tax evasion, cyber-crime, drug trafficking, and
human trafficking. Corruption represents a challenge at national and regional level. Low socio-
economic conditions in Romania, compared to many other European countries, interpolated with
other demographic and cultural risk factors, continue to contribute to continuous activity in the
sphere of trafficking of Romanian citizens.

3. OCGs of Romanian origin operating abroad present the main foreign ML threat, with
indications that criminal proceeds are transferred through the Romanian financial system and
invested in Romania. Romania is also a transit space for trafficking of high-risk drugs. In the case
of human trafficking, cyber-crime and drug trafficking, criminal activity is often committed
abroad, and illicit funds transferred to Romania.

4. The use of cash is the main method of ML at national level. Romania's economy is cash-
based, and the size of the underground economy is around 30% of GDP. Romania’s financial
sector remains dominated by banks, and non-bank sector remains underdeveloped. The
customer base is predominantly domestic and there is an absence of complex products.

5. No home-grown terrorism has been identified to date, no terrorist organisations or cells
are known to be active in the country, and there have been no terrorist attacks. Currently, jihadist
(self-) radicalisation is the main risk to Romania's national security and is a constant concern
from a security perspective.

Overall Level of Compliance and Effectiveness

6. Romania has taken steps since its last evaluation to remedy the deficiencies identified
during that process - the country has strengthened its legal and regulatory framework and
conducted its first comprehensive NRA which was adopted in September 2022 (based on data for
the period 2018 to 2020).



7. In most respects, the elements of an effective AML/CFT system are in place, but the
practical application of the existing framework has still to be improved to reach a substantial level
of compliance. These improvements should, inter alia, include: (i) improving national efforts
aimed at mitigating risks; (ii) increasing/improving resources and training for the NOPCML-FIU
and LEAs to ensure better access and use of financial intelligence; (iii) increasing the capacity of
financial investigators to carry out parallel financial investigations and trace assets, and issuing
practical guidance to prosecutors to improve investigation and prosecution of ML and
confiscation of assets; (iv) developing an overarching national CFT strategy and
ensuring/providing relevant resources and training; (v) developing risk-based regulation and an
oversight regime over the non-profit sector (vi) providing further guidance to obliged entities on
sector specific risk factors and “red flags” for transaction monitoring; (vii) more sophisticated
calibration of NBR supervisory actions with risk, greater recognition of AML/CFT oversight by
the FSA and increase in NOPCML resourcing in order to align with statutory responsibilities; (viii)
further development of existing controls to ensure the accuracy and currency of information held
in BO registers; and (ix) developing case management systems in the field of international
cooperation.

8. In terms of technical compliance, the legal framework has been enhanced in many aspects
nevertheless, some issues remain, including: (i) measures applied to VAs and VASPs (R.15); (ii)
regulation and supervision of DNFBPs (R.22 and R.28); (iii) cash couriers (R.32); and (iv)
sanctions for failing to comply with AML/CFT requirements (R.35).

Assessment of risk, coordination, and policy setting (Chapter 2; 10.1, R.1, 2, 33 & 34)

9. Authorities demonstrate a fair understanding of ML risks to which Romania is exposed,
however, understanding of TF risks is developed to a lesser degree. Inherent sectorial risks are
fairly well understood in the financial sector, and less so in the DNFBP sector. In some areas,
understanding of ML/TF risks is more developed than the NRA report suggests. Risk
understanding is hindered by the lack of comprehensive statistical data and areas where risks are
not assessed in sufficient depth, such as non-profit sector exposure to TF, risk assessment of legal
persons, TF risk, etc. Thus, there is a need for more in-depth analysis of certain factors or
information in some areas.

10. There is no overarching AML/CFT strategy in the country. Although a large number of
strategies (aimed at combating various crimes, such as corruption, trafficking in drugs and
humans, organised crime, etc.) have been drawn up, which generally mirror the risk environment
of Romania, information on the level of risk mitigation achieved is not comprehensive.

11. Although at the time of the on-site visit the authorities were still in the midst of drafting
an action plan - a document aimed at targeting risks identified in the NRA report- a number of
risk mitigating actions had been undertaken by the authorities prior to commencing the NRA,
such as: (i) actions to combat corruption; (ii) NOPCML-FIU reforms relating to capacity building
in the area of financial intelligence and supervision - increasing supervisory staff by 100% and
moving to new better-equipped premises); and (iii) reducing cash-related risks, etc.

12. The Interinstitutional Council (IC) is tasked with the coordination role for AML/CFT
matters, including risk assessment and mitigation. However, the effectiveness of its work is yet to
be seen, as set up of the IC is quite recent and the work on mitigation by various competent
authorities has just begun.

13. Romania does not apply any statutory exemptions from the FATF Standards to covered
FIs, DNFBPs and VASPs. Simplified and enhanced due diligence measures are in line with the
8



general country risk environment. Obliged entities are required to conduct business wide risk
assessments (BRAs) and apply mitigating measures largely in line with the FATF Standards.
Several awareness raising events to discuss national risks followed the publication of the NRA,
however, these actions were taken after the on-site visit.

Financial intelligence, ML investigations, prosecutions and confiscation (Chapter 3;10.6, 7, 8; R.1, 3,
4,29-32)

14. Romania has significantly improved access to financial intelligence since the last mutual
evaluation. Since the adoption of a revised AML/CFT Law in 2019, reports to the NOPCML-FIU
are filed through dedicated reporting channels, and direct access to different government
databases has increased, including for LEAs. However, significant improvements are necessary
to increase the effectiveness of the system. These include increasing/improving information and
communication technology resources, human resources, and training for the NOPCML-FIU as well
LEAs. In particular, a shortage of financial investigators and the quality of information in certain
databases (e.g., BO registers) impact competent authorities’ abilities to use the information to
conduct their analysis and financial investigations, to identify and trace assets, and to develop
operational analysis.

15. Romania’s legislation covers the technical criteria required by the FATF Standards with
respect to investigation and prosecution of ML while the effectiveness of the system is restricted
by various elements. The investigation and prosecution of ML is not pursued as a priority overall
and the total number of ML investigations and convictions in Romania is low. Insufficient
communication, cooperation and systematic coordination was demonstrated between the
various prosecutors’ offices. Although investigations and prosecutions into the laundering of tax
predicates and the laundering of the proceeds of corruption are effectively conducted,
investigations and prosecutions into the trafficking of humans and drugs focus on the predicate
crimes rather than the laundering of those predicates. Some types of predicates are reliably
accompanied by a parallel ML investigation; other types of predicate investigation routinely are
not. Third party ML cases and standalone ML prosecutions are rare. For some key areas, the ML
offences investigated and prosecuted therefore do not appear commensurate with the identified
ML risks of the country. When there are convictions for ML, the sanctions applied by the Court for
the ML offence sometimes seem low and not dissuasive. The lack of a national AML/CFT strategy,
absence of practical guidance to prosecutors as well as lack of financial investigators are the main
reasons why there is an inconsistency in approach to investigating and prosecuting ML.

16. Since the previous evaluation round, Romania has improved its ability to freeze, seize and
confiscate the proceeds and instrumentalities of crime. It has adopted the National Asset
Recovery Strategy, which establishes a joint national framework aimed at increasing the
efficiency of recovering crime instrumentalities and proceeds. Romania actively applies existing
measures for confiscating the criminal proceeds and instrumentalities from predicates located in
Romania for most prevalent predicates. Confiscation of criminal proceeds from foreign
predicates, located abroad, in third party and standalone cases are rare and the reasons for it are
related to lack of financial investigators, as well as practical guidance and training for prosecutors
and LEAs, that hampers pursuing confiscations in more complex cases. Romania has effective
measures in place enabling the authorities to preserve the value of seized and confiscated
proceeds and instrumentalities. Authorities are detecting and confiscating falsely or undeclared
cash, however not as much as it would be expected from a country that intensively uses cash.
Sanctions imposed for failing to declare cash at the border are not dissuasive enough.



Terrorist and proliferation financing (Chapter 4;10.9, 10, 11; R. 1, 4, 5-8, 30, 31 & 39.)

17. Romania’s TF offence is broadly in line with the required standards. The concentration of
the relevant agencies - RIS and DIOCT - was on terrorism rather than TF per se. The National
Terrorism Strategy dates from 2002 and authorities lacked any meaningful strategy or policy
concentrating specifically on TF. A full understanding of the specific roles which might be played
by the terrorist financier was not demonstrated evenly. The risks presented by cross-border
movements of cash and difficulties in detecting such movements for TF purposes were
downplayed. The Romanian authorities have successfully detected, investigated, prosecuted, and
obtained a conviction in one case of TF. This has been achieved even though the case involved an
international element and the amount concerned was small. It is difficult to generalise, based on
one case, but the sanction imposed in Romania’s TF case could not be said to be dissuasive. That
said, the Romanian authorities have had the opportunity to demonstrate and have demonstrated
the effective investigation and prosecution of TF.

18. Romania makes use of a combination of national and supranational (at European Union
(EU) level) mechanisms to implement TFS. Mechanisms for PF and TF do not differ. Through
national legislation, all United Nations (UN) Security Council Resolutions (UNSCRs) are directly
binding on all individuals and entities from the moment of their adoption (entry into force).
Romania has not identified any individuals or entities for designation or proposed any
designations to the 1267/1989 Committee or the 1988 Committee. Romania has not identified
any individuals or entities for designation or proposed any designations to the 1267/1989
Committee or the 1988 Committee. Romania has never been requested by another country to
designate an individual or entity, nor has it proposed any designations pursuant to UNSCR 1373.
The National Agency for Fiscal Administration (Fiscal Administration) is the competent authority
responsible for issuing freezing orders, unfreezing, and dealing with frozen funds. Although no
funds or other economic resources have been frozen in Romania pursuant to UNCSRs (PF-related
TFS and TF-related TFS), funds were frozen based on the EU TFS regime which shows a practical
functioning of the system.

19. Compliance checks with TFS requirements commonly form a part of full scope AML/CFT
examinations (the exception being the NBR that conducts thematic examinations since 2019). In
general, all obliged entities are aware of TFS screening obligations and the requirements to freeze
funds/assets. Implementation techniques by Fls/DNFBPs vary. Although banks demonstrate
quite developed understanding of sanction evasions risk, all obliged entities, including banks, face
difficulties identifying close associations (indirect links) with sanctioned entities and individuals.

20. No risk-based regulatory and oversight framework for the NPO sector was in place at the
time of the on-site visit. Prerequisites for developing this framework, namely identification of
NPOs that fall under the FATF definition and subsequent identification of non-profit
organisations (NPOs) vulnerable to TF abuse are missing.

Preventive measures (Chapter 5; 10.4; R.9-23)

21. In general, banks demonstrated a good understanding of ML and TF risks. Understanding
of ML risks in non-bank FIs, including Pls, was also generally good, but understanding of TF risk
is less developed and there is less understanding of business specific risks by exchange offices. In
the DNFBP sector, there was little appreciation of the risks that may be present in offering
company services, and notaries underestimate the risks presented by the important gatekeeper
role that they play for real estate transactions. Measures have been taken to mitigate the risk that
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is presented by use of cash. However, mitigating measures applied by exchange offices are not
commensurate with risk.

22. CDD measures applied by obliged entities are generally risk-based. This is not the case for
exchange offices and most DNFBPs. Several sectors, including banks and Pls, have implemented
effective automated monitoring systems. For DNFBPs, very little focus is given to scenarios aimed
at detecting TF. Outside banks and PIs, too much reliance is placed on self-declarations and
domestic registers of BO to find out and verify the beneficial owners of customers that are legal
persons. Generally, enhanced CDD measures (EDD measures) are being effectively applied.
However, the AT is concerned that some politically exposed persons (PEPs) (family members and
associates of prominent individuals) will not be identified in all cases since insufficient use is
made of public sources and self-declarations in some sectors.

23. Reporting is concentrated in three sectors: banks, MVTS operators and notaries. Other
sectors account for a negligible number of STRs - where there is evidence of under-reporting of
suspected ML/TF. Outside the banking sector and some MVTS operators, no specific focus is given
to scenarios for detecting and reporting TF, except for connections to high-risk countries.

24. Larger FIs have effectively developed three lines of defence, including an independent
audit function which covers AML/CFT compliance. Elsewhere, controls and procedures are
adequate.

25. There are gaps in the scope of application of AML/CFT requirements to VASPs.
Notwithstanding this, the sector already has a relatively good understanding of risk and AML/CFT
requirements.

Supervision (Chapter 6; 10.3; R.14, R.26-28, 34, 35)

26. The NBR and FSA apply effective “fit and proper” entry checks. More limited market entry
controls are in place elsewhere, including for VASPs, which are less effective and present some
vulnerabilities. There is no authority with a clear responsibility for proactively identifying
unlicensed banking or payment services activity.

27. Overall, financial supervisors and the NOPCML demonstrate a fair understanding of
ML/FT risks in the country and risks connected with sectors under their supervision, this
understanding being strongest in the NBR. Overall, a more granular analysis is needed of inherent
risk at sectoral and institutional levels. Whilst a significant quantity of information is available to
financial supervisors (particularly the NBR), its use is not yet sufficiently systematic to support a
comprehensive, comparable, and on-going understanding of risks. ML/TF risk understanding of
DNFBP supervisors other than the NOPCML is more limited at sectoral level and self-regulatory
bodies (SRBs) do not assess risk at individual institution level.

28. The most robust AML/CFT RBA is applied by the NBR, which supervises the most material
FlIs. It has recently significantly increased staff numbers and introduced organisational changes
to remedy some previous bottlenecks. NBR engagement with supervised entities, mainly banks,
is very frequent and the NBR uses a broad range of supervisory instruments. Whilst the NBR’s
approach is effective to some extent, it operates on a rather ad hoc basis, and appears to lack a
general direction and high-level strategy in the AML/CFT field. ML/FT risks are taken into
consideration to some extent by the FSA and the NOPCML (the latter relying significantly on
sectoral risk understanding). AML/CFT supervision does not appear to be a priority area for the
FSA. The activities of the NOPCML are seriously impacted by the low number of staff involved in
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supervision compared to the number of supervised entities. The supervision of VASPs has only
recently started.

29. Remedial measures are applied as a rule by the NBR, FSA and the NOPCML when breaches
are identified, and they are duly followed-up. Supervisors of FIs have also applied, in practice, a
broad range of sanctions, including against managers. However, sanctions have not been applied
consistently and their effectiveness, in general, has not been demonstrated. This approach has
changed in the FSA to a more systematic approach; though this change is too recent to assess its
impact.

30. The diligent follow-up of remediation plans by supervisors has led to an increase in
compliance in particular institutions. The NBR and the NOPCML have demonstrated a broad
impact on compliance across the sectors that they supervise; the latter mainly through its
awareness-raising activities. However, only the NBR has been measuring (to some extent) the
impact of its activities and neither supervisor measures the success if what they do at a more
strategic level.

31. Overall, a clear message of AML/CFT obligations and ML/TF risk is being promoted in
Romania. Limitations in risk understanding affect the latter.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)
32. The basic features of legal persons are set out in publicly available legislation.

33. Understanding of risk of abuse of legal persons is greater than that in the NRA report.
However, the authorities do not clearly articulate what ML risks are presented by the many
different types of legal persons created in Romania and, overall, the risk of use of legal persons
for ML is higher than recognised by the authorities (medium level), at least to some extent.
Important steps have been taken by Romania to prevent misuse of legal persons, including the
development and use of public registries, which support a multi-pronged approach to collecting
and accessing BO information. Implementation of this comprehensive framework is still work in
progress, but the level of progress is substantial.

34. Applications to form most legal persons are, inter alia, supported by confirmations that
founder shareholders (legal owners) and initial directors have not been convicted of specified
offences. Confirmation is requested also for some subsequent changes. This approach is positive
in preventing legal persons being formed to facilitate crime.

35. Greatest reliance is placed by competent authorities on: (i) a register of bank accounts
held by the Fiscal Administration; and (ii) information held by banks, for accessing BO
information on legal persons. Around 80% of legal persons created under Romanian legislation
hold a bank account in Romania. Whilst most inspections of banks have findings in the application
of CDD measures, the NBR believes that these are isolated cases. On the other hand, the supervisor
has taken action to require some systemically important banks to remediate customer data.
Accordingly, whilst there is evidence that banks hold accurate and current BO information, it is
not complete. Public registers are used by competent authorities as a secondary source of
information. Data provided at the time of the on-site visit shows that full BO information is held
by the NTRO (the largest register) for 72% of legal persons.

36. Sanctions are not imposed in relation to late filings of basic and BO information in the
registers. Companies have been dissolved for failing to convert bearer shares into registered
shares.
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International cooperation (Chapter 8; 10.2; R.36-40)

37. Romania has a sound legal framework for international cooperation. In general, the
country is constructive in providing assistance and most foreign jurisdictions have generally
commended Romania for providing international assistance.

38. Romania has no central case management system for handling and having oversight of
mutual legal assistance (MLA) requests and no general guidelines for prioritisation of incoming
requests. This hinders the efficiency of the analysis and follow up actions. A significant lack of
qualitative data and statistics seriously limits the country’s ability to demonstrate effectiveness
comprehensively. A significant proportion of MLA requests sent by the authorities were linked to
corruption and tax evasion, and cooperation was limited for other predicate offences. At the same
time, the majority of incoming MLA requests were related to fraud and cyber-crime and executed
by the POHCC] and regional prosecutors’ offices.

39. The NOPCML-FIU is generally active in financial intelligence unit (FIU)-to-FIU
cooperation, however, there were significant delays relating to execution of incoming requests.
Granular information about requests and explanation of trends has not been made available to
the AT. The Police, the NBR and the FSA have mechanisms in place to provide and seek
information informally in a timely and constructive manner. Large number of joint investigations
teams have been formed on the initiative of the Romanian authorities, which demonstrates
proactiveness in international cooperation. Most authorities are not collecting statistics on
cooperation regarding basic and BO information.

Priority Actions

a) Immediately start implementing mitigating actions that target the highest risks to which the
country is exposed.

b) Increase information technology resources, human resources, and training for the NOPCML
and LEAs to facilitate better access to, and use of, financial intelligence.

c¢) Increase the capacity of financial investigators to carry out parallel financial investigations
and trace assets, and issue practical guidance to prosecutors to improve investigation and
prosecution of ML and confiscation of assets.

d) Ensure more sophisticated calibration of NBR supervisory actions with risk, secure greater
recognition of importance of AML/CFT oversight by the FSA, and increase DNFBP supervisory
capacity in higher risk areas, e.g., VASPs and legal professionals, to align with statutory
responsibilities.

e) To support improved transaction monitoring and reporting of suspicion by obliged entities,
provide further guidance on sector specific risk factors and “red flags”, e.g., regarding TF and
typologies for prominent offences seen in Romania where not already available.

f) Further develop existing controls to ensure the accuracy and currency of information held in
BO registers and draw up a plan for reducing the number of legal persons that have still to file BO
information.

g) Develop an overarching national CFT strategy and action plan and provide further training to
all relevant competent authorities to improve their understanding and effectiveness in: (i) TF
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investigations and prosecutions; and (ii) detection of cross-border movements of cash for TF
purposes.

h)  Following completion of a TF risk assessment, implement a risk-based regulatory and
oversight framework in the NPO sector.

i) Develop automated solutions that enable collection of comprehensive statistics to support
multifunctional analysis at a national level.

14




Effectiveness & Technical Compliance Ratings

Effectiveness Ratings!

10.1 - Risk, policy
and coordination

Moderate

10.7 -
investigation
prosecution

ML
&

Moderate

10.2 -
International
cooperation

Substantial

10.8 - Confiscation

Moderate

10.3 - Supervision

Moderate

10.9 - TF
investigation &
prosecution
Moderate

Technical Compliance Ratings?

R.1 - assessing risk
& applying risk-
based approach

LC

R.7- targeted
financial sanctions
- proliferation

PC
R.13 -
Correspondent
banking

PC

R.19 - Higher-risk
countries

LC

R.25 -
Transparency &
BO of legal
arrangements

LC

R.31 - Powers of
law enforcement
and investigative
authorities

C

R.37 - Mutual legal
assistance

LC

R.2 - national
cooperation and
coordination

PC

R.8 -non-profit
organisations

PC

R.14 - Money or
value transfer
services

PC
R.20 - Reporting of
suspicious
transactions

LC

R.26 - Regulation
and supervision of
financial
institutions

LC

R.32 -
couriers

Cash

PC
R.38 - Mutual legal
assistance:
freezing
confiscation

C

and

R.3 - money
laundering offence
C
R9 - financial

institution secrecy
laws

PC
R.15 - New
technologies
PC
R.21 - Tipping-off
and confidentiality
LC
R.27 - Powers of
supervision
LC

R.33 - Statistics

PC
R.39 - Extradition

LC

10.4 - Preventive
measures
Moderate

10.10 - TF
preventive
measures &

financial sanctions

Moderate

R.4 - confiscation &
provisional
measures

C

R.10 - Customer
due diligence

LC

R.16 -
transfers

Wire

LC

DNFBPs:
due

R.22 -

Customer

diligence
PC

R.28 - Regulation
and supervision of
DNFBPs

PC

R.34 - Guidance
and feedback

LC

R.40 - Other forms
of international
cooperation

LC

10.5 - Legal
persons and
arrangements
Moderate

10.11 - PF financial
sanctions
Moderate

R.5 - terrorist

financing offence

C
R.11 - Record
keeping

LC
R.17 - Reliance on
third parties

LC
R.23 - DNFBPs:
Other measures

LC
R.29 - Financial

intelligence units

LC
R.35 - Sanctions

PC

10.6 - Financial
intelligence

Moderate

R.6 - targeted

financial sanctions

- terrorism &

terrorist financing
PC

R.12 - Politically
exposed persons

PC
R.18 - Internal
controls and
foreign branches
and subsidiaries
LC
R.24 -
Transparency &
BO oflegal persons
PC

R.30 -
Responsibilities of
law enforcement
and investigative
authorities

C

R.36 -
International
instruments

1 Effectiveness ratings can be either a High- HE, Substantial- SE, Moderate- ME, or Low - LE, level of

effectiveness.

2 Technical compliance ratings can be either a C - compliant, LC - largely compliant, PC - partially compliant

or NC - non-compliant.
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MUTUAL EVALUATION REPORT
Preface

1. This report summarises the anti-money laundering and combating financing of terrorism
(AML/CFT) measures in place as at the date of the on-site visit. [t analyses the level of compliance
with the FATF 40 Recommendations and the level of effectiveness of the AML/CFT system and
recommends how the system could be strengthened.

2. This evaluation was based on the 2012 FATF Recommendations and was prepared using
the 2013 Methodology. The evaluation was based on information provided by the country, and
information obtained by the evaluation team during its on-site visit to the country from 21
September to 4 October 2022.

3. The evaluation was conducted by an assessment team (AT) consisting of (listed
alphabetically): (i) Ms Sophia ASANIDZE, Head of Methodology and Off-site Supervision Division,
National Bank of Georgia (financial evaluator); (ii) Mr Mark BENSON, Senior Prosecuting Officer,
Economic Crime, Attorney General's Chambers, Isle of Man (legal evaluator); (iii) Mr Markko
KARD, Strategic Analysis Department, Estonian Financial Intelligence Unit (law enforcement
evaluator); (iv) Mr Aram KIRAKOSSIAN, Acting Head, International Relations Division, Financial
Monitoring Center, Central Bank of Armenia (legal evaluator); (v) Ms Katerina PSCHEROVA, Head
of AML/CFT Off-site Supervision Unit, Czech National Bank (financial evaluator); and (vi) Mr
Richard WALKER, Director of Financial Crime Policy and International Regulatory Advisor, Policy
Council, Guernsey (financial evaluator). The AT was supported by the MONEYVAL Secretariat
(listed alphabetically): (i) Ms Kotryna FILIPAVICIUTE (Administrator); (ii) Mr Andrew LE BRUN,
Deputy Executive Secretary; and (iii) Ms Veronika METS (Administrator). The report was
reviewed by (listed alphabetically): (i) the FATF Secretariat; (ii) Mr Lajos KORONA, Public
Prosecutor, Head of Division, Metropolitan Prosecutor’s Office of Hungary; (iii); Mr Christopher
VELLA, Senior Manager, Data Management & Analytics, Financial Intelligence Analysis Unit,
Malta; and (iv) Mr. Rizumu YOKOSE, Deputy Director, Office for Countering Illicit Financial Flows,
Ministry of Finance, Japan.

4. Romania previously underwent a mutual evaluation in 2013/2014, conducted according
to the 2004 FATF Methodology. The 2014 evaluation report has been published and is available
at https://www.coe.int/en/web/moneyval/jurisdictions/romania.

5. That mutual evaluation concluded that the country was compliant with seven
Recommendations; largely compliant with 18; and partially compliant with 23. No
Recommendations were rated non-compliant. One Recommendation was not applicable.
Romania was rated compliant or largely compliant with eight of the 16 Core and Key
Recommendations.

6. Following adoption of the 4th round MER, Romania was placed under the regular follow-
up procedure. At the 56th Plenary in July 2018, Step 1 of MONEYVAL'’s compliance enhancing
procedures (CEPs) were applied, which were eventually suspended at the 59t Plenary in
December 2019. Romania was removed from the 4th round follow-up process and CEPs at the
61st Plenary in December 2021 when it was concluded that the country had remedied all
deficiencies at a level equivalent to LC.
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1. ML/TF RISKS AND CONTEXT

7. Romania is in south-eastern Central Europe. The country is situated on the eastern side
of the Balkans, and is bordered by Bulgaria, Hungary, the Republic of Moldova, Serbia, Ukraine,
and the Black Sea. With a total area of 238 397 km?, it is the 12th largest country in Europe.
Romania’s borders amount to a total of 3 140 km (water and land frontier), of which 2 070 km
represents the external border of the European Union (EU). Romania has a population of 19.3
million inhabitants (January 2020), of which Romanians account for 86.8 % and Hungarians 6.3
%. Its gross domestic product (GDP) is approximately EUR 219 billion. The largest contributors
to GDP are industry, trade, and public administration.

8. Romania has 41 counties, plus the capital city of Bucharest which has a status like that of
a county. Just over half of the population live in urban areas.

9. Romania is a semi-presidential republic where executive functions are exercised by the
Government. The President of Romania nominates the Prime Minister and appoints the
Government, which is subject to approval by the Parliament. The Parliament is the legislative
body and consists of two chambers (Senate and Chamber of Deputies). The legal system in
Romania is based on the civil law system. The justice system is independent of government and
is made up of a hierarchical system of courts with the High Court of Cassation and Justice being
the supreme court of Romania. There are also courts of appeal, county courts and local courts.
The Romanian judicial system is based on civil law and is inquisitorial in nature®.

10. The country has been a member of the EU since January 2007 but is not part of the
Schengen area. Inter alia, it is also a member of the UN (since 1955), Council of Europe (since
1993) and Organisation for Security and Cooperation in Europe (since 2003).

11. Romania’s currency is the leu (plural is lei). Five lei is the equivalent of approximately one
euro. The currency code for Romanian lei is RON.

1.1. ML/TF Risks and Scoping of Higher Risk Issues
1.1.1. Overview of ML/TF Risks

12. Based on the value of assets seized, the most prevalent domestic predicate offences
detected in Romania are: (i) tax evasion; (ii) corruption; (iii) fraud, including cyber-crimes; (iv)
smuggling; (v) human trafficking; and (vi) drug trafficking. In addition, a significant number of
environmental crimes are reported each year. The authorities consider the ML threats presented
by tax evasion, corruption, human trafficking, and cyber-crimes to be greatest. Organised criminal
groups (OCGs) operate in Romania, manifesting themselves in most sectors of economic and
social life, including tax evasion, cyber-crime, drug trafficking, and human trafficking.

13. Corruption represents a challenge at national and regional level. Low socio-economic
conditions in Romania, compared to many other European countries, interpolated with other
demographic and cultural risk factors, continue to contribute to continuous activity in the sphere
of trafficking of Romanian citizens.

3 An inquisitorial system is a legal system in which the court, or a part of the court, is actively involved in
investigating the facts of the case.
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14. 0CGs of Romanian origin operating abroad present the main foreign ML threat, with
indications that criminal proceeds are transferred through the Romanian financial system and
invested in Romania. Romania is also a transit space for trafficking of high-risk drugs, and a
growing convergence of trafficking routes has allowed traffickers to connect the heroin
production areas of Afghanistan, Pakistan, and Iran with the main points of entry into Europe for
large quantities of cocaine from South America, and with export to the Middle East of synthetic
drugs”. In the case of human trafficking, cyber-crime and drug trafficking, criminal activity is often
committed abroad, and illicit funds transferred to Romania. Emigration has resulted in
substantial numbers of Romanians living abroad and there is a significant Romanian diaspora
transferring funds into the country.

15. The use of cash is the main method of money laundering (ML) at national level. Romania's
economy is cash-based, and the size of the underground economy is around 30% of GDP®, which
is significant. The use of shell companies has also been observed in ML activities, in particular
laundering of illegal money from tax evasion. There is a high risk of ML in the real estate sector
(construction and development), in which there is widespread use of cash to purchase materials
and for the payment of labour.

16. Romania’s financial sector remains dominated by banks, and non-bank sector remains
underdeveloped. The customer base is predominantly domestic and there is an absence of
complex products.

17. No home-grown terrorism has been identified to date, no terrorist organisations or cells
are known to be active in the country, and there have been no terrorist attacks. The authorities
are also confident that right wing extremists do not present a threat to national security. No
national networks have been identified that obtain, collect, or transfer funds abroad for the
benefit of terrorist organisations. Currently, jihadist (self-) radicalisation is the main risk to
Romania's national security and is a constant concern from a security perspective. There have
been examples of foreign residents transferring funds to conflict zones, but it has not been
possible to link these to terrorism. The authorities have not identified links between OCGs, and
persons connected to terrorism/terrorist organisations. Nor does information indicate that OCG
activities are carried out for the benefit of terrorist entities/organisations.

1.1.2. Country'’s Risk Assessment & Scoping of Higher Risk Areas

18. In September 2022, Romania adopted its first national risk assessment (NRA) report,
covering the period from 2018 to 2020. The assessment was completed using a methodology
developed by the Council of Europe, which capitalises on FATF guidance and International
Organisation for Standardisation standards (ISO 31000:2009 and ISO 31010:2009). Until the
completion of the NRA process, the activities of competent authorities took account of the
Supranational Assessment of ML/TF risk produced by the European Commission (EC). The NRA
complements the adoption of many strategies with ML/FT elements already in place to address
risks within Romania.

19. Preparation of the NRA has been led by a Management Committee composed of
representatives from the National Office for the Prevention and Control of Money Laundering

4 UN Office on Drugs and Crime Global Report on Cocaine 2023.
5 NRA - chapter 1 (introductory considerations).
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(NOPCML), the National Bank of Romania (NBR), the Financial Services Authority (FSA), the
POH]JCC, the Ministry of Justice (Mo]), the Ministry of Internal Affairs (MolA), and the Romanian
Intelligence Service (RIS). The same institutions were represented at expert level in the Project
Technical Team which was responsible for collecting and analysing quantitative and qualitative
data and for drafting of the NRA report. The NOPCML has coordinated the work of the
Management Committee and Project Technical Team. In line with the methodology adopted, the
Project Technical Team analysed threats, vulnerabilities presented by legal persons,
vulnerabilities in non-financial sectors, and vulnerabilities in activities covered by the AML/CFT
Law. The risk assessment was supported by technical assistance from the Council of Europe.

20. Data collected included: (i) past convictions and indictments for ML/TF offences; (ii)
information on ongoing investigations and prosecutions (through questionnaires); and (iii)
supervisory data. Reference was made also to external sources such as the EC’s supra-national
risk assessment and relevant FATF documents. The NRA notes that there were significant gaps in
information available to support the assessment.

21. Several focus group discussions were organised in December 2021 to discuss the results
of the first draft of the NRA. These group discussions included all the supervisory authorities
(including the self-regulatory bodies (SRBs)), NOPCML, the POH]JCC, Mo], MolA and the RIS as well
as private sector representatives. Conclusions from these discussions were integrated into a
second draft of the NRA.

22. In September 2022, an Inter-Institutional Council was officially established following a
decision of the Prime Minister. This authority has the power to adopt the NRA and related
mitigation policies and updates.

23. A wide range of threats is considered in the NRA report. Romania identified the following
predicates as high risk: tax evasion, corruption, human trafficking (including child trafficking),
and cyber-crime. Smuggling of cigarettes and drug trafficking are seen as presenting a medium
risk. Cross-border risks are also considered in the NRA and cross-border financial flows are seen
as a high risk. Sectorial risk distribution is the following: (i) high risk - gambling sector, real estate,
trust and company service providers (TCSPs) and VASPs; (ii) medium-high risk - payment
institutions (PIs) and (EMIs); (iii) medium risk - banks, securities® and insurance sectors,
exchange offices, NOPCML-supervised lenders, accountants, lawyers, and notaries; and (iii) low
risk - private pension schemes administrators, giro postal service operators (money value
transfer service (MVTS) - postal money orders) and NBR-supervised lenders. TF risk is assessed
as low.

24. While the development of a national action plan was still ongoing at the time of the on-
site visit, some high-risk areas have already been identified by the authorities as requiring further
analysis. For instance, the authorities will undertake a dedicated sectoral risk assessment to
analyse the use of virtual assets (VAs) and Virtual Asset Service Providers (VASPs), and a first
workshop has already been held.

25. In addition to the NRA, several strategies are in place which are relevant for AML/CFT
purposes. See R.2 in the TC Annex.

6 Investment intermediaries are assessed as presenting a medium-high risk.
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26. In advance of the on-site visit, the AT identified several areas requiring increased focus in
the evaluation through an analysis of information provided by the authorities and by consulting
various open sources.

27. The AT examined the comprehensiveness of the NRA process and reasonableness of its
conclusions in considering threats. For TF, amongst other elements, the AT focused on how
Romania had assessed the risks arising from its geographic location, such as migration flows.
Consistent with threats identified by the authorities, the AT also considered whether the
measures in place to fight corruption and related ML were effective and discussed possible
challenges in relation to investigating, prosecuting, convicting, and confiscating property in cases
related to politically exposed persons (PEPs) /high level officials. A similar approach was followed
for organised crime. The AT looked at the link between organised crime and corruption and the
ML risks that derive from this. Linked to this, the AT also considered cross-border physical
transportation of cash and bearer negotiable instruments, including use of cash couriers.

28. The AT also examined mechanisms to combat TF, including whether TF cases have been
properly investigated and, where necessary, prosecuted, and capacity of border forces to respond
to developing risks.

29. The AT considered co-operation and co-ordination between the financial intelligence unit
in the National Office for the Prevention and Control of Money Laundering (NOPCML-FIU), law
enforcement and prosecutorial authorities, focusing on how information sharing and co-
ordination mechanisms allow for effective detection, investigation and prosecution of ML/TF and
asset confiscation. It considered how recent changes in the structure of the NOPCML-FIU had
addressed issues identified in previous evaluations, such as a significant backlog in the analysis
of suspicious transaction reports (STRs) and dissemination of information to law enforcement
agencies (LEAs), and insufficient resources and capacity.

30. The AT focused on measures applied by obliged entities conducting the most material and
inherently higher risk activities to: (i) identify and verify beneficial ownership (BO) for complex
ownership structures; (ii) identify and mitigate risks linked to customer relationships with PEPs;
(iii) identify suspicious patterns linked to cash operations; and (iv) identify connections to OCGs.
The AT also considered how those handling cash and conducting MVT services had mitigated the
risk in doing so, and extent to which lawyers and accountants that provide services to trusts and
companies understand the ML/TF risks. Sectoral reporting levels were also considered,
particularly amongst those where they are low or non-existent.

31. The AT considered the independence of supervisors and how well supervisory activities
were coordinated, including within designated non-financial businesses and professions
(DNFBPs) where there are several SRBs. The AT also considered the extent to which SRBs are
applying a risk-based approach (RBA), and extent to which this approach covers compliance with
AML/CFT requirements and threats identified in the NRA. Given the use made of MVTS to transfer
illicit proceeds, the AT considered the supervisory arrangements in Romania for European
Economic Area (EEA) Pls that operate through EU passporting arrangements.

32. The AT also focused on the extent to which “shell” companies and nominees are used, and
role played by lawyers and accountants in forming and administering legal persons. Following
establishment of BO registers for legal persons and legal arrangements, the AT also considered
the extent to which BO information held is up-to-date and accurate. Following the recent
prohibition on bearer shares, the AT also considered the extent to which it became necessary to
cancel such shares (failure to register).
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33. Given the cross-border nature of ML/TF risk and number of domestic banks and branches
that form part of international financial groups, the AT considered the extent to which
international cooperation is being sought and provided by Romania.

34. The following areas were identified for decreased focus: insurance (except investment-
linked insurance); EMIs; lending; and dealers in precious metals and stones.

1.2. Materiality

35. Most of Romania’s GDP is generated by industrial activity (20%), retail and wholesale
trade (18%) and the public sector (15%). Insurance and financial intermediaries account only for
2.5% of GDP. By way of comparison, real estate transactions account for 8% of GDP. No
information is available on the size of the gambling sector (including online activities), but the
entertainment sector overall accounts for less than 2.5% of GDP.

36. In 2019, Romania had an average monthly net salary of approximately EUR 660 and an
unemployment rate of 3.9%. In this context, 4,632,000 persons were below the poverty threshold.

37. Romania’s financial sector remains dominated by banks, a large share of which is foreign
owned (mixture of global and regional groups), and the banking system holds around 80% of
financial sector assets. Total assets of the banking sector are amongst the lowest in the EU in
terms of share of nominal GDP - EUR 129.3 billion on 31 December 2021. In 2019, the ratio of
bank assets to GDP was 58%. The customer base is predominantly domestic and there is an
absence of complex products. The traditional non-bank financial sector remains underdeveloped.
The capital market is undersized (70% of EU average) but now classified as an emerging
secondary market. Total assets managed in the securities sector on 31 December 2021 were EUR
16.7 billion’. The Romanian insurance market has one of the lowest levels of insurance density
and insurance penetration in Europe®. On 31 December 2021, assets managed by private pension
managers were EUR 736 million.

38. At the time of the on-site visit, 26 VASPs had notified the NOPCML that they were active
in the provision of exchange services between VAs and fiat currencies or digital wallets in
Romania (the scope of regulation does not extend to all activities covered by the FATF Standard).
Romania ranks in the top 10 countries in the world by number of reported crypto ATMs, reflecting
to some extent the size of the country’s population®. Romania's major cities are growing as top
information technology (IT) hubs in Europe, with Romanian coders well respected in the fintech,
blockchain and crypto space. These factors indicate a material level of VA activities in the country.

30. Around 1.2 million companies are registered in Romania, accounting for around 3% of
those established in the EU*°.

7 Split: investment firms - EUR 4.6 billion; fund managers - EUR 7.3 billion; and alternative investment
funds - EUR 4.8 billion.

8 Life/investment linked insurance premia for life insurance companies and subsidiaries of life insurance
companies totalled EUR 649 million in 2021.

9 https://cryptohead.com/crypto-ready-index/

10 [ndustry Breakdown of Companies in Romania | HitHorizons.com
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1.3. Structural elements

40. Romania has some of the key structural elements required for an effective AML/CFT
system: (i) political stability; (ii) a high-level commitment to address ML/TF issues; (iii) stable
institutions; (iv) governmental rule of law; and (v) a capable judicial system.

41. The country’s high-level commitment to addressing ML/TF issues is demonstrated
through the adoption of the National Defence Strategy (2020 to 2024), which identifies ML as a
vulnerability to be mitigated. This is supported by other strategies - see R.2 in the TC Annex.

42. Romania ranks 41st (out of 139 countries) in the Rule of Law Index 2021*' and 66th (out
of 180 countries) in the Corruption Perceptions Index 20212 Romania ranks as follows under
Worldwide Governance indicators'® (202): (i) voice and accountability - 65/100; (ii) political
stability and absence of violence/terrorism - 63/10; (iii) government effectiveness - 43/100; (iv)
regulatory quality - 64/100; (v) rule of law - 64/100; and (vi) control of corruption - 55/10.

43. The authorities have identified that corruption affects the efficiency and professionalism
of public institutions and authorities and generates a low level of trust among citizens in the
state’s ability to manage social relations!. Further, a lack of professionals in public administration
(due to excessive politicisation and interference in selection, evaluation, and promotion
processes) has had a negative impact on institutional performance®.

44. Proposed reforms of the criminal justice system (Criminal Code (CC) and Criminal
Procedure Code (CPC)) in 2017 to 2019 led to a large-scale wave of public protests and concerns
expressed by numerous representatives and associations of the judiciary and prosecution, as well
as by the international community, about the consequences for the independence of judges and
prosecutors. In 2018, an opinion of the Venice Commission (part of the Council of Europe)®
highlighted that some of the proposed changes conflicted with the international obligations of the
country. It was concerned that many amendments - if implemented - would seriously impair the
effectiveness of the Romanian criminal justice system in the fight against various forms of crime,
including corruption-related offences, violent crimes, and organised criminality.

45. GRECO (part of the Council of Europe) carried out an ad hoc evaluation in 2019 in which
major issues were identified in the judicial system with: (i) the creation of a Section for the
Investigation of Offences in the Judiciary (subsequently dismantled); (ii) the system of civil

11 Rule of Law Index 2021, W]P Rule of Law Index 2021 | World Justice Project. Covering 139 countries and
jurisdictions, the Index relies on national surveys of more than 138,000 households and 4,200 legal
practitioners and experts to measure how the rule of law is experienced and perceived worldwide.

12 Corruption Perceptions Index, Romania - Transparency.org

13 The Worldwide Governance Indicators (WGI) project reports governance indicators for over 200
countries and territories over the period 1996-2020, for six dimensions of governance, WGI 2021
Interactive > Home (worldbank.org).

14 National Anti-Corruption Strategy 2021-2025.

15 National Defence Strategy 2020 to 2024.

16 Opinion on amendments to the ccC and the CPC (2018),
https: //www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL-AD(2018)021-e. See
summary under Romanian sources note: https://de.netdocuments.com/neWeb2/goid.aspx?id=2775-
1843-9686.
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liability of judges and prosecutors; (iii) early retirement schemes; (iv) entry into the profession;
and (v) the status and appointment of high-ranking prosecutors. This evaluation was followed up
in 2021, where GRECO found that the authorities seemed determined to reverse or abandon many
of the controversial judicial reforms. A follow-up GRECO compliance report (adopted in
December 2022) notes: (i) an increased role for the Judicial Inspectorate in responding to risks
for the integrity of judges and prosecutors; and (ii) introduction of new legislation with the
objective of strengthening independence. At the same time, the OECD reported (2022) that
political pressure on the National Anti-Corruption Directorate (NAD) had weakened its fight
against corruption?’.

46. The current government has a legislative programme to strengthen the independence,
efficiency, and accountability of the judiciary, which took effect in November 2022 (after the end
of the on-site visit)®®,

1.4. Background and Other Contextual Factors

47. As a Member State of the EU, the country implements EU legislation, though there was a
significant delay in transposition of the 4th AML Directive. As noted above, geographically,
Romania sits at a transit space for trafficking of high-risk drugs, linking trafficking of heroin from
Afghanistan, Pakistan, and Iran with entry into Europe of cocaine from South America and with
exports of synthetic drugs to the Middle East. Romania has the longest land border of the EU and
is located on a secondary route for illegal migration flows to Western Europe. It also sits on a
secondary transit route (Balkan sub-route) into Europe from the Middle East, North Africa, and
South-Central Asia.

48. Romania has an under-developed financial system, dominated by its banking sector, a
large share of which is foreign owned (mixture of global and regional groups). The customer base
is predominantly domestic and there is an absence of complex products. However, there is
significant use of legal persons, and the country has one of the highest totals of companies in
Europe®®.

49. Corruption represents a challenge at national and regional level even if, on a strategic
level, it is the criminal behaviour that is most often the subject of law enforcement in Romania.
Many public sources (media and international and European institutions) indicate a problem
with “grand corruption” (abuse of high-level power).

50. In 2016, Romania’s cash ratio (cash payments as a percentage of total payments) was
second highest amongst EU Member States at 85%. The lowest ratio in a Member State was 13%.
A relatively large number of people with bank accounts use their accounts only to receive their
salary and withdraw cash. This is despite the introduction of strict limits on the use of cash and
reporting of cash transactions to the NOPCML-FIU. There is a high percentage of people living
below the poverty line (over 20% of the population) without education who can be exploited by

17 OECD's Economic Survey of Romania (2022), https://www.oecd.org/economy/romania-economic-

snapshot/

18 This programme covers: (i) Law on the Status of Judges and Prosecutors (Law no. 303/2022); (ii) Law on
Judicial Organisation (Law no. 304/2022); and (iii) Law on the Superior Council of Magistracy by the Senate
on 17 October 2022 (Law no. 305/2022).

19 Industry Breakdown of Companies in Romania | HitHorizons.com.
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OCGs. The level of financial inclusion is low (currently 68%) - in part due to a thin (and declining)
bank branch network in rural areas - but rising (10% in past ten years).

1.4.1. AML/CFT strategy

51. There is no national AML/CFT Strategy. Instead, several public policy documents have
been adopted at national level to address economic crime and which highlight risks associated
with ML/TF. See R.2 in the TC Annex.

1.4.2. Legal & institutional framework

52. An Inter-Institutional Council was established in September 2022 to approve the NRA
report and related national action plan. The President of the Council is the President of the
NOPCML. In addition to the NOPCML, the following authorities also sit on the Council: MoJ; the
POHJCC, MolA; the RIS; the NBR; and the FSA. Experts or representatives of other authorities may
attend meetings of the Council, without taking part in the decision-making process. A technical
secretariat is provided by the NOPCML.

53. At national level, the prevention and combating of terrorism is organised and carried out
under the National System for the Prevention and Combating of Terrorism, in which 26 public
authorities participate. The RIS provides the technical coordination of the system through the
Counter-Terrorism Operational Coordination Centre.

54. There is an Inter-Institutional Council dealing with the implementation of international
sanctions in which 12 public authorities participate. Depending on the nature of the sanctions, the
Council may also request the participation of representatives of other public authorities or
institutions at its meetings.

55. Coordination and cooperation on national level extends to financing of proliferation of
weapons of mass destruction (PF) through the Interagency Working Council for PF.

56. The institutional framework involves a broad range of authorities.
Ministries:
57. The Ministry of Finance (MoF) authorises exchange offices.

58. The Ministry of Foreign Affairs (MoFA) coordinates the implementation of international
sanctions at national level.

59. The Ministry of Justice (Mo]) develops public policies, strategies, and action plans in the
fields of justice, prevention of, and fight against, corruption and serious crime. It also holds basic
and BO information for associations and foundations and is the central authority in the field of
international judicial cooperation.

Criminal justice and operational agencies:

60. The National Office for the Prevention and Control of Money Laundering (NOPCML) is the
financial intelligence unit of Romania which receives, analyses and processes financial
information. The NOPCML is also the national coordinating body for assessing the risk of ML/TF
at national level and has responsibility for supervising compliance with the provisions of the
AML/CFT legal framework by some non-bank FIs and DNFBPs. The NOPCML is subordinate to
the MoF.
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61. The General Inspectorate of the Romanian Police (Police) is the central unit for preventing
and detecting crime through: (i) the Directorate for Combating Organised Crime; (ii) Criminal
Investigation Directorate; (iii) Economic Crime Investigation Directorate; (iv) Special Operations
Directorate; (v) Weapons, Explosives and Dangerous Substances Directorate; (vi) Public Order
Directorate; (vii) Transport Police Directorate; and (viii) Institute for Crime Research and
Prevention. The Police and territorial units under its subordination are part of the MolA

62. The Public Prosecutor’s Office of the High Court of Cassation and Justice (POHJCC)
investigates ML cases through: (i) offices attached to the courts; (ii) the military prosecutor’s
offices; (iii) the Directorate for Investigating Organised Crime and Terrorism (DIOCT); and (iv) the
National Anti-Corruption Directorate (NAD) for large and medium corruption. The POHJCC
through DIOCT is the competent authority to investigate TF offences.

63. The Romanian Intelligence Service (RIS) protects and promotes the interests of Romania
and its allies, the security of citizens, economic security, and state secrets for the achievement of
national security. It exists to prevent and combat espionage, terrorism (including TF) and cross-
border organised crime that affect national security. It runs the Counter-Terrorism Operational
Coordination Centre and is also the focal point for inter-institutional management of proliferation
risk situations. At the same time, with a view to safeguarding national security, it conducts specific
activities, alone or jointly with the Foreign Intelligence Service. The RIS is the competent
authority and the recipient of NOPCML-FIU information when there are suspicions of TF.

64. The National Agency for the Management of Seized Assets (NAMSA) is responsible for
tracing assets internationally and managing high value seized assets. It sits in the Mo].

65. The National Agency for Fiscal Administration (Fiscal Administration) carries out fiscal
controls, collections, and management and development of relations with taxpayers. It also holds
basic and BO information for trusts and similar legal arrangements, holds a central register of
bank and payment accounts, and implements international sanctions. It is accountable to the MoF.

66. The Romanian Customs Authority (NCA) is responsible for applying border controls,
including over cash entering or leaving the EU. It is accountable to the MoF. Within the Authority
there is: (i) the General Directorate of Customs; (ii) regional customs departments; and (iii)
interior and border customs offices within the regional general directorates of public finance.

67. The Romanian Border Police supervises and controls crossing of the state border,
preventing and combating illegal migration and specific acts of cross-border crime committed in
its area of competence.

68. The National Office of the Trade Register (NTRO) holds a central register of basic and BO
information for legal persons required to register in the commercial register. Basic information
for such legal persons is also held in registers in the 41 counties of Romania and municipality of
Bucharest.

Financial and non-financial supervisors:

69. The National Bank of Romania (NBR) is the central bank of Romania. It is an independent
public institution which, inter alia, fulfils the role of financial supervisor for the Romanian
banking sector and has exclusive responsibility for supervising compliance with the provisions
of the AML/CFT legal framework by the following categories of FIs, which carry out activities and
have a physical presence in Romania: (i) credit Institutions: (ii) Pls; (iii) EMIs; and (iv) lending
non-bank FIs that are registered in the Special Register.
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70. The Financial Services Authority (FSA) is an independent administrative authority which,
inter alia, has exclusive responsibility for supervising compliance with the provisions of the
AML/CFT legal framework by non-bank FIs operating in the capital/securities, insurance, and
private pensions markets.

71. The National Gambling Office (NGO) shares responsibility with the NOPCML for
supervising compliance with the provisions of the AML/CFT legal framework by casinos
(terrestrial and online).

72. In addition to the NOPCML, several SRBs also have responsibility for supervising
compliance with the provisions of the AML/CFT legal framework. These include: (i) Body of
Expert and Licensed Accountants of Romania (BELAR); (ii) Chamber of Tax Advisors (CTA); (iii)
National Union of Notaries Public of Romania (NUNPR); and (iv) National Association of the
Romanian Bars (NARB). Cooperation agreements are in place between the NOPCML and SRBs.

73. Lawno. 129 of 11 July 2019 for preventing and combating money laundering and terrorist
financing (AML/CFT Law) is the main law that establishes the AML/CFT framework. The
AML/CFT Law transposes Directives 849/2015 (4t AML Directive) and 2018/843 (5t AML
Directive). Inter alia, the AML/CFT Law covers the definition of ML, application of preventive
measures, reporting obligations, AML/CFT supervision, operation of BO registers for legal
persons and legal arrangements, and analysis and processing of information and exchange of
information by the NOPCML.

74. Other relevant laws include: (i) sectoral laws regulating the financial and DNFBP sectors;
(ii) the CC and CPC; (iii) Law no. 535/2004 on Preventing and fighting Terrorism (the Law on
Terrorism); (iv) Government Ordinance no. 9/2021 approved by Law no. 169/2022 on exchange
of information with serious crimes; (v) Government Emergency Ordinance no. 202 of on the
implementation of international sanctions; (vi) Regulation (EU) 2018/1672 on the control of cash
entering or leaving the EU; (vii) Law no. 31/1990 on companies (Company Law), which regulates
the association of individuals and legal entities, as well as the registration of new entities; and
(vii) Government Ordinance no. 26/2000 on associations and foundations (Associations and
Foundations Law).

1.4.3. Financial sector, DNFBPs and VASPs

Table 1.1: numbers of registered Fls

N/A - not available

N/Ap - not applicable

Type of Entity 2017 2018 2019 2020 2021 2022
(June)
Banks 28 27 (+ 27 (+ 26 (+ 26 (+ 10 25 (+ 10
(+9 9 8 9  branches) branches)

branches) branches) branches) branches)
Pls 9(+3 8(+3 9 (+4 8 (+ 4 9(+4 10 (+
branches) branches) branches) branches) branches) 4
branches)
EMIs 3 2(+1 2(+1 2(+3 2(+3 2(+3
branch) branch) branches) branches) branches)
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Agents of EEA N/A N/A 1759 2543 3570 2 656
Pls

Investment 24 (+ 21 (+ 20 (+ 19 (+ 18 (+ 18 (+

intermediaries branches) branches) branches) branches) 7 7
branches) branches)

Asset/fund 23 22 22 22 23 24

managers

(SAI/AFIA)

Investment 109 109 122 115 117 117

schemes - with
Romania fund

manager
Investment 27 26 24 4 8 10
advisors
Depositories 4 4 4 4 4 4
Life insurance 13 13 13 13 13 13
companies
Life insurance 207 193 181 178 176 175
intermediaries
20
Pension scheme 8 8 8 8 9 9
administrators
Exchange 398 411 425 436 451 449
offices
Credit unions 2980 2914 2817 2800 2511 2478
Pawn shops 3141 3217 3287 3350 3407 3486
Other 183 178 177 174 178 178
lending/leasing
Postal N/A N/A N/A N/A N/A N/A
providers -
payment
services

75. Romania’s financial sector remains dominated by banks, a large share of which is foreign

owned (mixture of global and regional groups), and the banking system holds around 80% of
financial sector assets. In 2019, the ratio of bank assets to GDP was 58%, compared to non-bank
Fls assets of 14%, capital markets assets of 4%, pension fund assets of 7%, and insurance assets
of 2%. Activities outside Romania through branches and subsidiaries are very limited.
Information on assets held in the larger financial sectors are included under Section 1.2.

76. Banks service both individuals and businesses and offer a full range of services, including
deposits, current accounts, loans, transfers, and currency exchange. Natural persons account for
over 93% of customer relationship. Resident customers account for over 90% of customer
relationships®’. 15 banks now offer the opportunity to open accounts and access products and
services remotely. Retail and business banking make up most of the market, and there is minimal
private banking activity.

2 Includes all intermediaries providing life insurance and investment insurance policies. Excludes branches.

21 Resident natural persons account for 99% of accounts held for natural persons. Resident legal persons
with only resident beneficial owners represent 92% of the total number oflegal persons that are customers.
Resident legal persons with only non-resident beneficial owners represent 0.27% of the total number of
legal persons that are customers.
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77. The MVTS market in Romania is dominated by one operator licensed by the NBR.
However, there are also many agents of Pls that are licensed and supervised by regulators
elsewhere within the EU that are not fully covered by the AML/CFT Law. On 30 June 2020, there
were just over 2,500 such agents (third parties), 98% of which act on behalf of two global PlIs.

78. Just one EMI is actively involved in issuing electronic money.

79. The traditional non-bank financial sector remains underdeveloped. Consumer loans and
credit cards account for 99% of all loans granted by non-banks FIs. The capital market is
undersized (70% of EU average), but now classified as an emerging secondary market. Around
90% of non-bank FIs customers are natural persons, and the number of non-resident customers
is negligible. In the securities sector, most customers are non-corporate customers.

80. The Romanian insurance market has one of the lowest levels of insurance density and
insurance penetration in Europe. Life assurance accounts for around 20% of premium income.

81. Whereas around 450 exchange offices are registered to carry out foreign exchange
activities (including two hotels), they do so through around 2 700 linked foreign exchange
bureaux. Use is not made of third party agents. There are no dominant players, with the five
largest offices accounting for just under 20% of the market. Ownership is predominantly
domestic (around 95%).

Table 1.2: numbers of registered DNFBPs and VASPs

N/A - not available
N/Ap - not applicable

Type of Entity 2017 2018 2019 2020 2021 2022
(June)
Casinos - 5 5 6 3 5 3
terrestrial
Casinos - online 26 27 27 28 29 31
Real estate 6 358 6469 6 650 6 944 6911 7 274
agents?2
DPMS?23 N/A N/A N/A N/A N/A 10
Lawyers 22 22 23 23 23 22
943 878 554 424 308 818
Notaries 2 360 2422 2478 2479 2509 2550
Tax consultants 5876 6116 6187 6170 6316 6 357
Accountants 46 47 47 47 47 47
205 445 232 599 558 485
TCSPs N/A N/A N/A N/A N/A 761
VASPs N/Ap N/Ap N/Ap N/Ap 5 11
82. No information is available on the size of the DNFBP market. However, it is known that

real estate activities account for 8% of GDP.

22 Those whose main business is real estate agency are reported.
23 Includes only traders that accept payment in cash of EUR 10 000 or more.
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83. The number of terrestrial casinos has fallen considerably in recent years, and only three
land-based casinos are currently active. Residents and holidaymakers make up the customer
base. In the case of online casinos, activities have grown considerably, and the customer base is
exclusively Romanian residents.

84. Only FIs, lawyers and notaries may act as trustee to fiducia (a legal arrangement
recognised under the Civil Code - see section 1.4.5). There is a large number of TCSPs.

85. The VASP sector is still nascent with a limited number of entities. At the time of the onsite
visit, 26 had notified the NOPCML that they were conducting exchange service or wallet activities.
The largest three regulated VASPs combined have around 100 000 customers (majority are
resident) and annual transaction value of RON 1.8 billion (EUR 360 million). Information is not
available on non-regulated VASP activities (i.e., those within the FATF Standard which are not
regulated in Romania) but there is evidence that these are material.

86. Based on materiality, the banking sector is weighted as most important. Extensive use is
made of this sector by Romanian diaspora, and it generates the highest number of STRs. Limits
placed on the use of cash mean that most economic activity will involve a bank. PIs, including
MVTS operators are also weighted as most important, given the country’s ML risk assessment of
this sector (medium-high), widespread use of cash (despite limits placed thereon), and high
number of STRs.

87. The following sectors are weighted as highly important: (i) exchange offices - given the
extensive use of cash in the country, number of cash transaction reports (CTRs) made and high
threshold above which information on source of funds must be requested; (ii) notaries - as they
account for the third highest number of STRs and must authenticate all real estate transactions
(high risk area); (iii) lawyers, as they are extensively engaged in company formation (high risk
area); (iv) accountants, as they are engaged in company formation (high risk area) and used for
company tax compliance; (v) TCSPs (that are not lawyers or accountants) - as they present a high
ML risk according to the NRA; and (vi) VASPs - since there is evidence that material VA activities
are conducted in the country, legal requirements and supervision in the sector are new, the travel
rule is not in place, and authorities consider ML risk to be high.

88. The following sectors are weighted as moderately important: (i) casinos — which are
considered to present a high risk in the NRA; (ii) real estate agents - given that the real estate
sector is assessed as presenting a high risk, balanced by the fact that most transactions do not
involve agents; and (iii) the securities sector - which is not a material part of the financial sector.

89. The following sectors are weighted as less important: insurance (medium ML risk in the
NRA), EMIs (one operator), lending (medium to low risk in NRA) and DPMS (limited activities).

1.4.4. Preventive measures

90. As mentioned above, the AML/CFT Act is the main statutory instrument through which
preventative measures are applied in line with the FATF Recommendations (see TC Annex). They
are supplemented by guidelines (including instructions) - see R.34.

91. The following activity - covered by the FATF definition of FI - is not subject to the
AML/CFT Law: safekeeping and administration of cash. The following activities which are
covered by the FATF definition of DNFBPs are not subject to the AML/CFT Law: (i) for lawyers,
notaries and other legal professions, there is no reference to management of securities accounts;
(ii) for accountants, there is no definition for “tax and financial matters” and so it is not possible
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to confirm that all elements of the FATF definition are met; and (iii) for TCSPs, there is no
reference to acting, or arranging for someone else to act, as secretary of a legal person. The gap
in the scope of coverage of FIs and DNFBPs is not considered to be material. The following
activities which are covered by the FATF definition of VASP are not subject to the AML/CFT Law:
(i) exchange between one or more forms of VAs; (ii) transfers of VAs; (iii) safe-keeping and/or
administration of VAs (except for provision of wallets) or instruments enabling control over VAs;
or (iv) participation in, and provision of financial services related to, an issuer’s offer and/or sale
of a VA. This gap in scope is material.

92. AML/CFT requirements are not applied to business conducted remotely in Romania by
EEA FIs, who are subject to equivalent AML/CFT requirements and supervised in their home
countries (Member State in which the FI has its head office). In line with this approach, the NBR
and FSA are responsible for the AML/CFT supervision of FIs that are Romanian legal persons
where they provide services on a remote basis to customers in the EEA.

93. Restrictions are placed on the extent to which businesses may use cash (L.70/2015 on
strengthening financial discipline on cash collections and payments). Daily limits of RON 5 000
(EUR 1 000) or RON 10 000 (EUR 2 000) (or foreign currency equivalent) are in place on the
amount that may be: (i) paid in cash to the same person; and (ii) received in cash from the same
person - subject to a daily overall limit of RON 10 000 on the total amount that may be accepted
(apart from some shops). Restrictions do not apply to FIs or gambling operators. In addition,
restrictions are placed on transfers of cash between natural persons that relate to: (i) the transfer
of ownership of goods or rights (including real estate); (ii) the provision of services; and (iii)
lending or repayment of loans. A daily ceiling of RON 50 000 (EUR 10 000) is placed on each
transaction.

94. In addition, the following are subject to the AML/CFT Law: (i) gambling services that
involve a monetary stake, including those with an element of skill, such as lotteries and betting;
(ii) real estate agents when acting as facilitators in the rental of real estate, but only in respect of
transactions for which the value of the monthly rent is equivalent in lei of EUR 10 000 or more;
(iii) real estate developers; (iv) individuals who, as professionals, sell goods, insofar as they carry
out cash transactions whose minimum limit represents the equivalent in lei of EUR 10 000;
(v) activities linked to the purchase or sale of shares or elements of goodwill by lawyers and
notaries public; (vi) operations or transactions involving a sum of money or a transfer of
ownership carried out by lawyers and notaries public; (vii) financial, business and accounting
consultants; (viii) bailiffs; (ix) property valuers; and (x) auditors.

1.4.5. Legal persons and arrangements

95. The main types of legal person that can be established in Romania are regulated by: (i)
the Company Law (legal persons performing commercial activities); and (ii) Associations and
Foundations Law (legal persons without patrimonial purpose).

96. Legal persons performing commercial activities (commercial companies) may have one
of the following statutory forms: (i) limited liability company; (ii) joint-stock company; (iii)
general partnership; (iv) simple limited partnership; or (v) limited partnership. An association is
constituted based on an agreement by three or more persons to share their material contribution
and knowledge for the realisation of activities in the general interest. A foundation is established
based on a legal act, whereby assets are permanently and irrevocably held for the achievement of
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a goal of general interest or, as the case may be, of some communities. Both associations and
foundations must be established for non-profit purposes.

97. The total number of limited liability companies has gradually increased by over 200 000
since 2017. The authorities have not provided an explanation for the rise, e.g., whether it may be
due to economic circumstances or specific action taken by the authorities.

Table 1.3: Numbers of legal persons registered Romania at end of 2021

Legal form Number
Limited liability company 1254 428
Associations 104 288
Foundations 20 628
Joint stock companies 10 466
Agricultural cooperatives 2371
General partnerships 2284
Cooperative societies 1948
Federations 1560
National societies and companies 1 046
Unions 796
Autonomous administrations 208
Simple limited partnerships 188
Credit union organisations 128
Craft cooperatives 58
Economic interest groups 43
Consumer cooperatives 34
European economic interest groups 15
European societies 6
Limited partnerships 3
European cooperative societies 3
Consumer cooperatives 1
Cooperative organisations 1
98. Romania does not meet the conditions of an international business centre and does not

present elements of attractiveness for large international financial companies. The MoF has
confirmed that no fiscal measures targeting foreign investment are included in its 2022 to 2025
fiscal strategy.

99. Nevertheless, according to a study published by the European Parliament on shell
companies (2018), it is estimated that 30 000 of the approximately 420 000 incorporations of
“foreign businesses” in commercial registers of EU Member States are in Romania, which places
it behind only two other states.

100. Al legal persons established in Romania must be registered. At the time of their
registration, legal persons must provide BO information for registration in: (i) the central register
of BO held at the NTRO; or (ii) central register for associations or foundations held at the Mo].

101. “Fiducia” (a legal arrangement) are governed in Romania under Title IV of the Civil Code.
A fiducia is a contract which includes a trustor, a trustee, and beneficiaries, connected by a
common economic purpose. The trust fund that is created must be regarded as distinct from the
trustee’s own funds and of any other funds managed by the trustee. The authorities have
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confirmed that a fiducia meets the test set out in Article 2 of the Hague Convention on Trusts.
There are 51 fiducia registered with the Fiscal Administration.

102. Romania is not an international centre for the creation or administration of legal
arrangements/trusts and is not acting/used as a source-of-law country. However, limited
information is available to the authorities in respect of activities of TCSPs. No foreign trusts are
registered with the Fiscal Administration.

103. Legal arrangements must provide BO information to a central register organised by the
Fiscal Administration. Fiducia contracts are also registered with the Fiscal Administration.

1.4.6. Supervisory arrangements

104. The NBR is responsible for the supervision of the following entities for compliance with
the AML/CFT Law and targeted financial sanctions (TFS): (i) credit institutions that are Romanian
legal persons (including where they provide services in another Member State without physical
presence in that State); (ii) PIs that are Romanian legal persons (including where they provide
services in another Member State without physical presence in that State); (iii) EMIs that are
Romanian legal persons (including where they provide services in another Member State without
physical presence in that State); (iv) non-bank FIs registered in the Special Register; and (v) non-
bank FIs registered only in the General Register which are PIs or EMIs. The NBR is also
responsible for the AML/CFT supervision of Romanian branches of foreign legal persons of the
above types of FIs. Romanian institutions which operate in another EU Member State with a
physical presence are supervised for AML/CFT purposes by the competent authority of the host
Member State.

105. The NBR also supervises, on a RBA, whether the operations in Romania of agents and
distributors of foreign PIs/EMIs are compliant with Romanian AML/CFT requirements. In case of
major deficiencies that require urgent intervention, the NBR may take temporary measures.
Otherwise, the NBR will inform the competent authority in the home Member State.

106. The FSA is responsible for the supervision of the following Romanian legal persons for
compliance with the AML/CFT Law and underlying regulations: (i) investment intermediaries;
(i) asset/fund managers; (iii) investment schemes with a Romania fund manager; (iv)
investment advisors; (vi) depositories of financial instruments and private pension scheme
assets; (v) insurance and reinsurance companies; (vi) insurance intermediaries; and (vii)
administrators of voluntary pension schemes and occupational pension schemes. The FSA is also
responsible for the supervision of Romanian branches of foreign legal persons of the above types
of FIs.

107. The NOPCML is responsible for the supervision of all other covered Fls for compliance
with the AML/CFT Law that are not subject to supervision by the NBR or FSA. This includes
lending (e.g., credit unions and pawn shops), financial leasing (there are no leasing companies,
but leasing can be provided by NBFIs), exchange offices, and the post office (when providing
payment services).

108. The NBR and NOPCML are responsible for supervision for compliance with Regulation
(EU) 2015/847. In the case of the latter, this covers postal service providers which operate
payment services.

109. Providers of casino services are subject to supervision with the AML/CFT Law and TFS by
the NGO. The NOPCML may also undertake supervision of casinos in certain cases. Cooperation
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modalities in terms of supervision are set out in a cooperation agreement between the NOPCML
and the NGO under which the NGO will normally carry out supervisory work and will periodically
transmit its supervisory plan and results of its supervisory work to the NOPCML.

110. The NOPCML is the designated competent authority for supervising compliance by all
other covered DNFBPs with the AML/CFT Law and TFS. Self-regulatory bodies are also
designated as supervisors - to the extent that they “represent and coordinate” covered DNFBPs.
Cooperation modalities in terms of supervision are set out in cooperation agreements between
the NOPCML and respective SRBs.

111.  General powers are explained under R.26 and R.28. Resourcing is considered under 10.3.

112. The NBR acts as consolidated home supervisor for two banks that have very limited
foreign operations.

113.  Other than the bilateral cooperation agreements in place between the NOPCML and other
DNFBP supervisors, there is no mechanism in place to support co-ordination of operational and
strategic functions more generally amongst supervisors.

1.4.7. International cooperation

114. Romania has a sound legal framework in place for international co-operation. Two central
authorities are responsible for handling mutual legal assistance (MLA) requests — the Mo] and the
POH]JCC. Under a direct cooperation regime, European Investigation Orders are handled directly
by the NAD, the DIOCT or 235 prosecutors’ offices attached to Appellate Courts, County Courts
and District Courts.

115. The Mo] is the central authority for handling extradition requests. Confiscation requests
relating to non-EU Member States are handled by the Mo] and confiscation requests based
primarily on EU instruments by the POHJCC and regional prosecutors’ offices.

116. There are no legal barriers for efficient financial intelligence unit (FIU)-to-FIU
cooperation in Romania. Secure channels for information exchange are being used, such as the
Egmont Secure Web and FIU.Net.

117. The Centre for International Police Cooperation in the Police is the central national
authority in the field of international police cooperation. This unit is the central point of contact
for Interpol, Europol and Sirene information exchange. This centre is also the contact point for
Romanian liaison officers sent abroad (e.g., to Europol) and foreign liaison officers and internal
affairs attachés accredited in Romania.

118. NAMSA is an operationally independent structure under the Mo] and is the contact point
for an integrated approach to asset recovery - combining support for criminal prosecution bodies
with attributes of international cooperation, management of seized assets and social reuse of
confiscated assets.

119. Supervisory authorities, namely, the NBR and FSA cooperate with foreign counterparts
through formal requests, and participation in supervisory colleges and other supervisory fora.
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

2.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 1

a) Significant work has been undertaken by the Romanian authorities to conclude the
ML/FT NRA, which was formally adopted in September 2022. The NOPCML coordinated the
NRA process. The NRA report contains a good overview of the ML risks faced by Romania,
although analysis of TF is developed to a lesser degree. Generally, most authorities
demonstrate a fair understanding of the main ML/TF risks, although the depth of risk
understanding varies.

b) Some concerns can be raised in relation to the depth, reasonableness, and implications
of some risks (such as drug trafficking, human trafficking, environmental crime, NPOs, legal
persons, unlicensed MVTS services, VASPs) and sectorial risk levels. Lack of comprehensive
quantitative data and statistics that support NRA analysis and conclusions limits the depth of
understanding of risks.

c) An Interinstitutional Council (IC), which is responsible for risk mitigation at the national
level was formed recently (September 2022). Although the establishment of the IC is a positive
development, not all authorities that were taking part in the NRA process are represented on
it and it is not clear how coordination and cooperation will be carried out in practice.

d) Alarge number of strategies concerning specific risks (corruption, PF, immigration, drug
trafficking, human trafficking, etc.) that generally mirror the risk environment in the country
were drawn up prior to commencing the NRA. However, there is no overarching strategy which
makes it difficult to ensure a uniform approach across all areas of AML/CFT. Linked to this,
information on the level of risk mitigation achieved is not comprehensive. However, the
authorities have been working on developing targeted counter measures the effect of which is
yet to be seen.

e)  The action plan aimed at mitigating the risks identified in the NRA report was formalised
after the on-site visit. Although the authorities were working on mitigation prior to and in the
process of commencing the NRA, the extent to which their actions have proven mitigating
effect cannot be fully determined due to the recent nature of these efforts. It was demonstrated
that the national risks are integrated into the objectives and activities of the individual
competent authorities to some extent.

f)  Romania does notapply any statutory exemptions from the FATF Recommendations that
apply to covered FIs and DNFBPs. Higher risk scenarios that trigger enhanced customer due
diligence (CDD) measures and lower risk factors that trigger simplified CDD are consistent
with the general risk environment in Romania.

g) While there was interagency coordination for the purposes of the NRA, formal routine
co-ordination of the development of policy responses at the strategic level, including on
operational activities, is work in progress; coordination and cooperation concentrates on STR
analysis and reporting, supervision related matters to some extent, awareness raising and
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intelligence sharing between supervisors, prosecutorial authorities and the NOPCML-FIU.
National coordination and cooperation extend to PF.

h)  The authorities started the dissemination of the results of the NRA to FIs, DNFBPs and
VASPs one month after the on-site visit through various awareness raising initiatives and
publication on the NOPCML website. This delay is attributed to recent adoption of the NRA
report.

Recommended Actions
Immediate Outcome 1

a) Romania should deepen its understanding of ML risks in some areas (such as drug
trafficking, human trafficking, environmental crime, NPOs, legal persons, unlicensed MVTS
services, VASPs) and enhance its understanding of TF risk so as to ensure that a comprehensive
understanding of risks is translated into the action plan to mitigate the risks.

b) Romania should draw up a consolidated (overarching) AML/CFT strategy document that
would ensure a uniform approach across all areas of AML/CFT. Under this strategy, authorities
should draw up the action plan aimed at mitigating the risks. As part of this process, the
objectives and actions of each of the competent authorities involved in mitigation should be
clearly defined, along with timelines and mitigating actions that are prioritised depending on
the level of risk exposure.

c) Romania should ensure that its domestic cooperation and coordination mechanism
aimed at mitigating national risks is effective, and that the NOPCML has appropriate authority
to coordinate policy and operational activity within this mechanism. All relevant competent
authorities should be represented in IC work, and centralised oversight of the process should
be ensured (including monitoring of implementation of the actions). As planned, the NOPCML
should recruit additional staff for the purposes of its risk assessment and coordination
activities.

d) Authorities should develop an automated system, and establish the necessary processes,
to collect and analyse statistical data on an ongoing basis. As part of this, Romania should
consider establishing a central point at the national level that is responsible for consolidating
statistics for analytical purposes and employing adequate IT automation solutions for data
gathering and multifunctional use.

120. Therelevant Immediate Outcome (I0) considered and assessed in this chapteris 10.1. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, 2, 33
and 34, and elements of R.15.

2.2. Immediate Outcome 1 (Risk, Policy and Coordination)

121. Romania’s financial sector is dominated by its banking sector, a large share of which is
foreign owned. The customer base is predominantly domestic; financial products and services
are not complex. Romania has a substantial number of companies; operation of shell companies
is not uncommon. The size of the shadow economy amounts to approximately 30% of GDP and
cash use is prevalent.
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122. The highest criminality rates are linked to domestic corruption and organised crime which
is of a transnational nature. Romania is a transit country for drug trafficking and trafficking in
human beings.

2.2.1. Country’s understanding of its ML/TF risks

Overview

123. Significant work was undertaken by the authorities during their first NRA, the report for
which was adopted in September 202224,

124. The NRA report covers both ML and FT and involved a range of authorities coordinating
their work in several interlinked fora (a steering group, a technical committee, and a working
group). However, this was not the first risk assessment as the NBR had prepared a sectoral risk
assessment (SRA) prior to commencing the NRA. The NOPCML has also issued strategic analysis
and typologies and plans to undertake SRAs for the sectors under its supervision. Several
guidance documents, informed by awareness of risks, have been drawn up (see R.34 for more
information).

125. The NOPCML coordinated the NRA process. Its supervisory staff have been responsible for
supervision, risk assessment and coordination of the NRA. The NOPCML recognises that it needs
additional resource for its coordination responsibilities, as well as to administer the IC, and it
plans to recruit additional staff for the supervisory area?s; it is proposed to use this additional
capacity to establish a separate risk unit next year within the supervisory division. This will
benefit future NRAs.

126. The authorities see the NRA as an articulation of risks which they were already aware of
from their experience; new risks were not identified. The NRA report contains a good overview
of the ML risks faced by Romania, although analysis of TF-related threats and vulnerabilities is
developed to a lesser degree. The AT considers that a deepening of the assessment process,
including more stakeholders across more authorities, will lead to a deeper assessment and
understanding, and a more rounded articulation of the risks and conclusions. Generally, most
authorities demonstrate a fair understanding of the main ML/TF risks, although the depth of risk
understanding among the authorities varies. In some areas, such as organised crime and
corruption, understanding is demonstrably greater than the NRA report suggests. Establishment
of two specialised prosecutor units, namely DNA and DIOCT, that are tasked with the
investigations and prosecutions of organised crime and corruption, shows that these important
risks are understood and acknowledged within the country.

127. Statistical data from the period 2018-2020 was used for the analysis (e.g., predicate
offences, ML convictions) along with statistics made available by the supervisory authorities on
sectorial risks, qualitative data and case studies.

24 The NRA was carried out through a project SRSP 2020/137.01 funded by the EC under the Structural
Reforms Support Program 2017-2020, implemented with the support of the Council of Europe, and was
approved by the EC in February 2020 and launched in July 2020.

25 An additional 30 members of staff are planned to be recruited in 2023; the plan was approved by the
Government on October 18, 2022.
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128. Shortcomings in the NRA relating to the lack of comprehensiveness of data used are noted
in that report. The authorities advised that these statistical shortcomings do not affect the overall
findings of the NRA, as they used statistics as a starting point, with other factors also being
considered. Nevertheless, the AT noted the partial availability of data during the evaluation and
has concluded that incomplete data and analysis ultimately has a chilling effect on the ability to
achieve comprehensive understanding of Romania’s risks. Linked with this, the AT noted that the
statistical reporting of prosecutions and convictions in the NRA report would benefit from
consistency of approach and that further use can be made of CTR information.

129. In terms of overall approach, judgment has been used by the authorities to evaluate risks
rather than specific numerical weightings. Particular weight is given to the number and type of
convictions in light of the certainty they provide. To a lesser degree, weight was also attached, in
decreasing order of importance, to indictments, pending cases, investigations, STRs and
information relating to and from obliged entities. Regarding supervision, the important factor
was the level of compliance by obliged entities. The authorities also indicated that other factors
were taken into account, including external reports on Romania. The AT has a concern that the
weighting attached to convictions, and the criminal justice system more generally, has been too
high, even though there are areas where the authorities have gone beyond convictions in their
approach.

130. Significant lack of resources is common across a significant number of the competent
authorities. This includes shortage of staff, lack of financial/budgetary resources and technical
(necessary IT tools, automatisation) equipment, as well as specialised knowledge or expertise.
This vulnerability is highlighted in the NRA report as concerning FIU functions, supervision
(especially regarding DNFBPs), and financial investigators and judicial police officers tasked with
parallel investigations of complex cases (including foreign predicate offences that involve
complex corporate structures) and collecting evidence. It is positive that work on addressing
these issues has begun, e.g., the NOPCML was granted additional budgetary resources which
allowed reallocation to better equipped premises and is in the process of hiring additional staff
that will be tasked with the supervision function, including over DNFBPs. Authorities, including
law enforcement, take part in the training workshops/conferences aimed at increasing their
expertise.

Money Laundering

131. A wide range of threats is considered in the NRA report. Romania identified the following
predicates as high risk: tax evasion, corruption, human trafficking (including child trafficking),
and cybercrime. Smuggling of cigarettes and drug trafficking are seen as presenting medium risk.
Cross-border risks attached to financial flows are seen as high risk. Sectorial risk distribution is
the following: (i) high risk - gambling sector, real estate, TCSPs and VASPs; (ii) medium-high risk
- PIs and EMIs; (iii) medium risk - banks, securities and insurance sectors, exchange offices,
NOPCML-supervised lenders, accountants, lawyers, and notaries; and (iii) low risk -- private
pension schemes administrators, giro postal service operators (MVTS - postal money orders) and
NBR-supervised lenders.

132. The AT has a concern as to the reasonableness and implications of the risk ratings of a few
threats and business sectors. Nevertheless, the AT also notes that the authorities were able to
provide explanations for the conclusions they have reached.

133. The residual high-risk level of human trafficking in the NRA report was based on four
convictions. This small number is an example where Romania moved away from simply regarding
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convictions as the key criterion for concluding the risk level. Human trafficking continues to be
regarded as high risk in light of Romania’s position as a transit country and as a source country
for trafficking, the typologies of cases, the value of proceeds generated and a higher number of
indictments. Even so, the authorities recognise that investigatory and other issues mean that the
number of cases is not high. The immigration strategy notes that a lack of controls could
determine the development of the phenomenon of human trafficking; and also admits existence
of cases of illegal entry to Romania on the basis of false travel documents. This is a positive
approach by Romania.

134. The residual risk of drug trafficking is medium. The number of cases is high but only a few
are considered to be complex cases; most cases are small with low values involved (relating to
possession of drugs). The authorities continue to consider that the risk level is medium; this is
informed by the criminality partly taking place in Romanian territory and largely in other
jurisdictions, meaning that the proceeds of crime are generated abroad. A focus on relatively
minor drug trafficking cases is explained by the authorities as being the result of a low standard
of living that affects drug traffickers’ capacity to purchase large quantities of drugs from abroad,
thus emphasising the relative importance of the cases on which they focus. However:(i) the issues
identified in 10.7 in which it is explained that the criminal justice system needs more resources
and training so to address both drug trafficking and laundering of proceeds of trafficking robustly
(and thereby suggesting that there should be more cases); and (ii) the likely level of drug use in
Romania’s relatively large population suggest that the risk of ML from drug trafficking expressed
in the NRA and in the current understanding by authorities is too low?°,

135. Environmental crime (illegal logging, waste management) has the seventh highest number
of indictments for ML and is rated as having a low residual risk for ML in the NRA report. The
authorities consider that statistics do not indicate a high risk - this is because there were not
enough cases which justified a medium/high risk rating at the time of the assessment. The AT
notes that the NRA report says that there was a perception that some environmental crimes were
not detected and that there were problems with financial investigation and elsewhere in the
criminal justice system. The authorities advised the AT that the complexity of cases and
information in the media during the last few years have raised the profile and risk of this crime.
There is an increasing trend of indictments and there still remains a perception some crimes have
not been detected. Understanding has increased since the NRA that the risk of environmental
crime is high. The AT agrees with this view.

136. Cybercrime is rated in the NRA report as having a high residual risk. There were no
convictions at the time of the assessment but there was a large number of indictments and
significant values were involved. It is possible that there might have been under-reporting of
cyber-crime as it is often reported as and seen as synonymous with fraud. There is now an
increasing trend of cyber criminality. The AT agrees it is high risk

137. OCGs are engaged in a range of criminal activities in Romania, focused mainly on trafficking
of drugs, human trafficking and sexual exploitation, crimes against property, organised VAT, EU
funds fraud and cybercrime. The authorities have a good level of understanding how OCGs
operate. The authorities also demonstrated a good understanding of the fact that “ML
professionals” operate in Romania both within OCGs and autonomously.

26 This is also supported by the findings of the UN report published after the on-site visit which is referred
to in Chapter 1 “UN Office on Drugs and Crime Global Report on Cocaine 2023".
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138. The banking sector is rated as medium risk for ML?7. This is on the basis that the banking
system is mature, assesses its risks, mitigates the risks with good quality controls and the sector
is small compared with that in other countries. While the AT accepts the latter point in a country-
by-country context, in the context of Romania the AT considers that a rating of medium risk is not
consistent with the size and materiality of the sector, the cross-border links of the sector, the
number of STRs from banks, the number of indictments and convictions of individuals with bank
accounts, typologies and views expressed by various authorities that the proceeds of corruption
and tax evasion are laundered through the banking system.

139. EMIs are rated as medium high risk (i.e., higher risk than banks) although the sector is very
small and transaction amounts and values are not high. This is based on the recent introduction
of a regulatory framework, products in the sector being new, typologies for the recognition of
suspicion being difficult to determine and the conclusion that controls are weak. Exchange offices
are rated as medium risk, notwithstanding the relatively small size of this sector, on the basis that
there is intensive use of cash and weak application of CDD measures. The AT considers that there
would be merit in Romania looking again at the risk levels of these two sectors.

140. Whilst it has been stated that lawyers are engaged in the formation of legal persons and
provide director services thereafter, the authorities have otherwise not been certain about the
extent of CSP activity in the country. Initial estimates of around 13 000 CSPs were based on legal
entity activity codes covering, amongst others, holding companies (management of group shares)
and renting and sub-letting of own or leased real estate. According to the authorities’ latest
estimation (based on notifications received from CSPs), there are 761 CSPs. The absence of a
market entry regime for those entities that conduct CSP activities suggests that there is not a
comprehensive understanding of activities in the sector. The risk of CSPs is categorised as high in
the NRA even though legal persons and lawyers are each considered to have medium risk.

141. VASPs have been required to notify the NOPCML of their existence since July 2022 (26
having done so at the time of the on-site visit). The risks have not yet been assessed - the NOPCML
has commenced preparation of an SRA on VASPs. Understanding of the risks of VASPs is at an
early stage, although there appears to be a general understanding and publicly available
information suggests prevalent use of crypto currency ATM machines which was acknowledged
in the NRA report as a high-risk service.

142. Use of cash is common due to a combination of a lack of development of the banking sector,
i.e., its limited presence outside cities, the absence of ATMs in many parts of the country, and a
substantial low-density and rural population which have little appetite to use the banking system.
In addition, the authorities advised that cash is used by criminals to purchase real estate (the
main reason for treating real estate sector as a high risk in the NRA report). Banks pay particular
attention to use of cash and it is expected by the authorities that the legislation imposing limits
on the use of cash (introduced in 2015) helps to mitigate cash-related risks. The risks of use of
cash are reasonably understood. The authorities would benefit from deepening their
understanding of risks linked to cash transportation through borders (see 10.8 for more
information).

143. Linked with the significant use of cash, financial inclusion is low. This suggests a large
shadow economy which, according to the authorities’ estimation, amounts to 30% of GDP. The
NRA report notes that cash is used as the main method by OCGs to hide the illicit origin of money

27 Residual risk
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in Romania; this is evidenced by the cases analysed in the report. On the other hand, there are
many economic sectors in Romania that commonly conduct cash transactions, such as
agriculture, waste industry, exchange offices, and gambling.

144. There are six free trade zones (FTZs) in Romania?8; these offer freedom from customs
tariffs. FTZs are not seen as being attractive to OCGs by the authorities as criminal activities are
not prevalent. For example, only a limited amount of criminal cases have been detected by the
authorities, as follows: (i) smuggling cases (cigarette, drug smuggling) and submission of false
documents to the customs authority involving the FTZ at Constanza; (ii) one case relating to
violation of international sanctions in Giurgiu FTZ was examined (transportation of goods from
US to UAE, Romania being a transit country); and (iii) in the remaining free zones, suspicious
cases identified include use of forged vehicle documents, isolated thefts committed by individuals,
and smuggling of small quantities of cigarettes and oil.

145. The authorities also take comfort from regulation by the MIA and other controls. These
include, for example, in the Constanza FTZ, monitoring of placement and storage of goods,
requirement to obtain prior consent to build the premises for storage, etc. Only ship crews and
port officials can visit two of the FTZs. The authorities do not consider that the FTZs present a
significant risk and the AT saw no information which is inconsistent with this view.

146. Legal persons are considered to present a medium residual risk on the basis that such
persons have bank accounts in the country. It is estimated that 80% of legal persons established
in Romania hold a bank account in the country. The key risk for ML is seen as being limited
liability companies with one shareholder which are, in practice, shell companies. They are used
most significantly for tax evasion (VAT fraud) to present illicit transactions as lawful and not to
as significant an extent for other crimes. Legal persons are thought to facilitate about half of the
country’s ML, with OCGs using them in relation to corruption. The authorities consider that legal
persons outside Romania are not used to any great extent by criminals within Romania
(destination jurisdictions being varied such as countries in western Europe and countries in the
eastern Mediterranean), rather the picture of cross-border activity is that criminals outside
Romania are using legal persons incorporated in the country.

147. With regard to cross-border risks more generally, the Romanian authorities have seen a
tangible pattern of flows of proceeds of crime to other jurisdictions, including to other EU Member
States, the Far East and tax havens. Criminals often use multiple “transit” bank accounts to
channel illegal funds, i.e., funds received and paid out within a short period of time. Analysis of
these flows adds to a greater understanding of the cross-border risks. However, comprehensive
statistics on international cooperation are not available thus the extent to which the scope,
frequency and geographical dimension of international cooperation is in line with Romania’s risk
profile cannot be fully determined (for more information see 10.2). The authorities would benefit
from deepening their risk understanding on cross-border risks and/or geography-related
considerations attached to the individual risks: geographies of legal and BO of business
relationships and companies; geographies linked to most prevalent predicate offences, linked to
this, international cooperation related matters; geographical element of inherent risk exposure
of obliged entities, etc.

Financing of Terrorism

28 Constanza, Braila, Galati, Sulina, Giurgiu and Curtici - Arad.
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148. TF risk is considered as low. This judgement is mainly supported by absence of terrorist
attack and perceived general ability by the competent authorities to identify TF.

149. There have been no terrorist atrocities in Romania to date. The authorities are not aware
of any networks within Romania engaging in FT; they are aware that there has been some
nationally accessible propaganda issued from other countries via the internet. There is no
intelligence which suggests raising of funds in, or money transiting, Romania for use elsewhere.
There has been one FT conviction (see 10.9). The authorities have no intelligence of Romanian
0OCG involvement in FT. There is no intelligence or information from other jurisdictions which
suggests networks operating in Romania.

150. In the view of the AT, the impact of TF vulnerabilities to the risk assessment is to some
degree underweighted; also, authorities would benefit from a more comprehensive analysis of
some elements linked to TF risk. For example, there is limited analysis on how Romania’s
geography may influence TF risk.

151. For the purpose of the NRA, the authorities collected data on incoming and outgoing wire
transfers (for the period of 2020) conducted through banks and MVTS operators. Data on cross-
border transfers shows that the MVTS sector is more frequently used for money transfers to/from
jurisdictions that are considered increased risk for terrorism or TF than the banking sector,
suggesting that the risk of the sector might be higher risk than assessed by the authorities;
especially in light of the fact that the MVTS sector has less robust (though still good) controls in
place when compared to the banking sector. In general, TF risk understanding by obliged entities
is developed to a lesser degree than that of ML and, linked to this, the scope for better articulation
by the authorities of cases that might constitute TF suspicion, could lead to underreporting of TF-
related STRs.

152. The authorities advised that some informal money remittance (hawala) operations exist
(notwithstanding their illegality). They explained that hawala is mainly used by students who
wish to avoid high bank fees; destinations for funds include countries in the Middle East region,
such as Syria; transactions are small (e.g., hundreds of euro). The RIS has analysed hawala
operations and concluded that there is no sign of them being used for TF, although some have
links to drug trafficking and human trafficking as a result of Romania’s geographical position as a
transit country. The RIS spoke well about its understanding of risks.

153. LEAs were mindful of the possibility, even if theoretical, that hawala networks might be
used by OCGs to channel illegal funds but, even so, the criminality is seen as occurring elsewhere,
Romania being regarded as a transit country.

154. NPOs ceased to be obliged entities from mid-2019, which also removed NPOs from the
NOPCML'’s supervisory framework. While this framework was based on ML rather than FT, it
included on-site inspections throughout Romania and provided knowledge of NPOs. The risk
understanding for the purposes of the NRA was achieved from the supervisory experience of the
NOPCML prior to mid-2018, STRs received by the NOPCML and the experience of the RIS. The
NOPCML has seen no use of NPOs for terrorism or FT. The RIS2° advised the AT that it has analysed
the activities of NPOs that have come to its attention due to suspicion of FT, and that, on the basis
of this analysis, it has not identified any NPO involved in TF.

2 However, information relating to NPOs that appeared under RIS radar is classified and therefore was
not made available to the AT.
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155. There have been no foreign enquiries about potential Romanian NPO involvement in
terrorism or TF. It is this experience which led to the short section on NPOs in the NRA. The
experience of the NOPCML and the RIS is positive in contributing to understanding of TF risk in
relation to NPOs, although comprehensive assessment of risk (including financial transactions
undertaken by NPOs) and identification of NPOs vulnerable to FT is needed to build on the
existing foundations. It is anticipated that the NRA action plan will remedy what is considered to
be a gap in the routine ability of the authorities to obtain information from NPOs on financial
transactions and financial flows.

156. The NRA states that a significant number of immigrants were prevented from entering
Romania, with these migrants originating from Syria and elsewhere. This view is supported by an
immigration strategy which acknowledges the existence of a threat that persons having links with
terrorist organisations might be concealed in the migration flow30.

Covid -19 and recent developments

157. The authorities well understood the change in risks during the pandemic. Inevitably,
businesses carried out customer services online. E-commerce increased significantly. STRs
relating to fraud increased by some 15%, particularly with regard to procurement involving
medical/pharmaceutical cases. Corruption played a part in these cases and other cases such as
trade in forged vaccination certificates. These cases and others demonstrate an increase in
cybercrime risk, with an increase in STRs directly and indirectly reflecting increased cyber
criminality. Overall, the change in risk profile reflects the opportunity for increased opacity and
anonymity when significant business activity moved to online mechanisms on a country-wide
basis rapidly. There was no decrease in other predicate criminality.

158. Other changes to risk have taken place which are not linked to the pandemic, in particular,
as mentioned above, the authorities have detected an increase in environmental crime and the
consequential ML.

159. More generally, the authorities have noted that criminals have become more sophisticated
in recent years. Proceeds are not held long in bank accounts, the intention increasingly being to
move proceeds quickly for investment in assets such as real estate in Romania and elsewhere,
and for criminals to look for intermediaries to facilitate this. Changes to risk environment due to
Covid-19 are addressed in the same way as broader ML/TF risks; see the analysis on risk
mitigation below.

2.2.2. National policies to address identified ML/TF risks

160. The IC was formed in September 2022 to agree the NRA and coordinate the development
of an action plan to address the NRA findings. The IC has met twice, with one of the meetings
agreeing the NRA. The main authorities which were directly involved with the NRA are
represented on the IC, namely: representatives of the NOPCML, MoJ, the POHJCC, MolA, RIS, FSA
and NBR. Not all authorities that are required by the AML/CFT Law to play a role in assessing the
national risks and mitigation are represented in the IC (see R.2 for more information), such as the
Fiscal Administration, NCA and Border Police, and NGO.

161. Atthe time of the on-site visit, the action plan aimed at mitigating the risks identified in the
NRA report was work in progress. It was formally approved in February 2023 - 4 months after

30There were cases of illegal immigration by using forged documents noted.
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the on-site visit. Whilst the action plan should add greater comprehensiveness and joined up
approaches to the mitigation measures undertaken to date, in light of the recent establishment of
the IC, the AT considers that there would be merit in articulation of how the coordination
mechanism for national AML/CFT policies covering all authorities will function in practice.

162. A large number of strategies had been drawn up prior to commencing the NRA: (i)
Operational Strategy of the NOPCML; (ii) National Cyber Security Strategy; (iii) National Drug
Strategy; (iv) National Strategy against Organised Crime; (v) National Strategy against Human
Trafficking; (vi) National Defence Strategy; (vii) National Strategy on Immigration; (viii) National
Anti-Corruption Strategies; (ix) National Asset Recovery Strategy; (x) National Strategy for
Sustainable Development of Romania®; (xi) National Strategy for Preventing and Countering the
Proliferation of Weapons of Mass Destruction; and (xii) National Strategy for Preventing and
Countering Terrorism; (see c.2.1 for more information) with a number of different stakeholders
involved. The existence of these strategies indicates national efforts to address important risks
prior to the formal adoption of the NRA.

163. In general, the strategies mirror the picture of risks in Romania to a large extent, e.g,,
corruption, cyber-crimes, human trafficking, drug trafficking, and are useful strategical/policy
documents. Even so, in the absence of an overarching national AML/CFT strategy, it is difficult to
ensure a uniform approach across all areas of AML/CFT. For example, it is difficult to ensure that
investigations of the core criminal proceeds generating predicates are prioritised, highest risk
sectors are prioritised for more intense supervisory actions, etc.

164. While information on the actions taken by the various competent authorities to meet the
strategic objectives, and information on the level of mitigation achieved is not comprehensive,
the authorities have clearly been working together on developing counter measures. This is
evident from the examples given below.

165. The NOPCML’s strategic goals under its operational strategy, among others, included
moving to better equipped premises, hiring additional staff and investing in financial analysis IT
tools. At the time of the on-site, the authority was in the midst of the processes necessary to
achieve these objectives (see section 2.2.4).

166. Although the strategy against organised crime was approved in 2021 and the authorities’
work on achieving strategic objectives is recent, some important legislative amendments had
already been introduced in July 2022 - these relate, among other matters, to the NAMSA’s
mandate to identify assets in foreign jurisdictions, expanding the agency’s mandate concerning
administration and capitalisation of the seized assets.

167. Important developments were introduced in relation to anti-corruption, such as: (i)
legislative amendments (e.g., amendments to the CPC to extend the existing confiscation
provisions); (ii) the introduction of a Government approved standard methodology for
corruption risk evaluation in the central public authorities; (iii) enhancement of public
procurement processes, including the introduction of a monitoring mechanism for public
procurement; and (iv) engagement with the OECD with regard to an assessment of the anti-
corruption strategy 2016-2020.

31 The document was not made available to the AT because of its sensitive nature, however, the authorities
advised that the objective of this strategy is to significantly reduce illicit financial and arm flows, strengthen
the recovery and return of stolen assets and combat all forms of organised crime.
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168. With regard to prevention of illegal migration (especially in connection with terrorism), a
national cooperation mechanism involving a range of authorities was established. A large number
of operational activities were carried out during the review period resulting in identification of
illegal migrants and subsequent measures.

169. The authorities recognise the importance and sensitivity of human trafficking crime
involving Romanian citizens and are working to address this risk as a national priority. Activities
in this field include: information campaigns on human trafficking, work on increasing
investigative capacities; and strengthening cooperation with foreign stakeholders.

170. Itis acknowledged that the number of STRs related to human trafficking is relatively low.
The NOPCML, in cooperation with UN University Centre for Policy Research3?, has launched a
multi-stakeholder discussion (involving NGOs, financial market participants, FIUs and
supervisory authorities) on human trafficking and modern slavery risks and the financial sector
in Moldova & Romania (June 2022). This national initiative has generated outcomes: (i) increased
awareness in relevant parts of the financial sector of human trafficking risks; (ii) development of
human trafficking indicators and red flags; and (iii) human trafficking and modern slavery
guidance and typologies report. The authorities have also commenced actions aimed at
deepening understanding of TF risks, as well as NPOs’ risk exposure to TF threats. Most recently,
in June 2022 the NOPCML, in cooperation with a well-regarded European research body,
organised a workshop on TF to strengthen cooperation between NPOs, FIUs, LEAs and
supervisory authorities.

171. The IC is seen as a forum which formalises existing relationships and approaches to
overseeing implementation of the mitigating actions aimed at addressing risks. There would be
merit in the IC occupying a similar role with regard to national strategies.

2.2.3. Exemptions, enhanced and simplified measures

172. Romania does not apply any statutory exemptions from the FATF Recommendations
applicable to covered FIs, DNFBPs or VASPs. However, as noted under Chapters 1 and 5 (10.4),
some VA related services, some services offered by legal professionals, TCSPs and accountants as
well as safekeeping and administration of cash - as defined by the FATF - are not subject to
AML/CFT preventative measures. This is not supported by risk assessment and the implications
of this are uncertain.

173. Under the AML/CFT Law, covered FIs, DNFBPs and VASPs are required to take enhanced
measures in the following situations: (i) business relationship or transactions with high risk third
countries; (ii) correspondent relationships; (iii) business relationships or transactions with PEPs;
(iv) other cases as stipulated in sectorial regulations or instructions issued by the competent
authorities; and (v) other high ML/TF risk scenarios. The law provides a list of high-risk situations
that shall be taken into consideration when conducting enterprise wide ML/TF risk assessments,
and gives examples of higher risk scenarios, e.g. cash-based activities, products or transactions
relating to anonymity, private banking, payments from unknown third parties, use of nominees
and bearer shares, new technologies (including products, services and distribution mechanisms),

32 The Finance Against Slavery and Trafficking (FAST) Initiative was launched in September 2019 at the UN
General Assembly as a project of UN University Centre for Policy Research in New York. FAST is a multi-
stakeholder partnership aimed at prevention of modern slavery and human trafficking. More information:
https://www.fastinitiative.org.
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transactions relating to oil, weapons, precious metals, tobacco products, and countries identified
as high risk by credible sources and in which terrorist cells operate. FSA Regulations also list a
number of situations which indicate higher risk, including: (i) sectors linked to corruption; (ii)
customers that are Pls or exchange offices; (iii) sectors involving significant cash amounts; and
(iv) customers that use complex structures. Enhanced measures are further detailed in various
other regulations, such as the NBR Regulation which also makes a reference to the recent EBA
risk factor guidelines of 2022, and NOPCML guidelines on criteria and rules for recognising high
or low risk ML/TF.

174. The situations of high-risk scenarios that trigger enhanced CDD measures (EDD measures)
are in line with the findings of the NRA report and the AT’s findings.

175. Obliged entities are permitted to apply simplified due diligence measures to low-risk clients
after assessing clients’ related risks and lower risk factors stipulated in the AML/CFT Law and
underlying NBR, FSA and NOPCML Regulations.

176. The lower risk factors that have to be taken into account when deciding whether simplified
CDD is appropriate include: (i) public companies listed on a stock exchange and subject to
disclosure requirements, including for BO; (ii) customers who reside in low-risk geographical
areas; (iii) life insurance policies with premiums below certain thresholds; (iv) pension schemes
that meet certain conditions; and (v) products and services aimed at increasing financial
inclusion, etc. Regulations published by the NBR and FSA provide that simplified measures may
consist of adjusting: (i) the volume of information collected; (ii) the number of sources of
information used; and (iii) the frequency and intensity of transaction monitoring and information
updates. Implementing Procedures issued by the NOPCML detail the measures that obliged
entities may undertake when applying SDD, e.g., reducing the scope of CDD and reducing
frequency of CDD updates and degree of monitoring. These factors and measures are consistent
with the general risk environment in Romania.

177. The law on financial discipline and cash payments introduces restrictions for payments in
cash that vary from a daily payment of between EUR 1 000 and EUR 10 000 depending on the
circumstances prescribed by the law. These thresholds do not apply to FIs and gambling
operators. This cash limit was introduced in light of the prevalence of cash use in Romania; the
combination of the limit and reporting of cash transactions (see 10.6 for more information on CTR
reporting) are important and positive means to mitigate national cash-related risks. As discussed
under 10.6, there is scope for the authorities to improve the CTR reporting system to increase
effectiveness. Given the risks associated with activities undertaken by exchange offices and the
number of CTRs filed by these offices, there is scope to reconsider the statutory threshold of EUR
15 000 at and above which exchange offices must conduct standard CDD. This threshold is not
supported by the results of the NRA.

2.2.4. Objectives and activities of competent authorities

178. The authorities have demonstrated that the objectives and activities of the competent
authorities are consistent with the evolving national AML/CFT policies and with the identified
ML/TF risks to some extent.

179. While action plans to mitigate ML/TF risks identified in the NRA report had not been
finalised by the end of the on-site visit, a range of strategies had been drawn up (see c.2.1 for a
list of strategies) with a number of different stakeholders involved and responsible for their
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implementation (see section 2.2.2 for more information on the work on achieving strategic
objectives).

180. Although the extent to which the outcomes of the risk assessment are integrated into the
objectives and activities of the individual competent authorities cannot be fully assessed, some
case examples provided by the individual authorities show consideration of national risks in their
operational activities.

The NOPCML

181. As a strategic response to safeguard the FIU function-related vulnerabilities, the NOPCML
was granted additional financial resources to cover the rental expenses of new and better
equipped premises,33 including hiring additional staff (30 FTEs)*, and developing IT capacity for
information analysis - which should increase the authority’s capacity to perform its daily
functions in a more effective way. At the operational level, for example, the STR prioritisation
matrix takes into account risk elements consistent with the NRA findings (e.g., PEPs and related
corruption).

182. After lowering the cash transaction reporting threshold (from EUR 15 000 to EUR 10 000)
in 2019 (which is seen as an important mitigating measure targeted at cash related risks, and to
some extent the shadow economy and tax evasion), the number of CTRs increased significantly.
This is a positive step. In order to take full advantage of this developed reporting, more
sophisticated IT systems are needed to allow the NOPCML-FIU to perform more detailed and
effective analysis. This is recognised as the next step forward.

183. The NOPCML'’s supervisory function has been strengthened by establishing a separate unit
in May 2022 tasked with the supervision of the VASP sector.

Judicial and law enforcement authorities

184. The establishment of specialised directorates®, namely NAD and DIOCT, that are tasked
with the investigation/prosecution of offences relating to predicate offences of corruption and
organised crime and terrorism signals that, at the strategic level, actions have been taken to
ensure that judicial authorities prioritise the predicate offences which present the highest risks.

185. Throughout the review period, judges and prosecutors and police took part in seminars,
mostly related to corruption and economic and financial crime in general, as well as several
training events on organised crime, drug/human trafficking and advanced financial investigation.
Although this is positive, participation in short seminars cannot systemically solve the issue of
limited expertise in financial crime investigation by judicial bodies. Nevertheless, the specialised
prosecutors’ offices were taking some important steps towards achieving this goal. For example,
in 2017, the NAD adopted a methodology for conducting financial investigations. In November
2021, the department tasked with financial investigations was expanded to increase capacity.
Since 2017, the number of police officers in the NAD’s judicial police body increased by 19% (from
243 police officers in 2017 to 289 in October 2022)%. Similarly, in the DIOCT the number of
specialists tasked with financial investigations has been gradually increasing throughout the

33 The NOPCML moved to new premises after the on-site visit, in December 2022.

34 Project for increasing human resources was initiated in July 2022, but the final approval at the
governmental level was granted after the on-site - October 2022; recruitment procedures started in January
2023.

35 These actions commenced before the review period.

36 Following the on-site this number has further increased by 8 % and reached 311 in December 2022.
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review period (18 specialistsin 2017, 26 in 2019) and reached 43 in October 2022% - an increase
of 238% since 2017. Resources were also increased in the Police, e.g., within the Directorate of
Investigating Economic Crimes, where 25 additional financial investigators were hired by the
time of the on-site visit. In addition, the decision has been taken to purchase specialised software
for Police investigations involving VAs (this process has been commenced but remains to be
completed).

Fiscal Administration

186.  Duringthe period 2019-2022 the Fiscal Administration was involved in mitigation efforts
regarding tax evasion risks. The following measures are currently being implemented -
digitisation projects aimed at eliminating paper tax returns, introduction of an electronic
invoicing system, and introduction of electronic fiscal cash registers. These initiatives are aimed
at achieving better efficiency in monitoring fiscal data, including analysis of tax returns,
improving VAT collection, and detecting tax fraud cases. The authorities can be complemented
for taking these important steps in fighting tax crimes; more time will be needed to measure their
effectiveness.

Supervisory authorities

187. During the review period, the supervisory authorities developed and enhanced their risk-
based supervisory approaches; see more information under 10.3. Even prior to commencing the
formal NRA, the NBR was considering sector-specific ML risks, although attention to TF risk needs
to be further developed. The NBR considers sectoral risks (which have informed national risks)
when planning their supervisory activities, e.g, subjecting the scope/depth of on-site
examinations. In general, throughout the review period supervisors have worked on developing
and/or enhancing internal procedures aimed at AML/CFT supervision and regulation, including
licensing and enforcement (sanctioning) matters.

188. Throughout the review period, the supervisory authorities organised awareness raising
events (training, seminars) for the private sector and produced guidance documents and
organised outreach aimed at promoting a clear understanding of AML/CFT preventative
measures and implementation thereof; see R.34 for more information regarding various guidance
papers. There were also structural changes affecting the organisational structure of the
supervision function, e.g., in 2021 the NBR’s supervision division was divided into off-site and on-
site units, and in 2022 the NOPCML established a separate unit tasked with VASP supervision.

2.2.5. National coordination and cooperation

189. While there was interagency coordination for the purposes of the NRA, overall, formal
routine co-ordination on the development of policy and at the operational level is developing.
There was good coordination in relation to those authorities involved in the NRA process - this
coordination is seen by the NOPCML as a significant step in the process for future coordination
and cooperation. The IC should be a useful forum in approving mitigation policies and
coordinating responses to those policies as well as overseeing their implementation. A number of
strategies have been drawn up (see R.2, c.2.1 for more information) with a number of different
stakeholders responsible for their implementation (see sections 2.2.2 and 2.2.4 above).

37 After the on-site visit, number of specialists has decreased by 39.
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190. At the operational level, cooperation initiatives between the NOPCML-FIU, supervisory
authorities and LEAs have been beneficial.

191. Information exchange between the NOPCML and financial supervisors is two-way, with the
supervisors notifying the NOPCML of the findings of on-site examinations, as well as cases where
foreign, cash and suspicious transactions have not been reported by obliged entities. The
NOPCML provides feedback to the supervisory authorities on STR reporting trends. In addition,
there are separate discussions on the quality of STRs, mostly organised on an ad hoc basis. The
NBR and the FSA report having routine meetings on the supervision of obliged entities forming
part of larger financial groups in relation to which they both act as supervisors. Authorities report
that this cooperation has consistently proved useful and resulted in an increase in ex ante STRs
and improvements in their quality, especially quality of STRs filed by the banking sector.

192. Several measures have been taken by the POH]JCC to improve the quality of the NOPCML-
FIU’s dissemination - triggered by a low number of indictments initiated as a result of NOPCML-
FIU information. Actions taken include: (i) annual analysis of NOPCML-FIU dissemination at both
the specialised and tribunal prosecutors’ offices; (ii) developing guidance based on the results of
such analyses, which have been made available to all prosecutors; and (iii) subsequent feedback
to the NOPCML-FIU. Although the authorities can be complemented for taking actions that target
improvement of NOPCML-FIU intelligence, the success of these efforts has yet to be seen, as no
increasing trend of indictments based on NOPCML-FIU disseminations has been observed during
the review period (neither with regard to absolute numbers, nor the proportion of indictments
to NOPCML-FIU disseminations).

193. DIOCT and NAD occasionally (when they consider it necessary) discuss specific cases with
the NOPCML; and some of these meetings bring in the supervisory authorities to discuss STRs
and cases. These interactions are ad hoc and there is scope for holding regular formal meetings
to discuss issues of mutual interest. LEAs have contributed to the amendments to the list of
suspicious criteria aimed at guiding the private sector towards identifying suspicion (the list was
last amended in 2020). In light of the findings in other Immediate Outcomes, there is scope for
feedback between the LEAs and the NOPCML to be intensified; in addition, the authorities should
make better use of feedback to build the capacity of the private sector in identifying suspicious
activities and transactions.

194. There are meetings between the NOPCML and other supervisors, including SRBs, to
develop a joint approach on AML/CFT training. There is scope to increase coordination between
the NBR, the FSA and the NOPCML so as to align policy and supervisory efforts, particularly for
cases where they supervise the same obliged entities. Until recently, there was limited
coordination between the NOPCML, NGO and various SRBs, notwithstanding that all DNFBPs are
supervised by the NOPCML and one other supervisors. In this respect, the NOPCML has recently
taken a more proactive role and put in place a protocol with each of the other DNFBP supervisors
(see 10.3 for more information).

195. At national level, the prevention and combating of terrorism is organised and carried out
under the National System for the Prevention and Combating of Terrorism (NSPCT), in which 26
public authorities participate. The RIS provides the technical coordination of the system through
the Counter-Terrorism Operational Coordination Centre (CCOA). The NSPCT includes the
following authorities: the NOPCML, the POHJCC, MolA, NBR, MoFA, Mo] and the RIS. They have
designated permanent representatives at the CCOA to ensure the operational exchange of data
and information. Whilst its responsibilities do not touch directly on TF, the system nevertheless
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demonstrates national cooperation and coordination in the area of fighting terrorism, and this
will have indirect application to TF.

196. Coordination and cooperation at national level covers TFS. An Inter-Institutional Council
dealing with the implementation of international sanctions (CIISI) covers all sanctions, including
PF; it is chaired by the MFA Office for the implementation of international sanctions. CIISI
meetings are arranged on an ad hoc basis and can be either classified or non-classified, depending
on the nature of the discussion. The CIISI met once in 2017, twice in 2018, twice in 2019, and four
times in 2020.

197. Coordination and cooperation extend to PF - the Interagency Working Group for PF (CGI)
- which was established in 2016 and is responsible for the implementation of the country’s PF
strategys3s; it includes representatives from 21 authorities. The establishment of this group was
triggered by the Iranian sanctions’ framework and relative proximity to countries which are the
subject of sanctions. The GCI holds meetings every quarter with some meetings being routine and
others ad hoc (both in person and online); routine meetings concentrate on the PROTECTOR
Programme, the main objective of which is to raise awareness of the risks arising from TFS
implementation by FIs. In addition to routine meetings, the GCI holds annual activity briefings.
Information on those was not made available to the AT as documents are classified. The AT has
been advised that, whenever PF issues have been raised, they have included financial
transactions.

198. Generally, the approach has been thoughtful, and the authorities have been alive to the
importance of developing coordination.

2.2.6. Private sector’s awareness of risks

199. The private sector was involved in the NRA process to a limited extent. Most of the private
sector representatives met on-site were not aware of the status or findings of the NRA report,
given its very recent adoption at the time of the on-site visit. A few confirmed their participation
in the process by providing data to the authorities whilst some others were engaged through
professional associations and bodies representing FIs and DNFBPs (including some SRBs). The
NRA report, that was adopted by the IC on 15 September 2022, was planned to be published, but
not published at the time of the on-site visit. Thus, at the time of the on-site visit, only the
representatives of the authorities that are members of the IC were familiar with the content of
the NRA report. Supervisory authorities plan to circulate a concise version of the NRA to the
private sector. This was confirmed by the private sector representatives met on-site. Private
sector representatives met on-site were generally able to elaborate the national risks that might
materialise in their business activities, such as corruption, use of cash for illicit purposes - in line
with the findings of the NRA report. As a result, some entities had been able to consider some of
the national risks in their internal ML/TF risk assessments.

38 Romania has developed a strategy on PF (National Strategy for Preventing and Countering the
Proliferation of Weapons of Mass Destruction approved by the Supreme National Defence Council by
decision 36/2002). The documents outlining implementation objectives, actions carried out by the
authorities and implementation status are classified and thus were not made available to the AT.
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200. The NRA report was made public on the NOPCML website after the on-site visit. A
substantial proportion of awareness raising events (physically and online) on national risks
discussed in the NRA report were held after the on-site visit.

201. Nevertheless, throughout the period under review the supervisory authorities routinely
engaged in awareness raising in relation to FIs and DNFBPs through outreach (training) and
guidance. The NBR informed that it routinely provides information on sectoral risks to their
supervised sectors. This has been undertaken through specific outreach initiatives and training.
The NOPCML, acting in its capacities as a supervisor and FIU, has also raised awareness in DNFBP
sectors and issued a range of guidance relevant to risk understanding and recognition of ML/TF
suspicion, e.g., guide on suspicion indicators and typologies (2020 and 2022) and on criteria and
rules for recognising high or low risk ML/TF (2021). Further information is provided under 10.3.

Overall conclusions on 10.1

202. In general, competent authorities demonstrate a fair understanding of ML risks as well as
sectoral risks. Although TF risks are understood to a lesser extent, it must be acknowledged that
Romania does not exhibit features for high likelihood of TF occurrence. The lack of
comprehensive statistical data hampers the depth of risk understanding.

203. The IC is tasked with the coordination role for AML/CFT, including risk assessment and
mitigation efforts, which also provides a platform for national cooperation and coordination. Due
to the recent nature of its establishment, full effectiveness has yet to be demonstrated. Romania
also has PF coordination arrangements in place.

204. A large number of strategies (dedicated to combating various crimes, such as terrorism,
corruption and human/drug trafficking) have been drawn up that mirror the general risk
environment of Romania. An action plan - a document aimed at targeting the risks identified in
the NRA report - was formally approved after the on-site visit. However, even prior to
commencing the NRA, the authorities undertook relevant mitigating actions, such as judicial
reforms to combat corruption, organised crime and TF, FIU reforms relating to capacity building
in the areas of financial intelligence and supervision, issuing regulations aimed at guiding the
private sector towards a comprehensive implementation of preventative measures, and working
towards reducing cash-related risks.

205. Romania does not apply statutory exemptions from the FATF Standards to covered
entities. Simplified and enhanced due diligence measures are in line with the general risk
environment in the country.

206. A number of awareness raising events to discuss national risks followed the publication
of the NRA; these actions took place after the on-site visit.

207. Romania is rated as having a moderate level of effectiveness for 10.1.
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 6

a) The competent authorities have access to a broad range of financial intelligence and
other relevant information to use in the financial investigation of predicate offences, ML, TF
and in identifying the proceeds of crime. The authorities use this information to some extent
as parallel investigations in some areas are not undertaken or not undertaken sufficiently
effectively (see 10.7) and the quality of STRs, NOPCML-FIU analysis and the timeliness of the
exchange of financial intelligence need further improvements.

b) The NOPCML-FIU gathers financial and other information from databases and reports
submitted by obliged entities. The NOPCML-FIU has direct access to all public registers
necessary for its operational analysis in developing leads and connections. The STRs and other
reports received contain, to some extent, relevant and accurate information which assists the
NOPCML-FIU in the performance of its duties. The NOPCML-FIU has provided useful guidelines
and training to assist obliged entities in their reporting duties. There are still some concerns
regarding the quality of received STRs.

c) The NOPCML-FIU’s analysis and disseminations support the competent authorities’
operational needs to some extent. The NOPCML-FIU’s disseminations contain information
from STRs, government databases and analysis, but they seldom refer to the potential
predicate offence. The NOPCML-FIU rarely follows up reports to ask for additional information
from obliged entities; this limits the depth and quality of the NOPCML-FIU’s analysis and its
utility for the LEAs. In addition, the lack of sufficient IT and human resources impedes the
quality of the analysis.

d) Since 2021 there has been significant additional funding allocated to the NOPCML-FIU to
increase its technical capability and to develop and implement a new dedicated Case
Management System. The strategic analysis function is still underdeveloped and does not use
external data sources. The exchange of financial information between competent authorities
is conducted by sending paper copies of documents via military courier which is not an
efficient method.

e) The NOPCML-FIU’s cooperation with the LEAs and prosecutors is limited. The NOPCML-
FIU is not member of any investigative team formed, even in the most complex cases, and is
therefore unable to provide ongoing leads and intelligence except when responding to written
requests from the investigating authorities. Prosecutors and LEAs do not provide the NOPCML-
FIU with feedback on the quality and usefulness of its disseminations. The NOPCML-FIU does
send notifications to prosecutors and LEAs related to their fields of activity, but these are not
necessarily about suspected criminal activity.

f)  The NOPCML-FIU has a good working relationship with the NBR and the FSA. The
authorities exchange information to enhance the supervision of obliged entities.
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g)  Although the authorities maintain some statistics relating to STRs and other reports,
received and disseminated, more comprehensive statistics on matters relevant to the
effectiveness and efficiency of AML/CFT systems are needed (see R.33).

Immediate Outcome 7

a) Romania’s legal system has AML/CFT legislation which covers the required criteria in
most respects. The law enforcement and investigative authorities are directed by the various
prosecutors’ offices. Each type of prosecutors’ office has specific areas of responsibility. Not all
of the prosecutors’ offices pursue ML investigations and prosecutions to the same degree.
Some essentially focus almost exclusively on the predicate crime. Some advance that they
would benefit from greater specialised resources and training.

b) Romania is a relatively large jurisdiction with a number of different prosecutors’ offices
and directorates of police. Insufficient communication, cooperation and systematic
coordination was demonstrated between the various prosecutors’ offices. Inevitably there will
be missed opportunities in the detection and investigation of ML where there are shortcomings
in the integration of the prosecution system overall. The investigation and prosecution of ML
is not pursued as a priority overall.

c) Domestic corruption, tax evasion, embezzlement and fraud are investigated and
prosecuted as are the associated ML offences. There are, however, serious deficiencies in that
the laundering of other prevalent predicates is not investigated or prosecuted adequately.
Trafficking in human beings, including children, whether for sexual or some other form of
exploitation is a grave crime and the laundering of those proceeds which are likely to be
substantial is not pursued effectively. The same may be said for ML associated with drugs
trafficking and cybercrime. Parallel investigations in these areas are not undertaken as often
as they could be or not undertaken effectively.

d) The rough estimate given is that less than 10% of convictions arise where the
investigation is initiated by an STR. Incoming MLA requests are not treated as a resource giving
rise to ML/TF investigative opportunities. The authorities do pursue the ML of domestic
financial predicates but the laundering of other domestic predicates or the laundering in
Romania of crimes committed outside Romania is likely to remain undetected. These are
serious shortcomings in the system, given Romania’s context.

e) The Romanian authorities (with very few exceptions) only prosecute self-laundering.
Third party ML is rarely investigated, and standalone ML prosecutions are rarer still. This is
not only because such cases are more difficult to prosecute; it arises from the structural
problem that some prosecuting authorities and LEAs are only permitted to investigate ML if
the investigation of that type of predicate falls within their remit. A case where it would be
possible to prove from objective factual circumstances that the property is illicit (but the
predicate crime itself or the type of crime were not identifiable) would not be pursued.
Romania is ill-equipped to deal with the laundering of foreign predicates with complex
structures.

f)  When there are convictions for ML, the sanctions applied by the Court for the ML offence
are sometimes low and not dissuasive.
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Immediate Outcome 8

a) Romania actively applies measures for confiscating criminal proceeds and the
instrumentalities from domestic predicates located in Romania for the most prevalent
predicates but the effective confiscation of proceeds from foreign predicates and proceeds
located abroad was not demonstrated. Confiscations in third party and standalone cases are
rare.

b) There is a strategy in place for asset recovery. However, additional resources for
conducting financial investigations as well as practical guidance and training for prosecutors
and LEAs would be beneficial to improve the application of confiscation measures in complex
cases, including for confiscation of the proceeds of crime that do not originate domestically or
have flowed abroad.

c) Seized assets are overall effectively managed and when needed shared with international
counterparts or returned to the victims. NAMSA has demonstrated impressive results within
the short period of time of its operation.

d) The confiscation of suspicious cross border transportation of cash is not pursued as a
policy objective and the amounts of detected falsely or undeclared cross-border transactions
of currency are low while no breaches have been detected for transactions of currency/BNIs
via mail and cargo. Some sanctions (fines or confiscation) have been applied for
false/undeclared/suspicious cash, but these cannot be considered as dissuasive.

e) Overall, the country’s confiscation results are in line with the general ML/TF risks,
policies, and priorities only to some extent. The lack of comprehensive statistics and of a
coordination mechanism (see 10.1) hampers the country’s potential to properly assess,
identify and address the vulnerabilities of the confiscation system.

Recommended Actions
Immediate Outcome 6

a) The authorities should prioritise financial intelligence as a source from which to develop
evidence and trace criminal proceeds related to ML, associated predicate offences and TF and
significantly increase the degree to which financial intelligence is used.

b)  The authorities should increase the potential for exchanging information electronically
to speed up the sharing of financial intelligence. The NOPCML-FIU should amend its practices
when contacting obliged entities and request more information to follow-up on submitted
STRs and also ask for information when the information source is another obliged entity or a
foreign FIU.

c) The NOPCML-FIU should focus its capacity on ML/TF and associated predicates to go
beyond disseminating information on a limited number of transactions, to produce analysis
that is of relevance to more complex ML cases involving more complex patterns or schemes of
transactions between connected people.

d) The NOPCML-FIU should considerably increase its human and technical capacities
including investing more in third party databases and analysis tools. The internal IT-systems
should be integrated with outside databases, encompass all information received, structured
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and unstructured, from obliged entities without manual intervention, and provide an
opportunity to analyse all submitted reports.

e) The NOPCML-FIU should further develop its strategic analysis function. This should be
equipped with appropriate human resources and tools.

f) The NOPCML-FIU should increase the quality of STRs, inter alia, by requesting an attempt
to identify the underlying predicate crime, distinguishing between ML, TF, and predicate crime
reports. It should analyse the quality and quantity of the different types of reports made by
the different sectors and provide direct qualitative feedback to obliged entities to increase the
quality of their reporting. The authorities should further increase outreach and awareness
raising activities to high-risk sectors that present low reporting numbers and/or low detection
of suspicious cash transactions.

g) The NOPCML-FIU should rework its STR analysis mechanism by amending the triage
criteria and scoring to accompany the risks identified in the NRA beyond corruption and cash.

h)  The authorities should increase the cooperation framework and focus more on a process
of operational information exchange to support criminal investigation in ML and TF cases. The
LEAs and prosecutors should be encouraged to provide timely feedback and access to single
disseminations throughout the history of a case, and also encouraged to provide periodic
feedback on the quality of disseminations.

Immediate Outcome 7

a) Develop an overarching national AML strategy to aim for a consistent approach and
methodology in AML providing detailed guidance across all areas; in particular, emphasising
the need for investigations into the core criminal proceeds generating predicates to be
accompanied by a parallel ML investigation.

b) Increase the capacity of financial investigators to carry out parallel financial
investigations to assist investigative authorities. Provide further training to relevant
authorities on conducting complex ML investigations. To develop guidance in standalone ML
investigations and prosecutions and into the ML of foreign predicates with complex structures.

c) Seek to increase the number of investigations that can be pursued, as appropriate,
through to prosecution for laundering of foreign predicates and significant non-financial
domestic predicates (e.g., human trafficking, drug trafficking and cyber-crime).

d) Retain statistics across the various prosecution offices to record investigations,
prosecutions and convictions obtained in respect of ML cases, which of those are triggered by
a STR and in respect of which predicates. To also identify which are self, third party or
standalone cases so that these statistics may be used to identify lacunae and inefficiencies in
the investigation and prosecution of ML which may then be addressed.

e) Harvest incoming MLA requests as investigation opportunities and to develop
instructions/guidelines in this regard including on how MLA requests could trigger ML
investigations.

f) Develop a strategy and policy to address the deficiency that prevents certain agencies
from investigating standalone ML and ensure its implementation.
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Immediate Outcome 8

a) Develop practical guidance and ensure regular training for prosecution authorities on
the confiscation of the proceeds of crime, including on:

(i) confiscating the proceeds of laundered property, in particular in the following
scenarios: autonomous ML cases where there is no conviction for a predicate
offence; and those with a cross-border element (i.e., proceeds of foreign
predicate crimes laundered in Romania or the outgoing laundering of illicit
funds generated in Romania);

(ii) confiscating instrumentalities;

(iii)  confiscating property of equivalent value;

(iv) confiscating from third parties;

(v) pursuing confiscation of property located abroad; and
(vi)  confiscating suspicious currency/BNIs.

b) Increase the capacity of financial investigators to carry out financial investigations in
order to trace assets and pursue asset recovery.

) Develop sufficient IT tools for managing seized and confiscated assets.

d) Provide continued professional development for officers from the NCA and develop
relevant risk indicators for detecting and pursuing confiscation of suspicious cross border
transportation of cash as a policy objective by investigating declarations of cross-border
movements of significant amounts of cash, which may be an indicator of the proceeds of foreign
predicate offences being laundered as well as relevant other available information (e.g.,
information from Border Police and NOPCML-FIU).

e) Address the technical deficiencies identified under criterion 32.5 of the Technical
Compliance Annex and increase the application of sanctions and seizures related to falsely
declared or undeclared cross-border movements of currency and bearer negotiable
instruments.

208. The relevant I0s considered and assessed in this chapter are 10.6-8. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, R. 3,
R.4 and R.29-32 and elements of R.2, 8, 9, 15, 30, 31, 34, 37, 38, 39 and 40.

3.2. Immediate Outcome 6 (Financial Intelligence ML/TF)

209. The AT’s findings are based on the limited statistics and other relevant information
(including case studies) provided, as well as on interviews with the competent authorities.

3.2.1. Use of financial intelligence and other information

210. The competent authorities have access to a broad range of financial intelligence and other
information with which to develop evidence and trace criminal proceeds from predicate
offending, or subsequent laundering or (to some extent) TF.
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211. Any police officer may start a ML investigation. As soon as the investigation is registered
with the prosecutor’s office to be given a case number, a prosecutor is appointed. Even though a
prosecutor has been appointed, an investigation might be conducted entirely by the Police, but it
is far more likely that the prosecutor will direct the investigation. The various types of
prosecutors’ offices have specific responsibilities (see R.30) and financial investigators who
conduct parallel financial investigations in criminal cases (see 10.7).

212. There is a wide variety of state databases that investigative bodies, including judicial
police, and the NOPCML-FIU can access to gather financial intelligence and other relevant
information to conduct their investigations into predicate offences, ML and TF. The POHJCC also
receives the information distributed by the NOPCML-FIU.

213. The LEAs can access basic and BO information on a timely basis through public registers
maintained by the by the NTRO and the Mo], concerning legal persons and a central register of
bank accounts administered by the Fiscal Administration (see 10.5). The investigators said that
they used the register of bank accounts as the first source with which to identify beneficial owners
and (if necessary) they would additionally check the information held by both the banks and other
public registers. The investigators and prosecutors also said that they can access the real estate
register, the fiscal tax databases, and the different registers of assets (e.g. vehicles, vessels,
aircraft, etc.) all of which are useful sources for collecting evidence. Although the LEAs do not
have access to third party databases, they can ask for this information through the NOPCML-FIU
to the extent that it is available to the NOPCML-FIU. LEAs highlighted also in the NRA NOPCML-
FIU as one of their sources to obtain information on economic operators. The LEAs also actively
use international networks such as Interpol, Europol, and the Camden Asset Recovery Inter-
Agency Network (CARIN).

214. The on-site interviews confirmed the extent to which precautionary measures are
ordered (freezing of assets — see 10.8) and some of the case examples provided (e.g., case study
3.3. under 10.7) demonstrated that the LEAs used financial and other relevant information to
search for and collect the data or information on the commission of criminal offences, the
identification of those who may have committed them and the identification of criminal property.
Parallel investigations in some areas were nevertheless not undertaken or not undertaken
sufficiently effectively (see 10.7). There are also some concerns about the quality of STRs, the
quality of NOPCML-FIU’s analysis and the timeliness of the exchange of financial intelligence (see
below). Thus, it can be concluded that the LEAs use financial intelligence and related information
to some extent only and further improvements are needed.

215. The NOPCML-FIU has direct access to all public registers necessary for the operational
analysis involved in developing leads and connections, but the number of workstations required
for accessing some databases (e.g., the BO registers and registers of legal persons) is limited. This
hampers the timeliness with which analysis is conducted because the analyst has to devote more
time to planning their work than would otherwise be the case.

216. The NOPCML-FIU also has access to adverse media information on foreign PEPs as well
as information on non-resident entities in different jurisdictions through a third party database,
but access to this database had been limited to one licence only and only in 2022 was an additional
licence purchased. Given the risk profile of Romania (high level of corruption etc.) the limited
access to such databases restricts the effectiveness of the NOPCML-FIU’s analytical work.

217. The quality of the NOPCML-FIU’s analysis is also affected by an insufficient number of
information requests made to obliged entities. For example, the NOPCML-FIU does not follow-up
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on the reports submitted by banks to gather information on CDD and connected transactions,
business correspondence, IP-addresses, etc, that are essential in detection and in the analysis of
suspicious activity reports. The NOPCML-FIU also did not provide any case examples, statistics,
or information on requests made to obliged entities based on information received from
unrelated sources (e.g., information provided by a whistle-blower or another FIU that should
have triggered an inquiry). The authorities advised that cases of this type are limited which calls
into question the nature of the sources of information and the quality of the analysis. A significant
part of the exchange of information between the competent authorities is conducted by sending
paper copies via military couriers. This is a secure channel, but the method impacts on the
timeliness of intelligence and evidence collection.

218. Declared cross-border cash declarations can be directly accessed by the NOPCML-FIU and
are used to highlight possible new leads during individual operational analysis. The authorities
did not indicate that any ML/TF investigations had been triggered by cross-border cash
movement.

219. No statistics were available on the number of requests made to different databases and to
obliged entities. Some case examples were provided which demonstrated the type of checks
conducted and information used by the NOPCML-FIU in developing their analysis where there
was suspected criminal activity:

Case study 3.1: Embezzlement in state-owned telecom company

The NOPCML-FIU received an STR from a bank on 9 February 2015 indicating that a
Romanian company X, managed by a Greek citizen, received significant transfers from a
Romanian state-owned telecom company Y. The NOPCML-FIU checked different databases
and analysed bank statements, identifying that the transactions on the account did not
correspond to the financial statements filed by the company. The NOPCML-FIU also
analysed related reports, requested additional information from a foreign FIU and
identified a circular flow of funds.

The analysis of the NOPCML-FIU identified that company Y obtained services from private
company X to sell codes for airtime in notably unfavourable terms and could have obtained
the same services without using company X as an intermediary. The management of
company Y did not pay for the services promptly, resulting in additional interest payments
and compensation through the Bailiffs’ Office. The embezzled funds (approximately EUR 6
389 520) were funnelled through accounts of a network of Romanian and foreign
companies controlled by the same Greek citizen. The NOPCML-FIU disseminated its
analysis to the POHCC] on 16 October 2015. On 3 October 2017, the NAD initiated a
criminal investigation against a manager of company Y. The case was closed because of a
Constitutional Court of Romania binding decision on the application of the limitation
period. EUR 2 393 000 was nevertheless confiscated on 22 February 2021 by way of
special confiscation.
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Case study 3.2: Individuals using payment service providers (PSPs) for international
transfers with suspecting TF.

In 2017, the NOPCML-FIU received two STRs from a PSP suspecting TF arising from
transactions where several individuals (living in Romania) had made several transfers (in
total amount of approximately EUR 17 000) to individuals located in Egypt, Tunisia, and
Turkey. Among the recipients was an individual (person A), who was - according to open-
source intelligence - previously arrested (in India) for raising funds for Islamic State. The
PSP also identified 8 incoming transfers in the amount of approximately EUR 4 500 to the
individuals possibly connected to person A.

The NOPCML-FIU conducted checks and identified the senders, including that they used
multiple accounts in Romanian banks with cash deposits, withdrawals and receipts from
France and further transfers to Tunisia. The information about the network of individuals
related to potential TF was referred to the POHCC] and RIS on 10 November 2017.

The investigation by RIS confirmed the connection of person A with the financial
contribution to the Islamic State and that one of senders of the funds to person A was a
Tunisian citizen (person B) living in Romania, who presented a high degree of Islamic
radicalisation and on-line propaganda for the benefit of Daesh. Person B was declared
unwanted for 10 years by Bucharest Court of Appeal on 1 August 2017 and forced to leave
Romania. Romanian authorities shared the investigation results about person B with foreign
partners. Regarding the other individuals involved in those transactions, the investigative
authorities concluded that those were not carried out for TF purposes.

220. No statistics are maintained on STRs leading to indictments and convictions. The rough
estimate given by the authorities is that less than 10% of ML convictions arise where the
investigation is initiated by a STR. Possible reasons for STRs triggering investigations in only
10% of cases leading to a ML conviction include the following: (i) parallel investigations in some
areas are not undertaken as often as they could be or not undertaken effectively (see 10.7); and
(ii) the quality of the case reports disseminated by NOPCML-FIU which need improvement (see
below under section 3.2.3).

3.2.2. STRs and other reports received and requested by competent authorities

221. The NOPCML-FIU is the central authority for receiving, assessing, analysing, and
disseminating STRs from the obliged entities. It has two on-line reporting systems available: one
for credit institutions; the second for the rest of obliged entities. The NOPCML-FIU receives four
types of reports: (i) suspicious transaction reports (STRs); and (ii) three types of threshold-based
reports - CTRs (cash transactions of EUR 10 000 or more), external transfer reports (ETRs)
(cross-border transactions of EUR 10 000 or more) and fund transfer reports (FTRs) (money
remittance transactions of EUR 2 000 or more).

222. The NOPCML-FIU receives STRs that, to some extent, contain relevant and accurate
information assisting the NOPCML-FIU in the performance of its duties. The NOPCML-FIU has
regularly published relevant guidelines, typologies and conducted training in an effort to raise
obliged entities’ risk awareness and to stress the importance of filing appropriate reports which
identify and assess suspicious and higher risk transactions.
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223.  Until mid-2019 there was an option to send reports in paper-format and a significant
proportion of obliged entities chose this option (see statistics below). Although since mid-2019,
all reports have been sent electronically, the NOPCML-FIU still prints them out and inputs some
information manually onto its database. This practice slows down the analysis of STRs and allows
for potential errors which can impede the identification of suspicious activity and the discovery
of patterns when matching them with threshold-based reports.

224. The authorities do not keep statistics on the types of content of the STRs received,
including how many relate only to predicate crimes and, if a STR concerns ML, to which predicate
crime the ML is suspected to be connected. Since there is no obligation to distinguish in the STR
whether the suspicion relates to ML/TF and/or associated predicate offences, the STR field
describing the suspicion is often written in broad terms which do not describe the nature of the
suspicion of ML/TF or the suspected underling predicate crime. The NOPCML-FIU has to largely
work out what the underlying criminal activity could be. This makes it difficult for the NOPCML-
FIU to detect late and defensive reporting. From the examples of STRs provided to the AT, the
reporting threshold seems to be low and points towards a tendency to merely report what is
unusual rather than where criminal activity is suspected. Although Romania is regarded as having
a high risk of corruption, it is notable that the authorities have not detected any cases of tipping-
off where STRs have been filed.

Table 3.1: Number of STRs submitted by obliged entities on paper and in electronic format

Obliged entities 2017 2018 2019 2020 2021

Total number of STRs 12 683 11993 15 841 19 468 15 368

STRs submitted on paper 5240 4920 2610 0 0

% of STRs submitted on paper 40.7% 41% 16.5% 0 0
STRs

225.  Over the assessment period (2017 to 2022 second quarter), STRs have been submitted
predominantly by banks and MVTS operators/PIs (see Table 3.2). The number of reports
submitted by banks has increased between 2017 and 2022 by 79%. The branches of foreign banks
in Romania submit proportionately more STRs compared to domestic banks. According to the
NOPCML-FIU, foreign branches file defensive reports from fear of supervisory enforcement
action. The number of reports submitted by MVTS operators/Pls has decreased between 2017
and 2022 by 35%. Given that the largest ML risk in the country arises from the use of cash (see
Chapter 1 (10.1)), the decrease in the number of reports submitted by MVTS operators/Pls is not
in line with the country’s risks (the decrease happened already before the COVID-19 pandemic
and therefore could not have related to lockdowns).

226. The number of STRs made by notaries has declined considerably in recent years. This has
been attributed by the NOPCML-FIU to changes in behaviour and a fall in number of construction
projects due to the Covid-19 pandemic.

227. The fourth biggest reporters which, like the MVTS/PI sector, handle cash are exchange
offices. Exchange offices’ reporting level has decreased 97% between 2017 and 2021 (from 638
to 17 reports). Given that exchange offices report significantly more cash transactions in CTRs
than MVTS operators, it is possible that exchange offices have left a significant number of
suspicious transactions undetected and unreported. The NOPCML-FIU also explained that the
large number of reports from exchange offices in 2017 related to one operator and not, in fact,
linked to suspicion.
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228. STRs reported by different DNFBPs have been consistently below expected levels
considering the risk context of Romania. It is noted that Romania finalised and adopted their first
NRA only in 2022 and therefore that obliged entities have not been able to assess whether their
reporting is in line with the country’s risk assessment (see 10.1). The NRA has identified the use
of shell companies, use of “strawmen” in company formation, and high risk presented by company
service providers. The reporting levels, however, of those involved in the formation of legal
persons, including lawyers and accountants, is far below what might be expected. Although the
real estate sector is assessed as high risk in the NRA, the representatives of this sector have only
filed less than 10 STRs during the whole assessment period. Interestingly, the data shows that
VASPs were making STRs to the NOPCML-FIU from 2017 although VASPs were not then regulated,
and they became obliged entities only on 15 July 2020. Reporting levels are considered also at
Chapter 5 (10.4).

229. No statistics were available for STRs filed where the suspicion was TF. The authorities
said that the overall number of TF-related reports (with the suspicion identified as being of TF
either by the obliged entity or the NOPCML-FIU) was small. The majority of these reports
originated from MVTS operators and were related to transactions with high-risk jurisdictions,
and other sectors reported TF suspicions very rarely. The low number of reports where the
suspicion was TF could also be related to the lower level of awareness in respect of TF in this area
(see10.4).

Table 3.2: Number of STRs submitted by obliged entities

Obliged entities 2017 2018 2019 | 2020 2021 | 30.06.2022
Banks 6185 7182 10269 12883 11097 5827
Lenders/leasing 4 3 21 11 12 11
MVTS operators/Pls 4570 3047 3641 4930 2959 1548
Issuing or managing means of 23 0 0 0 18 1
payment
Securities firms 47 11 28 55 10 4
Collective investment schemes 0 0 0 0 0 0
Life insurance companies 30 38 59 32 26 8
Exchange offices 638 70 52 24 17 134
Other Fls 0 0 0 0 11 1
Judicial liquidators 3 0 0 0 1 1
Other non-banking Financial 33 0 76 13 21 10
Institutions
Casinos 1 0 0 5 1 0
Gambling service providers 0 0 1 34 105 72
Real estate agents and real 0 0 0 0 6 0
estate developers
DPMS 0 0 0 0 0 0
Lawyers 7 2 2 3 4 1
Notaries (NUNPR) 813 1090 1193 762 567 274
Other independent legal 0 0 0 0 0 0

professionals
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Accountants (BELAR) (including 10 1 5 9 11 0
auditors/ valuators)

TCSPs 0 0 0 0 0 0
VASPs 2 13 2 2 4 2
Other legal persons trading in 15 34 11 5 2 0
goods
Public Ministry 139 133 76 61 60 14
MIA 87 81 87 93 120 69
MOF (Fiscal Administration) 72 47 31 45 25 7
NBR 100 192 246 475 248 76
FSA 3 4 0 4 1 1
Petitions 37 27 19 8 16 10
NOPCML-FIU own analysis 43 10 12 9 14 110
Other institutions 1 7 6 5 12 4
Government 0 1 4 0 0 0
TOTAL 12863 11993 15841 19468 15368 8185
Incl. reports made under 326 431 613 1147 1532 749
consent regime

230. Romania has also introduced a consent regime in which obliged entities ask for feedback
from the NOPCML-FIU before they execute a transaction. The positive trend of reports under the
consent regime could indicate the adoption of better procedures, a raised awareness on the part
of obliged entities about ML/TF transactions, and more advanced technical monitoring solutions
to detect suspicious activities. The NOPCML-FIU also advised that they have noticed defensive
reporting in cases where obliged entities have reported 1-euro transactions, or multiple
consecutive transactions by the same client, or when the transactions are in line with the business
activity of the client. There have also been duplicated reports on the same transactions (incoming
and outgoing transaction from two clients) by the same obliged entity. Most of these kinds of STRs
originate from banks. Considering the risk context and extensive use of cash, other sectors should
be able to detect, suspend and report more suspicious transactions before they are executed.

Table 3.3: Transactions covering consent regime reported to the NOPCML-FIU

Obliged entities 2017 2018 2019 2020 2021 | 30.06.2022
Banks 277 393 549 1085 1492 755
Leasing 0 0 0 0 3 9
MVTS operators/Pls 27 9 43 31 7 1
EMIs 0 0 0 0 1 0
Securities firms 0 1 0 1 0
Other non-banking Fls 0 0 0 1 0 0
Insurance 17 26 19 23 9 4
Notaries 2 0 2 0 3 1
Casinos and gambling 1 0 0 4 16 0
Accountants, auditors, 1 0 0 0 0 0
appraisers, business
consultants
VASPs 1 2 0 0 0 0

Total 326 431 613 1147 1532 770



Number of 232 295 430 781 133
transactions
suspended under the 6
consent regime

231. In 2021, obliged entities filed in total 15 368 STRs and out of those 1 532 (10%) were
reports under the consent regime where the transaction was already blocked by the obliged
entity itself or where it had turned to the NOPCML-FIU to block the funds. By a considerable
margin, the majority of STRs made under the consent regime originate from banks. Over the
years, the share of such reports from MVTS operators has decreased, but this reproduces the
overall trend in respect of the number of STRs and CTRs filed by that sector.

232. The NOPCML-FIU is able to block a transaction for 48 hours, and to extend that blocking
for an additional 72 hours with the permission of the prosecutor’s office. If the suspicion remains,
a criminal investigation is opened, and funds are seized in the criminal proceedings. Out of the
1532 reports under the consent regime, obliged entities blocked 50 transactions and the
NOPCML-FIU blocked an additional 133 transactions (approximately 9% of the consent regime
STRs) for 48 hours. The POHCC] extended the suspension in 8 cases (approximately 0.5% of the
consent regime STRs). There are no statistics on in how many of these cases the funds were
ultimately further seized and confiscated in criminal proceedings. Furthermore, the NOPCML-FIU
has never postponed a transaction when it has itself identified a suspicious activity.

233. The number of suspended transactions significantly dropped in 2021. This pattern
mirrors the considerable decline in reporting suspicion of ML/TF to prosecutors’ offices (see
below under section 3.2.3). The authorities advised that this decrease in the level of
postponement was agreed between the authorities to avoid the risk of the owners of the funds
being tipped-off and thereby damaging potential investigations. The postponement mechanism
is not used effectively, and the postponement rights of the NOPCML-FIU do not provide an
efficient solution for suspending criminal assets for further seizure and confiscation.

234. The NOPCML-FIU started to provide quarterly feedback to obliged entities and the
prudential supervisory authorities about transactions covered by the consent regime in 2021.
Although this quarterly feedback contained qualitative elements, it was predominantly
quantitative in nature and therefore did not provide information relevant to them to enable
improvements in their reporting activity. During 2021, the NOPCML-FIU provided feedback 96
times and notifications were almost evenly distributed between different sectors.

Other forms of reporting (CTRs, threshold and mandatory reporting, etc.)

235.  Obliged entities have an additional obligation to report transactions which do not present
any indicators of suspicion. All obliged entities are obliged to report to the NOPCML-FIU cash
transactions (CTRs) in Romanian lei or in foreign currencies, which are equal to or above the
equivalent of EUR 10 000 (up until the end of 2019, it was the equivalent of EUR 15 000) either
in single or related transactions. Furthermore, credit institutions and FIs have to file ETRs to and
from accounts in Romanian lei or in foreign currencies, which are equal to or above the equivalent
of EUR 10 000 (until the end of 2020 it was the equivalent of EUR 15 000) either in single or
related transactions. Money remitters must also file FTRs which are equal to or above the
equivalent of EUR 2 000. A single cash transaction report could contain multiple transactions.
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Table 3.4: Number of CTRs submitted by the obliged entities

2017 2018 2019
CTRs No of CTRs No of CTRs No of
transactions transactions transactions
Banks 4210 8 049 797 4030 7 818 133 4580 8168 695
MVTS operators 45 855 64 1020 54 570
Exchange offices 2736 8796 2641 10 364 6013 11 848
Other non-banking = 139 588 152 868 527 2062
FlIs
Gambling 160 297 168 203 643 772
Casinos 247 2781 328 2942 337 1184
Notaries 1666 96 1243 81 1279 488
Other DNFBPs 0 0 2 2 3 3
Others 513 2730 343 2407 579 775
Total 9716 8 065 940 8971 7 836 020 14015 8186 396
2020 2021 30.06.2022
CTRs No of CTRs No of CTRs No of
transactions transactions transactions
Banks 5682 8 759 898 5798 10868 059 | 2814 5517 870
MVTS operators 113 2452 251 1803 31 114
Exchange offices 7724 12 892 4892 27 534 448 2399
Other non-banking = 2777 3227 1690 9423 529 6 015
Fls
Gambling 1447 1603 2632 8416 1869 5957
Casinos 43 188 726 4433 383 3276
Notaries 3117 664 204 807 95 423
Other DNFBPs 1 1 4 4 0 0
Others 55 690 294 2402 122 882
Total 20959 8781 615 16491 10922881 @ 6291 5536936

236. The above statistics show a significant number of cash transactions conducted in
Romania. The declining number of CTRs filed by MVTS operators follows a decreasing trend in
the number of STRs made by the same sector. Although the number of CTRs made by other non-
banking FIs has decreased in recent years, the number of transactions in the reports has
significantly increased. The number of CTRs from exchange offices has dropped significantly in
the first half of 2022. The substantial number of CTRs and associated transactions in casinos is
not in line with the low number of STRs filed by the sector. The higher number of CTRs for
transactions before 2021 for notaries is because until mid-2020 the majority sent CTRs not
through the electronic reporting system but in different forms and therefore the statistics on the
number of transactions are not accurate. The NOPCML-FIU explained that the number of CTRs
from notaries has decreased since 2019 due to restrictions in accepting cash payments for certain
transactions and the smaller number of reports from casinos in 2020 was related to the Covid-19
lockdown.
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Table 3.5: Number of ETR submitted by the obliged entities

2017 2018 2019
ETR No of ETR No of ETRs No of
S transactions S transaction transact
S ions
Banks 3 2901925 3 3485671 4 3983
792 678 146 971
Romanian branches of 775 355521 711 410 825 689 | 524832
foreign banks
Romanian branch of 0 0 0 0 15 4738
foreign FI
Others 0 0 0 0 0 0
Total 4 3527 446 4 3896 496 4 4513
567 389 850 541
2020 2021 30.06.2022
ETRs No of ETRs No of ETRs ETRs
transactions transactions
Banks 4 2436534 5100 3643098 2 2079787
877 426

Romanian branches of 1017 1363 756 1112 1784 276 555 985704
foreign banks

Romanian branch of 83 8 635 N/A 6 882 31 3228
foreign FI
Others 3 4 71 21 304 918
Total 5 3808929 6283 5434277 3 3069637
980 316

237. Creditinstitutions and Fls are obliged to submit ETRs. Whilst it is understandable that the
larger proportion of ETRs will be from banks, the low number of ETRs from other Fls could mean
that they are not able to fulfil their ETR reporting obligations, or they cannot identify related
transactions, or both. As these FIs have accounts in banks, the ETRs from the banks will include
the majority of the external transfer operations carried out by other FIs, with the limitation that
the banks cannot detect the related transactions of the individual clients of the FIs.

Table 3.6: Number of FTR submitted by MVTS operators
2017 2018 2019 2020 2021 30.06.2022

FTRs FTRs FTRs FTRs FTRs FTRs
Number of reports 0 0 0 0 392 371
Number of transactions 0 0 0 0 8 839 14 412

238. Since May 2021, MVTS operators must also file FTRs to NOPCML-FIU which are equal to
or above the equivalent of EUR 2 000 (until mid-2021 FTRs were reported in the format provided
for CTRs). Whilst the number of transactions by MVTS operators has increased between mid-
2021 and mid-2022, the number of FTRs has slightly decreased over the same period. According
to NOPCML-FIU there could be several reasons for this: registration of new reports; older
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transactions arising from corrections previous reports; and option for obliged entities to
accumulate several transactions in one report.

239. The NOPCML-FIU collects statistical data about the number of CTRs/ETRs/FTRs and the
number of transactions and amount of funds covered. CTRs/ETRs/FTRs reports are assessed by
operational analysis in case the same entities are reported in STRs and the STR is subject to an
in-depth analysis. CTRs/ETRs/FTRs are used to develop typologies and to cross reference with
cash declarations submitted at the border crossing and the statistical overview is provided in the
annual activity reports made by the NOPCML.

240. Banks account for the vast majority of CTRs/ETRs and their reporting has slightly
increased over the years. The reporting by exchange offices as well as casinos and gambling
operators have also increased over the years, and this corresponds to the country’s risk context
and significant use of cash in everyday activities. If obliged entities identify suspicious elements
in respect of cash transactions over the threshold, they have to file a STR in addition to a CTR. As
can be seen from a comparison of STRs and other types of reports, there is a significant mismatch,
showing that several sectors, including MVTS operators, exchange offices, and gambling
operators may have filed threshold-based reports and yet have not been able to identify where
there ought to be suspicion and to file additionally a STR. This could indicate under-reporting.
The NOPCML-FIU has also not analysed possible non-reporting or tipping-off cases.

Cross-border declarations

241. The NOPCML-FIU has direct access to the database of the Fiscal Administration, where
the cross-border declarations of cash and BNIs are recorded. Additionally, the NCA files STRs to
the NOPCML-FIU if they suspect ML/TF regarding cross-border cash entering or leaving the EU.

Table 3.7: Declarations and identified non-declarations on cash and BNIs by the NCA
2017 2018 2019 2020 2021 2022* Total**

Cross-border cash 1461 1422 1187 664 995 2207 7 936

declarations

Amount in 186 217 80845 48390 87453 228 848 492

declarations (EUR) 322 145 452 096 001 336 610
356 008 697

Identified undeclared 22 17 17 6 6 4 72

cases

Amount in non- 564 111 155 130 60951 | 1638 2 660

declarations (EUR) 442 141 324 368 540 766

Cases with ML/TF 4 9 0 2 0 2 17

suspicion reported to

the NOPCML-FIU***
*Until 30 June 2022.
** Until 3 June 2021, all cases of declaration, non-declaration and suspicions were sent to the
NOPCML-FIU on paper. After 3 June 2021 the NCA records the information obtained and transmits
it to the NOPCML-FIU electronically via OLAF - AFIS application CIS CASH + module.
*#*Suspicion related only to declared cash.

242. The number of identified undeclared cash cases is small and the number of cases
identified where there has been suspicion of ML and a report made to the NOPCML-FIU has been
in single figures throughout the assessment period. There have been no cases identified with a
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suspicion of TF. The NCA advised that they do not have typologies and higher risk indicators for
assessing cash couriers (see 10.8). Considering the extensive use of cash in the Romanian
economy, as well as the fact that the country lies on the Western Balkan smuggling route and has
borders with several non-EU Member States, the number of identified undeclared cases, and the
number of cases in which there has been suspicion of ML/TF, are very low and not in line with
the country’s ML/TF risks. That said, Romania has introduced since mid-2021 alegal requirement
that goes beyond the standards to declare precious metals and stones which are worth over EUR
10 000, and which have been taken over the external border of the EU. Here too, the NCA has yet
to identify any undeclared cases.

3.2.3. Operational needs supported by FIU analysis and dissemination

243. The NOPCML-FIU’s analysis and disseminations support the competent authorities’
operational needs to some extent. The NOPCML-FIU disseminations are structured and contain
information from STRs, national databases and an analysis but they seldom refer to the potential
predicate offence. A lack of sufficient IT and human resources impede the quality of conducting
the analysis.

244. Theoverall number of reports that are disseminated further is modest as can be seen from
the table below.

Table 3.8: Number of cases disseminated to different authorities

2017 | 2018 2019 2020 @ 2021 30.06.2022
Total number of received 12863 11993 15228 19468 15368

STRs from obliged entities 8185
ML/TF cases disseminated to 675 622 516 674 203 20
POHCC]

TF cases disseminated to RIS* 5 11 11 0 24 19
Suspicion of other criminal 569 502 432 542 709 400
offences disseminated to LEAs

Cases disseminated to Police* - - - - 583 396
Cases disseminated to POHC(C] - - - - 124 4
and DIOCT*

Cases disseminated to NAD* - - - - 2 -
Total number cases 1249 1135 959 1216 1645 839
disseminated

*From total number of disseminated cases.

245. The above Table 3.8 describes the number of cases disseminated to different authorities
(more details on content of disseminated cases are explained below). The statistics provided
compare the number of received STRs with the number of cases disseminated and therefore the
usability of STRs cannot be calculated, as the calculations do not reflect the number of
disseminated STRs accurately since one disseminated case could contain several STRs as well as
threshold-based reports, that are related to the same subjects. The authorities advised that
around 70-90% of the disseminations were initiated as criminal investigations which rarely
ended up being prosecuted with the possibility of a conviction, indicating the modest quality of
STRs. The significant decrease of ML/TF case reports disseminated to the POHCC] in 2021 and
the further decline in 2022 is the result of meetings and discussions between the NOPCML-FIU
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and the POHCC] with the aim of concentrating on more complex ML/TF cases and increasing the
usefulness of case disseminations to the judicial authorities. The analysis of possible predicate
offences, which was also sent earlier to prosecutors’ offices for the initiation of a criminal
investigation are (since May 2022) disseminated to LEAs for information. The impact of this
change in the dissemination process on the number of prosecutions and indictments cannot yet
be determined as investigations are lengthy and still ongoing. On the positive side, an indicator of
the quality of the analysis by the NOPCML-FIU is the considerable number of spontaneous
disseminations to foreign counterparts (see 10.2).

246. The significant decrease in the dissemination of cases in which ML/TF is suspected since
2021 (see Table 3.8) is accompanied by an increase in disseminations in which crimes other than
ML/TF is suspected. This can be explained by a significant amount of the NOPCML-FIU’s
resources being tied up in analysing financial information about other miscellaneous criminal
offences and not being dedicated to the core function of a FIU, which is enriching financial
intelligence in relation to ML, associated predicate offences and TF.

247. Thenumbers for disseminating cases related to TF suspicion are low. The authorities have
not compiled and published a list of higher risk TF countries and there is lower awareness and
guidance on this topic. The authorities explained that all reports with a TF connection are
disseminated to the RIS.

248. It must be also noted that until the adoption of the revised AML/CFT Law in mid-2019
the NOPCML-FIU, operated a “Plenary”, which consisted of representatives of the MoF, Mo], MIA,
POHCC]J, NBR, Court of Accounts and the FSA. The Plenary was a decision-making structure
appointed for a period of 5 years, by decision of the Government, at the proposal of the
represented institutions. One of the primary tasks of the Plenary was to approve the analysis
conducted by the NOPCML-FIU before dissemination to the judicial authorities. As the Plenary
had the authority to delay and veto the dissemination of case analyses, it directly interfered with
the autonomy and operational independence of the NOPCML-FIU. Since mid-2019,
disseminations are at the discretion of the President and Vice-President of the NOPCML-FIU and
therefore operational independence of the NOPCML-FIU has been restored.

FIU staffing and IT

249. The NOPCML is headed by a President and a Vice-President who are appointed for a term
of four years and may be reinstated once for a further term of four years. The office is composed
of: (i) President Cabinet; (ii) Vice President Cabinet; (iii) Control Body Compartment; (iv) Internal
Public Control Compartment; (v) Human Resources Management Compartment; and (vi) General
Operative Directorate (which consists of 3 Directorates: Information Technology, Databases and
Statistics Directorate; Secretariat, Registry, Archive Directorate; and Analysis and Processing of
Information Directorate); and (iv) other directorates subordinate to NOPCML President
(Prevention, Supervision and Control Directorate; Cooperation, International Sanctions and
Terrorism Financing Directorate; Legal Methodology and Relationship with the Parliament
Directorate; and Economic-Financial and Administrative Directorate). The staff of the NOPCML-
FIU office is comprised of a specialised staff of financial analysts, specialised auxiliary staff of
assistant analysts, as well as contract staff holding positions specific to the budgetary sector,
consisting of drivers and workers3°.

% NOPCML-FIU organigram, O.N.P.C.S.B. - Organigrama (onpcsb.ro). Activity Report 2021, p. 84-85,
O.N.P.C.S.B. - Raport activitate (onpcsb.ro).
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250. NOPCML-FIU staffing has remained unchanged over the last five years (see Table 3.9).
During the whole assessment period a significant proportion of positions remained vacant
because of the limited budget (see Table 3.10). There is a shortage of staff in several core
functions of the NOPCML-FIU. Over the last five years there have been only two employees
conducting strategic analysis and around 60 employees (from around 100) are analysts who also
have supervisory duties monitoring compliance by FIs and DNFBPs with the AML/CFT Law (the
in meaning of 10.3). Considering the significant number of STRs and other reports received, and
amount of manual work needed to analyse these reports (e.g., all reports need to be inserted onto
databases manually and later only Excel-based analytical tools are available), the lack of
resources available for operational work (operational and strategic analysis) is evident.
Moreover, the NOPCML-FIU advised that its salaries are not competitive with private sector
salaries resulting in the loss of staff to the private sector.

Table 3.9: Number of employees in the NOPCML-FIU
2017 2018 2019 2020 | 2021  30.06.2022

Number of full-time employee 130 130 130 & 130 130 130
positions
Positions filled 107 = 104 96 100 106 109

251. The budget of the NOPCML-FIU (see Table 3.10) indicates limited resources (around 7 -
10% from total budget) for core activities of the NOPCML-FIU (e.g., maintenance of IT-systems,
license fees for different databases and IT tools, international cooperation, participating in
different fora, etc.) for most of the assessment period.

Table 3.10: Budget of the NOPCML-FIU (values in in thousand Euros)

2017 2018 2019 2020 2021 2022
Staff expenditure 2638 2811 2959 2760 2858 3004
Administrative and IT 318 336 | 276 223 442 715
expenses
Additional budget for 0 0 0 0 3142 (separate 2248
new Integrated allotment not (included in
Information System included in the the budget)
budget)
Total 2956 3147 3235 2983 3300 5967

252.  The NOPCML-FIU’s current analytical tools require improvement to enhance its capacity
to conduct complex operational and strategic analysis. The case management system of the
NOPCML-FIU is internally managed and contains information about cases analysed, STRs
received, threshold-based reports, foreign requests, and spontaneous information received from
foreign counterparts. Confidentiality /information security is ensured since the case management
system is cut off from the public internet reinforcing the security of the system, and access to
digital information is restricted on a need-to-know basis*0.

253. The IT-system currently used, described as a legacy system, requires significant manual
work thereby significantly hindering the timeliness and efficiency of access to financial
intelligence and the conduct of financial analysis. There are significantly limited automated data

40 Need-to-know basis - access to the information must be necessary for one to conduct one's official duties.
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retrieval possibilities, which means that a significant amount of data from STRs and information
exchanged with foreign authorities must be typed or copied in manually. Information from STRs
and other reports is inserted into the database partially manually allowing human errors and thus
hindering the effective use of financial intelligence. Furthermore, the existing system does not
allow for the integration of automated data searches to different external databases, which
therefore must be searched manually by the analyst (from separate non-integrated
workstations). The NOPCML-FIU does not have access to dedicated blockchain analytical tools,
which would assist them in supervisory activities and analysing the STRs related to VA
transactions. There are currently no tools for visualisation and account statements are analysed
in Microsoft Excel. The schemes of transaction chains are drawn in Microsoft Word or Microsoft
Excel. This has serious impediments on the quality of analysis as well as timeliness and seems to
be one of the main reasons why until 2021 the information the NOPCML-FIU disseminated to the
LEAs was primarily about single transactions, missing patterns of transactions as well as schemes
of transactions and connected people.

254. There has been a significant positive development since early 2021 when the NOPCML-
FIU started to develop technical specifications for a new integrated information system. The
NOPCML-FIU conducted analysis and tendered for the new IT-system during 2021. During 2022
and before the on-site assessment, the NOPCML-FIU purchased the necessary hardware, software
licenses and received the majority of the modules for the new IT-system. As the testing, training
and full implementation were scheduled to be completed by the end of 2022 /start of 2023, it was
not possible to assess to what extent the efficiency of the NOPCML-FIU and its core functions will
be positively affected from the deployment of the new IT system and automation of previously
largely manual operations.

Operational analysis

255.  The NOPCML-FIU has a process in place for reviewing and prioritising STRs. However, the
STR review and prioritisation mechanism should be amended to include risks identified in the
NRA beyond corruption and cash.

256.  Incoming STRs go through two levels of risk-scoring and triage. During the 1stlevel triage,
analysts (there are two analysts that do this job at this stage) compare the information in the
paper based STR against 15 indicators: 9 of them are connected to sectors or products, such as
cash, VAs, forex, real estate, currency exchange, free zones, etc. These indicators were created
before the results of the NRA were available, potentially leading to situations where some
material sectors or important STRs from non-material sectors were left unnoticed. There are 6
indicators related to other high-risk elements, such as connection to PEPs, OCGs or any other
negative media information. If at least one of the indicators is present, the analyst forwards the
paper based STR to the 2nd level triage to another analyst (2nd level triage, including the insertion
of data, is handled by seven analysts). Before the 2nd level triage, the STRs are manually inserted
on the database and additional files accompanying the STRs are uploaded to dedicated folders in
the internal computer network in a separate file server. Those attachments remain searchable for
analysts in the file server, but information is not in a structured way added to the NOPCML
database containing the STRs and this provides another separate interface for the analysts to use.

257.  After insertion, the analysts in the 2nd level triage access the databases available to the
NOPCML-FIU as well as open-source information and calculate a risk-score for the report. The
scoring considers 21 indicators which each give a varying number of points (from 0.5 to 4 points).
These indicators significantly overlap with the ones from the 1st level triage and attract the same
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amount of points, which means that ultimately the level of score and the difference between
reports is made through the value of an STR and whether PEPs and cash (or similar assets) are
identified. The STRs are sent for further operational analysis (10 analysts) only when a report
receives 10 points. The NOPCML-FIU explained that the scoring which concentrates on PEPs and
cash is mainly based on historically successful cases and the NRA has corroborated cash and
corruption as the main vulnerabilities in Romania. When the grading system is considered (to get
10 points the STR needs to be connected to a significant value of money and potentially cash or a
PEP) there could be significant number of high ML/TF risk reports that the current scoring system
does not pick up. Those reports could be re-evaluated and re-scored if additional STRs regarding
the same entities are filed.

258. Whilst the STRs and any attached files remain searchable in the folders of the dedicated
file server, the manual insertion of information from the reports to the database of the NOPCML-
FIU involves the risk of human error. Although the NOPCML-FIU has some automated data
validation possibilities, the complicated and partially manual process does not guarantee that the
data is identical.

259. As described above, STRs are not usually followed up and the NOPCML-FIU seldom
contacts obliged entities for additional information. This limits the possibilities of following up a
lead or performing an analysis beyond that of single transactions. (This was prevalent up until
2021 and is still a factor because STRs are not followed-up).

260. Since there are no statistics on the underlying predicate crimes, the AT is not able to
confirm whether the information disseminated by the NOPCML-FIU is in line with the risk-profile
of the country. The exception is corruption as a predicate offence to ML, where the authorities
were able to present some positive cases of operational analysis.

261. Asthe AT was not provided with statistics on STRs where the suspicion is of TF, it is not
able to assess which sectors of obliged entities are able to identify TF-related suspicions.
Similarly, the AT was provided with no data about the further usage of TF-related case
disseminations to the RIS and prosecutors’ offices which would indicate the quality of such
disseminations.

262. When the NOPCML-FIU identifies a suspicion of ML it immediately informs the POHCC].
As noted above, threshold-based reports are not separately analysed. Those are considered as
supplementary information in the STR analysis, but no statistics are collected about the numbers
of threshold-based reports disseminated to the LEAs. In cases of TF suspicion, information is also
disseminated to the RIS. In those cases where the NOPCML-FIU identifies offences other than
ML/TF, it disseminates information to the LEAs. The NOPCML-FIU may also on its own initiative
disseminate to other competent authorities (including supervisory authorities) in respect of
issues relevant to their field (described further under cooperation).

263. Disseminated cases contain the description of the STR received from obliged entities,
which is enriched with further analysis of transactions including from earlier information from
different types of reports by obliged entities, cross-border cash declarations and different links
and intelligence from the wide range of databases accessible to the NOPCML-FIU. The NOPCML-
FIU also requests information from foreign FIUs where necessary and adds the received
intelligence to the dissemination. The disseminations are well structured, allowing the recipients
to navigate easily through their content. Before 2021, the majority of disseminations were about
a single transaction or a few transactions and therefore not about complex cases. Since mid-2021,
the number of ML/TF disseminations has significantly dropped, and a considerable amount of
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NOPCML-FIU resources is spent on other miscellaneous tasks not related to the detection and
analysis of ML/TF offences.

Case study 3.3: A complex ML investigation initiated by a STR from the consent regime

A bank suspended the transfer of EUR 30 000 from a Romanian company to the account in
Bulgaria of a legal entity registered in the Seychelles and filed an STR on 16 July 2020. The STR
indicated that the account of the Romanian company was used for transiting foreign payments
with very general descriptions of the payment purposes and with the withdrawal of large
amounts of funds from ATMs. The bank concluded that the company had no legitimate
economic activity.

NOPCML-FIU analysts were able to corroborate the information from ETRs and CTRs and
established that the Romanian company was recently established, had a registered office at a
law office and was managed and owned by an Italian citizen. Based on several red flags typical
of well-known ML typologies, the NOPCML-FIU suspended the transactions and reported the
case to the POHCC] on 17 July 2020. The investigation of the case is still pending.

264. There are also instances where information is provided to the LEAs based on their own
request but only for intelligence purposes. Usually, the judicial police request information about
private and legal entities under criminal investigation but also for requests to be made from other
FIUs. The authorities, however, do not keep statistics on the numbers of and ratio between the
various types of requests. The AT is therefore not able to assess whether the NOPCML-FIU only
acts as a post-box between the LEAs and other FIUs or if and how it supports the operational
needs of the LEAs more extensively. There are requests from the RIS, but the authorities say that
the majority are concerned with national security rather than TF. Again, the limited resources of
the NOPCML-FIU are used for purposes other than supporting, with financial intelligence, the
investigation of ML/TF. The authorities have not provided information to the AT, whether, or to
what extent, the NOPCML-FIU has been able to support the needs of the competent authorities in
relation to TF.

Table 3.11: Number of requests received and responded to by the NOPCML-FIU from different
authorities

2017 2018 2019 2020 2021  30.06.2022

Responses to 195 152 155 110 114 91
competent authorities

Responses to the RIS in 46 80 120 154 208 92
connection to national

security

265. As can be seen from Table 3.12, there is an increase in the number of disseminations to
different authorities in which the NOPCML-FIU has not identified a ML/TF suspicion or a
suspicion of any other specified criminal offence. The AML/CFT Law adopted in 2019 provides
that the NOPCML-FIU may on its own initiative submit information to the competent authorities
or to the public institutions, on the non-compliance of the obliged entities as well as on issues
relevant to their field of activity.
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Table 3.12: Number of reports disseminated to the different authorities other than for ML/TF
reasons or predicate offences

2019 2020 2021 30.06.2022
Other disseminations (Total) 21 62 1509 634
Fiscal Administration* 5 10 709 115
Police* 11 5 493 292
POHCC] and DIOCT* 1 6 272 180
NAD* 2 2 15 28
RIS* 2 39 16 19

*From total number of other disseminations.

266. In 2021 there was a significant increase in disseminations to different authorities which
were not related to any criminal offences. The NOPCML-FIU provided examples of referred
disseminations to the Fiscal Administration which contained information about the accounts of
individuals being used for possible commercial activities and of significant cash withdrawals from
the accounts of legal persons. Similarly, the above disseminations to the LEAs and prosecutors’
offices resulted from STRs filed by obliged entities as a result of a prior request for information
to them from LEAs and prosecutors’ offices where the analysis of the NOPCML-FIU did not reveal
any connection to ML/TF. The changes in the types of disseminations indicate that a significant
proportion of the NOPCML-FIU’s resources are not targeted in identifying (complex) ML/TF cases
but are spent on minor matters which do not have any connection to ML/TF or other criminal
offences. This raises questions about the level of analysis provided by, and the strategic priorities
of the NOPCML-FIU.

Strategic analysis

267. The outcome of strategic analysis work, introduced by the AML/CFT Law in 2019, is
several typology reports which provide indicators for the detection of suspicious activity, an
analysis of cross-border transactions based on received ETRs and an analysis of cross border cash
declarations in 2022. There is no sectorial analysis conducted by the NOPCML-FIU.

268. Access to different databases can be used for operational analysis, but there are no
possibilities for larger enquiries which would be necessary to perform strategic analysis.
Although it could be possible in some cases to obtain such data indirectly on written request, the
strategic analysis of the NOPCML-FIU has not used external data sources. Analytical tools remain
to be developed with MS Excel currently the main analysis tool.

269. Strategic analysis relies on received reports and disseminations of the NOPCML-FIU and
is not enriched from external data sources. The limited use of information and limited human and
technical resources leads the AT to conclude that the strategic analysis function is still
underdeveloped and is in the early stages of creation. The strategic analysis function is therefore
currently not supporting efficiently the needs of the NOPCML-FIU, prosecutors, competent
authorities, or obliged entities.

3.2.4. Cooperation and exchange of information/financial intelligence

270. The NOPCML-FIU’s cooperation with LEAs and prosecutors has limited operational

elements. It is mainly in a written form - the NOPCML-FIU disseminates information, and the

LEAs make inquiries. If information is exchanged, it is usually done by sending paper copies of

documents via military courier. This is a secure channel for information exchange but affects the
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timeliness of that information exchange. The AML/CFT Law provides the NOPCML-FIU with the
legal basis for direct access to different databases of government agencies which are held on a
secure network, providing for a higher degree of security.

271. There is a positive element in cooperation with competent authorities and other public
institutions where the NOPCML-FIU notifies them about issues in their field of activity. A
significant number of NOPCML-FIU disseminations are for miscellaneous reasons, including cases
sent to the Fiscal Administration if the NOPCML-FIU sees large cash turnover but this may not be
associated either with predicate offences or with ML/TF. Furthermore, the NOPCML-FIU must
inform the registrars of BO and bank account information if they hold incorrect information.
However, such exchanges of information significantly exceed the number of ML/TF
disseminations and the number disseminations to the LEAs in relation to potential criminal
offences which are not related to ML/TF. As those disseminations are not compulsory and on the
initiative of the NOPCML-FIU, they do raise questions about the priorities being set by the senior
management of the NOPCML-FIU as limited human resources are being depleted on activities not
directly related to the identification and analysis of ML/TF related offences.

272.  While the heads of authorities do meet regularly in different formats, such as to formulate
and monitor different strategies (National Strategy Against Organized Crime 2021-2024, National
Anti-Corruption Strategy for 2021-2025, National Strategy for Preventing and Countering
Terrorism, etc.), the meetings are never held at an operational level. The NOPCML-FIU is not
engaged as a member of the investigative team, even in the most complex cases, and is therefore
unable to provide ongoing leads and intelligence. Operational co-operation relies solely on
written requests and responses, therefore not utilising the full potential of the NOPCML-FIU to
provide financial intelligence. To understand the needs of the authorities and ongoing
investigations, the NOPCML-FIU has requested obliged entities to file an STR when a LEA requires
information from them.

273. The only feedback the prosecutors and judicial police provide to the NOPCML-FIU on their
own initiative is whether a criminal investigation was started or not, but never on the further
development of the case. This means that the NOPCML-FIU does not receive feedback on the
quality and usefulness of the specific dissemination and the LEA’s expectations. Since 2018, the
NOPCML-FIU has turned to the POHCC] to ask for overall qualitative feedback about the cases
disseminated to the prosecutors and the usefulness of financial intelligence. Despite the received
feedback, disseminations by the NOPCML-FIU continued to be about single transactions or a few
transactions until 2021, which were sufficient to initiate criminal cases, but those cases rarely
reached the prosecution stage. A series of meetings in 2021 between the parties to align
expectations lead the NOPCML-FIU to disseminate fewer cases but of higher quality and
complexity. However, this has had another effect whereby the number of disseminated cases in
which the NOPCML-FIU has identified suspicions of ML has decreased substantially to 20
disseminations in the first half of 2022.

274. The NOPCML-FIU has a good working cooperation with the NBR and the FSA. The
authorities exchange information to enhance the supervision of obliged entities. The NOPCML-
FIU provides an overview of the reports submitted, including as to quantity and quality which
allows the NBR and the FSA to test during supervisory activities compliance with the reporting
obligation and to enhance its quality. The NBR then files STRs in cases where it has discovered
non-reporting. The NBR and the FSA highlight findings of supervisory activities so that the
NOPCML-FIU can better understand the risk presented by specific obliged entities and therefore
draw conclusions on the substance and quality of the reports received.
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Overall conclusions on 10.6

275. The competent authorities have access to a broad range of financial intelligence and other
relevant information and use it to some extent to enrich their investigations. The number of ML
convictions in cases initiated by STRs is low. This is mainly because parallel investigations in
some areas are not undertaken or not undertaken sufficiently effectively and the quality of STRs,
the quality of the NOPCML-FIU’s analysis and the timeliness of exchange of financial intelligence
need further improvement.

276. The NOPCML-FIU receives STRs and other reports that, to some extent, contain relevant
and accurate information which assists the NOPCML-FIU in performing its duties. Further
improvements are needed to make the intelligence more accessible to the NOPCML-FIU analysts.
There is limited proactive outreach to improve the quality of financial intelligence both from the
NOPCML-FIU to obliged entities and from prosecutors and LEAs to the NOPCML-FIU.

277. The NOPCML-FIU disseminations support the operational needs of LEAs only to some
extent as cases rarely reach the prosecution stage. Since mid-2021, the number of disseminations
to the judicial authorities has dropped due to the NOPCML-FIU’s focus on detecting, analysing and
disseminating more recent and complex cases. The NOPCML-FIU has spontaneously
disseminated a considerable number of cases to foreign counterparts during the whole
assessment period.

278. There are some positive elements in the NOPCML-FIU’s cooperation with competent
authorities and public institutions and its notification to them of issues in their field of activity.
The NOPCML-FIU has a good working cooperation with the NBR and the FSA. The authorities
exchange information to enhance the supervision of obliged entities. NOPCML-FIU cooperation
with the LEAs and prosecutors is limited to the exchange of information mostly in a written
format.

279. Romania is rated as having a moderate level of effectiveness for 10.6.
3.3. Immediate Outcome 7 (ML investigation and prosecution)

280. Romania does not maintain comprehensive statistics on ML investigations, prosecutions,
and convictions. The AT’s findings are essentially based on the limited statistics provided in the
NRA, the selected case examples provided and interviews with the LEAs, prosecutors and judges.

3.3.1. ML identification and investigation

281. Romania has a comprehensive legal and institutional framework to investigate and
prosecute ML but the effectiveness overall is low as some fundamental improvements are needed.
Where ML is investigated it is usually in conjunction with the predicate offence but there are
sometimes standalone ML prosecutions which can result in a conviction. The NRA estimated that
1% of all ML convictions are from standalone prosecutions. Taking the jurisdiction as a whole,
there are not sufficient numbers of specialized financial investigators and specialized judicial
police officers in Romania. There is a need for further training and specialization of the judicial
police bodies in parallel financial investigations given the diversity of ML mechanisms, the
number and complexity of cases encountered, and the difficulties involved in obtaining evidence.
Romania is currently ill-equipped to deal with the laundering of foreign predicates with complex
structures.
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282. The authorities are directed by the various prosecutors’ offices so far as ML investigations
are concerned. Each type of prosecutors’ office has specific areas of responsibility as described
under R.30. The main prosecutorial bodies - whether specialised or not — and which investigate
and prosecute ML sit under the umbrella of the POHJCC. The specialised prosecutors’ offices are
DIOCT and NAD.

283. The main structures that investigate ML within the Police are the Directorate for
Investigating Economic Crime (DIEC) and the Directorate for Combating Organized Crime
(DCOC). Any police officer may start a ML investigation. As soon as the investigation is registered
with the prosecutors’ office to be given a case number, a prosecutor is appointed. A prosecutor
initiates criminal investigation based on the notification. The POHJCC also receives information
distributed by the NOPCML-FIU (see 10.6). An investigation might be conducted entirely by the
Police even though a prosecutor is appointed but it is far more likely that the prosecutor will
direct the investigation.*!

284. Table 3.13 sets out both the number of prosecutors and the number of financial
investigators involved in or capable of investigating ML working at DIOCT, NAD, and the POH]JCC.
Table 3.14 sets out the number of police officers and financial investigators involved in or capable
of investigating ML working at the DIEC and DCOC at the time of the onsite visit.

Table 3.13: Number of prosecutors and financial investigators involved in or capable of
investigating ML in NAD, DIOCT and POH]JCC

NAD DIOCT POHJCC#2
Number of prosecutors 90-100 257 125
Number of financial investigators 19 43 196

Table 3.14: Number of police officers and financial investigators involved in or capable of
investigating ML in DIEC and DCOC

DIEC DCOC
Number of police officers 700 75
Number of financial investigators 350 40

285.  Whether a prosecutor or a financial investigator, these are the figures for those who may
work on ML cases but not necessarily exclusively on ML cases. All prosecutors within NAD who
conduct investigations into predicates covered by NAD are also specialized in ML cases. The same
would not necessarily apply at DIOCT given that the predicates are not exclusively financial in
nature (although each predicate will have a financial element if it generates criminal property.)
At POHCC] and ordinary subordinated POs (national level) there are approximately 125
prosecutors working on ML cases (approximately 90 prosecutors attached to tribunals, 30

41 The CPC does not regulate a pre-investigative stage but requires the prosecutor to order the starting of
the criminal proceedings in rem (with regards to the fact) based on the notification document (without a
pre-investigative stage), if the notification document meets the conditions provided by the law (including
the description of the offence). This act signifies the start of the investigative stage, i.e., the criminal
investigation. When the notification document meets the conditions stipulated by the law, the criminal
investigation body orders the initiation of criminal prosecution regarding the act committed or whose
commission is being prepared, even if the author is indicated or known (CPC, Art. 305(1)).

42 Number includes ordinary subordinated POs (national level).
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attached to courts of appeal and 5 prosecutors at the POHCC]). A Department of Financial
Investigations was set up within NAD prior to 2017, with 3-5 police officers specialized in financial
investigations working at the central level. In 2021, this Department was renamed the Financial
Information and Investigations Office. It is intended that this Office be further resourced (1 head
of office and 9 police officers) to increase the support provided to NAD prosecutors. Currently, in
this new unit 5 specialized police officers work there (there is a police officer working for each of
the territorial services of NAD (a total of 15 services) in charge of identifying and seizing the
assets). NAD also has a department named Service for Specialists consisting of (currently 47)
specialists in financial and fraud analyses. DIOCT has 43 financial investigators. POHJCC has 196
fiscal specialists (8 at POHCC] and 188 at POs attached to the courts of appeal and tribunals)
supporting the prosecutor in financial investigations but they are described as fiscal specialists
rather than as financial investigators as such.

286. The NRA sets out the practitioners’ view that parallel financial investigations into the
proceeds of crime are not pursued in 30-40% of cases at NAD level, 70% of cases at DIOCT level
and (a very wide estimate of) between 5 and 80% of cases in non-specialized prosecution units
(mainly 5-30%). The situation across the country is uneven, due to variations in the lack of
specialized human resources. The NRA also notes that parallel financial investigations are not
initiated in a timely manner and that the lack of specialized and trained prosecutors and judges
to deal with ML cases is a major obstacle in the successful prosecution of such cases and is one of
the main reasons for the low number of convictions for ML.

287. The limited statistics and case examples which have been provided and the variation in
the responses of the authorities interviewed revealed a disparity between the main prosecution
offices in terms of the approach adopted and their corresponding effectiveness in conducting ML
investigations/prosecutions. Investigations and prosecutions into the laundering of tax
predicates (DIOCT) and the laundering of the proceeds of corruption (NAD) are adequately
resourced and effectively conducted. Investigations and prosecutions into the trafficking of
human beings and drugs (DIOCT) tend to focus on the predicate crimes rather than the laundering
of those predicates. Those interviewed from DIOCT and non-specialized prosecution units
expressed the view that they would benefit from greater specialised resources and training in
respect of ML given the number and complexity of cases, the diversity of ML mechanisms and the
difficulty of gathering evidence. In particular, more guidance is needed in carrying out standalone
ML investigations and prosecutions as well as in dealing with the laundering of foreign predicates
with complex structures.

288. Combatting ML and the importance of asset recovery was identified as one (of many)
objectives (covering a range of crimes) for all prosecutors in the activity reports of the Public
Ministry for each year of the reference period. Although there is an expressed commitment to
combatting ML and TF in the National Defence Strategy (2020 to 2024) and although this is
supported by strategies on human trafficking (2018-2022,) organised crime (2021 to 2024,)
corruption (2021 to 2025) and a drugs strategy (2022-2026), significantly there is no
overarching National AML/CFT strategy ensuring a consistent approach and methodology in
AML/CFT across all areas. There is therefore no strategy, policy, requirement, or detailed
guidance in respect of the need for investigations into the core criminal proceeds generating
predicates to be accompanied by a parallel ML investigation. Some types of predicates are reliably
accompanied by a parallel ML investigation; other types of predicate investigation routinely are
not.
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289. Romanian Law does not criminalise all types of self-laundering: the acquisition,
possession, or use of the criminal property by the predicate criminal is not a ML offence because
acquisition and possession are “factual situations inevitably resulting from the commission of the
[predicate] offence” and usage “does not in itself presuppose the existence of a new criminal
resolution” (see R.3)

290. Although no statistics were presented establishing the decline in the number of self-
laundering investigations and prosecutions, the authorities report that they do not pursue as
many self ML prosecutions as they did before the constitutional court’s decision on self-
laundering which restricted the scenarios in which self-laundering would be classified as a
criminal offence separate from the predicate crime: where the predicate tax offender is self ML,
the mere payment of a fictitious invoice, the withdrawal of cash and the return of the money to
the real beneficiary, without separate concealment operations, constitutes merely a fictitious
operation falling within the scope of the tax evasion offence and would not now be considered
ML. ML requires that the proceeds of the alleged offence be subject to concealment and this must
be distinct from the acts which constituted the material element of the principal predicate offence.
Similarly, with, for example, self ML in a corruption case involving a bribe: ML may only be
charged in addition to any corruption offences if the ML is not considered to be that type of self-
laundering which is part of the constituent element of the predicate offence (e.g., it must be
distinguishable from the act of obtaining a bribe). Although not all types of self ML are
criminalised and although the authorities reported that the constitutional court’s decision has
had an impact on whether they would pursue a ML investigation/ prosecution for self ML, the
authorities also reported that self ML is far more likely to be investigated and prosecuted than
third-party ML or standalone ML.

291. There is no mechanism for prioritising ML cases or certain types of ML cases across the
various authorities. Certain authorities do prioritise ML (NAD). Others may investigate it but not
in every case where an investigation is merited and, in many cases, not through to prosecution
(DIOCT). Investigations into tax evasion have been resourced using Fiscal Administration
specialists seconded to prosecutors’ offices. It is expected that an investigation into (particularly
domestic) tax fraud or corruption will involve tracing the funds taken in the fraud or obtained by
way of corruption. There is a focus on ML where the predicate crime is itself a financial crime and
a downplaying of the ML aspect where the proceeds’ generating crime is not itself financial in
nature — such as drug trafficking and human trafficking.

292. There are no statistics as to how many or what proportion of ML investigations are
triggered by a STR or other reports reported to the NOPCML-FIU with an onward disclosure from
the NOPCML-FIU to the Prosecution Office, how many or what proportion of ML investigations
originate in an MLA request and how many or what proportion of ML investigations result from
financial investigations conducted in parallel with the investigation into the predicate offence.
The rough estimate given by the prosecuting authorities, with which the NOPCML-FIU concurred,
is that less than 10% of convictions arise where the investigation is initiated by STR. Incoming
MLA requests are not treated as a resource giving rise to ML/TF investigative opportunities and
there is no policy or strategy suggesting that they should be. The authorities do pursue the ML of
domestic financial predicates but the laundering of other domestic predicates or the laundering
in Romania of the proceeds of crimes committed outside Romania is likely to remain undetected.
These are serious shortcomings in the system, given Romania’s context.

293. NAD and those investigators it directs have the capacity to and do conduct ML
investigations in parallel with investigations into corrupt predicates which are its remit.
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294. DIOCT and those investigators it directs do not always conduct ML investigations in
parallel with those predicates it is tasked with investigating. DIOCT contended that inevitably
they prioritised certain cases and in those they conducted investigations in parallel with the
investigation into the predicate crime. DIOCT appreciated that many more parallel investigations
could be undertaken than was the position at present. They understood the need to address this
issue and sought additional trained investigators to do so. There was, they contended, a capacity
issue.

295. There were no statistics provided on the average length of ML cases, from the beginning
of an investigation, charge, conviction, sentence. Questions were asked to try and establish
representative rates of progression in different types of cases and of any problems or blockages
in the system (if any). If there is to be a trial of the predicate offence and a trial for the ML offence,
they will be invariably tried together by the Court. If one defendant pleads guilty, he may well be
dealt with more quickly and separately. The observation was made that simple ML cases could be
concluded in a year, but many take much more than that. In the case examples provided to the AT
(which may well be the more complex cases) there are a number of years between the beginning
of the investigation and the sentencing of the defendant and, as anticipated, complex cases will
take longer to prepare.

296. Insufficient communication, cooperation and systematic coordination was demonstrated
between the various prosecutors’ offices in putting together an integrated set of statistics to best
demonstrate effectiveness for this evaluation. Inevitably there will be missed opportunities in the
detection and investigation of ML where there are shortcomings in the integration of the
prosecution system overall. One view advanced by some at the onsite is that there is little co-
operation between prosecutors’ offices because none is really needed; each has different remits,
different areas of competence. If there was overlap in an investigation the authorities suggested
there could be co-operation. That said, complex ML cases may fall to be investigated by a
prosecutor’s office which is not best equipped to deal with it and the rigidity in the system
determining allocation means that it cannot go to the prosecutor’s office which would have more
expertise to deal with it.

297. There are Joint Investigation Team agreements signed with EU and non-EU countries.

3.3.2. Consistency of ML investigations and prosecutions with threats and risk
profile, and national AML policies

298. Romania’s ML investigations and prosecutions are only partly in line with Romania’s
threats and risk profile. Romania does investigate the laundering of the proceeds of tax and
corruption predicates and other financial crimes — particularly if they are domestic in origin.
There are understandable difficulties in the investigation and prosecution of cybercrime
predicates. The most serious shortcoming is in the investigation of the ML of the proceeds of drug
trafficking and human trafficking. DIOCT contended that Romanian drug dealers or human
traffickers were small in scale and simply kept rather than laundered the benefit from such trade.
Another argument advanced was that any criminal property generated by Romanians outside the
jurisdiction would be highly unlikely to be repatriated and laundered in Romania. The AT was not
persuaded that these factors would apply in the vast majority of cases and account for the number
of ML investigations/prosecutions/convictions associated with these predicates - although it
may well be the case that the perceptions held may contribute to decisions not to deploy limited
DIOCT or prosecutorial resources into such parallel investigations. There are thus several reasons
for the shortfall. Given there is no policy addressing the fact that because trafficking in drugs and
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human beings are significant threats, ML investigations run in parallel with investigations into
these particular predicates need to be prioritised; the absence of any such policy means that there
is no corresponding deployment of resources to put this into effect. Instead, the opposite occurs;
for a number of reasons the laundering of drug predicates and human trafficking predicates are
simply not investigated in sufficient numbers and therefore not prosecuted in sufficient numbers.
This is a significant deficiency and not in line with Romania’s risk profile.

299. Taking each of the main predicates in turn (and putting to one side the large number of
(minor) offences of theft) the most prevalent predicate offences detected in Romania are as
follows: (i) tax evasion; (ii) corruption; (iii) human trafficking; (iv) cyber-crimes; (v) smuggling;
(vi) drug trafficking; and (vii) environmental crime. In the case of human trafficking, cyber-
crimes and drug trafficking, if a significant part of the criminal activity is committed abroad, with
illicit funds being transferred to Romania, this ML would be more difficult to detect and
investigate. If the predicate occurs outside the jurisdiction, proof that the proceeds come from
crime is more difficult to obtain.

300. The only coherent set of statistics for Romania as a whole in respect of the investigation
and prosecution of ML cases (in which there has been at least one ML conviction in each of those
cases) and its predicates is for the limited period 2018-2020 from NRA* (Table 3.15 below).

Table 3.15: Table showing the investigation, prosecution and conviction for ML and its
predicates 2018-2020.

Predicate Cases to be Cases # CASES # of # of # of # of #ML
Criminal resolved for | ‘resolve | for this Natural Legal Natural cases
offence this d’ for predicate persons  persons orLegal = (which
predicate (# | this for which CHARGE CHARGE  persons @ mayhave
ofongoing  predica Prosecut Dwith D CONvVICT ™more than
. . . . . . one
investigatio  te or this with this | ED defendant
ns) without @ directing | predicat predicat of these ) in which
there investigat e e PREDICA | there has
beinga | ion (# of TES been at
charge | inditeme least 1
nts) final ML
conviction
Corruption = 23487 9 040 709 1275 93 No figures 21
[not provided
including
petty
corruption]
Tax evasion | 59 281 16 335 2054 3628 289 No figures 68
offenses provided
Embezzlem 22016 5990 1197 1505 5 No figures 10
ent provided
Deception 197 825 48 609 2034 3718 63 No figures 13
or “Fraud” provided
Offenses 5691 2067 271 406 63 No figures 3
against EU provided
funds
Cybercrime: | 53 402 9022 447 659 0 No figures 5
Fraud via provided
computer

43 NRA, pages 18, 20 and 21.
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systems and

electronic

means of

payment

Total 8243 2 660 524 1357 1 No figures 4

human provided

trafficking

(adults &

minors) &

pimping but

excluding

migrant

trafficking

Migrant 1942 748 192 392 1 No figures

trafficking provided

Theft 2056933 454 305 | 16 166 23387 9 No figures
provided

Drug 52093 20661 3420 5756 1 No figures 1

trafficking provided

Crimes 2667 971 2.3 32 9 No figures

against the provided

environmen

t

Offenses 75374 16 351 1188 1871 10 No figures

provided by provided

the Forestry

Code

Smuggling 28 499 7768 1880 3494 6 No figures
provided

301. This table is made up of the statistics provided in the NRA. No figures have been provided
for how many of those charged were convicted of the predicate crimes listed. Because conviction
figures for predicates are not given, it is not possible to compare the number of ML convictions of
particular types of predicates with the number of predicate convictions in the same category.
Similarly, no figures have been provided for the number of ML investigations (for the laundering
of each of the main predicates) to compare to the number of investigations given for each of the
main predicate crimes.

302. Itis howeverimmediately apparent that there is a concentration on the laundering of the
proceeds of (predominantly but not exclusively domestic) financial crime: the proceeds of tax
fraud, corruption, embezzlement, and fraud make up almost all the ML convictions over this
2018-2020 period. The authorities have not provided estimates of the percentage of parallel
financial investigations conducted alongside investigations into each category of predicate
offences.

303. The only further consolidated table provided which covers ML convictions prosecuted by
any of the prosecuting authorities is set out below:

Table 3.15(a)**: POHCCJ, NAD, DIOCT - Number of natural or legal persons convicted of ML
during 2018-2020 and in respect of which predicate.

44 Tables 3.15 a-e may present inconsistencies with the data set out in Table 3.15 which is taken from the
NRA.
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The Predicate Criminal Number of natural persons Number of legal persons

offence convicted of ML from these convicted of ML from these
predicates predicates
Corruption 39 7
Tax evasion offenses 114 6
Embezzlement 13 3
Deception or “Fraud” 12 1
Offenses against EU funds 4 2
Cybercrime: Fraud via | 19 0

computer systems and
electronic means of payment

Total human  trafficking 7 0
(adults & minors) & pimping

but excluding migrant

trafficking

Theft 16 0
Drug trafficking 1 0

304. There are very few ML convictions over this period in respect of the laundering of some
predicates - most notably drugs trafficking (one natural person) and human trafficking (seven
natural persons).

305. NAD provided a break down of their cases for the 2018-2020 period:

Table 3.15(b): NAD - Number of natural or legal persons convicted of ML during 2018-2020 and
in respect of which predicate.

The predicate offence Nymber of natural persons Number of legal persons
convicted for ML convicted for ML
Corruption 39 7
Tax evasion 35 5
Deception or Fraud 2 1
Offences against EU funds 4 2
Total: 80 Total: 15

306. The total number of natural or legal persons convicted of ML in NAD cases over the
evaluation period is set out in the Table 3.15(c) NAD below. This Table does not break down how
many ML convictions in each year were in respect of which predicate.

Table 3.15(c): NAD - ML convictions of defendants per year.

Year Number of ML conviction of defendtants
per year
2017 78
2018 41
2019 33
2020 21
2021 26
2022 (until 31.08.2022) 7

307. DIOCT produced its own Table 3.15(d) showing the number of ML investigations each
year and the number of ML indictments each year over the review period and in respect of which
predicates.
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Table 3.15(d): DIOCT - ML investigations and the number of ML indictments per year and in
respect of which predicate.

Number of ML Inrespect of which Number of ML Inrespectofwhich
investigations per predicate indictments per year predicate
year ‘pre-trial closed
proceedings’
Year ML — [ Year o | 7
cases 3 = £ | S 2 .
© 8 m 1<) o &8 m O
T Eu 23 =% 5% 82 23
=¥ 5E A SE ¥ 52 aE
2017 33 18 12 3 2017 16 8 7 1
2018 37 14 19 4 2018 16 6 8 2
2019 59 19 33 7 2019 29 12 12 5
2020 38 14 19 5 2020 19 13 4 2
2021 46 16 26 4 2021 20 11 6 3
30.09.2022 27 7 16 4 30.09.2022 14 6 4 4
308. Itisimmediately apparent that the table does not show how many of these cases in which

there were ML indictments resulted in a ML conviction. The explanation given by authorities was
that there were none or none yet. Authorities explained that no ML indictment of cases in the
table - even where the defendant was indicted at the beginning of 2017 - would have been
determined by September 2022.

309. Asto whether evidence was provided of an equivalent table showing (for DIOCT) year on
year ML convictions in respect of these predicate categories where the investigation had
commenced or the indictment had been charged in any preceeding year - even in years before
the evaluation period—no equivalent table was provided. The only further Table from DIOCT
that was provided was following:

Table 3.15(e): DIOCT - Number of convictions

Year Number of cases Total number of natural and legal
with final convictions for ML persons convicted of ML

2017 28 100

2018 13 38

2019 14 22

2020 9 39

2021 11 25

30.06.2022 1 4

TOTAL 76 228

310. The Table above does not break down how many ML convictions in each year were in

respect of which predicate. The Table that the AT relied upon is therefore that taken from the
NRA, Table 3.15.

311. The estimated volume for the proceeds of crime in each predicate category investigated
is not given but the totals for the amounts charged in each category are set out in Table 3.15 from
the NRA:
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Table 3.16: Table showing the total of the amounts in respect of those natural and legal persons
charged with the following predicates 2018-2020.

The Predicate Criminal offence Natural Legal persons TOTAL amount in
persons charged with this EUR charged for this
charged predicate predicate
with this
predicate

Corruption (Law no. 78/2000) [not 1275 93 441 257 444

including petty corruption]

Tax evasion offences (Law no. 3628 289 651 460 139

241/2005)

Embezzlement 1505 5 83780951

Deception or “Fraud” 3718 63 66 739076

Offences against EU funds 406 63 67 790 476

Cybercrime: Fraud via computer 659 0 86 549 658

systems and electronic means of

payment

Total human trafficking (adults & 1357 1 11 240715

minors) & pimping but excluding

migrant trafficking

Migrant trafficking 392 1 0

Theft 23,387 9 36786 919

Drug trafficking 5756 1 184 117

Crimes against the environment 32 9 30 248

Offenses provided by the Forestry 1871 10 1415329

Code

Smuggling 3494 6 30918 840

312. The figures in the table above and the detail in respect of them comes from the NRA. The
most frequent convictions for the ML of tax predicates are in sectors such as petroleum products,
agriculture, environment (waste management), construction and other commercial activities.
There were 68 cases (all involving bank transfers amounting to EUR 100 435 328). In 57 of those
68 cases the ML was committed through shell companies (money transfers through bank
accounts amounting to EUR 98 691 028). Funds were withdrawn in cash in 52 cases (EUR 85 733
462) and, in one case, a bank deposit of EUR 7 500 000 was made. Money was transferred mainly
within Romania (60 cases, EUR 78 653 507) but occasionally out of Romania (5 cases, EUR 14
275 321) and in one case, foreign exchange of EUR 556 000 was found.

313. The ML of tax predicates was mainly by Romanian residents (EUR 78 902 007), but
sometimes by non-residents (3 cases, in total, EUR 9 065 321), resident legal persons (EUR 12
000 000) and resident PEPs (EUR 180 000).

314. The authorities remark that where OCGs are involved there can be a transnational
component involving shell companies and offshore legal entities.

315. The corruption cases that resulted in final ML convictions during 2018-2020 Romanian
public officials as Romanian companies — together with non-Romanian residents. ML offences
were committed by public officials (4 cases, EUR5 708 822 amount), PEP residents (4 cases, EUR
1 275 000), resident individuals (2 cases, EUR 502 500), non-resident individuals (1 case, EUR
144 401 569) and resident legal entities (1 case, EUR 40 000). Common scenarios in corruption
cases were trafficking in influence and overpricing in matters of public procurement.
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Case study 3.4: Conviction for the ML of predicate of embezzlement, involving: 0GC, shell
companies, legal person, professional advisors, fake purchase contracts, real estate,
freezing and confiscating the criminal proceeds.

Between July 2008 and June 2009 members of an OCG, including the company’s director and
shareholder, decided to embezzle money out of an IT company and then launder the proceeds.
The company’s administrator used the advice provided by a lawyer specialising in commercial
litigation and a consultant in tax and offshore companies.

Companies were incorporated abroad (Delaware, Seychelles, Cyprus) for the purpose of
playing the role of fictitious buyers of IT equipment under the control of the OCG’s members.
These fake purchases generated fake ‘debts’ which were then ceded to another Romanian
company which recovered the payments of these ‘debts’ in the form of real estate from the
victim company. The real estate was ultimately transferred to a further Romanian company
where it was exploited through rental contracts.

The criminal investigation began in June 2013 based on information gathered by police officers.
The court proceedings at first instance took place before Bucharest Court of Appeal between
2015 and 2019 and the final decision at the High Court of Cassation and Justice in October 2019.

4 Defendants were convicted (embezzlement and ML) and one was acquitted of those charges:
the administrator and the tax consultant both received 2 years in prison for ML; the lawyer and
his employee who both pleaded guilty were both sentenced to 1 year and 6 months in prison
for ML; and the legal person which was ordered to be dissolved was sentenced to pay RON 18
000 (approximately EUR 3 545) for ML.

The prosecutors froze the monthly rental payments and seized the real estate property
(proceeds of crime), which were all confiscated by the court, as the company was dissolved at
the time the final court decision was delivered.

316. The sanctions in the case above seem low, given the professional nature of the ML.

Case study 3.5: Conviction for the ML of predicate of corruption

Between 2009-2011, a defendant, a person with no special status, claimed and received, in
several instalments, EUR 9 000 000 from two people to intercede with a former Minister, as
well as with others in the Romanian Government, to guarantee that companies supported by
the witnesses were awarded a contract for the rental of educational products.

In the second half of 2014, while the investigation was carried out concerning the above-
mentioned aspects, knowing that the amount of EUR 500 000 he received in his personal
account in 2011 represented a part of the above-mentioned amount of EUR 9 000 000, and to
create an appearance of legality, the defendant concealed the true nature of its origin by
concluding a fictitious loan agreement with one of the witnesses.

The defendant was initially sent to trial on charges of influence peddling, and after his
conviction and being sentenced to 2 years and 4 months, he was sent to trial for ML, convicted
and sentenced to 1 year imprisonment. Because part of this sentence ran concurrently with the
sentence for the predicate offence, the total sentence served was 2 years and 8 months in prison
(Criminal decision no. 1470/29.12.2021 of the Bucharest Court- Criminal Section I).
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317. The problem revealed by the figures in Table 3.15 above showing the number of
investigations, prosecutions and the number of cases (in which there was at least one final ML
conviction) for ML and its predicates 2018-2020 is that there are deficiencies in the investigation
and prosecution of the laundering of the proceeds of cybercrime, human trafficking, and drug
trafficking. There are some investigations and prosecutions in each of these areas (cases in which
there was at least one final ML conviction): cybercrime (5), human trafficking (4), and drug
trafficking (1)) and for which case examples are given below but not as many as might be
expected.

318. Each presents its own challenges. Cybercrime (for example, phishing, malware attacks,
online auction fraud, e-commerce fraud, business email compromise (BEC), online fraud, booking
fraud etc.) whether committed within Romania or by Romanian citizens outside the jurisdiction
was spoken of by the authorities as being a growing area. In the period 2018-2020, a total of 659
individuals were prosecuted for cybercrime, in 447 cases, for amounts totalling €87 million. Only
5 were convicted of ML the proceeds of cybercrime.

319. The authorities reported that those who are behind the laundering of these predicates are
experienced and sophisticated in the techniques they use, are suspected of being members of
OCGs and are rarely detected. Romanian cybercrime and the laundering of its predicates may well
be controlled from outside as well as inside Romania and those involved are adept at masking
their identity. Common laundering techniques include the use of ‘money carts’ the use of
Romanian residents to open and operate bank accounts to make/ receive bank transfers or to
move funds by MVTS or by cash with onward transfers often being made through successive other
jurisdictions. Many jurisdictions are facing the same challenges when it comes to combatting
cybercrime and the laundering of proceeds of cybercrime and the low number of ML convictions
for cybercrime predicates could not be said to be unusual.

Case study 3.6: Conviction for the ML of proceeds of cybercrime, involving transnational
OCG, predicates committed abroad,

Between 2013 - 2015, five Romanians (A, B, C, D and E) became members of a transnational
0CG who laundered the proceeds of frauds committed by criminals operating outside Romania
who had fraudulently obtained and used compromised banking applications for bank accounts
opened in Romania, Germany, Austria, France, and Netherlands. The predicate crimes were not
investigated to prosecution in the countries in which they took place.

A, B, C, D and E identified natural persons (X, Y, Z etc) who allowed their own bank accounts to
be used for receiving the criminal property from the compromised accounts whether in
Romania or Germany, Austria, France, and Netherlands.

The recipient account holders (X, Y, Z etc) then transferred the funds to other members of the
OCG based in Ukraine, through Western Union and Money Gram.

The 5 Romanian defendants (A, B, C, D and E) were prosecuted and tried in 2016. The evidence
against them consisted of wiretapping, and analysis of their computers and telephones.

All 5 defendants were convicted of in 2019 of ML and sentenced to between 2 and 3 years with
other penalties imposed for the cyber-crime element. All sentences were suspended, the reason
being that these defendants had not offended previously.

Confiscation of the proceeds of crime was ordered in the sum of EUR 60 000 with restitution
to the victims ordered in the sum of EUR 12 400.
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320. The significant problems arise in the lack of convictions and probably the lack of
significant investigations into the laundering of predicates from serious and prevalent crimes
drug trafficking and human trafficking.

321. Thereis only one ML conviction of the proceeds of drug trafficking over the period 2018-
2020. The AT did not accept some of the points advanced. A relatively large country with a
population size of 19 million people will have a significant amount of domestic drug trafficking
which is extremely profitable. The laundering of those profits is not being prosecuted. The
organised transportation of cocaine and heroin from east to west and to a lesser extent of
synthetic drugs from west to east involving Romanian individuals and OCGs working with foreign
0CGs also will involve significant profits to be laundered. The amounts and values of drugs
transported can be enormous. A seizure of more than EUR 100 million of cocaine on the Black
Sea; a seizure of 1.4 tons of heroin in one shipment were examples provided. It is symptomatic of
the lack of prioritisation given to the investigation/prosecution of the laundering of drugs
predicates that the figures provided do not distinguish between the possession of the unlawful
drug as a user where there can be no laundering and the supply of drugs where (at least higher
up the chain of supply) there will be.

Case study 3.7: Conviction for the ML of proceeds of drug trafficking
For 3 months in 2016, the defendant supplied heroin to customers in Bucharest.

The money from drug trafficking was invested in real estate and taxi licenses. Property was
transferred to others to conceal it. Money found in several bank accounts in the defendant’s
name was seized. The defendant was convicted in 2018 and sentenced to 3 years and 4 months
in prison of which 2 years and 6 months was for ML (the defendant’s sentence was reduced
because of his plea of guilty and other mitigation).

The court also confiscated (applying both special and extended confiscation) the total amount
of EUR 111 050 and RON 320 700.

322. Trafficking in human beings, including children, whether for sexual or some other form of
exploitation is a grave crime and the laundering of those proceeds which are likely to be
substantial is not pursued effectively. There are only 4 ML cases in respect of the laundering of
the proceeds of human trafficking over the same period.

Case study 3.8: Conviction for the ML of proceeds of the trafficking of human beings.

Between 2014 - 2017, the defendant recruited two underage Romanian girls by pretending to
be their boyfriend and by falsely promising legitimate employment. The girls were transported
and then forced into prostitution in Germany, Finland, and Spain. The victims were being
recruited under false job promises and through the “Lover Boy” method.

The defendant laundered EUR 62 500 by transferring it into his father’s name to purchase real
estate.

In 2017 DIOCT prosecuted the suspect for trafficking of human beings and ML. The suspect was
convicted and sentenced to 8 years and 2 months, of which 3 years was imposed for ML, in
prison. The court also ordered the confiscation of EUR 40 000.

323. Thenumber of cases is low. The essential problem seems to be that where there are trans-

national crimes there is a reluctance to resource and engage in a transnational parallel ML

investigation through to an effective prosecution. The AT did not accept that criminal property
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generated by Romanians outside the jurisdiction would be highly unlikely to be repatriated and
laundered in Romania.

324. DIOCT handles the investigation and prosecution of drug trafficking and human
trafficking. Those members of DIOCT had an understanding of the issues involved and
appreciated the need to conduct such parallel ML investigations. Their focus tends to be on the
predicate offence. It was reported to the AT that the justice police officers acting on the DIOCT
prosecutor’s direction may well not have the required training in conducting a financial crime
investigation.

3.3.3. Types of ML cases pursued

325. Romania was not able to provide detailed statistics on the types of ML cases being
pursued. The AT based its findings on case studies presented by Romania and interviews with
prosecutorial authorities and LEAs.

326. Self-laundering: The Romanian authorities indicated that (with very few exceptions) they
only prosecute self-laundering. Some (but not all) types of self-laundering are criminalised (see
R.3). Following the Constitutional Court’s decision, Art.49(1)(c) of the AML/CFT Law excludes
predicate offenders (whether as author, accomplice or abettor) from being prosecuted as self-
launderers; the condition being that the acquisition, possession, or use of property must be "by a
person other than the active subject of the offence from which the property derives [ie,
originates]"*. The prosecutors interviewed about this decision reported that it had had little
impact and, in those cases, where a self-ML charge was not possible, then extended confiscation
was applied.

327. Standalone and third party ML: Third party ML is rarely investigated, and standalone ML
prosecutions are rarer still. This is not only because standalone cases are more difficult to
prosecute; it arises from the structural problem that some prosecuting authorities and LEAs are
only permitted to investigate ML if the investigation of that type of predicate falls within their
remit and cases where the predicate is not identifiable are outside the remit of the more
specialised prosecutors’ offices — DIOCT and NAD — who would have the financial skills and
resources to investigate and prosecute these more difficult cases. This has the result that the more
difficult standalone cases with unidentified predicates are referred to the prosecutors’ offices
attached to the tribunals which are least equipped in terms of experience and resources to deal
with them.

328. Complex ML cases and foreign predicate offences: (for example, involving the use of legal
persons to obscure ownership, cases with transnational elements, cases where predicate offence
is unknown etc.): although some case examples were provided involving the use of legal persons
to obscure ownership in ML cases, the AT was not persuaded that competent authorities are
pursuing prosecutions in all such cases, especially with transnational elements (e.g., predicate
committed abroad) requiring identification of illicit funds.

329. A case where it would be possible to prove from objective factual circumstances that the
property is illicit (but the predicate crime itself or the type of crime were not identifiable) would
not be likely to be pursued. There is a reluctance on the part of prosecutors to pursue such cases

45 Art.1(5) and Art. 23 (12) of the Constitution (Constitutional Court Decision no. 418/2018). See Rec. 3
below.
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and still a reluctance on the part of some judges to find, when presented with evidence objective
factual circumstances, that the funds are illicit. In practice where there is a transnational element
because of the high evidential standard required by the Romanian court, the Romanian
prosecutor will leave it to the other jurisdiction to investigate and prosecute the ML

3.3.4. Effectiveness, proportionality and dissuasiveness of sanctions

330. No adequate statistics were provided by the authorities as a whole to show the range of
sentences imposed and the principles underlying their application. The way in which statistics
are recorded so far as sentences are concerned does not record separately the sentence for ML
from any sentence for the predicate or other crime. A system which only records the total
sentence imposed is of very limited use for any examination of how ML convictions are
sanctioned.

331. In several of the case examples provided in self-laundering cases, the sentence imposed
did not add materially to the sentence imposed for the predicate offence and could not be said to
be dissuasive. In others the opposite point could be made. NAD provided 10 case examples giving
the longest sentences imposed for the ML offence alone arising from a NAD prosecution over the
review period. In these final decisions ranging from 2017-2020 (but in which the criminal
offending was often from 6,7 or 8 years before) the sentences imposed were between 4 and 6
years.

Case study 3.9: Sanction applied for ML

Between 2011 and 2012, in order to ensure that the defendants (NR and NDM) would retain
the proceeds of tax evasion, the defendants (CD and S.C. IJ S.R.L.) carried out repeated banking
operations, transferring through CI Limited, USD 13 212 000 to an account in Dubai controlled
by NR and NDM. These transactions were disguised as consultancy operations. Sentenced to 6
years for ML. The defendant CD was convicted by final decision on 15.04.2019 for ML with 6
years imprisonment by the High Court of Cassation and Justice Criminal decision.

332. It could not be determined from the statistics provided (showing the number of prison
sentences per year and the average length of those sentences) whether and to what extent those
average sentences were for ML or for the predicate offence or any other crime. For this reason, it
has not been demonstrated from the statistics provided whether the sanctions applied against
natural or legal persons convicted of ML offences are effective, proportionate, and dissuasive.
That said, in some of the case examples provided, sentences of between 4 and 6 years were
imposed for that part of the overall sentence which was for ML. A sentence of between 4 and 6
years could be said to be effective, proportionate, and dissuasive.

Penalties imposed for ML (legal persons)

333. Data on penalties imposed for ML as provided by DIOCT, POHCC] and NAD demonstrates
that sanctions imposed in POHCC] and DIOCT cases on legal persons were rare while in NAD cases
sanctions against legal persons for ML were more commonly applied and may have a dissuasive
effect.

Table 3.17: Penalties imposed for ML (legal persons) by DIOCT
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Types of sanctions

Number of cases
Imposed fines (EUR)
Company liquidation

Denial of the right to carry

out activities
Confiscation (EUR)

2017
1

34 666

3

Table 3.18: Penalties imposed for ML (legal persons) by POHCC]

Types of penalties

Number of cases

Level of fine imposed (in

EUR)
Liquidation

Deprivation of right to

carry out activities
Confiscation

2015

Table 3.19. Penalties imposed for ML (legal persons) by NAD

Types of sanctions

Number of cases

Imposed fines (EUR)
Company liquidation

Denial of the right to carry

out activities
Confiscation (EUR)

2015

1

121738
1
1

3.3.5. Use of alternative measures

2018 2019 2020 2021
- 1 -
- 7 643 -
- 2 -
- 3454512 -
2016 2017 2018
- - 2
- - 40 460
2016 2017 2018
2 cases (9 7 cases 4 cases (7
legal (18 legal legal
persons persons persons
convicted) ' convicted) convicted)
193 766 546 836 73 995
9 18 7
09 18 7
907 186 1442409 918714

30.06.2022

2019

7
161 840

2019

3 cases (5
legal
persons
convicted)
369978
5
5

334. Romania does apply other criminal justice measures in cases where a ML investigation
has been pursued such as confiscation of the proceeds of the predicate crime, but this does not
constitute a justifiable reason for not pursuing or securing ML convictions in certain categories

of cases.

335. The prosecuting authorities contended that they did prosecute self-ML where such
conduct was still criminalised and used extended confiscation where it was no longer
criminalised. (See R.3 for the distinction between the two).
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Case study 3.10: Extended confiscation

In 2015, 9 defendants in an organized criminal group stole EUR 431 260 from companies in
[taly and Romania. The predicate crime and the laundering of its proceeds were investigated.
The Defendants had bought several luxury cars in their own names. No ML was prosecuted but
the cars, money found in a search and a house were seized. All 9 defendants were convicted of
theft. The court ordered the extended confiscation of some of the assets seized during the
investigation, according to Article 112(1) of the CC.

Overall conclusions on 10.7

336. Romania’s legal system has AML/CFT legislation which covers the criteria required by the
standards. The successful investigation and prosecution of ML cases is restricted by various
elements. Although investigations and prosecutions into the laundering of tax predicates and the
laundering of the proceeds of corruption are effectively conducted, investigations and
prosecutions into the trafficking of human beings and drugs focus on the predicate crimes rather
than the laundering of those predicates.

337. The lack of a national AML/CFT strategy is one of several reasons why there is an
inconsistency in approach to investigating and prosecuting ML. The investigation and
prosecution of ML is not pursued as a priority overall. Insufficient communication, cooperation
and systematic coordination was demonstrated between the various prosecutors’ offices. Some
types of predicates are reliably accompanied by a parallel ML investigation; other types of
predicate investigation routinely are not. For some key areas, the ML offences investigated and
prosecuted therefore do not appear commensurate with the identified ML risks of the country.

338. The Romanian authorities tend to concentrate on self-laundering. There are very few
third party ML cases and standalone ML prosecutions are rarer still. Some prosecuting authorities
and LEAs are only permitted to investigate ML if the investigation of that type of predicate falls
within their remit. A case where it would be possible to prove from objective factual
circumstances that the property is illicit (but the predicate crime itself or the type of crime were
not identifiable) would not be pursued.

339. Taken overall the authorities have not demonstrated that the number of ML
investigations and convictions in Romania is anything other than low when compared to the
number of proceeds-generating offenders investigated.

340. When there are convictions for ML, the sanctions applied by the Court for the ML offence
sometimes seemed low and not dissuasive.

341. Romania has achieved a moderate level of effectiveness for Inmediate Outcome 7.
3.4. Immediate Outcome 8 (Confiscation)

342. The AT based its findings on limited statistics, strategic documents and other information
provided by the authorities as well as on interviews with NOPCML-FIU, NGA, the Border Police,
Judicial Police, prosecutors and other competent authorities
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3.4.1. Confiscation of proceeds, instrumentalities and property of equivalent value
as a policy objective

343. The confiscation of criminal proceeds, instrumentalities and property of equivalent value
is pursued as a policy objective to some extent in Romania. There is a high-level strategy in place
for asset recovery and the amounts seized and confiscated overall are moderate/high but
prosecutors would benefit from more practical guidance in targeting the proceeds and
instrumentalities of crime, in particular the criminal property which is generated by the more
profitable form of crime and those proceeds that do not originate domestically or have flowed
overseas. A shortage of financial investigators also hampers the confiscation of criminal proceeds
as discussed below.

344, Romania has adopted a National Asset Recovery Strategy 2021-2025 (National Asset
Recovery Strategy) which sets out the relevant legal provisions and the objectives (for the judicial
authorities and the administrative institutions with supporting functions) to apply, in an effort to
ensure that they act in an integrated manner from the commencement of criminal proceedings
until their conclusion; the aim being that criminal property is identified, seized, valued, recovered
effectively and managed properly. The National Asset Recovery Strategy was drafted by NAMSA,
promoted by the MoJ and adopted by the Government. It is a horizontal policy which applies to
all stakeholders and for all sectorial strategies (anticorruption, organised crime, etc).

345. It is commendable that the National Asset Recovery Strategy identifies vulnerabilities in
the confiscation regime and seeks to address them through an adopted Action Plan. For example,
the Action Plan proposes measures to: (i) improve the legislative framework in relation to selling
seized real estate prior to a criminal conviction and proposes different measures to support the
judicial authorities in asset recovery; (ii) increase the personnel at both the central and territorial
level of the judicial police with responsibilities for financial investigations; (iii) deliver
professional training programs for the authorities and institutions involved in the asset recovery
process; etc.

346. The establishment of NAMSA in 2015 was an important milestone for Romania and it has
demonstrated impressive results within the short period of time of its operation (see below).
NAMSA ensures an integrated approach to asset recovery by combining support for prosecution
agencies in the fields of international cooperation, the management of seized assets and the social
application of confiscated assets. One of the NAMSA’s functions is the facilitation of the tracing
and identification of criminal assets and other property potentially subject to seizure or
confiscation. Some of NAMSA’s main objectives are to ensure an increase in the number of
confiscation orders made in criminal cases and to improve the efficiency of the management of
seized assets. NAMSA is also the designated Asset Recovery Office, responsible for the tracing
and the identification of proceeds from or other property related to crime and for cooperation
between the Asset Recovery Offices of EU Member States. NAMSA’s work is supported by various
global and regional networks such as CARIN, Interpol and international legal instruments such as
UN Convention against Corruption (UNCAC) and can reach approximatively 170 jurisdictions for
tracing criminal assets.

347. From the interviews conducted during the onsite there appeared to be insufficient
practical guidance given to prosecutors across the various prosecution offices. The prosecutors
highlighted that they would benefit from further guidance and training to improve the seizure
and confiscation of assets in complex cases of major proceeds-generating/serious crimes,
including those that do not originate domestically or where the criminal property has flowed
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abroad. The need for additional personnel at the central and territorial level of the judicial police
with responsibilities for financial investigations was also frequently mentioned at the onsite
interviews as well. It was noted that there is no integrated system for recording data in respect
of criminal assets, and such a system is currently under development.*

3.4.2. Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

348. Overall, the amounts of seized and confiscated assets are moderate/high. The focus of the
Romanian competent authorities (see R.4 and R.30) is mainly on the confiscation of the proceeds
of certain types of domestic predicates from within Romania but the confiscation of the proceeds
of foreign predicates entering Romania and the proceeds of domestic predicates which are moved
abroad are very rarely pursued.

349. Taking the figures for Romania overall (see the tables below), limited figures were
provided. No statistics were provided of the number of convictions in the various categories of
predicates (see 10.7) that could be compared to the number of cases and amounts of confiscated
assets on an annual basis over the review period. There are no details of the different categories
of crimes where there has been repatriation, sharing or restitution involving domestic and foreign
predicate offences or of cases where the proceeds have been moved to other countries. However,
the figures below (Precautionary Measures Ordered by Indictments and Plea agreements related
to ML Criminal Files) demonstrate that the authorities (DIOCT, POHCC] and NAD) are applying
precautionary measures*’; the overall amounts for each authority each year are usually moderate
but, in some instances, high (especially for NAD).

350. Table 3.20: Precautionary Measures Ordered by Indictments and Plea agreements
related to ML Criminal Files

Year of Value of Precautionary Measures (EUR)
Arraignment DIOCT POHCC] NAD**
2017 15800 330 32505471 202 400 000
2018 18706 739 57 897 276 400 100 000
2019 3640530 29119 500 224 000 000
2020 3210840 53830 227 137 500 000
2021 1795861 18 720 245 127900 000
30/06/2022 39559 621 99 267 733 53 860 000

** The value of the ensuring measures ordered for the special confiscation, or the recovery of the
damage caused as result of the perpetration of the offence.

351. Further statistics and explanations provided by NAD demonstrated that the total amounts
of precautionary measures ordered in those cases before the court related to the following
offences: (i) offences assimilated to those of corruption; (ii) offences against the financial

46 According to the authorities the new IT system is currently being developed by NAMSA that will connect
40 000 users from all the judiciary police units, prosecutors’ offices, courts and the administrative support
units in NAMSA and the Fiscal Administration. It will integrate all the data on seizing and confiscation
orders, including the possibility of tracking all seizing orders and generating standardised data and reports
on asset recovery indicators, including the value of seized assets, crimes generating proceeds, national and
international cases, etc.

47 Precautionary measures consist in the freezing of movable or immovable property by imposing a seizure
on them (CC, Art. 249(2)).
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interests of the EU; (iii) ML; and (iv) other offences (ex. tax evasion, fraud, etc.). From the figures
provided, it appears that, overall, the precautionary measures ordered by the court were applied
equally in relatively high amounts for these offences - except for ML, where the amounts were
slightly lower.

352. Additional figures and explanations were also provided by DIOCT on the type of offences
where precautionary measures were applied and these were: (i) organized crime (including most
serious offences); (ii) trafficking and exploitation of vulnerable people; (iii) migrant smuggling;
(iv) forgery of currency; (iv) drug crimes (including illegal trafficking and consumption); (v) tax
evasion; (vi) smuggling; (vii) cybercrime (viii) ML (most serious offences), (ix) terrorism and
national security, etc. The figures provided demonstrate that DIOCT applies precautionary
measures for those cases sent to court for the most prevalent predicate offences (see Chapter 1).
No further statistics was provided by the POHCC]J.

353. As far as confiscations are concerned, Romania provided to the AT summarized data
collected by NAMSA based on more than 60 000 court decisions related to all crimes and all
judicial authorities (Table 3.22). From the figures provided in relation to confiscations, taken
overall, the amounts of confiscated assets are moderate/high and it can be seen that special
confiscation is applied considerably more frequently than extended confiscation®,

Table: 3.21: NAMSA - Confiscation measures applied by the authorities

Type of Number of court decisions in which this Sums of money (EUR)
measure type of measures was imposed

2017 2018 2019 2020 2021 2017 2018 2019 2020 2021

Fine
imposed
2144 3965 1968 744 771
h 9 434 92 279
asthe 5 | 386 | 43 3 050 671 750 | 915 | 316
main
penalty
Extended
cc))(n(;illc:ti 14 20 30 18 385 795 239 272 295
24 152 654 688 086 136
on
Special 171
. . 10 36151 22221 78 2 7 459
confiscati | 5630 203 11645 10471 3182 946 377 220 77 091 794
on 804
Compens
ation to
public 24
12781 18434 8532 5770
horiti 1 1 1 74
authoriti 596 669 810 65 510 490 843 931 055 6
es or 581
institutio
ns

4 There are two types of confiscation measures in Romania: special and extended confiscation. Extended
confiscation measures compliment special confiscation measures - see R.4.
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Compens 511 424 368 359 93 952 237 223 87 674 -
ation to 143 952 606 585
the state 870 570

Confiscati 17 2 7 4 1 5364 170 217 130 24
on orders 234 710 000 440
based on

received

from

other

states

Seizure - 1 - - 0 - - - - -
orders

received

from

other

states

Total 6863 11 13294 11895 3996 @ 14542 432 256 172 33
705 0145 697 786 868 225
076 869 732 197

354. The authorities do not maintain detailed statistics on confiscations broken down by
predicate offences (see R.33), however from the application of precautionary measures in respect
of most prevalent predicate offences detected in Romania it can be concluded that confiscation of
such assets takes place, including for ML offences. A more detailed assessment according to each
predicate offence is conducted below based on the interviews and the case examples provided.

355. No statistics were provided on types of property seized/confiscated but the conducted
interviews and information from NAMSA on managed assets (see below) confirmed that seizure
and confiscation is applied for movable and immovable property and funds. The NRA noted that
the Police say that they pay particular attention to money tracing for predicate offences and ML
and has in recent years seized approximately 600 vehicles and 400 properties as proceeds of
crime.

356. The statistics maintained by the authorities do not provide a breakdown between natural
and legal persons. However, 10.7 demonstrates that both natural and legal persons are being
charged for predicate offences and ML. Consequently, it follows that seizing and confiscation
measures are also being applied both to natural and legal persons. The interviews with
prosecutors and case examples provided confirmed this.

357. The onsite interviews also confirmed that confiscation in third party ML and standalone
ML cases is rare (see also 10.7). Such cases are more complex and there is lack of experience and
resources for conducting parallel financial investigations on the part of some LEAs and
prosecutors (see section 3.4.1).

Confiscation of proceeds of domestic predicates

358. The onsite interviews and case examples provided confirm that the competent authorities
are routinely pursuing the freezing, seizure and eventually the confiscation of the proceeds and
instrumentalities of crime which are retained in Romania. Nevertheless, it was repeatedly noted
that additional training, guidance, and resources for conducting parallel financial investigations
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are needed (see chapter 3.4.1) to successfully pursue the confiscation of criminal proceeds in
more complex cases.

359. Conducted interviews and case examples provided show that the competent authorities
tend to focus mainly on confiscating the proceeds of corruption, tax evasion, embezzlement, and
fraud. Just as these are investigated and prosecuted relatively successfully, the criminal proceeds
arising from these crimes are also restrained and confiscated (although no specific statistics were
provided to demonstrate this).

360. The authorities also asserted that the proceeds of human and drug trafficking were often
confiscated without the need for a ML investigation and prosecution (see also 10.7). Crypto and
cyber-crime predicates were estimated by the authorities to be a growing area, but these
predicates were not pursued with parallel ML investigations and the case examples and
explanations provided by the authorities indicated that there was only very limited success in
achieving confiscations in this category.

361. In cases where there was the potential for a ML investigation and prosecution, the
authorities advanced that even if the ML offence was not pursued, the money/goods which
constituted the material object of the corruption offence were subject to confiscation.
Confiscation from third parties is rare in ML cases (see also 10.7 on investigating and prosecuting
third parties for ML).

362. Despite those issues set out above of a lack of resources and practical guidance (see
section 3.4.1) Romania did provide several case examples of successful seizures and confiscations
of the proceeds of embezzlement, tax evasion, corruption, and fraud evidencing that the
authorities are implementing provisional and confiscation measures to deprive criminals of the
proceeds of their crimes; Romania did demonstrate that seizure and confiscation measures are
applied routinely. These case examples included some complex cases, such as described above
under 10.7 in Case study 3.3. (Conviction for the ML of predicate of embezzlement, involving: OGC,
shell companies, legal person, professional advisors, fake purchase contracts, real estate, freezing
and confiscating the criminal proceeds), as well as in following cases:

Case study 3.11: Confiscation of proceeds from embezzlement and standalone ML

Three bank officers in Hungary (including one senior high ranked bank officer) set up a scheme
to launder in Romania EUR 18 million embezzled between 1998 and May 2003 from different
Hungarian bank accounts of natural and legal persons. The proceeds were transferred in part
to companies in offshore countries (US included) and then transferred to finance a group of
companies in Hungary.

During 2001 - 2003, the OCG's members transferred EUR 4,3 million (part of the EUR 18
million embezzled) to two companies incorporated in Romania, the leader of the OCG being a
shareholder in all companies. The three members were appointed as internal auditors of the
two Romanian companies. The transfers were made to increase the equity of Romanian
companies, and then to benefit from dividends or capital gains from an increase in the value of
the shares.

In 2008 the Hungarian Court convicted the three bank officers of conspiracy to embezzle,
embezzlement, conspiracy to forge documents, the forging of documents and ML.

In Romania, criminal proceedings started in 2008 (after a judicial decision for transfer of
criminal judicial proceedings from Hungary to Romania) and the indictment was issued in
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2010, based on an exchange of information with the Hungarian judicial authorities. The leader
of the OCG (the high ranked bank officer) was sent to trial for participating in organized crime
and ML. He was convicted of ML in October 2017 by the Tribunal with 3-year sentence into
custody. In 2017, the Court of Appeal maintained the conviction, but ordered that the sentence
of three years be spent on parole.

Freezing orders were issued for the shares owned by the defendant of different Romanian
companies. Confiscation was ordered in the amount of EUR 4 771 421 and USD 24 255
(company shares). Since the companies were dissolved, the shares in those companies could
not be sold.

Case study 3.12: Confiscation of proceeds from tax evasion and ML

The Defendant was a member of an OCG and conspired to evade tax and laundered money
between November 2013 - April 2015. The Defendant (who controlled many companies
operating legitimate businesses) helped members of the OCG withdraw money from ATMs
based on fictitious invoices that were used both to justify payments and to reduce the amount
of VAT and corporate tax due to the state budget. Defendant then delivered the proceeds of
crime to the OGC members controlling the companies. The Defendant made a plea-bargaining
agreement pleading guilty to conspiracy to evade tax and ML.

The defendant was sentenced to 1 year in prison for ML on 10.10.2017. The overall penalty was
3 years and 8 months into custody. The court ordered the payment of an amount of
approximately EUR 1 581 817 proceeds of crime and two real estate properties were
confiscated.

Case study 3.13: Confiscation of proceeds from corruption and ML

A mayor (defendant X) received money in exchange for facilitating the restoration of property
rights over several plots of land located within the area of the sector he managed. The mayor
also claimed a plot of land that was transferred to him free of charge, by means of fictitious
sales-purchase contracts with two intermediaries (defendants V and W) indicated by the
mayor as beneficiaries. The Secretary of the District Mayor House (defendant Z), in exchange
for facilitating the restoration of property rights over the plot of land claimed by the denouncer,
requested, and received from him the amount of EUR 2 000 000. The two agreed to disguise
the bribe as a sale-purchase contract for a plot of land belonging to a relative of the defendant,
located in a peripheral area.

The High Court of Cassation and Justice - Criminal Section convicted all defendants of offence
taking bribes and ML, imposing the same sentence of three-years imprisonment with the
suspension of the execution of the sentence for a probation period of 8 years, ordering special
confiscation of the amount of EUR 1 560 000 from defendant X, EUR 1 400 000 from defendant
V and EUR 400 000 from defendant W. The court also maintained the seizure measure ordered
by the prosecutor regarding a 1 000 square meters plot of land, an apartment and a garage all
located in Bucharest, an apartment located in Barcelona, as well as the undivided share of 50%
of a warehouse/garage located in Barcelona.
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Case study 3.14 Confiscation of proceeds from trafficking of human beings and ML

Between 2014 and 2018, three people trafficked in human beings (3 victims, both adults and
minors) to sexually exploit them in the territories of Norway and Portugal. The defendants used
money sent to them by the victims for building a house and for buying cars. Criminal
proceedings started in 2014 and the indictment was issued in 2019, based on complaints from
the victims.

Two of the defendants were prosecuted for ML and pimping, convicted, and sentenced to 3
years in prison for pimping. The Court of Appeal from Craiova Court passed the final sentence
in 2021, and ordered the confiscation of the proceeds of crime, respectively from one defendant
a house and EUR 10 000; from another defendant: EUR 11 000. The third defendant was not
proven to have received money.

Case study 3.15: Virtual assets seizure in fraud and ML case

In 2017, 11 suspects were investigated for setting up an organized criminal group involved in
online frauds and ML. The suspects opened several bank accounts in the names of fake legal
persons based in Romania, by using forged identity documents and offered through fake
accounts of different websites and platforms different non-existent goods and services to the
victims. The victims paid amounts requested as an advance and/or as expenses for the delivery
while the received payments were laundered, being successively transferred through several
bank accounts among those previously described and controlled by the members of the
organized criminal group and in the end withdrawn either from the ATMs or directly at the
banking units. The criminal activities took place online (websites/platforms), the victims being
mostly from abroad. The 11 defendants, 10 from Cameroun and 1 from Nigeria, were Romanian
residents. They are currently under judicial control, under the obligation to regularly appear
before the court.

There was an investigation into the laundering of the proceeds of these predicate crimes. The
investigation identified that the suspects used the money obtained from crime to buy several
luxury cars and real estates on their names.

During the investigation, the prosecutors seized several assets (real estate, cars, contents of
bank accounts) amounting to, in total, EUR 342 667. The prosecutors also seized the VAs
identified in two of the suspects’ Binance wallets and Ledger device (BTC, USDT, DOGE, XRP)
in total approximately EUR 14 000. The VAs were transferred within the electronic wallet held
by NAMSA.

In September 2022, DIOCT prosecuted the 11 suspects. The trial is still pending at Bucharest
Tribunal (case no. 25654/3/2022) and the court maintained the provisional measures taken
by the prosecutors.

Confiscation of proceeds of foreign predicates

363. The onsite interviews and case examples provided demonstrated that as the authorities
do not pursue the investigation or prosecution of ML from foreign predicates as a policy objective
(see 10.7) they also do not pursue the confiscation of the proceeds of foreign predicates, with
some rare exceptions as described in Case study below.
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Case study 3.16: Confiscation of proceeds of foreign predicate

Between 2013 - 2015, five Romanians were members of a transnational OCG a purpose of
which was to launder the proceeds of crimes received from abroad from predicates such as
fraudulent financial operations committed by other criminals based outside Romania, who
opened bank accounts based both in Romania and other jurisdictions, such as Germany,
Austria, France, and Netherlands. Criminal proceedings were initiated in 2013 based on a
report from the Police, four defendants were prosecuted and sent to trial in 2016. The court
passed its final decision in 2019, all the defendants being convicted of ML (penalty of 3 years
and 2 years), together with other sentences for the commission of cybercrimes, all penalties
being executed on parole. Confiscation of the proceeds of crime was ordered in respect of
money frozen during the criminal proceedings, amounting to in total EUR 60 000. Restitution
to the victims was also ordered in amount of EUR 12 400.

364. The authorities advanced that when criminal activity (e.g., cyber-crime) is carried out
abroad it is more difficult to trace the proceeds of crime because criminal assets are often also
laundered abroad (e.g., invested in real estate). The extraterritorial nature of the criminality
means that all evidence needs to be collected from abroad, it is often very time consuming, and
authorities lack sufficient guidance and resources to do it (see section 3.4.1).

Confiscation of proceeds located abroad

365. The authorities rarely pursue the confiscation of proceeds located abroad. Freezing
orders have been requested only in relation to assets in Romania, with very few exceptions as
follows: (i) there was one request for seizure of assets sent to the foreign judicial authorities by
POHCC]J in 2021 (no further information was provided on this to the AT); and (ii) NAD has sent
requests abroad (2017 - 5; 2018 - 3; 2019 -5, 2020 - 0 and 2021 - 6) for the ordering of seizures
concerning the following categories of assets related to ML: real estate - land and houses, bank
accounts and vehicles (see 10.2). These requests were all executed by the foreign authorities.
However, no statistics are available on the breakdown of the amounts for each type of property.
The main difficulties related to pursuing the confiscation of proceeds located abroad are the same
as are described above (see section 3.4.1).

Seizure and confiscation of instrumentalities used and intended to be used for the commission of
criminal offences and property of equivalent value

366. No statistics have been provided on the seizure and confiscation of the instrumentalities
used and intended to be used for the commission of criminal offences and property of equivalent
value. The authorities advanced that this is done in practice in all cases where relevant since
according to the CC, it is mandatory to confiscate the instrumentalities and these are subject to
seizure in every case, in order to guarantee the confiscation. The judge is obliged to order the
confiscation of the instrumentalities or property of equivalent value and, to secure this outcome,
the prosecutors pursue this from the start of the investigation. The types of instrumentalities
seized/confiscated are according to the authorities: cars, IT systems, phones, as well as movable
goods. The instrumentalities are systematically pursued also for evidence gathering purposes.
Romania demonstrated by providing relevant case examples that it pursues the confiscation of
instrumentalities and property of equivalent value systematically.

Returning proceeds of crime to the victims

367. The authorities explained that NAMSA returns the seized proceeds of crime to the victims
according to the court’s decision. Although no specific statistics were provided, some case
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examples were given demonstrating the successful return of the proceeds of crime to the victims.
For example, in 2021, the Copenhagen Municipal Court ordered the confiscation of the amount of
EUR 440 034 on Romanian territory and the amount recovered was transferred in full to the
victim of the crime in Denmark.

Assets shared

368. Romania has successfully shared confiscated assets with other countries based on
bilateral agreements concluded by NAMSA and presented several successful case examples that
showed strong and effective cooperation with international counterparts to trace and seize
criminal assets. However, most of these cases are related to assets sharing based on confiscation
orders issued by other countries and only a few related to confiscation orders issued by Romania.
This shows that there is still room for improvement for more proactive asset tracing.

Managing seized and confiscated assets

369. Romania has effective measures in place enabling the authorities to preserve the value of
seized and confiscated proceeds and instrumentalities. NAMSA is an agency established in 2015
appointed as the national office for the management of frozen and seized assets. It has several
functions including managing seized assets (money, high value movable assets* and immovable
assets). At the time of the onsite visit, the NAMSA managed around 150 assets with a total value
of approximately EUR 5 599 755. The management of all other seized assets that are below the
thresholds remain in the custody of the Police, owner or other custodian designated by the
judicial authorities (prosecutor or judge). Confiscated assets of any type, are sold by the Fiscal
Administration according to relevant procedures in place.

370. Following the interlocutory sale® ordered by the courts or prosecutors, all amounts of
money obtained are deposited in the unique bank account managed by NAMSA. By June 30, 2022,
the NAMSA managed in the unique bank account approximately EUR 66 291 325. Between 2016
and 2021, the NAMSA organised more than 415 interlocutory sales®, regarding a wide range of
assets: vehicles, including luxury cars; construction materials; VAs; large stocks or merchandise;
locomotives and other means of railway transportation; large amounts of oil extraction pipelines
and steel coil, securities etc. The total amount obtained between 2016 and 2021 from
interlocutory sales was approximately EUR 4 048 676 (with VAT). This demonstrates that
NAMSA manages different types of seized assets, including VAs (see case study 3.14 above).

3.4.3. Confiscation of falsely or undeclared cross-border transaction of
currency/BNI

371. Romania has measures in place to detect and prevent cross-border movements of
currency and bearer negotiable instruments (BNIs) and confiscates the assets. The figures
recorded for the confiscation of falsely or undeclared cross-border transaction of currency/BNIs

49 NAMSA manages high value movable assets with an individual value over EUR 15 000 (e.g., vehicles,
motorcycles, watches etc.) and stocks of assets with a value over EUR 300 000.

50 See R.4(c.4.2c)

51 In June 2020, considering the new pandemic and the COVID health, safety, and prevention measures,
NAMSA launched a web platform (https://anabi.just.ro/licitatiionline) dedicated to organizing auctions
through electronic means (online). This innovative tool has been developed to facilitate access for potential
buyers, to comply with all standards of social distancing and to minimize the costs of participating in
traditional auctions.

99



are low. This type of confiscation is used on a limited basis and could not be said to be applied as
an effective, proportionate, and dissuasive sanction.

Detecting and preventing cross-border movements of currency and BNIs:

372. Romania uses a declaration system for detecting cross-border movements of
currency/BNIs above EUR 10 000 that applies when someone is entering or leaving the EU via
Romania. Disclosure system is applied for unaccompanied (via mail and cargo) movements of
cash/BNIs (see R.32).

373. The NCA co-operates with the Border Police to detect false or undeclared cross-border
transactions of currency/BNI for all borders. This cooperation is very close and is based on the
Protocol of the General Inspectorate of the Border Police and the NCA to prevent and combat illegal
migration and cross-border crime, No. 11913 of 26.02.2010, which includes as one of the actions
preventing and combating smuggling in all its forms, which according to the authorities, includes
detecting false/undeclared cross-border transaction of currency/BNI.

374. Inpractice, the NCA has identified only a small number of falsely or undeclared cash cases
(see Table 3.7 under 10.6). Overall, it was not demonstrated to the AT that the authorities would
jointly or separately analyse cross-border transactions of currency/BNIs to identify new trends,
methods, routes, etc. which would provide the NCA with the clear understanding of the methods,
trends and routes used. From the case descriptions provided to the AT it appears that falsely or
undeclared cash is detected via random checks or when checking belongings/vehicle of person
suspected of other crimes. The Protocol between the NCA and Border Police enables cooperation
on conducting risk analysis and would therefore allow for conducting relevant risk examination
and developing risk indicators for NCA to identify suspicious cash couriers.

Confiscation of falsely or undeclared currency/BNIs

375. The authorities have applied sanctions and seizure/confiscations in cases of breach of
declaration requirements, but the amounts of the fines are low and could not be considered to be
dissuasive (see also R.32), and the amounts of the seizures/confiscations are low overall, which
cannot be considered to be in line with the country’s risks related to cash (see 10.1). This can be
seen from the following statistics provided by authorities:

Table 3.22 - NCA - Fines, seizures and confiscations applied to falsely or undeclared currency

Year Number of cases Annual amount of Amount
where confis.cation fines (EUR) seized/confiscated (EUR)
was applied

2017 22 14000 56 442

2018 17 8500 111 141

2019 17 11100 155 324

2020 6 4650 130 368

2021 6 4250 60 951
30.06.2022 - 19560 1638540

376. The authorities advanced that from 2017 until June 2022, 7 criminal cases were
investigated, and investigated for ML, under the supervision of the Public Prosecutor's Office of
the Giurgiu Court, on the basis of the detection of cash by the Giurgiu free trade zone border
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control. In total, the following sums of money were seized: USD 338 900, EUR 700 950, GBP 488
740 and RON 36 000.

377. No BNIs have been declared or detected as undeclared for the period of 2017 until June
2022.

378. Cash movements through mail and cargo are mainly checked via random checks or based
on received intelligence. Where there is suspicion, mail/cargo parcels are opened in the presence
of the receiver. No information was provided by the authorities on the detection, seizure or
confiscation of cash/BNIs transferred via mail and cargo that raised suspicion, were falsely
declared or undeclared and this raises concerns considering the country’s risks related to cash
(see 10.1).

3.4.4. Consistency of confiscation results with ML/TF risks and national AML/CFT
policies and priorities

379. The limited statistics available and case studies provided confirm that Romania’s
confiscation results are in line with its ML/TF risks, national AML/CFT policies and priorities to
some extent. While statistics were not available on the most significant proceeds generating
offences for asset confiscation, the available statistics on asset seized and case examples provided
demonstrate that most cases relate to the prevalent predicate offences namely: corruption, tax
evasion, organized crime, drug trafficking, smuggling, fraud, ML, human trafficking, and
cybercrime.  The number of identified falsely or undeclared cash cases is small as are
confiscations in those cases.

Overall conclusions on 10.8

380. Since the previous evaluation round Romania has improved its ability to freeze, seize and
confiscate the proceeds and instrumentalities of domestic predicates. It has adopted the relevant
National Asset Recovery Strategy and established NAMSA that has demonstrated impressive
results within the short period of time of its operation.

381. The competent authorities focus on confiscating criminal proceeds and instrumentalities
of domestic proceeds related to most prevalent predicates while the confiscation of proceeds
located abroad, in third party and standalone ML cases is rare. Increasing the capacity of financial
investigators to carry out more complex parallel financial investigations for tracing assets and
issuing practical guidance to prosecutors is desirable to improve the effectiveness of the system.

382. Sanctions are imposed for obligations to declare violations; however, the amounts are low
and cannot be considered to be dissuasive. Confiscated amounts for falsely and undeclared cash
are also low considering the country’s risks related to cash.

383. Romania is rated as having a moderate level of effectiveness for 10.8.
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4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

4.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 9

a) Romania has a comprehensive legal framework for combatting TF in line with
international standards. Measures are in place to identify, initiate and prioritise TF cases to
ensure prompt investigation and action.

b)  All terrorism or TF cases over the evaluation period came from investigations into
terrorist propaganda online rather than the commission of acts of terrorism per se. This is
broadly in line with the country’s risks (see 10.1).

c¢) The Romanian authorities have detected one case of TF arising in that context and, to
that degree, have had the opportunity to demonstrate and have demonstrated the effective
investigation and prosecution of TF. The suspect having been radicalised by terrorist
propaganda online, sending money to a terrorist abroad is consistent with Romania’s risk
profile.

d) The lack of TF investigations and prosecutions arising from other scenarios in a country
with a population of a significant size may be, in part, attributable in some degree to a lack of
awareness of some elements in the Romanian system resulting in the low number of reporting
of TF suspicions by obliged entities (see 10.4 and 6).

e)  The AT are unconvinced that the potential TF threats are properly mitigated overall. The
National Terrorism Strategy dates from 2002 and no policy document was shown to the AT
that related to TF. Romania would benefit from having a strategy document focusing on the
prevention of TF and investigating, and prosecuting TF.

f)  Afull understanding of the specific roles which might be played by the terrorist financier
was not demonstrated.

g) [Itis difficult to generalise, based on one case, but the sanction imposed in Romania’s TF
case could not be said to be dissuasive.

Immediate Outcome 10

a) Romania has a sound legal framework in place for the implementation of TF-related TFS
without delay. Through Romania’s legislative framework, UN sanctions are directly applicable
in Romania from the moment of their adoption; however, in practice, the notification
mechanism aimed at informing FIs/DNFBPs of new designations and amendments may
experience some delays and the content of such communications might benefit from further
detail.

b) Romania has not identified any individuals or entities or proposed any designations to
the UN sanctions committees established, pursuant to UNSCRs 1267/1989 or 1988. Romania
has not been requested by another country, nor has it proposed, to take freezing actions
pursuant to UNSCR 1373. No funds relating to TF-related TFS have been frozen.
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c) Obliged entities are provided with guidance and outreach on TFS by the authorities
tasked with supervision. Banks and larger FIs demonstrate a clear understanding of TF-related
TFS requirements and implementation practices. Other obliged entities, notably DNFBPs and
VASPs, have a lesser degree of understanding of TF-related TFS requirements, which might
potentially cause implementation gaps.

d) Romania has not carried out a risk assessment of the NPO sector’s exposure to TF risks,
nor has it identified a subset of NPOs that fall under the FATF definition. No risk-based
measures apply to NPOs.

e)  While NPO sector representatives showed some level of understanding of how NPOs
could be misused by criminals, understanding of potential misuse for TF purposes is low. No
guidance, nor typologies have been provided to the NPO sector by the authorities.

Immediate Outcome 11

a) Romania implements PF-related TFS resulting from UNSCRs 1718 and 1737 without
delay and in the same manner as for TF-related TFS, as the national legal framework applies
to all international sanctions and does not distinguish sanctions relating to PF from TF.

b)  No funds relating to PF-related TFS have been frozen to date, nor have there been any
sanctioned entities and individuals identified in Romania.

c) Obliged entities’ understanding of PF-related TFS requirements is similar to that of TF-
related TFS; however, detection of indirect links and close associations with sanctioned
entities and individuals is a concern. A national awareness-raising programme has been
established by the authorities regarding matters relating to PF, where banks and other FIs, as
well as entities engaged in commerce of dual use goods and technology, are the target
audience.

d) Supervisory authorities commonly perform their tasks to monitor and ensure
compliance with PF-related TFS obligations by obliged entities within broader AML/CFT
supervision. Planning of PF-related TFS examinations is commonly driven by AML/CFT
concerns. Only the NBR and FSA conduct a good number of TFS on-site examinations in the
banking and securities sectors. Compliance by DNFBPs and VASPs with PF-related TFS
requirements is not properly monitored. A low number of sanctions have been applied for TFS
breaches and those applied are not proportionate and dissuasive.

Recommended Actions
Immediate Outcome 9

a) Develop an overarching national CFT strategy and action plan to aim for a more
comprehensive assessment of TF risks and the actions which might be put into effect to meet
them and to improve understanding and effectiveness in TF investigations and prosecutions.
This Strategy/Action Plan would be kept under review and updated at regular intervals to
remain relevant to any changing TF threat.

b)  Provide further specialist training in CFT for RIS and DIOCT (particularly in respect of
the wide range of potential TF typologies) and further training to all authorities who are or
should be involved in the detection of the cross-border movement of cash for TF purposes.
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Immediate Outcome 10

a) The authorities should adopt a more proactive approach for ensuring timely
implementation of TF-related TFS by FIs and DNFBPs once new designations or amendments
to the sanctions’ lists are made by the UN. This should include not only the dissemination of
such information to the private sector without delay, but also provision of more detailed
information on the changes and implementation techniques, where necessary. This is
particularly relevant to smaller sectors that lack resources and rely on manual screening
solutions.

b)  The authorities should appoint a lead authority to take charge of the country’s NPO
regulation and oversight framework. As part of this new framework Romania should:

i) Identify a subset of NPOs that fall under the FATF definition and carry out an
assessment of this subset with a view to identifying the features and types of
NPOs that are particularly vulnerable to being misused for TF purposes.
Subsequently, assess the TF risks to which NPOs are exposed.

(i) Review the adequacy of legislative and regulatory requirements applicable to
NPOs and introduce amendments, where necessary. The expected outcome of
this review should comprise: (i) clear requirements regarding accountability of,
integrity of and public confidence in NPOs; (ii) good practices aimed at
protection from TF abuse; (iii) mechanism for risk-based oversight and
monitoring compliance with the legislative requirements; and (iv) sanctioning
for respective legislative breaches.

Immediate Outcome 11

a) Similar to TF-related TFS, the authorities should adopt a more proactive approach in
ensuring timely implementation of PF-related TFS by FIs and DNFBPs once new designations
or amendments to the sanctions’ lists are announced. This should include not only
dissemination of such information to the private sector without delay, but also provision of
more detailed information on respective changes and implementation techniques, where
necessary. This is especially relevant to smaller sectors lacking resources and relying on
manual screening solutions.

b)  Similar to TF-related TFS, the authorities (supervisors and other competent authorities
tasked with TFS implementation at the national level) should issue guidance and intensify
outreach activities to the private sector to guide them through the practical implementation of
PF-related TFS, especially with a view to identifying indirect links and associations with
entities and individuals subject to sanctions, as well as BO in complex structures. Sectors that
are more material and/or those more heavily exposed to sanctions evasion risks (based on the
nature of their services) need to be prioritised.

c) Supervisory authorities should develop a list of criteria that signal increased exposure to
sanctions evasion risks. Results of the analyses based on the mentioned criteria should be
periodically used to determine the frequency and intensity of PF-related TFS supervision
(targeted reviews, onsite checks, etc.). To ensure that the TFS examination processes are
thorough, inspection manuals/checklists need to be developed and formally approved by all
supervisory authorities.
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d) Supervisors should increase the number and scrutiny of TFS on-site examinations,
especially of entities operating in the DNFBP and VASP sectors and prioritise more material
sectors, including those with a higher exposure to sanction evasion risks.

e) Supervisors should apply proportionate and dissuasive sanctions for TFS compliance
failures, taking into consideration severity, repeated and/or systemic nature of the breaches.

384. The relevant 10s considered and assessed in this chapter are 1[0.9-11. The
Recommendations relevant for the assessment of effectiveness under this section are R. 1, 4, 5-8,
30, 31 and 39, and elements of R.2, 14, 15, 16, 32, 37, 38 and 40.

4.2. Immediate Outcome 9 (TF investigation and prosecution)

4.2.1. Prosecution/conviction of types of TF activity consistent with the country’s
risk-profile

385. So far as TF threats (internal and external) are concerned, according to the current
National Defence Strategy, terrorism remains at a very low level but is liable to be shaped by
developments outside the country. No home-grown terrorism has been identified to date, and no
terrorist organisations or cells — either domestic or foreign— are known to operate in the
country. No terrorist attacks have occurred, and no terrorist groups have been detected. The
authorities report that there are no terrorist groups operating in Romania of any type.

386. There is no discernible involvement of Romanian OCGs in terrorist activities. The
assessment of the authorities is that Romanian OCGs which are engaged in trafficking in drugs or
people from the East — or in association with foreign O0CGs who do — do not currently present a
risk of becoming engaged in TF. Those interviewed were of the view that such groups are unlikely
to become involved in terrorism or TF. RIS said that there was no intelligence that Romanian OCGs
were involved in terrorism/TF (or were likely to become involved in terrorism/TF) but this
situation was always kept under review.

387. The AT was informed that there are no extremist far right groups in Romania akin to those
who pose a threat in many other European countries. Romanian residents who access material
from far-right groups online are checked and RIS was confident that there are no significant risks
in this area.

388. Romania is on transit routes to and from areas of conflict. There are migration flows from
the Middle East, North Africa, Afghanistan and Pakistan and Romania is one of several transit
routes to Western Europe. There is always a risk that a very small number of those migrating may
be involved in terrorism.

389. Althoughitisunderstood that Romanian citizens have not been travelling to conflict zones
to fight for terrorist groups, foreign terrorist fighters from other European countries or elsewhere
may travel through Romania going to or returning from conflict zones. The authorities apply
preventive measures at the border, prohibiting access to Romania of persons where there are
suspicions of any connection with terrorism or terrorists. Over the evaluation period no
Romanian resident has been identified as a foreign terrorist fighter, no Romanian citizen has been
identified as travelling abroad or intending to travel abroad to fight and no foreign terrorist
fighters have been detected or arrested in Romania.
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390. According to RIS, no connections have been identified between NPOs operating in
Romania and terrorist organisations. Some had been looked at by RIS and no links to TF were
found.

391. The authorities contend that in Romania they have found no evidence of the use of the
financial sector - banking, or other forms of MVTS - or hawala for TF.

392. Radicalised Islamists in Romania (who may present a terrorist risk) are most likely to have
come from conflict areas in the Middle East or, if Romanian citizens, to have converted to an
extreme form of Islamism, having been radicalised online. Radicalisation through social media
manifests itself in the form of isolated cases in which radical-Islamist ideology is exhibited.
Terrorist supporting material may be accessed online. The risk that a person radicalised online
may go on to commit a terrorist act is always present but has not materialised to date in Romania.

393. Over the evaluation period, all of the terrorism offences encountered were those
concerned with terrorist propaganda rather than committing acts of terrorism per se. The phrase
promoting "terrorist propaganda"” in the Law on Terrorism, Art. 332(4) refers to "Promoting a
message through propaganda carried out by any means, in public, with the intention of instigating
the commission of an act of terrorism, regardless of whether or not the message directly supports
terrorism or whether or not the respective crimes have been committed. It constitutes a crime
and is punishable by imprisonment from 2 to 7 years. Art. 4(9) of the same law defines
"propaganda” as "the systematic dissemination or the eulogy of ideas, concepts or doctrines, with
the intention of convincing and attracting new followers." Point 9 index 1 defines "terrorist
propaganda materials” as "any material in written format, audio, video or computer data, as well
as any other form of expression that advocates terrorism or exposes or promotes ideas, concepts,
doctrines or attitudes supporting and promoting terrorism or a terrorist entity."

394. Examples of terrorist propaganda would include the systematic promotion through social
media of photo/video material containing fight scenes, exhortations to jihad, glorification of
terrorism or the "successes" of terrorist organisations, praise of martyrdom, combatant training,
atrocities, mutilated victims, speeches of the leaders of terrorist organizations, etc.

395.  All of those terrorism investigations in Romania over the evaluation period which have
led to a conviction have been of these propaganda offences and any TF investigations there have
been linked to these propaganda offences. There have been no other terrorism investigations and
no other TF investigations other than those which were related to terrorist propaganda.

396. The Romanian authorities have obtained one conviction for TF and, to that degree, have
had the opportunity to demonstrate and have demonstrated the effective investigation and
prosecution of TF.

Case example of conviction in terrorist propaganda and TF:

Case study 4.1: Conviction in terrorist propaganda and TF
A Romanian citizen was convicted and sentenced for the following offences:
- terrorist propaganda, (Art. 332 (4) of the Law on Terrorism; and

- TF, (Art. 36 (1) of the Law on Terrorism (both in force until 13.04.2019, and then amended
by Law no. 58/2019).

In 2015, the defendant went through a process of Islamicist radicalisation and indoctrination
so that he adopted the "jihadist" cause promoted by Daesh. In 2016, he promoted online
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Daesh’s doctrines, with the intention of himself indoctrinating new followers, by advocating
terrorist atrocities in accordance with its ideology.

The defendant used Facebook and other accounts on social networks to distribute the
propaganda of Daesh and Hamas.

In 2016, the defendant met “A.H.0” on Facebook and pursued the association on a Telegram
mobile data application. A.H.O said he was a Kenyan Muslim and a supporter of Daesh and
wanted to travel to Daesh-controlled territories to join them. The defendant agreed to send
A.H.O a small sum for that purpose.

On 24 November 2016, via a Western Union agent in Bucharest, the defendant sent EUR 110
(of his own funds) to A.H.O in Wajir, Kenya and was issued a receipt, itemising the amount
transferred when converted into Kenyan shillings and received by A. H. O. The recipient was
ultimately arrested in Nigeria in 2016 for recruiting for Daesh.

The defendant was convicted in 2020 and received a sentence of 2 years and 10 months
imprisonment for TF (3 years in total), suspended for 4 years before the High Court of Cassation
and Justice (Decision no. 149 / 24.03.2019).

397. In respect of Terrorism Offences investigated between 2017 and 2022, there were 249
such cases of which 189 were registered during the reference period (1 January 2017 to 30 June
2022) with 60 cases registered before 1 January 2017 which were still in progress on that date.
184 cases were closed because the criminal act had not taken place or there was no evidence to
support that it had or there was a lack of criminal intent. In some cases, there was initially a
suspicion of TF, but this was not confirmed upon further investigation.

398. A large number of the cases were registered following hoax telephone calls in which no
genuine threat had been made. If a lesser offence was made out (for making the hoax call and
wasting the authorities’ time), fines were imposed.

Table 4.1: Terrorism cases - Statistics for 2017-2022 (all the offences stipulated by the Law on
Terrorism)

Terrorism cases - Statistics for 2017-2022

Registered @ Finalised cases Prosecutions Defendants Convictions
cases

249 195 11 11 11 (one of which
was for TF)

399. RIS said that in cases where there was intelligence of any suspected involvement in
terrorist activities, financial checks would be undertaken - together with checks into associations
with those involved in terrorism.

400. There are no prioritisation criteria for dealing with TF investigations other than: "The
prioritisation takes place depending on the extent and imminence of the materialisation of the
threat to national security.” In practice, TF investigations are relatively rare and would be given
top priority.

401. The AT were not informed of any DIOCT investigations into TF originating from STRs (it
may be the position that there is a lack of understanding on the part of obliged entities which
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means that there ought to be TF suspicions, but such matters remain unreported). The
investigations are of the same type. There were 15 TF investigations by DIOCT between 2017 and
30 June 2022. These were not limited only to those suspected of TF. TF investigations were
carried out in cases where the suspects were being investigated for offences under the Law on
Terrorism. There was only evidence of TF in one case (Case Study 4. Above). In the others there
was no evidence the suspects had committed a TF offence.

Table 4.2: TF investigations by DIOCT between 2017 and 30 June 2022

Year Number of TF investigations
2017 4
2018 7
2019 4
2020 0
2021 0
30 June 2022 0
Total: 15

402. DIOCT submitted that they did proactively investigate TF; for example in circumstances
where there were minimal suspicions of TF and parallel TF investigations were conducted where
a suspect was being investigated for an offence under the Law on Terrorism, consisting of checks
into that person’s connections with others and their financial transactions (bank accounts, cards
and money remittance services), identification of their sources of income and the assets they
owned, and an assessment of whether their income accounted for their expenditure.

403. In those cases, in which there was evidence of an offence under the Law on Terrorism,
checks were made to determine whether they received funding from or themselves funded any
terrorist entity. No such funding connections were found save for in the case prosecuted in which
there was a conviction for TF. Case Study 4.1 above, DIOCT submit, is itself an example of a
proactive parallel financial investigation in that the case was opened as an investigation into the
Romanian citizen's involvement in terrorist activities, provided for in art. 332(4) of the Law on
Terrorism, consisting in "the systematic promotion in the online environment of ideas, concepts,
doctrines and symbols specific to the terrorist organisation Islamic State, with the intention of
convincing and attracting new followers, praising the terrorist actions carried out by the
members of the organisation.” The parallel financial investigation revealed the Romanian
suspect’s EUR 110 transfer through Western Union to a person abroad affiliated to the Islamic
State terrorist organisation.

404. All Terrorism or TF cases over this period therefore come from cases involving allegations
of terrorist propaganda. And in one of those cases the TF of someone abroad had occurred.
Accessing terrorist propaganda and the radicalisation from that giving rise to the commission of
the TF offence is consistent with the country’s risk profile. That said, the AT considers that the
lack of TF investigations and prosecutions arising from other scenarios in a country with a
population of a significant size (19 million people) may be, in part, attributable in some degree to
a lack of awareness of some elements in the Romanian system. Reporting of TF suspicions by
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obliged entities is rare (see 10.4 and 6). An understanding of the potential risk of TF presented by
NPOs was not articulated by some of those interviewed and the risk of TF by way of cash
movements over the border was not fully appreciated by some of the LEAs operating at the
national border

4.2.2. TF identification and investigation

405. Romania has a comprehensive legal framework for combatting TF which is in line with
international standards. The general framework of national cooperation and, at national level, the
prevention and combating of terrorism is organised and carried out under the National System
for the Prevention and Control of Terrorism (NSPCT) in which 26 public authorities participate.
The RIS co-ordinates technically through the Counter-Terrorism Operational Coordination
Centre.

406. The NOPCML-FIU receives STRs from obliged entities on possible TF suspicions. The
information would be analysed, processed, and disseminated immediately to the RIS and to the
POH]JCC. For the investigation of cases in which there are indications of TF, the NOPCML-FIU also
requests data and information from the RIS. Terrorism and TF cases are investigated by
prosecutors in DIOCT as these areas are within their specific areas of responsibility.

407. The numbers for disseminating cases related to TF suspicion are low (see 10.6). The
authorities have not compiled and published a list of higher risk TF countries and there is lower
awareness and guidance on this topic (see 10.4 and 6).

408. The competent authorities may obtain, and access relevant financial intelligence and
other information required for TF investigations and prosecutions very swiftly. The authorities
can access financial information, financial analysis, and bank account information, from the
relevant databases which is used for the purpose of preventing, detecting, investigating, or
prosecuting serious crime including TF — according to a deadline specified by the prosecutor
(CPC, AML/CFT Law, and Government Emergency Ordinance no. 9/2021).

409. At the level of the Central Structure of DIOCT, there are 3 specialised prosecutors and at
DIOCT’s regional offices there are a further 14 in total who carry out criminal investigations into
terrorist crimes. There are three judicial police officers within the Central Structure of DIOCT, and
at the Police, within the Directorate for Combating Organised Crime (Terrorism Crimes
Investigation Service), there are 8 judicial police officers who deal with terrorism and TF.

410. Atthe Police, within the regional offices, there are 15 brigades to combat organised crime,
and within them, 2 judicial police officers are assigned to carry out criminal investigations in cases
of terrorism and TF.

411. The approach adopted to the investigation of terrorism and TF is said to be multi-
disciplinary. Prosecutors, police officers, financial experts, and officers within the RIS and DIOCT
were of the view that they would benefit from specialist CFT training for investigators and
prosecutors. Whilst the RIS officers have attended CFT courses, there is scope for further
specialised training within the RIS in TF. DIOCT expressed the view that they would welcome
further training in the investigation of TF specifically - particularly in respect of TF typologies.
Relevant further training for Border Police and NCA officers relevant to the movement of cash
and TF would also be of benefit.
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412. There is co-operation with international partners, but no incoming MLA requests have
triggered any TF investigations. The authorities said that no incoming MLA request related to
terrorism or TF over the review period.

413. In discussions at the on-site visit, the focus of the agencies which are primarily
responsible for CFT - RIS and DIOCT - was on terrorism rather than TF per se. A full understanding
of the specific roles which might be played by the terrorist financier was not demonstrated evenly
across all relevant agencies. When the whole range of TF risks were discussed, the authorities did
not mention NPOs as an area which might present a TF risk. Other LEAs are also responsible for
policing and checking the movement of people, goods and cash at the national border. In the view
of the AT, the risks presented by cross-border movements of cash and difficulties in detecting
such movements for TF purposes (where there might not be intelligence of a terrorism
connection) were not fully understood by some of the LEAs interviewed. It may well be the
position that OCGs are not currently involved in terrorism and TF but that is a position which may
change in the future; this possibility was not fully appreciated by all of those interviewed.

414. The AT are unconvinced that the potential TF threats are properly mitigated overall
4.2.3. TF investigation integrated with -and supportive of- national strategies

415. The Romanian Parliament’s decision no. 22/30.06.2020 approved the National Defence
Strategy 2020-2024 in which the national security objectives are presented, the objectives of
which include the prevention and countering of risks of terrorism associated with certain
terrorist organisations, any presence in Romania of such entities, extremist-jihadist propaganda
(especially online) and other processes of radicalisation.

416. The concentration of the relevant agencies - RIS and DIOCT - was on terrorism rather than
TF per se. The National Strategy for the Prevention and Combating of Terrorism dates from 2002
and no policy document was shown to the AT that related to TF. Romania does not have any
strategy document focusing on the combating and preventing TF specifically.

417. One of the objectives set out in the National Strateqgy for the Prevention and Combating of
Terrorism (approved 2002) is to ". .. identify, monitor and continuously evaluate the risks and
threats, as well as the vulnerabilities of the regarding national security ..." The National Strategy
sets out directions of actions towards this objective including adopting "measures against the
inflows of specific means as well as financial, logistical resources used by terrorist entities
developed inside and outside our territory." These generalisations are very broad as aims.

418. The General Protocol for the Organization and Operation of the National System for the
Prevention and Combating of Terrorism (adopted 2008) is a classified document and it was not
shown to the AT. The AT are informed that each institution of the SNPCT is obliged to adopt tasks
and measures on TE. Itis not possible to evaluate a document unseen. The AT note that the General
Protocol dates from 15 years ago.

419. The AT see the need for an up-to-date CFT strategy, available to all who work in Romanian
CFT ensuring a consistent approach and methodology. This would set out a strategy and detailed
guidance in respect of the need for investigations into terrorism to be accompanied by a parallel
TF investigation, the forms those investigations might take, and the way in which the different
agencies would interrelate. It would set out a strategy and action plan consistent with Romania’s
risk profile and cover the issue of how TF threats or potential trends may be addressed. It would
analyse how financial intelligence in respect of TF may be used to support policy priorities in
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respect of any TF threats Romania faces. It would be kept under review and updated at regular
intervals to remain current and relevant to any changing TF threat. It would set out how the TF
investigations are integrated with and used to support national counter-terrorism strategies and
investigations.

4.2.4. Effectiveness, proportionality and dissuasiveness of sanctions

420. The fact that there has been a conviction achieved in a TF case with an international
component and that the authorities have successfully investigated, prosecuted and convicted the
individual concerned (even where the amount is small) is to be commended. Obviously, it is to be
hoped that the publicity around convicting for such activity may discourage others from doing
the same. It is difficult to generalise, on the basis of one case, but the fact that such behaviour
received a sentence of 2 years and 10 months imprisonment for TF, suspended for 4 years rather
than a sentence of immediate (as opposed to suspended) imprisonment is not an aspect which
could be said to be dissuasive.

4.2.5. Alternative measures used where TF conviction is not possible (e.g.,
disruption)

421. Most of the alternative measures apply more directly to terrorism than TF per se. The
authorities do adopt preventative measures if a person poses a terrorist threat to Romania or
other European countries. The entrance of that person into Romania will be blocked or, if in
Romania, they may be expelled to their country of origin or to a safe third country if their life
would not be safe in their country of origin.

422. Each year the authorities identify foreigners (including via international cooperation in
the field of counter terrorism), who try to enter or who have entered Romania and who are
suspected of being affiliated to terrorist organisations. Upon the request of RIS, the Prosecutor’s
Office attached to the Bucharest Court of Appeal, the MolA and the Mo] have the capacity to: (i)
declare a foreign citizen undesirable; (ii) refuse entry to Romania; (iii) prevent the granting of
refugee status or to cancel that status; (iv) not grant or to withdraw Romanian citizenship; or (v)
not grant or to withdraw a visa.

423. If there is insufficient evidence to prove a TF offence, but there is intelligence that the
suspect poses a threat to national security, these preventive measures may be applied swiftly to
remove the threat posed by the suspect. Such preventive measures are not applied if there is
sufficient evidence to prove offences of terrorism or TF.

Case study 4.2: Case study of preventative measures

On 3 April 2019, the Bucharest Court of Appeal declared a Palestinian national to be an
undesirable person for a period of 10 years. Ostensibly for personal reasons he had transferred
funds to a relative who resided in the Gaza Strip. It could not be proved that the suspect knew
that the person in Gaza to whom he was sending funds was affiliated to Hamas. It was
determined, even in the absence of a conviction, that the Palestinian Romanian resident’s
conduct posed threats to national security as stipulated in Article 3 (i) of Law no. 51/1991 and
he was successfully declared to be undesirable.
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Case study 4.3: Case study of preventative measures

On 26 April 2019, the Bucharest Court of Appeal declared a person with dual Turkish and
Belgian citizenship engaged in propaganda activities in favour of the KG/PKK terrorist
organisation, to be an undesirable person in Romania, for a period of 10 years.

424. Whennotified by RIS, the General Border Police Inspectorate and the General Inspectorate
for Inmigration may refuse entry where a foreigner is deemed to be a danger to national security
or who is reported as being at risk of financing or preparing or supporting terrorism in any way.

425. This might include those who were not Romanian nationals in the following categories:
(i) foreign terrorist fighters (e.g. in August 2020 access was denied to 6 non-EU citizens who had
fought in Syria with Daesh); (ii) foreigners with a combat background who were travelling to
Europe for a suspected terrorist purpose (e.g. in January 2020 access was denied to 8 non-EU
citizens, suspected to be members of Daesh); (iii) foreigners who displayed signs of having been
radicalised and adopting jihadist ideology (e.g. in March 2020 access was denied to 24 Iraqi
citizens, suspected of being members of Daesh); and (iv) foreigners suspected of being involved
in logistical support activities of terrorism (e.g. in September 2021 access was denied to 7 Iraqi
citizens, suspected of contributing to the support of Daesh in Iraq).

426. The prohibition of a person's access to Romania is an administrative measure ordered by
the MolA upon the proposal of the institution with intelligence suggesting that the individual
would endanger national security.

427. That prohibition would be ordered prior to the presentation of the person at the border.
If checks in respect of intelligence from the authorities or foreign counterparts did not reveal links
to anyone in Romania relevant to terrorism or TF, the legal conditions for RIS to notify DIOCT (to
startan TF investigation) would not have been met (if a link to a terrorist organisation were found
the competent authorities in the state of entry would be notified).

428. DIOCT’s financial investigations are subject to the rules of the CPC, obtaining
authorisation in a criminal case. No criminal cases have been registered to date regarding persons
who who presented themselves at the Romanian border and were denied access.

429. The authorities constantly conduct online monitoring to identify and then remove
terrorist content or attempt to block access to such content where the servers are abroad. The
viewing of online terrorist content plays a key part in initiating and intensifying radicalisation and
the onward dissemination of that content by the radicalised user through social media platforms.
Funds may also be collected online for the benefit of terrorist organisations with the use of
cryptocurrencies favoured given the high degree of anonymisation.

430. In July 2020, terrorist propaganda materials displayed on three websites hosted on
servers in Romania were removed. These showed the Taliban engaged in firearms training and
hand-to-hand combat techniques and the use of explosive materials.

431. In June and October 2021, the access of users in Romania to two websites hosted on
servers abroad was blocked. These websites promoting jihad, were fundraising for Hamas, Daesh
and Al-Qaeda with electronic wallets for cryptocurrency donations.

432. Apartfrom the case already cited, the Romanian authorities have not identified Romanian
nationals or foreign nationals residing in Romania who participated in the online fund-raising
campaigns.
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Overall conclusions on 10.9

433. The National Terrorism Strategy dates from 2002 and no policy document was shown to
the AT that related to TF exclusively. The authorities therefore lacked a strategy and policy
concentrating specifically on TF addressing TF in its various forms - and would benefit from
developing such a strategy.

434. All terrorism or TF cases over the evaluation period came from investigations into
terrorist propaganda online rather than the commission of acts of terrorism per se. In practice,
TF investigations are relatively rare (this is broadly in line with country risks - see 10.1) and
would be given top priority. The concentration of the relevant agencies - RIS and DIOCT - was on
terrorism rather than TF per se. Further CFT training for the relevant agencies would be of benefit
to improve detecting, investigating and prosecuting TF cases.

435. The Romanian authorities have successfully detected, investigated, prosecuted and
obtained a conviction in one case of TF. This has been achieved even though the case involved an
international element and the amount concerned was small. It is difficult to generalise, based on
one case but the sanction imposed in Romania’s TF case could not be said to be dissuasive. That
said, the Romanian authorities have had the opportunity to demonstrate and have demonstrated
the effective investigation and prosecution of TF, involving an international element.

436. Lack of TF investigations and prosecutions arising from other scenarios in a country with
a population of a significant size may be, in part, attributable in some degree to alack of awareness
of some elements in the Romanian system resulting in low number of reporting of TF suspicions
by obliged entities (see 10.4 and 6)

437. Romania has achieved a moderate level of effectiveness for Immediate Outcome 9.

4.3. Immediate Outcome 10 (TF preventive measures and financial
sanctions)

438. Romaniais not an international financial centre and the country’s financial sector is bank-
centric oriented towards providing financial services to resident clients. However, Romania’s
geographical location and operation of some unlicensed MVTS operators (hawala network)
increases the country’s exposure to TF-related TFS evasion risks, as well as TF. No evidence exists
that NPOs in Romania are used for TF purposes and there is no oversight of NPOs’ activities for
TF prevention purposes. No terrorist cells operate in Romania, and no home-grown terrorists
have been identified to date.

4.3.1. Implementation of targeted financial sanctions for TF without delay

Implementation of UNSC resolutions

439. Romania implements TF-related TFS through the Government Emergency Ordinance No.
202/2008 on the Implementation of International Sanctions (GEO no. 202/2008), as well as
pursuant to the relevant EU regulations, which are directly applicable in Romania. GEO no.
202/2008 provides for the immediate implementation of all UNSCRs (including UNSCRs 1373,
1267/1989 and 1988), as well as all of the criteria prescribed therein, which are directly binding
for all individuals and entities in Romania from the moment of their adoption.

440. Although all UNSCRs including changes thereto are directly applicable in Romania from
the moment of their adoption (entry into force), email notifications sent by the competent
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authorities to FIs/DNFBPs serve as an additional important element to raise awareness of the
private sector regarding relevant changes (updates, designations).

441. When a new designation, an amendment or change to a list established by a UNSCR is
announced, it is published on the website of the MoFA. The MoFA monitors the UN website
around three times a day (except weekends and public holidays) for any amendments or changes
to the UN TFS lists. At the same time, the Office for the Implementation of International Sanctions
of the MoFA publishes information on any amendments to UNSCRs in the Official Gazette of
Romania, and communicates this to the members of the CIISI, which, as explained under R.6
serves as a platform for ensuring a general framework for cooperation and consultation of
competent authorities for the purpose of implementation of international sanctions.52

442. The AT was provided with sample copies of emails sent by the MoFA to the relevant
competent authorities regarding amendments to the lists established pursuant to a UNSCR, which
generally informed that on a specific date an entity had been removed from or added to the
sanctions list and provided the respective link to the press release section of the respective
UNCSR committee website.>3

443. This process is followed-up by supervisory authorities, namely the NBR, FSA, NGO and the
NOPCML, which, following notification by the MoFA, post the same information on amendments
to the UN lists on their respective websites and further communicate the aforementioned
information to obliged entities under their supervision.

444, Nevertheless, as the process of communication of information on amendments or
changes, from a practical point of view, is primarily done manually and via the use of emails, the
notification process can inevitably face some delays, i.e., from the moment of adoption by the
respective UN sanctions committee to the information reaching obliged entities.

445. Inaddition, the notifications sent by the competent authorities to the private sector would
benefit from additional details, such as providing the list of new designations, adding concrete
amendments to the existing lists, etc. Currently, the emails received by the private sector, as well
as the publications on the competent authorities’ websites (such as MoFA, NOPCML) do not
contain this level of detail and are simply aimed at informing FIs/DNFBPs about the fact that there
are new designations or amendments to a particular sanction list. Although this is not considered
a material shortcoming, this type of information, nevertheless, is particularly relevant to smaller
FIs and DNFBPs that have limited human and technical resources in compliance areas and rely
on manual screening solutions. For this purpose, the relevant competent authorities might
consider issuing a consolidated list of UN designations (including updates). On the other hand, it
should be noted that banks and larger FIs also make use of commercial TFS monitoring systems,
which help to ensure timely detection of amendments to the UN lists. This helps to further
mitigate the shortcomings related to timeliness and content of communication with regard to
updates to UNSCR lists.

446. Obliged entities are provided with guidance and training on TF related TFS, within the
broader context of AML/CFT initiatives and controls. Obliged entities do reach out to their

52 The CIIS], is chaired and coordinated by the MoFA and its other members are: Mo]; MolA; Ministry of
National Defence; Fiscal Administration; Ministry of Business Environment; Trade and Entrepreneurship -
Department of Foreign Trade; RIS; Foreign Intelligence Service; NBR, FSA and the NOPCML.

53 Of the samples that were provided to the AT, the emails sent by the MoFA were typically stamped either
on the same or on the following day of the respective change that had occurred in the UN lists.
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respective supervisory authorities for assistance regarding implementation of TFS rules;
however, this varies from FIs to DNFBPs. Banks make good use of the National Banking
Association, as a non-formal platform for exchanging views and information on topics that are of
concern to them, including on TFS.

447. As regards to the freezing of assets and funds of individuals or entities designated
pursuant to UNSCRs, the Fiscal Administration is the competent national authority tasked with
producing a freezing order and maintaining a database of frozen assets and funds. Whenever a
natural or legal person in Romania identifies assets and funds of designated individuals or entities
they have an obligation, pursuant to national legislation, to immediately notify the Fiscal
Administration, which in turn must review the mentioned notification and produce a formal order
for the freezing of funds or economic resources that are owned or controlled, held or controlled
individually or jointly by designated individuals or entities (GEO no.202 /2008, Art. 19(1 and 11)).
However, during the review period, no such order has been made as no assets or funds of
designated individuals or entities pursuant to UNSCRs have been identified and frozen.

Designation

448. The MoFA is the national competent authority responsible for proposing persons or
entities to the relevant UN sanctions committees for designation, as well as their removal. While
there is no specific domestic mechanism for proposing designations, as explained in R.6 under
the TC Annex, national legislation establishes that international sanctions adopted by the UN and
the EU, including the procedures and criteria envisaged therein for proposing designations, as
well as requests for de-listing, are binding in domestic law for all public authorities, institutions,
natural and legal persons in Romania from the moment of their adoption (GEO no. 202/2008, Art.
3(1)).

449. As for UNSCR 1373, it is implemented via the EU legal framework under the European
Council Common Position 2001/931/CFSP and the EC Regulation 2580/2001. However, there
are no formal procedures in place with regard to direct foreign requests for designation pursuant
to UNSCR 1373. Therefore, such requests are received indirectly through the regular EU channels
of communication. Nevertheless, Romania has never been requested by another country, nor has
it proposed any designations pursuant to the UNSCR 1373.

450. No individuals or entities designated pursuant to UNSCRs have been identified in
Romania, nor any designations to the committee established pursuant to UNSCRs 1267/1989 or
1988 proposed.

451. The CIISI, which is established for the purpose of ensuring a general framework for
cooperation and consultation (information exchange) for the implementation of TFS, is
coordinated by the MoFA. This body is tasked, among other functions, with providing the
framework for consultations among the competent authorities regarding Romania’s position in
view of the adoption, amendment, suspension or termination of international sanctions regimes;
issuing advisory opinions regarding the implementation of TFS in Romania; and issuing
recommendations to the Prime Minister of Romania regarding national legislative measures in
the field of TFS.
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4.3.2. Targeted approach, outreach and oversight of at-risk non-profit
organisations

452. Romania has not identified a subset of NPOs that fall under the FATF definition, nor has it
identified TF threats in the sector and/or NPOs vulnerable to TF abuse, thus is not in a position
to apply a risk-based measures to the sector.

453.  According to Romanian legislation, natural and/or legal persons carrying out activities of
general interest, in the interest of communities, or in personal interest may form associations or
foundations (Associations and Foundations Law). An association is the subject of private law
constituted by three or more persons who, on the basis of an agreement, share without the right
of restitution their material contribution, knowledge or contribution to work for carrying out
activities in the general interest of certain communities or, as the case may be, in their personal
non-patrimonial interest (Associations and Foundations Law, Art 4(1)). A foundation is the
subject of law established by one or more persons who, on the basis of a legal act between the
living or mortis causa, constitute a patrimony affected, permanently and irrevocably, for the
achievement of a purpose of general interest or, as the case may be, for some communities
(Associations and Foundations Law, Art 15(1)). In addition, two or more associations or
foundations can form a federation. It must be noted that political parties, trade unions and
religious cults do not fall within the scope of the mentioned legislation.

Table 4.3: Total number of NPOs (2021)

Type Number
Association 104 288
Foundation 20 268
Federation 1528
Total 126 084

454.  Although the NRA report touches upon the risks and vulnerabilities of the NPO sector, its
conclusions are based on generic facts rather than a thorough assessment of threats to which
Romanian NPOs are exposed. For example, the NRA notes that associations and foundations may
be more vulnerable to ML/FT due to the risk of diversion of legitimate NPO funds to finance
terrorists; and acknowledges that charities are most exposed to this threat due to the nature of
their activities, i.e., the fact that they work with partner organisations in different jurisdictions
and send cross border transfers. Other vulnerabilities include lack of guidance for NPOs;
existence of anonymous donations; etc. Although some NPO-related risks and vulnerabilities are
considered in the NRA, the analysis does not dive into country specific factors of Romanian NPOs’
misuse specifically for TF purposes.

455. In the absence of TF risk assessment, the authorities are not yet in a position to review
the adequacy of measures that apply to NPOs. Whilst registration requirements apply to NPOs
(associations and foundations), there are no explicit legal requirements in relation to integrity,
i.e., fitness and propriety of the owners, controllers, senior managers and trustees (for more
information please see R.8). Information on the measures to ensure accountability of NPOs and
to promote public confidence was not made available to the AT. For example, no requirements
exist for the publication of reports, such as issuing annual financial statements with
income/expenditures breakdown, or controls to ensure that all funds are accounted for and spent
in a manner consistent with the purpose and objectives of NPOs. Neither are NPOs explicitly
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required to maintain information on their activities and objectives, as well as any supporting
information on accompanying transfers.

456. Until 2019, NPOs were subject to all AML/CFT obligations under AML/CFT legislation,
including the obligation to have internal surveillance controls, apply CDD measures, keep records
and report suspicion of ML/TF. NPOs’ compliance with these preventative measures were
supervised by the NOPCML. The NOPCML advised that supervisory plans for NPOs were mainly
driven by geographical considerations, i.e., taking into account materiality (level of development)
of different geographical regions of Romania where NPOs are registered/operating. Supervisory
findings revealed deficient CDD practices, which consequently inhibited the NPOs’ ability to
identify sanctioned individuals or entities. These compliance failures consequently lead to the
application of fines and written warnings. For example, in 2018, the NOPCML carried out TFS
checks in 130 associations and 98 foundations, 24 of which revealed infringements in the TFS
area. Subsequently, one association was fined approximately EUR 2 200 and 23 warnings were
issued. For the consolidated list of remedial actions/sanctions during the entire period under
review, please see the below table.

Table 4.4: Warnings and fines imposed on associations and foundations by the NOPCML until
2019 for AML/CFT breaches

Number of Number of Fines Value of Fines (EUR)
Warnings
Foundations 49 10 33308
Associations 101 10 32 664

457. Since 2019, when the new AML/CFT Law came into force, NPOs ceased to be obliged
entities subject to AML/CFT obligations. This is a rational step taken by Romania, as subjecting
all NPOs to the entirety of AML/CFT preventive measures is considered neither a focused nor a
proportionate measure. However, after NPOs ceased to be obliged entities under the AML/CFT
Law, there was no oversight alternative offered and thus currently there is no monitoring over
NPOs’ activities aimed at prevention from abuse for TF purposes.

458. Most of the NPOs’ representatives met onsite showed a general awareness of the ways
they could be misused for criminal purposes, but not for TF purposes. Some NPOs stated that they
only make use of Romanian FlIs for their transfers and refrain from dealing with high-risk
jurisdictions; and/or refrain from cooperating with PEPs due to reputational risk. However, from
the point of view of TF abuse, the level of NPOs’ understanding was nominal.

459. No guidance papers have been issued to NPOs aimed at protecting them from TF abuse.
Although until 2019 a number of outreach (training) events had been organised by the NOPCML
for associations and foundations on various topics relating to AML/CFT, these training events
were not aimed at TF vulnerabilities nor measures that NPOs can take to protect themselves from
such abuse.

4.3.3. Deprivation of TF assets and instrumentalities

460. There have been no cases of funds and assets frozen under UNSCRs 1267 and 1373.

461. The RIS advised that any suspicion of potential TF involvement is dealt with on a case-by-
case basis. The Romanian authorities have detected one case of TF, involving a Romanian citizen
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who transferred EUR 110 to a sympathiser of a terrorist organization (see 10.9 for more
information).

462. Romania has relevant mechanisms aimed at examining requests relating to UN (including
EU restrictive measures, as the process encompass both EU and UN dealings) sanctions, in
particular with respect to freezing and unfreezing of assets and providing access to frozen funds.
Although there were no assets frozen under UNSCRs or confiscation orders in relation to
terrorists, terrorist organisations and terrorist financiers, Romania has presented some case
examples concerning the freezing of assets that were related to the EU sanctions regime, thereby
demonstrating that the mechanism works in practice.

463. Consultations with obliged entities regarding TFS implementation can be provided by the
supervisory authorities, NOPCML-FIU and under broader domestic cooperation initiatives (e.g.,
CIISI). Cases relating to freezing and unblocking of funds are dealt with by the Fiscal
Administration.

464. Obliged entities show a general understanding of their obligations with regards to TF-
related TFS. Banks and larger FIs have more robust controls aimed at TFS implementation in
place, while DNFBPs (exception being legal professionals belonging to large financial groups) and
VASPs exhibit a lesser developed understanding of their obligations and thus significantly less
advanced controls. Some issues relating to identification and verification of BO data, including for
complex ownership structures, have been identified (see 10.4 for more information).
Nevertheless, most obliged entities are aware of their TFS reporting obligations in case of a
positive match with a designated individual or entity. See more information on the TFS
implementation techniques by Fls and DNFBPs under 10.11.

465. Obliged entities demonstrate awareness of legal requirements to apply enhanced
measures towards clients from high-risk third countries identified by the FATF or other credible
sources, as well as some jurisdictions in close proximity to Romania, including those that signal
increased risk for TF or terrorism. However, the capacity of obliged entities (outside banking and
MVTS operators) to identify suspicious cases related to TF is a concern. Linked to this, the
NOPCML-FIU receives a low number of TF-related STRs.

4.3.4. Consistency of measures with overall TF risk profile

466. TF-related threats and vulnerabilities have been assessed within the framework of the
NRA. Consequently, the level of TF threat in Romania was assessed as “Low”. As mentioned under
Chapter 1, no home-grown terrorism has been identified to date, and no terrorist organisations
or cells are known to operate in the country. Self-radicalisation based on global Islamic-jihadist
propaganda is a security risk in Romania, but cases are isolated. The authorities have not
identified links between Romanian OCGs and terrorist organisations. According to the current
National Defence Strategy, the terrorist phenomenon remains at a very low level, depending on
developments outside the country.

467. Romania’s financial sector is bank-centric, with a very low international exposure
oriented towards providing financial services to resident clients (less than 2% of clients are non-
resident). Thus, Romania’s geographical location and operation of unlicensed MVTS operators are
the main determinants of the country’s exposure to TF-related TFS evasion risks. . Although TF-
related TFS implementation practices by different sectors vary with some common
implementation gaps observed, banks, being the most material sector, demonstrate rather
sophisticated understanding of the sanctions evasion risks and increasing appetite to strengthen
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TFS controls. Relevant TFS coordination and cooperation arrangements are in place, as well as
mechanisms to freeze and unfreeze assets and provide access to frozen funds under the TFS
regime.

468. Lack of oversight of the NPO sector exhibits certain vulnerabilities, i.e., there is no
information on the inherent exposure of NPOs to TF threats, nor on controls adopted by NPOs
aimed at protection from TF abuse. The RIS advised that checks on the possible involvement of
several NPOs in TF activities have been conducted; however, this suspicion was not proven. The
RIS treats this information as classified, therefore no concrete examples are made available to the
AT as to what triggered the suspicions and how the analyses were carried out.

469. Authorities do not make sufficient use of cross border wire transfers data by analysing it
periodically and in a systemic manner with a view to identifying the level of inherent exposure to
TF-related threats. This combined with less nuanced supervisory approaches to TF, as distinct
from ML, and lack of awareness by the private sector on how to identify TF suspicion creates a
vulnerability.

470. Authorities admit that unlicensed MVTS operators are likely to operate in the country
(e.g., hawala providers) and can be used to conduct cross border transfers. Authorities need to
advance their approaches to proactively target the unlicensed MVTS operators.

Overall conclusions on 10.10

471. Romania’s national legal framework ensures the immediate implementation of TF-related
TFS. However, the processes of communication of new designations or changes thereto to all
obliged entities require some improvements (in relation to timeliness and scope/content).

472. No comprehensive assessment has been carried out with regard to the risk of NPO misuse
for TF purposes, consequently, no risk-based measures for NPOs have been introduced.

473. FIs and DNFBPs demonstrates a general awareness of the TF-related TFS obligations,
although the implementations practices demonstrate variable degree of shortcomings. Relevant
coordination and cooperation mechanisms are in place for TFS, as well as processes to freeze and
unfreeze assets and provide access to the frozen funds. No freezing measures have been applied
in accordance with UNSCRs 1267 and 1373.

474. Romania is rated as having a moderate level of effectiveness for 10.10.
4.4. Immediate Outcome 11 (PF financial sanctions)

475. Romania is not an international financial centre and the country’s financial sector is bank-
centric, oriented towards providing financial services to resident clients. Romania has a relatively
large trading economy>54and has six free trade zones that offer freedom from customs tariffs. The
latter and their geographical location are the main determinants of Romania’s exposure to
sanctions’ evasion risk, including potential PF activities However, it must be acknowledged that
Romania is located at a significant distance from, and has no significant commercial or other close
links with Iran and the Democratic People’s Republic of Korea (DPRK). Operation of unlicensed
MVTS businesses (e.g., hawala networks) might add to a level of PF exposure.

54 https: //wits.worldbank.org/countryprofile /en/rom
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4.4.1. Implementation of targeted financial sanctions related to proliferation
financing without delay

476. Romania makes use of a combination of national, as well as supranational (at EU level)
mechanisms to implement PF-related TFS. On the national level and pursuant to GEO 202/2008,
implementation of PF-related TFS follows the same processes as with TF-related TFS. At the EU
level, they are addressed based on Council Decision 2016/849 (CFSP) and EU Regulation
1509/2017. UNSCR 2231 on Iran is transposed into the EU Legal framework through EC
Regulation 267/2012 as amended by EC Regulations 2015/1861 and 1862. Both regulations are
binding in their entirety and directly applicable in all Member States.

477. As described in more detail under [0.10, GEO 202/2008 ensures that all UNSCRs are in
their entirety binding for all individuals and entities in Romania. It also provides for a mechanism
for notification of designations and updates to relevant competent authorities by the MoFA,
including those tasked with supervision, which in turn publish this information on their websites
and communicate it further to the obliged entities falling under their supervisory competences.
Communication of new/updated lists of designations proves useful, however, as explained in
detail under 10.10, the process might experience delays in certain circumstances. Moreover, the
content of communication is not comprehensive enough (see Section 4.3.1 for more information).

478.  Although all UNSCRs including changes thereto, are directly applicable in Romania from
the moment of their adoption, notifications sent by the competent authorities to FIls/DNFBPs
serve as an additional important element to raise awareness of the private sector of the relevant
changes (updates, designations). This information is particularly relevant to smaller FIs and
DNFBPs that have limited human and technical resources in compliance areas and rely on manual
screening solutions. On the other hand, most banks and most of the MVTS operators supervised
by the NBR use specialised automated screening solutions that are updated daily (see Section
4.4.3 for more information).

4.4.2. Identification of assets and funds held by designated persons/entities and
prohibitions

479. At the national level, legislation establishes the domestic legal framework in relation to
the implementation of all UNSCRs, including of PF-related TFS. The process as explained for TF-
related TFS in 10.10 is also used for PF-related TFS.

480. The Department for Export Controls of the MoFA is the authority responsible for
implementing government policy in the field of export/import controls, dual use products and
other military operations55. Authorities informed that specific information on the process of
granting of export licenses for dual used goods is classified; therefore, not made available to the

55 Despite not having identified funds and resources of designated individuals pursuant to UNSCRs,
Romania has had experience in identifying and freezing the funds and resources of designated individuals
pursuant to EU sanctions, in the context of the non-proliferation EU restrictive measures regime against
Syria (Council Decision 2013/255/CFSP of 31 May 2013 concerning restrictive measures in view of the
situation in Syria and Council Regulation (EU) No 36/2012 of 18 January 2012 concerning restrictive
measures in view of the situation in Syria and repealing Regulation (EU) No 442/2011). Freezing order
by the Fiscal Administration can be found here:
https://www.anaf.ro/anaf/internet/ANAF /info ue/sanctiuni internationale/ordin blocare debloare.
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AT. The Fiscal Administration is the competent authority that deals with the requests for freezing
and unfreezing of funds or economic resources.

481. No fund and/or assets linked to relevant DPRK or Iran UNSCRs have been identified nor
frozen in the country. In the period under review, no reports have been filed in relation to PF-
related TFS under the UNSCR regimes. This is generally in line with the country profile, as
Romania is geographically located at a significant distance from, and has no significant
commercial or other close links with, the countries concerned.

482. The CIISI is established for the purpose of enabling a general framework of cooperation
for the implementation of all UNSCRs. Among its other duties as elaborated in 10.10, the CIISI
ensures consultation between authorities and public institutions in Romania, including UNSCRs
relating to PF.

483. The National Strategy for Preventing and Combating the Proliferation of Weapons of Mass
Destruction and Their Delivery Systems (Strategy) has been established, which covers 2020-2025
and is aimed at developing and re-enforcing the framework for cooperation and coordination of
the actions taken by the Romanian authorities, as well as the necessary mechanisms and tools for
preventing and combating threats to national security posed by PF. The Strategy is implemented
by the Inter-institutional Consultative Group. The Action Plan for the Strategy is a classified
document, therefore, was not made available to the AT; however, the authorities informed that
the Action Plan concentrates on establishing inter-institutional cooperation mechanisms aimed
at strengthening the capacity to respond to potential risk situations related to illicit transfers of
sensitive items and the use of national financial systems for PF purposes. During the review
period, the following actions have taken place: PF related awareness-raising activities
(“PROTECTOR” Programme) aimed at the domestic commercial and financial-banking
environments; discussions on the review of national legislation concerning PF (Interinstitutional
working meetings); and management of cases incidence to risks associated with the proliferation
of WMD (e.g., related to export controls).

4.4.3. FIs, DNFBPs and VASPs’ understanding of and compliance with obligations

484. The screening of clients against sanction lists and detection of any potential PF-related
TFS assets or funds is conducted by obliged entities also in the same way as for TF-related TFS
(see also [0.10). The institutions supervised by the NBR, namely banks, EMIs, Pls screen clients
against the sanctions lists by using specialised commercial IT programs that are updated on a
daily basis. They carry out ante factum checks, either manually or automatically for all
transactions, and when they perform CDD on the client at the time of onboarding or review of
CDD information.

485. Within the screening process, banks commonly check the name of the client, the date of
birth, the place of birth, shareholders, ultimate beneficial owners, signatories, legal owners, etc.
These checks are done at the time of onboarding, execution of a transaction and periodically. Most
non-banking FIs use lesser sophisticated screening systems, and the frequency/scope of
screening is lower compared to that of banks, although all uniformly confirm that they screen a
client before onboarding.

486. Most of the TFS compliance failures in the banking sector, as identified by the NBR, are
linked to insufficient depth of analysis performed before closing potential TFS alerts. The findings
show that the scope of analysis performed by banks in order to establish the nature of the
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financial operations and identify possible indirect links to sanctioned individuals and entities is
not always sufficient. Other deficiencies relate to the timeliness of the analysis of such alerts.

487. The TFS screening solutions used by Pls and EMIs vary from those acquired from well-
known commercial service providers to systems designed in-house. Supervisory actions
identified, particularly in the case of the latter, an inadequate parametrisation of in-house
screening tools potentially hindering the entity’s ability to identify the sanctioned
persons/entities.

488. Smaller FIs (outside banking and EMIs/PIs sector) have less sophisticated screening
systems, and the frequency/scope of screening checks is lower compared to that of
banks/PIs/EMIs. The NBR’s and the FSA’s examination findings show that in some cases their
supervised institutions fail to implement regular (periodic) checks of the client portfolio.
Examples of other TFS compliance deficiencies include: (i) failure to define the process for
updating the sanctions’ list (for in-house systems or manual solutions); (ii) failure to define
reporting procedures; (iii) failure to implement training procedures on TFS; (iv) failure to analyse
sanctions alerts on time; and (v) inability to provide evidence on performed verification checks
against TFS list, etc.

489. The understanding of TFS obligations by DNFPBs (the exception being legal professionals
that form part of larger international groups) and VASPs is developed to a much lesser degree
than that of the financial sector. Apart from the general requirement to conduct screening against
sanctions lists, limited knowledge was demonstrated regarding freezing obligations, as well as
less articulated processes on scope and frequency of screening and general awareness of PF risks.
Supervisory data shows that commonly identified breaches in the DNFBP sector relate to the
insufficiency of CDD data that enables identification of designated persons and entities.

490. Most interviewed entities had difficulty in explaining how they would identify persons
and assets with indirect links to designated persons or entities. This is consistent with the general
approach taken with regard to TFS by obliged entities, whereby most interviewed concentrate on
screening their clients to satisfy themselves that neither the client, nor the beneficial owner, nor
the beneficiary of funds are under UN sanctions lists. Apart from this, private sector
representatives could not point to additional controls aimed at identifying indirect links or close
associations. Difficulties in identifying BO in complex structures have also been noted by banks
(see 10.4 for more information) which has a potential negative bearing effect on identifying
sanctioned entities and individuals.

491. On a positive note, some banks interviewed on-site have identified sanctions evasion risk
amongst their top three (at times - top five) risks which shows acknowledgment of TFS
importance, awareness of sanctions evasion risks and to some extent acknowledgment of the
related difficulties in identifying assets that might be indirectly owned or controlled by
sanctioned individuals or entities. It must be also noted that, in order to safeguard sanctions
evasion related vulnerabilities, the NBR took actions to raise awareness and improve
implementation practices aimed at identifying close associations with sanctioned
entities/individuals (for more information see section 4.4.4).

492. In addition to the above-described screening practices against the list of sanctioned
entities and individuals, most obliged entities take account of the origin country of clients. Larger
FIs scrutinise transactions with the DPRK and Iran - which trigger enhanced due diligence
measures. Smaller FIs and some DNFBPs stated that they refrain from establishing any business
relationship with clients from the DPRK and Iran.
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493. When questioned on hypothetical situations relating to a possible match with a
designated individual under TFS, many obliged entities explained that they would refrain from
providing services to the clients listed under UN lists, as opposed to filing a report to the NOPCML-
FIU, Fiscal Administration and/or supervisory authorities. No reports concerning UN sanctions
have been submitted to date; however, there were reports concerning EU sanctions.

4.4.4. Competent authorities ensuring and monitoring compliance

Supervision

494. Supervision for implementation of PF-related TFS is carried out by the NBR, the FSA, the
NGO, SRBs and the NOPCML. However, the AT has not been provided with information concerning
implementation of the NGO’s supervisory duties in the TFS area. Supervisory authorities
commonly monitor compliance with the implementation of TFS within the broader AML/CFT
checks; however, in 2019 the NBR started conducting targeted inspections in the TFS area. In this
context, supervision of PF-related TFS is no different from supervision of TF-related TFS.

495. Supervisory authorities do not have specific off-site tools to monitor exposure to
sanctions’ evasion risks and/or controls in the TFS area as opposed to the general AML/CFT area;
this finding is less applicable to the NBR, see below. Thus, planning of PF-related TFS
examinations is not entirely risk-based, i.e., it is mainly driven by AML/CFT concerns where TFS
is an integral part of full scope AML/CFT examinations. The NBR is the most advanced (compared
to other supervisory authorities) in developing its fully-fledged risk-based supervisory approach
to TFS and to some extent separating it from AML/CFT supervision. For example, whilst in 2017-
2018 supervision of TFS by credit institutions was an integral part of AML/CFT supervision,
starting from 2019, the NBR has a possibility to conduct targeted examinations, including in the
TFS area. Moreover, starting from 2022, the NBR developed periodic off-site reporting for credit
institutions that encompass criteria that are also relevant to the TFS area. In addition, the NBR
approach provides for a possibility to conduct ad-hoc examinations based on triggers, such as
whistle-blower information, information received from the other competent authorities, such as
the Fiscal Administration or RIS, serious compliance failures, etc. The FSA started strengthening
its supervisory approach relating to TFS at the beginning of 2022 - the process was triggered by
the imposition of EU sanctions against the Russian Federation.

496. Whilst overall (see table 4.4.1), the NBR and FSA conduct a good number of on-site
examinations, the number of on-site examinations is significantly lower by the NOPCML (this is
attributed to the shortage of resources at the NOPCML'’s supervision division) and does not cover
all supervised sectors. No information on on-site checks have been provided by the NGO and
SRBs.

497. The scope and depth of the NBR’s checks are the most comprehensive in comparison with
the checks performed by the other supervisory authorities. In addition to on-site inspections, the
NBR carries out TFS off-site reviews: 2 in 2018; 1 - in 2019; 28 - in 2020; 6 - in 2021; and 14 -
by July 2022.
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Table 4.5. On-site examinations in TFS area by sector>5é

2017 2018 2019 2020 2021 202257

Banks 34(30) | 23(19) @ 28(23) 17(9) 5(3) 14(5)
Pls 7(7) 4(4) 0 3(3) 2(2) 0
EMIs 1(1) 0(0) 0 0(0) 1(1) 0
Securities entities 47 (1) 43 (2) 42 (1) 41 (1) 41 (1) 18 (0)
Insurance entities 4 (0) 3(0) 10 (0) 7 (0) 10 (0) 1(0)
Credit unions 4 (0) 13 (0) 30 (5) 0 0 2 (0)
Exchange offices 32 (6) 26 (9) 47 (22) O 20 (8) 0
VASPs 0 0 0 0 0 2 (0)
Non-bank financial FIs58 6 59(4) 1360 15(15) 6(6) 961(9) | 1(1)
(13)
Real estate brokers 11 (2) 50 (5) 0 0 0 16 (1)
(agents)
DPMS -pawnshops 12 (1) 13 (1) 47(19) O 56 (3) 0
Lawyers 0 0 49 (1) 0 0 0
TCSPs 0 0 0 0 0 2(0)
Notaries 2000 0 16(1) 0 0 0
Accounting, audit and tax 0 12(0) 111 (26) O 0 0
consultancy
Casinos and gamblingsé2 2(0) 4(1) 0 0 0 0

498.  Although there is no detailed on-site inspections methodology for checks in the TFS area
(i.e, a manual or checklist that comprehensively outlines how supervisors conduct TFS
compliance checks, i.e., what is being checked and how), the NBR and FSA have advised that in
practice testing the application of internal TFS procedures by obliged entities and sample testing
of client files and transactions, as well as verification of the screening solutions forms an integral
part of on-site examinations. The on-site checks performed by the NOPCML concentrate on
sampling of client files and their CDD data with a view to detecting sanctioned entities and/or
individuals. No information on how the on-site checks are carried out has been provided by the
NGO or SRBs. The NBR and FSA would benefit from formalising the detailed rules for TFS on-site

56 This table displays all on-site examinations which include TFS element. No distinction is drawn between
TFS related to TF and PF checks by the supervisory authorities, as well as no distinction between UN and
EU sanction regimes. In brackets - number of onsite examinations out of total that identified
infringements in TFS area, e.g., 20(8) - out of 20 onsite examinations, 8 identified TFS compliance
shortcomings.

57 Until 30.06.2022.

58 Supervised by the NBR.

59 Out of which 3 act also as PI.

60 Out of which 1 act also as PI.

61 Qut of which 1 act also as PL.

62 Inspections carried out by the NOPCML.
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checks, and the NOPCML should deepen the scope and depth of on-site checks in the TFS area, as
well as formalise these processes.

499. Given the deficiencies of FIs/DNFBPs in the area of compliance with their TFS obligations,
as described above (see section 4.4.3), sanctions applied for TFS breaches are not always
proportionate and dissuasive. According to the FSA, this is largely attributed to the fact that
securities and insurance sectors are not heavily exposed to sanctions evasion risks; and that
breaches found during on-site examinations are not severe and are being remedied by the
supervised entities in a short period of time after the on-site visit. On the other hand, whilst the
banking sector is most exposed to sanctions evasion risks, the NBR’s on-site supervision
programme is intense (see table 4.4.1) and overall compliance monitoring approach is thorough,
having led to identification of large number of deficiencies in the banking sector that resulted in
remedial measures being applied. Oversight of TFS compliance amongst the DNFBPs and VASPs
is not sufficient and thus, the number of sanctions applied appears to be low.

500. TFS infringements found by the NBR, the FSA and the NOPCML often result in written
warnings and mandatory letters to remedy shortcomings (which is not considered a sanction);
however, there were also fines applied by the NBR and NOPCML. The NBR issued five warnings
and applied two fines for two banks amounting to approximately EUR 19 000 - for TFS
infringements relating to the EU sanctions regime. During the review period, the NOPCML applied
three fines for exchange offices amounting to approximately EUR 6 300; three fines for real estate
brokers amounting to approximately EUR 6 300; one fine for DPMS amounting to approximately
EUR 2 000; two fines for accountants amounting to approximately EUR 4 200; and one fine for a
FI engaged in lending amounting to approximately EUR 2 000. Since 2020, the NBR makes
information on AML/CFT breaches and subsequent sanctions applied public; thus, if TFS forms a
part of AML/CFT examination, the information on TFS related shortcomings/sanctions is made
public as well.

Awareness raising and guidance

501. With a view to increasing a general awareness on PF related TFS, the national awareness
program called "PROTECTOR - Doing Business in a Safe Environment” is dedicated to educating
the relevant stakeholders about the risks arising from TFS non-compliance with a focus on
preventative measures, including on aspects related to identifying indirect links to sanctioned
individuals and entities, geography-related red flags, sanctions’ evasion techniques, etc.

502. The recipients of this initiative are banks, other FIs and commercial industry engaged in
manufacturing of sensitive goods, logistics, import-export of goods, transport, and scientific
research (relating to innovation, new technologies). In this context, two conferences have been
organized to date, hosted by the NBR, one in 2019 (with 117 FIs’ representatives, including from
32 banks, 9 PIs and EMIs, and as well as 40 non-banking FIs) and the second in 2020 (98
participants from the banking sector). The NBR can be commended for being proactive in
recognising the need for deeper training in the TFS area and organising delivery of presentations
on detection of indirect links to sanctioned individuals and entities, as well as providing guidance
and consultations for the supervised Fls. This is a positive step which is especially relevant given
banks’ exposure to the sanctions’ evasion risk.

503. No specific information on outreach to DNFBPs or VASPs in the PF-related TFS area was
made available to the AT. However, the NOPCML reports that the SRBs and NGO are being
informed on new developments in the TFS area, and information on the NOPCML’s website
include references to updated sanctions’ lists.
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Overall conclusions on 10.11

504. Through Romania’s legal framework the UNSCRs on PF are implemented without delay.
The authorities have cooperation and coordination platforms for TFS, including for PF, and they
organize awareness raising initiatives for a targeted audience (mainly FIs). During the review
period, no funds/assets linked to relevant DPRK or Iran UNSCRs have been identified and frozen
in Romania.

505. Whilst banks, being the most material sector and most exposed to sanctions evasion risks,
have the most sophisticated controls in place when compared to the other sectors, the
identification of indirect links and close associations to sanctioned entities and individuals
remains a concern, especially in light of some BO identification issues. Other sectors outside
banking use less advanced TFS implementation techniques with some processes having notable
shortcomings; that is of a special concern in the DNFBP sector.

506. Whilst the NBR'’s supervisory approach to TFS is generally thorough and requires minor
revisions, other supervisory authorities need to significantly advance their supervisory
approaches to PF-related TFS supervision. Frequency and intensity of on-site checks in DNFBP
and VASPs sectors require major improvements. The number of sanctions applied for TFS
breaches is relatively low and lack proportionality and dissuasiveness.

507. Romania is rated as having a moderate level of effectiveness for 10.11.
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5. PREVENTIVE MEASURES

5.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 4

a) In general, banks demonstrated a good understanding of ML risks to which they are
exposed. Most were able to identify products and services that are more vulnerable to TF and
articulate how these could be used for TF purposes. However, understanding of specific
inherent risks presented by legal persons was less developed in some banks. Understanding of
ML risks in non-bank FIs, including PIs, was also generally good, but understanding of TF risk
is less developed and there is less understanding of business specific risks by exchange offices.
Exchange offices In the DNFBP sector, there was little appreciation of the risks that may be
present in offering company services, and notaries underestimate the risks presented by the
important gatekeeper role that they play for real estate transactions.

b)  Measures have been taken to mitigate the risk that is presented by use of cash, including
legislative restrictions and close monitoring by banks and Pls, including MVTS operators.
However, current thresholds for occasional transactions conducted by currency exchange
offices do not facilitate the application of mitigating measures commensurate with risks faced
in this sector. For some smaller FIs and DNFBPs, including exchange offices and casinos, too
much reliance is placed on sending CTRs to the NOPCML-FIU as a mitigating measure.

c) CDD measures applied by obliged entities are generally risk-based. This is not the case
for exchange offices and most DNFBPs. Several sectors, including banks and Pls, have
implemented effective automated monitoring systems. For DNFBPs, very little focus is given
to scenarios aimed at detecting TF.

d) Outside of banks and PIs, too much reliance is placed on self-declarations and domestic
registers of BO to find out and verify the BO of customers that are legal persons. Registers have
not yet been demonstrated to be accurate and up to date.

e) Generally, EDD measures are being effectively applied. However, despite the risk of
corruption, outside sectors supervised by the NBR, online casinos and VASPs, family members
and associates of prominent individuals will not be identified in all cases since insufficient use
is made of public sources and self-declarations. Detection of indirect links to sanctioned
entities and individuals is a concern.

f) Reporting of suspicion of ML/TF is concentrated in three sectors: banks, MVTS
operators and notaries. Other sectors account for a negligible number of STRs - where there is
evidence of under-reporting of suspected ML/TF. In the case of the legal sector, professional
secrecy requirements interfere with reporting under the AML/CFT Law. Outside the banking
sector and some MVTS operators, no specific focus is given to scenarios for detecting and
reporting TF, except for connections to high-risk countries.

g) Larger FIs have effectively developed three lines of defence, including an independent
audit function which covers AML/CFT compliance. Elsewhere, controls and procedures are
adequate. There are no barriers to group-wide cooperation.
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h) There are gaps in the scope of application of AML/CFT requirements to VASPs.
Notwithstanding this, the sector already has a relatively good understanding of risk and
AML/CFT requirements.

Recommended Actions

Immediate Outcome 4

a)  Supervisors and the NOPCML-FIU should provide: (i) further guidance on sector specific
risk factors, e.g, company services and handling cash, and “red flags” for transaction
monitoring, particularly regarding TF; (ii) typologies for prominent offences seen in Romania
where not already available; and (iii) guidance on practical implementation of TFS, particularly
identification of indirect links to entities and individuals subject to sanctions.

b)  Supervisors should strengthen efforts to promote risk understanding, such that risks are
understood and articulated, e.g., in sectors where risk is under-estimated. The FSA and
NOPCML should ensure that obliged persons periodically conduct business risk assessments
(BRAs) in line with the AML/CFT Law and take appropriate measures to mitigate risk. This is
particularly important for exchange offices. Deeper assessments of risk presented by legal
persons should be shared with obliged entities once undertaken.

c) Supervisors should more actively enforce the prohibition on placing exclusive reliance
on registers of BO as a method for verifying BO information under CDD measures.

d) Reporting levels across sectors should be actively monitored by supervisors, and
measures taken to promote the detection and reporting of suspicion, particularly in those
sectors identified as presenting a higher ML risk that do not report or make only a negligible
number of STRs. The Bar Association and the NOPCML-FIU should publish guidance for the
legal sector to address possible conflicts with professional secrecy requirements.

e)  Supervisors should provide additional guidance on identification of PEPs in cases where
obliged persons do not subscribe to databases provided by third parties.

f) The FSA and NOPCML should ensure that all sectors apply risk based CDD measures,
including exchange offices.

g) The Authorities should extend preventative measures to all VASPs, as defined in the
FATF Standards.

508. The relevant 10 considered and assessed in this chapter is 10.4. The Recommendations
relevant for the assessment of effectiveness under this section are R.9-23, and elements of R.1, 6,
15 and 29.

5.2. Immediate Outcome 4 (Preventive Measures)

509. Romania’s financial sector remains dominated by banks, a large share of which is foreign
owned, and the banking system holds around 80% of financial sector assets. The traditional non-
bank financial sector remains underdeveloped. No information is available on the size of the
DNFBP market. Further information on materiality of the financial sector is available in section
1.4.3 of Chapter 1.

510. Section 1.4.3 of Chapter 1 also provides information on the relative importance of each
sector. Based on materiality and several other factors, including limits placed on the use of cash
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(as described in Chapter 1), the banking sector is weighted as the most important. PIs, including
MVTS operators, are also weighted as most important, given the country’s ML risk assessment of
this sector (medium-high), widespread use of cash (despite limits placed thereon), and high
number of STRs. Exchange offices, and, amongst DNFBPs, notaries, lawyers, accountants and
TCSPs, and VASPs are weighted as highly important. All other sectors are weighted as a
moderately or less important.

511. Section 1.4.4 of Chapter 1 identifies some minor gaps in the coverage of FIs and DNFBPs.
The following activities which are covered by the FATF definition of VASP are not subject to the
AML/CFT Law: (i) exchange between one or more forms of VAs; (ii) transfers of VAs; (iii) safe-
keeping and/or administration of VAs (except for provision of wallets) or instruments enabling
control over VAs; and (iv) participation in, and provision of financial services related to, an
issuer’s offer and/or sale of a VA. Due to the materiality of the sector, this limitation in scope is
important.

512. AML/CFT requirements are not applied to business conducted remotely in Romania by
EEA Fls. Under EEA arrangements, equivalent home country requirements apply to such business
conducted in Romania.

513. The AT’s findings on 10.4 are based on interviews with a range of private sector
representatives, and, where available, supervisory data and other information from the
Romanian authorities (including the NRA and completed questionnaires).

5.2.1. Understanding of ML/TF risks and AML/CFT obligations

514. Understanding of ML/TF risks and AML/CFT obligations varies according to the sector
and size of the obliged entity.

515. During the onsite visit, the NRA (recently adopted), including findings on risk, had not yet
been shared with the private sector. Whilst some banks had been involved in the NRA, directly or
through the Romanian Association of Banks, the involvement of other banks and other sectors
had been limited, at most, to providing input through questionnaires. This necessarily affects
their understanding of risk.

Banks

516. In general, banks demonstrated a good understanding of the ML risks to which they are
exposed (e.g., use of cash, geographic risk, transactions connected to real estate, PEPs, use of
strawmen), and agreed that a medium assessment of residual ML risk in the NRA was appropriate
given the more mature control environment found in the sector (notwithstanding that the
banking system is identified in many ML typologies). However, there was less understanding in
some banks of the risk presented by legal persons (e.g., use of shell company bank accounts to
process linked incoming and outgoing transfers - “transit” accounts).

517. Most banks were able to identify products and services that are more vulnerable to TF
and able to articulate how these could be used for TF purposes. One bank, however, demonstrated
a lower awareness of TF risks and mitigating measures, citing only the use of screening of lists
and some high-risk countries. Banks were also aware of the TF risks presented by NPOs, though
none considered that their particular NPO customers presented a high risk given particular
activities.
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518. Banks prepare BRAs and most demonstrated that these are updated regularly (in most
cases annually). Higher risk customers always include PEPs (where the risk of corruption is
greatest) and customers linked to high-risk third countries. Cash intensive clients (a typology that
commonly features in STRs) and transactions related to the real estate sector were also typically
rated as presenting higher risk (both linked to organized crime and common predicates). Other
examples given of higher risk factors included use of complex structures, legal persons using the
same registered office, high levels of transactions over an account, and sensitive activities (for
example, pharmaceutical companies and consulting services). Few banks identified a resident
legal person with non-resident ownership as a risk factor, notwithstanding that there has been
abuse of shell companies.

519. Methodologies used by banks for the BRA, in general, are fair and sound. Most mentioned
also setting risk appetites and identifying types of clients that could not be accepted under any
circumstances, e.g., VASPs, adult entertainment, gambling, and offshore companies,
demonstrating a conservative approach.

520. In the vast majority of planned inspections conducted in 2021 and 2022, the NBR
evaluated BRAs. In 2021, it also evaluated methodologies for performing and updating risk
assessments (as well as subsequent management and mitigation of risks). Some weaknesses were
observed by the supervisor, including: (i) methodologies not considering all risk factors or
documenting sources of information used to assess risk; (ii) absence of procedures to monitor
changes in risk or update risk assessments; and (iii) failure to consider results of the EU supra-
national risk assessment. The NBR has explained that these findings were not prevalent amongst
banks supervised.

521. The process of customer risk classification is automated and uses a set risk factors
(activity type, transaction volume, cash flow etc.) to compute ML/TF risk assessments for each
customer. Despite the extensive list of risk criteria used to rate customers, most customers are
assessed as presenting a low risk (except for one bank, where risks were evidently higher). One
reason for this is that customers resident in Romania, including legal persons, are generally
considered to present a lower risk (though such persons are involved in ML schemes discussed
in the NRA). The effect of such an approach is limited since banks do not apply simplified CDD,
even when permitted by law (in low-risk cases).

522. All banks demonstrated a sophisticated understanding of their AML/CFT obligations and
of their own AML/CFT policies and procedures. Banks were clear on their respective obligations
related to identification, freezing, and reporting of TFS-related cases.

Non-bank Fls

523. The understanding of ML risks in non-bank FIs, including PIs, supervised by the NBR was
also generally good. Understanding of FIs supervised by the FSA and NOPCML varied among
different sectors/entities. However, many non-bank FIs struggled to articulate how their
institution could be misused for TF purposes. The main exception to this was a global MVTS
operator that trades in Romania through agents.

524. Larger non-bank FIs supervised by the NBR (including PIs) had conducted a BRA and so
were well placed to understand risk. Methodologies used for the BRA, in general, are fair and
sound and are approved at management level. Like banks, the risk assessment is updated
whenever necessary, but at least annually, also considering changes in strategy and
organisational structure. Non-bank FIs supervised by the NBR, have also set risk appetites.
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Inspections of lenders have revealed that some have not developed methodologies for updating
such risk assessments.

525. MVTS operators licensed elsewhere within the EEA were able to confidently articulate
business specific risks, for both ML and TF (e.g., connected to drug and human trafficking, tax
evasion, use of NPOs for TF purposes, and use of agents). Fls supervised by the FSA are not
preparing BRAs in practice and understanding of risks varied, with awareness highest in
asset/fund management companies and the insurance sector. There was less understanding of
business specific risks by the post office (MVTS - postal money orders) and exchange offices.

526. All non-bank Fls recognized (as required by law) PEPs and customers linked to high-risk
countries as presenting a high risk. Other criteria for assessing risk varied across institutions but
included: (i) links to STRs or law enforcement enquiries; (ii) sensitive activities - including
gambling; (iii) high customer transaction levels (above EUR 10 000 per month (PIs)); and (iv)
real estate (lending). Some non-bank FIs have also developed risk appetites which exclude certain
types of customers (e.g., VASPs). Handling of cash was also recognized as a risk by many, with the
possibility of conversion of large amounts at exchange offices. One exchange office mentioned a
conversion of EUR 80 000.

527. Larger FIs which process high numbers of transactions per day, including MVTS operators
licensed elsewhere within the EEA, commonly use algorithms to define customer risk profiles.
When assigning risk to customers, greatest focus is given to geographic origin and
volume/quantity of transactions. In the case of exchange offices, the frequency and volume of
transactions generally determine the risk level of occasional customers. One asset manager’s
description of risk factors was particularly comprehensive, taking account of customer activity,
BO, internal blacklisted customers etc.

528. Like banks, the frequency of risk assessment updates - business (where conducted) and
customer - depends on the risk of the business relationship.

529. Most non-bank FIs demonstrated a generally good understanding of AML/CFT
obligations, as reflected in internal AML/CFT policies and procedures. However, understanding
of obligations is more limited at exchange offices and the post office (MVTS - postal money
orders), which have not implemented risk-based CDD measures (although the risk of the post
office is somewhat mitigated, as their transaction volume is low and mostly domestic). Exchange
offices also provide services to legal persons (through representatives), notwithstanding that
legislation does not permit this, and screen against sanctions lists only for transactions above EUR
10 000. The NOPCML keeps information on the percentage of entities that have presented
deficiencies in knowledge (and application) of AML/CFT provisions leading to sanctions for its
activities in 2019 and 2020. Understanding of AML/CFT requirements was lowest amongst
exchange offices, where around 70% presented deficiencies. Similar information is not available
from the FSA. However, it appears that brokerage companies do not understand what is expected
when placing reliance on foreign counterparts to undertake some elements of CDD.

530. Understanding of TFS-related obligations in non-bank FIs was less robust than in the
banking sector and varied by institution.

DNFBPs

531. DNFBPs in general demonstrated a reasonable understanding of ML/TF risks present at
a country level, however, awareness of how their business may be abused, including risks
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presented by legal persons, was more limited and underestimated in most sectors. Understanding
of risk was stronger in DNFBPs that are a part of international networks.

532. Not all DNFBPs have conducted BRAs, but some were able to provide examples of higher
risk scenarios and list activities outside their risk appetite. These were similar to those given for
Fls.

533. Notwithstanding the use made of lawyers and accountants in company formation and
subsequent administration (e.g., accounting and tax filing), there was little appreciation of the
risks that may be present in the provision of company services. This is not consistent with the
findings of the NRA that assess the ML risk of TCSP activities as high. Some lawyers acknowledged
difficulty in finding out the BO of clients and trend for non-resident customers to set up
companies without visiting Romania, mostly for the purpose of opening a bank account (though
the number of non-resident accounts overall is not significant). TCSPs (which offer company
formation and then accounting and tax filing services) demonstrated very limited awareness of
high-risk scenarios. Lawyers and accountants, even those that are part of international networks,
explained that they do not all provide structuring or tax advice about situations where Romanian
legal persons are used in complex structures. Nevertheless, the AT considers that ML/TF risks in
company formation and administration are under-estimated.

534. Legislation sets the maximum limit for use of cash in real estate transactions (property
transfers) between natural persons at RON 50 000 (EUR 10 000). Notaries act as the main
gatekeeper for real estate transactions in Romania, as, in practice, they check that transactions
over the threshold are paid through a bank account. Notwithstanding the use of real estate in
typologies and high risk attached to this area generally, notaries do not consider ML risks
associated with their activities to be high, in part because of the role played by banks. Again, the
view of the AT is that ML/TF risks are underestimated by notaries.

535. ML risks are not understood by terrestrial casino providers, despite the use of cash and
high assessment of ML risk in the NRA. They consider only residents of high-risk countries visiting
Romania to present a risk. On the other hand, online gambling representatives have a good
understanding of risk in order to support a RBA.

536. Overall, the AT has a feeling that ML/TF risks are under-estimated by DNFBPs in cases
where their customer also has a relationship with a FI, which is also responsible for conducting
CDD on the customer. There is also over-reliance on the effectiveness of cash reports to the
authorities (over EUR 10 000), and sense that risks linked to the use of cash are alleviated through
delivery of such a report.

537. Most DNFBPs classify customers according to risk, taking account of factors such as links
to high-risk countries and PEPs (also in company structure). The NOPCML-FIU reports that
requests for clarification are most often received for: (i) identifying, assessing, and managing risk;
and (ii) identifying and measuring risk factors to classify customers in appropriate risk categories
and to apply CDD using an RBA.

538. The level of understanding of AML/CFT obligations is less sophisticated than for non-
bank FIs, but satisfactory. Understanding of TFS-related obligations and practical knowledge of
the obligations is satisfactory in entities that are parts of international groups (online gambling,
lawyers, and accountants) and notaries. The NOPCML-FIU reports that requests for clarification
are most often received for: (i) identifying the beneficial owners; (ii) identifying PEPs and sources
of wealth; and (iii) implementation of internal controls and procedures. The NOPCML keeps
information on the percentage of entities that have presented deficiencies in knowledge (and
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application) of AML/CFT provisions leading to sanctions for its activities in 2019 and 2020.
Understanding of AML/CFT requirements was high amongst lawyers and notaries (around 4%
and 12% presented deficiencies), but lower for accountants and tax consultants (around 30%
presented deficiencies).

VASPs

539. VASPsin general demonstrated a good understanding of ML/TF risks presentat a country
level and specific ML threats relevant to their business. Both business risk and customer risk are
assessed, and risks associated with un-hosted wallets, tumblers, mixers etc had been identified
(and at some level mitigated by using chain analysis tools). VASPs were able to provide examples
of higher risk scenarios and list activities outside their risk appetite. These were similar to those
given for Fls. Understanding of TF risks is less robust.

540. As the “travel rule” is not implemented in Romania, information is not held about
beneficiaries of VA transfers, which prevents a full analysis of risks.

541. Notwithstanding that regulation of the VASP sector is recent, understanding of AML/CFT
obligations is generally good.

5.2.2. Application of risk mitigating measures

542. FIs, DNFBPs and VASPs have implemented AML/CFT preventive measures to mitigate
their ML/TF risks. The extent to which these preventive measures are applied varies between,
and within, these sectors. Measures applied by banks to mitigate risks presented by legal persons,
and by exchange offices generally, are not considered commensurate with risk.

FIs

543. Banks have developed sophisticated AML/CFT systems and controls (including
monitoring). They typically apply preventive measures commensurate to risk. They build up
profiles for their customers which are reviewed on an ongoing basis - frequency depending upon
assigned risks. For increased and high-risk customers, more scrutiny is applied, such as: (i)
obtaining approval from general management; (ii) requesting more information and
documentation about the client/BO, and source of funds/source of wealth; (iii) obtaining input
from the compliance function; and (iv) more frequent reviews of customer information.

544. Plsand EMIs have also developed AML/CFT systems and controls, commensurate to their
risk (including monitoring). Pls also implement similar risk-based due diligence measures. The
exception is the post office (MVTS - postal money orders), which applies only standard CDD
measures to occasional transactions (transfers) above EUR 10 000. This is inconsistent with the
law and FATF Standard.

545. The NBR has placed limits on access to high-risk financial services, such as the use of
internet banking for external transfer operations, for medium-high- or high-risk customers. This
follows the identification of certain gaps in the onboarding process of legal persons. The NBR
worked with the Romanian Association of Banks to provide guidance on when restrictions should

apply.

546. The situation varies between entities supervised by the FSA, where the insurance sector
demonstrates application of the strongest risk-based systems (reflecting the relative size of the
sector and foreign ownership profile). Overall, the NOPCML reports that risk is usually reflected
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in internal procedures, but that entities with lower complexity, e.g., exchange offices and some
lenders have a “less complex approach” to dealing with risk exposure.

547. Larger FIs do not apply simplified measures to any noticeable extent.

548. The use of cash in Romania presents a high risk given the size of the underground
economy and more general preference for cash rather than card payments. In response, some
banks have stopped all non-customer cash operations, and/or withdrawn from the provision of
currency exchange or MVTS (as agent). Others have reduced their cash “footprint”™ and have
closed or reduced the number of cash tills and ATMs available to customers. Others have imposed
limits on the amount that may be paid into an account (between EUR 10 000 and EUR 15 000)
over which it is necessary to disclose the source of funds. In case of withdrawals, the purpose of
the withdrawal and confirmation that it will be spent in Romania is requested. Counter limits are
also set beyond which management's approval is needed for the withdrawal (RON 100 000 (EUR
20 000) at one bank). Limits are placed also on withdrawals through ATMs.

549. Some PIs do not accept cash. Others that do request information about source of funds
and purpose of the transaction (self-declaration) and require special approval above limits (EUR
2 000 at one PI). Transaction monitoring also manages risks related to cash in PIs (thresholds to
stop a transaction, verify source of funds and to identify structured transactions). The EMI has set
alimit of RON 10 000 (EUR 2 000) on cash transactions, and any amount above must be deposited
on the e-wallet through a bank account.

550. The NRA highlights risks presented using shell companies, and STRs for banks feature
repayments of intercompany loans, legal persons using the same registered office, and beneficial
owners that do not have Romanian links. It is not clear that measures applied by banks to address
this risk are sufficiently effective, and additional measures to deal with shell companies should
be considered (e.g., requesting employment contracts, checking audited financial statements and
tax returns, field visits, etc.).

551. In a case when a legal person or legal arrangement is considered to have a “complex
structure” (which is a risk indicator), banks and other larger FIs take measures to address risk,
including requesting additional information and documentation to identify each layer and to
understand the structure. However, there are different interpretations of the term which leads to
uneven implementation of mitigating measures. For example, a complex structure can be: (i) a
structure with more than two ownership layers; (ii) a structure with shareholders from three
different countries; (iii) any non-transparent situation; or (iv) and structure in which the
beneficial owner does not have Romanian links.

552. Exchange offices handle mostly occasional transactions, where standard CDD obligations
apply to transactions of EUR 15 000 or more. Below this threshold, simplified measures are
required, including identification and verification. Recognising the risk that is presented using
cash (including use by OCGs), some request additional information where the value of the
exchange exceeds EUR 10 000, including information on source of funds. However, not all
customers are prepared to disclose source of funds and so such requests (which do not have a
legal basis where the threshold is less than EUR 15 000) are not enforced, limiting capacity to
identify unusual activity. Such cases do not lead to the rejection of the transaction and most
exchange offices consider submitting a cash transaction report to be a sufficient risk mitigation
measure. Overall, mitigating measures applied in this sector are not commensurate with risks.

553. Tomitigate risk, legislation permits exchange offices to change currencies only for natural
persons. However, in most cases exchange offices do not identify whether the natural person they
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are transacting with is acting on behalf of a legal person (including where the transaction exceeds
the equivalent of EUR 15 000). At the same time, farmers, and construction workers (both
identified as a high-risk sector in the NRA) were identified by exchange offices as customers with
high volume transactions and may be acting on behalf of legal persons. This indicates that, despite
the legal prohibition, currency may be being exchanged for legal persons.

DNFBPs

554. Most DNFBPs described applying only standard measures which do not necessarily take
account of risk (except in limited cases established in the AML/CFT Law). In contrast, online
gambling providers generally have well-structured risk management systems and one accountant
that was part of an international network explained that it applies additional measures to higher
risk customers.

555. In the real estate sector, transactions were often conducted in cash in the past, use of
which has been discussed in the NRA. Restrictions on the use of cash (see Chapter 1) no longer
permit this (above EUR 10 000). Only a notary can: (i) draw up a property deed by which a right
in immovable property is transferred, modified, established, or extinguished; and (ii) send the
application for registration of the deed. They are required also to determine and record the way
payment is made for real estate. In practice, notaries have explained that they will exercise their
functions only where there is evidence that consideration for the transaction has passed through
a bank. This is an effective mitigation tool.

556. In the case of lawyers and accountants who are members of international networks,
customers are often foreign companies, some having complex ownership structures. In such
cases, a central group CDD function is involved in carrying out CDD measures, extending the
number of sources of information that might otherwise be available, and in some cases, customers
are already customers of the group, which simplifies the process.

557. Risks are effectively mitigated in the online gambling sector. There are no cash
transactions - customers can deposit from a bank account, debit or credit card, or voucher (latter
approx. 3%)) - and no peer-to-peer transfers are allowed. Customers are natural persons and
non-residents cannot register for services (unless they can provide a Romanian fiscal code).

VASPs

558. VASPs are applying measures that are commensurate with risk. Although the AML/CFT
Law mandates the application of CDD measures only for occasional transactions above EUR 15
000 (which is not in line with the standard), VASPs have set lower limits. VASPs have developed
different risk-based measures to mitigate ML/TF risks, e.g., different tools to analyse transaction
chains to detect suspicious activity and, at some level, mitigate the risk of using mixers, tumblers,
or the darknet. However, the fact that the “travel rule” is not applied is a limiting factor.

5.2.3. Application of CDD and record-keeping requirements

Fls

559. All FIs conduct CDD measures, with banks having the most comprehensive approach. CDD
measures of exchange offices, the post office, some lenders, and some securities firms are not risk-
based.

560. A large majority of the customer base in Romania is resident in the country. This means
that CDD measures are generally applied on a face-to-face basis, though the Covid pandemic has
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triggered a gradual increase in the number of Fls now offering online on-boarding. Reflecting
advances in technology, the Romanian Digitization Authority now regulates and approves the use
by banks, PIs, and non-bank FIs of remote identification processes using video means, without
the need for the physical presence of the customer, and the NBR has set rules to be observed for
remote on-boarding. According to the NRA report, 15 banks are authorised by the Romanian
Digitization Authority to apply some CDD measures by video, which is designed to mitigate the
risk of identity fraud. In practice, banks offer remote onboarding only to resident customers.

561. Outside the securities and insurance sectors, which use banks to market their products
and where reliance can be placed on CDD information held at group level, there is little or no
appetite to place reliance on third parties to conduct CDD or outsource such activities. In
discussions with the securities sector, it was observed that one asset management company relies
on a group company (bank) to conduct CDD on customers that are common to both.

562. Banks and PlIs make full use of BO information held in the three domestic BO registries,
along with other corroborative sources. For non-resident customers (or customers with non-
resident control and ownership structures), they request foreign BO registry extracts,
information on BO from lawyers and auditors (domestic and foreign) acting for the company, and
use information available in open sources, including external data sources provided by outside
third parties. In practice, banks noted difficulties in establishing BO in cases where structures are
complex. Measures applied are satisfactory. No customers have bearer shares. In other sectors
(except asset management companies), the AT considers that too much reliance is placed 