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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

Key Findings

1. This report represents a summary of anti-money laundering and countering the financing of
terrorism (AML/CFT) measures in effect in the Kyrgyz Republic (Kyrgyzstan) at the time of the EAG
assessors' mission to the county (March 27-April 7, 2017). The report analyses Kyrgyzstan's
AML/CFT system for compliance with the 40 FATF Recommendations and assesses its effectiveness.
The report also contains recommendations for strengthening the existing AML/CFT regime.

Key findings of the mutual evaluation report of the Kyrgyz Republic

1. The assessment team praised Kyrgyzstan's efforts to conduct a national risk assessment.
Nevertheless, there is a limited understanding of money laundering and terrorist financing
risks in the country, while ML/TF risks inherent in Kyrgyzstan are not fully defined.

2. As of the time of the on-site mission, the Kyrgyz authorities had not yet developed a national
AML/CFT strategy; nor had they prepared or approved an action plan to mitigate ML/TF
risks based on the findings of Kyrgyzstan's National ML/TF Risk Assessment Summary
Report, adopted in March 2017. As a result, the objectives and activities of the country's
competent AML/CFT authorities are determined by their own priorities, often lack
coordination, and fail to take account of the actual ML/TF risks.

3. The Kyrgyz authorities, including SFIS, enjoy a broad access to various data sources,
including containing real-time financial intelligence. Law enforcement authorities largely
use the data collection powers of SFIS to obtain information from reporting entities and
foreign FIUs. However, the quality of information in some databases (on legal entities,
beneficial ownership etc.) is not sufficient to generate high-quality financial intelligence.

4. The information made available to law enforcement by SFIS spontaneously or on request is
used both to launch new and pursue ongoing criminal investigations. However, it is difficult
to come to a conclusion regarding the extent to which the information provided by SFIS on
request was used, among others, to investigate high-risk ML/TF offences in Kyrgyzstan The
use of information provided by SFIS as part of a spontaneous dissemination for ML/TF
investigations has moderate effectiveness and limited to a few isolated cases. SFIS's human
and technical (analytical) resources are incommensurate to the extent and nature of its
activities, particularly given the extent of its cooperation with law enforcement, which
affects the speed of request execution.

5. Although law enforcement authorities are aware of their AML/CFT powers and
responsibilities, they do not conduct a comprehensive review of, or develop strategies
(programmes) for preventing, identifying and investigating ML and TF offences based on a
risk-based approach.

6. In certain categories of criminal cases, ML is investigated as an auxiliary offence within the
framework of a broader investigation into a predicate offence. The number of ML
investigations and ML convictions is low.

7. Parallel financial investigations are rare, while some law enforcement bodies do not always
have a clear understanding of their necessity or of the applicable procedure. A
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10.

11.

12.

13.

14.

15.

comprehensive national strategy for identifying and confiscating the proceeds and
instrumentalities of crime and property of corresponding value is missing.

The value of confiscated criminal proceeds, instrumentalities and property is not
commensurate with the damage caused. Representatives of the judiciary confirmed during
working meetings that such mechanisms do work in practice and gave examples of cases
where confiscation was used.

There are no mechanisms in place in the Kyrgyz Republic for managing the value of
seized/confiscated assets. Besides that, no unbiased information is available on how the
seized property is being preserved and managed at the pre-trial stage in practice.

Law enforcement authorities conduct investigations into terrorism-related criminal cases in
compliance with their respective mandates and have legal powers to prosecute all types of
TF. However, TF is not considered as a serious threat.

Although TF-related sanctions are proportionate and even dissuasive, the lack of complete
statistics made it impossible for the assessors to evaluate the impact of criminal prosecution
of TF offences.

Kyrgyzstan's legal framework allows it to properly apply targeted financial sanctions against
individuals and organizations designated by the UN Security Council, as well as to compile
a national list of designated individuals. Nevertheless, the mechanisms available in the
county do not ensure practical application of targeted financial sanctions without delay.
Kyrgyzstan does not ensure the implementation of targeted financial sanctions by all types
of reporting entities listed in the FATF Recommendations. The country lacks a targeted,
inter-agency coordinated risk-based approach to the NPO sector supervision aimed at
identifying and mitigating TF risks. Government authorities lack the information on the size
and number of unregistered NPOs.

Banks demonstrated a good understanding of ML/TF risks (risk of involvement in illegal
activities). Other representatives of financial institutions and DNFBPs have a limited
understanding of ML/TF risks. Financial institutions and DNFBPs do not document the
outcomes of their own assessments of ML/TF risks.

Financial institutions have a good understanding of their AML/CFT obligations. Experts
came to a conclusion that banks have the fullest understanding and ensure the best
implementation of obligations to identify beneficial owners, as well as having access to
beneficial ownership information. In addition, banks account for the largest number of
submitted STRs and threshold transaction reports, with the latter category constituting a
majority among financial institutions. Reporting entities primarily use the criteria and
indicators approved by SFIS, rather than their own criteria, as the basis for filing STRs.

At the time of the on-site mission, the National Bank of the Kyrgyz Republic (NBKR) was
in the process of introducing a pilot risk-based supervisory regime for banks, which utilizes
individual risk profiles, including compliance risks and ML/TF risks. NBKR has the
necessary powers and instruments to apply proportionate and dissuasive sanctions against
supervised financial institutions. Apart from NBKR's pilot project, other supervisors apply
rules-based approach in their activities. Supervision over insurance institutions and
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16.

17.

18.

professional securities market participants is not fully consistent with the Core Principles®
Pawnshops, commodity exchanges and leasing companies are not subject to supervision.

Casinos are illegal in Kyrgyzstan. There are no trusts in the country. Among DNFBPs
operating in Kyrgyzstan, only entities engaged in cash transactions with precious metals and
precious stones have their own designated AML/CFT supervisor (Precious Metals
Department/PMD), however, it does not take the steps necessary to prevent criminals and
their associates from holding an interest or a management function in these entities.
According to PMD, in April 2016 it started the implementation of the risk-based approach
to supervision that takes into account ML/TF vulnerabilities of certain types of reporting
entities and regions of the country. However, neither the mechanism for practical
implementation of this approach or its practical outcomes were demonstrated to the
assessors.

Law enforcement authorities demonstrated a fairly good understanding of the risks
associated with the abuse of legal persons for ML/TF. At the same time, the Kyrgyz
Republic did not analyse the vulnerabilities of various types of legal entities or conduct a
relevant ML/TF risk assessment. There are no mechanisms in Kyrgyzstan to prevent the
illegal use of bearer shares for ML or TF purposes (there are conflicting regulations
governing the issue of bearer shares). At the same time, given the absence of this type of
securities on the market, the risks posed by bearer shares can be deemed as low.
Kyrgyzstan's State Register of Legal Entities lacks information on beneficial owners or
effective mechanisms for monitoring the submission of reliable information by legal
entities. The information contained in the State Register of Securities Holders is open to the
public. Each financial institution and DNFBP collects and stores beneficial ownership
information as part of its CDD obligations. Representatives of the banking sector
demonstrated the fullest understanding and implementation of the obligations related to the
identification of beneficial owners.

There are many signs and characteristics of an effective international cooperation
mechanism in place in Kyrgyzstan. Kyrgyzstan's authorities can provide the widest possible
mutual legal assistance in a timely manner and ensure extradition of suspects in ML/TF
investigations, prosecutions and other proceedings, including those related to predicate
offences. Given the rarity of ML/TF investigations and prosecutions in Kyrgyzstan, the use
of international mutual legal assistance mechanisms by the country's authorities is limited.

Risks and Overall Situation

2. Kyrgyzstan is located to the north east of Central Asia. The country's geographical proximity to
Afghanistan, which is home to a significant number of terrorists and terrorist organizations, as well
as its position along major drug trafficking routes and the cross-border cash smuggling “Northern
Route”, all have a major impact on the situation in the country. Problems associated with organized
crime and drug trafficking are particularly acute in the south of the country. All this underscores the

! Core Principles related to AML/CFT include: Basel Committee on Banking Supervision (BCBS) Core Principles 1-3, 5-

9, 11-15,

26 and 29; International Association of Insurance Supervisors (IAIS) Principles 1, 3-11, 18, 21-23 and 25;

International Organization of Securities Commissions (IOSCO) Principles 24, 28, and 31; and points of responsibility A,
B, C and D. Experts can refer to the assessments of compliance of the country with those Core Principles where they are

available
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threat associated with drug trafficking and related ML risks.

3. InDecember 2012, the Investment Round Table public association prepared the report on shadow
economy in Kyrgyzstan at the request of the Ministry of Economy of the Kyrgyz Republic under the
World Band project. According to the report, the shadow economy made up, by some estimates, 39%
- 43% of the country’s GDP in 20112 The formation of the shadow economy in the country leads to,
among other things, tax evasion. The presence of shadow economy and the use of cash not only
increase the potential of tax evasion and money laundering, but also make it more difficult for law
enforcement bodies to identify these types of criminal offences. Besides that, the cash-intensive
nature of the economy facilitates the emergence of alternative remittance systems and physical
transportation of money by cash couriers.

4. According to the OECD’s report issued under the 3rd round of monitoring of Istanbul Anti-
Corruption Action Plan, Transparency International’s Corruption Perception Index placed
Kyrgyzstan at 136" place out of 175 countries in 2014, meaning that corruption remains a serious
problem in Kyrgyzstan.

5. Despite the fact that Kyrgyzstan is not a regional financial centre, the high level of corruption
and the cash-intensive nature of its economy increase the risk of ML through the banking and DNFBP
sectors. Given the size of the banking sector assets and their concentration, the level of ML risks in
this sector is high.

6. Analysis of the material provided by Kyrgyzstan revealed that, among DNFBPs, persons carrying
out transactions with precious metal and precious stones are best covered by AML/CFT requirements.
Meanwhile, the AML/CFT law does not assign notaries and independent legal professionals engaged
in the preparation of real estate transactions to the category of reporting entities, hence they are not
required to comply with CDD requirements.

7. There are valid indicators pointing to the presence in Kyrgyzstan of terrorist and terrorist
financing risks. Kyrgyz nationals participate in the conflict in Syria and Iraq in the capacity of foreign
terrorist fighters, as well as being the target of aggressive terrorist recruitment efforts. According to
the media, more than 500 Kyrgyz nationals are currently in Syria.

8.  There are potential risks associated with the abuse of NPOs for terrorist financing. Despite the
involvement of several government agencies in supervision over the NPO sector, the country lacks a
coordinated interagency approach to the NPO sector supervision aimed at identifying and mitigating
TF risks.

Overall Level of Effectiveness & Technical Compliance

9. The assessment team praised Kyrgyzstan's efforts in conducting a national risk assessment.
Nevertheless, they believe that the county's understanding of ML/TF risks is limited.

10. Kyrgyzstan conducted two national-level risk assessments, in 2015 and 2017, whose findings are
reflected in the ML Risk Assessment Report (2015 Report) and the ML/TF Risk Assessment
Summary Report (2017 Report). The findings of the 2015 ML risk assessment were not used in future
work; nor were they made available to entities covered by the AML/CFT legislation or had any impact
on the understanding and mitigation of ML risks. The 2017 Report, which contained input from a

2 Report on the conducted research of the shadow economy in the Kyrgyz Republic //
http://mineconom.gov.kg/index.php?option=com_projects&cid=35&id=71&Iltemid=113&lang=ru
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limited number of representatives of Kyrgyz state bodies, does not contain a complete and holistic
picture of the ML/FT risks facing the country.

11. Besides the 2015 and 2017 Reports, neither the competent authorities nor the private sector
conducted any ML/TF risk assessments or studies on this topic of their own. Each competent authority
forms its own, independent from others, understanding of the existing ML/TF risks based on its
practical experience, while the importance of commonalties tends to be either ignored or not fully
taken into account.

12. Supervisors see risks in other sectors. For example, NBKR identified the cash-intensive nature
of the economy as the most obvious source of the ML threat. Given the volume of cash in circulation
and the concentration of assets, NBKR views banks as particularly vulnerable to ML/TF risks
compared with other reporting entities. The Precious Metals Department, meanwhile, views the
purchase from the population of precious metals, jewellery and scrap thereof with cash possibly
obtained as a result of criminal activities, as particularly vulnerable to ML risks. According to the
assessors, such views, although fully justified, do not fully reflect the situation with ML/TF risks as
a whole.

13. Recognition and understanding of ML risks by law enforcement is based on the number of
predicate offences committed in the country (tax evasion and drug trafficking). Law enforcement
authorities do not pay attention to the in-depth assessment of ML methods/trends or the value of
criminal proceeds generated through these crimes.

14. Law enforcement authorities rate TF risks as low and do not view TF as a serious threat to
national security, a position not shared by experts (see 109).

15. The country's authorities do not analyse or assess the risk of abuse of different types of NPOs for
TF, nor do they conduct any TF awareness-raising activities in this sector. This approach, according
to experts, is at odds with the risk profile of the country's NPO sector (see Chapter 1).

16. As of the time of the on-site mission, the Kyrgyz authorities still lacked a national AML/CFT
strategy; nor had they prepared or approved an action plan to mitigate ML/TF risks based on the
findings of Kyrgyzstan's National ML/TF Risk Assessment Summary Report, adopted in March 2017.

17. The findings of ML/TF risk assessments are not used in Kyrgyzstan to justify exemptions or the
use of enhanced and simplified measures. Certain categories of financial institutions and DNFBPs are
not subject to AML/CFT requirements. These exemptions are not made on the basis of risk assessment
findings.

18. The absence of a national AML/CFT strategy means that the competent authorities pursue
AML/CFT activities and objectives in line with their own priorities, often without proper
coordination, and fail to take into account the existing ML/TF risks.

19. Kyrgyzstan did not provide examples of notification by the country's competent authorities of
each other about the risks identified and examples of measures taken by the competent authorities
based on the findings of the ML/TF risk assessment.

20. In Kyrgyzstan, the responsibility for promoting interagency cooperation is assigned to the
Interagency Commission, chaired by the country's Prime Minister, which is also responsible for
decisions concerning the coordination and conduct of risk assessments, as well as for the preparation
and implementation of the national AML/CFT/PF strategy. Meanwhile, the responsibility for drafting
a national strategy and its implementation plan for the subsequent approval by the Interagency
Commission is assigned to SFIS.

21. Despite the fact that each Kyrgyz competent authority maintains its own statistics, there are no
7
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consolidated and national-wide statistics on AML/CFT matters, a deficiency that affects the ability
of government agencies to assess ML/TF risks and develop sound AML/CFT policies designed to
mitigate these risks.

22. The country's competent authorities within the Interagency Commission fail to take practical
steps to promote proliferation financing-related cooperation and coordination, develop and implement
policies or undertake action. Throughout its existence, the Interagency Commission has never
discussed issues related to the fight against proliferation financing.

23. Kyrgyzstan has not done enough to ensure that financial institutions and DNFBPs are aware of
the existing ML/TF risks in the country. Representatives of institutions and organizations covered by
AML/CFT requirements are largely not aware of the 2017 Report findings and failed to demonstrate
how they will use them to meet their obligations.

24. Law enforcement authorities largely use the data collection powers of SFIS to obtain information
from reporting entities and foreign FIUs. SFIS's analytical findings and other intelligence passed on
to law enforcement are used both in on-going investigations and to launch new ones. Nevertheless, a
number of shortcomings affect the effectiveness of cooperation. It is difficult to come to a conclusion
regarding the extent to which the information provided by SFIS on request was used, among others,
to investigate high-risk ML/TF offences in Kyrgyzstan. The quality of information in some databases
(on legal entities, beneficial ownership etc.) is not sufficient to generate high-quality financial
intelligence. The use of information provided by SFIS as part of a spontaneous dissemination for
ML/TF investigations is limited to just a few isolated cases. SFIS's human and technical (analytical)
resources are incommensurate to the extent and nature of its activities, particularly given the extent
of its cooperation with law enforcement, which affects the speed of request execution.

25. Due to the lack of a systematic approach to the identification of sectoral ML/TF risks,
Kyrgyzstan's law enforcement agencies investigate ML as an auxiliary offence within the framework
of a broader investigation into a predicate offence. Some law enforcement agencies lack a clear
understanding of the necessity of parallel financial investigations.

26. The Kyrgyz law enforcement and judicial authorities have access to the necessary legal
mechanisms needed to identify criminal proceeds (including funds and property) and seize them, in
order to ensure recovery of damage caused by a crime, including ML and TF.

27. The results of confiscations do not reflect the existing ML/TF risks. A comprehensive national
strategy for identifying and confiscating the proceeds of crime is missing, while legal restrictions
impact the effectiveness of measures adopted.

28. There is no effective mechanism for managing the value of seized/confiscated assets; nor has
Kyrgyzstan provided any objective information about how the seized property is preserved and
managed in practice at the pre-trial stage.

29. Although empowered to prosecute all types of TF offences, the competent law enforcement
authorities, based on their assessment of a terrorist threat, do not consider TF a serious threat.

30. There are examples of criminal investigations into and prosecutions for TF. At the same time,
due to the lack of experience among law enforcement authorities in identifying and investigating TF

8
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offences and among judiciary authorities in hearing such cases, proving TF remains a challenge.

31. Kyrgyzstan's legislative framework allows it to properly apply targeted financial sanctions
against natural and legal persons designated by the relevant UNSC resolutions. The Kyrgyz
authorities take additional steps to monitor and restrict the flows of assets to/from Iran and North
Korea via Kyrgyzstan in order to combat proliferating financing. Still, the existence of significant
shortcomings in the application of targeted financial sanctions, as well as reporting entities'
misunderstanding of their obligations, undermines the effectiveness of these steps. Kyrgyzstan does
not enforce the application of targeted financial sanctions by all types of reporting entities listed in
the FATF Recommendations.

32. Despite the involvement of several government agencies in the monitoring of the NPO sector,
the country lacks a coordinated interagency risk-based approach to the NPO sector supervision
focused on identifying and mitigating TF risks.

33. The country's authorities did not analyse or assess the NPO sector for possible risks of their abuse
for TF; nor do they conduct any awareness-raising activities (trainings or publication of guidelines).

34. Government authorities lack the information on the size and number of unregistered NPOs.

35. Despite the evidence pointing towards the existence of TF in the country, there is a lack of a
common understanding of the level of TF risks in Kyrgyzstan. Therefore, in view of the identified
shortcomings in the system, the measures undertaken so far cannot be considered sufficient.

36. Financial institutions have a good understanding of AML/CFT obligations established by law. A
good understanding of AML/CFT obligations was demonstrated by banks and dealers in precious
metals and precious stones. However, reporting entities have a mixed understanding of ML/TF risks
(the risk of involvement in illegal activities). The best understanding of ML/TF risks was
demonstrated by banks. Other representatives of the financial sector and DNFBPs have a limited
understanding of ML/TF risks. Financial institutions and DNFBPs do not document the outcomes of
their own assessments of ML/TF risks.

37. Financial institutions adequately comply with CDD and record keeping requirements. Banks
have the fullest understanding and ensure the best implementation of the obligations to identify
beneficial owners, as well as having access to beneficial ownership information. Despite the absence
of a statutory requirement, some financial institutions adopt certain risk mitigating measures and
stricter CDD procedures in the form of enhanced transaction monitoring in respect of domestic PEPS.

38. The total number of reports (on transactions that are subject to mandatory monitoring) submitted
by reporting entities in 2016 exceeded 800,000, a vast majority of which (over 99%) were mandatory
monitoring reports filed by banks. It should be noted that financial institutions tend to use the
indicators for the submission of STRs developed by SFIS, instead of developing their industry-
specific criteria. The number of reports related to transactions that are subject to mandatory
monitoring or STRs sent by DNFBPs is small. Following the meetings with the representative of
DNFBPs, it was concluded that DNFBPs do not use the STR mechanism because they do not
understand ML/TF risks in their sectors and ambiguously interpret the STR-related provisions of the
AML/CFT law.

39. Kyrgyzstan has an adequate licensing regime for all financial institutions, except for leasing
9
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companies and commodity exchanges. However, measures to prevent criminals and their associates
from holding a controlling interest or a management function in pawnshops, leasing companies,
commodity exchanges and DNFBP sectors, as well as measures to prevent criminals and their
associates from holding a controlling interest in insurance institutions and professional securities
marker entities, are neither provided for in legislation nor applied in practice.

40. The supervisory authorities did not provide any documentary evidence (e.g., reports, statements,
newsletters or analytical materials in other format) demonstrating that sectoral ML/TF risks
assessments were conducted.

41. Supervisors generally use the rule-based approach to AML/CFT supervision of financial
institutions other than banks. Elements of a risk-based approach (other than related to ML/TF risks)
are used by supervisors to determine the frequency of inspections. NBKR is currently implementing
the pilot risk-based supervisory regime for banks, which utilizes individual risk profiles, including
compliance risks and ML/TF risks. Pawnshops, commodity exchanges and leasing companies are not
subject to AML/CFT supervision/monitoring.

42. Kyrgyzstan has gaps in supervision of DNFBPs. Real estate agents, notaries and independent
legal professionals involved in the preparation of real estate transactions have no AML/CFT
supervisors. The supervisory functions of the Precious Metals Department (PMD), including those
related to AML/CFT supervision of dealers in precious metals and precious stones, are limited:
inspections are subject to approval by the Kyrgyz Economy Ministry and prior notification of the
supervised entity. According to PMD, in April 2016 they began the implementation of the risk-based
approach to supervision of reporting entities that takes into account the ML/TF vulnerability of
specific types of reporting entities and regions of the country. However, the supervisor has not
demonstrated the mechanism of the practical implementation of this approach and its specific
outcomes.

43. NBKR is authorized to apply and applies various measures and sanctions, including suspension
and revocation of licenses, against the supervised entities for breaches of AML/CFT requirements.
Gosfinnadzor and the SIT&CC are authorized to apply a more limited range of measures and
sanctions compared to NBKR. SFIS is empowered to impose administrative sanctions against
DNFBPs for breaches of the AML/CFT obligations. PMD is not authorized to impose sanctions for
violation of the AML/CFT requirements. In practice, SFIS imposed sanctions for AML/CFT breaches
only against the following DNFBPs: entities carrying out cash transactions with precious metals and
precious stones.

44. SFIS and NBKR promote a better understanding of AML/CFT obligations in the private sector
through outreach and trainings. However, not enough attention is paid to the training of
representatives of the private sector and representative of some government agencies, in particular on
the issue of ML/TF risk assessment.

45. Law enforcement authorities demonstrated a fairly good understanding of the risks of abuse of
legal entities for ML/TF. That said, Kyrgyzstan does not conduct an assessment of vulnerabilities of
different types of legal persons and related ML/TF risks.

46. Kyrgyzstan lacks the mechanisms for preventing the illegal use of bearer shares for ML or TF
purposes (there are conflicting regulations governing the issue of bear shares). That being said, given
the absence of this type of securities from the country's market (not in circulation or being issued),
the level of risk posed by bear shares can be deemed as low.
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47. Kyrgyzstan takes certain steps to prevent the abuse of legal persons. The country operates a state
Register of Legal Entities and the public state Register of Securities Holders. At the same time, there
IS no adequate system in place for verifying the accuracy of information submitted by legal persons.

48. When registering/re-registering a legal person, the authorities do not check the submitted
documents for accuracy or timeliness (except for passports), only for completeness. The Justice
Ministry is not endowed with any supervisory functions, having the powers only to register and re-
register legal persons.

49. The Register of Legal Entities contains no information on beneficial owners. Each financial
institution and DNFBP is required to collect and retain beneficial ownership information as part of
its customer due diligence obligations. Legislative provisions relating to professional secrecy prevent
competent (law enforcement) authorities from gaining timely access to beneficial ownership
information.

50. Representatives of the banking sector, unlike the public and non-banking private sectors,
demonstrated the fullest understanding and implementation of their obligations to identify beneficial
owners. Reporting entities other than banks do not carry out the verification (sometimes even
identification) of beneficial owners.

51. The sanctions provided for violation of the relevant requirements are not effective, proportionate
or dissuasive.

52. There are many signs and characteristics of an effective international cooperation mechanism in
place in Kyrgyzstan. Kyrgyzstan's authorities are able to provide the widest possible mutual legal
assistance in a timely manner and ensure extradition in ML/TF investigations, prosecutions and
proceedings, including those related to predicate offences. Given the rarity of ML/TF investigations
and prosecutions in Kyrgyzstan, the international mutual legal assistance tools are not actively used
by the country's authorities.

53. There are no legal barriers to the sharing of information with financial sector supervisors from
other countries. The country's supervisory authorities have entered into a number of international
agreements that allow the sharing of information. In practice, supervisory authorities exchange
information on financial institutions with their foreign counterparts in the process of licensing and
appointment of senior managers for financial institutions. The experience of international AML/CFT
cooperation between DNFBP sector supervisors is lacking.

54. A majority of countries that submitted comments on their experience of international cooperation
with Kyrgyzstan tend to rate such cooperation as satisfactory. Kyrgyzstan is also generally pleased
with the level of international assistance it receives.

55. The information, including statistics, provided by the Kyrgyz authorities did not allow the
assessors to evaluate the range of international AML/CFT cooperation (including on issues related to
extradition).

Priority Actions
Kyrgyzstan should:

1. Conduct an in-depth risk assessment at the national level with the full participation of all
stakeholders, drawing attention to the practical ML/TF methods and techniques.

11
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2.

10.

11.

12.

Develop a national AML/CFT strategy and priorities, as well as implement the AML/CFT risk-
based approach based on the identified ML/TF risks. Kyrgyzstan should also improve
AML/CFT/PF cooperation and coordination among competent authorities.

With a view to boosting the effectiveness and timeliness of adopted measures, make more human
resources available for SFIS and improve its technical (analytical) tools to ensure they are
commensurate to the scope and nature of its activities, including with account for the extent of
its interaction with law enforcement agencies.

Kyrgyzstan's law enforcement authorities should regularly inform SFIS on their use of
spontaneously provided information and data.

Ensure implementation of targeted financial sanctions without delay in accordance with the
UNSC sanctions regimes, and communicate them to the reporting entities and the general public
in a timely manner.

Ensure that the competent authorities have timely access to beneficial ownership information.

Take steps to prevent criminals or their associates from holding a controlling interest in insurance
companies, professional securities market participants (management companies and brokers),
pawnshops, leasing companies, commodities exchanges and dealers in precious metals and
precious stones.

Designate an AML/CFT supervisor (or grant supervisory powers to a SRB) for real estate agents,
notaries and independent legal professionals involved in the preparation of real estate
transactions, as well as extend the obligation to fully comply with the AML/CFT Law as required
by FATF Recommendations to notaries and independent legal professionals involved in the
preparation of real estate transactions.

Set up a mechanism for the effective management of frozen or confiscated assets, as well as
designate an authority vested with the necessary powers.

Develop clear national law enforcement strategy for identifying, investigating and prosecuting
all types of money laundering offences (including money laundering by third parties and money
laundering as a separate offence), setting out, preferably, the AML/CFT-related responsibilities
of each agency.

Develop a guidance document requiring law enforcement agencies investigating predicate
offences, ML and TF to conduct financial investigations, including spontaneous financial
investigations. In addition, use the experience of conducting financial investigations to provide
training for law enforcement authorities and the judiciary.

Make greater use of the practice of conducting joint investigations and setting up ad hoc
investigation teams.

12
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Effectiveness and Technical Compliance Ratings

Effectiveness Ratings

Moderate Moderate Moderate Moderate Moderate

Moderate Moderate Moderate Moderate

Technical Compliance Ratings

AML/CFT Policies and Coordination
PC PC
Money Laundering and Confiscation
C LC
Terrorist Financing and Financing of Proliferation

LC LC PC NC
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Preventive Measures

LC PC PC
Transparency and Beneficial Ownership of Legal Persons and Arrangements
PC LC
Powers and Responsibilities of Competent Authorities and other Institutional Measures

International Cooperation

LC LC PC LC LC
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MUTUAL EVALUATION REPORT

Preface

This report summarizes the anti-money laundering and countering the financing of terrorism
(AML/CFT) measures in place in the Kyrgyz Republic as at the date of the on-site visit. It analyses
the level of compliance with the FATF 40 Recommendations and the level of effectiveness of
the AML/CFT system, and recommends how the system could be strengthened.

This evaluation of the AML/CFT system was based on the 2012 FATF Recommendations, and
was prepared using the 2013 FATF Methodology. The evaluation was based on information
provided by the Kyrgyz Republic, and information obtained by the assessment team during its on-
site visit to Kyrgyzstan from March 27 to April 7, 2017.

The presented EAG 2™ round evaluation was conducted by the assessment team composed of:

e Mrs. Svetlana Bogdanova, Head of Sector for Coordination of Cooperation with International
Organizations, Financial Monitoring & Foreign Exchange Control Department of the RF
Central Bank (financial expert);

e Mrs. Takhmina Zakirova, Head of International Cooperation Division, Financial Monitoring
Department under the National Bank of Tajikistan (legal expert);

Mr. Mikhail Kolinchenko, Deputy Department Head, Russian Federal Financial Monitoring
Service (law enforcement expert);

Mr. Timur Kurmaniyazov, Deputy Head of Legal Department, National Bank of the Republic
of Kazakhstan (financial expert);

Mrs. Ani Melkonyan, Expert, International Relations Department, Financial Monitoring
Centre of the Central Bank of the Republic of Armenia (legal expert);

Mr. Andrei Romanovski, Deputy Division Head, General Department for Combating
Organized Crime and Corruption of the Ministry of Internal Affairs of the Republic of
Belarus (law enforcement expert);

Mr. Nikita Bobryshev, Administrator, the EAG Secretariat;

Mr. Alexander Vodyanoy, Administrator, the EAG Secretariat;

e Mr. Andrei Seleznev, Chief Administrator — EAG Deputy Executive Secretary, the EAG
Secretariat.

The report was reviewed by the representatives of the EAG member countries: Mrs. Aliya Beisova,
Expert, F8 Department of the Financial Monitoring Committee of the Finance Ministry of the
Republic of Kazakhstan; Mr. Daniil Burda, Chief Specialist — Expert of Regulatory Division, Legal
Department of the Federal Financial Monitoring Service; and the FATF Secretariat.

Kyrgyzstan previously underwent the EAG mutual evaluation in 2007, conducted according to the
2004 FATF Methodology. The report on evaluation of the Kyrgyz Republic conducted under the 1%
round of the EAG mutual evaluations was adopted by the 6" EAG Plenary in June 2007. The report
is publicly available at the EAG website: http://www.eurasiangroup.org/ru/mers.php

The 1% Mutual Evaluation rated Kyrgyzstan as not applicable in respect of 2 Recommendations; non-

compliant with 16 recommendations; partially compliant with 17 recommendations; largely

compliant with 9 recommendations; and compliant with 5 recommendations. The Kyrgyz Republic

was rated partially compliant or non-compliant with 10 of the Core and Key Recommendations.

Following the adoption of the mutual evaluation report, Kyrgyzstan was placed in the EAG enhanced

follow-up process. Besides that, the Kyrgyz Republic was also placed in the monitoring process by
15


http://www.eurasiangroup.org/ru/mers.php

the FATF International Cooperation Review Group (ICRG) in 2011.

Since then, Kyrgyzstan implemented measures for improving its AML/CFT system. In summer
2014, the Kyrgyz Republic was removed from the ICRG monitoring process based on the outcomes
of the FATF on-site visit which concluded that Kyrgyzstan had demonstrated political commitment
and achieved some progress. In November 2014, Kyrgyzstan presented the 11" detailed follow-up
report to the 215 EAG Plenary for its removal from the enhanced follow-up and placement in the
regular follow-up process (providing updated reports once in three years). Following the discussion
of the report, the Plenary concluded that Kyrgyzstan had eliminated the deficiencies related to all
Core and Key Recommendations and could be rated largely compliant (LC) with those
Recommendations in terms of technical compliance. After that, the Kyrgyz Republic was placed in
the regular follow-up process. The 11" follow-up report of Kyrgyzstan is also available at the EAG
website: http://www.eurasiangroup.org/en/mers.php
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CHAPTER 1. ML/TF RISKS AND CONTEXT
General Information

56. The Kyrgyz Republic (Kyrgyzstan) is located in the north-eastern part of Central Asia, covering
199,900 square kilometres. Almost 90% of the territory is located higher than 1500 meters above the
sea level. The mountains (Tien Shan and Pamir mountains and their systems) separate the economic
and demographic centres of the country: Chuysk Valley in the north and Fergana Valley in the south.
In the administrative terms, the territory of Kyrgyzstan is subdivided into seven regions. The capital
of Kyrgyzstan is Bishkek city. The population of Kyrgyzstan exceeds 6 million. Kyrgyz nationals
comprise over half of the population (73.2%), with Uzbeks and Russians at 14.6% and 5.8%,
respectively. The Kyrgyz language is the national language, while Russian has the status of the
official language. The majority of the population are Sunni Muslims, with a Christian minority
(mostly Orthodox).

57. In 2016, the Kyrgyz economy continued to demonstrate a positive growth momentum.
According to the preliminary estimates of the National Statistics Committee (NSC) of the Kyrgyz
Republic, the GDP grew in real terms by 4.3 percent (up 3.9% from 2015). The economic growth
was supported by all key sectors of the economy. In nominal terms, the GDP amounted to KGS
476.3.0 billion (USD 6.81 billion®). In 2016, exports fell by 1.5% to USD 1.6 billion, with gold
accounting for the largest share of export revenues. The net volume of incoming (money) transfers
reached USD 1.9 billion, up 16.9% from 2015, with remittances from migrant workers accounting
for a significant portion of the current incoming transfers. In 2016, the net volume of incoming
remittances sent by individuals via money transfer systems amounted to USD 1.6 billion compared
with USD 1.3 billion in 2015.

58. Kyrgyzstan is a sovereign, democratic, secular, unitary and social welfare state built on the
principles of secular democracy and the rule of law. The Declaration of Sovereignty of Kyrgyzstan
and the Declaration of Independence were adopted on December 15, 1990 and August 31, 1991,
respectively. The Kyrgyz Constitution of May 5, 1993, with amendments of June 27, 2010, and
envisions the parliamentary-presidential form of governance.

59. The President of the Kyrgyz Republic is the head of state elected for a single term of 6 years,
without the right of re-election. The Parliament of the Kyrgyz Republic (Jogorku Kenesh) is a
representative body that exercises the legislative powers and control functions within its terms of
reference. The Parliament is composed of 120 members elected for a term of 5 years according to
the proportional representation system. The executive power in Kyrgyzstan is exercised by the
Government headed by the Prime Minister, who is nominated by the Parliament and approved by the
President, as well as by the ministries, state committees, administrative agencies and local
administrative authorities subordinated to the Central Government. The State Financial Intelligence
Service (SFIS) under the Kyrgyz Government is also subordinated to the Government.

60. Judicial powers are exercised through constitutional, civil, criminal, administrative and other
types of judicial proceedings. Kyrgyzstan has a three-tier judicial system comprising territorial and
city courts of general jurisdiction; seven regional courts of appeal and the Bishkek city court; and the
Supreme Court. The Supreme Court includes the Constitutional Chamber, which is responsible for
constitutional oversight.

61. The Kyrgyz Republic has a civil law system. In Kyrgyzstan, all legal acts are subdivided into
laws and regulations. The hierarchical system of legal acts is as follows:

1) Constitution and Constitutional Amendment Laws;
2) Constitutional Laws;

3 One US dollar is equal to 68.85 Kyrgyzstani soms (KGS) as of June 2017.
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3) Codes;

4) Laws;

5) Presidential Decrees;

6) Resolutions of the Parliament (Jogorku Kenesh);

7) Resolutions of the Government;

8) Regulations of the National Bank and the Central Election and Referendum Commission;

9) Regulations of the government authorities empowered to issue under-statutory acts pursuant
to the legislation delegating regulatory powers;

10) Regulations of local administrative authorities.

62. Kyrgyzstan is a member of the United Nations (UN) since 1992. It is also a member of various
regional organizations such as the Eurasian Economic Union (EAEU), Collective Security Treaty
Organization (CSTO), Commonwealth of Independent States (CIS) and the Shanghai Cooperation
Organization (SCO). Kyrgyzstan is also a member of more than 100 international organizations,
including the Organization for Security and Cooperation in Europe (OSCE), CIS Anti-Terrorism
Centre (ATC), World Bank, etc. In 2004, Kyrgyzstan was one of the founding members of the EAG.
According to the Kyrgyz Republic Foreign Ministry, Kyrgyzstan maintains diplomatic relations with
over 130 countries.

ML/TF Risks and Scoping of Higher-Risk Issues
Overview of ML/TF Risks

63. In December 2012, the Investment Round Table public association prepared a report on the
shadow economy of Kyrgyzstan at the request of the Ministry of Economy of the Kyrgyz Republic
as part of the World Bank project. According to the report, the shadow economy made up, by some
estimates, 39% - 43% of the country’s GDP in 2011. The Kyrgyz National Statistical Committee
regularly publishes statistics on the size of the "non-observed economy" in the country. Since 2011,
this figure has been gradually increasing and reached 23.8% of the GDP in 2015. The difference in
numbers is due to the difference in the calculation methods used, according to which the term
"shadow economy" is somewhat broader and includes the non-observed economy that covers only
the legal (but unaccounted) sector of the country's economy. Among the factors contributing to the
creation of a shadow market is tax evasion. The presence of a shadow economy and the widespread
use of cash not only contribute to tax evasion and money laundering, but also make it more difficult
for law enforcement to identify these types of criminal offences. In addition, the heavy reliance on
cash facilitates the emergence of alternative remittance systems and physical transportation of money
by cash couriers.

64. Kyrgyzstan is a transit region for illicit drug trafficking. Narcotic drugs and illicit financial
flows move along the “Northern Route” towards Russia and Central Asia. The country's security
forces seize significant volumes of narcotic drugs (over 110 tons from 2010 to 2014). More than one
third of the identified offences related to illicit drug trafficking fall into the category of serious or
mostly serious. The problem of organized crime and drug trafficking is particularly acute in the south
of the country. All of this underscores the seriousness of the threat posed by drug trafficking and
related money laundering.

65. The latent nature of drug trafficking means that its proceeds can be accumulated in the legal
sector of the economy both inside the country and abroad, as well as be used for terrorist financing,
a process facilitated by the use of modern payment methods and participation of organized crime in
drug trafficking.

66. In the OECD report compiled as part of the 3 round of monitoring of compliance with the
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Istanbul Anti-Corruption Action Plan, Kyrgyzstan was ranked 136" out of 175 countries in the 2014
Corruption Perceptions Index prepared by Transparency International. This shows that corruption
remains a major problem for Kyrgyzstan.

67. Although Kyrgyzstan is not a regional finance centre, the high corruption level and the cash-
intensive nature of its economy increase the risk of ML through the banking and DNFBP sectors. In
late 2016, the assets of the financial sector amounted to KGS 195.2 billion (USD 2.8 billion), or
42.6% of the GDP*. The assets of the banking sector account for 91.2% of the entire financial sector,
while the share of the assets of non-bank financial institutions (NBFI®) is equal to 7%. It is
noteworthy that seven largest banks account for 67% of the assets of the entire banking sector.
International remittance services, provided by commercial banks that act as agents of international
payment systems, remain very popular in the country. When it comes to AML/CFT, the country's
banking sector should act as a filter, blocking the flow of criminal capital into the legal financial
sector. Given the size of assets and their concentration, Kyrgyzstan's banking sector (in comparison
with other segments of the financial sector) is more exposed to ML/TF risks.

68. Kyrgyzstan did not provide information on the assets of the DNFBP sectors or volume/value of
transactions carried out in these sectors. Analysis of information provided by Kyrgyzstan shows that
entities engaged in cash transactions with precious metals and precious stones are best covered by
AML/CFT legislation, compared with other types of DNFBPs. According to the AML/CFT Law,
notaries and independent legal professionals involved in the preparation of real estate transactions
do not fall into the category of reporting entities and, therefore, are not obliged to comply with CDD
requirements. Furthermore, there are no designated authorities or self-regulatory bodies responsible
for AML/CFT supervision (monitoring) of real estate agents, notaries and independent legal
professionals involved in the preparation of real estate transactions.

69. Among the specifics of real estate services provision in Kyrgyzstan are the need for real estate
agents to search for both sellers and buyers of real estate property and their non-involvement in the
corresponding financial flows. ML risks in Kyrgyzstan's real estate sector are linked to investments
in real estate development and purchases of new homes, which occurs without the participation of
professional real estate agents. The same is true for notaries, who certify real estate transactions
without acting as a mediator in the exchange of funds. In the precious metals and stones sector,
transactions involving the purchase of precious metals, jewellery and scrap thereof from members of
the public for cash that could have been obtained by illegal means are vulnerable to ML. Although
all these factors contribute to the vulnerability of the DNFBP sectors to money laundering, the
country-related specifics of the activities of certain categories of DNFBPs and supervision of the
precious metals and precious stones sector reduce the impact of the relevant risks.

70. There are risks of terrorism and terrorist financing in Kyrgyzstan. Kyrgyz nationals take part as
foreign terrorist fighters in the conflicts in Syria and Irag, as well as being actively recruited by
various terrorist organizations®. According to the media, more than 500 (approx. 1000 and 721 as per
the Interior Ministry of the Kyrgyz Republic and NBKR, respectively), Kyrgyz nationals are
currently taking part in the fighting in Syria.

71. There are currently 547 individuals and 14 entities, including Al-Qaeda, Taliban and ISIL, on
Kyrgyzstan's terrorist, extremist and proliferation watch list”. The listed persons are known to be
members of ISIL. Taking into account the military defeats if ISIL in Syria, there is a possibility that

4 Financial Sector Stability Report of the Kyrgyz Republic , June 2017 //
http://Aww.nbkr.kg/DOC/05072017/000000000047505.pdf

5 In terms of the Kyrgyz financial sector composition, NBFIs include: microfinance companies, credit unions, exchange
offices, payment services providers and special-purpose financial institutions (see Table 1)

® Terrorism.kg: External and internal factors //

http://24.kg/obschestvo/29682_terrorizmkg_vneshnie i_vnutrennie faktoryi /

" Kyrgyzstan's National List // https:/fiu.gov.kg/sked/1
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these Kyrgyz nationals with combat experience will return home.

72. Kyrgyzstan's geographical proximity to Afghanistan® and its position along the Northern® drug
trafficking and cross-border cash smuggling route are also a major factor.

73. There is a potential risk of NPOs being involved in terrorist financing in Kyrgyzstan. Despite
the involvement of multiple government agencies in the monitoring of the NPO sector, the country
lacks a coordinated interagency risk-based approach to the NPO sector supervision aimed at
identifying and mitigating TF risks. The Kyrgyz authorities lack accurate information about the size
and number of non-registered (not registered as a legal entity) NPOs. As part of their study of the
religious situation in Kyrgyzstan, the country's authorities carried out work to determine the number
of unregistered religious organizations, including Islamic ones (512 mosques).

74. According to the Religious Situation Review Centre of the State Commission on Religious
Affairs (SCRA) under the Kyrgyz President?, there are many problems in the religious sphere that
under certain circumstances may prompt the citizens to pursue religious extremism. The factors that
aggravate the situation include poor socio-economic status of the citizens, low level of religious
literacy and insufficient inter-agency coordination and cooperation. All this indicates the presence of
factors that give rise to potentially high risks related to both terrorist activities and financing of such
activities.

Country’s risk assessment

75. The Working Group on Risk Assessment, composed of over 40 representatives of various
government agencies and the private sector, was established at a meeting of the Commission on
Combating the Financing of Terrorism (Extremism) and Money Laundering (Interagency
Commission), held on June 12, 2012. From November 2012 to December 2014, the Working Group
conducted a ML risk assessment in the country based on the World Bank methodology.

76. In December 2014, the Working Group completed the first phase of the ML risk assessment and
presented the final report to the Interagency Commission for review. In February 2015, the
Commission approved the report on the outcomes of the first phase of ML risk assessment (2015
Report) and established a TF Risk Assessment Working Group.

77. Based on the findings of the ML risk assessment (2015 Report), members of the Interagency
Commission were required within a month to submit to SFIS proposals for inclusion in a Government
Action Plan to mitigate ML risks in the country, while SFIS was required to publish this report on its
website and within two months submit, in accordance with the established procedure, the Action Plan
to mitigate ML risks in Kyrgyzstan for consideration by the Government. However, the assessment
team received no evidence of compliance with these instructions, nor was it provided with any
examples of the practical use by government agencies of the 2015 Report findings to manage or
mitigate the risks identified.

78. The Kyrgyz Prime Minister, by Order No. 619 of December 29, 2015, established a Risk
Assessment Working Group, made up of representatives of SFIS, State National Security Committee,
State Border Guard Service, Interior Ministry, General Prosecutor's Office, National Bank, National
Statistics Committee and representatives of the private sector. It was tasked with assessing ML/TF
risks in the Kyrgyz Republic with participation of the representatives of the private sector (business
community and NPOs) and to present a report on the outcomes of this assessment by 1 March 2016.

8 Kyrgyzstan 2016 Crime & Safety Report // https://www.osac.gov/pages/ContentReportDetails.aspx?cid=19378

9 FATF Report. Financial flows linked to the production and trafficking of Afghan opiates

10 «“perception by the Kyrgyz Population of the Ideology of Religious Extremism and Its Assessment of the National Anti-
Extremism Policy” //

http://religion.gov.kg/wp-
content/uploads/2016/11/%D0%A1%D0%BE%D1%86_%D0%B8%D1%81%D1%81%D0%BB%D0%B5%D0%B4

%D1%86%D0%B8%D1%80%D1%81.pdf
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In March 2017, the Commission approved Kyrgyzstan's ML/TF risk assessment report. However,
2015 and 2017 Reports are not interconnected, nor do they complement each other.

79. The 2017 Summary Report (https://fiu.gov.kg/uploads/58eda69cc9d9e.pdf) contains statistics
on the number of registered offences, the categories of non-profit organizations, a list of financial
institutions with the vulnerability ratings assigned to them, and a list of consequences without any
reference to specific factors. Experts were unable to obtain a full copy of the 2017 Report due to,
according to Kyrgyz officials, its classified nature.

80. The 2017 Summary Report contains information on the following: the number of crimes
recorded in each region; persons who committed them; the amount of damage caused and recovered
(without reference to ML); the number of registered terrorist crimes; categories of persons involved
in terrorist activities; a list of vulnerabilities in financial institutions, DNFBPs and NPOs that can
contribute to the emergence and increase of ML/TF risks (i.e., ML/TF methods and techniques), each
of which is assigned an appropriate risk level: low, medium or high. That said, the Report fails to
take into account the relevance of the above factors in the context of the actual situation with ML/TF
in Kyrgyzstan.

81. According to the 2017 Report, theft, fraud, looting and drug trafficking are among the main types
of predicate offences committed in Kyrgyzstan. Cattle rustling and abuse of office are classified as
criminal activities at high risk of ML, with tax evasion being responsible for the greatest economic
damage. With regard to NPOs, the greatest threat is posed by religious organizations. Among the
Kyrgyz law enforcement agencies, the State Service for Combating Economic Crimes under the
Government of the Kyrgyz Republic (Financial Police) and the Interior Ministry are rated to be most
vulnerable. Meanwhile, exchange offices, commercial banks and money transfer service providers
are characterized by high level of ML/TF vulnerability.

Scoping of higher risk issues

82. In identifying high-priority issues, the assessment team studied Kyrgyzstan's feedback on
technical compliance and effectiveness, including its ML risk assessment report (2015 Report), as
well as information from open sources. The issues listed below concern not only the areas at high
risk of ML/TF (including threats and vulnerabilities), but also the issues that raised the assessors'
concern or particular interest following the study of the materials provided prior to the
commencement of the on-site mission:

83. lllicit drug trafficking. The experience of the country's law enforcement authorities and expert
assessments by the Kyrgyz law enforcement officers and international experts support the conclusion
that drug trafficking poses a serious problem for the country. Drug proceeds can accumulate both
inside the country and beyond, posing a high ML risk (see 101 and 107 for more detail).

84. Tax evasion and corruption. Assessors involved in the on-site mission concluded that despite
the country's understanding of the danger posed to it by corruption and the shadow economy, not
enough is being done to identify, investigate and prosecute money laundering linked to these offences
(see 101 and 107 for more detail).

85. Terrorist financing. During the on-site mission, the assessment team paid special attention to the
fight again tourist financing, concluding that the country's law enforcement authorities do not view
TF as a serious threat. In this regard, assessors believe that the country's law enforcement authorities
should further study the methods used to collect, move and utilize money for TF purposes, taking
into account the available operational intelligence. The outcomes of this work should be used to
formulate a national security strategy (see 101 and 109 for more detail).

86. The NPO sector. Based on the information provided, there are 24,814 NPOs in Kyrgyzstan (with
the country's population standing at little more than 6 million people). The assessment team analysed
the risks, threats and vulnerabilities existing in the NPO sector in Kyrgyzstan, as well as the measures
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undertaken in this context (see 101 and 1010 for more detail).

87. Identification of beneficial owners and politically exposed persons. During the on-site mission,
representatives of government authorities and the private sector other than banks demonstrated a low
level of understanding of the issue of beneficial ownership identification. As required by the Kyrgyz
law, the relevant measures are applied to foreign public officials. In addition, based on the results of
past meetings, experts noted that banks themselves also take measures against domestic politically
exposed persons (see 105 and 104 for more detail).

88. The banking sector. Banking assets account for 91.2% of Kyrgyzstan's financial sector, with
seven largest banks accounting for 67% of the assets of the country's entire banking sector. Given
the cash-intensive nature of Kyrgyzstan's economy, the early stage of implementation of a risk-based
approach to banking supervision and the popularity of remittance services, the assessment team
carefully studied the oversight and monitoring mechanism in the banking sector as well as the steps
taken by financial institutions and supervisors to ensure compliance with AML/CFT requirements
(see 101, 103 and 104 for more detail).

89. The DNFBP sector. Given the existing deficiencies in the regulation and supervision of the
DNFBP sector — where notaries and independent legal professionals are not required to comply with
CDD requirements and there are no designated authorities or self-regulatory organizations
responsible for AML/CFT monitoring/oversight of real estate agents, notaries and independent legal
professionals — as well as the existence of a shadow economy in Kyrgyzstan, its reliance on cash and
a high level of corruption, the assessment team evaluated in detail the effectiveness of the AML/CFT
regime in this sector (see 101, 103 and 104 for more detail).

90. Proliferation financing. Kyrgyzstan has some uranium resources and, in the period under review,
implemented a number of projects on extraction and processing of uranium, as well as exporting
some dual-use commodities and raw materials for nuclear reactors. According to data from various
specialized organizations, there are a number of risks associated with the presence of abandoned
mines'! in Kyrgyzstan, as well as regional risks related to possible smuggling of radioactive
substances along the drug trafficking routes. The assessment team evaluated the effectiveness of
targeted financial sanctions and the level of understanding by financial institutions and DNFBPs of
their duties in the context of the requirements of the relevant UNSC resolutions, including
coordination of efforts and cooperation between the domestic competent authorities responsible for
both countering the proliferation of weapons of mass destruction and its financing (see 101 and 1011
for more detail).

Important Factors
Background and Other Contextual Factors
AML/CFT strategy

91. Government Resolution of the Kyrgyz Republic No0.486-r of October 9, 2012 adopted an
interagency plan for the implementation of the Action Plan to improve the national system for
combating money laundering and terrorist (extremist) (AML/CFT) financing for 2012-2015,
approved by the FATF Plenary on October 28, 2011. One of the items of the said Plan calls for the
conduct of a National Risk Assessment (NRA).

92. On May 28, 2012, Government Resolution No0.324 established a Commission on Combating
Money Laundering and Terrorist (Extremist) Financing(AML/CFT Commission), an advisory and
coordinating body under the Government of the Kyrgyz Republic tasked with coordinating the efforts
undertaken by the Kyrgyz national stakeholders to combat money laundering, terrorist/extremist

HIAEA// https://www.iaea.org/newscenter/news/cleaning-up-a-toxic-legacy-environmental-remediation-of-former-
uranium-production-sites
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financing and the financing of proliferation of weapons of mass destruction (AML/CFT/PF)

93. As of the time of the on-site mission, the Kyrgyz authorities had not developed a national
AML/CFT strategy.

Legal and institutional framework

Ministries

94. Ministry of Finance (MoF) is responsible for developing and implementing the financial policy
of Kyrgyzstan, including preparation and execution of the budget.

95. Ministry of Justice (MoJ) is responsible providing legal and regulatory support to the State in
performing its relevant functions, coordinating the legislative activities of the executive agencies,
overseeing the registration of legal entities , ensuring the protection of human and citizens’ rights
and freedoms within its competence, and arranging and conducting forensic examinations. The MoJ
maintains the Universal Government Register of Legal Entities, including non-profit organizations.

96. Ministry of Foreign Affairs (MFA) is responsible for exercising executive and regulatory
functions in the foreign policy area and overseeing the functioning of the unified system of
diplomatic service. The MFA is tasked with maintaining relations with international organizations,
including the UN Security Council and its Committees. IN addition, the MFA coordinates the
activities of government agencies (including SFIS) in pursuing a single foreign policy in relations
with foreign countries and international organizations.

Criminal justice and law enforcement agencies

97. Ministry of Internal Affairs (MIA) is responsible for detecting, preventing, disrupting and
exposing criminal and administrative offences, as well as for investigating criminal cases falling
under the purview of law enforcement authorities, including cases related to ML/TF. As part of the
ongoing reform of the law enforcement system, the MIA’s powers to investigate ML cases will be
delegated to the State Service for Combatting Economic Crime. Furthermore, as a result of the
liquidation of the State Drug Control Service under the Government of the Kyrgyz Republic (SDCS),
its functions related to combating illicit drug trafficking, including investigation into this type of
criminal offences, will be transferred in their entirety to the Ministry of Internal Affairs.

98. State Service for Combating Economic Crimes under the Kyrgyz Republic Government
(SSCEC) is responsible for detecting, preventing, disrupting, solving and investigating economic
crimes that inflict losses upon the State and white-collar crimes in the economic and financial sphere,
in compliance with the Kyrgyz legislation. As part of the ongoing reform of the law enforcement
system, the powers to investigate ML have been transferred in their entirety to the SSCEC.

99. National Security Committee (NSC) is responsible for the national security of Kyrgyzstan. To
this end, the NSC undertakes preventive and investigative measures to combat terrorism, extremism,
separatism, most dangerous forms of organized crime, corruption, smuggling and illegal trafficking
in arms, narcotic drugs and precursors.

100. State Customs Services under the Kyrgyz Republic Government (SCS) is a law
enforcement agency responsible for enforcing the provisions of the customs legislation in respect of
goods and vehicles transported through the checkpoints at the customs border of the Eurasian
Economic Union (EAEU), including goods and vehicles transported across the borders of the free
economic zones. As part of the ongoing reform of the law enforcement system, the powers to conduct
investigations into customs offences have been transferred from the SCS to the SSCEC.

101. State Financial Intelligence Service under the Kyrgyz Republic Government (SFIS) is the
designated AML/CFT authority. As an administrative-type FIU, SFIS is not authorized to conduct
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investigative activities.
Prosecutorial authorities, including specialized asset confiscation agencies

102. General Prosecutor’s Office (GPO) is responsible for monitoring strict compliance with the
Kyrgyz laws and regulations by local authorities, ministries, government committees, administrative
bodies and other authorities established by the Government, local administrations, public
associations, officials, business entities (irrespective of the type of ownership) and individuals. The
Prosecutor’s Office pursues criminal prosecutions and engages in litigation in courts. The
Prosecutor’s Office also supervises compliance with the legislation by the government agencies
carrying out investigative activities. As part of the reform of the law enforcement system, the powers
to investigate abuse of office-related offences were transferred from the prosecution authorities to
the NSC and prosecution authorities have lost their powers to conduct investigations.

103. Judicial Department under the Kyrgyz Republic Supreme Court is responsible for ensuring
full and timely (voluntary or mandatory) compliance with enacted court orders and decrees of other
agencies.

104. State Tax Service under the Kyrgyz Republic Government (STS) represents a unified
system of tax authorities responsible for exercising executive functions related to monitoring
compliance with the tax legislation, correct calculation and timely collection of taxes, assisting
taxpayers in fulfilling their tax obligations as required by the Kyrgyz legislation, registration of
individual entrepreneurs, and government regulation and supervision of the import, production and
(or) sale of ethyl alcohol, alcoholic and alcohol-containing products.

Financial sector authorities

105. National Bank of the Kyrgyz Republic (NBKR) is the Central Bank of Kyrgyzstan.
According to the legislation of the Kyrgyz Republic, the main goal of the National Bank's activity is
to achieve and maintain price stability through appropriate monetary policy. Major NBKR activities
to achieve its’ goals are to maintain the purchasing capacity of the national currency and to ensure
the effectiveness, safety and reliability of the banking system and payment system of the country for
facilitating long-term economic growth of Kyrgyzstan. The National Bank regulates and supervises
the activities of banks and financial institutions that are licensed by NBKR.

106. Financial Market Supervisory and Regulatory Service (Gosfinnadzor) issues licenses to
engage in professional activities in the non-bank financial market and exercise audit functions as
required by the Kyrgyz Republic Law On the Designated Financial Market Supervisory and
Regulatory Authority and the non-bank financial market regulations of the Kyrgyz Republic, grants
licenses and conducts audits, as well as suspends and renews licenses in situations provided for in
the Kyrgyz legislation. Gosfinnadzor also grants permits to operate in the capacity of a self-
regulatory body in compliance with the requirements set forth in the legislation of the Kyrgyz
Republic that regulates non-bank financial market and audit activities.

107. Precious Metals Department under the Kyrgyz Republic Ministry of Finance (PMD)
prepares, in the established manner, expert judgments required for obtaining a license to export and
import precious metals and precious stones. The Department also performs assay supervision and
government monitoring of production, use, registration, storage and sale of precious metals and
stones in the domestic and international markets and their release from the national reserve. In
addition, PMD ensures compliance with the Kyrgyz AML/CFT legislation by entities engaged in
transactions with precious metals and precious stones.

108. State Information Technologies and Communications Committee (SIT&CC) is a
government executive agency responsible for regulating electrical and postal communications (postal
money transfers), including the use of the radio frequency spectrum and provision of the electrical
and postal communication services on a competitive basis. The SIT&CC mission is to ensure
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effective management of the radio frequency spectrum, facilitate the development of communication
networks and systems, and protect the legitimate interests of citizens and other users of the
communication services.

Financial Sector
109. Kyrgyzstan's reporting financing entities statistics for December 31, 2016 are shown below:

Table 1. Types, number and assets of financial entities of the Kyrgyz Republic |

Designated Assets'? KGS bin (USD
Types of financial institutions Competent Entities equivalent at exchange rate
authority fixed for 31.12.2016)
Banks NBKR 25 178.18 (2,575)
Microfinance organizations, NBKR 162 12.38 (178.9)
including:
(103)
- microcredit companies (53)
- microcredit agencies (6)
- microfinance companies
Credit unions NBKR 116 1.18 (17.1)
Exchange offices NBKR 394 -
Payment services providers NBKR 20 23.8 (343.9)
Specialized financial and credit NBKR 1 -
institutions
Insurance companies Gosfinnadzor 19 2.73 (39.4)
Professional securities market 4713
participants, including:
- brokers, dealers, management 3.49 (50.5)
. : (24)
companies Gosfinnadzor
- trading organizers, 3)
depositories
. (20)
- registrars
Pension savings funds Gosfinnadzor 2 0.341 (0.492)
Pawnshops** Gosfinnadzor - -
Postal service operators 0.779 (1.1)
SIT&CC ! 0.245 (0.350)
Commodity exchanges®® No designated -
competent authority i
Leasing companies'® No designated -
competent authority i

110.In 2016, Kyrgyzstan's economy continued to grow, adding 3.8% year over year (compared with
the growth rate of 3.9% in 2015), with the GDP totalling KGS 458 billion (USD 6.6 billion). In 2016,
direct foreign investments declined by 48.3% compared with2015 to USD 813.9 million.’

111.At year-end 2016, there were twenty five (25) commercial banks in Kyrgyzstan (see the table
above), including 17 with foreign capital. At the end of 2016, foreign capital accounted for 44.0% of
the entire capital of the banks, up from 42.8% in 2015.

112.Despite the increasing popularity of banks and banking services (e.g., for payroll functions), the

12 Total value of transactions in 2016 for exchange offices and payment services providers; total amount of incoming and outgoing
money transfers in 2016 for postal service operators.
13 This figure indicates the number of persons, not licenses, since one person may hold several licenses.
14 Statistics are unavailable.
15 Statistics are unavailable.
16 Statistics are unavailable.
7 Source - official website of the National Statistics Committee of the Kyrgyz Republic www.stat.kg
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level of financial inclusion is remains low, with heavy reliance on cash transactions*®. Improvements
in financial inclusion are made through the opening of additional bank branches and development of
remote services (ATMs, Internet and mobile banking), as well as through the involvement of retail
agents.

113.The banking sector is represented mainly by universal banks that provide traditional banking
services (deposits, loans, wire transfers) to both natural persons and legal entities, with a limited range
of wealth management services and non-existent private banking. Correspondent banking
relationships are maintained mainly with banks from Russia, Turkey, Kazakhstan and China, and to a
lesser extent from Pakistan, Latvia, Belarus and some Western European countries (Germany,
Belgium, France and the Netherlands).

114. In 2016, international money transfers were sent and received without opening bank accounts
through 17 international money transfer systems. Incoming money transfers amounted to KGS 155.3
billion (USD 2.2 billion), while outgoing transfers amounted to KGS 36 billion (USD 518.8 million).
Russia accounted for 85.4% (KGS 132.7 billion) of total volume of incoming money transfers and for
64.9% (KGS 23.3 billion) of total volume of outgoing transfers. Work migrants accounted for a vast
majority of incoming transfers. International and local money transfer systems operate in Kyrgyzstan
through commercial banks that act in the capacity of agents of these systems. Money transfer services
are also provided by Kyrgyz Post, a government-owned company which is the only postal service
operator in the country. After the adoption of the Law on Payment System of the Kyrgyz Republic in
2015, payment services providers that accept payments made to services providers are subject to
licensing.

115.The Kyrgyz securities market is characterized by low liquidity. In 2016, the total value of
securities transactions stood at KGS 18.1 billion (USD 262 million), including KGS 8.1 billion (USD
118 million) worth transactions in the over-the-counter market. The combined market capitalization
of Kyrgyzstan's Stock Exchange was KGS 18 billion (USD 260 million).

116.A total of 19 insurance institutions operate in the insurance market, of which 9 institutions have
foreign capital. There are no insurance brokers operating in the market. The lion’s share of collected
insurance premiums and paid insurance compensations is comprised of non-life insurance services —
KGS 641.6 million (USD 9.2 million) of KGS 945.5 million (USD 13.6 million) collected as insurance
premiums, and KGS 78.9 million (USD 1.1 million) of KGS 125.4 million (USD 1.8 million) paid as
insurance compensations. The availability of life insurance products is highly limited. According to
Gosfinnadzor, no life insurance premiums were collected and no life insurance compensations were
paid in 2016.

117.Kyrgyzstan is not a regional or international financial centre, hence asset management services
and complex business relationships typical for such centres are not present in Kyrgyzstan. Neither
nominee shareholders nor negotiable bearer instruments are available in Kyrgyzstan. Complex
multilevel business relationships are rare. The practice of establishing or maintaining a business
relationship without a face-to-face contact is absent, while reporting entities do not rely on third
parties to undertake CDD. The vast majority of customers of financial institutions are the Kyrgyz
residents.

118.The Union of Banks of Kyrgyzstan brings together representatives of Kyrgyzstan's banking
community.

DNFBP sector
119.Kyrgyzstan's DNFBP sector statistics for December 31, 2016 are shown below:

18 See Kyrgyz Republic: IMF Country Report No.16/56 www.imf.org/en/Publications/CR/Issues/2016/12/31/Kyrgyz-Republic-
Selected-Issues-43721
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Table 2. Types and quantity of DNFBPs

. . . . Designated
Types of DNFBPs Léce”fgcg{/rfeg'iﬂ;atﬂ)on”/ competent DNFBPs
pp 9 authority/SRB
Casinos®® - - -
Real estate agents® 131 legal entities;
Not subject to licensing 2 417 individual
entrepreneurs
Persons carrying out
transactions with precious accounting registration PMD 444
metals and precious stones
Advocates . . 2 2,200 licenses issued
Licensing
Notaries Licensing 23 397 operating
Indeper_ldent Izigal Not subject to licensing
professionals
Independent accountants® - - -
Trust or company service
providers i i i

120.Casinos — Under Law No0.191 on the Prohibition of Gambling in the Kyrgyz Republic of
November 1, 2011, operation of casinos is banned in Kyrgyzstan.

121.Real estate agents - individuals (individual entrepreneurs) or legal entities (real estate
companies) engaged in real estate activities (professional business activity carried out on a permanent
basis that involves the provision to other persons of fee-based services provided for in the Law on
Real Estate Business related to transactions with real estate property and ownership title thereto in
compliance with the legislation of the Kyrgyz Republic).

122.In Kyrgyzstan, the activities of real estate agents are not subject to licensing. According to Article
13 of the Law on Real Estate Business in the Kyrgyz Republic, facilitating the sale of real estate
property involves the provision by real estate agents of a range of services to real estate market
participants to facilitate the proper execution and (or) performance of such transactions, including:

e provision of information services to transaction participants (provision of information on real
estate property, their prices and other information);

e provision of consultative/ advisory services and services related to execution of documents;

e provision of services designed to ensure the proper and safe payments under the real estate
sale and purchase contracts, except for services that require a banking license.

123.Persons carrying out transactions with precious metals and precious stones — There were
444 business entities engaged in transactions with precious metals and precious stones and covered
by AML/CFT requirements in Kyrgyzstan in 2016. These business entities are involved in one or
more types of the following activities: production, purchase and sales, processing of recoverable
materials, purchase of alluvial gold and gold-containing concentrates. Most entities are engaged in the
purchase and sale of precious metals, precious stones and jewellery made therefrom (397 entities in
2016).

19 Operation of casinos is prohibited in the Kyrgyz Republic.
20 Statistics are unavailable
2L Association of Realtors of Kyrgyzstan is an SRB, not responsible for AML/CFT compliance
22 The Bar of Kyrgyzstan is an SRB not responsible for AML/CFT compliance
23 Association “Notary Chamber” is an SRB not responsible for AML/CFT compliance
24 Statistics are unavailable
25 statistics are unavailable
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124.Pursuant to Article 2 of the AML/CFT Law, reporting entities include persons engaged in
transactions with precious metals, precious stones, jewellery made therefrom and scrap thereof when
they engage in any cash transactions with customers.

125.Lawyers — In Kyrgyzstan, activities carried out by a lawyer include the provision, on a
professional basis, of professional legal assistance by persons licensed (in a manner required by law)
to practice law to natural and legal persons, government agencies, local authorities and defendants (if
participation of a defence council in court proceedings is mandatory), aimed at protecting and
safeguarding their rights, freedoms and legitimate interests and ensuring access to justice.

126.Lawyers may practice law both independently and in the capacity of employees/partners of law
firms incorporated under the Kyrgyz law.

127.Legal assistance provided by lawyers in the course of performance by them of legal activities is
considered a non-commercial (non-profit) activity.

128.Activities of a lawyer primarily involve the preparation of cases for court hearings and
participation in court proceedings. Lawyers do not carry out any of the activities covered by the FATF
Recommendations applicable to DNFBPs.

129.Notaries — Notarial activities involve the conduct of notarial actions related to the certification
of indisputable facts and events of legal significance, authentication of documents, rendering
documents legally binding, etc. The Kyrgyz Law on Notaries allows notaries to accept monetary and
securities deposits for safekeeping. Notaries prepare real estate transactions for their customers.

130.Independent legal professionals — In Kyrgyzstan, independent legal professionals are the
private-practice lawyers, whose activities include the provision of a wide range of consultative and
other legal services which are not connected with any types of court proceedings, including
preparation of real estate transactions for their customers. The activities of independent legal
professionals are not subject to licensing and may be conducted by any legal person or individual
entrepreneur. There is no information on the number of lawyers and law firms operating in
Kyrgyzstan.

131.Independent accountants — According to the information provided by Kyrgyzstan for
assessment of technical compliance, there are no accounting firms or independent accountants who
are not employees of other types of businesses in Kyrgyzstan. During the on-site visit, the private
sector representatives mentioned that private-practice accountants operate in Kyrgyzstan. However,
they are not involved in activities covered by the requirements set out in the FATF Recommendations.
There is no information on the number of private-practice accountants operating in Kyrgyzstan.

132.Trust and company service provides — There is no separate professional category of individual
and/or corporate trust and company service providers in Kyrgyzstan in the meaning provided in the
FATF Recommendations.

133.Self-regulatory organizations (SRB) of real estate agents, lawyers, notaries and
accountants

134.In Kyrgyzstan, the self-regulatory body of real estate agents is the Public Association of Kyrgyz
Real Estate Agents, which brings together real estate agents and professional real estate market
participants. This Association operates in compliance with the Law on Real Estate Business in the
Kyrgyz Republic.

135.The professional self-regulatory association of lawyers is the Kyrgyz National Bar Association,
membership in which is mandatory for lawyers of the Kyrgyz Republic.

136.The Notary Chamber, a voluntary public association of independent notaries, represents and
protects the rights of private notaries.
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137.The Public Association of Kyrgyz Accountants and Auditors is a non-profit, voluntary
organization of the Kyrgyz certified accountants and auditors.

Overview of preventive measures

138.A list of the key AML/CFT regulations applicable to reporting entities (financial institutions and
DNFBPs) includes the AML/CFT Law and Resolution No.135, which, in particular, endorsed the
Regulations on General Requirements for AML/CFT Internal Control Rules, the Regulations on the
Identification and Verification of Customers and Beneficial Owners for AML/CFT Purposes, the
Regulations on Submission of Information and Documents to SFIS by Government Authorities and
Reporting Entities, and the Regulations on Transaction Suspension and Assets Freezing and
Unfreezing .

139.The requirements set out in the AML/CFT Law and Resolution No.135 apply to and are binding
for all financial institutions covered by the definitions set out in the FATF Glossary, except for
insurance intermediaries (insurance brokers and insurance agents) that provide life insurance services
and, for some DNFBP sectors.

140.NBKR adopted the AML/CFT internal control requirements for banks, exchange offices,
microfinance organizations and credit unions.

Overview of legal persons and arrangements
141.The following types of legal entities may be established in Kyrgyzstan:

142.Commercial partnerships and companies are for-profit entities with the authorized capital
divided into shares (contributions). Commercial partnerships and companies may be incorporated in
the following forms: an unlimited partnership; a limited partnership;2® a limited liability company;
and an extended liability company. A commercial partnership must have at least two partners.
Limited liability companies?” and extended liability companies may be established by, and consist
of, one person, provided such person acquires the entire authorized capital of the company.

143.Joint stock companies are legal entities that engage in business activities with a view to deriving
profit and raising funds through the issuance and placement of shares. Joint stock companies issue
shares denominated in the Kyrgyz national currency irrespective of the type of their contributions.
Joint stock companies may be open?® or closed,?® which is reflected in their articles of association
and company name.

144.Cooperatives are voluntary associations of individuals and legal entities established to pursue
their economic or other goals. Cooperatives can be for-profit, if deriving profit is their core business
activity (agricultural cooperatives, financial cooperatives, etc.), and non-profit, which carry out their
activities in the interest of their members for purposes other than deriving profit (housing
cooperatives, building cooperatives, house management cooperatives, etc.).

% A limited partnership is a business entity where in addition to one or more partners who are personally jointly and
severally liable without limitation for the obligations of the partnership (unlimited partners), there are also one or several
partners who are liable to the extent of their contributions to the authorized capital of the partnership (limited partners)
and who do not take part in the business activities of the partnership.

27 A limited liability company is a business entity whose members are not personally liable for the obligations of the

company and bear the risk of losses associated with the company’s activities only to the extent of their contributions.

28 An open joint stock company has the right to administer subscription for the shares issued by it and to administer free
trade of such shares according to the conditions set forth in the Law on Joint Stock Companies and other laws and
regulations of the Kyrgyz Republic. The articles of association may not contain provisions restricting free trade of shares.
The number of shareholders of an open joint stock company is unlimited.

29 A closed joint stock company is not authorized to conduct an open subscription for issued shares or otherwise offer
them to unlimited number of persons. The number of shareholders of a closed joint stock company may not exceed fifty
persons.
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145.Farm (agricultural) businesses are independent business entities which may or may not have
the status of a legal entity, and whose activities are based primarily on personal labour of members
of one family, relatives and other individuals who jointly produce agricultural products using a plot
of land and other property owned or leased by the members of a farm business.

146.Non-profit organizations may be established with or without the establishment of a legal entity
in the form of a public association, foundation or institution:

¢ A public association is a voluntary association of individuals united on the basis of common
interests for satisfying their spiritual and other non-material needs.

e A foundation is a non-membership organization established by natural and (or) legal persons
who made voluntary material contributions for pursuing social, charitable, cultural, educational
and other socially useful goals.

¢ An institution is an organization that is established by its owner for carrying out managerial,
social, cultural or other non-profit functions and which is funded by such owner in full or in

part.
147.Kyrgyzstan's statistics on the number and types of legal entities registered in Kyrgyzstan as of
October 2016:
Table 3. Types and quantity of legal entities
# | Type of legal entity/organization Registered entities/organizations
Commercial entities: 55,875
1 | Extended liability companies 984
2 | Limited liability companies 51,013
3 | Closed joint stock companies 438
4 | Open joint stock companies 596
5 | Commercial (for profit) cooperatives 2,844
Non-profit organizations: 24,814
6 | Political parties 216
7 | Public foundations 5,174
8 | Public associations 7,666
9 | Institutions 9,352
10 | Non-profit cooperatives 828
11 | Associations of legal entities 954
12 | Professional (trade) unions 282
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# | Type of legal entity/organization Registered entities/organizations

12 | Religious organizations 342

Total: 80,689

148.According to the MoJ, the number of legal entities with foreign participation registered/re-
registered in Kyrgyzstan from January 1, 1997 through February 2017 exceeded 15 000, or about
18.6% of the total number of the registered legal entities (see Table 3). Among the countries with the
highest level of participation in Kyrgyz companies are Kyrgyzstan's key trading partners: Russia,
China, Kazakhstan, Turkey, South Korea, Uzbekistan and Tajikistan.

149.The Kyrgyz Republic has not acceded to the Hague Convention on Laws Applicable to Trusts
and their Recognition. The Kyrgyz legal system does permit the splitting of ownership rights.
Kyrgyzstan does not have a law governing the establishment or operation of legal arrangements and,
therefore, there is no statutory basis for the establishment of legal arrangements. During the on-site
meetings, the assessors found no examples of the use, directly or indirectly, of the services of the
Kyrgyz financial institutions and DNFBPs by foreign legal arrangements or any examples of trust
management activities in Kyrgyzstan.
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CHAPTER 2. NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings and Recommended Actions

Key Findings

1. There is a limited understanding of money laundering and terrorist financing risks in
Kyrgyzstan. The assessment team praised Kyrgyzstan for its work on the national risk
assessment, while highlighting the considerable difference between the way the ML/TF
risks facing Kyrgyzstan are described in Kyrgyzstan's ML/TF Risk Assessment Summary
Report and the understanding of such risks by the country's competent authorities. It can
be said that the inherent ML/TF risks facing the country are not fully defined.

2. As of the time of the on-site mission, the Kyrgyz authorities had not yet developed a
national AML/CFT strategy. Nor have they drafted an action plan to mitigate the identified
ML/TF risks based on the findings of Kyrgyzstan's ML/TF Risk Assessment Summary
Report, approved in March 2017.

3. The absence of a national AML/CFT strategy means that the competent authorities pursue
AML/CFT activities and objectives in line with their own priorities, often without proper
coordination, and fail to take into account the existing ML/TF risks. The country's internal
cooperation mechanisms are not robust enough to ensure the development and
implementation of systemically coordinated policies and measures.

4. Kyrgyzstan has not done enough to inform financial institutions and DNFBPs about the
existing ML/TF risks. A majority of institutions and organizations covered by the
AML/CFT law are not aware of the risks facing them.

5. The country's competent authorities represented at the Interagency Commission fail to take
practical steps to promote proliferation financing-related cooperation and coordination,
develop and implement policies, and undertake action.

6. Kyrgyzstan does not maintain consolidated, national-wide AML/CFT statistics, a
deficiency that impacts the government agencies' ability to assess ML/TF risks and develop
an effective risk-mitigation strategy.

Recommended Actions

1. Kyrgyzstan should commence work, as soon as possible, on a more robust NRA, with full
engagement of all relevant stakeholders, paying more attention to the practical use of
ML/TF methods and trends and substantiation of its findings.

2. Kyrgyzstan should ensure that the findings of the risk assessment represent a consensus
view of all national AML/CFT system participants on the existence of ML/TF risks in the
country. The findings of the risk assessment should be made available to the government
and the private sector.

3. Kyrgyzstan should develop and implement a coordinated national AML/CFT policy based
on the findings and conclusions of the risk assessment(s), setting out a clear strategy for
mitigating the identified risks, complete with deadlines, names of designated authorities,
etc. This policy should contain a clear strategy to reduce the identified risks (with
established deadlines, designated government bodies, etc.).

4. Kyrgyzstan should strengthen internal cooperation mechanisms, including through the use
of the Interagency Commission, in order to facilitate the development and implementation
of systemically coordinated policies and measures. These mechanisms should also be used
to assess overall effectiveness.
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5. Kyrgyzstan should ensure that its competent authorities take practical steps to promote
proliferation financing-related cooperation and coordination, develop and implement
policies, and undertake action.

6. Kyrgyzstan should ensure that representatives of the financial sector and DNFBPs are
informed and understand the ML/TF risks they are facing.

7. Kyrgyzstan should develop mechanisms designed to assess the overall effectiveness of
AML/CFT measures and to review them regularly, in order to determine which of them
work in practice and which need to be improved. This should include, among others,
maintenance of comprehensive ML/TF statistics.

150.This Section is dedicated to the review and assessment of the progress in achieving Immediate
Outcome 1. The recommendations relevant for the assessment of effectiveness under this section are
R.1-2.

Immediate Outcome 1 (Risk, Policy and Coordination)
Country’s understanding of its ML/TF risks

151.According to the assessment team, the Kyrgyz authorities have a limited understanding of
ML/TF risks.

152.Kyrgyzstan conducted two national-level risk assessments, in 2015 and 2017, whose findings
are reflected in the ML Risk Assessment Report (2015 Report) and the ML/TF Risk Assessment
Summary Report (2017 Report).

153.The findings of the 2015 ML risk assessment were not used in the future risk mitigation efforts
or made available to law enforcement and, hence, had no impact on the understanding and mitigation
of ML risks. The 2017 Report, which was prepared by representatives of only seven Kyrgyz
government agencies (see Chapter 1 for detail), does not contain a complete picture of the ML/TF
risks facing the country. Kyrgyzstan's approach to conducting a risk assessment focused on gathering
statistics, and did not include its further analysis to identify ML/TF risks (i.e., ML/TF trends). As a
result, the 2017 Report contains little more than statistical tables whose data are categories based on
the three levels of risk/vulnerability: "low", "medium™ or "high". According to experts, these data
were considered without taking into account the actual ML/TF risks. The 2017 Report lacks
appropriate summaries and conclusions.

154.Besides the 2015 and 2017 Reports, neither the competent authorities nor the private sector
conducted any ML/TF risk assessments or studies of their own on this topic. Competent authorities
form their own, independent from each other understanding of the existing ML/TF risks based on
their practical experience, while the important commonalities tend to be either ignored or not fully
taken into account.

155.Law enforcement's understanding of risks is based on the statistics of registered in the country
offences, offenders, the amount of damage caused and other criminal categories. Among the main
sources of criminal proceeds are illegal drug trafficking, corruption and tax evasion. Criminal
proceeds from these offences tend to be laundered but, due to their latent nature, it is not always
possible for law enforcement to identify and assess the risks posed by them. Law enforcement
authorities analyse criminal schemes and methods with account for the specifics of their activities in
order to fulfil the objectives assigned to them. However, neither the identification nor investigation
of ML and TF offences is listed among their priorities.

156.According to SFIS, banks are highly vulnerable to ML/TF risks, but the greatest ML/TF risks in
the financial sector are faced by NBFIs and payment services providers. The vulnerability of
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DNFBPs operating in the country, according to SFIS, is limited. It should be noted that during their
meetings, assessors concluded that despite the good understanding and implementation of mitigation
measures, the banking sector continues to face ML/TF risks (cash-intensive nature of the economy
and high concentration of assets). That said, the small size of the non-bank financial sector (including
DNFBPs) largely mitigates their impact. Given that not all categories of DNFBPs are covered by the
AML/CFT law, and not all categories of entities have a designated supervisor, assessors have
concluded that this sector is vulnerable to ML/TF risks. However, the specifics of certain DNFBPS'
operations in Kyrgyzstan and the activities of the designated supervisor responsible for the precious
metals and precious stones sector tend to mitigate the impact of ML/TF risks (see 103 and 4).

157.Representatives of NBKR identified the cash-intensive nature of the country's economy as the
most obvious source of the ML threat. As a result, NBKR views banks as particularly vulnerable to
ML/TF risks (compared to other supervised entities), actively implements a risk-based approach
(RBA) and accounts for the relevant ML/TF risks in conducting bank supervision. According to
Gosfinnadzor, illegal gambling and lottery activities also pose a ML risk, a fact not confirmed by the
assessors. The Precious Metals Department's experience in conducting inspections of supervised
entities, meanwhile, shows that supervised entities' transactions involving the purchase from the
population of precious metals, jewellery and scrap thereof with cash possibly obtained as a result of
criminal activities are most vulnerable to ML risks. At the same time, the greatest risk is posed by
transactions involving the purchase of precious metals from members of the public by illegal traders
operating in the market. According to assessors, this conclusion, although fully justified, is not
complete and does not reflect the situation with ML/TF risks in the country as a whole. Importantly,
besides NBKR, the SIT&CC and PMD, based on their experience and understanding, also apply a
RBA and account for ML/TF risks in conducting supervisory activities (see Chapter 6 of this Report).

158.Law enforcement authorities rate TF risks as low and do not view TF as a serious threat.
However, given the information contained in Chapter 1, experts disagree with this assessment of the
situation.

159.The country's authorities do not analyse or assess the NPO sector for possible risks of their abuse
for TF, nor do they conduct any TF awareness-raising activities in this sector. This approach,
according to experts, is at odds with the risk profile of the country's NPO sector (see Chapter 1).

160.The assessment team praised Kyrgyzstan for its work on the national risk assessment, while
highlighting the considerable difference between the way the ML/TF risks facing Kyrgyzstan are
described in the 2017 Report and the understanding of such risks by the country's competent
authorities. It can be said that the inherent ML/TF risks facing the country are not fully defined.

National policies to address identified ML/TF risks

161.As of the time of the on-site mission, the Kyrgyz authorities had not yet developed a national
AML/CFT strategy. Nor have they drafted a national-level action plan to mitigate the identified
ML/TF risks based on the findings of Kyrgyzstan's ML/TF Risk Assessment Summary Report,
approved in March 2017.

162.The 2017 Report does not prioritize ML/TF risk factors, nor does it outline approaches to
mitigating these risks, complete with deadlines, designated authorities, etc. Representatives of
government agencies failed to show how they plan to carry out their activities to reduce the perceived
ML/TF risks in practice. During the preparation of the report, NBKR staff noted that the materials
made available for the 2017 Report are used in the ongoing supervisory efforts, a fact that was not
substantiated by any evidence. In addition, NBKR is currently implementing the Banking
Supervision and Regulation Development Plan 2017-2019 (the plan for the implementation of a risk-
based approach to banking supervision), which was approved in late 2016 and does not contain
references to the Report 2017.
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Exemptions, enhances and simplified measures

163.The findings of ML/TF risk assessments are not used in Kyrgyzstan to justify exemptions and
the use of enhanced and simplified measures. Certain categories of financial institutions and DNFBPs
are not subject to AML/CFT requirements. These exemptions are not made on the basis of the risk
assessment findings.

164.Kyrgyzstan allows the application of simplified identification measures in respect of individuals
making money transfers without opening a bank account, carrying out currency exchange
transactions and cashing cheques. Application of these simplified measures is not based on the
findings of the ML/TF risk assessment.

Objectives and activities of competent authorities

165.The absence of a national AML/CFT strategy means that the competent authorities pursue
AML/CFT activities and objectives in line with their own priorities, often without proper
coordination, and fail to take into account the existing ML/TF risks.

166.Kyrgyzstan did not provide examples of information sharing between the country's competent
authorities on the risks identified and examples of measures taken by the competent authorities based
on the findings of the ML/TF risk assessment. Despite this, assessors believe NBKR adequately
assesses ML/TF threats and risks in the banking sector. In this regard, NBKR's efforts to implement
a RBA and conduct bank supervision with account for ML/TF risks is commendable.

National cooperation and coordination

167.In Kyrgyzstan, the responsibility for promoting interagency cooperation is assigned to the
Interagency Commission, chaired by the country's Prime Minister, which is also responsible for
decisions concerning the coordination and conduct of risk assessments, as well as for the preparation
and implementation of the national AML/CFT/PF strategy. Meanwhile, the responsibility for drafting
a state strategy and action plan for their subsequent approval by the Interagency Commission is
assigned to the SFIS.

168.Cooperation is carried out in the form of meetings attended by representatives of the competent
authorities responsible for AML/CFT, during which participants discuss the policy-related current
and future tasks and activities. Representatives of the agencies responsible for AML/CFT and
coordination of export control issues also take part in these meetings. However, the outcomes of such
meetings do not always inform the implementation of systemically coordinated policies and
activities. According to Kyrgyz representatives, although all decisions adopted by the Interagency
Commission are binding, not all of them are implemented. One such example was the failure of the
competent authorities to comply with the Interagency Commission's order to prepare proposals for
mitigating risks based on the findings of the 2015 Report.

169.Despite the fact that each Kyrgyz competent agency maintains its own statistics, there are no
consolidated and national-wide statistics on AML/CFT matters. This undermines the authorities'
ability to assess ML/TF risks and develop sound AML/CFT policies designed to mitigate these risks.

170.According to the assessment team, the country's competent authorities represented at the
Interagency Commission fail to take practical steps to promote PF-related cooperation and
coordination, develop and implement policies or undertake action. Throughout its existence, the
Interagency Commission has never addressed issues related to the fight against proliferation
financing.
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Private sector’s awareness of risks

171.Kyrgyzstan has not done enough to ensure that financial institutions and DNFBPs are aware of
the existing ML/TF risks in the country. Representatives of most institutions and organizations
subject to AML/CFT requirements are not familiar with the findings of the 2017 Report and failed
to show how they plan to use them in their activities. No additional activities designed to inform
representatives of the private sector about the existing ML/TF risks have been undertaken by the
competent authorities.

Overall Conclusions on Immediate Outcome 1

172.Kyrgyzstan has achieved a low level of effectiveness for Immediate Outcome 1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES
Key Findings and Recommended Actions on 106, 107 and 108

Key Findings
Immediate Outcome 6

1. Authorities, including SFIS, have broad access to various sources of information,
including financial intelligence. Under the national law of criminal procedure, before a
criminal case is open or as law enforcement authorities discharge their investigatory
powers at pre-investigative stages, there is no judicial mechanism to get access to
information containing banking secrecy, which creates difficulties for law enforcement
authorities in collecting information. Law enforcement authorities largely use the data
collection powers of SFIS to obtain information from reporting entities and foreign FIUs.

2. SFIS's spontaneous and request-based disseminations to law enforcement authorities are
used both in opening new and investigating existing criminal cases. However, it is
difficult to come to a conclusion regarding the extent to which the information provided
by SFIS on request-based disseminations was used, among others, to investigate high-risk
ML/TF offences in Kyrgyzstan. SFIS spontaneous disseminations have rarely been used
in ML/TF investigations, and their use has not been highly effective.

3. SFIS lacks the experience in suspending suspicious transactions for assets safekeeping,
as well as for their seizure and possible confiscation.

4. SFIS does not perform strategic analysis to study and identify ML/TF trends in high-risk
sectors or to identify country-specific ML/TF methods which could be of practical use for
reporting entities or law enforcement authorities.

5. SFIS's human resources and technology (analytical) capability are not commensurate to
the volume and nature of its activities, including the intensity of communication with law
enforcement authorities, which affects the timeliness of request execution.

6. The quality of information in some databases (on legal entities, beneficial ownership etc.)
IS not sufficient to generate high-quality financial intelligence. SFIS lacks quick access to
information on customs declarations and to data on owners of joint-stock companies.
There are considerable deficiencies in the reporting of suspicious transactions and other
communication by certain reporting entities.

7. The uncertainty of the status of law enforcement authorities’ representatives on the SFIS
Expert Council carries a potential risk of limiting SFIS' independence in making
dissemination decisions.

Immediate Outcome 7

1. Law enforcement authorities identify and investigate ML as additional to predicate
offences. At the same time, law enforcement authorities understand their powers and
duties to combat ML, but experience difficulties in collecting evidence (elements of
crime), including due to the lack of experience in identifying and investigating ML.

30 The term "pre-investigation stages", as used in this document, means inspections conducted in accordance with criminal
procedure legislation prior to the initiation of criminal proceedings and in the course of investigative activities
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Parallel financial investigations are rare, as some law enforcement agencies lack a clear
understanding of the need and procedure for conducting them.

Law enforcement authorities have a general understanding of ML risks in line with their
competences. In the absence of a systemic approach to ML identification and AML
strategy formulation, the Kyrgyz authorities lack experience in the investigating and
prosecuting ML committed by third parties, where the predicate offence is committed in
another country, or where ML is committed without a predicate offence.

Law enforcement authorities have sufficient data and financial intelligence to investigate
ML, but experience difficulties in obtaining it at the pre-investigation stage. Where
necessary, they utilize the opportunities available to SFIS for international exchange of
information and obtaining information constituting bank secrecy.

The practice of conducting joint investigations and setting up ad hoc investigation teams
specializing in ML remains underutilized.

Sanctions against individuals for ML are proportionate and effective, provided they are
fully implemented. In the absence of evidence in support of ML, the defendant can be
charged with committing a predicate offence.

Immediate Outcome 8

1.

The Kyrgyz law enforcement and judicial authorities have all necessary legal mechanisms
that enable them to trace and seize criminal proceeds, instrumentalities and property in
order to secure compensation for losses/damage inflicted by criminal offences, including
ML and TF.

Law-enforcement bodies, as a rule, do not conduct parallel financial investigations to
identify, trace or evaluate the property subject to confiscation, while the rate of recovery
of damages in criminal cases is low.

Confiscation results do not reflect the ML/TF risks and national policy on AML/CFT. The
absence of a comprehensive national strategy aimed at identifying and confiscating the
assets and proceeds of crime and the existence of legal restrictions reduce the
effectiveness of measures taken.

Confiscation of criminal proceeds, instrumentalities used to commit crimes and property
does not depend on the equivalent volume of damage caused. Representatives of the
judiciary confirmed during the working meetings that such mechanisms actually work and
gave examples of cases for which confiscation was applied.

SFIS does not freeze criminal proceeds to secure their subsequent seizure by law
enforcement in the course of investigation of predicate offences possibly leading to the
initiation of ML-related criminal proceedings.

The mechanism for effectively managing the value of seized/confiscated assets and
objective information on how the seized property is managed in practice at the pre-trial
stage are absent.

Recommended Actions

Immediate Outcome 6

1.

The Kyrgyz Republic should ensure systematic use by law enforcement authorities of
financial intelligence provided by SFIS to investigate ML, TF, and predicate offences.
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10.

Kyrgyzstan's law enforcement authorities should provide regular feedback to SFIS on
their use of requested information.

The Kyrgyz Republic should provide SFIS with additional human resources and improve
technical (analytical) tools to better reflect the volume and nature of its operations,
including with account for the extent of its cooperation with law enforcement authorities.

SFIS should establish appropriate channels of communication with all reporting entities
to ensure real-time electronic reporting of suspicious and mandatory transactions.

The Kyrgyz Republic should empower SFIS to suspend suspicious transactions and
consider possibilities to elaborate criteria for such decision-making.

The Kyrgyz Republic should consider the feasibility of elaborating a mechanism for
providing law enforcement authorities with access to data protected by banking secrecy
to ensure that such information can be collected at pre-investigative stages, before a
criminal case is open or as law enforcement authorities discharge their investigatory
powers.

. The Kyrgyz Republic should provide SFIS with direct access to the database of customs

declarations and of owners of joint-stock companies.

SFIS should perform strategic analysis with a view to studying and identifying ML/TF
trends in high-risk sectors and identifying country-specific ML/TF trends which could be
of practical use for both reporting entities and law enforcement authorities.

SFIS, together with supervisory authorities, should take action to improve the quality of
STRs, including by providing feedback, developing guidance and typologies, and
organizing training and other outreach activities for reporting entities.

The Kyrgyz Republic should clarify the legal status of law enforcement authorities’
representatives on the SFIS Expert Council in order to eliminate the risk of limiting SFIS
independence in making dissemination decisions.

Immediate Outcome 7

1.

Kyrgyzstan should establish a clear national law enforcement policy to detect,
investigate and prosecute all types of ML offences (including third party ML and
autonomous ML), specify the responsibilities of each body for combating ML and
coordinate their work based on the findings of systemic analysis of the existing risks.

Draft and adopt guidelines for law enforcement staff tasked with investigating ML and
predicate offences, conduct parallel financial investigations.

Kyrgyzstan should prepare practical guidance for law enforcement authorities on the
conduct of ML investigations and organize appropriate training. The said guidance should
be prepared with input from the judicial authorities, and should incorporate the experience
of other countries in identifying ML offences committed by third parties, where the
predicate offence is committed in another country, or where ML is not preceded by a
predicate offence.

The practice of conducting joint investigations and setting up ad hoc investigation teams
specializing in ML offences remains underutilized. The competent authorities should
establish dedicated AML units (appoint officers) responsible for pursuing ML.

Kyrgyzstan should consider strengthening SFIS analytical team and automating its
workflow.
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Immediate Outcome 8

1. Kyrgyzstan should develop a program for identifying and confiscating criminal assets
and proceeds. Kyrgyzstan should define the objectives for the relevant government
agencies with regard to the confiscation of criminal proceeds, instrumentalities of crime
and property of the corresponding value.

2. Kyrgyzstan should enable SFIS to freeze criminal assets not only in connection with
ML/TF investigations, but also in respect of predicate offences, in the course of pre-
investigation checks and investigations into criminal offences.

3. Kyrgyzstan should establish a mechanism for effective management of frozen or
confiscated assets designate an adequately empowered competent authority for this
purpose.

4. Kyrgyzstan should conduct parallel financial investigations aimed detecting, tracking and
evaluating the property subject to forfeiture. It should also consider establishing a
dedicated unit for this purpose.

173.This Section is dedicated to the review and assessment of the progress in achieving Immediate
Outcomes 6, 7 and 8. The recommendations relevant for the assessment of effectiveness under this
section are R.3,4,29-32

Immediate Outcome 6 (Financial intelligence)
Use of financial intelligence and other relevant information

174.The Kyrgyz authorities, including law enforcement, enjoy a broad access to various data sources,
including containing real-time financial intelligence. Law enforcement authorities predominantly use
this data to investigate predicate offences and only occasionally ML/TF.

175.The law enforcement agencies have access to various government databases, for example: the
database containing information on passports of the Kyrgyz citizens; the register of legal entities; the
register of taxpayers; the register of transport vehicles and driving licenses; the register of real estate
property; the database containing information on persons entering and leaving Kyrgyzstan; the
database of court orders and other databases. In some cases, certain law enforcement bodies are able
to access government databases through the closed sections of the website.

176.According to the country's law enforcement authorities, they are not authorized to access
information protected by banking secrecy at the pre-investigation stage, which impacts the
effectiveness of their operations. It relates to law enforcements’ abilities to timely identify accounts
owned and/or controlled by individuals and legal entities and to identify assets without tipping off
their owners. The search for and identification of funds is currently carried out by SFIS. However,
according to assessors, the establishment of a parallel mechanism for accessing data protected by
banking secrecy at the pre-investigation stage for certain types of financial and economic crimes
(e.q., based on the decision of a court or prosecution authorities) may improve the effectiveness of
the system.

177.Law enforcement authorities positively assess their cooperation with SFIS and highlight the high
quality of the information provided. From 2013 to 2016, SFIS received from law enforcement
authorities more than 550 requests, all of which were granted. According to the statistics provided
(Table 4), the number of requests sent to SFIS had increased gradually by the end of the reporting
period. However, given in particular the country risk profile and problems with drug trafficking, the
number of requests sent to SFIS by SDCS is very low. One of the reasons for the low level of
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cooperation between the two agencies is the SDCS's inconsistency in pursuing parallel financial
investigations. In 2016, following its dissolution, the SCDS's functions were transferred to the
Interior Ministry. Statistics show an increase in the number of requests sent to SFIS by the Interior
Ministry in 2016. However, the assessment team were not provided with adequate information about
the nature of the requests or the quantity and types of offences investigated with the help of requested
data. Besides the provided example of a criminal case (Case study 1), it is difficult to draw any
conclusions about the extent to which the information provided by SFIS in response to requests was
used, including in investigating offences posing a higher risk of ML/TF.

178. After receiving a request from law enforcement authorities, SFIS classifies it as an external
signal, files a case and begins to collect and analyse the suspect's transaction data for any link to
ML/TF. According to the data shown in the table below, SFIS noted that the requests marked as
"ML" include predicate offences.

179.With respect to the deadlines for the execution of requests by law enforcement agencies, SFIS
noted that the information contained in the databases is provided within 3 calendar days. If an
analysis is required, the deadline ranges from 14 to 30 calendar days. If necessary, the deadline for
the provision of information may be extended by the decision of the SFIS director. Table 4
graphically illustrates the effectiveness of cooperation between SFIS and law enforcement
authorities. Requests marked as "Pending" show the number of requests that have been classified as
pending in the following year due to the need to collect and process additional information from
various external sources, including foreign counterparties. The assessment team believe that the
resources available to SFIS are not commensurate to the tasks assigned to the agency, which affects
the timeliness of request execution.

Table 4. Number of requests received by SFIS from law enforcement authorities

Executed as
part of single |Executed as part
2013 Received [ML |TF [Executed |ML | TF | Pending | ML | TF | response to | of spontaneous
multiple dissem-on
requests
ML | TF | ML TF
NSC 39 19 | 20 6 1 5 33 18 15 0 15 18 0
MIA 29 12 | 17 9 4 5 20 8 12 6 12 2 0
SSCEC 15 15 (0 3 3 0 12 12 0 2 0 10 0
Prosecutor’st g 28 | 0 9 olo| 29 [|19]|0]19] 0o 0
office
SDCS 29 29 [ 0 1 1 0 28 28 0 3 0 25 0
TOTAL 140 103 | 37 28 18 | 10 112 85 27 | 30 27 55 0
Executed as
M part of single |[Executed as part
2014 Received ML |TF [Executed TF : response to | of spontaneous
L Pending | ML | TF multiple dissem-on
requests
ML | TF | ML TF
NSC 34 17 | 17 20 9 11 14 8 6 6 4 2
MIA 41 11 | 30 26 6 20 15 5 10 0 10
SSCEC 36 36 0 20 20 0 16 16 0 2 0 14
Prosecutor’st , 120 5 5 o 7 7 ol 7] 0o 0
office
SDCS 6 6 0 6 6 0 0 0 0 0 0 0 0
TOTAL 129 82 | 47 77 46 | 31 52 36 16 15 14 21
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Executed as
part of single |[Executed as part
2015 Received [ML |TF [Executed (ML | TF : response to | of spontaneous
Pending | ML | TF |~ uitiple dissem-on
reguests
ML [ TF | ML TF
NSC 26 8 18 19 6 13 3
MIA 40 23 | 17 35 20 | 15 2
SSCEC 33 33 0 27 27 0 0
Prosecutor’st — , 22 | 0 20 20 | 0 2 2 o]l 2] o0 |o 0
office
SDCS 7 7 0 1 1 0 6 6 2 4 0
TOTAL 128 93 | 35 102 74 | 28 26 19 6 13
Executed as
part of single |[Executed as part
2016 Received (ML |TF [Executed (ML | TF : response to | of spontaneous
Pending [ ML | TF | multiple dissem-on
reguests
ML [ TF | ML TF
NSC 27 11 | 16 18 8 10 6 6 3 0
MIA 65 32 | 33 57 30 | 27 6 2 2 4
SSCEC 45 45 0 38 38 0 7 7 0 0 5 0
Prosecutor’st 11 | o 11 11| 0 0 o oo ]| o |o 0
office
SDCS 9 9 0 8 8 0 1 1 0 0 0 1 0
TOTAL 157 108 | 49 132 95 | 37 25 13 12 2 8 11 4

180.Kyrgyzstan provided one example of criminal proceedings involving a parallel financial
investigation launched using the information requested from SFIS. In this investigation, law
enforcement authorities used financial intelligence protected by banking secrecy to investigate ML
where drug trafficking was a predicate offence. This type of predicate offence is rated as high risk in
Kyrgyzstan (Case study 1).

Case study 1

ML investigation launched using SFIS's intelligence submitted to law enforcement on request

In 2012, SFIS received a request from the State Drug Control Service (SDCS) to identify financial
transactions related to illegal activities of suspect A, who was found in possession of 33kg of narcotic drugs.
Analysis of cash flows of suspect A conducted by SFIS revealed the history of transactions carried out
through his accounts since 2007. In 207-2009, suspect A deposited a total of USD 60,000 into his accounts
opened with different Kyrgyz banks, and another USD 38,000 was deposited into his accounts in 2011-
2012.

Analysis showed that, when making deposits, suspect A stated that the money originated from sale of his
real estate property. However, according to the information available to the State Registration Service,
suspect A had no real estate property registered in his name in Kyrgyzstan.

Apart from holding deposit accounts, suspect A also used international money transfer systems to receive
money from Russia, Kazakhstan, Tajikistan and Azerbaijan and further transferred the received money to
Kazakhstan, Azerbaijan and Germany. In 2008-2012, suspect A received a total of USD 96,692 and
transferred USD 18,507 and EURO 1,860. SFIS sent requests to these countries for confirming this
information.
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Analysis conducted by SFIS enabled SDCS to identify the geographic links and channels used for
laundering criminal proceeds. Based on the information gathered by SFIS, the criminal case was instituted
against suspect A under Article 183(1), (2-1) and (3) (Legalization (laundering of proceeds obtain through
crime). However, the court eventually found suspect A guilty of committing offences covered by Article
247(3)(4) (lllegal production, acquisition, storage, transportation and consignment for distribution and
illegal production and distribution of narcotic drugs, psychotropic substances, their analogues and
precursors) and by Article 204(2)(4) (Smuggling) of the Criminal Code of the Kyrgyz Republic
(hereafter Criminal Code) and sentenced him to 20 years of imprisonment.

181.Intelligence gathering is one of SFIS's key responsibilities. Among the key sources of
intelligence used are SFIS's own databases and information requested from reporting entities,
relevant government agencies and foreign counterparties.

182.SFIS has broad access, including direct, to data stored by other government agencies. According
to Kyrgyzstan, indirect access, which is provided within the time limit established by law, to certain
types of data (see Table 5), i.e., upon request, does not impede the intelligence gathering process.
Given Kyrgyzstan's vulnerability to the threat posed by the proliferation of alternative remittance
systems, transportation of cash and corruption, the assessment team believe that SFIS's intelligence
gathering capacity may benefit from a direct access to certain types of information such as customs
declarations and data on the owners of joint-stock companies.

Table 5. Data accessible by SFIS

Date source (Name O.f the . Data type Data access mode (direct/indirect)
government agency/reporting entity)
National Statistics Committee Information on legal persons Direct
(administrative and classification
data)®h)
State Tax Service Information on taxes and quarterly Direct
reports
State Registration Service Information on real estate property Direct
Civil registration and property rights Indirect
records
Ministry of Justice Information on legal persons Direct
(registration data)
Ministry of Internal Affairs Police database Indirect
Ministry of Foreign Affairs Visa records Indirect
State Customs Service Information on foreign economic Indirect
activities (customs declaration,
contracts)
State Border Guard Service Information on persons crossing the Indirect
border
State Service for Regulation and Information on the owners of joint- Indirect
Supervision of the Financial Market stock companies and securities
State Migration Service Information on work permits issued Indirect
to foreign nationals and stateless
persons in Kyrgyzstan. Annual
quotas for foreign labour migrants
Social insurance fund Information on insured persons and Indirect
beneficiaries

31 Regulations "On the Unified State Register of Statistical Units of the Kyrgyz Republic", pp. 13-14
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183. Although law enforcement authorities have a positive opinion about their cooperation with
SFIS in information sharing, the existence of certain shortcomings could negatively impact the
gathering of high-quality intelligence and its subsequent use for evidence collection and tracking of
criminal proceeds linked to ML, associated predicate offences and TF.

184. Some of these shortcomings are connected with the completeness and accuracy of the
information contained in databases, e.g., the information on legal persons is not always updated in a
timely manner; the information provided is not subject to verification; and the lack of data on the
beneficial owners of legal entities (see 105 for more details). The data on real estate transactions
carried out by reporting entities are not complete (data on buyers and beneficial owners) and not
stored for 5 years (see 104 for more details). SFIS's database of STRs and transactions subject to
mandatory control is not without shortcomings: STRs submitted by reporting entities, except for
banks, are of low quality (the information provided lacks transaction analysis/schemes); largely
based on the criteria for suspicious transactions developed by SFIS; do not adequately reflect the
ML/TF risks inherent in Kyrgyzstan (see 104). Complete customs declarations data are provided to
SFIS only once a quarter, meaning that SFIS does not have access to up-to-date information and is
unable to gather real-time data.

185. The information provided by SFIS to law enforcement cannot be used as evidence in court
proceedings. Upon receipt of information from SFIS, law enforcement bodies analyse such
information and decide on its importance for the investigation. In order to use any information in
criminal proceedings as evidence, law enforcement authorities must ensure that this information is
obtained in the framework of investigative action sanctioned by a court in accordance with the
Criminal Procedure Code of the Kyrgyz Republic. Given that law enforcement authorities experience
no difficulties in using SFIS's information within the framework of the existing mechanism, the
assessment team believe the latter does not have a negative impact on the effectiveness of the system.

Suspicious transaction reports received and sent by the competent authorities

186. SFIS acts as the central agency responsible for receiving suspicious transaction reports,
information on translations subject to mandatory control and customs declarations on the movement
of cash or monetary instruments. SFIS's database is used to generate financial intelligence which is
then provided to law enforcement authorities either upon request or its own initiative.

187. According to SFIS, there has been a slight improvement in the past few years in the quality of
STRs, especially those submitted by reporting entities from the financial sector. The reporting period
saw a steady increase in the total annual number of submitted STRs and reports on transactions
subject to mandatory control. The number of STRs and reports on transactions subject to mandatory
control sent to SFIS in 2016 increased 2-fold to 108,413 and 1.5-fold to 808,414 reports, respectively.
The assessment team were not provided with information on the number of reports used by SFIS in
either spontaneous information exchange or in response to requests from the competent authorities.
Only the case studies provided in the report (Cases studies 2, 3, 4, 5, 10 and statistics contained in
Table 6 "Spontaneous disseminations made by SFIS to law enforcement authorities” evidenced the
use by law enforcement authorities of the information provided by SFIS.

188. Kyrgyzstan did not conduct an assessment of the extent to which all reporting entities
complied with its reporting obligations in respect of SFIS. However, according to the information on
the identified violations by some types of reporting entities (banks, microfinance organizations,
credit unions and exchange offices) made available to the assessment team, instances involving non-
submission of STRs are rare, whereas the non-reporting of transactions subject to mandatory control
is one of the most common violations. In the absence of complete statistics on the performance of
their duties by other reporting entities, it is not possible to accurately estimate the volume of non-
submitted reports (see 103 and 104 for more details).
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189. SFIS does not maintain a complete database of executed transactions posing potential interest
to the competent authorities due the inactivity of some reporting entities in report submission. The
overwhelming majority of reports on both suspicious transactions and transactions over the
designated threshold are submitted by banks, followed by microfinance organizations and
professional securities market participants. A much smaller number of reports are also submitted by
credit unions, leasing companies, insurance companies, remittance services providers and exchange
offices. Among DNFBPs, only real estate agents and lottery organizers submitted reports during the
reporting period. A number of reporting entities have not reported since 2012 (see Tables 16 and 17
in 104). The intensity of reporting only partially reflects the volume of funds and the structure of
risks in various sectors.

190. The nature of the reports received by SFIS is limited and does not adequately reflect ML/TF
risks facing the country. STRs submitted by reporting entities are prepared largely in line with the
criteria developed by SFIS and set out in the Regulations®? of 2012, which are not based on the
findings of 2015 and 2017 Reports. A majority of reporting entities are unfamiliar with the NRA
findings and, except for banks, have a limited understanding of AML/CFT risks or do not recognize
them in their activities. DNFBPs do not conduct independent ML/TF risk assessments (see 104 for
more detail).

191. TF-related STRs account only for 1 percent of the total number of STRs received by SFIS,
given that the majority of reporting entities have a limited understanding of the risks in this area,
with the work on the identification of TF transactions being limited to matching customers against
the UN Security Council or National Lists (see 104 for more detail).

192. STRs sent to SFIS by reporting entities upon detection of transactions (partially) matching the
criteria for suspicious transactions or upon identification of listed persons mostly contain raw,
unanalysed data, which has a negative impact on the quality of STRs prepared by reporting entities.

193. STRs sent to SFIS do not contain complete information on the beneficiaries of transactions due
to reporting entities' (except for banks) lack of understanding of the obligation to identify the
beneficial owners of their clients (legal entities and individuals). Reporting entities (except for banks)
fail to carry out the verification (and sometimes even identification) of beneficial owners of their
clients (see 104 for more detail).

194. Banks and microfinance organizations connected to VIPNet Business Correspondence use this
communication channel to send reports and other information to SFIS. Other reporting entities send
data to SFIS either in paper or electronic format, by postal mail or courier, which potentially slows
down the data transfer process and carries the risk of information leakage or loss. Reports from
reporting entities (except for those sent via VIPNet Business Correspondence) are entered manually
into SFIS's analytical database, which affects the timeliness of data entry into the system and adds
human factor vulnerability.

195. SFIS's Training and Methodology Centre is used to hold regular AML/CFT training and skills-
upgrading workshops for reporting entities. Reporting entities attend classes held annually at SFIS's
Training and Methodology Centre. However, the shortcomings noted above necessitate the adoption
of additional measures executed along with supervisory authorities aimed at increasing the level of
understanding by reporting entities of their duties, legal responsibilities, modern typologies, and
ML/TF trends and scenarios.

196. The information provided to SFIS by customs authorities includes customs declarations
(statistics on declared funds are given in Table 11) and matches with SFIS sanctions list. SFIS list

32 Annex to the Regulations on the General Requirements for Internal Controls to Combat Money Laundering and Terrorist
(Extremist) Financing”, approved by Kyrgyz Government Decree No. 135 of March 5, 2010 (as amended by Kyrgyz
Government Decree No. 324 of May 28, 2012).

45



features designated individuals and legal entities as well as wanted persons, including those
designated as such by the SCO and CIS ATC. In addition, Kyrgyzstan described the practice of
transfer by customs authorities to SFIS of information on frequent users of remittance services.
Notably, rather than being sent immediately upon filing, customs declarations are transferred to SFIS
once a quarter, which affects the speed of data analysis by SFIS. According to Kyrgyzstan, it is
working to create a Unified Automated System, access to which may be provided to SFIS as needed
(see Criterion 32.6).

197. Given the cash-intensive nature of Kyrgyzstan's economy and the problems associated with the
demarcation of its borders, the assessment team are not fully convinced that the cross-border traffic
is fully controlled and that the data provided by customs authorities accurately reflect the volume of
funds being transported across the border. This may adversely affect the adequacy of data needed to
identify ML/TF cases involving the transportation of valuables across Kyrgyzstan's border.

198. SFIS has the necessary powers and experience in requesting information from reporting
entities, regardless of whether the reporting entity has submitted an STR or other type of report or
not. This information may contain a banking or other secret protected by law. SFIS can also request
required information from the customs authorities in a "request-response™ mode. No statistics on the
frequency of use of such communication method is available. The only available evidence of
cooperation comes from the practical examples of ML/TF investigations detailed in the report.

199. As shown in the examples of criminal cases (see Case studies 1, 2, 3, 5) below, SFIS also
successfully engages with its foreign counterparts in intelligence gathering to assist investigations
(see also 102 for more details on SFIS's international cooperation). SFIS's limited powers in respect
of predicate offences to ML/TF (see Criterion 29.1) have no practical impact on its intelligence
gathering capacity.

Analysis findings and intelligence provided by SFIS for operational activities

200. SFIS disseminates its analytical findings to law enforcement authorities both spontaneously
and on request of the competent authorities. As noted above, the effectiveness of the use by law
enforcement authorities of the analytical data requested from SFIS is only evidenced from a single
case study (Case study 1). As regards the effectiveness of the use by law enforcement authorities of
spontaneous disseminations prepared by SFIS, in some cases, as shown in Table 6 (Spontaneous
Disseminations), such data are used effectively. Apart from its involvement in the ML/TF NRA,
SFIS does not conduct strategic analysis of the data provided. Instead, SFIS is focused on conducting
operational analysis.

201. SFIS's organization structure includes a sector responsible for strategic analysis and Egmont
Group engagement (as per the staff list approved by SFIS order No. 65/P dated October 29, 2013, it
has two employees). The sector employees are responsible for conducting strategic analysis aimed
at detecting ML/TF trends, identifying ML/TF threats and vulnerabilities, and using analysis findings
to formulate AML/CFTE policies. However, despite the presence of the institutional component,
SFIS is not involved in the study of ML/TF trends in various high-risk sectors or detection of country-
specific ML/TF typologies that could be of practical importance to both reporting entities and law
enforcement.

202. As regards operational analysis, SFIS uses information received from reporting entities and
customs authorities to analyse transaction data with the help of an automated analysis system.
Whenever necessary, it also uses information from available sources and databases. SFIS's analytical
system enables the visualization of transaction patterns. However, the quality of data comparison and
analysis depends today more on the knowledge and experience of an individual analyst rather than
the capabilities of information technology. SFIS's analytical systems fall short of the agency's
requirements for volume and methods of data processing.
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203.SFIS, after receiving STRs or threshold reports, enters these data into an automated analytical
system for preliminary analysis. The system matches the data against the List of designated persons
and entities as well as the database of existing offenders, and ranks the reports based on the level of
risk. The criteria for assessing the level of risk posed by the report are developed by analysts and
regularly updated. After completing the initial filtering of data, and depending on the risk level and
profile (ML or TF), the case is assigned to the appropriate analyst.

204.During the second stage, the analyst examines the case and determines which additional
information he needs for a full analysis of the case. This information is then collected from the
available databases or requested from reporting entities, government agencies or foreign
counterparties.

205.After analysing the obtained information, provided there are sufficient grounds to believe that
the transaction may be linked to money laundering or terrorist financing, the analyst prepares
spontaneous disseminations for submission to SFIS's Expert Council, which decides whether to refer
them to the relevant law enforcement authority or return to the analyst for further analysis and
collection of additional data.

206.Table 6 shows a gradual increase in the volume of both ML- and TF-related spontaneous
disseminations made by SFIS to the relevant law enforcement authorities. From 2014 to 2016, SFIS
sent a total of 102 spontaneous disseminations related to ML and 11 to TF, 40 of which led to the
initiation by law enforcement of criminal proceeding into ML and predicate offences and 5 into TF.

207.Although in the overwhelming majority of cases, law enforcement bodies have confirmed the
importance of spontaneous disseminations made by SFIS, the data provided show that the
effectiveness of their use is moderate. In the reporting period, for example, 18 ML and 3 TF
spontaneous disseminations were not confirmed or there was a refusal to initiate criminal case. One
of the factors impacting the effectiveness may be the lack of proper feedback. As shown in Table 6,
there have been 44 ML and 2 TF spontaneous disseminations listed as "pending™ since 2014, which
does not allow us to assess to what extent the quality and adequacy of these spontaneous
disseminations meet the operational needs of law enforcement agencies.

Table 6. Spontaneous disseminations made by SFIS to law enforcement authorities

2014 ML | TF Outcome
3 spontaneous disseminations were not confirmed to be linked to

SNSC 0 3 . .
terrorism and extremism
MIA 6 0 | 6 spontaneous disseminations are pending
2 spontaneous disseminations resulted in the opening of 1 criminal
case, referred to court
4 spontaneous disseminations are pending
SSCEC 18 0 | 7 spontaneous disseminations resulted in refusals to initiate criminal
proceedings
In respect of 5 spontaneous disseminations, 5 criminal
investigations were suspended for various reasons
4 ML spontaneous disseminations were not confirmed
SDCS 6 0 | 2 spontaneous disseminations were combined with other criminal
investigations

Quantity 30 3

2015 ML | TF Outcome
1 TF spontaneous referral resulted in the initiation of criminal
SNSC 2 1 | proceedings and a court verdict

2 ML spontaneous disseminations were not confirmed
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6 spontaneous disseminations (2 TF and 4 ML) resulted in the
MIA 18 2 | opening of 6 criminal cases,
14 spontaneous disseminations are pending

In respect of 8 spontaneous disseminations, 8 criminal
investigations were suspended for various reasons

1 spontaneous dissemination resulted in the initiation of criminal
proceedings and filing of charges

SSCEC 9 0

1 spontaneous dissemination resulted in a refusal to initiate criminal
proceedings

SDCS 2 0 1 spontaneous dissemination resulted in the initiation of criminal

proceedings and a court verdict
Quantity 31 3

2016 ML | F Outcome

SNSC 6 0 | 6 spontaneous disseminations are pending-
2 TF and 1 ML spontaneous disseminations resulted in the initiation
of criminal proceedings

MIA 4 5 1 spontaneous dissemination and additional material (ML) resulted

in the initiation of criminal proceedings
1 TF spontaneous dissemination was referred to SNSC
2 TF and 1 ML spontaneous disseminations are pending

1 spontaneous dissemination resulted in the initiation of criminal
proceedings

3 spontaneous disseminations resulted in the opening of 1 criminal
case

1 spontaneous dissemination resulted in the opening of a criminal
SSCES 15 0 | case, referred to court

2 spontaneous disseminations resulted in a refusal to initiation
criminal proceedings

7 spontaneous disseminations are pending

In respect of 1 spontaneous referral, the criminal investigation was
subsequently suspended

1 spontaneous dissemination resulted in the initiation of criminal
proceedings

2 spontaneous disseminations were confirmed

8 spontaneous disseminations were combined with other criminal
investigations

5 spontaneous disseminations are pending

SDCS 16 0

Quantity 41 5

208.Kyrgyzstan presented an example of criminal proceedings (Case study 2) initiated on the basis
of spontaneous disseminations made by SFIS to SNSC, highlighting the success of a multipronged
investigation into not only ML but also several predicate offences.
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Case study 2

Criminal investigation into ML launched on the bases of spontaneous disseminations made by
SFIS

In 2011, responding to an STR, SFIS identified a ML scheme totalling $14 million after analysing
approximately 14,000 transactions. The scheme involved the transfer of funds to country A as
payment for the supply of telecommunications equipment. Then, the funds were split into smaller
amounts and transferred to various accounts in countries B, C, D and D.

As a result of spontaneous information exchange between SFIS and NSC, the latter launched
criminal proceedings under Art. 166 (Fraud), Art. 171 (Acquisition or sale of property that is
known to have been obtained by criminal means), Art. 183 (Money laundering), Art. 221 (Abuse
of authority by employees of commercial or other organizations), and Art. 224 (Corrupt business
practices) of the Criminal Codec.

SFIS worked closely with the FIUs of countries B, C, D and D to trace the laundered funds,
freezing and eventually seizing $2 million transferred to country B. SFIS also initiated the
involvement in the investigation of the Basel Institute of Management.

On 13 October 2016, the Pervomaisky District Court of Bishkek, Kyrgyzstan, found Mr. Z guilty
and sentenced him to 25 years in prison with confiscation of property.

Law enforcement officials are currently working to seize and return the rest of the criminal assets.

209. SFIS lacks experience in suspending suspicious transactions to ensure preservation of the assets
involved for their subsequent seizure or possible confiscation. No requests to suspend suspicious
transactions were submitted to SFIS by law enforcement authorities. According to Kyrgyzstan, the
use of such powers by SFIS prior to the launch of criminal proceedings implies a short-term effect,
and may impede the operational support of the case and even endanger the success of investigative
activities such as criminal intelligence analysis. Such an unambiguous approach, according to the
assessors, may have a negative impact, since SFIS's efforts to trace funds may lose their relevance
once the identified funds are moved/transferred/transformed into other assets in the course of the
investigation.

210. SFIS's Analytical department is fully staffed (11 employees). Besides analysing STRs and
threshold reports, the Analytical Department is also involved in the analysis and preparation of
materials in response to requests from law enforcement agencies, preparation of requests to foreign
FIUs, and responses to requests from foreign counterparts. Given the diversity of functions and the
range of activities, as well as taking into account the comments made by law enforcement official
concerning the timeliness of information provision, the assessment team have come to the conclusion
that the human resources and technical equipment available to SFIS are not sufficient for the volume
and complexity of the tasks performed.

Cooperation and information/finance intelligence sharing

211. According to the country's law enforcement authorities and SFIS, they have intensified
cooperation and information sharing in recent years on ML and TF predicate offences (see Table 4
and Table 6).

212. SFIS has signed interagency agreements with several government agencies, including law
enforcement, in order to strengthen cooperation and establish the procedure and channels for
information transfer.
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213. SFIS cooperates closely with law enforcement authorities in the preparation of spontaneous
disseminations. The Expert Council, if necessary, may include representatives of law enforcement
agencies, which, until recently, were not officially allowed to be listed among its members. If such
necessity arises, law enforcement authorities will be represented by liaison officers tasked with
processing spontaneous disseminations under review. In this case, according to the assessors,
representatives of law enforcement authorities may have an influence on the decision-making with
regard to spontaneous disseminations, thereby it carries a potential risk of limiting SFIS'
independence in making dissemination decisions.

214. SFIS and law enforcement authorities have demonstrated a good understanding of importance
of close cooperation for effective disruption of ML, associated predicate offences and TF. However,
technical deficiencies related to insufficient IT support of communication channels and the lack of
direct online access to various government databases have a negative impact on effectiveness

Overall conclusions on Immediate Outcome 6

215. Kyrgyzstan has achieved a moderate level of effectiveness for Immediate Outcome 6.

Immediate Outcome 7 (ML Investigation and Prosecution)
ML identification and investigation

216. Law enforcement authorities (SNSC, MIA and SSCEC), acting within their competence,
identify and investigate crimes, including ML. The absence of dedicated AML units in the structures
of these agencies means that the tasks related to identification and investigation of such crimes are
carried out by employees conducting an inquiry or investigating predicate offences. Since 2016, the
prosecutor's office does not investigate criminal cases, support the prosecution of cases in court or
supervise investigative activities.

217. Kyrgyzstan provided statistics for 2013-2016 (as per Article 183 of the Criminal Code,
statistics includes data for Q1 2017, Table 7) on the number of ML investigations and court cases.
According to this information, of the 33 ML cases identified and investigated in the country since
2013, only 10 reached court, with the rest being either terminated or suspended in accordance with
the Criminal Procedure Code of the Kyrgyz Republic.

218. According to the information provided, almost all ML cases are connected to abuses in the
financial sector. Analysis of the most serious of them has shown that laundered proceeds are typically
derived from corruption and illegal business activities.

Table 7. Procedural decisions in the context of articles of the Criminal Code

First
Article of Criminal Code Decision 2013 | 2014 | 2015 2016 | quarter
of 2017
Initiated criminal
. oroceedings 2322 | 2600 | 3322 | 4095
Fraud (ArtICIe 166) Referred to court 1847 | 1910 | 2611 3129
Convictions 779 836 | 1040 | 1143
Initiated criminal
proceedings 18 3 6 6
Money Laundering (Article 183) 2 3 1 1
Referred to court 3
Verdicts 0 3 2 0 1
Convictions 8 5 0 8
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Exonerations 3
Inltlated_ criminal 174 104 132 79
) ) proceedings
Smuggling (Article 204) Referred to court 66 60 44 50
Convictions 40 49 31 30
In|t|ated_ criminal 101 111 107 122
_ _ proceedings
Tax Crimes (Articles 211-214) Referred to court 51 51 58 72
Convictions 39 50 50 67
Initiated criminal
) ) _ proceedings 8 3 4 6
Organized Crime (Article 231) Referred to court 7 2 4 5
Convictions 15 1 6 11
'”'“atff! criminal 1764 | 1771 | 1748 | 1608
Drug Trafficking (Articles 246- | PFOCEEAINGS
247) Referred to court 1519 | 1487 | 1523 1501
Convictions 1391 | 1281 | 1202 1348
Initiated criminal
Corruption/ Bribery (Articles  |-Proceedings 160 | 142 | 136 104
303, 313-314) Referred to court 66 84 91 85
Convictions 71 106 91 87

219. All ML cases were investigated in conjunction with predicate offences. The practice of
investigating ML offences separately from predicate offences is absent.

220. In 2015, the country's authorities initiated criminal proceedings (Case study 4) under Art. 183
(Money laundering) against individuals suspected of siphoning off more than KGS 6 billion ($80
million) from Kyrgyzstan to the countries of the Middle East and the European Union with the help
of shell companies. The above proceedings included investigative action, including the seizure of
financial documents, identification of the suspects, search for property liable to confiscation and
operational-search activities. Despite this, the investigation is still incomplete and the ML case is yet
to be referred to court. A similar situation exists with the criminal proceedings instituted against a
group of individuals suspected of money laundering, forgery of documents and tax evasion (Case
study 5). There, despite the completion of all the necessary investigative activities, the investigation
is still on-going. The main reason for the delay is the non-provision of responses to international
requests for mutual legal assistance.

221. Analysis of the main reasons for the termination or suspension of criminal ML proceedings at
the investigation stage allows us to conclude that law enforcement authorities, despite undertaking
all the necessary investigative activities, struggle to gather enough evidence, lack experience in
investigating such crimes and are hampered by the late/non-fulfilment of international requests.

222. Kyrgyzstan has experience of conducting successful international investigations involving the
laundering of criminal proceeds in third countries (Liechtenstein). As a result of this investigation,
illicit funds were seized outside of Kyrgyzstan (Case study 3). Spontaneous disseminations prepared
by SFIS were used in law enforcement investigations into money laundering, corruption and
economic crimes (Case studies 3, 4 and 5). Notably, only a small number of ML cases were referred
to court after completion of criminal investigations. Instead, it is much more common for criminals
to be prosecuted for predicate offences. This fact supports the conclusion that combating ML is not
a priority in the activities of law enforcement agencies. Although the opportunities for detecting and
investigating these types of crimes by law enforcement authorities within the framework of predicate
offences do exist, they are not always used.
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223. In investigating several predicate offences, SNSC and SSCEC conducted parallel financial
investigations into ML. Thus, an investigation into the activities falling under Article 303
(Corruption) of the Criminal Code, investigators identified several instances of money laundering
involving large and especially large amounts. The funds were laundered in Kyrgyzstan through the
purchase of real estate property worth KGS $240,000 and repayment of a mortgage loan totalling
$140,000. Investigations into both predicate offences and ML were successfully completed and
resulted in convictions.

224. At the same time, parallel financial investigations remain rare, as some law enforcement
agencies lack a clear understanding of their importance.

225. SDCS's approach to parallel financial investigations was not systemic in its nature. Assessors
were shown one example of an investigation (Case study 1) that led to the seizure of 33 kg of drugs.
Despite following the money trail, the suspects were charged only with drug trafficking, but not ML.
No successful investigations or prosecution for drug-related ML have been reported in several years.
In 2016, SDCS's functions were reassigned to the MIA. The MIA sends a large number of requests
to SFIS (Table 4) and has received 35 spontaneous disseminations in the last 3 years (Table 6), but
there are no practical results evidencing the success of ML investigations.

226. It should be noted that the conduct of parallel financial investigations directly by law
enforcement authorities is hampered by the existence of legal restrictions on the use of information
protected by banking secrecy at the pre-investigation stage. There is also no guidance on the conduct
of parallel financial investigations by law enforcement agencies.

227. When identifying the indicators of ML or conducting investigations, law enforcement
authorities use the intelligence provided by SFIS, which, in addition, responds to requests and
prepares spontaneous disseminations related to ML (Table 6) for use by law enforcement authorities.
Spontaneous disseminations are used as the basis for running checks. SFIS's intelligence cannot be
used as evidence in criminal proceedings. Instead, it is used as reference information for officials
conducting inquiries or criminal investigations, allowing them to establish a link between money
laundering and the predicate offence (Case studies 3, 4 and 5).

Case study 3

In the course of procurement of telecommunication equipment, officials of the government-owned
company A withdrew USD 14 million from the company’s accounts and misappropriated USD 6
million using foreign jurisdictions. After that, using the smurfing technique, they transferred the
stolen funds to various jurisdictions. All stolen assets were located and seized. The investigation
into this criminal offence was conducted by the NSC.

In 2011, following monitoring of suspicious transactions carried out by company A, SFIS submitted
spontaneous disseminations to the NSC with recommendation to pay special attention to transfers
of large amounts of funds abroad. After analysing over 14,000 transactions and discovering that
USD 14 million were transferred to China, the decision was made to institute criminal proceedings.
In 2012 SFIS, jointly with the FIU of Liechtenstein, located and froze the criminal assets for a
period of two months, after which the Liechtenstein court seized those assets. Kyrgyz law
enforcement authorities instituted criminal proceedings under Article 166 (Fraud), Article 171
(Acquisition or Sale of Property Knowingly Obtained in Criminal Manner), Article 183
(Legalization (Laundering) of Criminal Proceeds), Article 221 (Abuse of Authority by Employees
of Commercial or other Organizations) and Article 224 (Commercial Bribery) of the Criminal Code.
In November 2016, A was charged with offences falling under Art. 183 of the Criminal Code and
sentenced to 7 years of imprisonment with confiscation of property.
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Case study 4

Multiple wire transfers were made from Kyrgyzstan to Turkey, Dubai, China, United Arab
Emirates, Lithuania, Latvia, Russia and Estonia in the period from 2014 through 2015. Those
transfers were carried out through companies RP, TTV and B-ba, front entities registered in the
name of the same individual. The suspicion was triggered by the fact that neither before nor after
making large wire transfers the companies paid any taxes or customs duties and were not involved
in any real business activities (no tax returns were filed with tax authorities). In addition, the
companies were not registered with customs authorities as entities engaged in foreign trade.

Based on the outcomes of a financial investigation conducted by SFIS, GPO and MIA instituted
criminal proceedings under Article 183 (Legalization (Laundering) of Criminal Proceeds), Article
221 (Abuse of Authority by Employees of Commercial or other Organizations) and other Articles
of the Criminal Code. The investigation is still underway. The financial investigation was triggered
by the suspicious transaction reports received from the Kyrgyz commercial banks. The total amount
of funds transferred by the said companies abroad exceeded KGS 6 billion.

Case study 5

SFIS identified the groups of individuals who employed rural residents for transferring funds
abroad. Funds were deposited into bank accounts on behalf of those rural residents for subsequent
transfers abroad via instant money transfer systems. Spontaneous disseminations were made to
SSCEC and the MIA. Defendants were charged with six offences falling under Article 183
(Legalization (Laundering) of Criminal Proceeds), Article 221 (Abuse of Authority by Employees
of Commercial or other Organizations) and Article 350 (Forgery, Manufacture, Sale or Use of
Forged Documents, State Awards, Letter-Heads, Stamps and Forms) of the Criminal Code. At the
time of the on-site mission, criminal investigation were still ongoing.

228. Law enforcement authorities noted the good quality of intelligence provided by SFIS and its
effectiveness in international information sharing and use of information protected by banking
secrecy. However, any reduction in the time allowed for data provision may improve the
effectiveness of law enforcement efforts. Whereas any increase in the number of analysts employed
by SFIS and automation of their work will help shorten the response provision process.

229. The practice of conducting joint investigations and setting up ad hoc investigation teams
specializing in serious and mostly serious crimes linked to ML remains underutilized. The lack of an
integrated approach involving closer cooperation between various competent authorities affects the
identification process as well as the quality of the investigation of cases and convictions directly for
ML. Law enforcement authorities only provided information on one criminal case necessitating the
establishment of ad hoc investigative teams that included representatives of SFIS. It is not possible
to assess the effectiveness of joint work, as the investigation of the criminal case is not completed
and there is no court verdict.

Consistency of ML investigations and prosecutions with the threats and risk profile, and national
AML policies

230. During a working meeting with representatives of law enforcement authorities (GPO, MIA,
SNSC, State Customs Service and SSCES), participants informed the assessment team about the
existing sectoral ML risks, identifying drug trafficking, corruption, tax evasion and illegal business
activities as the main source of criminal proceeds. Proceeds from these criminal activities often end
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up invested in legitimate businesses. At the same time, ML offences investigated and prosecuted in
Kyrgyzstan do not fully reflect the nature of the risks facing the country or its AML/CFT national
policies.

231. The experience of the country's law enforcement authorities (Table 7) and expert assessments
by the Kyrgyz law enforcement officers and international experts support the conclusion that drug
trafficking poses a serious problem for the country.

232. Despite the adoption of measures to combat drug trafficking and a good understanding of the
severity of the problem, the efforts of law enforcement authorities are primarily dedicated to cutting
off supply routes for drugs and precursors. The adopted measures to combat money laundering, drug
trafficking and to identify and seize financial proceeds are not commensurate with the level of risk.

233. At present, corruption and the shadow economy continue to pose a serious problem for the
country. A high level of corruption, coupled with the large size of the shadow economy, which,
according to various estimates, accounts for 40 - 60% of GDP (In December 2012, the public
association "Investment Round Table" prepared a report on the country's shadow economy. The
report, commissioned by the Ministry of Economy under the WB project, put the size of the shadow
economy at 39-43% of the country’s 2011 GDP), makes Kyrgyzstan vulnerable to ML risks.
Although the country's leadership and law enforcement authorities understand the importance of
these problems, as evidenced by the inclusion of these issues in the country's National Security
Strategy, not enough attention is paid to the investigation and prosecution of ML offences related to
corruption and tax evasion.

234. The size of the shadow economy and the widespread use of cash not only significantly increase
the potential of tax evasion and money laundering, but also make it more difficult for law
enforcement authorities to identify these types of criminal offences. In addition, the cash-intensive
nature of the economy facilitates the emergence of alternative remittance systems and physical
transportation of money by cash couriers.

235. Law enforcement representatives reported that, in respect of tax crimes (Art. 210-213 CC KR),
criminal proceeding can be terminated at any stage of the investigation process due to the voluntary
payment of the entire amount of taxes due, including fines and penalties. According to them, this fact
explains the absence of ML investigations into this group of offences. The assessment team were not
provided with information on the number of terminated investigations of this category, which makes
it difficult to objectively analyse the situation.

Types of ML cases pursued

236. According to statistics (Table 7), 10 criminal cases were referred to courts of the Kyrgyz
Republic, 6 of which resulted in convictions. It should be highlighted that 5 convictions were issued
in relation to the same criminal group, which was involved in the laundering of criminal proceeds
through financial institutions, with defendants being sentenced without their participation in criminal
proceedings. Moreover, there is no information as to whether these sentences have entered into force
or not.

Case study 6

Investigative authorities charged a group of individuals with transferring, from 2006 to 2010, and
laundering large amounts of money through companies A JSC, 1 JSC, K JSC and other commercial
institutions. In addition, Mr. N and Mr. Y, director of company V, conspired to illegally acquire
the controlling stake in a bank.

On February 21, 2015, June 1, 2016, September 21, 2016, January 11, 2017, May 12, 2017, the
Bishkek city court found all above mentioned persons guilty of committing criminal offences
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falling, inter alia, under Article 183 of the Criminal Code and sentenced them to 7 and 9 years of
imprisonment with confiscation of property, as well as prohibited them from holding public offices
for three years.

237. The Kyrgyz authorities did not provide examples of investigations broken down by different
types of cases. In the light of this, assessors conclude it experiences difficulties in identifying and
investigating criminal cases where laundering is carried out by third parties; where the predicate
offence is committed in a third country; and where ML does not involve a predicate offence. No
such cases were identified and, hence, no convictions were recorded.

Effectiveness, proportionality and dissuasiveness of sanctions

238. When considering ML-related cases, judicial authorities focus, first of all, on predicate
offences and only after that, if the criminal origin of proceeds is proven, defendant(s) may be
convicted of ML. The said circumstance, as well as the difficulties in conducting financial
investigations, result in a small number of ML convictions. According to the statistics provided, there
have been 6 ML verdicts since 2013, with 21 persons being convicted 3 persons acquitted. The
Kyrgyz law does not provide for the liability of legal persons, hence no convictions of legal persons
have been recorded.

239. According to the information posted on the Supreme Court website, there have been three
registered convictions for ML, one of which was appealed to the Supreme Court as part of the review
procedure.

240. Apart from two cases (Case studies 3 and 6), there is no additional information on the
imposition of relevant sanctions on persons found guilty of ML crimes. The size and effectiveness
of sanctions against persons guilty of ML may be assessed only on the basis of legal norms and
sanctions for predicate crimes, which appear to be proportionate and effective when implemented in
full.

Other measures of criminal proceedings

241. During the on-site visit, representatives of the Supreme Court informed the assessors that there
were no other criminal justice measures in Kyrgyzstan that could be applied where ML conviction is
not possible. As a rule, if ML signs cannot be proven, a person is convicted of a predicate offence

242. According to the country's law enforcement officials, in situations where prosecution under
Art. 183 of the Criminal Code for ML offences is not possible, defendants may be charged under
Art. 308-1"lllegal enrichment”. At the same time, assessors were not informed about any charges
filed under this article or conviction handed down, which makes it difficult to assess the effectiveness
of these alternative measures.

Overall conclusions on Immediate Outcome 7

243. Kyrgyzstan has achieved a moderate level of effectiveness for Immediate Outcome 7
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Immediate Outcome 8 (Confiscation)

244. Kyrgyzstan has not demonstrated that confiscation is one of the priorities in the work of law
enforcement agencies and an important element of the country's criminal policies. Despite the
involvement of certain state bodies in the identification and handling of seized and confiscated
property, measures aimed at depriving criminals of criminal income are insufficient. Kyrgyzstan has
designated authorities tasked with the confiscation of proceeds and instrumentalities of crime and
property of corresponding value (criminal income).

245. When conducting criminal investigations, law enforcement authorities search for and seize
criminal proceeds in order to compensate for the damage caused by the commission of the offence.
When adjudicating the case, the judge decides what to do with the seized property in order to secure
a civil claim or possible confiscation. The responsibility for enforcing confiscation orders issued by
the court is assigned to enforcement agents. Following its confiscation, the property is transferred to
tax authorities for disposal. The procedure for the disposal of confiscated property is established by
applicable law. The tax authorities are responsible for monitoring the completeness and timeliness
of the transfer of property to them for disposal, as well as the timeliness of the transfer of funds to
the budget. The confiscated real estate property is transferred to the State Property Management Fund
under the Government of the Kyrgyz Republic for placement into state ownership or other actions.

246. Kyrgyzstan provided statistics on damages paid after the completion of investigative
proceedings (Table 8). Restitutions for material damage are made at the expense of the property
seized during the investigation or application of subsequent confiscation measures. In this regard,
depending on the value of the property seized, it is possible to assess the prospects for the effective
implementation of subsequent confiscation measures already at the investigation stage. Information
about all law enforcement agencies conducting investigations of predicate crimes, ML and TF is
available.

Table 8. Compensation for material damage in criminal investigations completed in the reporting
period (for all types of offences)

Name of i

law entl;ggg:lement Compensation for damage Corr;gigzzt;%nt;c;rsfg}[?age
2013 | 2014 | 2015 | 2016 | 2013 | 2014 | 2015 | 2016

Prosecutor’s Office | 18.2% | 16.3% | 35.6% | 37.0% | 19.0% | 25.0% | 36.8% | 37.6%
MIA 29.9% | 23.9% | 195% | 27.9% | 51.7% | 15.7% | 10.0% | 52.4%
SNSC 75% | 51.7% | 61.7% | 25.6% | 14.6% | 54.7% | 71.4% | 35.9%
Financial Police 23.2% | 55.6% | 22.8% | 40.3% | 23.9% | 57.4% | 23.6% | 42.1%
SDCS 38.7%
State Customs 88.2% | 40.0% | 46.5% | 122.3% | 3.1% | 40.0% | 46.5% | 122.3%
Penitentiary Service 21.5% | 8.9% 87.7%
L e NSATED 9 | 27.1% | 30.4% | 235% | 35.7% | 20.6% | 42.1% | 25.6% | 41.7%

247. Analysis of provided statistics shows that the level of compensation for damage in completed
investigations for all law enforcement bodies is low and averages about 35% (except for the SCS).
The level of compensation for damage caused to the state is also low (about 40%). Furthermore, the
level of compensation has remained stagnant for many years.
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248. Importantly, the level of compensation for damage in malfeasance cases (Table 9), which,
according to law enforcement authorities, constitute a large source of proceeds used in ML, is also
low.

Table 9. Compensation for material damage in malfeasance investigations completed in the
reporting period

Name of
law enggcrjglement Compensation for damage
2013 2014 2015 2016

Prosecutor's Office 13.1% 33.5% 30.8% 53.9%
MIA 53.3% 64.9% 28.9% 7.3%
SNSC 99.1% 10.9% 88.0%
Financial Police 65.1% 10.6% 74.8% 44.9%
SDCS
State Customs
Service
Penitentiary Service
TOTAL 15.2% 36.6% 16.4% 61.3%
COMPENSATED %

249. The data provided during the on-site mission highlight problems with the identification and
seizure of property at the investigation and prosecution stage, which, in turn, affect confiscations.
One of the reasons for this situation is (as noted in 107) the lack of parallel financial investigations
aimed at identifying, tracking and evaluating property that is subject to confiscation. In addition,
there are no dedicated units tasked with identifying, evaluating and confiscating criminal proceeds.
Instead, these responsibilities are partly split between the Prosecutor's Office and law enforcement
authorities conducting criminal investigations, the effectiveness of whose efforts is low.

Confiscation of proceeds from foreign and domestic predicates, and proceeds located abroad

250. According to the legal mechanisms and judicial practice, confiscation of proceeds,
instrumentalities and property does not depend on the corresponding value of inflicted losses/
damage. The representatives of the judicial authorities met on-site confirmed that such mechanisms
are actually used in practice and provided examples of the confiscation orders imposed.

251. Confiscation may be extended to assets whose value is much higher than the value of
losses/damage inflicted as a result of an offence, and all property owned by the defendant, except of
that required for covering the basic needs, is subject to confiscation. Kyrgyzstan provided an example
where the court ordered the confiscation of the defendant's property and monetary funds totalling
KGS 4,829,000.

252. No information was provided on the extent of inflicted damage estimated in relation to criminal
cases where confiscation orders were issued. Representatives of the Judicial Department of the
Supreme Court informed the assessors that statistics are maintained on the types of criminal cases
and on the volume of confiscated criminal proceeds, but this information was not presented.
Therefore, it is impossible to make a judgment about the real impact (effectiveness) of provisional
measures taken by law enforcement authorities in respect of both predicate offences and ML.

253. Below are the statistics on the number of persons held criminally liable whose punishment
included confiscation of property/assets (Table 10).
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Table 10

Number of persons held criminally liable
whose punishment included confiscation of

Articles of the Criminal Code property/assets

2012 2013 2014 2015
123 Kidnapping 2 2 3 5
124 Human Trafficking 2 1 2 1
164 Theft 227 192 162 150
165 Cattle rustling 37 31 35 29
166 Fraud 28 27 28 25
167 Robbery 58 26 36 37
168 Brigandage 147 106 113 128
170 Extortion 3 5 8 2

172 Unlawful Taking of an
Automobile or other Motor
Vehicle 11 13 11 13
177 Acquisition or Sale of
Property Knowingly Obtained in
Criminal Manner 1 - - -
180 Operating Illegal Business 1 - - -
182 False Enterprise - 1 - -
183 Legalization (Laundering) of
Criminal Proceeds - 1 1 5
204 Smuggling 4 9 5 3
208 Illegal Trade in Precious
metals and Stones 1 - - -
210 Evasion of Customs Payments - 1 - -
213 Evasion of Tax and
Compulsory Insurance Premiums
by Executive Officers of Business
Entities 1 - 1 -
226 Terrorist Act - - - 1
231 Establishment of a Criminal
Association (Criminal
Organization) 2 4 - 3
241 lllegal Acquisition, Transfer,
Sale, Storage, Transportation or
Carrying of Firearms,
Ammunition, Explosives and
Explosive Devices 2 4 3 2
245 Theft or Extortion of
Firearms, Ammunition and
Explosives 1 - - -
247 Illegal Manufacture,
Acquisition, Storage,
Transportation, Transfer with
Intent to Sell and lllegal
Production or Distribution

of Narcotic Drugs, Psychotropic
Substances or their Analogues or

Precursors 118 104 97 99
303 Corruption - 2 7 -
304 Abuse of Official Powers 4 2 2 2
313 Extortion of Bribes 2 2 5 1
375 Mercenarism - - - 2

254.The existing ML convictions show that criminal proceeds are indeed confiscated in practice.
However, the presented statistics do not provide a clear picture of confiscations in relation to ML,
since money laundering cases are tried in courts in conjunction with predicate offences and
confiscation orders may be issued in relation to predicate offences and not for ML.
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255.Kyrgyz law enforcement authorities, both independently and with the assistance of SFIS, take
measures for tracing and identifying criminal proceeds and property to secure their confiscation.
Such measures include seizure of assets in the course of criminal investigations. However, when
conducting financial analysis, SFIS does not apply the freezing mechanism to secure their further
seizure by law enforcement in course of investigation into predicate offences, which could result in
the establishment of facts of ML. Criminal proceeds may be frozen when law enforcement
investigators issue orders to institute criminal proceedings or lay chargers against persons for
committing one of the following criminal offences: legalization (laundering) of criminal proceeds,
financing of terroris