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1.

date of the onsite visit (25 May to 6 June 2015)It analyses the level of compliance with the FATF 40
Recommendations and thelevel of effectiveness ofArmeniad O ! - , T# &4 OUOOAI h

This report provides a summary of the AML/CFT measures in place #rmenia as at the

recommendations on how the system could be strengthened.

Key Findings

1

Armenia has a broadly sound legal and institutional framework to combat money launderin
(ML) and financing of terrorism (FT).! Of AT EA8O0 1 AOGA1 1T & OAAE
high with respect to a large majority of FATF Recommendations.

Armenia is not a international or regional financial centreand is not believed to beat major
risk of ML. The predicate offences which were identified by the 2014 national risk
assessment (NRA) aposing the biggest threat arefraud (including cybercrime), tax evasion,
theft and embezzlement. The findings of this assessment indicate that corruption ar
smuggling also constitute aViL threat. The real estate sector, thehadow economy and the
use of cash all constitute significant ML vulnerabilies. Competent authoritieshave assessed
and demonstrated an understanding of some, but not all, ML risks in Armenia.

The NRA concludes thathe risk of FT is very low. Although Armenia shares a border with
Iran, which is considered by the FATF to pose a highrisk of FT, the evaluation team found
TT AiTAOAOGA ETAEAAOQET 1T O sedter Ardl nod-gréit organisalions
(NPOs)are misused for FT purposesThere have never been any investigations, prosecution
and convictions for FT.There is an effective mechanism for the implementation of Targete
Financial Sanctions (TFS)No terrorist-related funds have been frozen under theelevant
United Nations Security Council Resolutions (UNSCRs).

The financial intelligence unit (FIU) ha access to a wide range of information sourcesnd is
very effective in generating intelligence for onward dissemination to LEA&aw enforcement
accessto information is somewhat restricted by a combination of issues connected with the
legislation dealing with law enforcement powers to obtain information held by financial
institutions and law enforcement ability to successfully convert intelligence intcevidence

Law enforcement authorities (LEAs)did not demonstrate that they make effective use of Fll
notifications to develop evidence and trace criminal proceeds related to ML.

The number of ML investigations and prosecutions r&increased in the periodunder review.

However, it appears that LEAs target the comparatively easy sddundering cases mainly
involving domestic predicate offences. One ML convictio(described as autonomous)was

secured, although the judiciary appears to have based its rulinghdhe admission that the
predicate offence had been committedOverall, law enforcement efforts to pursue ML are no
fully commensuratewith the ML risks faced by the country.

Seizure and cafiscation of criminal proceeds, instrumentalities and property ¢ equivalent
value are not pursued as a policy objective. It is doubtful whether LEAs are in a position
effectively identify, trace and seize assets at the earliest stages of an investigation, si
proactive parallel financial investigationsfor ML andpredicate offencesare not conducted on
a regular basis.

The banking sector is the most importantsector in terms of materiality. Banks understand
the risks that apply to them according to the FATF Standards and the AML/CFT L3
However, they have notdemonstrated that they have incorporated the risks identified in the
NRA into their internal policies. The real estate sector, notaries and casinos pose a relative
higher risk compared to other DNFBPs. Their understanding of risk is limited.

Al



9 The applicaion of customer due diligence (CDD)record-keepingand reporting measures by
financial institutions is adequate.Major improvements are needed by the DNFBP sector wit
respect to preventive measures

I The approach of the Central Bank of Armenia (CBA) tanti-money laundering/counter
financing of terrorism (AML/CFT) supervision is to some extent based on risk. Developmen
in this area are ongoing. Adequate proceduredor the imposition of sanctions are in place
However, the level of finescould be improved. The supervision of the DNFBP sector wa
found to bein need of improvement relative to casinos and notaries, andadequaterelative
to real estate agents, dealers in precious metals and stones, lawyers and accountants

I Most basic information on legalpersons is publicly available through the State Register. A
legal persons in Armenia are required to disclose the identity of their beneficial owners t
the State Register upon registration and,nter alia, whenever there is a change in
shareholding. Information on beneficial ownership of legal entities is also ensured throug
the application of CDD measures by banks.

I While all the banks understand that they have to apply freezing of funds to proliferatio
financing and there is an innovative system irplace infinancial institutions to ensure that
matches are detected, there is a concern that the legal framework based on the AML/C
Law could be open to legal challengeCoordination between the different competent
authorities involved in this area needgo be further developed

Risks and General Situation

2. The 2014 NRA identifies swindling, theft, tax evasion, contraband andsquandering/
Ai AAUUl AT AT O AO PITI OET ¢ OEA EECEAOO -, OEOAAO8 4E,
its perspective, the highest risk of ML arises fronfraud (including cybercrime), falsifying plastic
cards and theft through ICT, embezzlement, theft, smug@gd and drug trafficking. This is more or
less the view of the FIU and other law enforcement authorities. Thevaluation team identified
corruption as also posing a ML threatThe level of foreign proceeds introduced into the Armenian
financial system coutl not be determined with certainty, since little information was made available
to the evaluation team. However, STR information suggests thattempts to launder proceeds from
cybercrime and other ICFrelated crime committed outside Armenia are not uncomran. The FMC
has procedures in place to monitor cros$order movement of funds with subsequent analysis and
comparison with applicable foreign trade indtators. There are no indications that the risk of FT
faced by Armenia is any way elevated.

3. The largemajority of funds from and to Armenia flow through the banking sector. In terms
of materiality, this sector constitutes the biggest ML vulnerability to the Armeniarprivate sector
generally andfinancial sector particularly . The real estate sector, whichnvolves various DNFBPS,
including real estate agentsaand notaries, is considered to pose a relatively higher risk of ML. Casinos
are also vulnerable to ML due tshortcomings in supervision and weaknesses in the application of
preventive measures although the fact that they do not provide certificates of winning (i.e.
documentary basisfor facilitating the laundering of illicit proceeds) certainly mitigates the potential
for their use in ML The large presence of the shadow economy, the use of cash andifaial
exclusion create afavourable environment for the commission of economic crime, especially tax
evasion and related MLthat could possiblydetract from law enforcement efforts in detecting crime.



Overall Level of Effectivenessand Technical Compliance

4. Since the last evaluation in 2009, Armenia has made major improvements in terms of
technical compliance with the FATF Recommendationgirmenia is largely compliant or compliant
with most Recommendations. The ML offence, the cfiscation regime, the FT offence, mechanisms
for the freezing of terrorist assets, preventive measures and institutional measures and powers of
the financial supervisor are all largely in place. The identification, assessment and understanding of
ML risk need some improvement, although it is noted positively that Armenia has made significant
efforts to conduct a national risk assessmenBome of the @ficiencies in relation to law enforcement
powers persist, particularly in relation to the legislation dealing with law enforcement powers to
obtain information held by financial institutions and law enforcement ability to successfully convert
intelligence into evidence.The mechanism to ensure transparency of legal persons should be further
developed and the rgulation and supervision of DNFBPs needs to be strengthenékhe authorities
should ensure that thelegal provisions providing for the application of PF sanctions are clarified.

5. In terms of effectiveness, Armenia achievesubstantial ratings in 10 24,5, 9, 10 and 11,
moderate ratings in IO 1, 3 and 6 and low ratings in IO 7 and 8.

Assessment of Riskspordinationand Policy SettingChapter 2-10.1; R.1, R.2, R.33)

6. 1 Of ATEA AT 1 AOAOAA EOO EEOOO O&O01 1 OKItsBAG . 21!
assessment is that it aggregates higlevel information from all AML/CFT stakeholders, some of
which had been previously analysed solely at institutional leveMith respect to the assessment of
ML threats and vulnerabilities, the information that was considered was not always completand as

a consequence some conclusions appear to be debatable. For instatice,threat of ML is based on
the analysisof convictionsfor all predicate offences and ML without considering the magnitude and
significance of the overall criminal activity in Armenia. Nevertheless, the authorities are confident
that the overall criminality rate is commensurate with the patterns and trends inferred from
convictions. Consideration of the shadow economy and the use of caaie limited to recognising that
these phenomena are present without linking the potential effects to other information, such as
predicate criminality and the use of cash to purchase real estate. It is the view of the evaluation team
that ML risks in Armenia might not be fully assessed andinderstood. The understanding of FT risks
appears to be adequate.

7. Cooperation and coordination of national AML/CFT policies is conducted tbugh the
Interagency Committee on the Fight against Counterfeiting of Money, Fraud Plastic Cards and

| OEAO OAUI AT O )1 606001 AT 66h -TTAU , AOT AAOGET ¢ AT A 4
An action plan agreed by the Interagency Committee provides a foundation for addressing the
ML/FT risks identified in the NRA.While operational cooperation between competent authorities
appears to be sound, the coordination of strategies, particularly Wiin the law enforcement sphere,
does not seem to be sufficiently developedvioreover, because the NRA does not properly identify
and assesgertain risks, the policies, objectives and activities of competent authorities do not fully
address the ML risks present in countryln addition, it appears that important intelligence work
being undertaken by the arms of government and law enforcementamdling licensing and export
control issues was not routinely being brought in the policymaking which is undertaken by the
Interagency Committee.

8. The authorities have shared the results of the NRA with the private sector. The banking
sector presenteda relatively better understanding of risk to the evaluation team compared with
other sectors. Even in the banking sector, however, the understanding differed. It was not common
for financial institutions to go beyond the NRA conclusion for their own sectaerwhen discussing risk
even though the AML/CFT Law requires institutions to undertake a risk assessment of their
business.



9. The exemptions and the instances where the application of simplified measures are
permitted are based on the FATF Standards rathehan being justified by the findings of the NRA
although these instancedhave beencarefully considered by the Interagency Committee ando not
contradict the findings of the NRA

Financial Intelligence, Money Laundering and Confiscati@hapter 3- IOs 68; R.3, R.4, FO-
32)

10. The Financial Monitoring Centre (FMC), which is the FIU of Armenia, is the lead agency
within the AML/CFT operational system. It has access to a very broad range of information and can
request additional information from all reporting entities, regardless of whether the entity had
previously submitted an STR. The FMC has in place advanced processes fordperational and
strategic analysis of information anddisseminates useful intelligence to law enforcement authorities.

11. The quality of STRs has improved, althougreporting entities may be overlooking certain
suspicious transactions and/or business activities due tgotential overreliance on typologies and
pre-defined indicators issued by the FMCThe level of reporting by banks appears to be adequate,
but not for other relatively higher risk entities such as money remittance provides, casinos, real
estate agentsand notaries. Information on cash declarations made at the bordeis regularly
communicated by the CustomsAdministration to the FMC which process has been enhanced by the
introduction of the Integrated Information System (Il S) providing a secure environment for the
exchange of information and disclosures between all stakeholder public agencies

12. Informati on that is subject to financial secrecy is available to law enforcement authorities
under the Criminal Procedure Code (when it is required in relation to a suspect or an accused
person) and the Law on Operational Intelligence Activities (without any limitdon relative to a
suspect or an accused Nonetheless, he availability of certain operative measures to LEAs is subject

to unduly burdensome conditions (e.g. only available in relation to grave and particularly grave
crimes, thereby excluding basic ML)) T D OAAOEAAR OEEO 1 EIi EOCO , %! 05
investigation by using the measures provided under the LOIA

13. There is little evidence that intelligence, whether generated by the FMC or LE operative
units, is used to a great extent tadentify ML and to conduct financial investigations. Information is
generally used to secure a conviction for predicate crimes, rather than to identify and trace criminal
proceeds. The FMC intelligence by LEAs has been used on some occasions to identifg seize
proceeds.

14. The authorities have increased their efforts in identifying ML offences. Nevertheless, since
LEAs do not routinely conduct proactive parallel financial investigationsat least in relation to major
proceedsgenerating crimes, the poéntial for identifying ML cases is limited. It appears that LEAs
still operate under the notion that concrete links between a specific predicate offence and the
laundering of the funds need to be demonstrated. As a result, 12 out of the ML convictions
achieved in the period under review wereself-laundering cases mainly involving domestic predicate
offences.Only one autonomous ML convictiorwas achievedand, even there, the judiciary appears to
have based its ruling on the admission that the predicate offence had been committelo
convictions for third party laundering were secured Overall, law enforcement efforts to pursue ML
are not fully commensurae with the ML risks faced by the countryFor instance ML connected to
tax evasion, corruption and cybercrimadoes not appear to receive sufficient attention.

15. Armenia does not appear to pursue the seizure and confiscation of criminal proceeds,
instrumentalities and property of equivalent value as a policy objective. It is doubtful whether LEAs
are in a position to effectively identify, trace and seize assets at the earliest stages of an investigation,
since proactive parallel financial investigationdor ML and predicate offencesre not conducted on a
regular basis. Since the evaluation team was not presented with information on the estimated cost of
reported criminal offences it was not in a position to make a reasoned judgement on whether the

7



level of confiscated assets in Armenia is adequatéhere is uncertainty among practitioners
regarding the legal interpretation on the confiscation of indirect proceedsThere are some statistics

on confiscation of cashand bearer negotiable instrumentg at the borders. The systematic
management of seized and confiscated property does not appear to have been addressed to a great
degree.

Terrorist Financing and Financing ProliferatiofChapter 4- 10s9-11; R.58)

16. There have been no investigations, prosecutions and convictions for FT. Tesemsto be in
line with the risk of FT that Armenia faces.Armenian authorities confirm that comprehensive
operational intelligence work is carried out by the National SecurityService supported, whenever
necessary, by full scope involvement of the FMC for consideration of financial aspects of relevant
cases, to identify any FT implications relevant for the countryn a timely manner. The legal
framework for the criminalisation of FT is largely in line with international standards.

17. Targeted financial sanctions have been adequately implemented into the Armenian system
although no funds have been frozen talate. Dedicated staffof the FMC chec& designations on the
UNSC webs# on a daily basis. The FMC has implemented innovative software which automatically
OPAAOAO ~£ET AT AEAT ET OOEOOOEIT 1 06 AAOAAAOAO xEAT AOA
18. The number of non-profit organisations registered in Armenia amounts to around 9,000.
However, in the view of the Armenian authoritiesthe overwhelming majority of these organsations

do not fall within the definition of NPOs in the FATF Glossaifyhich, as assessed by thauthorities,
might amount to a fewhundred only). While the authorities have not conducted dormal review of
the sector to identify which subsetof entities pose a higher risk of FT, the authoritiedemonstrated
that they are in possession of information on the activities, size and other relevant features of the
NPO sectorNPOs are to a large extent subject to requirements which ensure that their activities are
transparent, all funds are fully accounted for and the beneficiaries are knowrsupervision of this
sector needs to be strengthened by allocating further resources.

19. Armenia is taking a number of very meaningful steps to address all the issues surrounding
proliferation financing. Those involved at governmental level in licensing and export control of
proliferation sensitive material seem well attuned to the risksand are taking their responsibilities
seriously. Intelligence and information from their work would benefit from being brought into the
Interagency Committee for AML/CFT on a more regular basis. There is a system in place for PF
sanctioning, and the evalwators understood that the private sector appreciated that the
requirements of the relevant UNSCRs should be implemented. The evaluators concluded nonetheless
that the legal regime based as it is on the AML/CFT Law could be open to possible challenge. fiass
been discussed with the Armenian authorities, who recognise that this issue, while not perceived by
either the public or public sectors as an impediment to the effective implementation of Rilated
requirements, could be quickly fixed.

Preventive Measres (Chapter 5 104; R9-23)

20. Financial institutions demonstrated a good understanding of the risks which are applicable
to them according to the FATFStandardsand the high risk relationships and features specified in the
AML/CFT Law and relevant regulations However, financial institutions did not demonstrate that
they have taken specific measures to integrate thisks identified in the NRA into their internal risk
policies. The authorities confirm that, whereas such formal integrabn of NRA findings into the
internal policies of financial institutions has not been carried out, the findings of supervision reveal
that in practice these policies reflect the major ML/FT treats present in the country by means of
relevant indicators andtypologies of high risk. DNFBPs do nolemonstrate adequateunderstanding
of ML risks which are inherent to their activities, especially as far as real estatetermediaries and

casinos are concerned) O EO OEA A OO HieQd tbEvhd@ievabpiel statud BFANS
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DNFBP professions such as real estate intermediation, precious metals and stones dealersispyell
as to thelow level of social and economic involvement of lawyershe materiality of DNFBF in the
country is limited.

21. The applicaion of adequate CDD measures (including enhanced CDD) by financial
institutions is good. DNFBPs verify the identity of their customers but there are significant gaps in
some DNFBP sectors. There are algartial deficiencies in relation to foreign PEPS, ldnough such
customers are very rare. There are no measures in relation to domestic PEPs although a few firms
have mitigating measures in relation to such PEPs.

22. The quality of STR reporting has improved99.9% of STRs are submitted by banks. The
evaluation team expected to see a better STR output from MVTS given the risissially associated
with this sector. The authorities confirm that MVTS onlyhave 0.3-0.5% share in the total amount of
cross-border transfers (the remaining part transacted by banks), and that thegperate under strict
controls and below certain thresholds, which significantly reduces their STR reporting potentiaNo
STRs have been submitted by DNFBPs. This is not consistent with the sigmanating from the real
estate, notarial and casino sectors in particular.

Supervision(Chapter 6- 103; R26-28, R. 3435)

23. Armenia has a comprehensive and robust licensing regime for all Core Principles financial
institutions, MVTS and credit orgargations. There are ho measures in place to prevent criminals and
their associates from holding, or being the beneficial owner p& significant or controlling interest, or
holding a management function in DNFB$such as real estate agents, dealers in pieus metds and
stones,lawyers and accountants

24, While the CBA demonstrates adequat@inderstanding of ML/FT risks with respect to
financial institutions, its practices and procedures are not demonstrably riskased The Financial
Supervision Departmentof the CBA does not conduca formal risk assessment either of the different
financial sectors or of individual institutions. It relies on the results of the NRAand its close
cooperation with the Financial Monitoring Center Consideration of elevant factors such as specific
client or product risks emanating from different sectos or individual institutions is not documented

25. Overall, supervisory practices and processes of the CBAwhile quite comprehensive in
terms of prudential supervision, appear to apply a rulebased approach by examining all riskg
including those related to ML/FTZz with similar scope and depth There is a lack of understanding of
risk by DNFBP supervisors, although some of them have manuaisd guidelinesfor the application
of the risk-based approache.g. the MoF for supervising casinos)

26. Under the AML/CFT Law amended in October 2014hé¢ FMC has been designated as the
supervisor of real estate agents, dealers in precious metals and stones, accountants, TCSPs, lawyers
and law firms. No supervisory regime has been implemented yet by the FMC.

27. The CBA has adequate procedures for the imposition of sanctions. Howewvitre CBA has
not demonstrated that it has used the sanctioning regime effectively, particularly since thlume of
fines that have been imposedappears to below. Sanctions are very rarely used by DNFBP
supervisors for ML-related violations.

28. The CBA promotes the understanding of ML/FT risks and obligations to the private sector
through feedback and guidnce. There isalmost no outreach to the private sector by DNFBP
supervisors.

Transparency of Legal Persons and Arrangemef@apter 7- 105, R. 2425)

29. All legal persons are required to be registered. Basic information is publically available and
is, therefore, transparent. It appears that a combination of legal provisions and practice at tS¢ate
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Register and tax office means thatll legal persons musthave at least onebank account, which is
subject to CDD by the banking sector. The CBA assesses the adequacy of verification of beneficial
ownership information by reporting entities while conducting on-site examinations and checks
whether it is adequate,accurate and current. Its sanctions framework is not wholly effective or
dissuasive butz while there have been occasional gaps in relation to beneficial ownershignone has
been a significant/systemic issue. Accurate and ufp-date information appears b be available from
banks and other financial institutions.

30. It is positive that rules have been introduced for beneficial ownership information to be
provided to the State Register However, there is no formal mechanism for monitoring the adequacy,
acauracy or currency of this information. There is also no mechanism for checking whether changes
of beneficial ownership information are provided to the Register. The State Register has no powers
of sanction.

31. Beneficial ownership information which is mantained by legal persons, theState Register
the Central Depository and reporting entities is available to competent authorities. According to the
authorities, during the period under review, the authorities have always been able to obtain
adequate, accrate and current information when needed, without impediments, and in a timely
manner.

32. Armenia has provided some information on legal persons in its NRA and a generic
statement of risk. Whereas thisdoes notconstitute an in-depth assessment of the vulerabilities of
the specific types oflegal persons, the State Register is working towards an understanding of the
complexities of the risks of beneficial ownershipNevertheless, sme key authorities have a much
more developed understanding of the risks bmisuse of legal persons than is reflected in the NRA
albeit that understanding might not be complete. Overall, the authorities as a whole do not have full
documented information and comprehensive assessment of that information (e.g. on fraud risk) to
appropriately inform their responses to risk.

International Cooperation(Chapter 8- 102; R. 3640)

33. Armenia demonstrates characteristics of an effective system in the area of international
cooperation. Based on the legal framework, Armenian authoritieare able to provide the widest

possible range of mutual legal assistance and extradition in a timely manner in relation to
investigations, prosecutions and related proceedings involving MIFT and associated predicate

offences. Some key authorities have been actively seeking legal assistance for international
cooperation.

34. The FMC is very active in the area of informal exchange of information with foreign
counterparts and it demonstrated that it has done so effectively. This is not the case for law
enforcement authorities. In the absence of a law enforcement policy to actively identify ML/FT cases,
there is little scope for the informal exchange of information with foreign counterparts. Although
some information is exchanged internationally it is maily done for securing convictions of predicate
offences. Supervisory authorities have never exchanged information with their foreign counterparts
on AML/CFT issues.

Priority Actions

1 Armenia should not limit its assessment of the ML threat tthe analysisof convictions. Instead
consideration should be given to the magnitude and significance of the overall criminal activity
faced by Armenia, be it domestic or foreign. Increased attention should be paid to criminal
activity that may have not been detected €.9g. corruption), the overall cost of crime for the
country, crossborder illicit flows (be it outwards or inwards), foreseeable trends in ML and also
analysis of other relevant information, such as STRs and other financial intelligence

10



Armenia should degen its analysis and reevaluate certain vulnerabilities faced by the country
towards ML. This should include a reevaluation of the vulnerabilities stemming from DNFBPs,
abuse of legal persons, corruption, shadow economy and the extensive use of cash.s&he
improvements should enable Armenia to have a more informed understanding of gaps that need
to be closed

Law enforcement authorities should make full use of intelligence (whether generated internally
or by the FMC) in financial investigations, particuldy to develop evidence and trace criminal
proceeds. This should be accompanied by specialiseggular training to the relevant law
enforcement authorities, particularly the NSS, on the use of FMC (operational and strategic)
intelligence products.

Armenia should develop a national law enforcement policy to investigate and prosecute ML
offences. This should set out a eordinated strategy applicable to all relevant law enforcement
bodies involved in the fight against ML and associated predicate offences, waiispecifies the
responsibility and functions of each body and the role that each body is expected to undertake in
the course of a ML investigation.

The policy should require law enforcement authorities to develop proactive parallel financial
investigations when pursuing ML and associated predicate offences, at least in all cases related to
major proceedsgenerating offences. Practical guidance and specialisegigular training should

be provided to staff at all levels of law enforcement bodies, includingné¢ GPO and the judiciary,
on financial investigations.

As part of the requirement to proactively conduct parallel financial investigations, law
enforcement authorities should be required to routinely apply provisional measures to prevent
any dealing, trander or disposal of property subject to future confiscation/forfeiture.

Armenia should include the confiscation of criminal proceeds, instrumentalities and property of
equivalent value as an objective in the national law enforcement policy.

The authorities should introduce requirements to prevent criminals and their associates from
holding, or being the beneficial owner of a significant or controlling interest or holding a
management function in DNFBPsuch as real estate agents, dealers in mmieus metals and
stones, lawyers and accountants An effective supervisory regime for all DNFBPs should be
implemented.

The CBA should develop dully-fledged risk-based approach toAML/CFT supervision. This
should include establishing relevant criteria todetermine the ML/FT risk rating for different
sectors of the financial system and foeach individual financial institution.

Armenia should improve its assessment othe risk associated with legal personsintroduce an
explicit mechanism for ensuring tha the basic information maintained by the State Registers
accurate and updated on a timely basis, anéstablish sanctions for the failure to provide the
State Registemith registration or beneficial ownership information.

PF sanctioning needs to be braght more explicitly into the AML/CFT Law to avoid legal
challenges to sanctions under R.7. The work of relevant governmental bodies on licensing and
export control needs to be brought into the policymaking of the Interagency Committee on a
formalised basis to ensure better coordination and sharing of information and intelligence across
all relevant competent authorities on R.7 issues and PF risks.

11



Effectiveness & Technical Campliance Ratings

Effectiveness Ratings

10.1 10.2 10.3 10.4

Risk, policy and International Supervision Preventive
coordination cooperation measures
Moderate Substantial Moderate Substantial
10.7 10.8 10.9 10.10

ML investigation & Confiscation FT investigation & FT
prosecution prosecution measures

financial sanctions

Low Low Substantial Substantial

Technical Compliance Ratings

AML/CFT Policies and coordination

R.1 R.2

PC LC
Money laundering and confiscation

R.3 R.4

LC LC
Terrorist financing and financing of proliferation

R.5 R.6 R.7 R.8

LC LC PC LC

Preventive measures

R.9 R.10 R.11 R.12
C LC C PC
R.15 R.16 R.17 R.18
C C C C
R.21 R.22 R.23

C LC C
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10.5 10.6
Legal persons and Financial
arrangements intelligence
Substantial Moderate
10.11

PF

sanctions

Substantial

R.13 R.14

C C

R.19 R.20

C C



Transparency and beneficial ownership of legal persons and arrangements

R.24 R.25

LC LC

Powers and responsibilities of competent authorities and other institutional measures

R.26 R.27 R.28 R.29 R.30 R.31
LC C PC C LC PC
R.32 R.33 R.34 R.35

C C C LC

International cooperation

R.36 R.37 R.38 R.39 R.40

LC LC LC LC Cc
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Preface

This report summarises the AML/CFT measures in place as at the date of thegite visit. It analyses
the level of compliance with the FATF 40 Recommendations and the level of effectivenesshef
AML/CFT system, and recommends how the system could be stgthened.

This evaluation was based on the 2012 FATF Recommendations, and was prepared using the 2013
Methodology. The evaluation wasconducted on the basis ofnformation provided by Armenia and
information obtained by the evaluation team during its onrsite visit to Armenia from 25 May to 6
June 2015.

The evaluation was conducted by an assessment team consisting of:

1 Ms Shlomit Wagman, Acting Headlsrael Money Laundering and Terror Financing
Prohibition Authority ( legal exper)

f  Mr Ladislav Majernik, Posecutor,” AT AOAT 001 OAAOOI 060 /| AFEARA
expert)
1 Mr lonut Sorinel Gabor Jitariu,Head of Unit, Directorate for Analysis and Processing of

Information, National Office for the Prevention and Control of Money Laundering, Romania
(law enforcement expert)

Ms Bianca Hennig, Lawyer, Financial Market Authority, Liechtenstein (financial expert)
Mr Richard Walker, Directorof Financial Crime Policy, Guernsey (financial expert)
Mr John Ringguth and Mr Michael Stelliraf the MONEYVAL Secretariat

The report was reviewed byDr Giuseppe Lonbardo, International Strategic Advisor z Financial
Integrity, Mr Radoslaw Obczynski, Chief AML/CFT Specialist of the Polish Financial Supervision
Authority and Dr Gordon Hook,Executive Secretary of the AsiaPacific Group

Armenia previously underwent a MONEYVAL Mutual Evaluation in 2009, conducted according to the
2004 FATF Methodology. Th€009 evaluation andthe follow-up (2010 and 2012) reports have been
published and are available at http://www.coe.int/t/dghl/monitoring/moneyval/Countries/
Armenia_en.asp

That Mutual Evaluation concluded that the country was compliant with6; largely compliant with 20;
partially compliant with 17; and noncompliant with 5 Recommendations One recommendation was
considered to be not applicable (NA). Armeniavas rated compliant or largely compliant with 7 of
the 16 Core and Key Recommendations.

1 Ms Kuralay Igembayeva from the Eurasian Group Secretariat assisted the MONEYVAL Secretariat as an observer.
14
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1. The Republic of Armenia is a landlocked mountainous country in the South Caucasus with a
territory of 29,800 square kilometres. Armenia shares borders with Georgia in the north, Iran in the
south, Turkey in the west, and Azerbaijan in the south and in the east. The population of Armenia is
3.01 million (2015 National Statistical Servicg. According to some estimates, abou8 million
Armenians live outside of Armenia, mainly in the Russian Federation, thenited States of America,
&OAT AAR ' Al OCEA 2414 @rosy DoAéstc Prodidt vids BFDEBR billion .

2. According to the Constitutionof Armenia, the President is the head of government. The
executive power is exercised by the government. Legislative p@w is vested in the parliament. A
unicameral parliament, the National Assembly, consists of 131 deputies. National Assembly deputies
are elected forafourUAAO OAOI 8 ' Ol ATEA8O 1 ACAl OUOOAI EO
the form of laws.Secondary legislation is in the form of regulations.

3. Armenia is a member of the United Nations, the Orgasation for Security and Cooperation
in Europe, the World Trade Orgarsation, the Council of Europe, the European Bank for
Reconstruction and Developrent, the World Bank, the International Monetary Fund, and other
international organisations. On 9 October 2014, Armenian joined th€ustomsUnion and, later, on 1
January 2015, the EurasiazconomicUnion.

ML/TF Risks and Scoping of Issuesof Increased Foas
Overview of MLFT Risks

4. Armenia is not an international or regional financial centre and is not believed to be at
major risk of money laundering (ML) or financing of terrorism (FT). The United Nations Office on
Drugs and Crime does not highlight anyriminal threats, such as drug trafficking or organised
criminality, which are of particular significance within Armenig2.

5. The top five offences which generated particularly large amounts of proceetis the period
from 2010 to 20134 were swindling, theft, tax evasion, contraband and squandering/embezzlemeht
However, no estimations on the value and significance diie overall criminal activity, including
criminal activity that may have not been detectednd foreseeable trendswere made available to the
assessment tearf It is therefore difficult to estimate the overall level of proceedgenerating crime
and to determine with some degree of accuracy the most prevalent sources which generate the
proceeds that are being laundered in Armenia.

6. Information provided by the Armenian financial intelligence unit(FIU) indicates that the
most common underlying criminal activities identified through suspicious transaction reports
(STRs)were fraud (including cybercrime), transactions with fake payment cards and trarections
through counterfeit payment instruments. Not many convictions have been achieved domestically
for these underlying offences in STRs. BhFIU confirmedthat in the majority of casesthe underlying
criminal activity was committed outside Armenia andthe proceeds introduced into the Armenian
banking system.

7. The GPO indicated that, from its perspective, the highest risk of ML arises from the
following predicate offences in order of importancefraud (including cybercrime), falsifying plastic

2http://www.unodc.org/documents/data -and-analysis/Studies/lllicit_financial_flows_2011_web.pdf
http://www.unodc.org/documents/data -and-

analysis/Studies/Opiate_Trafficking_and_Trade Agreements_english_web;pdf
http://www.unodc.org/documents/wdr2014/World_Drug_Report 2014 _web.pdf

A A

3O0AOOEAOI AOI U 1 AOGA AI1T 01006 EO A OAOI OOAA ET 1 O0I ATEAGBO

generate in excess of AMD 3 million (appramately EUR 5,400)
4The period covered by the NRA.
5 NRA p. 20; almost all of the 12 ML convictions achieved over the period 202013 involved one of these predicate
offences.
6Nor is it taken into consideration by the NRA for the purpose of determing the ML threat in Armenia
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cards andtheft through ICT, embezzlement, theft, smuggling and drug traffickind@.his alternative
view to the NRA and to STR data on criminal activity informs its priorities in prosecuting crime. The
Police also see cybercrime, certain types of economic crime antud trafficking as the greatest risks
for money laundering.

8. Given that there does not appear to be a single, agreed conclusion and understanding
within the Armenian authorities in relation to criminal activity most prevalent for ML the
assessment team consulted external independent sources.

9. )T A OAAAT O OAPT OO EOOOAA ET ¢mpg AU OEA
against Trafficking in Human Beings on Armenia it is noted that Armenia is primarily a country of
origin for trafficked persons with the main countries of destination being the Russian Federation,
Turkey and the United Arab Emirates. The official figures indicate that in the periolom 2008 to
2011 there were 126 victims of human trafficking. Statistics in O A 1 rataldisk assessment
(NRA) indicate that in the period from 2010 to 2013 there were 21 convictions for human
trafficking, none of which apparently generated particularly large amounts of proceeds. Public
officials and non-governmental organsations (NGO$ in Armenia acknowledge that the actual scale
of trafficking in human beings may be larger than the official figures suggesthe authorities do not
believe that human trafficking in Armenia is conducted by organised criminal groups andthat the
proceedsinvolved are significant enough to have meaningful ML implicatiorts

10. According to the 2015 International Narcotics Control Strategy Report by the Department
of State of the United States Congress, Armenia is not a major diugducing country and domestic
consumption of illegal drugs is modest. Because Armenia is landlocked and the two longest of its four
borders (with Turkey and Azerbaijan) are closed, the resulting limited transport options have
traditionally made the country less attractive for drug trafficking®. In 2014 law enforcement
authorities seized the largest haul of heroin (928 kilograms) in the history of Armenia. The
consignmentwhich, as confirmed by the authorities had been a controlled delivergdministered by
the National Secuty Service,had been in the process of being trafficked through Armenia from Iran,
suggesting that the risk of drug trafficking through the IraniarArmenian border is not to be entirely
dismissed.

11. The Armenian authorities do not consider organised crimdo be a widespread problem
within the country. No convictions were achieved in the period under review for the creation of or
participation in criminal associations or groups°. The authorities do not believe that foreign
criminal organisations, especially those based in countries with a significant ArmeniBiaspora,
generally attempt to introduce criminal proceeds into the Armenian financial system. However,
during the on-site visit, the prosecution service alluded to several cybercrime cases which appeared
to have been perpetrated by organised criminal groups. It appears that one of the convictions
secured by the authorities, which resulted from a notification disseminated byht Financial
Monitoring Centre, involved elements of organised criminalitiz. A recent ML national risk
assessment published by the United States of America refers to an Armenian criminal grotinat
operated in the Los Angelesarea until 2011, which used bank wire transfers and couriers carrying
cash, gold and diamonds to send illicit proceeds to ArmentaThe FMC confirmed that theyengaged
in comprehensive exchange of information with their US counterparts on that specific casehe
authorities also confirmed that other government agencies (i.e. the National Security Servjcihe
AT AOAT 001 OAIA Gobrecéive LA ofsEierAdijuests for assistance in relation to that
case.

7 http://www.coe.int/t/dghl/monitoring/trafficking/Docs/Reports/GRETA 2012_8 FGR_ARM_en.pdf

8 In 2009 there was one ML ase in relation to which the predicate offence was human trafficking:
https://www.cba.am/Storage/EN/FDK/Court%20Verdicts/EMD_0082_01_09(Amalya_Matuhan) Eng.pdf

9 http://www.state.gov/j/inl/rls/nrcrpt/2015/vol1/238943.htm

10 Organised crime is criminalised under Articles 41, 222 and 223 of the CC.

11 See the box under Immediat®©utcome 6

12http://www.treasury.gov/resource -center/terrorist -illicit -
finance/Documents/National%20Money%20Laundering%20Risk%20Assessment%20%E2%80%93%2006L2-2015.pdf
p.20
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12. No significant information on other major proceedsgenerating crime wasidentified from
public sources.

13. Armenia possesses some information on crogsorder customers using its financial system.
Although the customer base is geographically diverse, a large number of customers are descendants
of the Armenian Diaspora. There are asignificant number of customers in Russia, either Armenian
citizens or representatives of the diaspora. Some banks are owned by Russian entiti€3U
information suggests that thee were some cases involvingoreign proceeds introduced into the
Armenian financial system for laundering purposes. While statistics on mutual legal assistance
requests have been included in the NRA, they have not been broken down into those which are
linked to ML/FT and those which are not The authorities believe thatin relation to cross border
criminality and predicate offending, the low number of incoming MLA requests is indicative of the
fact that both the Armenian financial/ nonfinancial systems and Armenian nationals/ legal entities
are of little interest for respective foreign counterparts due to the lack of involvement in criminal
activity with international implications . Since the NRA was completedork has been undertaken by
the Ministry of Justice to preparecomprehensive statistics including a breakdown according to
predicate offences, includingML/FT. The NRA considers the ML/FT vulnerability arising from the
DEUOEAAI OOAT ObPl OOAQGETT 1T &£/ AAOE OEOI OCE ! Oi AT EAG
controls imposed at the borders(which was confirmed by the evaluation team orsite) and the main
underlying reasors for which people physically transportcash in and out of Armenia (seastl work
abroad and small retailbusinesses) significantly reduce the potential ML/FT risks.

14, The authorities conside that ML in Armenia generally takes place through the banking
systemt3. The large majority of STRs are filed by banks FIU information indicates that the delivery
channels used by bank customers (such as internet banking) and certain banking products piced
by banks (credit and debit cards) are being misused for ML purposes.

15. The buying and selling of real estate is consideretb pose a relatively higher risk since
payment is often made in cash and, in some cases, transactions are carried out on behalthofd
parties!s. No STRs were submitted by either real estate brokers or notaries, who are invariably
involved in a real estate transaction, suggesting that the privatgector may not have been effective in
implementing preventive measures to detect suspious real estate transactions.

16. Turning to the risk of FT, relevant facffinding by the authorities conducted within the
framework of the 2014 NRA revealed thathe risk of funds being a) raised in, or b) moved in or
through Armenia is very low.

17. Particularly, comprehensive analysiswas conducted to determinewhether funds for FT
purposes could beraised in Armenia. The authoritiesalso sought to identify any ideological, political,
practical or other rationale and motivation for Armenian nationalsto sympathise with or join as
foreign fighters ISIS and/ or other prominent terrorist groups and organisations operating in the
world generally and in the region particularly The analysis concluded that such rationale and
motivation is practically non-existent, since:

a) Armenia is highly homogeneous in terms of ethnicity (98.11% of population are Armenians)
and religion (the country has 17 centurylong tradition of apostolic Christian religion). There
has never been (extremist) Islamic propaganda or practein the country, and the possibility
that Christians (or even persons who do not associate themselves with any religion/
confession) would sympathise with or join the terrorist movements in the neighbouring
Middle East region for ideological reasons is meexistent. Moreover, the largest national
minority in the country are Yazidis (1.19% of population), who themselves, just like other
religious and ethnic minorities, have been victims of ISIS misdoings and, subsequently, would
never bemotivated to beinvolved in terrorist and terrorism-financing activity.

13 As confirmed through an analysis of sanitised cases submitted by the FIU.
14NRA p. 81
15NRA p. 86
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b) In political terms, Armenia has strongly and unconditionally condemned: at the highest
official level z ISIS and other terrorist activities and acts around the globe.

c) In practical terms, there are no reports on factual or potential involvement of Armenian
nationals in international terrorist organisations or activities, be itISIS or others such as Al
Qaeda (not to speak about Boko Haram, National Liberation Army of Colombia, Tamil Tigers
etc.), which, in addition to the reasons listed above, are structurally and logistically far from
Armenia to constitute a realistic potentialthreat in terms of involvement of its nationals.

18.  According to the authorities this in turn means that there islittle risk of Armenian
I AGET T AT O OOETI ¢ OEAEO EiIiT A AT O1 OOUB0O OUOGrAdr Ol
the benefit of fareign terrorist groups and organisations.

19. The authorities also considered whether dreign nationals or organisationsmight attempt

to use the Armenian system for the financing of terrorism (including through the misuse of NPOSs).
The analysis concluded that terrorists or terrorist organisations situated outside Armenia barely
have the possibility, if any, to misuse financial and nofinancial systems of Armenia, for the
following reasons:

a) There is a total lack of, ideological, piical, practical or other links with/ nexus to Armenia

FE

i OEA 1T CEAAI AEAET OET AEOEAOAI O 10 1 OGCATEOAOD
O! Ol ATEA AO A DPOT gu AT OT OOy OGN AESAEBIOEROAOA Of T O
who receive fundsOi  £ET AT AA AT i1 EOOAI T &£ OAOOI OEOO AA(

material and immaterial barriers);

by I Of AT EAS8 O [E firamcialBSystems Ark dot devielbped to an extent to be attractive
for facilitating the financing of terrorism (naturally, the perpetrators would seek for more
sophisticated and advanced systems, e.g. providing a range of Haweto-face, distant

control and use servicesDi AAOA OAEOADDAAOAT AAS6 T &£ OEAEODO O

similar ones);

c) There are stringentcontrols at the border to ensure that cash is not physically transported
to/ from Armenia for FT purposes

d) There are effective mechanisms (e.g. processes for freezing of terrorigwlated property) in
place that enable preventing the misuse of financialna non-financial systems of Armenia by
terrorists or terrorist organisations situated outside Armenia; all transactions and business
relationships are checked against applicable lists of terrorispnelated persons (meaning that
in case of positive matcheshey would be suspended and the respective assets would be
frozen, which has never been the case so far)

20. The main areas of activity of and spending by NGOs and charitable orgaations are
education, culture, social security, sports, healthcare and agri¢ute (as opposed to, for example,
(extremist) Islamic or other religious propaganda), and foreign fundingg mostly coming through
government channelsz never goes further to other countries/ territories, especially the ones
associated with high terrorist-related activity (meaning that, given the absence of horagrown
terrorist activity, NPOs use the funds for purposes definitely different from FT, and that they are by
no means involved in raising funds for further use in international terrorist activity).

21. The evaluation team did not come across any information, either when conducting research
in preparation for the scoping note or during the orsite visit, which suggests that there is an
elevated risk of FT in Armenia.There have beenneither FT investigations, prosecutions and
convictions in Armenia nor freezing of terrorist assets under the relevant UNSCR$. The Armenian
authorities confirm that comprehensive operational intelligence work is being carried out by the
National Security Service supported, Wwenever necessary, by full scope involvement of the FMC for

16 As discussed in Chapter 2, Armenia has rated the threat of FT as very low in its NRA.
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consideration of financial aspects of relevant cases, to identify any FT implications relevant for the
country in a timely manner.

#1 O1 OOUGO OEOE AOOAOQOI A1 O

22. Armenia has a single&NRAreport published in 2014. The NRA report considers both ML and
FT. TheFIU provided the driving force for the development of the NRA. Representatives of the
authorities have participated in the analysis and other workeading up to the final report There is
high-level commitment to an effective AML/CFT framework and the evaluation team welcomes the
considerable efforts undertaken by Armenia to produce a NRA.

23. In order to form a picture of the risks, two main factors have been considered as part of the
NRA, namely potetial threats from the perspective of ML/FT and potential vulnerabilities in the
AML/CFT system. The analysis of the interactions between these two factors is seen as leading to a
conclusion on the potential consequence of ML/FT risks (residual risk) in ration to which
commensurate prevention and mitigation measures should be undertakeithe broader conclusions

of the NRA have been transposed into individual actions which form the basis for the most recent
National Strategyfor Combatting ML/FT.

24, The analwsis and assessment of potential ML threats was undertaken by rgidering
convictions from 2010 to 2013 for crimes arising from designated predicate offence®n the basis
that such convictions are the best reflection of crimes in Armenia with proven or pettial elements
of ML offence.In addition, proceedsgenerating crimes were separated from other crimes and focus
was given to analysis of crimes that generated particularly large sums.

25. The analysis and assessment of the potential FT threats is based dre texistence of
favourable conditions (for example, presence of conflicts on religious, ethnic, or other grounds,
breach of minority rights, promotion of extremism, organised terrorist organisations) for terrorist
and FT fundraising activity in Armenia and the implementation of effective mechanisms (for
example, processes for freezing of terrorisanelated property) to prevent the misuse of financial and
non-financial systems for FT purpose®y means of moving=T-related funds.

26. The NRA report looks at poterial ML/FT vulnerabilities (circumstantial elements such as
geographic circumstances and economic circumstances; structural elements such as political
stability and appropriateness of the judicial system; the contextual factors of corruption and
financial inclusion; the legislative framework; the institutional framework; reporting entities; legal
persons and legal arrangements; and NPOs) by way of a series of conclusions based on grades on a
scale from very low to very high and a statement of the trend of éithreat or vulnerability (declining,
stable or growing) going forward. In order to reach a conclusion on residual risk, the NRA provides
for the following process: if potential ML threats in a country arising from predicate offences
committed in particularly large amounts are rated very high (for example, based on high crime rates
in that country), while the AML/CFT vulnerabilities from financial institutions from the perspective

of withstanding these threats are rated very low (for example, based on strgnAML/CFT regimes in
place within these financial institutions), residual risk will neither be rated very high nor necessarily
high - instead, the expected level of risk would be rated as medium or low depending on the assessed
severity of ML/FT threats ard vulnerabilities.

Scoping of Issues of Increased Focus

27. The assessment team identified those areas which required an increased focus through an
analysis of information provided by the Armenian authorities, including the NRA, and by consulting
various opensources.

28. Law enforcement policy to proactively conduct financial investigations  : Information

provided to the assessment team indicat that, in relation to ML,financial investigations are not
conducted as a matter of policy, neither at a strategic nor an operational level. For instance, very
few parallel ML investigations have been initiated in relation to major proceedgenerating offences
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and very few orders for seizure or confiscation oproceedshave been issued by the courts in the

period under review. During the onsite visit, the assessment team explored law enforcement
AOOET OEOEAOGSE AADPAAEOUh AT OE ET OAOI O T &£ APPAOOEOD/
and identify and trace direct and indirect proceeds of crime.

29. Predicate off ences: Although there is no conclusive information on the criminal
environment within Armenia, there are indications that fraud (including cybercrime), tax evasion,
embezzlement and smuggling (including narcotics) may be the most common proceegenerating
offences in Armenia. The threat of organised criminality was also considered. The evaluation team
explored the manner in which the authorities are pursuing ML cases related to these offences.

30. Corruption: The assessment team paid particular attention to hether efforts to combat
ML/FT are potentially thwarted by corruption within the judiciary and the police. The assessment
team also examined in this context (and generally) the speed of the criminal justice system with
regard to AML/CFT. The treatment of dmestic PEPs by reporting entities and supervisors,
especially within their risk assessments, also received considerable attention.

31. Shadow economy and financial exclusion: The assessment team is of the view that the
presence of the shadow economy, the usef cash and financial exclusion create #avourable
environment for the commission of crime, especially tax evasion and related money launderittzat
could possibly detract from law enforcement efforts in detecting crime. The impact of these
phenomena wasdiscussed at length with law enforcement authorities, the Central Bank and the
private sector.

32. Banking sector and money remittances: The large majority of funds from and to Armenia
flow through the banking and to a much lesser extentmoney remittance ctors. In terms of
materiality, the banking sector constitutes the biggest ML vulnerability to the Armenian financial
sector. The assessment team held individual meetings with 8 banks (out of 22) and @llmoney
remittance service businesses in Armenia.ieé banks were selected by the assessment team on the
basis of their size, the products and services that they offer, and their custombkase.

33. Real estate sector: The real estate sector, which involves various DNFBPs, including real
estate agentsand notaries, is considered to pose aelatively higher risk of ML. Discussions were held
with law enforcement authorities on the number and type of investigations, prosecutions and
convictions involving ML through the real estate sector and whether real estate has been seized or
confiscated. Information on STRs involvig real estate and FMC outreach to the real estate sector
were also discussed. The assessment team held meetings with 9 real estate agents, 9 notaries, 4
advocates and theReal Estate Cadastref Armenia.

34. Casinos: Casinos are vulnerable to Mlthreats mainly due tothe shortcomings in theanti-
money laundering/counter financing of terrorism (AML/CFT) supervision and the weak application

of preventive measures by the sector. The effectiveness of the AML/CFT supervisory regime was
considered carefully, particdarly the measures implemented by the supervisory authorities to
prevent criminals and their associates from holding a significant or controlling interest or holding a
management function in a casino and all other DNFBPs. Meetings were held with 4 |dvated
casinos and 2 internet casinos.

35. Dealers in precious metals and stones: The assessment team chose to focus on this
sector for reasons similar to those concerning the casino sectokleetings were also held with 8
dealers in precious metals and stones.

36. Financing of terrorism: The assessment team discussed the risk of FT and the results of
the NRA on FT at great length with various authorities, includintgaw enforcement authorities, the
FIU, prosecutors, theMinistry of Finance (in charge of tax andustoms administration) , the Ministry

of Foreign Affairs and theMinistry of Justice supervising non-profit organisations. The assessment
team also focussed on the awareness and understanding of FT risks within the private and non
profit sectors and the measuresn place to freeze terrorist assets.
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Materiality

37. The banking system dominates the Armenian financial sector and holds roughly 90% of the

financial market. According to the authorities, the banking services provided are traditional in

nature, such asdeposits, loans, money transfers, foreign exchange and guarantees. Hiigk

products are either forbidden or not largely provided’8 /11 U ¢8ocb 1T £ OEA AATE
classified as highetrisk (such as PEPs, natural personsvolved in large cash transctions, natural

and legal personsconducting unusual transactions customers from highetrisk countries, etc.).

38. The size of the shadow economy in Armenia, which is exacerbated by the widespread use of
cash, constitutes a significant ML vulnerabilit{. Acording to unofficial sources, the size of the
shadow economy in the country is around 25 to 30% of the GDP and the proportion of cash in the
supply of money is around 40 to 45%p. These conclusions arsupported by statistics on recorded
predicate offencesto ML and STRs received by the Armenian F#JFor instance, aix evasion features
AO OEA OEEOA 110600 AiiiiT1T AOEIi A xEEAE CAT AOAOAO
Armenia. Nevertheless, no ML convictions with tax evasion as a predicate offence e@chieved in
the period under review, indicating that efforts to curb this particular ML phenomenon may not be a
priority for the country. This could be linked to the effectiveness ofgovernment policies to clamp
down on the shadow economytself. For ingance, in the period 20162013, only 62 convictions for
evasion from taxes, duties or other mandatory payments were achievéd Media reports suggest
that the International Monetary Fund (IMF) and the World Bank have long been pressing the
Armenian authorities to implement serious tax reforms.

39. Money remittances (through banks and other norbank financial institutions) play a

OECT EEAZEAAT O OI 1T A xEOEET ! Oi ATl E AZ8hbwedthalt dvér bretsird! OO O/
of households in Armenia received renttances from relatives, mainly in Russia. Seventy percent of

the money is spent on dayto-day expenses and the rest is spent on investments, or acquisition of

durable goods. Only a very small percentage of money is saved. According to data from the Central

Bank of Armenia, the volume of private remittances fell in 2014 due to the continuing economic
stagnation in Russi&s.

40. Some areas of the DNFBP sector are vulnerable to ML threatsainly due to the
shortcomings in the anti-money laundering/counter financing of terrorism (AML/CFT) supervision
and the weak application of preventive measures by the sec®r In particular, the activities of
casinos are considered to pose eelatively higher ML risk since transactions in this sector generally
involve cash Additionally, fit and proper requirements to prevent criminals and their associates
from controlling or managing casinos had only put in place shortly before the esite visit. It should
be noted, however, that the number of casinos decreased drastically betwe2010 and 2014 (from
100 down to 6) and that casinos are not permitted to issue certificates of winning@.e. documentary
basisfor facilitating the laundering of illicit proceeds).

41. The sector for precious metals and stones is considered to posedatively higher risk of
ML due to the presence of a diamond refining industry in Armenia. Precious stones are imported
from the Russian Federation and Belgium into the Republic of Armenia, refined locally and

17NRA p. 78

18 The NRA classifies the economic circumstances of the country (including the shadow economy and the use of cash) as a
medium vulnerability with a declining trend going forward.

19NRA p. 31

20 Number of STRs related to potential tax evasion is 201155; 2012z 52; and 2013z 79, comprising anannual average of

35 percent of the total number of STRs received at the FMC.

21 The total number of convictions for the period under review was 7378.

22 http://www.thedialogue.org/PublicationFiles/FINAL_mR_117_Remittance_Transfers to_Armenia_Study.pdf
23http://arka.am/en/news/economy/private_money_remittances_to_armenia_fall_ by 7_5 percent in_2014 to_1 7_billion_
central_bank/

24 The Armenian authorities suggest that none of the activities of DNFBPs are material in terms of the social/ economic life
of the country and therefore no conclusions are made in the NRA on the level of ML/FT risk presented by the weight/role
of these activities in relation to the entire economy.
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subsequently exported back to the country obrigin2s. The NRA indicates that the involvement of
dealers in precious metals and stones in crossorder wire-transfers for unrefined diamonds is
limited since the underlying financial transactions are facilitated by banks. It is also stated that the
diamond refining industry is fully compliant with the Kimberly Processyhich is intended to ensure
OEAO OAT T A EAO AEAITTAOGSE AT 1106 AT OAO OEA 1 AETO
Information on the sector is however limited since no AML/CFT supervisn has yet been
undertaken by the Armenian authorities and no STRs have been reported by the sector. The
evaluation team noted anecdotal information that cash is used in the precious metals and precious
stonessector. The authorities are of the view thatcash technically cannot be used for the import and
export of precious metals and stones, and the retail business would rarely, if ever, fall under the
reporting requirements of fiing STRs in case of cash transactions in excess of AMD 5 million (in
compliance with R23), as they are legislatively forbidden tase cash over the following transaction
thresholds z AMD 300 thousand (approximatelyEUR 54Q for one-off cash payments and AMD 3
million (approximately EUR 5,400 for the cumulative value of all cash @ayments within a onemonth
period.

Structural Elements

42. The key structural elements which are necessary for an effective AML/CFT regime are
generally present in Armenia. There is a highevel commitment to address AML/CFT issues.
AML/CFT policy-making and coordination is conducted through the Interagency Committee on
Combatting Counterfeit Money, Fraud with Plastic Cards and Other Payment Instruments, Money
Laundering and Terrorism Financing. The Committee is composed of very senior officials
representing dl the authorities involved in the prevention of ML/FT.

43. Armenia is regarded as a politicallystable country. The Constitution of Armenia provides

for a system of democratic governance and rule of law, including stable and accountable institutions.
ArmeniaEO ET OEA DOI AAOO 1T £ OAEI OIi ETC EOO Ai 1T OOEOOOE
European Commission for Democracythrough Law (Venice Commissiorff. However, as stated

under section 1.4 below, the judiciary and the police are susceptible toruption.

Background and other Contextual Factors

44, Information gathered by the assessment team from publichavailable sources suggests that
corruption may have a1 indirect negative impact on theeffectiveness of theAML/CFT regime.
According to Transparency InternationaP?, corruption in Armenia is endemic and widespread,
permeating all levels ofsociety. The public administration, particularly the judiciary and the police,
are especially vulnerable to corruption. Reports issued by the Group ofddts against Corruption
(GRECQC?» and other organg® of the Council of Europe also highlight the extent of corruption in
Armenia and the lack of independence of the judiciary and the police. This notwithstanding, the
number of convictions in Armenia relatedto corruption constituted 2 percent of all convictions with
a potential ML element?, although according to Transparency International, ML risks, including from
corruption, are considered to be low in Armenia. The authorities met osite were not convincingin
demonstrating that proceeds deriving from corruption are properly traced and identified, especially
when connected to cases of abuse of power and public procuremehtowever, no indication was
found by the evaluation team that corruption had ag impact on the effective functioning of the
AML/CFT system.

25NRA p. 28

26 The latest report by the Venice Commission on the reform process may be found in the following link:
http://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL -P1(2015)015-e

27 http://www.transparency.org/files/content/co _rruptiongas/Overview_of corruption_in_Armenia_1.pdf
28http://www.coe.int/t/dghl/monitoring/greco/evaluations/round3/GrecoEval3(2010)4_Armenia _One_EN.pdf
29http://www.assembly.coe.int/CommitteeDocs/2014/amondocl9 -2014.pdf;
http://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL -AD(2014)007-e

30 NRA p. 38
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45, Financial inclusion constitutes a challenge in Armenia. Although the government has
recently instituted various measures to address this issue, access to basic financial services by some
segments of thepopulation remains limited. The shadow economy and the use of cash also have
implications as to how the level of financial inclusion might affect the criminal environment
(including ML) in Armenia.

Overview of AML/CF#trategy

46. The 20132015 National Strakegy for Combating Money Laundering and Terrorism
Financing was finalised in 2012. The strategy specifies that it will guide the activities of the FMC. It is
planned to update the strategy every three years. In addition, in 2013 Armenia completed an
AML/CFT sectorial risk analysis for DNFBPs and finalised a national risk assessment report in
December 2014, together with an action plan agreed by the Interagency Committee shortly before
the on-site element of the evaluation. In practice, the action plan cansal be considered to form part

£ 10l ATEA8O ' -, T#&4 OOOAOAcCUS

47. The national strategy is based on two principles. The first of these is to develop legislative
and institutional frameworks, with the following strategic objectives: develop a legal system
compliant with international AML/CFT standards; implement a ceordinated national AML/CFT
policy; build up domestic ceoperation for combating ML/FT; build up international co-operation for
facilitating the fight againstML/FT. The second principle is to develp stakeholder capacities, with
the following strategic objectives: develop capacities for operative intelligence, criminal prosecution,
and judicial inquiry of ML/FT cases; develop capacities of supervisory authorities for combating
ML/FT; develop capacites of the FMC as the national financial intelligence unit; develop capacities of
reporting entities for the prevention of ML/FT.

48. The strategy specifies that measures aimed at attaining the strategic objectives shall be
included in the work plans of commitee member agencies and setegulated organisations of
DNFBPs.

Overview of the legal framework

49, Money laundering (ML) is criminalised under Article 190(1) of the Criminal Code and is
broadly in line with international standards. Since the last evaluation, Wnenia has taken steps to
improve the framework for the investigation and prosecution of ML. Notably, the lisbased approach

to predicate offences for ML was abandoned in favour of an alfime regime to facilitate law
enforcement efforts in proving that laundered property derives from criminal activity, especially
where a conviction for an underlying predicate offence does not exist. Mandatory confiscation of
(direct and indirect) proceeds, instrumentalities and property of equivalent value is provided fo
under Article 103(1) of the Criminal Code, which was introduced in 2014. This article is mainly
intended to provide a measure for depriving criminals of property obtained through the commission
of a crime. It supplements Article 55 of the Criminal Codayhich provides for the confiscation of
property as a criminal punishment measure. Both the Criminal Procedure Code and the Law on
Operational Intelligence Activity provide for a range of measures to identify, trace and seize property
subject to confiscation. Armenia has still not adopted measures to ensure that legal persons can be
held criminally liable for ML.

50. Financing of terrorism (FT) is criminalised under Article 217(1) of the Criminal Code, which
covers the provision or collection of funds by any meas, directly or indirectly, with the knowledge
that it is to be used or may be used, in full or in part, for committing terrorism (criminalised under
Article 217), any acts referred to in Article 218 (taking of hostages), or by a terrorist organisation or
an individual terrorist.
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51. The National Security Service is responsible for the investigation of MET cases (and
certain predicate offences), except for certain circumstancés where the investigative authority sits
with the Special Investigaive Service. The majority of predicate offences for ML are investigated,
based on competence rules, by the Investigative Committesd the Ministry of Finance in charge of
tax and customsadministration.

52. The Code of Criminal Procedure identifies three distict stages within the pretrial process
leading up to an indictment: the instigation, the inquest and the investigation. Prior to the instigation
of case, law enforcement authorities may conduct activities pursuant to the Law on Operational and
Intelligence Activities (LOIA). The NSS, the Investigative Committeed the Ministry of Financemay

all instigate a ML cas&. The instigation of a case is the first step in the piieial procedure. Once a
ML case is instigated, the competence of the case is transést to the NSS, which acts under the
supervision of the GPO. The GPO retains the ultimate discretion to determine whether a case is to be
instigated. Where the case is instigated without a suspect having been identified, the case goes
through the inquest dage (which is optional). This consists of a Xday period within which law
enforcement authorities may use investigation powers and powers under th€OIA to identify a
suspect. Upon the expiration of the 1l@lay period, the formal pretrial investigation is initiated,
irrespective of whether a suspect has been identified. During the formal investigation, the NSS has
exclusive competence to investigate ML under the instruction and supervision of the GRPO

53. The GPO leads the prosecution of ML cases. It also has the authority to conduct, instruct and
supervise ML/FT investigations and, as such, may be involved in the preparation of case materials,
conduct investigative measures, including measures provided fan the LOIA, compose investigative
teams, cancel any actions undertaken by the investigative officers, dismiss investigators from further
participation in the investigation, and instruct investigators to conduct additional investigative
measures. The GP@ay also ceordinate criminal investigations and prosecutions on a casby-case
basis and transfer cases to different law enforcement bodies.

54.  The duration of the criminal procedure (including pre-trial and trial stages) was found to be
adequate, which isa significant improvement on the situation as at the time of the previous
evaluation.

55. Since the previous evaluation, Armenia has overhauled the framework for the freezing of
terrorist assets under UNSCRs 1267 and 1373. The legal basis for targeted finahsanctions is set
out in Article 28 of the AML/CFT Law, which requires persons to freeze terrorist assets without
delay and without prior notice to the persons involved.There is no provision which prohibits
Armenian nationals or persons or entities withn Armenia (other than reporting entities) from
making any funds or other assets available to designated persorithe FMC, on its own initiative or
upon the request of a competent foreign body, is responsible for developing, reviewing and
publishing lists of terrorism -related persons designated under UNSCR 1267 and 1373. Article 28 also
provides for the delisting and de-freezing of funds, when so required under the Standards. The
provisions in the AML/CFT Law are supplemented by the Rules for Proposing Pers or Entities for
Designation under the Lists Published by or in Accordance with the UNSER

56. The mechanism which is in place for UNSCRs 1267 and 1373 also applies tdSORis 1718,
1737 and their successor resolutions. However, Article 28 of the AML/CFRWw, which provides the
legal basis forPFtargeted financial sanctionscould be open to legal challengeas it only applies to
OOAOGCHNDEDOAA DAOOT T 068

31 Where ML/TF and predicate offences are committed in complicity with or by high level officials of legislative, executive
and judicial authorities of the Republic of Armenia and persons in special public service, in relation to their position

32 The Investigative Committee and the Ministry of Finance in charge of tax and customs administration may only instigate
a ML case if it is connected to a predicatoffence falling within their competence.

33 Further information on the pre-trial process may be found in paragraphs 330 to 350 of the Third Round Mutual
Evaluation Report of Armenia.
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57. The regulatory framework to ensure that NPOs are not misused for FT purposes is set out
in Article 29 of the AML/CFT Law and various other legislative acts, depending on the activities
carried out by the specific type ofNPO (e.g. Law on Charity, Law on Foundations, Law on NGEDs).
The definition of an NPO is set out in Article 51 of the Civil Codehich stipulates that norprofit or
non-commercial organizations can take the form of social organisations, foundations, unions or legal
entities, as well as other forms prescribed by law. The authorities indicated that a legislative process
has been intiated to adopt a Law on NGOs and Religious Organisations.

Overview of the institutional framework

58. A4EA ET OOEOOOEIT T Al EOAI Ax1I OE A& O OEA AAOGAIT D
AML/CFT policies has not changed significantly since the 2009 Mutual Evaluaiti The main agencies
involved are the following:

Interagency Committee

59. 4EA )T OAOACAT AU #1 i1 EOOAA xAO AOOAAI EOEAA A
Ordinance No. NK1075 of March 21, 2004 as a higlevel policy-making and ceordination body
responsible for AML/CFT matters. The composition of the Interagency Committee is as follows:

Chairman of the Central Bank of Armenia (Chairman of the Committee);
Head of the Financial Monitoring Centre (Secretary of the Committee);
Assistant to the Republic of Armgia President;

Deputy Prosecutor General;

Deputy Head of the Investigative Committee;

Deputy Head of Police;

Deputy Minister of Justice;

Deputy Minister of Foreign Affairs;

Deputy Minister of Finance (for DNFBP issues);

Deputy Minister of Finance (for taxand customs issues);

Deputy Director of the National Security Service;

Head of the National Central Bureau of Interpol;

Chairman of the Criminal Chamber of the Court of Cassation;
Chairman of the Association of Banks of Armenia.

=4 a8 -a_-5_9_9_48_-9a_-29_-29._--92_-2°._-2

60. The Interagency Committeeconvenes twice a year, or whenever necessary, to consider and
make recommendations on issues related to national AML/CFT policy, cooperation of involved
competent authorities, international and national developments and trends in the area.

Financial Monitoring Centre (FMC)

61. The FMC, which is an administrativaype FIU, is an independent and autonomous
structural unit of the Central Bank of Armenia authorised to:

1 Receive and request reports and other information from reporting entities and from state
bodies; analyse information and disseminate/exchange the results of its analysis to law
enforcement bodies, as appropriate;

1 Suspend suspicious transactions or business relationships; freeze the property of terrorism
related persons; develop, endorse and publish #hlists of terrorism-related persons;

1 Supervise certain types of reporting entities for AML/CT compliance and apply sanctions for
compliance breaches; assist other supervisory authorities in the monitoring of AML/CFT
compliance by entities falling within their supervisory remit;

1 Develop bylaws and guidelines (including criteria and typologies of suspicious transactions)
in the field of AML/CFT;

T 2ANOEOA OADPI OOET ¢ AT OEOEAOGGE O ApPI U 1 AAOGOOA
AML/CFT obligations;

25



1 Concluce agreements of ceperation with international structures and foreign financial
intelligence bodies.

AT AOAI 001 OAAOOI 060 / AEAEAA ' 0/ Q
62. The GPO is responsible for initiating, guiding, controling and overseeing ML/FT

investigations and for instituting criminal proceedings for ML/FT offences. The GPO is also
responsible for mutual legal assistance during the prérial stage.

National Security Service (NSS)

63. The NSS is a national executive body responsible for formulating and implementing the
T OAOT ipdidy @adhé field of national security and administering the national security bodies.
Within the AML/CFT framework, the NSS is responsible for operational intelligence and
investigation of ML and FT cases.

Police

64. The Police is a body of inquiry and pedrms the functions stipulated under the Criminal
Procedure Code, which include undertaking the necessary operatimavestigatory measures for the
detection of crime, instituting criminal cases and, within 10 days after instituting the case or
identifying an offender, forwarding the case to the investigator of the relevant law enforcement body
with investigative powers (i.e. the NSS, the Investigative Committee, or the MOF).

Investigative Committee

65. The Investigative Committee is a national executive body irharge of investigating
suspected crimes falling within its competence as defined under the Criminal Procedure Code.
Within the AML/CFT framework, the Investigative Committee is responsible for the investigation of
predicate offences (other than those féihg within the competence of the NSS and the MOF). Until

2014, the Investigative Committee formed part of the Police and has since been designated as an

operationally independent agency.The Investigative Committee was established in order to
guarantee irdependence of investigation and improve effectiveness of the criminal justice process.

Central Bank of Armenia (CBA)

66. The Central Bank of Armenia is authorised to license, register (some), regulate, and
supervise all types of financial institutions operatig in Armenia (including banks, credit
organizations, foreign currency dealers/brokers, MVTS, investment companies and intermediaries,

ET OOOAT AA Aii PATEAO AT A EIT OAOI AAEAOEAOR AT A DPAxI

powers and functions are sebut under the LCBA and other sectorial laws regulating the activities of
financial institutions.

67. Under the AML/CFT Law, the CBA is responsible for monitoring compliance by financial
institutions with AML/CFT requirements.

Ministry of Finance

68. The MOF is a ational executive body responsible for formulating and implementing the

1T OAOT T A1 6860 DI T EAU OACAOAET ¢ OEA 1 AT ACAI AT O

administration. Within the AML/CFT framework, the MOF is responsible for: a) regulating and
supervising the activities of licensed auditing companies and sole practitioner auditors, operators of
games of chance, lotteries, and casinos; and b) conducting operational intelligence and investigating
tax and customsrelated predicate offences.

Ministry of Justice

69. The MQOJ is a national executive body responsible for coordinating the drafting of legislation
in Armenia. In addition, it comprises separate divisions tasked withinter alia, registration of legal
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entities and compulsory enforcement of judicial &ts; and performs functions related to the
management of the penitentiary mechanism. Within the AML/CT framework, the MOJ is responsible
for: a) appraising and registering of primary and secondary legislation; b) appoimtg and
supervising notaries; and c) supervising non-commercial organisations. The Department for
Legitimacy Control is responsible for the supervision of the NPO sector.

70. The MOQOJ is also responsible for mutual legal assistance during the trial stage.

Judicial Department

71. The Judicial Departmat is the administrative arm of the courts and provides support to the
General Assembly of Judges, the Council of Courts Chairmen and the Council of Justice. The functions
of the Judicial Department are set out in its Charter approved by the Chairman ofettCourt of
Cassation. Within the AML/CFT framework, the Judicial Department provides detailed statistics on
ML/FT and convictions for predicate offences.

Ministry of Foreign Affairs

72. The MOFA is a national executive body in charge of formulating and implentag the

T OAOT 1 AT 660 bPI 1T EAU ET OEA AOAA 1T &£ £ ORECT AEEA
coordinates the conclusion and implementation of international treaties, coordinates membership of

the country (and of its representative bodies) in interrational organisations, and regularly updates
competent national authorities on the UN Security Council Resolutions in connection with terrorist

financing and proliferation financing.

Chamber of Advocates

73. The Chamber of Advocates is a SRO responsible foe ficensing of advocates. The activities
of the Chamber of Advocates are regulated by the Advocacy Law. The Chamber of Advocates also
supervises AML/CFT activities of licensed advocates.

Counter-Proliferation Interagency Commission

74. At the initiative of the Ministry of Foreign Affairs, an interagency committee was
established by the Decision of the Prime Minister N 928, from October 4, 2011, for coordinating
AAOGEOEOGEAO 1T &£ OOAEAETIT AAO ACAT AEAO ET &0 EEI T EI]
Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons andTdeir

$ A OO OO0A OEGoiuntesProliteratidn Interagency Commission comprises of the following
agencies:

Ministry of Foreign Affairs;

Ministry of Economy;

Ministry of Energy and Natural Recourses;

Ministry of Environmental Protection;

Ministry of Finance;

Ministry of Territorial Administration and Emergency Situations;
Ministry of Defence;

National Security Service; and

Ministry of Health.
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Overview of thefinancial sector and DNFBPs
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2014:
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All data as of October 2014

Types of financial Registered number Assets under Assets under
institutions of financial management 34 management
institutions (AMD million) (equivalent EUR million)
Banks 22 2,959,107 5,360
Credit organisations 32 250,229 453
Investment companies 8 30,342 55
Asset management 4
companies 1,520 3
Investment funds 10 6,198 11
Non-life insurance 8
companies 47,249 86
Payment and settlement 7
organisations (MVTS) 25 821 47
Pawnshops 136 11,000 20
Currency exchange offices 267 325,53735 590
Type of DNFBP Licence/ Competent Subject to Registered
Registration/Appointment/ authority/SRO AML/CFT number of
Regulation Law DNFBPs(as
of December
2014)
Casinos Licence Ministry of Yes 6 (land based)
Finance 2 (internet
casinos)
Real estate agents Registration CBA (FMC) Yes 21336
Dealers in Registration CBA (FMC) Yes Not available
precious metals
Dealers in Yes, but very limited (C28.3 | CBA (FMC) Yes 21
precious stones (MoF)
Lawyers & law firms Registration CBA (FMC) Yes 2737
Advocates Certificate Chamber of Yes 1434
Advocates
Notaries Certificate/Appointment MoJ Yes 101
Accountants (sole Certificate (MoF) CBA (FMC) Yes 609 (certified
practitioners) accountants)
TCSP#: No CBA (FMC) Yes None
i trust management
1 company
registration

76.

no life insurance companies.

Banks dominate the finance sector within Armenia, comprising 90% of the market share of
the sectormeasured by total assets of Fis. A large majority of the banks are owned by foreign groups.
The investment sector deals mostly in securities, treasury bills and corporate paper issues. There are

34 For PSOs, pawnshops and currency exchange offices the table referthe total annual amount of transactions.

35 The apparently high number of transactions of money exchange offices has to be treated with caution. The figure has to
be seen in relation to the total number of money exchange offices as well as the concerned period. This means that each
money exchange ffice had an average transactions dEUR3,000 per day. This amount can be explained by the level of use

of foreign currencies(such as US dollars and euros) in Armenia which is explained in the 2014 NRA.

36 Caused by a deregulation there is no centralized register maintained on the number of real estate agents

37 There is no licensing requirement for the professional activity of lawyers. Therefore no centralized register is maintained

on the number of firms and sole practitioners providing legal services.
38 TCSPs are not defined under the Armenian legislation.
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77. The country is not aregional or international financial centre and nor a centre for company
formation. However, international customers do exist, particularlyrepresentatives of the Armenian
Diasporausing, for example, banking services, forming companies and purchasing reatate. There
is some economic integration with Russia. There is trade with Iran, mostly in relation to agriculture
and trade in manufactured goods such as glass.

78. The following facts and figures were provided by the Armenian authorities in relation to the
DNFBP sectofall data as of December 2014)

- There are 6 active casino licere holders, with total annual revenues o AMD 106 billion
(approximately EUR19.2 million) and total grossprofit of AMD 19 billion (approximately
EUR 34 million) only. Casinos do noprovide certificates of winning (i.e. documentary basis
for facilitating the laundering of illicit proceeds), which mitigates the potentialmisuse for
ML/FT;

- Lawyers and notaries never engage in financial transaction in relation to the activities
described inessentialcriterion 22.1(d); at that, the general practice in the country has been
to form Armenian companies and other legal persons without intermediation by a lawyesr
notary;

- Real estate agentbavean insignificant or no role to play in the financial/ fiduciary aspects of
real estate transactions. The number dfransactions in the real estate sector in 2014above
the reporting threshold of AMD 50 million (approximately EUR90 thousand) amounted to
530 transactions with a tdal value of AMD 88,1 billion (approximatelyEUR159.6 million);

- No TCSP business is conducted within Armenia;

- Dealers in precious metals and stonesperate under strict limitations on cash transactions
well below the threshold specified in criterion 23.10) (for one-off payments z AMD 300
thousand (@pproximately EUR 54Q and for cumulative value of payments within a one
month period Z AMD 3 million (approximately EUR 5,400).

Overview ofreventivemeasures

79. The AML/CFT obligations for reporting entities (ie. Fls and DNFBPSs) are specified in two legal
instruments, the AML/CFT Law and the Regulation on Minimum AML/CFT Requirements.

80. All entities included within the FATF concepts of FIl and DNFBP are covered except for aspects
of trust and company service proider activity albeit that trusts cannot be formed under Armenian
law. The two legal instruments are enforceable. The law was last amended in June 2014 with the
amendments coming into effect in October of that year.

81. The risk based approach was introduced bgpmendments to the AML/CFT Law in 2014The
full version of the NRA has not been made publitnstead, an executive summary was published on
the FMC websiteafter endorsement of the NRA report by the Interagency Committee in December
2014.

82. Armenia has al® issued guidance (which is not enforceable) to promote more effective
compliance with the AML/CFT framework. This includes Guidance on the Criteria for Suspicious
Transactions issued by the FMQt also includes CBA Guidance on Money Laundering and Terisin
Financing Typologies; RBA Guidance for Financial Institutions; Guidance for Realtors on Assessing
and Preventing ML/FT Risks; Guidance for Attorneys, Sole Practitioner Lawyers, and Firms
providing Legal Services on Assessing and Preventing ML/FT Riskayidance for Sole Practitioner
Accountants, Accounting Firms and Sole Practitioner Auditors and Auditing Firms on Assessing and
Preventing ML/FT Risks; Accountants and Auditors; and Guidance for Entities Organizing Games of
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Chance and Lotteries and Casisg including Entities Organizing Online Games of Chance on
Assessing and Preventing ML/FT Risks

Overview of legal persons and arrangements

83. Numerous types of legal person can be formed in Armenia (see the table below). At the time of
the on-site element of the evaluation a total ofiround 171 thousand were in existence. All legal
persons are obliged to register with theState Register(residing at the MoJ) upon formation. Armenia
seeks to meet the FATFStandards on transparency by a combination of legislation requiring
beneficial ownership information to be provided to the State Registerand customer due diligence
obligations for reporting entities. The general practice in the country has beeto form Armenian
companies and other legal persons without intermediation by a lawyer or advocate.

84. Most legal persons have been formed as limited liability companies by individuals for
commercial purposes The table below provides information on the number of different types of
legal person formed in Armenia.

Type of legal persons Number of legal persons registered:
In 2012 In 2013 In 2014 As of end 2014
Limited liability company 3190 3180 3168 48190
NGO 298 312 294 4128
Production cooperative 2 4 4 3593
Closed jointstock company 128 74 69 2994
Institution (state and community governance) 3 7 4 2378
Non-commercial state organization 6 1 4 1779
Separate subdivision 43 21 33 1402
Non-commercial community organization 67 69 110 1307
Foundation 85 95 81 917
Open joint-stock company 6 0 1 825
Trade organization 27 28 21 741
Condominium 18 12 10 716
General partnership 0 0 0 707
Consumer cooperative 45 34 53 389
Union of legal persons 11 16 10 296
Party 3 2 3 77
Religious organization 0 0 2 49
Chamber of commerce 0 0 0 11
Notarial chamber 0 0 0 1
Chamber of Advocates 0 0 0 1
Company with supplementary liability 0 0 0 0
Limited partnership 0 0 0 0

85. Armenia is not an international or regional centre for the creation or administration of legal
persons.According to the authorities, Armenian legal persons are not very active outside Armenia.
Any such activities are linked to the export of goodsSome faeign legal persons use the services of
Armenian reporting entities and hold ownership interests in Armenian legal personsApart from
branches and representative offices of major international corporation/companies, most of the
foreign legal persons are wned by representatives of the Armenian Diaspora doing business in
Armenia. As a generality, Armenia does not have the complex crod®rder relationships using legal
persons that would normally be expected in an internationabr regional centre.

86. Statistics on entities with foreign shares is maintained for limited liability companies as this
type of entity is the second most common following individual entrepreneurs. Limited liability
companies @8,190) comprise about 28% of total number of registeredentities (171,963) as of
December 31, 2014. There are 5,86limited liability companies with foreign shares, whichcomprise
about 3.4% of the total number of registeredentities. The most active countries which hold shares in
Armenian companies are Russidhe US and Georgia, followed by France, Ukraine and Germany.

87. Armenia is not a signatory to the Hague Convention on Laws Applicable to Trusts andeir
Recognition. Armenia does not have legislation governing the establishment or operation of legal

30



arrangements. Therefore, there is no statutory basis for the establishment of legal arrangements
There is no information available on the number of foreign legal arrangements which have non
professional trustees in Armenia and the authorities confirmed thatsuch appointments have never
beendetected. The evaluation team noted no examples from its interviews. The evaluation team also
considered whether any foreign legal arrangements are using the services of reporting entities in
Armenia either directly or indirectly and found no examples of such use.

Overview of supervisory arrangements

88. The Central Bank of Armenia (CBA) is responsible for the authorisation, regulation and
supervision of all financial institutions. It enjoys full operational independence undertte Law on the
Central Bank of Armenia (LCBA). Within the CBA there are three different departments which are
involved in AML/CFT matters: the Legal Department (LD) which is responsible for the licensing of
financial institutions; the Financial System Regaltion Department (FSRD) which regulates the
activities of the financial system participants and develops supervisory manuals, tools and
methodologies and the Financial Supervision Department (FSD), which is responsible for ensuring
compliance with primary and secondary legislation by Fls. The FSD conducts-site and onsite
supervision. The FMC (Armenian FIU), which is a structural unit of the CBA, cooperates with the FSD
with respect to inspection planning, is present during AML/CFT inspections and delops guidance
together with the CBA staff. The draft of the annual inspection plan is submitted to the Licensing and
Supervision Committee and to the CBA Chairman for approval. The CBA has adequate powers to fulfil
its supervisory functions. The relevantdepartments involved in AML/CFT are equipped with the
necessary human, financial and technical resources. The staff is qualified and wedined. There is

no specialised unit within the CBA dealing specifically with AML/CFT issue. fully-fledged risk-
based approach to supervision is still being developed.

Resources of CBA (LD, FSRD and FSD)

Year Total staff Recruits Dismissals Turnover
(annual average)
2013 86 6 4 4.6 %
2014 83 2 4 4.8 %
2015 85 7 4 4.7 %

89. Four supervisory bodies are responsiblefor the AML/CFT supervision of DNFBPs. The
Ministry of Finance (MoF) exercises supervision over casinos and orgaais of games of chanceThe
Ministry of Justice (MoJ) is responsible for the supervision of notaries. The Chamber of Advocates
supervises adwcates. Since October 2014, the CBA, through the FMC, is responsible for the
supervision of real estate agents, accountants, dealers in precious metals and stones, lawyers & law
firms and TCSP%. However, the FMC has neither established a supervisory regginmor dedicated
any staff to AML/CFT supervision or conducted any supervisory activity since then.

Resources of DNFBP Supervisors

MOJ MOF Chamber of Advocates

5 12 12

90. The MoF and the MoJ have adequate and comprehensive powers to monitporting AT OEOEA 06
compliance with AML/CFT requirements. However, thge powers are rarely used in practice. The
Chamber of Advocates has very limited powers to conducotff-site surveillance and on-site
inspections. It is only permitted to conduct inspections (in dimited way) where it receives external
complaints. Therefore, it has never conducted any AML/CFT inspections.

39 Previously there had not been a designated supervisory authority for these categories of DNFBPs.
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Key Findings and Recommended Actions

Key Findings

1 Of ATEA AT 1 AOA OAANRAMOROI4EHER Mbst pdsiETE] aspecok thiDaksessment
that it aggregates highlevel information from all AML/CFT stakeholders, some of which had bee
previously analysed solely at institutional level. With respect to the assessment of ML threats a
vulnerabilities, the information that was considered was not always complete and as a consequern
some conclusions appear to be debatable. For instance, the threat of ML is based on the analys
convictions for all predicate offences and ML, without awsidering the magnitude and significance o
the overall criminal activity in Armenia. It is the view of the evaluation team that ML risks in
Armenia might not be fully assessed and understood. The understanding of FT risks appears to
adequate

Cooperation and coordination of national AML/CFT policies is conducted through the Interageng
Committee on the Fight against Counterfeiting of Money, Fraud in Plastic Cards and Other Paym
)T 000061 AT 66h -T1TAU , AOT AAOCGET ¢ AT A O0ARDE Q& O 1
agreed by the Interagency Committee provides a foundation for addressing the ML/FT rish
identified in the NRA. While operational cooperation between competent authorities appears to
sound, the coordination of strategies, particldrly within the law enforcement sphere, does not seen
to be sufficiently developed. Moreover, because the NRA does not properly identify and ass
certain risks, the policies, objectives and activities of competent authorities do not fully address tk
ML risks present in country. In addition, it appears that important intelligence work being
undertaken by the arms of government and law enforcement handling licensing and export contr
issues was not routinely being brought in the policymaking which is undertaken by the Interagency
Committee.

The authorities have shared the results of the NRA with the private sector. The banking sec
presented a relatively better understanding of risk to the evaluation team compared with othe
sectors. Even in the bankingsector, however, the understanding differed. It was not common fo
financial institutions to go beyond the NRA conclusion for their own sectors when discussing ris
even though the AML/CFT Law requires institutions to undertake a risk assessment of théiusiness

The exemptions and the instances where the application of simplified measures are permitted are

based on the FATF Standards rather than being justified by the findings of the NRA, although th
instances have been carefully considered by the Intagency Committee and do not contradict the
findings of the NRA.

Recommended Actions

I T 01 AAO T &£ Ei DOT OAT AT OO0 AOA 1 AAehnk Af ndlidnal AMLICET
policies and coordinatiorn

72 Armenia should make sure that the NRA is more desptive on the rationale underlying the
ratings awarded to threats and vulnerabilities. This would increase users understanding of th
factors that have a greatelimpact on the overall level of risk. Thus the usability of the documen

would be increased €.g. more targeted risk mitigation measures may be thought of by the users) a
an increased confidence of the users in the NRA process would be achieved;

72 Armenia should not limit its assessment of the ML threat to convictions. Instea
consideration should be given to the magnitude and significance of the overall criminal activity face
by Armenia, be it domestic or foreign. Increased attention should be paid to criminal activity tha
may have not been detected (e.g. corruption), the evall cost of crime for the country, crossborder
illicit flows (be it outwards or inwards), foreseeable trends in ML and also analysis of other relevar
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information, such as STRs and other financial intelligence;
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72 Armenia should deepen its analysis anderevaluate certain vulnerabilities faced by the
country towards ML. This should include a reevaluation of the vulnerabilities stemming from
DNFBPs, abuse of legal persons, corruption, shadow economy and the extensive use of cash. These
improvements should enable Armenia to have a more informed understanding of gaps that need fo
be closed,

E Authorities should develop individual strategy and policy documents containing measures
that are coordinated horizontally across the AML/CFBystem (i.e. with the measuves envisaged by
other authorities within the value chain). Provided that the measures are informed by a NRA
considering aforementioned recommendations, such an approach should lead to a coordinated,
more effective risk mitigation policy at system level;

72 As already planned, Armenia shouldintroduce further coordination measures for
combating PF within itsrelevant structures.

The relevant Immediate Outcome considered and assessed in this chapter is 10The
recommendations relevant for the assessment @ffectiveness under this section ardR1-2.

Immediate Outcome 1 (Risk, Policy and Coordination)
#1 01 OOUB O O AMOFOisKsT AET C 1T £ EOO

91. Armenia has been engaging in a risk assessment process since 2010, when it conducted its

first strategic analysis ofML/FT risks, followed by an AML/CFTsectorial risk analysis for DNFBPs in
¢nmpod8 )1 c¢mpth ! Ol ATEA AT 1 AGAOGAA EOO EEO0OO 0O&OI I
largely modelled on the FATF Guidance published in February 20®3 According to theauthorities,

the most positive aspect of the 2014 NRA is that it aggregates hitgvel information from all

AML/CFT stakeholders, some of which had been previously analysed solely at an institutional level.
Considerable efforts were made to compile inforration from as many available sources as possible,

which has enabled the authorities to approach the assessment of ML/FT risks in the country more
holistically and acquire a better understanding of some of the ML/FT risks in Armeni&s part of the

NRA proess questionnaires were issued to a selection of FIs and DNFBPs.

92. Despite providing a good initial basis for the assessment of ML risk by identifying threats

and vulnerabilities, the NRA does not articulate any specific conclusions on what the residual sk

are in practice the NRA presents the level of threats and vulnerabilities on the one hand and the
conclusion on residual risk on the other without articulating in detail how this conclusion was
arrived at. 4 EA AOOET OEOEAOG OE A ratingsGor &l Ehdedds abFvAinerabliteQ E @ 1 A
which also includes an assessment of their trends ithe foreseeable future (being stable, increasing

or declining), provides an overall picture of the residual risk as it can be inferred from théndings

and conclusions on its constituentsin someinstances, certain key data and information collected in

I OAAO O1 ET &I O0f OEA AOOEI OEOEAOGSE EOACAT AT O xAO
conclusions appear to be debatable (as discussed in further detail b&l). It is the view of the
assessment team that ML risks in Armenia might therefore not be fully understood by the users of

the NRA This is not the case with respect to risk of FT, which as described in more detail under

Chapter 1, has been the subject okry close attention and scrutiny by the authorities.

(a) ML threats

93. The potential ML threat is rated as medium, which appears to be reasonable given that
Armenia is not a financial centre and not considered to be at major ML risk. However, this conclusion
is based solely on theanalysis of convictions for proceedsgenerating crimes. The magnitude and
significance of the overall criminal activity, including criminal activity that may have not been
detected and foreseeable trends in ML have not been taken into consideratidihile the team notes
the view expressed by the Armaian authorities that information based on convictions is certain, it
excludes assessment of whether the level of convictions itself is appropriate (including whether any

40 http://www.fatf -gafi.org/media/fatf/content/images/National_ML_TF_Risk_Assessment.pdf
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vulnerabilities impact on the number and type of investigations and prosecutions) andinked to
these factors, information from outside Armenia such as mutual legal assistance requests made to
Armenia specifically related to ML and the implications of those requests.

94. The authorities demonstrated differing views about the predicate crime mvironment.
While the NRA identifies a number of predicate offences as generating the highest amounts of
criminal proceeds, FMC information on the most common predicate offencefentified through STRs
presents a slightly different picture. The view of theGPO on predicate offences which pose the
highest ML threat alsosomewhat differs from the position expressed in the NRA (refer to Section
1.1). For instance, the representatives of the GPO confirmed that cybercrime, which in their view is
the predicate ofence posing the highest ML threat, is not well reflected in thBIRA Neither this
information nor an analysis of the reasons for the differences between the most prevalent
convictions achieved and STR data/GPO information have been included in the NRAarpand the
evaluation team has not seen such articulated analysi$he authorities are of the view that thee
differences do not amount to significant divergences interms of the perception of ML threats
However, they acknowledgethat coordination between stakeholder agenciesvould ensure a more
attuned understanding of threats

95. The NRA does not address the level of crog®rder illicit flows to a significant extent,
except for the physical transportation of cashReference is made to an assessment afdncial flows
between Armenia with countries identified by the FATF as posing a high risk of ML, which
indicated that transfers were made with the Republic of Iran and Turkey predominantly serving the
economic and trade relationships with these two countes. Although the NRA refers to financial
flows to countries which are not identified by the FATF as posing a higher risi,does not consider
whether such flowsmay involveillicit proceeds.FMC information, which contains indications of the
level of foreign proceeds introduced into the Armenian financial system, does not appear to have
been integrated in theNRAfor the purpose of estimating the ML threat arising from cros$order
crime. As sated under Section 1.1 of Chapter 1, although statistics on mutual legal assistance
requests have been included in the NRA, no conclusions were drawn in relation to cressrder
criminality and predicate offending. The authorities believe that in relation to cross border
criminality and predicate offending, the low number of incoming MLA requests is indicative of the
fact that both the Armenian financial/ nonfinancial systems and Armenian nationals/ legal entities
are of little interest for respective foreign counterparts due to the lack of involvement in criminal
activity with international implications . As regards the risks associated with crosborder
transportation of cash and BNIs, although identified and more thoroughly addressed by the NRA, it
seemal underestimated to the evaluation team given the widespread availability of cash in the
context of an important shadow economy.

96. In light of the above, the evaluation team has concluded that the links between various
sources of information on actual and ptential underlying criminality and the level of crossborder
illicit flows need to bemore properly tied together by Armenia in the NRA.

(b) Vulnerabilities

97. The assessment team considershat the shadow economy which is believed to be
predominantly linked to tax evasion,and the use of cashwhich is considered to reflect certain
cultural/ traditional realities in the country, potentially pose a significant ML vulnerability in
Armenia. Nevertheless, consideration of the shadow economy and the use offltéas the NRAare
limited to recognising that these phenomena are present in the Armenian reality; relying on
(unofficial) assessments of these phenomena by independent third parties; and describing the
measures taken by the authorities to suppress these phomena. In the opinion of the Armenia
authorities, this is sufficient for the purposes of NRA. The potential effects and links of the shadow
economy with other information (for example, predicate criminality and to what extent cash from
the shadow economy might be used in the banking systenr ¢o purchase real estate, with cash
purchases being common in this sector) have not demonstrably been explored in such a way as to
assist understanding of risk and specific mitigating actions which can be taken. The evaluation team,
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therefore, remains ofthe view that the information in the NRA is too high level to facilitate an in
depth understanding of ML risk.

98. The overarching premises of the NRA text on legal persons is that the St&egister holds
information on the ownership of limited liability companies and that no cases have been identified of
legal entities being involved in ML/FT. However, the evaluation team has noted comments from
various meetings with the authorities that companiescould be used to facilitate fraud. In addition,
the State Regster does not carry out checks to verify beneficial ownership information it holds. The
evaluation team therefore suggests thatthe risks of legal personamight need further analysis and
consideration so as to be fulllassessed and understood.

99. Corruption EO OAOAA AO A 1 AAEOI  OOinfokn@tod FomBpablit E T
sourcesconsulted by the evaluation team(as stated under Chapter 1) indicates that corruption still
poses a problem in Armenia. N indication was found by the evaluation team tht corruption had

any impact on the effective functioning of the AML/CFinstitutional framework itself .

National policies to addres&dentified ML/ FTrisks

100. The action plan agreed by Interagency Committee immediately prior to the esite element

of the evaluation provides a foundation for addressing the ML/FT risks and the shortcomings
identified in the NRA. It is the national AML/CFT response to the NRA report. The action plan
contains 21 measures, which the Armenian authorities have advised are to beghlamented on a
fixed-deadline or recurrent/continuous basis. The measures to address shortcomings are divided
into a series of thematic groups, including ML and predicate offences, circumstantial elements such
as the shadow economy, contextual factors suchs corruption risks in the public sector, the
legislative framework, the institutional framework and reporting entities. Of the measures (1 of
which has several actions specified each with its own tim&ame for completion), 1 has been
completed, 5 have a&ompletion deadline of 2015, 1 has a deadline of 2016, 4 with a deadline of 2015
Z 2016, 5 with a deadline of 20152017 and 14 have a implementation mode designated as
OAT 1 OET O1 600 8

101. The progress on the measures defined by the Action Plan is reviewddring the meetings

of the Interagency Committee Particular care will need to be taken that these measures do not drift
AT A OEA ETAI OPT OAOGET1T 1 &£ OIEIA O0O0iITAGe EIT OEA
team. It is also appropriate to conigler other deadlines. In particular, in relation to NPOs, the
potential deadline of the end of 2016 (specified as 2015/2016 in the action plan) for estimating
resources to carry out adequate supervision, presenting a requirement in relation to this to the
Armenian Government and articulating more triggers for unplanned examinations suggests that a
particularly measured approach is being taken to addressing some shortcomings.

102. Work plans ofInteragency Committeemember agencies and selfegulated organizations of
DNFBPs providing information on the measures aimed at attaining the strategic objectives have not
been provided to the evaluation team. It is not clear to what extent policies and activities of
individual authorities have been coeordinated in practice where this has been appropriate in the
context of national policies and activities.

103. It is welcome that the Armenian authorities have developed a/Action Planso as to take
forward the measures arising from their conclusions on the NRA report. Howevesjnce the Action
Planwas endorsed shortly before the evaluation visit, the team could not make any conclusions as to
its application4’. The assessment teantherefore reviewed the 20132015 National Strategy for
Combatting Money Laundering and Financing of Teorism, which is based on the 2010 Strategic
Assessment and the 2013 DNFBP Assessment, and the measures undertaken in the period before the
on-site visit to implement the actions set out under the 2012015 Strategy. The evaluation team

41 The authorities, however, provided an example of policies being adopted after the completion of the N February

19, 2015 the Government adopted the decision No 165 O/ 1T OEA %O O A A iCBridnACbndmitteeAandiah ! 1

Experts Team, Approval of the Membership and Procedure of the Committee, Experts Team and Division of -Anti
Corruption Program MonitoringwitE ET OEA ' T OAOT 1 AT 680 3 OA EES 8
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noted positively that all the actions under the 20132015 Strategy had been implemented. For
instance, a selassessment of the Armenian AML/CFT system was carried out which resulted in
extensive legislative amendments, especially to the AML/CFT Law and the CC. An inforoati
sharing system was created to enhance cooperation and to ensure that information is exchanged
securely between prosecutors, law enforcement officers and the FMC. Dedicated units within
criminal prosecution and investigation bodies (GPO, NS&nd MOR specialised in operative
intelligence and prosecution of ML/FT cases were created. Supervisory mechanisms were
introduced to improve the monitoring of compliance through offsite and onsite supervision and the
sanctions regime. Legislation was passed to sngthen the supervision and regulation of casinos.

AML/CFT system in Armenia.
Exemptions, enhanced and simplified measures

104.  There are no exemptions in relaionOT OEA &! 4&860 AAOAOEDOEIT O
institution and DNFBP which shouldbe subject to AML/CFT obligations.

105. There are a small nhumber ofcircumstances in relation to which simplified CDD may be
applied in the AML/CFT regulation,namely life insurance policies where the annual premium is
below 400-fold of the minimum salary (approximately EUR 7D) or the single premium is below
1.000-fold of the minimum salary (approximately EUR 1800); insurance policies for pension
schemes, provided that thereis no early surrender option, and the policy cannot be used as
collateral; payments to the state or community budgets of Armenia; payments for utility services;
payments related to the provision of salaries, pensions or allowances from known sources. het
guidance for financial institutions on adopting the riskbased approachthe normal level of CDD can
be reduced in recognised lower risk categories, such as natural persons whose main source of funds
is derived from salary, pensiols andsocial benefitsfrom known sources; where the features of the
certain transaction are not materially different from regularly exercised transactions and customers;
where the information on their identity and actual beneficial owners are publicly available and
whose activities are subject to oversight by state authorities; and certain transactions, wherde
minimis amounts are required for execution (for example, utility payments, insurance payments,
etc.). The regulation and guidance were published before the NRAlowever, the risk of the
circumstances referred to above was carefully considered by the Interagency Committee before the
AML/CFT Law and the Regulation were issueddditionally, these circumstancesdo not contradict
the findings of the NRA

106. Under the AML/CFT regulation Armenia requires enhanced measures to be applied in
relation to legal persons or arrangements that are personal asséblding vehicles; companies that
have nominee shareholders or shares in bearer form; businesses and business relationships that a
cashiintensive; companies that have unusual or excessively complex ownership structure; private
banking activities; and nonfaceto-face business transactions or relationshipslt does not appear
that Armenia has specifically considered how these categes tie in with the NRA but nonetheless,
they are not inconsistent with the NRA. Enhanced measures do not apply to domestic PEPs. The
AML/CFT guidance also includes a series of factors which may result in a determination tleatrtain
countries, categories of customes, or products, servicesand delivery channels arehigh risk.

Objectives and activities of competent authorities

107. The GPO has identified, in part at least, different priorities to adopt in its prosecutorial
strategy in relation to predicate offences other than the major proceeds generating offences
identified in the NRA. It is predicate offences which drive the priorities of the GPO and its governing
Council takes the final decision on priorities for the GPO. The GPO advised the evaluation team that it
does not regard the NRA list aexhaustive and that it can be dynamically changed. Strategic
decisions were taken by the governing Council to ensure that the objectives and activities of the GPO
are consistent with the evolving risks posed by cybercrime. A specialised unit dealing with
cybercrime was establishedA binding decision concerning cybercrime was issued by the Council to
be implemented by all regional offices of the GP®he decision, for instance, requires prosecutors to
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notify the GPO on a weekly basis of the actions taken when a notification of a sesed offence is
investigated. The Justice Academyprovides ongoing training to judges and prosecutors on the
particularities of cybercrime. The evaluation team is of the view that this good practice should be
followed with respect to ML and all other majo proceeds-generating predicate offences.

108. Although law enforcement authorities have been actively involved in the national risk
assessment process, there is little evidence that investigative bodies focus consistently on higgk
areas identified by theNRA.Law enforcement authorities do not have strategy and policy documents
on the areas which deserve higher attention in terms of ML/FT risks within their specific area of
activity. However, the Interagency Committeeserves as amechanism for the developnent of law
enforcement objectives and policies based on the findings of tf¢RA Although some initiatives to
allocate resources for high risk areas have been highlighted (e.g. resources have been increased at
police level for combating cybercrime), such @ions seem to have been generated by the need to
mitigate operational risks in the field, rather than a coordinated policy focus by each investigative
body on risk areas identified by the NRA. Osite interviews only confirmed such conclusions as
investigative bodies (including the NSS) indicated that Armenian legislation is the main guide for
their activities.

1009. As regards the FMC, the unit is proactive and adopted a riflased approach in relation to
its analytical processes. Risk assessment procedures dsby the FMC to assess incoming financial
and other disclosures have been informed by the results in the NRA. As a restiite investigative
component of the system is fed with financial intelligence on threats and vulnerabilities identified by
the NRA.Additionally, FIU output should be integrated within the policies and objectives of law
enforcement authorities through the national strategy

110. Turning to supervision, there is no documented analysis to demonstrate that thebjectives
and activities of the AML/CFT supervisors are fully consistent with the evolving national AML/CFT
policies and, in particular, with the identified risks. The CBA predominantly focuses on banks since
they are the most important players within the Armenian financial market and, astated previously,
money laundering in Armenia generallyis believed to take place through the banking system.
Although DNFBPs are rated alatively high risk in the NRA, this area has not yet been addressed in
practice. The FMC has not implemented a pervisory regime for the AML/CFT supervision of
DNFBPsfalling under its responsibility. No staff is dedicated to AML/CFT supervision of DNFBPs.
The risk of the real estate sector has not received sufficient attention.

111. The supervisorsfully rely on the identified sectorial risks in the NRA without exploiting

information concerning each individual supervised entity. The CBA, for instance, does noave

documented analysis as to how itakes into consideration any specific factors such as the individual
customer base or the different products/services offered by the individual financial institutions
although the authorities advise that such factors are without failure taken into account for both off
site surveillance and onsite inspections In practice, thisleads to a situation in which all banks are
treated in the same wayin terms of AML/ CFT supervision

112. Generally, the CBA applies only a limited riskensitive or targeted approach to supervision
of AML/CFT. There is no difference in the frequency of thenspection cycle as well as in the intensity
of the inspections within one sectoron the basis of ML/FT risksThe CBA does not particularly focus
on the most common criminal activities identified in the NRA such as transactions with fake payment
cards andtransactions through counterfeit payment instruments. Neither the MoF nor the MoJ could
demonstrate a risksensitive or targeted supervisory approach although the MoF is required to
apply risk-sensitive supervision for casinos pursuant to the document €dE O1 AA O- AOET AT 1
Risk-Based Checklb 06 OEAO AT 1 OAET O A Al i POAEAT OEOGA T EOGO 1
the individual risks. The Chamber of Advocates does not conduct a ribsed supervision- until

now it has not even carried out ag inspections.

113. The recently approvedAction Plandoes not fully address the riskgdentified by the NRA
which are of particular relevance for the supervisors. The absence of a supervisory regime for

certain categoriesof the DNFBPs is considered ina limkA x AU j O$AOECT A OOOAOA
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implementation of AML/CFT requirements by realtors, dealers in precious metals anstoness 6 8
Supervision of lawyers is excluded from the action plan. The gap regarding the registration
requirements for some of he DNFBPswhich wasidentified as an issue in the NRAhas been covered

by introducing a regulation on the registration of all reportingentities with the FMC No significant
measures are set out to deal with the serious lack of resources regarding thepsuvision of NPOs.

National coordination and cooperation

114. The Interagency Committee has responsibility for developing national eordination and
co-operation arrangements. The Committee considers AML/CFT matters from a strategic
perspective. TheCommittee is chaired by the Governor of the CBA and comprises representatives
from stakeholder agencies and the institutions involved in AML/CFT. Secretariat services are
provided by the FMC. The# | | | E OuinAAsbuBderpinned by a Working Group comprised of
representatives of the same authorities as those on the Committee; the FMC also providesretariat
services to this group. To date there has been -@vdination in relation to some AML/CFT strategies
and approaches while responses to PF have been undertakenibglividual authorities.

115. The Interagency Committee andhe underlying Working Group are the main mechanisms
through which individual authorities cooperate and coordinate the development of their potiies and
activities. The action plan in response to the RA provides a framework for a range of the objectives

AT A AAOEOEOEAO 1T &£ ET AEOEAOAI AOOET OEOEAO O1 AA
AML/CFT.

116. Cooperation between the intelligence and investigative components of the Armenian
AML/CFT systan is sound. The FMC and the main law enforcement bodies in the country (N®®,

Ministry of Finance andthe Investigative Committee) are very active in exchanging information. Co
operation is mutual, which adds value to the operational chain of the systenand is based on
OPT1 1 OAT Ariréylestl OFIG xO 1T £ ET &£ Of ACET 1 8

117. A secure and rapid infrastructure for information exchange is used for access to
information and general cooperation purposes by the competent authorities involved in fighting ML,
predicate offences and FT. The system has been developed and is being administered by the FMC.
The Integrated Information System (IS) between the FMC and other authorities (National Security
Service, Police, InterpolReal Estate CadastreStateRegister, Gener& Prosecutors Office, Ministry of
Finance and the Compulsory Enforcemerervice involved in the AML/CFT system was introduced

in 2014, ensuring information exchange in a secure environment and providing online shared access
(subject to agreed permission}to other AML/CFT intelligence available to ISS users.

118. Despite good operational ceoperation, it was not demonstrated that intelligence and law
enforcement bodies actually coordinate the development and implementation of policies and
activities to combatML/FT. It is not clear whether horizontal policy objectives, addressing the risks
identified in the NRA, are being implemented across the entire spectrum of actors involved in the
AML/CFT (reporting entities, intelligence structures, investigative bodies,GPO). There is limited
awareness of the role that the system as a whole must play in addressing risks identified by the NRA.

1109. The CBAhas akey role in the area of AML/CFT supervisiorof the financial system The ce
operation amongst all supervisors is lecby the FMC. Therefore, the FMC serves as a single point of
contact for AML/CFT relevant issues. The FMC together with the FSD provides guidance and training
to the private sector and other authorities on a regular basis. They initiate and draft relevant
AML/CFT guidance and ceprdinate the development of new guidance. However, the ocdination
between law enforcement authorities seems to be limited. The Chamber of Advocates mentioned
that further training would be needed in the area of AML/CFT which indid&s a lack of ceoperation.

120. The evaluators have some concerns that important intelligence from the work being
undertaken by the arms of government and law enforcement handling licensing and export control
issues was not routinely being brought into the paty-making which is undertaken by the

Interagency Committee. The Armenian authoritiesdicated that there had not been any real cases of
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information exchange on the PF issue sfar. While relevant intelligence on goods for which such
licenses for export are granted or refused is shared withhe Customs Administration for border
control purposes, the Intelagency Committee appeared not to have beeadvised by the Ministry of
Economy d refused permissions for export of dualuse goods tohigher-risk countries. The
authorities advised that certain key members of the Interagency Committee, such as the National
Security Service, the Ministry of Finance (in charge of tax and customs adminéion) and the
Ministry of Foreign Affairs are also members of the CounteProliferation Interagency Commission
(as set forth in the Overview of the Institutional Framework under Chapter 1 of this report), thus
providing a tentative framework for coordination at operational level.Nonetheless, he evaluators
consider that information on applications for licences and refusals of licences to export proliferatien
sensitive goodscould usefully be shared with the FMC and the Integency Committeeon regular
basis for intelligence purposes, policy making on PF financing, and possible operational
coordination.

122. )0 xAO AI Ol 11 OAA OEAO OEA c¢mpg &!'4& "AOO
Competent AuthoritiesInformation Relatedto the Financing of ProliferaE T 1 6 EAA 11 O AAAI
in the Interagency Committee. Formal arrangements for better coordination between the

Interagency Committee and other relevant actors in the PF field should be put in place. The
evaluators consider that the Inteegency Committe® O A CAT AA OEIT O1 A AT OAO 0:¢
including how PF sanctions may be evaded and for the purposes of identification of potential PF
investigations by law enforcement.

0OEOAOA OAAOI 060 AxAOAT AGO 1T £ OEOEOD

122. The NRA report is not a public document. Aspscified in the methodology for conducting

the NRA, to enable access for users of the report outside threeragency Committeeand its Working

Group, the FMC has prepared a version of the report suitable for use by reporting entities and

experts for studyand forming conclusions.n addition, a further version of the report comprising the

ET OO1T AOGAOGET1T AT A EAU EETAET CO EAO AAAT mib@OAA 11
awareness of ML/FT risks.

123. In October and November 2014 and during 2015 # FMC provided informationon the
analysis and key findings of the NRAo the representatives of theprivate sector through seminars
and trainings.

124. With regard to the effectiveness of the outreach, the banking sector presented a relatively
better understanding of risk to the evaluation team compared with other sectors. Even in the
banking sector, however, understanding differed, with a few larger institutions evidencing a rounded
understanding. It was not common for financial institutions to go beyond th&lRA conclusions for
their own sectors when discussing risk even though the AML/CFT Law requires institutions to
undertake a risk assessment for their businessSenerally,in terms of understanding of FT risk the
reporting entities appreciated the conclusian that it is a very low threat and hat appropriate
implementation of the requirements with regardto UN lists, relevant indicators and typologies of FT
suspicions would amount to mitigation of that risk commensurate to it§actual level. To this extent,
reporting entities are aware of the relevant results of the NRA.

Overall conclusions on Immediate Outcome 1

125. Armenia has made significant efforts to identify, assess and understand its ML/FT risks, by
conducting strategic and sectorial analyses of risk in®L0 and 2013 and a fullyfledged national risk
assessment in 2014. Arction Planwas approved in 2015 to address the risks identified in the NRA,

which is expected to be implemented by the end of 2017. Nevertheless, a number of gaps were
identified by the AOAT OAOCET T OAAI ET ! Ol ATEA8O AOOAOGHAIKAT O 1T /
of certain key data and information. As a resultthe understanding of ML risks still needs
considerable improvement inArmenia, and this has an impact on the development and prioritisation

of AML/CFT policies and activities across both the public and private sectoThe limited
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circumstances in relation to which simplified CDD may be applied are based armareful assessment
by the Interagency Committee andre not inconsistent with the findings of the NRA.

126.  Operational cooperation and col OAET AOETT EO A 00O60iT C¢c PIETO
system. The FMC and the relevant law enforcement bodies are very active in exchangingrimfation

in the course of criminal investigations. There is also close aiperation between the FMC and other
supervisory bodies.However, little evidence was found that the relevant authorities, particularly

within the law enforcement sphere, ceordinate their strategies to combat ML/FT.

127. Cooperation and ccordination concerning proliferation financing needs to be developed
further. Important intelligence from the work being undertaken by the arms of government and law
enforcement handling licensing and emort control issues should be routinely brought into the
policy-making which is undertaken by the Interagency Committee.

128. Overall, Armenia shows a moderate level of effectiveness for Immediate Outcome 1.
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Key Findings and Recommended Actions

Key Findings

Although the FMC produces good financial intelligence packages in its disseminations to |
AT £ OAAT AT O AT A 1 Ax Al £ OAAT AT O AAT ADBPDI U-
investigative stages, there is limited use by law enforcement of financial telligence in ML
investigations.

Law enforcement concerns about the legislative framework to obtain access to information
sufficiently early stages need addressing by a review of the LOIA and authoritative clarification th
its application does not rejuire a suspect or an accused. At the same time LEAs need more skills
training to convert intelligence into material which can be used to obtain court orders which woulg
grant them accessboth under the LOIA and the CP®, financial information to be used as evidence.

There is little evidence of the use of parallel financial investigations despite a 2009 directive fro
the General Prosecutor to pursue criminal proceeds.

The prosecution have targeted the comparatively easy sdHundering cases mainy involving
domestic predicate offences. There have been no third party ML cases involving some of
predicate offences identified in the NRA.

There is a presumption of overly high levels of evidence farosecute ML cases.

Given the limited use of parallel financial investigations and provisional measures, confiscation is n
used effectively to make crime unprofitable.

Recommended Actions

Immediate Outcome 6

72 Law enforcement authorities should use financial intelligence (hether generated

internally or by the FMC) more proactively. They shouldlevelop written instructions for the use of
intelligence in financial investigations, particularly to develop evidence and trace criminal proceed
related to ML, associated predicateoffences and FT. This should be accompanied mn-going

specialised training to the relevant law enforcement authorities, particularly the NS&s well as the
Ministry of Finance (in its capacity of the investigative body of predicate offences related tax and

customs administration) on the use of FMC (operational and strategic) intelligence products.

72 The FMC should also engage more closely with tipgivate sector to improve the quantity
and quality of disclosures. This should result in more meaningful suspicions being identified an
reported to the FMC and ultimately enhance the quality of the FMC dissemination process.

E The authorities should review the provisions of Article 31 of LOIA taemove unduly
cumbersome conditions hinderingits effective use by LEAs during the preliminary stage of th
criminal investigation. In particular, Article 31 should be available in all ML investigations given tha

, %' 0 TAU 110 AA AAI RAOCA EARIT OE@®EO6 xEBAOBAAOOE

involved until the financial information has been considered.

Immediate Outcome 7

E The GPOshould establish a clear national law enforcement strategy and policy to
investigate and prosecutea wide range ofML offences(including third party ML and autonomous

ML). This should set out a cordinated strategy applicable to all relevant law enforcement bodies

involved in the fight against ML and associated predicate offences, which specifies theponsibility

]

and functions of each body and the role that each body is expected to undertake in the course of a
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investigation. It is recommended that the results of this policy are regularly monitored by the
Interagency Committee.

72 The policy should require law enforcement authorities to develop proactive parallel
financial investigations when pursuing ML and associated predicate offences, at least in all cases
related to major proceedsgenerating offences. Practical guidance and comprehensivetraining
programme on financial investigationsshould be provided regularly to staff at all levels of law
enforcement bodies, including the GP@particularly those prosecutors who are responsible for
major-proceeds generating offencesand the judiciary.

72 The ML prosecution policy should alsaconsistent with the ML risks that the country faces
as highlighted in this report and from the reviews of the MLrelated criminality patterns to be
conducted by involved national agencies oaregular bass.

72 In order to develop a more proactive approach to ML investigation and prosecutiorgw
enforcement bodiesand the GPGshould challenge the judiciary with more cases where it is not
possible to establish precisely the underlying offence(sput where the courts could infer the
existence of predicate criminality from adduced facts and circumstances.

72 Armenia should introduce criminal liability for legal persons.Pending the introduction of
criminal liability for legal persons, the authorities should make use of Article 31 of the AML/CFT Law
on the involvement of legal persons in ML where applicable,and revise the level of fines which
should reflect the gravity d the offence.

Immediate Outcome 8

72 Armenia should include the confiscation of criminal proceeds, instrumentalities and
property of equivalent value as an objective in the national law enforcement policy referred to unde
10.7.

=

72 As part of the requirament to proactively conduct parallel financial investigations, law
enforcement authorities should be required to routinely apply provisional measures to prevent any
dealing, transfer or disposal of property subject to future confiscation/forfeiture.

72 Armenia should re-consider introducing the reversal of the burden of proof regarding the
lawful origin of alleged proceeds or other property liable to confiscation in serious offences and
consider introducing non-conviction based confiscation measures.

72 The authorities should take more proactive steps to identify false or noteclarations of
cash which may be an indicator of proceeds of crime

72 There should be a body withlegally defined competences to actively manage frozen and
confiscated assets.

The relevant Immediate Outcomes considered and assessed in this chapter al®6-8. The
recommendations relevant for the assessment of effectiveness under this section are R.3, R4 &-R29
32.

Immediate Outcome 6 (Financial intelligence ML/FT)
Use of financial intelgence andother information

(a) Access to information

129. Law enforcement authorities in Armenia have access to a wide range of databases
containing financiak2, administrative43 and law enforcement4 information. The evaluation team was

©%gG8 #' 1 AAOAAAOA 11 | EAAIOEIGC ATA OODAOOEOEIT | /A& AET AT AEAI
I AOCA OA@PAUAOOS AAOAAAOCA AT A Al O AAOAAAOGAOG 1 &£ EET AT AEAT EI
43 E.g. State Register databas@eal Estate Cadastre database, Vehicle database, Social Security information database.
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satisfied that thesedatabases are accessed on a regular basis, whiaw enforcement authorities
require information in the course of an investigation for ML, predicate offences arfdl. The FMC has
access to an even broader range of information, which, in addition to the infoiation referred to
above, includes information from STRs, threshold reports, crodsorder declarations and commercial
databased®. The FMC can also request additional information (including documents or data covered
by financial secrecy) from any public atority or reporting entity, regardless of whether such entity
had previously submitted an STR to the FMC.

130. As regards information covered by financial secrecy, LEA®mve accessto such information

in the course of the formal investigation process, using thprovisions of Article 172(3 (2) of the
CPCThese provisions only apply to persons who are formally suspects or accus&ihen there is no
suspect or accused, LEAs havevd options. First, they can approach the FMC to obtain intelligence,
using the provisions of Article 13.4 of the AML/CFT Law. The material provided by the FMC on this
basis is not evidence It is necessary for LEAs to convert this intelligence, using normdhaw
enforcement methods, into evidence to formally turn a person into a suspect @n accusedand to
subsequently seek an order from the court to obtain financial information which may otherwise be
covered by financial secrecySecond, the provisions of Article 31.4f the LOIA are available at the
pre-investigative stage, as well as are a suspect or an accused has been established. LOIA has
provisions which appear to be wider so far as access to financial secrecy is concerned but its
provisions are limited to grave and particularly grave crimes and other conditions which are
perceived by law enforcement as being burdensome. These are detailed further in subsection (c)
below.

(b) Use of intelligence

131. The FMC is the main body which generates financial intelligence for AML/CFT purposes in
Armenia. It integrates data obtained from domestiacdatabases and its own internal databases to
generate financial intelligence products, which it then disseminates to law enforcement authoritiés
FMC intelligence is processed by the specialised operative units of law enforcement bodies, which
also generae their own financial intelligence. These units are tasked with intelligence coverage of
the targeted criminal environment falling within their mandate. Nevertheless, there is little evidence
that intelligence, whether generated by the FMC or the operativnits, is used to ay great extent to
identify ML through proactive financial investigations. Information is generally obtained to secure a
conviction for predicate crimes, rather than to identify and trace criminal proceeds. As stated
beneath, FMC inteligence has only been used to secure one Mionviction, although the LEAs
confirm that for all other convictions the information received from the FMCpursuant to relevant
requests (as set forth in detail in the below paragraphplayed a key role

132. In the course of their activities, law enforcement authorities may submit requests for
information to the FMC using the provisions of Article 13.4 of the AML/CFT LawThe information
obtained by the FMC at the request of law enforcement authorities is analysed detail and the
results of the analysis are thersent back to LEAss a comprehensive intelligence product. Despite
the availability of this valuable source of intelligence, law enforcement authorities have only
submitted an average of 54 requests per yedo the FMC in the period under review (se¢he table
below). This may be due to the fact that information obtained from the FMC may not be used as
evidence during the pretrial and trial stages. It also appears that the practice of conducting
proactive financial investigations (see analysis on 107), which would necessitate the intervention of
the FMC, is still not common.

Information requests from

LEA to EMC 2010 2011 2012 2013 2014 Total

44 E.g. MOF Tax and Customs information database, N§®order crossing and operational information database, Police
passport data, criminal record, registry of natwal persons and wanted persons, Court Department databasg court
verdicts and other judicial rulings.
45 E.g. World Check, Acuity Oline, PEP database
46 Further information on the analysis and dissemination processes of the FMC is provided under core is€u3(a).
47 Further information on the use of FMC disseminations by law enforcement is provided under core issue 6.3(b).
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NSS 14 19 26 12 18 89
MOF 9 15 9 6 21 60
GPO 24 7 9 10 13 63
Police 5 15 13 5 6 44
Interpol National Bureau 1 2 3 - 5 11
Special InvestigativeService - - 1 3 2 6
Investigative Committee - - - - 1 1
Total 53 58 61 36 66 274

133. The Armenian authorities could notproduce statistics demonstrating the extent to which
financial intelligence is accessed and used to develop evidence in terrorist financing cases.
Nonetheless, mstances ofa number of requests to FMC by operative units within the NSS, fdfT
purposes, were referred to by the representaves met onsite with subsequent provision of
comprehensive feedback including the analysis of financial transactions, cash declarations and other
data accessible to the FMHowever, since nd-T investigations were carried out during the period
under review, it was impossible for the evaluation team to assess the effective ugsed quality of
intelligence in this context.

134. The authorities have however made use of financial intelligence available at FMC level to
suspend suspicious transactionsunder the provisions of Article 26(2) of the AML Law. found AMD

49 million (approximately EUR 9,000) were suspended by the FMC based on a noatification
submitted by investigative bodies (seethe table below). The funds were subsequently seized by
means of an arrest order issued by the body in charge of the criminal proceedings (informatiam
seizure and confiscation is provided under IO 8). Although this is recognised by the evaluation team
as a seful tool, the mechanism is insufficiently used in practice. In particular, it was surprising to see
that the tax authority does not resort to this mechanism more often, given the significant threat
posed in Armenia by taxoffences

Suspended and seized funds
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Year Body Currency * Fls ** LEAS *** Total
EMC AMD 73,859,840 39,277,862 113,137,702
2010 (EUR (148,911) (79,189) (228,100)
LEAS AMD 73,859,840 39,277,862 113,137,702
(EUR) (148,911) (79,189) (228,100)
EMC AMD 0 0 0
2011 (EUR) 9 (0) (0)
LEAS AMD 0 0 0
(EUR) (0) (0) (0)
EMC AMD 12,895,274 10,108,000 23,003,274
2012 (EUR) (24,971) (19,574) (44,545)
LEAS AMD 12,895,274 10,108,000 23,003,274
(EUR) (24,971) (19,574) (44,545)
EMC AMD 54,893,971 0 54,893,971
2013 (EUR) (100,889 (0) (100,889)
AMD 773,641 0 773,641
LEAs
(EUR) (1,422 (0) (1,422
EMC AMD 0 0 0
2014 (EUR) (0) 0) 0)
LEAS AMD 0 0 0
(EUR) ©) © (0)
Total FMC AMD 141,649,085 49,385,862 191,034,947




(EUR) (274,772) (98,763) (373,535)

AMD 87,528,755 49,385,862 136,914,617

(EUR) (175,304) (98,763) (274,068)

* Euro equivalent of the relevantfunds has been calculated on the basis of average annual EUR/ AMD exchange rate at
496 in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014

** The figures in this column represent the amounts suspended by the FMC and subsequently seized by LEAsdbase
STRs filed by financial institutions.

*** The figures in this column represent the amounts suspended by the FMC and subsequently seized by LEAs based on
notifications submitted by investigative bodies in charge of the criminal proceedings

LEAs

(c) Issuesrelated to access to information

135. Article 29 of the LOIA provides LEAs with the power to access information covered by
banking, insurance or securities secrecy, both prior and during the priial investigation process.
However, according to therepresentatives of LEAs Article 29 of the LOIA has hardly been used in
practice (two cases were referred to by the authorities) due certain conditions which in their view
are unduly cumbersome i.e. it may be implemented only (1) where the persons againghom it is
directed is suspected of grave and particularly grave crimes, thereby excluding basic ML; and (2)
provided that there is substantial evidence indicating that it would be impossible for the
investigation body to perform the duties assigned to iby law through other operational activities.

136. The Armenian authorities were unable to provide statistics on the number of applications
made under LOIA or underArticle 172 of the CPC which provides access to financial secrecy
information on a suspect or araccused person in a criminal caséWhile it is clear that LEAs have
access to intelligence from the FMC, the lack obmprehensive information about the number of
applications to obtain court orders for the disclosure of financial secrecy information whit can be
used as evidence appear to indicate that LEAs are not successful in converting intelligence into the
necessary evidence, in order to formally identify a person as a suspect or an accused, and then to
obtain necessary financial evidence under the RC to be used in court proceedings. Many LEAs
complained to the evaluation team about the complex legislative provisions which inhibit the
obtaining of necessary financial evidence. Some suggested that in an application under LOIA for
access to financial nformation in the inquest and pre-trial investigation phases, the court would
apply the more restrictive provisions under the Law on Banking Secrecy and require a suspect or an
accused before granting an order.

137. The evaluators are of the view that the use of LOIA has certain restrictions under it
(particularly the need to exhaust other operational activities before making an application). This

DOl OEOCETT 1T &£ EOOCAI £ AAOGAOOA Dhe &VAld®rA also Fobk péittedar A OAT C
note of law enforcement concerns that in ML cases the investigations may not know whethiie

offence involves large or particularly large amounts until financial evidence is examinedlthough

they confirmed that relevant information constituting financial intelligence is always accessible from

the FMCunder Article 13 of the AML/CFT Lawupon a substantiated request It is considered that

LOIA should apply to all ML offences and that it should be clarified authoritatively that applications

under LOIA do notrequire a suspect or an accused as a required under the LBS.

138. Nevertheless, it seems also to the evaluation team that LEAs lack the necessary skills and
training required in many cases to convert intelligence into material, from which a reasonable
suspicion arises sufficient to obtain access to financial information, which can be used as evidence.
This is a particular concern, given the lack of financial investigations which are conducted generally
by LEAs and underlines the need for more comprehensive irdang of LEAs, generally, on
investigative techniques

STRs received and requestlkg competent authorities

139. The FMC receives three different types of reportsi) suspicious transactions and/or
business relationship reports, ii) transactions subject to manatory reporting and iii) reports
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generated by the cash declaration system. The first category (STRs) is submitted by reporting
entities, regardless of the amount, and regardless of whether property involved in a transaction or
attempted transaction, or within a business relationship or an attempted business relationship is
suspected of being proceeds of criminal activity or related to terrorism. Second, mandatory
transaction reports are submitted by specific categories of reporting entities in relation toertain
types of transactions and thresholds (se¢he table below). Third, reports generated by the customs
cash declaration system are receivedrom the Customs Alministration at different time intervals
depending on the type of report. Information is receved by the FMC mainly in electronic format
through secured channels, which improves the ability of the FMC to act in the most efficient manner.
Information contained in these reports is broken down into a complex schema of data concepts
which is further processed through complex queries, data mining, alerting capabilities and
visualisation tools.

Category of reporting

entities subiect to Types of transactions subject to Non-cash z AMD Cashz AMD
Ject mandatory reporting (EUR%8) (EUR)
mandatory reporting
Financial institutions All transactions
ﬂ ' > AMD 20 millon | > AMD 5 million

(EUR36 thousand) (EUR9 thousanyl

Notaries Buying and selling of real estate;
Managementof client property;
Management of bank and
securities accounts;

1 Provision of property for the
creation, operation, or > AMD 20 million
management of legal persons; (EUR36 thousand)

1 Carrying out functions involving > AMD 50 million

the creation, ~ operation, Of| (ERgothousand),in | AMD 5 million

management of legal persons, & "¢ oftransactions (EUR9 thousanyl
well as the alienation (acquisition) | (o ated to buying/

of stocks (_equity interests, shareg selling real estate
and the like) in the statutory
(equity and the like) capital of
legal persons, or the alienation
(acquisition) of issued stocks
(equity interests, shares and the
like) of legal persons at nominal
or market value.

= =4 =4

Casinos i Sell/ buy back casino tokens
Organizers of (lottery tickets);

games of chance Accept wagers;

(including on-line) Pay out or providewinnings;

1 Organizers of Make  financial transactions
lotteries related to above operations

=a =4

=a =4 =4

State Register 1 State registration of the alienation
(acquisition) of stocks (equity
interests, shares and the like) in
the statutory (equity and the like) > AMD 20 million > AMD 5 million
capital of legal persons, or (EUR36 thousand) (EUR9 thousanyl

1 The formation of, or changes in
the statutory (equity and the like)
capital thereof.

Real Estate Cadastre |  Buying and selling of real estate > AMD 50 million > AMD 5 million
(EUR90 thousany (EUR9 thousanl

48 Based on an official exchange rate of 537.14 AMD for one euro,
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140. Disclosures are sent to the FMC by domestic competent authoritiesee the table below,
which are treated by the FMC as incoming signals and represent triggers for detailed analysis of bank
accounts, transactions and other activities carried out by natural or legal persons. Where a
reasonable suspicion of ML/FT arises, notifications are dseminated to the appropriate law
enforcement authority. The table below represents data on spontaneous disclosures (excluding the
requests) made by LEASs to the FMC:

Notifications from LEA to FMC 2010 2011 2012 2013 2014 Total
National Security Service - - 2 1 1 4
Ministry of Finance - - - - - -

" AT AOAT 001 OAAODQ - - - - 1 1
Police 1 1 - 1 3 6
Interpol National Bureau 1 - 1 1 2 5
Special InvestigativeService - 1 - - - 1
Total 2 2 3 3 7 17

(a) Suspicious transaction reports

141. According to the authorities, the quality of suspicious transaction reports has improved,
although in the view of the evaluators there is still room for improvement. The automatic rejection
rate of reports submitted electronically is very low, which indicates that repding entities are
familiar with the reporting procedure. A 3% increase rate in STRs reported to the FMC during the
period under review was noted. Reports originate exclusively from the financial sectpas well as
from some public agenciegseethe table below). Over 99.9% of STRs are submitted by banksince
banks hold 90% of the market share. Neverthelesgs stated below, banks may be underreporting
STRssince insufficient attention may be given to suspicions which are not in prdefined indicators.
The evaluation team expected to see a bettefqualitative and quantitative) STR output from
payment and settlement institutions (MVTS), given the risks associated with this sectdn relation
to this issue, he supervisors of financial institutions and theFinancial Monitoring Centerare of the
view that, since MVTS have only 0:8.5% share in the total amount of cros$order transfers (the
remaining part transacted by banks), and theyoperate under strict controls and below certain
thresholds, this significantly reduces their STR reporting potential.

. Other
Bank Nor'l—lbank Central Cr_ed|: DNFBP reporting State Other CBA
STRs from anks incIutSj}ng Depositary orgamsza fon s entities, Register departments
reporting entities including

1 2 2.1 2.2 3 4 4.1 4.2
Number 427 - - - - 4 4 -

2010
Value 3,902 - - - - - - -
Number 182 2 2 - - 2 2 -

2011
Value 5,282 - - - - - - -
Number 189 3 2 1 - - - -

2012
Value 2,900 74 72 2 - - - -
Number 196 - - - - 1 - 1

2013
Value 10,406 - - - - - - -
Number 209 1 - 1 - - - -

2014
Value 7,598 - - - - - - -
Number 1,203 6 4 2 - 7 6 1

Total
Value 30,088 74 72 2 - - - -

* All values are in million Armenian drams the Euro equivalentcan be achieved by usinghe average annual EUR/
AMD exchange rate at 496 in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014

142. No STRs were submitted by DNFBPs to the FM@hough guidance has been issued for this
sector. This is not consistent with the risks (set out under Chapter 1) emanating from the real estate
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and casino sector. The LEAs met egite referred to the investment ofproceeds of crime into real
estate as one of the preferred forms of ML in Armenia. The absence of STRs from casafgsraises
concerns in light of the high level of cash within the economyn relation to this, the authorities
advise that since casinoslo not provide certificates of winning (i.e. documentary basifor facilitating

the laundering of illicit proceeds), this certainly mitigates the potential for their use in ML and

reduces the subsequent STR reporting potential.

143.

During on-site interviews, it was noted that reporting entities may be overlooking certain

suspicious transactions and/or business activities due tgotential overreliance on typologies and
pre-defined indicators issued by theFMC The FMC has been proactive in guiding reportingntities

in complying with their reporting obligations. Guidance on suspicious transactions or business

relations and guidance on typologies (14 typologieas of the date of the orsite visit) were published
by the FMC, based on national experience. Repog entities from the financial sector demonstrated

some awareness in this respect. However, some reporting entities stated that they mainly check
i AAO AT U 1
the FMC. Asa result, the FMC may not be receiving information on certain suspicious transactions

xEAOEAO OEAEO AOOOI i AOOGS
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and business activities.The FMC indicated that 20 to 25% of the STR® not match with any pre-
defined indicators of suspicious conduct or typologies issued by the Fiyhich, in their view, is a
clear indication that reporting entities report any conduct which is suspicious.

(b) Abovethresholdtransaction reports
144.

The FMC data repository contains a valuable database of threshold transaction reporse¢
the table below). During the period under review, a total of 856,697 threshold transaction reports

were received by the FMC, with a total value of assets amounting aoound AMD 103 billion. The
main contributors are banks, followed by insurance companies, notaries anché Real Estate

Cadastre The high number of data concepts contained within such reports adds significant value to
the analysis function of the FMC. It also provides the FMC with a comprehensive database containing

accounts held by natural and/or legal persns in Armenia.

Reporting entities Number of over -threshold
reports (2010 -2014)
Banks 623.693
Insurance (including re-insurance) companies 6.578
Notaries 3.590
Real Estate Cadastre 2.719
Credit organizations 801
Investment companies 788
Central Depositary 618
State Register 274
Insurance (including re-insurance) intermediaries 138
Casinos 28
Pawnshops 27
CQurrency exchangeoffices 13

(c) Cash Declarations
145.

declarations is provided under Core Issue 8.3.

48

Information collected under the customs cash declaration system directly available to the
FMC through the Integrated Information SystemThis information is used for analytical purposes
and disseminated by the FMC to law enforcement authorities where reasonable grounds to suspect
ML/FT exist. It is also integrated withi OEAO A@GEOOET C
develop a monitoring list containing highrisk individuals, which is disseminated to the Customs
Administration. A risk analysis is carried out by the Custom&dministration over such data. This
data is also available to law enforcement authorities for investigation purposes, upon request.
Further information on the cash declaration system and the identification of false declarations/nen
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Operational needs supported By1U analysis and dissemination

(a) Analysis and Dissemination

146. The FMC is the lead agency within the operational AML/CFT system in Armenia. The FMC
has sound technical capabilities and its employees are highly professional. IMa is added to
incoming STRs by integrating data from a wide range of sources containing information on real
estate, beneficial ownership of legal persons, tax, customs declarations, criminal records and others.
The implementation of an Integrated Informdion System administered by the FMC provides a secure
environment for information exchange with all the authorities represented in the Interagency
Committee and enhances the flow of information.

147. The FMC has adopted a riskased approach to intelligence angsis and demonstrated a

strong understanding of its potential contribution to financial investigations. In addition to
operational analysis, datal ET ET ¢ DOl AAOOAO AOA 001 OEOI OCE OEA
identification of high risk transactions (e.g. transactions with higler risk jurisdictions), which may

trigger an analysis. The outputs, disseminated on a nedd-know basis, contain useful analysis
accompanied by visualisation of financial flows. These are considered as very helpful by law
enforcement authorities.

148. The ratio of notifications (by the FMC to law enforcement authorities) to STRs has been in
the range of 613%, with an average of 8% annually (sethe chart below). Compared with figures in
the previous evaluation, there has beea 9% increase in notifications by the FMC to LEAs, which the
authorities attribute to an improvement in STR quality and the enhancement of FMC analytical
capabilities. Although it is difficult to ascertain whether these figures represent an adequate result
comparison between the total number of notifications generated over a 5 year period (104) and the
total number of convictions for predicate offence® (637) in the same period, does raise some
concern. This may be a direct result of the reporting mechanism, which, as noted under the analysis
of Immediate Outcome 4, may not be entirely effective.
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(b) Use of FMC notifications

149. The case example irthe box below demonstrates how FMC notifications are used by law
enforcement authorities to initiate a ML investigation.

Case on laundering proceeds of card fraud

According to an STR received from Armenian MSB1, a customer carried out 195 transactions to
transfer AMD 7 million from his newly opened virtual accounts to 3 virtual accounts held wjth

49 Not taking into account of other factors such as overall criminal &wity, the shadow economy, proceeds of crime
generated outside Armenia, etc.
49



I Of ATEAT -3" ¢8 4EA AAOCETI T O xAOA ETATT OEOOAT O «x
transaction turnover.

FMC analysis, followed by information sharing with LEAS, revealed the presence of a group of 27 people
involved in laundering the proceeds generated through plastic card fraud by one of its membleas.
personpurchased stolen data online of 10 plastic@A O j AAOAET 1 A A O8d@it duAberAh O OO
card issuance and validation terms, CVV trigtede) issued by foreign banks, paying.@ USD for each.

Using this datathe person opened virtual accounts in Armenian MSB 1 system and transferred the|card

balances to those accounts. Subsequently, the person made transfers to virtual accounts openead with
Armenian MSB 2 and withdrew the funds. The perpetrator came to agregnwith an unidentified
non-resident to transfer the funds to foreign MSB virtual accounts for encashment and subsequent
transfer to Armenia (less the commission). He also used his relatives and other affiliates (in total 27
persons) for the same purposes.

Out of the entire group, only the person having committed the predicate crime was convicted for money
laundering and sentenced to 2 years and 3 months in prison.

150. The table below contains the number of notifications submitted by the FMC to each law
enforcement authority. Despite being the main recipient of FMC financial intelligence products, the
NSS only instigated a total of 17 cases, based on FMC notifications, during the evaluated period. Out
of the 17 cases only Gvere considered by the NSS toontain ML elements. Across the system, only
one of three FMC disseminations is turned by LEAs into an investigation (20disseminations/36
instigated criminal cases). Moreover, the evaluation team was informed that only one FMC
notification resulted in a ML corviction.

151. Although the evaluation team was not presented with sanitised examples of reports
disseminated by the FMC to LEA#he analysis of the sanitised cases provided and the opinion of the
LEAs on the value of FMC disseminations are indicative of theagl quality of financial intelligence
generated by the FMC. It is the opinion of the evaluation team that despitee FMG$ efforts, LEAS
face difficulties in turning financial intelligence into evidence, which points to the need for more
comprehensive traning of LEAs, generally, on investigative techniques. Also, the lack of a cultofe
proactive parallel financial investigations in at least all major proceedgeneratingcrimes impacts on
the effective use of available financial intelligence for the pugse of identifying, tracing and
preventing dissipation of assets

Interpol Special
. F.MC dsclqsgres and NSS MOF GPO | Paolice National Investigative Total
instigated criminal cases .
Bureau Service

FMC to LEA 13 7 3 23
2010 Instigated 7 9

criminal cases 2

Including ML 4 1 5

FMC to LEA 12 3 1 1 17
2011 In_stlgated 5 5 4

criminal cases

Including ML 1 1

FMC to LEA 11 11
2012 | Instigated 3 3

criminal cases

Including ML 0

FMC to LEA 19 5 1 25
2013 ;

In_stlgated 3 5 1 9

criminal cases
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Including ML 2 1 3
FMC to LEA 17 7 3 1 28
2014 | Instigated 2 6 3 11
criminal cases
Including ML 1 1
FMC to LEA 72 22 7 2 1 0 104
Total In§t|gatled
criminal cases 17 15 4 0 0 0 36
Including ML 6 3 1 0 0 0 10
152. Strategic analysis products, in the form of typologies and suspicious indicators, are

generated on a regular basis and disseminated to the reporting sectors. Guidance on suspicious
transactions or business relations and guidance on typologies {otal of 14 as of the date of then-

site visit) were published by the FMC, based on national experience. However, reporting entities

appear to place undue reliance on typologies and preefined indicators in the implementation of

OEAEO OADPI OOET ¢ T Al ECAOEI 1 08 4 EE@nvifornignt iA Broia.00 OFE £
TEA OAOOI 00 1T £ &-#60 O disxdsSelly thé reldvaniconp@dni@uttbriidsAA OO £
within the Interagency Committee. The evaluation team was not presented with cases where the
operational objectives of individual law enforcement agencies (or supervisors) were informed by the

findings of the strategic analysis products generated by the FME.g. tatical policy documents at

LEA level pointing to threats and vulnerabilities identified by FMC strategic work)

(c) Other FMC Powers

153. The FMC may give assignments to reporting entities to (1) recognise as suspicious; (2)
suspend; (3) refuse; or (4) terminate a transaction or business relationship. Reporting entities are
obliged to comply with such assignments based on the identificatiodata, criteria or typologies of
suspicious transactions or business relationships as provided by the authorised body. The
mechanism has high operational value and is used in practice as an effective tool to ensure that
specific threats (e.g. a specific aninal group) are addressed at the level of the entire financial/non
financial sector, as demonstrated in the case below.

Case on plastic card fraud

According to an STR received from Armenian Bank 1, two foreign individuals asked the bank to
MasterCard Standard (AMD) and MasterCard Gold (USD) cards for business purposes in Armen
abroad. They had also tried to open accounts in other banks, but were refloyedomeas their
Armenian visas were teratimited. Analysis revealed that the suspects naged to open accounts witl
7 Armenian banks and obtained MasterCard Gold (USD) cards, but no transactions had been con
yet.

A notification was sent to all banks in Armenia to draw their attention to the fact that the real purpc
of the two individuals was to obtain cards to perpetrate a fraud scheme, possibly through offline
OAOI ET A1 08 4EA AATEO xAOA OANOAOOAA ofi i T 1eE
especially in case of insufficient balance on their accounts, and to filS&R, as appropriate.

4EA AATEO DOl OEAAA A 101 AAO 1T &£ 1T OEAO A& OARAEC]
accounts and obtained Visa and Master cards (similar to the notified scheme). It was also reveale
the initial subjects had alrady started conducting transactions with amounts exceeding the c:
balance via offline POS terminals. Particularly, transactions were conducted through offline
OAOI ETAT O 1T AAOGAA ET fédigd Eolindiés) dddnddard of &iosA 6 OE |
Identification data of the newly identified subjects were provided to all banks requesting them to a
relevant measures.
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Cooperation and exchange of informatiéfimancial intelligence

154. Cooperation between the FMC and the authorities involved in investigating ML, predicate
offences andFT was found to be satisfactory. As described earlier, the FMC disseminates financial
intelligence to LEAs both spontaneously and upon request. The FMC regularly regtgeand receives
information from domestic competent authorities to integrate it with its own data and develop
valuable intelligence. The FMC closely cooperates with supervisory authorities for operational
purposes. During case analysis, the FMC regulartgquests and receives information from Fls
through the FSD (when making general requests) and directly (when obtaining additional
information on STRs and related analysisand uses this tool for collecting information on routine
basis. As regards other sugrvisory authorities (MoJ, MoF, Chamber ofdvocateg, the FMC
cooperates with them on a regular basis and exchanges information concerning the reporting
entities supervised by them.

155. A secureand rapid infrastructure for information exchange is used to acgss information.
The system has been developed and is administered by the FMC. The Integrated Information System
(ISS) which connects the FMC with other authorities (National Security Service, Police, Intergegal
Estate CadastreState Register, GeneralProsecutors Office, Ministry of Finance and the Compulsory
Enforcement Service was introduced in 2014, ensuring the exchange of information in a secure
environment and providing online shared access (subject to agreed permissions) to other AML/CFT
intelligence available to ISS users. At the time of the-aite visit, the following information resources
were available directly (on-line) to the FMC through this system: database on wanted persons,
database on natural persons, cross border transit databaseeal estate database, legal persods
registration database, database with information on cash couriers).

Overall Conclusions on Immediate Outcome 6

156. ! Oi ATEA8O OOA 1T &£ £ET AT AEAT ET OAI 1 ECAT AA AT A |
demonstrates somecharacteristics of an effective system. The FMC has access to a wide variety of o
ET £ Of ACETT O OOAAOh xEEAE EO OOAO O1I CcAT AOAOA EI

advanced technical resources and professional staff enswdhat the quality of its intelligence
products is high. A positive feature of the system is that information requested by law enforcement
authorities from the FMC is delivered in an analytical format rather than as raw data. The FMC is
empowered to suspend suspicious trasactions (and does so in practice) to enable law enforcement
to seize illicit assets even at the earliest stages of an investigation. The FMC integrates information
on cash declarations with information within its databases to develop a monitoring list cdaining
high-risk individuals, which it then disseminates to the Custom#&dministration . Also, the good level

of international cooperation proved by the FMC adds to the value of financial intelligence it
produces.

157. Nevertheless, there are a number of facte which have a negative impact on the receipt and
use of intelligence and other information. There are doubts about the quality of STRs submitted by
reporting entities, given their potential overreliance on typologies and predefined indicators issued
by the FMC Somerelatively higher-risk sectors have not submitted any STRs. There is little evidence
that FMC intelligence products are used by competent authorities to investigate money laundering
through proactive financial investigations This mainly relates to difficulties faced by LEAs in turning
financial intelligence into evidence which underlines the need for more training of LEAs on
investigative matters.

158. Cooperation between the FMC, as the main source of intelligence for ML/FT purposes, and
other law enforcement authorities, is a strong point in the system. Information is exchanged rapidly
and securely between the relevant authorities spontaneously and upon request.

159. Overall, Armenia has achieved a moderate level of effectiveness with Immediate
Outcome 6.
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Immediate Outcome 7 (ML investigation and prosecution)
ML identification and investigation

160. The authorities appear to have increased their efforts in identifying ML offences. Since the
previous evaluation, the number of instigated ML cases (53peethe table below) has double&c.
However, of these cases, 26were suspended on the grounds specified under Article 31§ 1) of the
CP@2 and 3 were terminated on the grounds specified under Article 35(2(1) of the CP& and
Article 35(2) (2) of the CP&. Few cases were taken forward to the prérial stage (11) or resulted in
an indictment (15)55.

Cases Cases Cases Cases in pre- | Indictm Cases in Convicti Acquittals
instigated suspended terminated trial stage ents trial stage ons
2010 13 7 1 0 6 0 2 1
2011 12 6 1 0 3 0 2 0
2012 9 8 1 0 2 0 6 0
2013 10 3 0 3 2 0 2 1
2014 9 2 0 8 2 1 1 0
Total 53 26 3 11 15 1 1356 2

161. While the authorities indicated that over the last four years the reported cases of serious
crime have decreased by 12 percent, it is thelew of the evaluation team that the volume of cases
which have resulted in a formal pretrial investigation or an indictment remains lows’. This suggests
that law enforcement authorities may still not be actively pursuing ML as a matter of policy,
especialy during the pre-trial stage. This assumption is supported by the fact that parallel financial
investigations, at least in relation to major proceedgjenerating crimes, are not carried out on a
regular basis. The representatives met osite acknowledged hat the primary purpose of a criminal
investigation is to gather evidence on predicate offences. Measures to identify and trace proceeds
and other property belonging to or in the possession of a suspect or accused as part of the
investigation process are ot carried out systematically. There is no policy document compelling and
guiding law enforcement authorities which are competent to investigate ML and predicate offences
to conduct financial investigations. As a result, the potential for identifying ML sas islimited .

162. The representatives met onsite were of the view that ML cases tend to be more complex
than other criminal cases. While there are no legal obstacles to the investigation of Meér se the
practitioners are generally inclined to assume thatML cases require a higher evidentiary threshold
and a level of certainty that a predicate crime, which generated proceeds, had besammitted. In
practice, before initiating a pretrial investigation, law enforcement authorities seek to develop a
body of evidence which is far more extensive than would normally be required at the trial stage.
Where this is not possible, a ML investigation would generally be terminated, particularly in those
cases where there is no direct link between the ML activities and ¢hpredicate crime. Additionally, in
order to secure a ML conviction, it isiecessaryto prove that the predicate offence was carried out
xEOE A Ofi AOA Amakity)plirposeE Bhik gews DaseBBDa 2009 court judgemeptand

is perceived by pratitioners as requiring an additional element of proof. It appears to the evaluation
team that an element of uncertainty still exists among practitioners as to the expectations of the

50 |In the period 2005-2009 the number of instigated ML cases was 22
51 One case, which was not assigned a criminal case number, has been separated (and suspended) from anotheinatim
case, which resulted in conviction
52 The accused has absconded, or his whereabouts remain unknown
53 The corpus delicti of the alleged act is missing/not identified
54 Criminal prosecution is liable to termination and the case proceedings are liable suspension, if the involvement of the
accused in the committed crime has not been proven, and all avenues to obtain new evidence have been extinguished
55 Of which 1 had been brought before the court in 2009 and resulted in a ML conviction in 2011
56 Three of these convictions were the result of cases instigated in 2009
57 The evaluators did not compare the number of ML investigations with the number of convictions for proceeds
generating crime, since in their view this figure does not comprehensively reflethe crime environment in Armenia (see
analysis of Immediate Outcome 1)
58 EKD/0090/01/09
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courts in terms of evidentiary thresholds for ML cases. This may have tleffect of discouraging the
authorities from pursuing more complex ML cases.

163. Another obstacle to law enforcement efforts is theinduly cumbersome conditions provided

by LOIA for the use of Article 29 of the same lagas explained in detail under Core Isseli6.1).Since
this article is not applicable to basic form of ML offence it could prove difficult for LEAs to establish
at the early stages of an investigation the volume of laundered criminal assets to enable them to go
to court with a request under Article 29 in order to gain access to financial information that is
required to instigate a case and formally accuse a persoNonetheless, the LEAs confirmed that
relevant information constituting financial intelligence is always accessible from the FMC under
Article 13 of the AML/CFT Law upona substantiated request The authorities stated that the law
enforcement powers under the CPC are sufficient and are regularly used in the course of an
investigation. For instance, requests for information are sent to vawus domestic authorities such as
the FMC, the CBA, thReal Estate Cadastrethe Tax Administration, the registry of legal persons, in
order to identify the assets belonging to the suspect or accusgand any suspicious movement of
funds. There are no paicular challenges in obtaining bank account information.

164. Most ML cases in the period under review were instigated in conjunction with an
underlying predicate offence. While law enforcement authorities appear to have become more active
in looking for ML dements during the investigation of a predicate offence, in most cases ML is still
viewed as an ancillary crime to the predicate offence. Triggers for the instigation of a case are
generated by the operative investigation departments situated within the wdous law enforcement
authorities. Information is gathered through the application of the measures under the LOIA, but also
through the media and informants. The authorities stated that there are significant challenges in
pursuing ML cases where the predite offence is committed outside Armenia. They appeared to
suggest that charges of ML in Armenia would only be brought where a decision by a foreign court
exists in relation to the underlying predicate crime.

165. As indicated under Immediate Outcome 6, notifations disseminated by the FMC very
rarely lead to a pretrial investigation, despite the fact that law enforcement authorities were

satisfied with the quality of FIU notifications. However, there are strong indications suggesting that
law enforcement auborities may not always follow up on an FMC natification where the link
between the ML activity and the predicate offence is difficult to establish

166. The authorities have not developed joint investigations to a significant extent and have not
established task forces to investigate ML. As a rule, the Investigative Committead the Ministry of
Finance (in charge oftax and customsadministration) investigate those predicate offences falling
within their competence and where ML is identified, a case is instigted and transferred to the NSS.
The adoption of a more integrated approach between the various competent authorities in Armenia
would result in a higher incidence of ML cases being identified. It would also extend the scope of
investigations and result inmore meaningful ML convictions being achieved.

167. Turning to the institutional framework, it appears that all the relevant law enforcement
authorities are adequately structured and resourced in terms of staff. The evaluation team was
satisfied with the levd of commitment and professionalism displayed by the representatives met en
site. However, despite the fact that training on the identification and tracing of proceeds has been
provided, the evaluation team was not convinced that there is adequate experisn Armenia to
conduct financial investigations and pursue complex ML investigation3.he evaluation team did not
find any evidence that corruption at the level of law enforcement and the judiciary has had an impact
on the outcome of ML investigations angrosecutions. Noobstacleswere identified in relation to the
pre-trial and trial procedures which could have the potential of impacting negatively on the
investigation and prosecution of ML.
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Consistencyf ML investigations and prosecutionsith threats and risk profile, and national
AML policies

168. 4EA OET OOAT i ET CcO EAAT OEZEAA AU OEA AOAI OAOQEII
of risks under Immediate Outcome 1 have a bearing on the extent to which ML activity is being
investigated and prosecutedAT T OEOOAT O xEOE OEA AT O1 OOU8 O OEOAA
AML/CFT policies. However, it should be emphasised that the evaluation team does not consider
Armenia to be at major risk of ML and the results achieved by the authorities within the law
enforcement framework should be assessed consistently with the global (moderate) level of risk in

the country.

1609. Given that the impact of economic crime was underestimated in the NRA, it is difficult to
determine the extent to which the law enforcement effot to investigate and prosecute ML is in line
with the overall ML threat in Armenia. At a more granular level, the evaluation team found that there
is insufficient focus on ML associated with taxevasion The size of the shadow economy and the
widespread us of cash significantly increase th@otential of tax evasion. However, there is no eo
ordinated effort to curtail this phenomenon and the laundering of proceeds generated by this
offence. Additionally, practitioners did not demonstrate an adequatawareness of money laundering
typologies that flow from a cashbased economy (e.gourchase of real estate using cash). Although,
the authorities have considered the threat of organised criminality domestically, they have not
explored the degree to which poceeds generated by foreign organised criminal groups are
introduced into the Armenian financial system for laundering purposes. There are indications that
this threat deserves further attention. The customs authorities havéaken certain action towards
detecting cash smuggling although never linked to ML suspiciong through the borders. Further
efforts should be made in this respectCorruption and related ML do not appear to receive sufficient
focus, notwithstanding the fact that corruption is preseniat various levels in the country.

170. As to the risks identified in the NRA, most law enforcement authorities met esite
confirmed that some form of discussion was held at institutional level to bring the results of the NRA
to the attention of all law enforcement officers involved in the investigation of ML and predicate
offences. However, little evidence was found that law enforcement bodies focus consistently on these
higher-risk areas. Nosectorial policy documents defining AML/CFT threats or vulnerabilites (and
the measures to address them) have been presented to the evaluation team. In addition, except for
representation in the Interagency Committee, there is nfurther (operational-level) mechanism for
the development of law enforcement objectives angbolicies based on the findings of the NRA.
Although some initiatives to allocate resources for high risk areas have been highlighted (e.g.
resources have been increased at police level for combating cybercrime), such actions seem to have
been generated bythe need to mitigate operational risks in the field, rather than a coordinated
policy focus by each investigative body on risk areas identified by the NRA. -Gite interviews only
confirmed these conclusions, as investigative bodies (including the NSS) icated that Armenian
legislation is the main guide for their activities.

171. The assessment team did however note positively one instance where operational activities
are driven by the level of risk identified at institutional level. The GPO sees cybercrime ase of
those posing the highest ML threat. Strategic decisions were taken by the governing Council to
ensure that the objectives and activities of the GPO are consistent with the evolving risks posed by
cybercrime. A specialised unit dealing with cybercrne was established. A binding decision
concerning cybercrime was issued by the Council to be implemented by all regional offices of the
GPOThe Justice Academyrovides ongoing training to judges and prosecutors on the particularities
of cybercrime. This good practice should be followed with respect to ML and all other major
proceedsgenerating predicate offences.
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Types of ML cases pursued

172. In the period under review, the Armenian courts secured 13 final ML convictions and 2
acquittals, which represent sone progress since the previous roun®. While at face value the
success rate in prosecuting ML appears to be high (13 convictions out of 15 indictments), on closer
inspection, it is immediately evident thd in all casesput one, ML was prosecuted togethewith the
domestic predicate offence (sedhe table below). No third party ML convictions were achieved,
despite the existence of certain conditions in Armenia (e.g. weak regulation of lawyers, notaries and
real estate agents and the purchase of real estaite cash) which increase the risk of, and facilitate,
laundering by third parties. One conviction for autonomous ML was secured by the courts in 2014.
Overall, these results suggest that the authorities have not been very effective in prosecuting and
convicting offenders for different types of ML activity. The authorities appear to have targeted the
comparatively easy seHlaundering cases mainly involving domestic predicateffences

Offence (Article in Criminal Code) Sentence for each offence Concurrent
(imprisonment 60) sentence
1.EKD/0090/01/09 Theft (177) 5 years 9 years
ML (190) 7 years
2.LD/0144/01/10 Theft committed by means of computer| 8 months 1 year
(181)
ML (190) 8 months
3. SD/0072/01/10 Defendant 1: 4 years 7 years
Squandering orembezzlement (179)
ML (190) 6 years
Defendants 2- 6: 2 years Awarded
Abuse of authority by the employees of amnesty
commercial or other organization (214)
4. GD/0023/01/10 Defendant 1: 5 years 9 years
Squandering or embezzlement (179)
ML (190) 7 years
Defendant 2: 4 years 7 years
Squandering or embezzlement (179)
ML (190) 6 years
5. GD5/0038/01/10 Defendant 1: 2 years 12 years
Swindling (178)
Squandering or embezzlement (179) 6 years
ML (190) 9 years
Defendant 2: 3years, 6 months 3 years and 6
Abuse of authority by the employees of months
commercial or other organization (214)
Defendant 3: 2 years 5 years and 6
Swindling (178) months
Squandering or embezzlement (179) 5 years
ML (190) 5 years
Defendants 4- 7: 3 years Awarded
Accomplices to crime amnesty
Defendant 8: 3 years Awarded
Swindling (178) amnesty
6. EKD 0088/01/11 Theft (177) 5 years 9 years
ML (190) 6 years
7. Theft (177) 5 years 8 years

Manufacture and sale of forged paymen{ 7 years
documents (203)

59 At the time, only 2 ML convictions had been achieved.
60 The number and value of confiscation orders issued by the courts are set out in the table under Immediatddome 8.
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8.EKD 0319/01/10 Defendant 1: 8 years 11 years
ML (190)
Swindling (178) 6 years
Forgery, sale or use of forged documenty 2 years
stamps, seals, lettetheads, vehicle license
plates.(325)

Defendant 2: 5 years Sentence
Swindling (178) suspended for 5
years

Forgery, sale or use of forged documenty 1 year
stamps, seals, lettetheads, vehicle license
plates. (325)

9.EKD 0056/01/12 Theft committed by means of computer| 3 years 6 years
(181) sentence
Infliction of damage to property by | 1yearand6 months s(l;z[?sended for 3
deception or abuse of confidence (184) y
ML (190) 3 years
10. Theft (177) 6 years 9 years
EKD/0252/01/11 ML 8 years
11. LD/0040/01/13 ML (190) 2 years 2 years and 3
Theft committed by means of computer| 6 months months
(181)
12. Theft (177) part 2 1 year 7 years
EKD/0044/01/13 Theft (177) part 3 3 year
ML 5 years
13. Autonomous ML (190(1)) 2 yearsand 6 months 2 years and 6
ARD/0071/01/14 months

173. The one autonomous ML conviction secured by the courts does not constitute a significant
achievement. An examination of the case reveals that the accused had admitted to committing the
predicate offence, which involved the theft of credit card details anthe unauthorised withdrawal of
EUR 520. The court judgement itself goes into a detailed account of the predicate offence which
generated the proceeds and provides a very clear link between the laundering activity and the
underlying crime. Although the accsed was not convicted for the predicate offence, the authorities
did not face any challenges in proving that laundered property derived from a criminal activity. As
already stated, while there are no formal obstacles for the prosecution of autonomous Mtappears
that the authorities do not press ML charges unless there is cleavidencethat the predicate offence
xAO AT i1 EOOAA AT A OEAO OEA DOi AAAAO 1T OECET AOGAA
decision in acquitting the accused persons inwo cases is likely to have been driven by this
reasoning.

174. There were no ML convictions for legal persons, since corporate criminal liability does not
apply in Armenia. Some representatives met ogite appeared to suggest that, on a number of
occasions, ciminal proceedings (most likely in relation to a predicate offence) had to be terminated
because of the absence of this form of liability. A number of challenges were cited in this context,
such as the difficulty in determining whether an offence was comrtied for the benefit of the legal
person or for the benefit of the directors. Thee representativesexpressed strong views in favour of
the introduction of corporate criminal liability, indicating that this would greatly enhance their
activities, particularly in targeting crimes of economic nature.

175. There is a degree of divergence between the predicate offences underlying the ML
convictions, which were theft, squandering/embezzlement, cybercrime and swindling, and the most
common proceedsgenerating offencesin Armenia (as set out in the NRA), which were swindling,
theft, tax evasion, contraband and squandering/embezzlement. The fact that no ML convictions were
achieved in relation to tax offences and contraband (but also corruptiéh) raises significant concen,

in light of the threat posed by these offences. Additionally, only half th&IL cases involved

61 Which was found by the evaluation team to pose a ML threat, despite the findings of the NRA
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particularly large amountss2 (in excess ofEUR5,400), indicating that the ML offence is not being
used as effectively as possible to disrupt the activities @fiose who are profiting most fromcrime.

176. The laundering activities identified in those cases where a conviction was secured followed

a similar, somewhat simple, pattern.Generally, the illicit proceeds were deposited into bank

accounts held by the prediate offender and then transferred to other bank accounts, in one or more
operations, held by the same person or third parties, with the intention of concealing or disguising

the origin of the funds. The (ab)use of electronic payment systems also featured & number of
AAOGAO8 4EEO OODPDPI OO0 OEA AOGAI OAOI 060 AT T Al OOET T O
less complex ML cases, where the movement of proceeds may be traced without necessarily carrying

out afull-scopefinancial investigation.

177. The evaluation team examinedhe speed of the criminal justice system with regard to ML. It
was found that, on average, an investigation of a predicate offence or ML is carried out within 6
months, while court proceedings are generally concluded within 3 month Where the assistance of
other experts (such as accountants) is needed, the investigation could take up to 1 year, while court
proceedings would be concluded within 8 months. The authorities stated that the statute of
limitations in Armenia has never hadan adverse effect on the investigation or prosecution of ML. An
example was referred to where an offender laundered funds deriving from a predicate offence
committed outside of the prescrbed period. In that case, the authorities would still be able to
institute ML proceedings against the offender.

Effectiveness, proportionality and dissuasiveness of sanctions

178. Article 190 of the Criminal Code envisages three different levels of sanctions, depending on
the gravity of the ML offence. Selfaundering is punishable by a term of imprisonment of 2 to 5
years. Where the offence involves large amounts or is committed with prior agreemeaimong a
group of people, it is punishable by a term of imprisonment of 5 to 10 years, including confiscation,
where applicable. Where the offence involves especially large amounts, is committed by an
organised group or through the abuse of an official position, it is punishable by a term of
imprisonment of 6 to 12 years, including confiscation, where applicable.

179. The statistics indicate that the courts appear to have adopted a strict application of the
sentencing provisions under Article 190. In most cases, the courts applied sentences at the higher
end of the scaleAdditionally, the sentence imposed for the ML offence was generahigher than the
sentence imposed for the predicate offence, which had the effect of incrementing the resulting
concurrent sentence.Considering the type of ML offences that are being pursued (mainly self
laundering), it was concluded that the sanctioningregime is not being applied in the most
appropriate and effective manner to target autonomous and third party ML and dissuade potential
criminals from carrying out proceeds generating crimes and ML.

Extent to which other criminal justice measures are apadiwhere conviction is not possible

180. Since Armenian legislation does not provide for the criminal liability of legal persons, the
evaluation team sought to determine whether any other criminal justice measures are applied by the
authorities where a ML casenvolves legal persons. During ofsite interviews, representatives of the
judiciary referred to some examples, involving embezzlement and fraud, where persons acting on
behalf of a legal person were successfully prosecuted, although they could not statéhatertainty
whether these cases were common. It was also noted that although administrative sanctions for legal
persons were introduced in the AML/CFT Law in 2014, none have been imposed so far. The
effectiveness of this regime coulchot therefore be assssed.
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generate proceeds in excess ¢MD 3 million (approximately EUR 5,400).

58



181. The authorities confirmed that, where a conviction for ML is not possible, for instance
where the defendant has absconded or has died in the course of criminal proceedings, the courts
may order the confiscation of criminal proceeds under Articlel03.1 of the Criminal Code on
forfeiture. This situation has never arisen in practice and, therefore, the implementation of this
provision has never been tested.

Overall Conclusions on Immediate Outcome 7

182. Armenia has made some efforts to ensure that ML offences are investigated and offenders are
prosecuted. There are indications that law enforcement authorities have become more active in
looking for ML elements during the investigation of a predicate offerec However, the large majority

of ML convictions achieved in the period under review were for selundering, mainly involving
domestic predicate offences. Parallel financial investigations are not conducted apalicy objective,

a result of whichis that the potential for identifying ML cases is limited. While there are no legal
obstacles to the investigation of ML, the practitioners generally assume that ML cases require a high
evidentiary threshold and a level of certainty that the laundered proceedseatived from a specific
predicate offence. It was not demonstrated that the types of ML activity being investigated and
DOl OAAOOAA AOA AT 1T OEOOAT O xEOE OEA A1 01 6OUBO -,
dissuasive, they are not applied in an &ctive manner in the full range of significant proceeds
generating cases

183. Overall, Armenia has achieved a low level of effectiveness with Immediate Outcome
7.

Immediate Outcome 8 (Confiscation)

Confiscation of proceeds, instrumentalities and property cfquivalent valueas a policy
objective

184. The Armenian authorities do not appear to pursue the seizure and confiscation of criminal
proceeds, instrumentalities and property of equivalem® value as a policy objective, despite the
existence of a 2009 decision ythe GPO calling on prosecutors to target the proceeds generated by
predicate offencesAs noted, his conclusion flows from the fact that the authorities do not generally
conduct parallel financial investigations to identify, trace and evaluate propertyhat is subject to
confiscation. This is also evident from the results achieved by the authorities in the period under
review.

Confiscations of proceeds from foreign and domestic predicates, and proceeds located abroad

185. The number of confiscation orders mad by the courts and the volume of property that was
confiscated is indicated in the table below. The evaluation team was not presented with information
on the estimated cost of reported criminal offences and was therefore not in a position to make a
reasoned judgement onthe real impact of the provisional and confiscation measures taken in
Armenia. However, t is the view of the evaluation team that, although some encouraging progress
has been made since the previous evaluatiéf the results achieved remairrather modest in light of
the risks present in the country. The highest confiscation order was made in 2012 and amounted to
AMD 2386 million (approximately EUR460 thousand). The average confiscation order in the other
cases amounted teAMD 10.9 million (approximately EUR20 thousand). All confiscation orders were
made under Article 55 of the Criminal Code (i.e. imposed as a criminal punishment measure rather
than to deprive criminals of property obtained through the commission of a crimeas envisaged
under Article 103.1 of the Criminal Codeg see Technical Assessment of Recommendation 4). The
courts have ordered the confiscation of instrumentalities and confiscation for property of equivalent
value, although the value was limited (se¢he table below). The evaluation team was not provided

3( AOAET AEOAO Al 11 AAOGEOAI U OAEAOOAA O1 AO OPOI PAOOU OOAEAAOD
64 At the time, property had been confiscated in only one case. The value of confiscated property was AMD 4,6 million
(approximately EUR9,100 at the 2009 average annual EUR/ AMD exchange rate at 507)
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with statistics on confiscations that havebeen ordered in relation to proceedsgenerating offences
which did not include an indictment for ML.

2010 2011 2012 2013 2014
Number of confiscation orders(ML 0 2 6 2 1
convictions)
Value of proceeds of crimes| O AMD26,113,579 | AMD238,697,785 | AMD25,079,666 AMD 283,600
instrumentalities or property of (EURS0,344) (EUR460,185) (EUR48,351) (EUR547)
equivalent valueconfiscated*
Number of confiscation orders 0 0 0 0 0
(convictions for predicate offences)
Value of seized proceeds$ 0 AMD 2,628,000 0 AMD 774,000 0

(EUR5,067) (EUR1,492)

* Euro equivalent of the relevant proceeds has been calculated on the basis of average annual EUR/ AMD exchangatrate
496 in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014.

186. The table below provides a breakdown of the confiscation orders made by the courts in
relation to each ML conviction secured in the period under review. In a few cases, in additionths
confiscation order, the court ordered the offender to pay compensation to the bank for losses
incurred. It appears that in most cases the confiscation order covered the amounts of proceeds
generated by the underlying offence and did not extend to othgaroperty of the offender.

Offence (Article in Criminal Code) Confiscation *
1.EKD/0090/01/09 Theft (177) AMD 17,163,000 EUR34,603)
ML (190) lllicit proceeds
2.1D/0144/01/10 Theft committed by means of computer (181) No confiscation order
ML (190) AMD 344,000 (EUR 694) as
compensation to a bank for losses
incurred
3. SD/0072/01/10 Defendant 1: No confiscation order
Squandering or embezzlement (179) AMD 340,216,012 (EUR 685,919)
ML (190) as compensation to a bank for

losses incurred

Defendants 2- 6:
Abuse of authority by the employees of commercia|
or other organization (214)

4. GD/0023/01/10 Defendant 1: AMD 8,950,579 (EUR18,046)
Squandering or embezzlement (179) AMD 16,864,515 (EUR 34,001)as
ML (190) compensation to a bank for losses

incurred

Defendant 2: AMD 5,637,784 (EUR 11,367) as
Squandering or embezzlement (179) compensation to a bank for losses
ML (190) incurred

5. GD5/0038/01/10 Defendant 1: AMD 10,488,440 (EUR21,146)

Swindling (178)
Squandering orembezzlement (179)

ML (190)
Defendant 2:
Abuse of authority by the employees of commercial
or other organization (214)
Defendant 3:

Swindling (178)

Squandering or embezzlement (179)
ML (190)

Defendants 4- 7:
Accomplices to crime

Defendant 8:

Swindling (178)
6. EKD 0088/01/11 Theft (177) AMD5,416,398(EUR10,442)
ML (190)
7. EAND/0071/01/11 Theft (177) AMD 34,572,000(EUR66,651)
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ML (190)

Manufacture and sale of forged payment document
(203)

8.EKD 0319/01/10 Defendant 1: AMD 176,000,000(EUR354,839)
ML (190)

Swindling (178)

Forgery, sale or use of forged documents, stamp
seals, letterheads, vehicle license plates. (325)
Defendant 2:

Swindling (178)

Forgery, sale or use of forged documentstamps,
seals, letterheads, vehicle license plates. (325)
9.EKD 0056/01/12 Theft committed by means of computer (181) AMD 237,453 (EUR460)

Infliction of damage to property by deception or
abuse of confidence (184)

ML (190)

10. EKD/0252/01/11 Theft (177) AMD 11,983,494(EUR23,103)
ML
11. LD/0040/01/13 ML (190) AMD 461,500 (EUR848)
Theft committed by means of computer (181)
12. EKD/0044/01/13 Theft (177) part 2 AMD 24,618,166 (EUR45,246)
Theft (177) part 3

ML
13.ARD/0071/01/14 Autonomous ML (190(1)) AMD 283,600 (EUR514)

* Euro equivalent of the relevantamounts has been calculated on the basis of average annual EUR/ AMD exchange rate at
496 in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014.

187. The legal frameworkgoverning confiscation (Articles 55 and 103(1) of the Criminal Code)
and seizure (Article 232 of the Criminal Procedure Code) of property is largely in line with
international standards. Nevertheless, the evaluation team noted a degree of uncertainty among
practitioners regarding the interpretation of these legal provisions, especially insofar as the
confiscation of indirect proceeds and laundered property is concerned. There has never been a
confiscation order for indirect proceeds. It appears that in th@ne autonomous ML case, the court
ordered the confiscation of the laundered property, which, although only amounting to EUR0,
indicates that the courts appear to be inclined to interpret Article 103.1 of the CC as extending to the
laundered property regardless of the presence or absence of a conviction for the predicate offence
that generated the proceedsThe evaluation team wasadvised that Armenia never made orreceived
requeststo and from other countries for repatriation or sharing of confiscatedassets.

188. Provisional measures to prevent the dealing, transfer or disposal of property subject to
confiscation are applied on the basis of Article 233(1(1) of the CPC, which is applicable not only in
relation to the suspect or accused person but also tany other person holding the property. The
table below provides data on the entire mechanism from the moment suspicious funds are identified
through to confiscation ordered by the courts upon conviction. The value of property seized by law
enforcement auhorities appears to be rather low, which is not surprising given that the authorities
very rarely seek to identify and trace assets in the course of amvestigation.

| 2010 | 2011 | 2012 | 2013 | 2014 | Total
Funds suspended by CBA Board
AMD 113,137,702 0 23,003,274 54,893,971 0 191,034,947
(EUR (228,100) - (44,545) (100,889) - (373,535)
Funds suspended by financial institutions
AMD 73,859,840 69,565,929 46,991,082 94,878,627 38,187,900 323,483,378
(EUR (148,911) (134,116) (90,997 (174,377) (69,168) (617,570)

* Euro equivalent of the relevantfunds has been calculated on the basis of average annual EUR/ AMD exchange rate at 496
in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014.
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189. The seizure and confiscation regimanay also beimpaired to some extentby the unduly
cumbersome conditions imposed by LOIA for the use of itArticle 29 (see analysis under 106)
Furthermore, it is doubtful whether the authorities have sufficient expertise to seize and confiscate

proceeds deriving from foreignpredicate offences and proceeds which have been transferrdtbm

outside of Armenia, since this has never taken place in practice. No examples were provided to the
evaluation team of cases where confiscated property was shared with other states pursuantasset
OEAOET ¢ ACOAAI A1 608 #1711 AAOT O OAI AET AAT OO OEA AO
belonging to legal persons, given that corporate criminal liability does not apply in Armenia.

190. The possibility of introducing non-conviction based onfiscation within the Armenian legal
system was discussed by the Interagency Committee. It was concluded that this type of confiscation
would contradict the fundamental principles of Armenianlaw. The evaluation team urges the
authorities to re-consider this matter, since in their view it would greatly enhance the effectiveness
of the confiscation regime. As stated under Immediate Outcome 7, more than half of the ML cases
instigated by law enforcement authorities had to be terminated due to the fact thabé suspect or
accused had absconded or could not be apprehended.

191. Despite having signed and ratified the Warsaw Convention without reservations, Armenia
has not adopted provisions providing for the reversal of burden of proof concerning the lawful origin
of alleged proceeds or other property liable to confiscation. As a result, law enforcement authorities
do not target unexplained wealth which is not manifestly linked ta particular criminal offence. The
authorities should consider introducing this mechansm in their legal system to reinforce the
existing confiscation regime.

192. The management of seized property during the prérial stage falls within the responsibility

of multiple agencies according to the nature of the attached property. No further informatth was
provided to the evaluation team on the manner in which this is done in practice. Although Armenia
has set up a Compulsory Enforcement Service, this mainly invok/éhe execution of confiscation
orders. The systematic management of property has notey been addressed to @y great degree.
Additionally, there are doubts regarding the time limit (1 year) concerning the execution of
confiscation imposed as a result of criminal proceedings as stipulated in Article 23 of the Law on
Compulsory Implementationof Judicial Acts

Confiscation of falsely or undeclared creberder transaction of currency/BN

193. As stated in the introduction, Armenia shares borders with Georgia in the north, Iran in the
south, Turkey in the west, and Azerbaijan in the south and in theast. Of thesegnly the borders with
Georgia and Iran are open. There is only one international airport in the country, which operates
from the capital city, Yerevan. Despite the limited bordersthe evaluation team took into
consideration the risk of smuggling of cash through the bordersemanating from the extensive
shadow economy and the widespread use of cash in the countionetheless, the authorities are of
the view that the shadow economywhich is believed to be predominantly linked to tax evasion, and
the use of cash, which is considered to reflect certain cultural/ traditional realities in the countryin
practice do not increase the risk otash smuggling through the Armenian bordersalso since the flow
of cash is generally incoming rather than outgoing

194. Armenia has implemented an adequate cash declaration system with a potential to address
the existing risks. Before 1 January 2015, any export of cash exceediddiD 5 million
(approximately EUR9,000) was prohibited. No limits were imposed for the importation of cash,
although a customs declaration for an amount exceedingUR 15,000 was required. Following

I O ATEAGO AAAAOOEIT O OEA %OOAOEAT oeAbfkcdsiwadA 51 EI
lifted and instead a requirement to submit a declaration for the import/export of cash exceedingSD
10,000 was introduced. The information contained in the declarations is entered into an electronic
system, which is subject to a risk analys by a special division within theCustoms Administration
The analysis is conducted to identify highrisk individuals, which is communicated to the FMC.-Xay
technology and, whenever necessary,personal searcles are used at the borders to identify
undedared cash.
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195. The legal provisions in force permit the authorities to stop or restrain currency or bearer
negotiable instruments for a reasonable period of time in order to ascertain whether MIET
evidence may be foundA special division within the NSS isesponsible with the border control of
Armenia. Both customs and NSS officials are present at each border point and they are mandated to
act as instigation bodies. Based on the provisions of the CPC, in cases whereRVllsuspicions arise,
the NSS is authased to question a person for three hours, in order to ascertain whether grounds for
instigating a case are present. Once the case is instigatad up to 72 hour detention period (based

on the decision of the inquest body) becomes available. Also, arredtproperty, including cash and
BNIs,can be immediately applied

196. Figures indicate an increasing trend in the number of cash declarations ama the volume
of cash involved. According to the authorities, inbound transportation of cash mainly relates to
Armenian nationals returning from seasonal work abroad (mostly from the Russian Federationdr
representatives of the Armenian Diaspora while outbound cash is transported by businesses
involved in the importation of small-scale massmarket merchandise for retail in Armenia. The
authorities reported that in 2012 around 2.19 million persons entered the territory of Armenia(this
figure includes multiple ertries by the same persons; i.e. the number of individuals having entered
the country would be certainly lower). The highest percentage (over 50%) consisted of Armenians,
followed by Georgian, Russian and Iranian citizensn analysis was carried out indicéing that cash
movement through the border consisted of small amounts whichif not intended for personal use,
were physically transported due to the inability of small businesses to make payments through the
financial system for commercial purposes (only-5 cases exceeded thEUR10,000 threshold).

Year Number of declarations Currency Amount
2010 19 UsD 828,900
2011 21 UsD 839,300
2012 11 UsD 525,300
usD 8,923,314
2013 79 EUR 338,665
RUR 722,6420
UsD 10,169,726
EUR 449,790
2014 118 GBP 23,000
RUB 6,690,910

197. The Armenian authorities confirm they have identified falsely declared/undeclared
cash/BNIs and even cases of smuggling for such commaoditiewhich is supportedby the statistics
provided to the evaluation teamNo ML/ FT suspicionsat the Armenian bordershave been identified
During interviews with the NSS it transpired that in one particular cas@around 600.000 undeclared
USD were disovered at the border with Iran However, this case apparently related to a controlled
delivery operation and does not feature in the statistics provided by th€ustoms Administration It
is understood that theCustoms Administrationhas confiscated sums at the bordeas reflected inthe
statistics provided to the assessment team

Consistengy of confiscation results with MIFT risks and national AML/ET policies and
priorities.

198. Since the NRA was issued towards the end of 2014 and there were no confiscation orders
thereafter, it is difficult for the evaluation team to determine whether the onfiscation results reflect
the assessment of ML/FT risks and national AML/CFT policies and priorities. Nevertheless, it is the
view of the evaluation team that the results achieved so far by the authorities do not appear to be
proportionate with the level of ML threat present in the country (see Chapter 1 for a description of
ML risks). The absence of an overarching national policy to target illicitly generated funds and
unexplained wealth and the various(including legal) restrictions, which hinder the sezure and
confiscation of proceeds, have a serious negative impact on the effectiveness of the system.
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Overall Conclusions on Immediate Outcome 8

199. | Oi ATEAG6O OUOOAI 1T A&# POl OEOETITAI 1 AAOOOAO AT A

characteristics of an eféctive system. The Armenian authorities do not appear to pursuée seizure
and confiscation of criminal proceeds, instrumentalities and property of equivalent value as a policy
objective. The system is constrained by the absence of parallel financial istigations to identify,
trace and evaluate property that is subject to confiscation, at the earliest stages of an investigation.
Confiscation has been ordered for most ML convictions secured in the period under review.
However, it is unclear whether the poperty subject to confiscation had been previously seized. The
courts have ordered the confiscation of instrumentalities and confiscation of property of equivalent
value, although the value was limited There is a degree of uncertainty among practitioners
concerning the confiscation of indirect proceedsln the one autonomous ML case, the court ordered
the confiscation of the laundered property, which indicates that the courts appear to be inclined to
interpret the relevant provisions of the CC as extendintp the laundered property regardless of the
presence or absence of a conviction for the predicate offenatat generated proceeds The
authorities have confiscatedsomefunds at the borders.Comprehensive statisticson confiscations in
non ML-related cases were not available

200. Overall, Armenia has achieved a low level of effectiveness with Immediate Outcome
8.

64



Key Findings and Recommended Actions

Key Findings

The authorities have concluded thathe risk of FT in Armenia is very low. The evaluation team di
not come across any concrete information to suggest otherwise. There have been no investigatio
prosecutions or convictions for FT. However, theevaluation team was assured that giverthe
potential national security issues attaching to terrorism and FT activitiesthe National Security
Service with close cooperation with the FMCensure that the financial aspects of anysuspected
terrorist activities would be followed where necessary

The authorities have developed an innovative system whereby the FMC remotely inputs updates in
AET AT AEAT ET OOEOOOET 1 06 AAOAAAC
any matches with FT and PF UNSCRs are automatically detectBuere have been no matches so fa
on either FT or PF UNSCRsSuidance for freezing property of designated persons and entitie
DOl OEAET ¢ AAAAOO O A&O01T UAT POTI PAOOU AT A OAIl A
and circulated among repoting entities and their supervisors.

The MoJappears to be in possession of sufficient information on the activities, size and oth
relevant featuresof the NPO sectarHowever, no formal domestic review has yet been undertaken {
determine if there is asubset within the sector which may potentially be at risk of being misused fo
FT. The risk-based supervision of the sector is in the process of being strengthened. Sanctions h
been imposed on NPOs for breaching their statutory obligations.

Armenia is taking a number of very meaningful steps to address all the issues surroundin
proliferation financing. Those involved at governmental level in licensing and export control o
proliferation sensitive material seem well attuned to the risks, and are takingheir responsibilities
seriously. Intelligence and information from their work would benefit from being brought into the
Interagency Committee for AML/CFT on a more regular basi§here is a system in place for P}
sanctioning and the evaluators understoodhat the private sector appreciated that the requirements
of the relevant UNSCRs should be implementethe evaluators concluded nonetheless that théegal
regime based as it is on the AML/CFT Law could be open to possible challen§kis has been
discussal with the Armenian authorities, who recognise that thisssue, while not perceived by either
the public or private sectors as an impediment to the effective implementation of Pfelated
requirements, could be quickly fixed.

Recommended Actions
Immediate Outcome 9

72 Corporate aiminal liability for FT offences shouldbe introduced together with dissuasive
and proportionate sanctions

2 4EA AOOET OEOEAO OET O1I A Ai 1 OET OA
they are not misused for FT purpses.
E

investigations in FT cases (e.g. by way of developing a policy paper for involved agencies),
conduct onrgoing trainings to the relevant law enforcement uits (NSS).
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The authorities should formalise the practice for conducting proactive parallel financig

Immediate Outcome 10

E Armenia should conduct aformal review of the entire NPO sector to identify which subse
of entities falls within the FATF definition of NPO and then identify which NPOs in the subssguld
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72 The MoJ as the supervisor of NPOs should have some discretion in determining the type of
questions to be asked during ofsite inspections, depending on the level of risk posed by the NPO.

Immediate Outcome 11

72 PF sanctioning needs to be brought more explicitly into the AML/CFTaw to avoid any
possiblelegal challenges to sanctions under R.7.
E The FMC and the Intemgency Committeecould usefullybe made aware on a routine basis gf

—

decisions by other governmental bodies on licensing and refusals of the export of proliferatior
sensitive material, technologies and intellectual property.

E The work of relevant governmental bodies on licensing and @ort control needs to be
brought into the policy-making of the Interagency Committee on a formalised basis to ensure better
coordination and sharing of information and intelligence across all relevant competent authoritie
on R2 and7 issues.

12

72 The FMC ad the supervisory authorities should be more actively involved in raising the
DOEOAOA OAAOI 006 AxAOAT AOO 11 0& EOOOAO CAT|AOAII
evaded.

The relevant Immediate Outcomes considered and assessed in this chaptare 10911. The
recommendations relevant for the assessment of effectiveness under this section &e-8.

Immediate Outcome 9 (FT investigation and prosecution)
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Prosecution/conviction of types # TAAOEOEOU AT 1T OEOOA Iplfilex EOE OEA

201. The Armenian authorities have not prosecuted any type of=T activity and no convictions for

the offence of FT have been secured in the period under reviewAs discussedin Chapter 1, the

authorities have conducted an indepth assessment of the potential of ris of FT in Armenia and

concluded that the risks are very low The evaluation team did not come across any information
suggesting that the conclusions of the authorities are unreasonablEhe absence of prosecutions and
convictions for FT therefore appeardo be commensurate with the riskprofile of the country.

FTidentification and investigation

202. The FMCanalysesincoming STRs in order to detect potential suspicions of FT, such as
matches with the UNSCR lists. In recent years, the FMC received a smathber of STRs related to
UNSCRs, which resulted in false positives (there was no actual match with persons or entities
designated by the UNSC). In addition, the FMC systematically monitors threshold transaction reports
in order to identify transfers of funds from countries and territories identified by the FATF as posing

a higher risk with a potential FT link.

203. The NSS is the law enforcement agency authorised to investigate suspicions of terrorism or
FT. The NSS stated that no cases with indications of Fave ever been investigated within the
reference period, although permanent and large scale operational intelligence work carried out
(supported by the FMC, as necessary) to detect any indicia of potential terrorisnn BT activity. The
absence of anyT investigations was one of the factors underlying therery low risk rating of FT in
the 2014 NRA The evaluation team was informed that the NSS constantly monitoring for possible
terrorism activity within the borders of Armenia and thus the team were assred that terrorism
activity would be picked up.The evaluation team wasalso assured by authorities that although the
NSS has a limited practice in conducting parallel financial investigations in relation to criminal
predicate offences (as was expressecdhder 10 7), in cases of national security angrave crimes such
as terrorism they do take all needed actions to use financial intelligence proactively, can develop
intelligence into evidence and trace funds. It is however recommended, as a measure to eesur
further improvement of the system, that the authorities formalise the practice of parallel financial
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investigations regarding FT(e.g. by way of developing a policy paper for involved agencies) and
conduct on-going training to the relevant law enforcememn (NSS).

204. The evaluation team was informed that the presence of NSS at the open borders ensures that
the transit of cash in and out of Armenia is under constant surveillancés stated under 1O 8, the
authorities have demonstrated that they are effective indetecting undeclared cash through the
borders.

FTinvestigation integratedwith -and supportve of national strategies

205. The Armenian authorities indicated that to date, no proactivé-T financial investigations have
been formally conducted. As a result,tiappears that noFT investigations were integrated with or
used to support national counterterrorism strategies and investigations. According to the
authorities, counter-terrorism operational monitoring takes place in the ountry and where
appropriate, any terrorist investigation would always include inquiries into the financing of terrorist
activities.

Effectiveness, proportionalityand dissuasiveess osanctions

206. The sanctions provided in the law for=T offences appear to be proportionate and dissuasive
With respect to legal persons, sanctions seem to be vdimited, as stated under Recommendation.5

Overall conclusions on Immediate Outcome 9

207. The evaluation team has taken into consideration the fact thathe absence offormal
investigations, prosecutions and convictions for FT should not of itself lead to a conclusion that
major improvements to the system are required if they are satisfied that theountry seems to have
sufficient/appropriate mechanisms and practices to investigate thefinancial aspect of terrorist
activities when necessaryThis appears to be the positiorof the assessment team

208. Armenia has achieved a substantial level of effectiveness for Immediate Outcome 9.
Immediate Outcome 10 (FT preventive measures and financial sanctio ns)
Implementation of targeted financial sanctions fd¥T without delay

209. The mechanism for freezing terrorist assets under UNSCRs 1267 and 1373 is set out under
Article 28 of the AML/CFT Law. In addition, the CBA issued rules setting out the procedure for
proposing designations under UNSCR 1373, for disting of terrorism-related persons and for
unfreezing property of terrorism related persons.

210. Inrelation to UNSCRs 1267, Article 28(19f the AML/CFT Lawstates that property owned or
controlled, directly or indirectly, by terrorism -related persons included in the lists published or in
accordance with the UNSCR shall be subject to freezing by customs authorities and reporting entities
without delay and without prior notice. Any designations made under UNSCR2@7/1989 and 1988
apply automatically within the territory of Armenia. In practice, the FMC maintains a database on
persons or entities listed under UNSCR 1267/1989 and 1988. On a daily basistaff member of the
FMC checks the UNSC website for any newsignations. Where a new designation is made by the
UNSC, the FMC publishes the update on its website and a notification is circulated to the financial
and non-financial sector and to the Customs Administration The time between the FMC receiving
informati on and putting up the information on the website and its circulation to the reporting
entities is estimated as no more than 1 or 2 days. While this may not be squarely within the
AAEET EOEIT 1T &£ OxEOEI OO0 AAI AUo EIT GEEA 'A TIGGDOAD ATAE
the examiners consider it is within the spirit of this definition and is acceptable. The evaluation team
was informed that no assets have been frozen yet under UNSCR 1267/1989 and 1988.
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211. Armenia has also developed an innovative stam whereby the FMC remotely inputs updates

ET O £ET Al A Hakabasdsthraughea®aiyoriEnm inQalled within their IT systemss. Where

a match is identified by the system, an automatic notification is generated, which thedisables
continuation of the transactionand prompts the financial institutions to freeze the assets belonging

to the designated persons and submit an STR. The FMC conducts periodic checks on the databases of

financial institutions to ensure that designaed persons are automatically captured by the system.

212. Turning to UNSCR 1373, in April 2015, Armenia adopted the Rules for Proposing Persons or
Entities for Designation under the Lists Published or In Accordance with the United Security Council
Resolutions.The rules set out the procedure to be followed in the implementation of Article 28(2) of
the AML/CFT Law. The FMC is authorised to propose, either on its own initiative or at the request of
competent foreign authorities, persons or entities for designatiorunder UNSCR 1373, where the
person or the entity meets the criteria for designation. Given that the rules were adopted very
shortly before the onsite visit, an assessment on the effective application of UNSCR 1373 was not
possible. The authorities have at yet designated any person domestically under UNSCR 1373. It was
indicated that no requests from foreign couftries have been made to Armeni@o designate a person

or entity. In practice, the banks monitor the lists issued in the regulations adopted by ¢hEuropean
Union which implement UNSCR 1373. No assets have been frozen under UNSCR 1373.

213. Guidance for freezing property of designated persons and entities, providing access to frozen
DOl PAOOU AT A OAI AGAA AAOEI T O EAO ite Ardulatedbaman® A A
reporting entities and their supervisors.

Targeted approach, outreach and oversight of-ask non-profit organisations

214. The number oflegal entities registered in Armeniaas nonprofit organisations at the end of
2013 stood at around9,000. Pursuant to Article 51 of the Civil Code, NPOs may take various legal
forms. Depending on their activity, NPOs are regulated by the Law on Foundations, Law on Charity,
Law on Public Organisations (for NGOs), Law on Political Parties, Law on Tradeidos, Law on
Freedom of Conscience and on Religious Organisatioasd Law onCondominium.

215. The table below provides an overview of the main types and activities of NPOs operating
within Armenia. The authorities do not appear to have conducted formal review of the entire
sector to identify which subset of entities fall within the FATF definition of NP@vhich, as assessed
by the authorities,amount to a few hundred only,and then identify which NPOs in the subsatould
potentially pose a higher risk of FT. However, dl information collected under Article 29 of the
AML/CFT Law, as well as the information from the founding documents and annual reports
published by NPOs give the authorities an oveiew of the activities of NPOs According to the
authorities, NGOs are active in the spheres of education, culture, social security, sports, healthcare
and agriculture. Some NPOs receive funding from foreign countriesyhich, according to the
authorities, mainly come from the United States of America, Germany and Swrland mostly
through government channels.

Type of NPO Registered number of NPO Main activities
NGOs 5000+ Youth activities
Foundations 917 Tourism

Educational activities
Gender issues

Women's rights

Research and development
Environmental issues

Charities 200 Charitable work

Religious 48 Collective manifestation of beliefs,

Organisations Religious activities

Artisan Unions 700 Protection of the rights of employees and working
collectives

65 The algorithm is based on fuzzy logic and is designed to capture partial matches.
68



Schools 1400 Educational activities

Condominiums 800 Protection of the interests of the communities,
residents of apartment buildings, different works
regarding the apartment buildings

216. According to the Armenian NRA, the potential vulnerability of NPOs is rated as medium, with a
declining trend goingforward. The rating is based on the following factors: gaps in the regulation of
activities of non-profit organisations, weaknesses in accountability and supervision (in particular,
the heterogeneity of the legislative framework across different categoriesof non-profit
organisations), the absence of any accountability requirements in relation to some categories of Ron
profit organisations, and the practical problems in supervision over these organisations. The authors
of the NRA consideed the activities, size and other relevant features of the NPO sectand
concluded that due to their characteristics it is unlikely that these organizations might be somehow
misused for FT purposesNonetheless, m the absence of dormal review aimed at identifying the
features and types of NPOs that are particularly at risk of being misused f&T or other forms of
terrorist support, it is doubtful whether the authorities are in a position to undertake a targeted
approach without disrupting legitimate NPO activities.

217. A number of requirements apply indiscriminately to all NPOs by virtue of Article 29(3) of the
AML/CFT Law (which was introduced in 2014). NPOs are required to keep (1) information and
documents on national and international transactions in such detail sosao permit the authorities to
ascertain that the property was used in a manner which is consistent with the purposes of the
organisation; (2) identification information of the management of the organisation; (3) a record of
the founding documents and mangement decisions; (4) documents on the financial and economic
activities of the organisation. Failure to comply with these requirements is subject to an
administrative penalty under the laws regulating the activities of each type of NPO

218. Under the laws wtlich regulate NPO activityall NPOs are required to register with the State
Register and publish annual reports(except for religious organisationsand with regard to the
requirement to publish annual reports only). As stated in the analysis of Recommendan 8 in the

TC Annex, the registration and other requirements which apply to NPOs vary from one law to
another.

219. 4EA -ETEOOOU 1T &£ *OOOEAA TTTEOIT OO .0/ 08 AlibDIE/
the requirements under other relevant laws.In addition to regular monitoring procedures, there is a
risk-based monitoring approach regarding the NPOs. The procedures are set out by the Government
Decree No 624N from June 13, 2018 on Approving the General Description of the Methodology,
the Risk Criteria and the Checklists Used for the RisBased Inspections Conducted by the
Inspectorate of Legality Control of the Staff of the Ministry of Justice of the Republic of Armenia.
Sectorspecific, as well as individual criteria are taken into account. The superdgg/ authority
decides on the risk level based on combination of sect@pecific risk and individual features of the
organization. In addition, sources of financing and projects are taken into account and thoroughly
monitored.

220. The evaluation team was infomed that the MoJ conducts approximately 40 to 50 omite
inspections annuallyon the basis of risk The staff complement of the unit within the MoJ, which is
responsible for the oversight of NPOs, comprises five employees. The action plan issued in
conjunction with the 2014 NRA does not envisage an increase in the human resources of this unit.
The inspection procedure is as followsfirstly the risks are assessed and submitteéor the approval

of the Minister. After the approval a Minister's order is issué which also provides the framevork for

the inspection. The NPOs to be inspected are notified within adiay period after which an inspection

is carried out. The supervisor is not permitted to extend the scope dhe pre-approved questionnaire

in the course of an onsite inspection. Where a suspicion of criminal activity is detected, the MoJ
refers the case to law enforcement authorities

66 This entered into force in 2015.
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221. Where the MoJ identifies a breach of the requirements, it is empowered to impose sanctions.
According to information provided by the authorities, in 2014 the Department for Legitimacy
Control of the MoJ initiated a total of 305 administrative proceedings as follows:

1 3 proceedings were triggered by a complaint. As a result:

a) 1 petition was satisfied and a warning was issueébr the manager of the NGO for the
violation of domestic legislation (he was ordered to bring the activity of the NGO in
accordance with law in the prescribed period);

b) 1 petition on alleged illegal activity of the NGO was refused because of lack of reason;

c) 1 petition was related to the illegal activity of the branch of the religious organisation,
and the relevant proceedings are still orgoing.

1 302 proceedings were triggered on the initiative of the Department for Legitimacy Control of
the MoJ. As a resula warning was issued to the managers of 251 foundations for reporting
failures (publishing a report). From among this figure:

a) 42 proceedings were initiated due to the failure to meet the above requirement in the
prescribed period. As a result, 5 proceedings were terminated, and managers of 37
foundations were fined AMD 50 thousand each;

b) 9 administrative proceedings were initiated due to the failure to meet the above
requirement. As a result, managers of 37 foundations were finedMD 200 thousand
each.

222. In 2014, the FMC issued a typology "Financing of Terrorism through Neprofit
Organizations", and published criteria onFT suspicious transactions on its website. The guidance
sets out the threats, typologies and indicators foFT through NPOs.A seminar was organsed for
non-profit organizations and the representatives of their supervisotby the authorities in the period
under review. It was noted that the MoJ and the representatives of the NPO sector metgite were
Ol £ZAT E1 EAO FEtypalog Ehs se&ms#odnDicate that there is no significant cooperation
between the MoJ andhe FMC (and other law enforcemenauthorities).

223. The Armenian authorities indicated that a new regulation concerning NPO supervision is in
the process of being drafted, which, in their view, will be instrumental in implementindully a risk-
based approachto the supervision of the NPO sector. The assessment team welcomes this positive
initiative , which demonstrates the authorities' recognition of the shortcomings within thesector.

Deprivation of FT assets and instrumentalities

224. Although there is a mechanisnin place,Armenia has notidentified any positive matches with
the UNSCR FT lists and, as a result, has fiizen or confiscated assets or instrumentalities of
terrorists, terrorist organisations and terrorist financiers, whether through criminal civil or
administrative processes

Consistency of measures with overgll risk profile

225. Armenia has concluded that the risk of FT is very lovlt is the view of the evaluation team that
the measures undertaken so far are consistent with the overafT risk profi le of the country.

Overall conclusions on Immediate Outcome 10
226. Armenia has an appropriate mechanism in place for identifying terrorists, terrorist

organisations and terrorist support networks and depriving them of resources and means to
financial terrorist activities and organisations.The software implemented by the FMC to update

OADPi OOET ¢ AT OEOEAOGE 1 EOOO i £ AAOECToAQAAmedidl@adOi T O

not frozen terrorist assets pursuant toUNSCRs 1267 and its successmsolutions and UNSCR 1373.
Measures have been taken since therd3Mutual Evaluation to strengthen the legal framework
regulating the NPO sectorThe authorities indicated that they have knowledge ofhe activities, size
and other relevant features of theNPO sector However, they have not conducted a formal revieto
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identify if any features and types of NPOs are particularly at risk of being misused fBiT or other
forms of terrorist support.

227. Armenia has put in place an innovative mechanism to facilitateffective compliance with
UNSCR obligations. Measures have been taken to ensure the oversight of the NPO sector, which is
being developed further to support a more targeted and rislbased monitoring of the sector as a
whole. Thus the evaluators have conatled that these issues should have significant weight in their
overall assessmentArmenia has achieved a substantial level of effectiveness for Immediate
Outcome 10.

Immediate Outcome 11 (PF financial sanctions)

228. There are a range of governmental authonés dealing with the proliferation issue, with
ongoingtechnical assistance from the U8nd EUauthorities. There has beena system in place folat
least 6 yearsfor licensing and export controls of proliferation-sensitive goods and technologieswith
direct involvement of the Ministry of Economy for duatluse materials the Ministry of Defence (for
military commaodities) , and the Nuclear Safety Committee (for nuclear material). Spermissions for
export of dualuse goodswere granted in 2014 Nae of the permissionswere for export either to
Iran or DPRK

229. Armenia is seeking to join the Wassenaar Arrangement on Export Controls for Conventional
Arms and DuatUse Goods and Technologies. The local lists of materials and intellectual property
subject tolicensing and export control arrangements by Armenia appear comprehensive and in line
with developing standards under the Wassenaar Arrangement.

230. Armenia has made a consolidated report to the UN in 2012 under UNSCR 1737 (2006), 1747

(2007), 1803 (2008) and 1929 (2010). Armenia elaborated UNSCR 1540 implementation National

Action Plan for 20152020 (adopted on February 5, 2015). The document takes stock and outlines a

series of concrete steps which range from reviewing already implemented national measusréo the
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in the nuclear, chemical and biological spheress well as export control and border securityssues

231. The process of alerting reporting entites on PF designations is the sanas for UNSCR 1267

as described under Immediate Outcome 10. So far, no matches have been made with UNSCR PF lists
(including no false positives). Theassessorswere told that such a freeze would be immediate,
imposed by the reporting entities or relevant authorities without notice and that this freezewould

be of an indefinite duration. The authorities emphasised that it would not be dependent on an STR
being submitted to law enforcement and the subsequent institution of aminal proceedings.

232. There are neverthelesssome underlying concerns about the legal basis of this system, as
noted in the technical analysis, which could adversely impact on its effectivenessice tested in
practice. It seems to theassessorghat the mechanism for targeted financial sanctions related to PF,
based as it is on Aicle 28 of the AML/CFT law, could be subject to legal challengéhough the
Armenian authorities considered this very remote The evaluators understood thathe private sector
acceps that a person listed on the UNSCRs related to BRould be subject to freezingunder UNSC
resolutions. However, to asoid possible legal challenges on the language of Article 28 of the
AML/CFT Law, PF targeted sanctions need to be more clearly anexplicitly brought into the
structure of the AML/CFT law.The authorities confirmed that this can be quickly achieved.

233. The assessorsalso had some concerns that important intelligence from the work being
undertaken by the arms of government and law enforgaent handling licensing and export control
issues was not routinely being brought into the policymaking which is undertaken by the
Interagency Committee. The authorities advised that certain key members of the Interagency
Committee, such as the National €8urity Service, the Ministry of Finance (in charge of tax and
customs administration) and the Ministry of Foreign Affairs are also members of the Counter
Proliferation Interagency Commission (as set forth in the Overview of the Institutional Framework
under Chapter 1 of this report), thus providing a tentative framework for coordination at operational
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level. The Armenian authorities confirmed that there had not been any real cases of information
exchange on the PF issue so far.

234. The evaluators were advisedin interviews that checks are always made on the end user
certificates and other relevant documentsprovided in these licensing applicationsAny permission

or refusal involves the prior agreement of the NSS.h& Ministry of Economy ha& refused one

application to export dualuse goods to Iran.The evaluators were satisfied that the refusal of this

licence had been followed up appropriately by the Ministry of Economy, in conjunction with the

National Security Service. Regular inspections were taking placd o OEA ADPPI EAAT O A
premises to ensure that disallowed dualise goods were still in the possession of the company that

applied for the licence.

235. While relevant intelligence on goods for which such licenses for export are granted or refused
is sharedwith the Customs Administrationfor border control purposes, the Intelagency Committee
appeared not to have been dvised by the Ministry of Economy of the refused licence for export of
dual-use goods. The evaluators consider that information on applicatianfor licences and refusals of
licences to export proliferation-sensitive goodscould usefully be shared with the FMC and the
Interagency Committeez for intelligence purposes, for policy making on PF financing, and for
possible operational coordination.

236. 10 xAO A1l 061 11 0AAR ET OEEO Ai1 O0A@Oh OEAO OEA «
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discussed in theAML/CFT Interagency Committee. Arrangements for ker coordination between

the Interagency Committee and other relevant actors in the PF field should be put in place. The
evaluators consider that the Inteegencyd | | EOOAAS O ACAT AA OET O1I A AT OA
including how PF sanctions may be evadednd for the purposes of identification of potential PF
investigations by law enforcement.

237. General awarenessaising initiatives on this whole issue have been placed in the hands of
NGOs. As the evaluators were unable to meet the responsible NGOs ondiie gxtent and success of
this initiative is difficult to assess. Financial institutions were however clearly aware of their
obligations to freeze under PF UNSCRs. Additionally, FIs have the benefit of the algorithm developed
by the FMC within their databags. DNFBPs, though of less materiality in this context, do not have the
algorithm and rely on publications and online matching tool using the same algorithmavailable on

the FMC website. DNFBPs with whom the team met also were aware of the requirementscheck
the PF lists.Supervisors monitor the application of freezing requirements as part of their regular
supervisory activities andalsocheck that the algorithm is functioning properly.

Overall conclusions on Immediate Outcome 11

238. Armenia is taking a number of very meaningful steps to address all the issues surrounding
proliferation. Those involved at governmental level in licensing and export control of proliferation
sensitive material seem well attuned to the risks, and are taking their responsibilite seriously.
Intelligence and information from their work would benefit from being broughtinto the Interagency
Committeefor AML/CFT on a more regular basis

239. ltis clear that there is a system in place to freeze property of persons identified on UNSCR PF
lists. The notifications by FMC to the private sector seem reasonably fast, and the FMC has been
proactive in equipping the financial institutions with software which ought to ensure that matches
are made with names on PF lists. No matches have so far bdeand. DNFBPs regularly check the
FMC websites which contains updated lists of designated persons.

240. While there is aresidual concern that the freezing systenmight be open to legal challenge
this issue can quickly be addressed by bringin@F sanctions nore clearly and explicitly into the
AML/CFT Law. Notwithstanding this problem, the evaluators have concluded that a working system
is in place and thatArmenia has achieved a substantial level of effectiveness for Immediate
Outcome 11.
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Key Findings and Recommended Actions

Key Findings

Banks and other financial institutions have a good understanding of the risks which apply to them

according to the FATFStandards and the high risk relationships and features specifiedn the
AML/CFT Law.However, while being aware of the threats and the vulnerability set out in the NRA
this does not appear to have led to dormal change inthe internal policies and procedures
Mitigation measures are appropriate to the risk.

Although there are exceptions,in particular accountants, DNFBPs do not fully understand the ML

risks to which they are subject and only have some mitigating measures in place commensurate W
these risks.In order to put this in context, there are no TCSPs in Amenia; there are only 6 casinos
remaining in Armenia, which are not large; in practice, lawyers, notaries and advocates, as well
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real estate agents do not appear to engage in financial transactions or to have a role in financial

aspects of the FATHlefined types of activities; there are limitations on the use of cash by DPMS

The application of adequate CDD measures (including enhanced CDD) by financial institutions
good. DNFBPs verify the identity of their customersAlthoughin nominal terms there are significant
gaps in some DNFBP sectors, these should be understood within the context described above an
particular the limited role of real estate agents and notariesThere are alsopartial deficiencies in

relation to foreign PEPs, although such ctiomers are very rare. There are no measures in relation tp

domestic PEPs although a few firms have mitigating measures in relation to such PEPs.

d in

The vast majority of STRs are made by the banking sector although the evaluation team still has
some concernsabout the quality and quantity of STRs made by the sector. The evaluation team also

expected to see better STR output from MVTS and DNFBPs.

Internal control and training programmes across FIs are good although some improvement
needed to bring them up tothe level desired by the CBADNFBPs which are not sole practitioners
have internal procedures in place. This is not the case with respect to law firms.

Recommended Actions

72 Armenia should take specific measures aimed at restricting the use of cashdommercial
transactions, particularly in the area of real estate, by way of introducing an upper threshold (base
on an assessment of risk) for the use of cash in real estate transactions and an appropri
enforcement mechanism

72 The CBA should continueats work of informing reporting entities of ML/FT developments,
including understanding of risk, and in motivating reporting entities to improve their understanding
of risk and in incorporating this understanding in their policies and procedures. These dohs
should take full account of the NRA.

E The CBA should continue to be active in seeking improvements in internal controls af
training requirements within FlIs.
72 The authorities should (a) undertake outreach to DNFBP sectors so as to seek to ens

they put mechanisms in place to understand risks (including the information in the NRA) an
introduce appropriate risk based mitigation measures; and (b) take steps to improve the standard
preventive measures by DNFBPs.
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The relevant Immediate Outcome cosidered and assessed in this chapter is 104. The

recommendations relevant for the assessment of effectiveness under this section are-B®
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Immediate Outcome 4 (Preventive Measures)
Understanding of MLFTrisks and AML/@&T obligations and applying mitigaing measures

241. Onsite inspections by the CBA have led it to conclude that there is a growing recognition and
appreciation by reporting entities of how to identify their risks andto address the risks by mitigation

i AAOOOAOGS8 ) O EAO [lddfitidna of GighAiék gdbkyoridGndse Bstablished by the
CBA.

242. Armenia is not a regional or an international finance centre and the asset management and
AT i1 bl Ag AOOET AOO OAI AOGEI 1T OEEPO OAAT ET OOAE AAT OC
has been in decline, business levels have reduced and it is not used by foreign investors to any
significant degree. Personal asset holding companies do not appear to be used in Armenia. Nominee
arrangements are not utilised and bearer securities are forbiden. Wealth management services are
basic and private banking relationships are not present. Complex relationships are rare. There is no
non-face to face business and no reliance on third parties to undertake CNDnety-seven per cent of
legal persons areowned by Armenians with most of the remainder being owned byepresentatives

of the Armenian Diaspora The vast majority of customers are Armenian residentsas reflected in
reports submitted to the CBA within the framework of its prudential supervision ad the conclusions
from the results of a factfinding exercise conducted in the DNFBP sectdor the NRA All of these
factors serve to mitigate risk not just to banks but to financial institutions and DNFBPs more
generally.

243. The starting point for mitigating measures is that financial institutions and DNFBPs are
required to have business risk assessments assessing the ML/FT risk to the entity. These
assessments have provided a good foundation for understanding risk.

244. Banks consider that ML risk to the sectois generally low in light of the foregoing and the
types of services and products they offer.

245. Banks typically grade their business relationships as low, medium or high risk. Enhanced due
diligence is undertaken for high risk relationships. This entailshe application of measures such as
requesting the customer to provide additional documentation, certification of documentation,
obtaining senior management approval for the establishment of a business relationship, obtaining
source of wealth and conductingenhanced scrutiny of transactionsSome banks extend enhanced
due diligence measures to medium risk customers.

246. Customers which are resident natural persons are considered by banks as presenting lower
risk. Only 2.3% of customerg both natural persons and legal entitieg are graded by banks as high
risk customers. The economy is largely based on cash. Banpay particular attention to cash
transactions irrespective of the risk ratingand have introduced additional controls in retion to it
such as additional approvals or seeking to ascertain the source of funds and requiring
documentation to support this information. The widespread use of casdoesnot necessarilyhavean
impact on the total number of high risk business relationsips as the use of cash often results in a
single transaction. Hence, the banks treat cash transactions above a certain threshold as high risk
which leads in practice to further clarification and verification without affecting the risk rating of the
business relationship, if any.

247. Wire transfers, correspondent banking relationships and PEP relationships were also
described as presenting higher risk with transfers and such relationships being subject to enhanced
mitigating measures. Other risk factors were lgo advised to the evaluation team as leading to
enhanced measures, for example customers which are businesses such as casinos, DPMS, and money
transfer businesses. Legal persons are considered to pose a higher risk than individuals. Customers
which are naural persons from outside Armenia were also considered as higher risk than Armenian
residents, but as many of these are from the ArmeniaDiaspora, the reasons for using Armenia are
easily understood. Services are provided by some banks to individuals commercial entities in
countries in the wider region considered to be high risk. Relationships from these countries appear
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to be rated as high risk. Attention is paid to unusual transactions, which are scrutinised. There was
awareness that the level of rik of a customer may change once a business relationship has been
established.

248. Internet banking is increasing, including use of mobile bankingThe risks are mitigated by
requiring potential users to meet bank officials facdo-face, with the bank verifyingidentity in
person.

249. Whereas banks appeared to be relatively fluent in discussions on ML risks (assisted by
outreach by the CBA) and were able to discuss without difficulty the sort of customers and products
which, according to the FATF Standards, wouldonmally pose a higher risk, it was not demonstrated
that all the specific risks identified in the NRA have been integrated into their internal risk policies.
While being aware of the threats and vulnerability set out in the NRA, they did not appear to have
considered it necessary to make anformal changes to their policies.This same point on the NRA
also applies to other financial institutions. It was also noted thatthe major banks, as part of
international financial groups, have policies going further han the NRA in considering risks and
stipulating mitigation measures by dde-riskingoby means of rejecting acceptance afertain types of
customer.

250. FT risk is considered by banks to be zero or negligible on the basis that individuals from
countries with higher FT risk do not frequently visit or transit through Armenia and that the
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easily detectable. In practice, responses to FT risk are focussptbdominantly on UNSCR regine

and designations under tlose regimes; reporting entities do not appear to have anyadvanced

concept of FT risk or response to such risk beyorthis. The CBA advised the evaluation team that Fls
consider FT risk, that consideration of theUNSCRss a starting point and that enhanced due
diligence (for example, in relation to higler risk countries) is also relevant.

251. Although there is increasing use of banks and their services by, for example, employers paying
staff through banks ratherthan in cash, financial exclusion is still high? Inclusion is being improved
through the classical solution of banks opening branches. Individual banks advised that they are
looking for solutions beyond this for commercial reasons through, for example, ¢hability to pay
utility bills by using ATMs, the provision of internet services, accessing banking services through
mobile telephones. Mobile penetration is widespread. The CBA carries out its own studies on
financial inclusion, which have demonstrated tht financial inclusion is increasing, although
challenges remain. A number of measures have been undertaken, such as enhancing the availability
and affordability of retail financial services, supporting micrefinancing initiatives, promoting mobile
banking and micro-financing technologies and improving financial awareness.

252. Non-bank investment sector firms noted that the funds of clients using the sector emanate
from the banking system. The sector mostly engages in the purchase and sale of government debt.
The sector has close business ties with customers, which are Armenians, and significant information
is known about them (therefore mitigating risk). Few customers have been graded as high risk
within the non-bank investment sector. Customers do not engagen ia significant number of
transactions which enables close scrutiny of transactions. Generally, the sector considers its clients
to be low risk although the understanding of the customer base and its risks goes beyond this.

253. Credit organisations, which pravide loans in cash or electronically, consider their risks to be
low or non-existent depending on the service providedCustomers are Armenian residents (. there
appear to be no foreign customers), firms are familiar with them for business reasons anketre are
no international transactions. The mitigating measures focus on verification of identity and obtaining
documentation such as financial documents to support understanding of the transaction.

67 Information on the level of financial exclusion is provided in thefil AT AEAT 1 AAAOO 3000AU Al 1 AGAODA
annual studies fittp://data.imf.org/?sk=41e672ac -765b-4bc0-9960-fd93b53df8bd) and in the CBA Financial Stability
Report (https://www.cba.am/en/sitepages/finstabilityreports.aspx ).
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254. Currency exchange houses see their varying business mdslas low risk principally because
of the very low amounts of cash involved in transactions and their low turnover. The sector is based
on occasional transactions rather than business relationships and it is rare to have a significant cash
transaction warranting CDD. ldentification documents are required and larger sums attract further
scrutiny and questioning about the source of funds to understand the transaction further and the
adequacy of mitigating measures.

255. There is a trendin the PSO sectofrom cashto non-cash payments through use of cards for
payment purposes; the sector also includes online business. This business is recognised as being
greater risk and is subject to stricter mitigating measures.These measures include particular
scrutiny of wire transfers (including to whom they are sent), monitoring the frequency of
transactions for customers and maximum value levels for individual transactions. Those PSOs met by
the evaluation team sent domestic transfers only or, where international transfersra issued, have a
list of countries to which they will not send transfers.Their customer base appears to be individuals
rather than legal persons; the customers of those met by the evaluation team include individuals
making payments to the government andgconomic migrants. Payments are received by Armenians
working abroad. The firms were convincing that they understand risk, are undertaking appropriate
mitigating measures.

256. The MoF sees the main ML risk in relation to casinos as being use of cash. Tdsno sector
itself suggested large amounts of cash and collusion as being the highest risks. Junket operators are
no longer present in Armenia. For both physical casinos andaasinos the sums played are small.
From a risk perspective, customers are indiduals and the sector concentrates on ncenesident
customers, which are a very small minority of customers. ML mitigating measures appear to be
limited to identification of the player by, for example, a passport or identification card and closer
monitoring of the customer as they play games. With reference teaasinos, Armenians represent
the vast majority of the customer base. Mitigation measures include prohibition of multiple accounts
and payments to third parties.Play cannot commence unless the custan has been identified. The
possibility of collusion is monitored closely through software and, for example, analysis of the email
addresses of players. However, customers are not graded by ML risk but by whether they are
profitable or unprofitable players. This increases risk and militates against the adequacy of
mitigating measures.The authorities consider that, as casinos do not provide certificates of winning
(i.e.adocumentary basisfor facilitating ML), the potential for their use in MLis mitigated.

257. The MoJ and the Chamber of Advocates consider real estate to present the main ML fisle
evaluation team also considers real estate to presentrelatively higher ML risk in light of the use of
cash, even thoughhe use of cash for the purchase of reabtate appears to be decreasindreal estate
agents appear not to be involved in the payment whether it is cash or not. Thattern of use of cash
between buyer and sellerseen by the agents met by the evaluation team differs markedi$ome of
the agentssuggested that the risk of real estate is close to zero or very low. These views are on the
basis that the market is small, that most of those undertaking transactions are Armenian and that
legal persons are rarely used for purchasing property. There do h@ppear to be any risk based
approaches to AML/CFT within the real estate sector. It was suggested that notaries check all the
AML/CFT requirements in practice. There is a poor understanding of the AML/CFT Law and
AML/CFT mitigating measures by the sector

258. Notaries are also involved with the real estate sector as their certification is required for the
transfer of property to be lawful. However, notaries appear not to be involved in the payment
whether or not it is cash.Notaries are considered as relatvely higher risk than lawyers as they give
advice on real estate transactions. Notaries met by the evaluation team had very limited knowledge
of AML/CFT risk and obligations and appeared to link risk to mismatches in prices.€ireal estate
being sold for too low a price). A significant proportion of notarial activity is linked to real estate
transactions. Individuals who are the buyers and sellers of property appear to be subject to some
CDD by estate agents and notaries; exanegl include identity documents and marriage certificates
and employment related documents. Sellers provide evidence of title to the property and a letter
from the Real EstateCadastre.Source of funds and source of wealth for purchasers and other
mitigating measures regarding enhanced due diligence do not appear to be taken.

76



259. The Armenian authorities consider the risk of lawyers to be low on the basis that lawyers do
not handle money or provide advice on transactions. Lawyers and advocates provide advice and
represent their customers in Court respectively. They do not participate in transactions and have
very limited AML/CFT knowledge and awareness of risk. Those met by the evaluation teaitn not
appear to profile their customers in practice although failure to understand clients is seen as a
source of risk. Foreign customers appear to be listed companies, which mitigates risk. Source of
funds is obtained by the firm met for transactions ovelUSD50,000 and comfort is taken from the
use of prime banks. The euaation team was advised that the legal community has a poor
understanding of the AML/CFT law, which suggests that risk and appropriate mitigating measures
are not in place. The further provision of information to the legal sector was suggested as being
necessary.

260. Accountants and auditors have a systematic approach to understanding the risks posed by
their customers, particularly from the perspective of laundering the proceeds of tax evasion. The
evaluation team was advised that particular attention is paido companies dealing with remittances,
commercial entities making transfers outside Armenia and specific sectors such as the construction
sector. Firms met by the evaluation team appeared to understand risk and respond to it by, for
example, requiring supporting documentation so as to understand the beneficial ownership of any

1 ACAl DPAOOGIT Oh OEA Al EAT 080 AAOEOEOEAO AT A OEA
261. Dealers in precious metals and stones in the business of refining diamonds recognise the risks
arising from the provenance of the diamonds and follow thé&imberley ProcessCut diamonds are
returned only to the customer, which has provided the diamonds for cutting. This process
constitutes significant risk mitigation. In addition, supporting information on the business and
financing of counterparties appears to be required by dealers in Armenia in order to support the
commencement of such business relationships. Other parts of the sector sell jewellery products to
Armenian residents, either retailers or othercustomers. The customers of those met by the team
appeared to be known to them over many years anthe rare transactions over AMD 300 thousand
(approximately EUR 540)are subject to identification of the customer through an independent
source. Cash is seeas a risk but is not used for transactions abovAMD 3 million (approximately
EUR 5,400);dealers met by the evaluation team were aware dhe legal requirementin the Law on
Cash Desk OperationsNevertheless, it appeared to the evaluation team that,sk is not fully
understood as the dealer sector is not seen as at risk of ML and that the application of mitigating
measures such as enhanced due diligence may therefore not take risk fully into account.

262. It is the view of the evaluation team that, altbugh there are exceptions, DNFBPs do not fully
understand the ML risks to which they are subject and only have some mitigating measures in place
commensurate with these risks As with financial institutions, the NRA does not appear to have been
incorporateA x EOEET $. &" 006 DI 1 EAAOS

Application of CDD and record keeping requirements

263. Application of CDD requirements is also contained in the section above on the mitigating
measures taken to address risk.

264. Meetings with the financial sector indicated a relativelyhigh level of awareness of their
customer due diligence and record keeping obligations. The FMC has provided guidelines, which are
available to all obligated entities. Awareness of such guidelines was found to be high.

265. Most of the interviewed financial institutions displayed good knowledge of identification and
verification requirements of the AML/CFT Law. Graduated approaches to CDD are undertaken by Fls
dependant on risk. The evaluation team was satisfied with the desgtions provided on the
identification and verification procedures which are applied to all customers and their
representatives, where applicable. All prospective customers, whether natural or legal persons, are
required to be physically present for verifcation purposes and have to complete an application form.
The very large majority of customers reside in Armenia. Customers are required to submit
documentation as part of the verification process. A description of the type of documents that are
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submitted was provided, which in all cases corresponded to the requirements provided in the law.
Documents are scrutinised and scanned into an automated filing system.

266. Beneficial ownership requirements are well understood by financial institutions. None of the
financial institutions interviewed had difficulties explaining the complexities that come with the
definition of beneficial ownership. It is widely understood that the ultimate natural person(s) behind
the legal person must be determined. Where legal persomse involved, financial institutions request
the customer to provide information on every level of the corporate structure down to the natural
person controlling the structure. Most stated that they rarely encounter customers that have a
complex ownership structure. Verification of identity measures include meeting the beneficial
owner, requiring provision of the founding documents of a company, registration information, other
documents linking the beneficial owner to the company, checking the origin of fds and wealth for
consistency with other beneficial ownership information, checking the economic activities of the
legal person are consistent with the beneficial ownership information.

267. The large majority of customers that are legal persons are registered Armenia and are
owned by Armenians. There appeared to be awareness of the measures to be applied if foreign legal
persons were to approach firms. Financial institutions were convincing in stating that they do not
enter into a business relationship withthe customer unless they understand the structure of the
customer and are able to identify the ultimate beneficial owners. They appear to have advanced risk
management practices in place and screening processes that include the identification of beneficia
owners. Persons acting on behalf of customers are also verifiedhich is also confirmed by the
findings of CBA inspections

268. The representatives of financial institutions appeared to apply adequate measures to
understand the purpose of a business relatio or transaction and the source of fund# a transaction.

It was stated that information on the source of funds is verified on the basis of reliable documents,
such as contracts (purchasesale, loan, rentaland service contract), invoices, customs declarations,

inheritance documents, etc. Most financial institutions request information on the source of funds as
part of their ongoing monitoring procedures.

269. Financial institutions monitor customer relationships on a1 on-going basis. Monitoring
arrangements vary across banks with some banks engaging in daily transaction monitoring by use of
triggers. In addition, the level of orgoing monitoring is dependent on risk For high risk
relationships the reporting entities are obliged to update collected data at least every six montffer
medium risk relationships annually and low risk every two years (one bank mentioning three years
as against the minimum standard of two years in Armenia). Ggoing monitoring in the larger banks

is conducted by the compliance unit. They explained how, based on the risk of a specific transaction
and filters embedded within the banking system, enquiries are sent to branches to clarify the origin
of the funds of the customer, the purpose of thtransaction, sector of activities that the customer is
engaged in and whether the customer has provided full and comprehensive information. In those
cases where the customer refuses to provide clarifications, depending on the circumstances, a STR
would be submitted to the FMC. In fact, cases where STRs were submitted to the FMC as a result of
monitoring appear to be the norm.

270. Reliance on third parties to undertake CDD is permitted but such relianaies not appear to

occur in practice (as indicated by th AOOET OEOEAO AT A OEA AOAI OAOCET 1T (
institutions) ; third parties are not used by banks. None of the institutions met esite reported that

they had placed reliance on another reporting entity for CDD purposes. In relation tiifficulties in

obtaining CDD, banks indicated that CDD must be complete to accept customer relationships and

that difficulties in obtaining information are simply timing issues or that there have been situations

where they have refused to accept customefsr failing to provide CDD.

271. Financial institutions met on site explained that generally records are kept longer than five
years after the termination of a business relationship or transaction. It was confirmed that they
maintain identification data, accaint files, business correspondence (transaction data, updated
information, SARs and CTRs, termination of the business relationship, etc.) and other relevant
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documents for at least for 5 years. Financial institutions also confirmed that data is available in
electronic databases, which permit a full and immediate reply to enquiries from thESD andFMC.
The FSD andFMC also confirmed that customer and transaction records are available on a timely
basis when a request is made. The CBA indicated that, as farrasord-keeping obligations are
concerned, no serious deficiencies were identified in the course of their inspections. None of the
competent authorities mentioned delays (or problems) in obtaining all relevant data and
information from financial institutio ns.

272. The only category of DNFBP which presented an adequate understanding of all CDD and
record-keeping requirements was the accountancy sector. The representatives met-site were
convincing in their explanations of how customers (both natural and legaBre categorised according

to risk, identified and their identity verified on the basis of official documentation. Procedures for the
identification and verification of beneficial owners are in place, which include updating information
whenever changes inbeneficial ownership occur. Information on the purpose and nature of the
business relationship is determined on the basis of information provided by the client, together with
supporting documentation. Particular attention is paid to how customers are finared. Business
relationships are monitored on an oRgoing basis.

273. Real estate agents, notaries and dealers in precious metals and stones were aware of the
identification and verification requirements in the law and appeared to apply them adequately to
natural persons. For instance, real estate agents explained how they would require the production of
official identification documentation and other information about the person (e.g. employment
related information) when contact is initially made with the custorrer. This was also confirmed by
notaries, who adopt a similar approach andreference was made to checks at the State Regisiar
connection with customers that are legal persors. There was no real understanding of beneficial
ownership requirements (in this context, it should be noted that most property purchase is
undertaken by natural persons). Additionally, none appeared to apply any measures to understand
the source of funds and wealth of a transaction or other enhanced measures, which is of particular
concern, given the level of use of cash in Armenia. Overall, awareness of CDD aobligations, other than
the identification and verification of identity of a natural person, appeared to be limited.

274. The casinos met by the evaluation team have CDD measures iaga, which mainly consist in

requiring the customer to produce an identification document before being permitted to enter the

casino. Once within the premises of the casino, customer activity is closely monitored, mainly as part

I £ OEA AAOCEAE® DIEAUWDA EANTAROMDOAOG8 &1 O AgAi bl Ah OEA
that is exchanged for chips and whether players collude with each other to the detriment of the
casino.The same approach is applied by-easinos using software. Casinos confirmedhat certificates

of winnings are not provided. Additionally, they do not deposit any winnings directly into a
AOOOT I AOGO AAAT O1 68 #AOETT O AT 110 OAAI ;@nbre OANOGA
generally, enhanced due diligence measures do n@ppear to be applied

275. Lawyers have very limited awareness of even the simpler CDD requirements and do not
understand the AML/CFT Law and its obligations.

276. DNFBPs were aware that they are required to maintain records for 5 years.
Application of EDD orgecific measures

277. 2.3% of customers are graded by banks as high risk customers. Few banks indicated that they
have business relationships with foreign PERsand the CBA confirms that foreign PEPs are very rare

in the financial system (mainly comprising highlevel staff of foreign embassies, foreign state
companies operating in Armenia orother persons otherwise demonstratinga reasonable nexus to

the country). The number of domestic PEPs is limited. Banks subject PEPs to enhanced due diligence
in line with the FATF StandardsApplication forms invite confirmation of whether or not the
customer is a PEP or a family member or close associate of a PEP and advise customers that they
should inform the bank if they become a PEP or a close associate or family memaiea later stage; it

was suggested that the latest banks would ascertain a change of status to a PEP in practice would be
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when undertaking their ongoing due diligence for high risk customers. There is also use of the
internet, third party IT screening tools and local knowledge to identify PEPdt appeared that banks
would ascertain a change of status (including at the beneficial ownership level) in a timely way. A
few banks seek confirmation of whether individuals are local PEPs.

278. Domestic customers are dminant in other FIs met by the evaluation team; in a few cases
there appeared to be a lack of systematic process to identify foreign PEPRis might be attributable
to the very small number of foreign PEPs using Armenia and using the banking system ratltlean
any other service provider. Foreign customers outside the banking sector are very rare.

279. Use of DNFBPs by foreign PEPs is very rare; domestic customers comprise the vast majority of
the customer base of DNFBPs but some customers are internation@f those DNFBPs met by the
evaluation team, only casinos appear to have had foreign PEPs as customers. Casinos responded to
guestions by confirming that they had checked whether individuals are PEPs by asking if they are on
an official trip to Armenia or byasking customer group leaders for information.

280. Awareness and compliance with the standards on correspondent banking appear to be
satisfactory. The quality of potential correspondent banks is assessed and potential correspondents
have been rejected. Corrgmondent banking arrangements have not been established with shell
banks. Correspondent banks are subject to periodic reviews.

281. With regard to new technologies there is some internet banking activity, including banking
through mobile telephones. The risks Ave been dealt with by requiring any person wishing to
establish an internet account or to use mobile banking to meet bank officials fae®-face. The
assessment of risks arising from new products and services is covered by procedurése economic
difficulties faced by Armenia mean that products and services outside internet banking are simple.

282. There appears to be a good level of compliance with wire transfer requirements, including the
requirements for beneficiary information (although the CBA hagddentified a very few cases where
relevant fields of payment instructions had not been completed with subsequent remedial actionin

a timely manner). Wire transfer systems are automated and all persons involved in a transaction are
processed through the FMC algorithm related to UNSC resolutions. Checks are undertaken on
whether all necessary information is included on incoming transferdn addition, attention is paid to
the beneficiary by banks when considering the risks of transactions.

283. With regard to measures in relation to targeted financial sanctions for FT there was reliance

on ascertaining whether persons are listed underapplicable UNSCR (and relevant successor

OAOI 1 OOET 1 68 4EAOA EAOA AAAT A EAx Odhfoddbybi OEOI
Armenia. Banks were aware of changes to designations. There was widespread knowledge by
financial institutions and DNFBPs generally about the importance of checking customers against the

lists and doing so in practice. This is made easier blgd dominance of Armenian residents within the

customer base of reporting entities.

284. There was awareness by banks of the FATF lists of countries which insufficiently or do not
apply FATF Recommendations. A few banks have -deked by exiting all relationships with
customers from some countries in the wider region and by not accepting new customers from these
countries. Casinos are aware of the FATF lists and match the nationality of customers against the
countries on these lists.

Reporting obligations ad tipping off

285. All STRs filed relate to suspicion of ML. No STRs have been made in connection with FT.
Amongst Fls there was knowledge of the typologies issued by the FMC.

286. It is mandatory for reporting entities to make STRs electronically to the FMC. Supised
reporting entities (i .e. financial institutions) make reports in this way. However, DNFBPs may submit
reports in hard copy.
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287. Reports originate exclusively from the financial sector (sethe table below). The vast majority

of STRs are made by banksQi EO OOAT AAOA &£ O AAT EOS8 OOAEE O C
suspicion for review by the internal monitoring unit or senior staff responsible for AML/CFT in the

bank before a final decision is made on whether or not to file a STR with the FMC.

288. The Armenian authorities have not analysed to what extent Fls (including patterns between
peer groups within the banking sector) and DNFBPs are meeting their reporting obligations and
what conclusions and actions might be drawn from this. The FMC considetisat the pattern of
reporting by Fls is consistent with the size, materiality and risk of the various FI sectorBanks hold
90% of the market share and over 99.9% of STRs are submitted by them. Banks may be
underreporting since insufficient attention may be given to suspicions which are not in pralefined
indicators. The evaluation team expected to see a better STR output from payment and settlement
institutions (MVTS) given the risks associated with this sector.

289. No STRs have been submitted by DNFBPs. 8 not consistent with the risks (set out under
I01) emanating from the real estate, notary and casino sectors in particular. The LEAS metsite
referred to the investment of proceeds of crime into real estate as one of the preferred forms of ML
in Armenia. There are also significant gaps in CDPpother than identification and verification of
identity z in relation to the real estate sector and notaries. The absence of STRs from casinos raises
concerns in light of the high level of cash within the ecomoy. Notaries have some involvement with
real estate transactions. This alone would suggest STRs might be made by notaries. The Armenian
authorities are of the view that the absence of STRs by DNFBPs is the result of the low levels of
inherent risks and the lack of awareness and resource by DNFBPShis lack of awareness was
particularly apparent to the evaluation team in the real estate and notary sectors. It was suggested
that legal privilege applies in relation to advocates and that lawyers provide onlynhited advice (i.e.
there are limited situations in which they might make STRs) and that these factors account for the
lack of STRs. DPMS are not permitted to conclude transactions abo¥éD 300 thousand
(approximately EUR 540) for oneoff cash payments ad AMD 3 million (approximately EUR 5,400)

for the cumulative value of all cash payments within a ormonth period z this was suggested as
explaining the lack of reports by such businesses.

290. FIs may be overlooking certain suspicious transactions and/or busess activities due to

potential overreliance on typologies and predefined indicators issued by the FMC. The FMC has

been proactive in guiding reporting entities in complying with their reporting obligations. Fls
demonstrated some awareness in thigespect. However, some reporting entities stated that they

i AETT U AEAAE xEAOEAO OEAEO AOQOOI I AOOS OOAT OAAOQET
published by the FMC. As a result, the FMC may not be receiving information on some suspicious
transactions and business activitiesThe FMC indicated that 20 to 25% of the STRs do not match

with any pre-defined indicators of suspicious conduct or typologies issued by the FMID. its view

this is a clear indication that reporting entities report any cowuct which is suspicious.

291. Turning to FT, the Armenian authorities consider that there is understanding of the obligation
to report FT on the basis that reporting is linked to UN listsapplicable indicators and typologies of
suspicious activity, and that banks and others understand their obligations in relation to the lists.
However, the evaluation team considers that the view that FT risk ipredominantly linked to
persons on the listsmay be indicative ofa lack of more advancedunderstanding of the obligation to
report FT. No internal reports of suspicion have included reference to FT.

292. The Armenian authorities advised that sanctions have been applied fdviL-related non-
reporting by Fls (althoughseparatestatistics are not available).

293. The quality of STRshas improved. Around 6% of STRs relate to attempted transactiong.he
automatic rejection rate of reports submitted electronically is very low. The FMC considers that
banks provide good quality STRs although there is some room for improvement, for exampte
relation to the inclusion of information on suspectedpredicate offences.There is a gap, although it
does not appear to be significant, between the quality of reports which have been made and the
guality desired by the FMC.
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2010 2011 2012 2013 2014 TOTAL
STRs from NU
reporting enti ties Numb Value Numb Value Numb Value Numb Value mb Value Numb Value
er er er er er er
1 Banks 427 3902 182 5282 189 2900 196 100(;1 209 | 7598 | 1203 30088
Nor-bank Fs | o 0 2 0 3 74 0 0 1| o 6 74
2 | including
2.1 | Central Depositary 0 0 2 0 2 72 0 0 0 0 4 72
2.2 | Credit Organizations 0 0 0 0 1 2 0 0 1 0 2 2
3 | DNFBPs 0 0 0 0 0 0 0 0 0 0 0 0
Other — reporting | 0 2 0 0 0 1 0 0 0 7 0
4 | entities, including
4.1 | State Register 4 0 2 0 0 0 0 0 0 0 6 0
gther CBAl o 0 0 0 0 0 1 0 o | o 1 0
42 epartments

* All values are in million Armenian drams the Euro equivalentcan be achieved by usinghe average annual EUR/
AMD exchange rate at 496 in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014

294. There have beemo issues in connection with tipping off Financial institutions were familiar
with the legal requirement in relation to tipping off although not all of them had procedures to
reflect this requirement. Protection from tipping off includes the requirement br internal reports of
suspicion to be provided to internal monitoring unit staff, therefore divorcing relationship managers
from knowledge of whether or not a STR has been issug@enerally, training within institutions also
appears to include tipping off and the CBA and FMC include reference to tipping off in their own
seminars. Prevention of tipping off in the DNFBP sectors appears to centre on safeguards on
information so that STR information is secure and on training from the CBA and FMC in relatian t
tipping off.

Internal controls and legal/regulatory requirements impending implementation

295. There is a good level of commitment at board level by banks to AML/CFT with consideration
by boards of the effectiveness of AML/CFT measures.

296. Competence requiremats for staff within banks, including training requirements, have
increased during the last few years. This has improved AML/CFT capacity and there does not appear
to be any lack of resources devoted to AML/CFT. It is routine for staff to be screened thgbu
interview, the holding of educational and professional requirements and the taking of referenceas
well as ascertainingwhether or not staff haveclean criminal recordsby obtaining a certificate from
the Police Higher standards attach to members afompliance departments. Not surprisingly, banks
have the ability to recruit the highest quality staff within the financial sector. All banks had internal
monitoring units, which monitor compliance with AML/CFT. They appear to be adequately staffed
both in terms of quality and quantity with the larger banks having commensurately larger
departments. The most senior officer responsible for compliance is appointed at senior management
level. These officers must pass a qualification exam set by the CBA beforedenaking their
functions. The CBA has prevented individuals from taking up appointments as a result of the exam
(and also from interviews it has held).

297. Banks have procedures in place and have established annual internal audit programmes,
which include branches (there are no subsidiaries). The evaluation team noted a few examples of
internal audit review by banks of greater than annual frequency (for example, quarterly or six
monthly reviews). No significant problems in the internal audit findings were adised to the
evaluation team.

298. Training programmes are embedded within banks with a combination of training for newly
recruited staff within three months of their appointment and at least annual training.Training is a
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combination of the cascading of informtion within the bank, elearning, group training, third party
providers and seminars by the CBA.

299. Other financial institutions demonstrate some of the same general characteristics in relation
to internal controls although to a lesser degree compared withdnks.

300. Independent entrepreneurs (who are, for example, active in the currency exchange house
sector) do not appear to have established controls such as procedures and with reference to training
by the currency exchange sector in particular, rely on traimg by the CBASenior management
commitment, internal monitoring units, internal audit functions and procedures manuals are in place
in non-bank financial institutions and appear to be effective (bearing in mind financial institutions
outside the banking fctor consider their ML/FT risk profiles to be low). Internal audits appear to be
on an annual basisThe quantity and quality of staff generally appear to be satisfactory for the risks
presented by the businesses. Staff are subject to screening througheirviews and the taking of
references.Compliance staff are subject to Police checks on whether or they have criminal records
and the senior officer is subject to examination by the CBArofessional qualifications are less
commonly held by staff in nonbank financial institutions. These institutions are aware of the
training requirements and rely to a large extent on training provided by the CBA.

301. Nevertheless, overall, financial institutions still have differing interpretations of what
constitutes satisfactory levels of controls and training and a few of them, including a small number of
banks and currency exchange houses, still need to make improvementse CBA will be taking steps
as it moves towards risk based AML/CFT supervision to address these wesdsses specifically by
means of introducing an elearning system comprising reading material, quiz and seliesting
guestions and, at a later stage, audio and video aids

302. The majority of DNFBPs are sole practitioners. They do not have any branches or sidiaries.

The low level of resource of DNFBPs agreed by the FMC is described above in the context of
awareness and reporting of suspicionA number of the DNFBPs met by the evaluation team were
covered by the exclusion in the AML/CFT Law that small firm&eed not have internal audit
functions. The accountancy, audit and legal firms, together with the casinos, met by the evaluation
team have AML/CFT procedures. Staff training is generally by -lmouse training and FMC/CBA
seminars. Casinos have internal autli. The issue of understanding in the legal profession will need

to be addressed.

303. There are no legal or regulatory requirements which impede the implementation of internal
controls and procedures to ensure compliance with AML/CFT requirementsThe only financial
institutions within groups are banks. Only branch structures have been establishedlhere are no
legal or regulatory difficulties in the transfer of customer and other CDD information between group
entities either for internal audit or internal control purposes.During its on-site inspections he CBA
promotes the need fora good flow of information between branches and head office for internal
audit and other relevant purposes.There is no secrecy legislation preventing such transfersf
informati on.

Overall conclusions on Immediate Outcome 4

304. In considering the effectiveness of the AML/CFT framework for the purposes of this 10,
particular weight is given to the materiality and risk within the banking sector. Most risk appears to
reside within the banking sector, which is the most significant sector in Armenia, from an AML/CFT
perspective. The evaluation team has also considered the effectiveness of other Fls and of DNFBPs
given the gaps in understanding risk and in AML/CFT countermeasures beyond tldentification

and verification of individuals, particularly in relation to real estate agentsand notaries. The wider
context of ML and FT risk reflected in 101 has also been considereiticluding the analysis by
Armenia referred to in Paragraphs 16 to 19 that FT risk is very low,

305. Banks and other financial institutions have a good understanding of the risks which apply to
them according to the FATFStandardsand the high risk relationships and features specified in the
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AML/CFT Law.However, while being avare of the threats and the vulnerability set out in the NRA,
this does not appear to have led to dormal change inthe internal policies and procedures
Mitigation measures are appropriate to the risk. Although there are exceptionsn particular
accountants, DNFBPs do not fully understand the ML risks to which they are subject and only have
some mitigating measures in place commensurate with these risks.

306. The application of adequate CDD measures (including enhanced CDD) by financial institutions
is good. DNFBPs verify the identity of their customers but there are there are significant gaps in
some DNFBP sectorsThese gaps are particularly important in the context of the cash purchase of
real estate.There are alsopartial deficiencies in relation to fordégn PEPs, although such customers
are very rare. There are no measures in relation to domestic PEPs although a few firms have
mitigating measures in relation to such PEPs.

307. The vast majority of STRs are made by the banking sector although the evaluationrteatill
has some concerns about the quality and quantity of STRs made by the sector. The evaluation team
also expected to see better STR output from MVTS and DNFBPs.

308. Internal control and training programmes across FIs are good although some improvement is
needed to bring them up to the level desired by the CBA. DNFBPs which are not sole practitioners
have internal procedures in place. However, this is not the case with respect to law firms.

309. In considering the rating for this outcome, the evaluation team ds considered a range of
contextual factors. Armenia is not a regional or an international finance centre and the asset
management and complex business relationships seen in such centres are not present in Armenia.
I O ATEABO AATT 11 U Eshéss ldvdldHave Eetluced And Tt i§ holused Ayforeign
investors to any significant degree. Personal asset holding companies do not appear to be used.
Nominee arrangements are not utilised and bearer securities are forbidden. Wealth management
services ae basic and private banking relationships are not presenComplex relationships are rare.
There appears to beno non-face to face busines®r reliance on third parties to undertake CDD.
Ninety-seven per cent of legal persons are owned by Armenians with most of the remainder being
owned byrepresentativesof the ArmenianDiaspora Foreign PEPs using Armenia are rar&here are
only 6 casinos remaining in Armenia, which are not large. In pctice, lawyers, notaries and
advocates, as well as real estate agents do not appear to engage in financial transactions or to have a
role in financial aspects of the FATHefined types of activities. There are limitations on the use of
cash by DPMS

310. All of these factors serve to mitigate risk not just to banks but to financial institutions and
DNFBPs more generally. In addition, the evaluation team is mindful of the magnitude of the banking
sector compared with other reporting entities.

311. Armenia shows a substantial level of effectiveness for Immediate Outcome 4.
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Key Findings and Recommended Actions

Key Findings

Armenia has an adequate and effective licensing regime for all financial institutions. Thelevant
department of the CBA (FSD)s well staffed and well trained andis provided with sufficient powers.

However, the riskbased approach to supervision of financial institutions needs to be developed. The

CBA has adequate procedures in place for imposing sanctions against fioil institutions and it
applies remedial actions against all kinds of financial institutions.

The DNFBP sector is almost completely neglectedith the exception of casinos and notariesThere

is a lack of risk awareness of all DNFBP supervisors as wa#l of the private sector. There are no

measures in place to prevent criminals and their associates from entering the DNFBP sector for

lawyers, real estate agents, dealers in precious stones, dealers in precious metals as wel
accountants. The new requements for fit & proper controls for casinos have yeto be implemented
in practice.

None of the DNFBP supervisors applies a riséensitive approach to supervision. The FMC has not

yet implemented a supervisory regime for the AML/CFT supervision of DNFBRsder its mandate
and the Chamber of Advocates has never conducted an-site inspedion. The sanctions regime for

as

DNFBPs is not effective. Remedial actions against DNFBPs are very rarely used in practice.
Additionally, the available actions and sanctions for AML/CFT violations of DNFBPs are limited and

not dissuasive.

The outreach to theprivate sector should be further developed. The CBAthe FMC together with the
FSDz promotes its understanding of MLFT risks and AML/CFT obligations through feedback
guidance and various training. However, additional sector specific training is needd for the private
sector as well as for some authorities.

Recommended Actions

72 The CBA should formally develop a riskbased approach to AML/CFTHoth on-site and off
site) supervision, which should be clearly articulated within a supervision manual.

72 During on-site inspections, the CBA should concentrate more on sample testimgaddition
to checking compliance with internal procedures and formal requirements.

72 The authorities should introduce requirements to prevent criminals and their associate
from holding, or being the beneficial owner of a significant or controlling interest or holding ¢
management function inthe following DNFBPs lawyers, accountants, real estate agents and deale
in precious metals and stones

72 An effective supervisory regime forlawyers, accountants, real estate agents and dealers
precious metals andstones shouldbe implemented and a risksensitive approach to supervision
should be applied for all types of DNFBPs

72 Sanctions should be avagble for the senior management and directors dDNFBPs (except
for casinos) other than those which are individual entrepreneurs.

72 The CBA should consider revising the existing guidelines as they are not tailored to t
specific needs of the Armenian repding entities. The authorities should provide more sector
specific and focused training, in particular for the DNFBP sector, in order to improve the level

—O

in

he

awareness and knowledge of the private sector with regard to AML/CET
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The relevant Immediate Outcane considered and assessed in this chapter is 103[he
recommendations relevant for the assessment of effectiveness under this section &86-28 & R.34
& 35.

Immediate Outcome 3 (Supervision)

Licensing, registration and controlgreventing criminals and asociate from entering the
market

312. Armenia has a comprehensive and robust licensing regime for all Core Principles financial
institutions and other financial institutions.
Shareholders

313. The acquisition of a significant participation in the statutory fundfor core principles financial
institutions is subject to a rigorous procedure. A person or related parties may acquire a S|gn|f|cant

DAOOEAEDPAOGET I ET A £ET AT AEAI ET OOEOOOETT60 OOAOO

with the consent of he CBA. The acquisition of a significant participation without the consent of the
CBA is void and null.

314. Applicants are required to submit to the CBA a declaration that no other person will acquire

an indirect significant participation through the applican © 1T x1 DAOOEAEDAOEI 1 8
case, the person is also required to submit documentation as specified by the CBA. An applicant is
also required to submit to the CBA sulfficient information which confirms the legality of the source of
funds to be invested in the institution and data on other entities (including name, location, financial
statements, data about the managers, data about parties holding the significant participation) within
which the applicant holds significant equity interests.

315. Persons residing or operating in an offshore territory or jurisdiction, including legal entities or
legal arrangements and related parties related may only acquire a participation in the statutory
capital of an institution (regardless of the extent of the paitipation) with the preliminary consent of
the CBA. The Board of the CBA prescribes the list of offshore territories or jurisdictions.

316. 4EA #" 180 PDPOAIEIETAOU AiTTOAT O EO OANOEOAA
participation in the statutory capital of the institution exceeds 10%, 20%, 50% and 75%,
respectively. An application is rejected where:

a) Theperson has a criminal record;

b) The person is interdicted by court from holding a position in financial, banking, tax,
customs, commercial, economic, ortber law areas;

c) Theperson is adjudicated bankrupt and has outstanding liabilities;

d) Previous actions of the person have resulted in the bankruptcy of a bank or of another
person;

e) Actions of the person or persons may have resulted in the bankruptcy or detration of
the financial situation or diminished its reputation or business credibility;

f) The person does not submit sufficient and complete grounds of legality of the source of the
funds to be invested in the financial institution;

g) Falseor unconvincing data is included in the documents or information submitted to the
CBA.

Managers

317. The list of managers of core principles financial institutions includes the supervisory board,
executive director (executive board), his (her) deputies, chief accountant and shi(her) deputy,
internal audit, certified actuary, heads of territorial and structural subdivisions (heads of
department, division, unit), as well as employees having a direct link to the main activities of the
86
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bank, or operating under the immediate superision of its executive director, or having any influence
on decisionmaking process in the managing bodies.

318. The CBA shall refuse to appoint a person as a manager in a financial institution, if the person:

a) Hasa criminal record;

b) Is interdicted by the court from holding a position in financial, banking, tax, customs,
commercial, economic, or other law areas;

c) Isadjudicated bankrupt and has outstanding liabilities;

d) His qualifications and professional integrity do not comply with the criteria determined by
the CBA;

e) Actions of the person or persons may have resulted in the bankruptcy or deterioration of
the financial situation or diminished its reputation or business credibility;

f) Isengaged in a criminal case as a suspect, defendant or accused.

319. The CBA has a predure in place for the assessment of qualifications and criteria for the
verification of professional integrity. All the managers (except the heads of structural subdivisions)
are required to get a certificate of qualification (from CBA or another instittion) and pass the
registration process including an interview with the Licensing and Supervision Committee

320. In practice, the CBA conducts detailed checks on the beneficial owners and managers,
including checks on their criminal records and the origin ofdnds. The relevant information is kept
up-to-date, which is ensured in practice by a requirement to submit periodic notifications, regular
checks during onsite inspections and inspections of annual reports submitted by the FIs. The CBA
has referred to cags (credit organisations and pawnshops) where licensing applications were
OAEAAOAA AO A OAOOI O 1T &£ OEA ADPDPI EAAT 060 £AEI OOA
legislative powers to prevent criminals and their associates from involvement irmoney exchange
offices, PSOsand insurance intermediaries are limited, in practice the CBA applies the same
measures for all financial institutions falling under its responsibility in accordance with an internal
regulation. Based on information received during the on-site visit from the authorities and the
private sector, the evaluation team concluded that there are no unlicensed MVTS operating in
Armenia.

321. There are almost no measures in place to prevent criminals and their associates from holding,
or being the beneficial owner of a significant or controlling interest or holding a management
function in DNFBR such as real estate agents, dealers in precious metals and stones, lawyers and
accountants At the time of the onsite visit, the fit and proper reguirements for casinos were subject
to a transitional period (which expired in May 2015). At the time, the MoF had still not received
relevant information and documents (e.g. criminal records) on the beneficial owners and managers
of the existing casinos. Fuhermore, the deficiencies in the supervisory regime of DNFBPs have not
been completely addressed in the recently approved Action Plan, which only includes actions in
relation to real estate agents and dealers in precious stones and metals. The evaluatieam noted
that the authorities are not in possession okxact figures on the number ofcertain persons and
entities operating within the DNFBPsector (e.g. the lawyers, real estate agents, dealers in precious
metals and stones) It is therefore doubtful whether the authorities are in a position to implement an
effective supervisory strategy for the time beingg.

68 In relation to this, the authorities advised that since July 2015, the FMC has launched a DNFBP register integrated into its
Automated Case Management System and implementing the requirements of the Rules for Registration of Reporting
Entities adopted earlier. The register enables to, in addition of rascertaining the status of DNFBPs supervised by the MoF,
the MoJ and the Chambyeof Advocates, identify those DNFBPs supervised by the FMC (i.e. realtors, lawyers, dealers in
precious metals and stones) and enforce their registration with the FMC thus establishing a framework for further
supervisory action, as necessary.

87



3 O b A O Ol@stadding an®identification of MLFT risks

322. The understanding of ML/FT risks by the CBA with respect to financial institutions limited.

The Financial Supervision Department of theCBA relies on the results of the NRAnd its close
cooperation with the Financial Monitoring Center.The understanding of risks ismainly focused on

the size of the financial sectar also limited useof STR reporting and other relevant information
provided by the FMC was notedConsideration of dgher relevant factors, such as specific client or
product risks emanating from different sectors or individual institutions is not documented In its
consideration of risk, the CBA predominantly focuses on banks. While banks are materially the most
significant sector in the Armenian financial sector, PSOs and money exchange offices are also at risk
of being misused for ML/FT purposes although they generally cary out low-volume transactions

(on averageEUR80-100 per transaction). This is notdocumentedET  OEA #" 1 80 OEOE Ol /
practice, all banks are categorised agosing the same lpw) risk and afforded the same supervisory
treatment. According to he FSD, this approach flows from the fact that all banks conduct more or
less the samebusiness Information on the customerbase of each individual institution is not
demonstrably taken into account Overall, supervisory practices and processes of the CB#hile
guite comprehensive in terms of prudential supervision, appear to apply a rulbased approach by
examining all risksz including those related to ML/FTz with similar scope and depth.

323. There is a lack of awareness and understanding of risks by DNF8lpervisors, although some

of them have manuals and guidelines for the application of the riskiased approachWhereassome
categories of DNFBPs are rated as posingralatively higher risk in the NRA, the sector has not
received sufficient attention by the authorities. The evaluation team is of the view that the DNFBP
sector could serve as an additional safeguard to mitigate the existing risks posed by, for instance,
corruption, the shadow economy and the widespread use of cash. The absence of an appropriate risk
understanding of the sector is further intensified by thelack of exactinformation on market
participants and a lack of knowledge on AMCFT matters by the representatives of the MoJ, the
MoF and the Chamber of Advocates.

Riskbased supervision of compliance wikiML/CFT requirements

324. The CBA conducts comprehensive prudential supervision of financial institutions, in
particular the banking sector. AML/CFT supervision formspart of the prudential inspections. The
risk factors which are taken into consideration for setting up the annual inspection plan are mainly
based on prudential information. The FSD develops the annual inspection plan in-aperation with
the FMC. The CBfakes into consideration the number of STRs submitted by an institution as well as
other relevant information received by the FMC. It also takes into account the findings of previous
inspections.

325. Off-site reporting of all financial institutions covers prudential issues exclusively. The CBA
stated that prudential information received through the oftsite inspection process is also relevant
for AML/CFT supervision, such as for example significant changes in the turnover of an institution.
However, in practice, such information has never resulted in any AML/CFielated measures or
inspections being undertaken. Furthermore, no institutionspecific information, which could ensure
effective AML/CFT supervision, is received through ofite reporting.

326. The risk-sensitive approach to supervision is not reflected in the inspection cycle. As all banks

are considered to posethe same (ow) risk, there is no difference in the frequency of AML/CFT
inspections. This was confirmed by private sector participants met osite. Banks are inspected on a
three-year cycle and money exchange offices on a biannual cycle. The same applies to all other types

of financial institutions - there is no difference in the inspection cycle within each category of Fls.

Details on the number @ inspections carried out by the CBA annually are set out the table below.

The CBA conducts management discussions with banks to clarify any emerging uncertainties with
OAOPAAO OI AATEOS ! -, 7T#&4 DOI COAI T AOh xEthdsed OAO
discussions have always been sufficient to clarify open issues without the need for conducting an
additional on-site examination.
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327. There is no difference in the intensity of orsite inspections. AML/CFT inspections form a part

I £ OEA O 1RM IEARXODBARIOED T O6h xEEAE Al OAO PDOOAAT GEA
a full scope AML/CFT inspection is conducted whenever a complex inspection is carried out.
However, the complex inspection does not focus on the specific risks of an institution gector. The

CBA uses a comprehensive questionnaire for esite examinations which covers all relevant areas of

the AML/CFT requirements. The questionnaire does not take into account institutieapecific

aspects, such as for example the customer baseg number of clients within the different risk

categories or the type of products/services which are offered etc.

328. The CBA did not demonstrate that it adopts a riskensitive approach when it conducts sample
testing. The CBA selects more or less the same number of samples (around 150 samples) for all
banks, regardless of the client structure or other institutionspecific risks. The size of an institution,
particularly assets under management or the number of clients, does not have an impact on the
number of tested samples. This was confirmed during the esite interviews. The length of time of an
on-site visit dedicated to AML/CFT issues isroughly the same for all institutions within each
category of Fls. On average the duration of an AKCFT inspection was estimated to be between two
weeks to one month. Generally, two staff members focus exclusively on the AML/CFT-site
guestionnaire. There is no notable difference in the csite inspections of other types of financial
institutions.

329. $O00ET C Al ET OPAAOEIT 1T h OE A-site uediiddnaibe@idithd termakEl A O O
procedures of the institution, followed by sample testing which does not demonstrably take into

account the risk profile of the institution. It is the view of the evaluation team that given the large

number of file that are inspected within therelatively short period of time which is available, ample

testing needs to be enhanced by introducing specific guidance on forming samples within each risk
category.

330. In addition to complex inspections, the CBA also conducts targeted inspections of some
institutions. Targeted inspections focus on specific fgics and may also cover AML/CFTelated

issues. The authorities referred to a recent round of targeted inspections which focused on the
AgAi ET AGETT 1T &£ &)60 EI DI AI AT OAOCEIT 1T &£ OAOOI OEOO
targeted inspections wee carried out on bank accounts with a large turnover. Targeted inspections

unless aimed at ascertaining the situation in a certain topic (e.g. implementation of UNSCR not

carried out in all institutions. The inspected institutions are selectedn the basis of the principle

cxEAT AGAO T AAAOOAOU AT A OAIlI AOGAT 06

331. The DNFBP supervisors do not apply a riskased approach to supervision. According to the
Law on Inspections, the MoF and the MoJ are required to apply a Hsknsitive approach to
supervision, taking into account the industry risks etc. However, this is not done in practice, as
confirmed by the private sector entities met onsite. Neither the MoJ nor the MoF could demonstrate
the application of a riskbased approach to supervision. The inspectioplanning process for casinos,
for instance does not consider information about the individual supervised entities. Examinations of
the MoF and the MoJ are based on a checklist approved by the respective Ministry and which cannot
be extended or amended omn individual basis.

332. The scope of the DNFBP inspections carried out by the MoF and the MoJ does not vary
according to the entity being inspected. AML/CFT issues are considered on a very limited basis
during the on-site inspections of notaries. Excerpts ahspection reports, examined by the evaluation
team, support these conclusions. There is no AML/CFT «ite inspection process.

333. The Chamber of Advocates is not required to conduct riskased supervision since the Law on
Inspections does not apply to theChamber of Advocates. In the period under review, the Chamber of
Advocates had not conducted any AML/CFT inspections. AML/CFT -sfte inspection process is not
carried out. The evaluation team noted a lack of knowledge and understanding of ML/FT risk the
Chamber.The authorities believe that in practice the legal privilege applies to the activities of the
advocates supervised by the Chamber; therefore, little need is seen for advanced supervisory
measures in relation to them.
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334. In October 2014, the FMC was designated as the supervisor for real estate agents, dealers in
precious stones and metals, accountants, TCSPs, lawyers and law firms. The FMC has not
implemented a supervisory regime for these categories of DNFBPs yet. No staff has been dedicated to
AML/CFT supervision of DNFBPsand there is no guidance or manuals on the supervisory function

of the FMC.Before October 2014 there was no supervisory system in place for these types of
DNFBPs

AML/CFT on-site examinations (complex inspections including an AML/CFT component)

Type of FI/DNFBP 2010 2011 2012 2013 2014
Banks 7 (21)60 7(22) 5 (22) 5 (22) 4 (22)
Credit organizations 6 (32) 6 (32) 5 (32) 7 (33) 5 (32)
Investment companies 4 (8) 4 (8) 4 (9) 3(8) 4 (8)
Insurance companies 4 (10) 370(8) 3(7) 4 (9) 2(8)
PSOs 0(12) 0(11) 1(7) 2(7) 1(7)
Pawnshops 63 (128) 40 (137) 63 (143) 30 (141) 37 (136)
Currency exchangeoffices 258 (303) 121 (298) 141 (290) 111 (275) 259 (267)
Casinos 78 (100) 100 (93) 92 (83) 86 (79) 6 (6)
Real estate agents 0(260) 0 (-71) 0() 0() 0()
Dealers in precious metals 0() 0() 0() 0() 0()
Dealers in precious stones 0 (18) 0 (19) 0(21) 0 (16) 0(21)
Lawyers &law firms 0(-)7 0(-) 0() 0() 0()
Advocates 0 (884) 0 (1014) 0 (1130) 0 (1357) 0(1434)
Notaries 0 (88) 5 (77) 0 (83) 3 (96) 3 (101)
Accountants 0 (369) 0 (510) 0 (576) 0 (622) 0 (609)

Targeted AML/CFT on -site examinations of banks

Year 2010 2011 2012 2013 2014

Targeted inspections ofbanks 6 3 5 4 10

Remedial actionsnd effective proportionate, and dissuasive sanctions

335. The CBA applies remedial actions and sanctions for naompliance with AML/CFT
requirements against all types of financial institutions (seehe table below). Remedial actions and
sanctions in regard toAML/CFT violations are very rarely used by DNFBP supervisors.

336. The CBAapplies proportionate sanctions. It has adequate procedures in place for imposing
sanctions.The LD receives input from the FSD and the FMC before sending a proposal to the @BA
Licensing and Control# 1 | I EOOET 18 4EAOA EO Al ET OAOT Al OAAC
Ai 1T OEOOAT O AppPOiT AAE ET OEA xAU OEA #"1! EI BPI OAO O
required for the imposition of a sanction. Sanctions have been imposed on edltegories of financial

69 In brackets = number of licensed/registered entities

70 Due to the introduction of the motor vehicle insurance in 2011

71 Deregulation in 2010z since then no centralized register is maintained on the number of real estate agents

72 No licensing requirementfor the professional activity of lawyers; therefore no centralized register is maintained on the
number of lawyers/law firms
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institutions. Violations by Fls are mainly related to formalrequirements and internal procedures
which invariably contain provisions on the implementation of legislatively defined AML/CFT
requirements. Based on information receied by the FSDthe breaches generally relate to inadequate
implementation of the requirements in the AML/CFT Law, in particular concerning the updating of
internal regulations and procedures; deficiencies in documenting results and conclusions of
analyses;the identification of customers in cases of occasional transactions above the threshold; the
recognition and the reporting of suspicious transactions and business relationships; the submission
of regular reports to the highest management body and the orgésation of training for the
management and involved staff.

337. The evaluation team is of the view that the full range of available sanctions, including the
power to suspend or revoke licenses for financial institutions seems to be adequate. However, it was
noted positively, that the CBA referred to cases where licences of money exchange offices and
pawnshops were revoked and suspended due to serious failures in complying with AML/CFT
requirements. While the CBA is empowered to impose sanctions on senior maeagent and
directors, it has never done so in practice.

338. The available remedial actions and sanctions for nenompliance with AML/CFT requirements

of DNFBPsare neither dissuasive nor effective. Sanctions for DNFBPs have been used very rarely.
The range ofavailable fines for breaches of the AML/CFT Law varies between appimately EUR
400-1,200 for DNFBPs (for legal as well as natural personshhis has to becompared to the average
monthly salary in Armenia, which isAMD 146,524 EUR 26573 and especially wth the average
monthly salary of a compliance officer of a bank which is apprimately EUR1,000. There is no legal
basis to impose sanctions against managers and/or directors of DNFBRcept for casinos) other
than those which are individual entreprenairs and to revoke or suspend licences. No sanctions have
ever been imposed against real estate agents, dealers in precious stones, dealers in precious metals,
lawyers, advocates, notariesand accountants. Furthermore, the imposed sanctions against casinos,
organisers of games of chance and auditors are negligible.

Overview of remedial actions and sanctions of all supervisors

Type of FI/DNFBP 2010 2011 2012 2013 2014
Banks 51 72 48 19 34
Warning 29 54 26 14 24
Fines (number) 22 18 22 5 10
Fines (amount in AMD) 3,050,000 900,000 600,000 100,000 1,200,000
Fines(EUR equivalent) 6,149 1,735 1,162 184 2,174
Fines average (EUR equivalent) 280 96 53 37 217
Credit Organizations 2 10 26 8 18
Warning 1 3 9 2 -
Fines (number) 1 7 17 6 18
Fines (amount in AMD) 150,000 200,000 300,000 100,000 300,000
Fines (EUR equivalent) 302 386 581 184 543
Fines, average (EUR equivalent) 302 55 34 31 30
Insurance Companies 4 - 14 9 6
Warning 4 - 14 9 6
Investment Companies 4 - 14 9 6
Warning 1 12 - - 2
Fines (number) 1 - - - -
Fines (amount in AMD) 50,000 - - - -
Fines(EUR equivalent) 101 - - - -
Fines average (EUR equivalent) 101 - - - -
Pawnshops 67 98 103 42 56
Warning 41 73 61 29 40
Fines (number) 25 25 40 12 34
Fines (amount in AMD) 5,250,000 1,100,000 2,900,000 2,200,000 5,750,000
Fines(EUR equivalent) 10,585 2,121 5,616 4,043 10,415
Fines average (EUR equivalent) 423 85 140 337 306
Revocation of license 1 - - - -
Suspension of license - - 2 1 -

732014 NRA (page 26, para 88)
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PSOs - - 8
Warning - - 4
Fines (number) - - 4
Fines (amount in AMD) - - 250,000

Fines(EUR equivalent) - - 453

Fines average (EUR equivalent) - - - - 113
Money exchange offices 8 4 15 6 6
Warning 6 4 12 4 4
Fines (number) 1 - 1 1 2
Fines (amount in AMD) 2,000,000 2,000,000 2,000,000 4,000,000

Fines(EUR equivalent) 4,032 3,873 3,676 7,245

Fines average (EUR equivalent) 4,032 3,873 3,676 3,623
Revocation of license 1 - - - -
Suspension of license - - 2 1 -
Casinos™ - 31 39 9 1
Organizer of games of Chance - 22 37 6 41

* Euro equivalent of the relevant fines has been calculated on the basis of average annual EUR/ AMD exchange rate at 496
in 2010, 519 in 2011, 516 in 2012, 544 in 2013, and 552 in 2014.

Impact of supervisory actions on compliance

339. The feedback received fronsome of the financial institutions met onsite indicated that the
private sector outreach and the remedial actions and sanctions taken by the CBA had to some extent
a positive effect on the compliance by the private sector. Furthermore, the targeted ingg®mns on

the compliance with FTand PFsanction lists obviously had a positive effect on the awareness of the
reporting entities. Moreover, the CBA is well regarded by the private sector and other supervisory
authorities.

340. Nevertheless, due to the absencef an effective supervisory regime foDNFBPs and the lack

of remedial actions and sanctions against DNFBPs, compliance by DNFBPs remains weak. No notable
progress has been made in this regard since the last assessment. The private sector interviews
clearly showed that the DNFBP supervisors play a very limited role in the area of AML/CFT
compliance

Promoting a clear understanding of AMLAT obligations and MLFTrisks

341. The CBA promotes the understanding of ML/FT risks and AML/CFT obligations to the private
sector through feedback and guidance. There ialmost no outreach to the private sector by the
DNFBP supervisors.

342. The FMC publishes AML/CFT relevant information and is in constant contact with the private
sector. It publishes annual reports, AML/CF¥elated court verdicts and the results of its strategic
analyses. The FSD meets with banksd other financial institutions on a regular basis. During these
meetings AML/CFT issues are also covered amongst other prudential topics. However, there are no
regular meetings with DNFBPs.

343. The FMC together with the FSD provides training to the private sectorfraining is provided at
least twice a year or whenever needed, such as, for instance, where the AML/CFT Law is amended.
However, there is a need for further secr-specific training. This was also mentioned during the
private sector interviews. The level of AML/CFT awareness and knowledge varies among the private
sector. There is in particular a significant gap regarding the AML/CFT awareness and knowledge of
DNFBPs and their supervisors.

344. Since the last assessment, the CBA has published various guidelines for financial institutions
and DNFBPs. The private sector involvement in drafting these new guidelines was limited to banks.
The Regulationon the Minimum AML/CFT Requirements which was published in October 2014, is
guite comprehensive and applies to all reporting entitiesThe FMC publishedguidance on freezing

74 No details available on the imposed sanctions of DNFBPs
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obligations as recommended in the 8 round MER shortly before the onsite visit (22 April 2015).
Therefore, it is not possible to judge the effectiveness of the new guidanc&he sectorspecific
guidelinesfor DNFBPdo not appear to be tailored to the needs dfifferent reporting entities.

345. The guidance does not focus on specific risks. For example, the risk of the DNFBP sector being
misused for ML/FT purposes, in particularthe potential risk for lawyers, advocates and real estate
agents, is not adequately covered. This is in turn reflecteid the lack of awareness by the private
sector.) O EO OEA AOOEIT OE OE A @évelopdsl And imdha&tukelstatlisloAthe NFBP E A
professions such as real estate intermediation, precious metals and stones dealership, social and
economic involvenent of lawyers, none of the DNFBP subject areas are material in the country.

Training provided to the private sector and other supervisors 75

Year 2011 2012 2013 2014
Numberof | 5 2 4 4
trainings (4 banks, 1 DNFBPs/ (1 Fls, 1 DNFBPs) (1 banks; 2 Fls, 1| (1FlIs;3 banks)
DNFBP supervisors) DNFBPs/ DNFBP|
supervisors)

Overall conclusions on Immediate OutcorBe

346. Armenia has an adequate and effective licensing regime for all financial institutions. The CBA
(FSD) is well staffed and well trained and is provided with sufficient powers. However, the risk
based approach to supervision of financial institutions needs tbe developed. The CBA has adequate
procedures in place for imposing sanctions and it applies remedial actions against financial
institutions.

347. The DNFBP sector is almost completely neglectedith the exception of casinos and notaries
There is a lack ofisk awareness of all DNFBP supervisors as well as of the private sector. There are
almost no measures in place to prevent criminals and their associates from entering the DNFBP
sector for lawyers, real estate agents, dealers in precious stones, dealergpiecious metals as well as
accountants The new requirements for fit & proper controls for casinos have ydb be implemented.
None of the DNFBP supervisors applies a risdensitive approach to supervision. The FMC has not
yet implemented a supervisory r@ime for the AML/CFT supervision of DNFBPsnder its mandate
and the Chamber of Advocates has never conducted an-site inspection. The sanctions regime for
DNFBPs is not effective. Remedial actions against DNFBPs are very rarely used in practice.
Additionally, the available actions and sanctions for AML/CFT violations of DNFBPs are very limited
and not dissuasive.

348. The outreach to the private sector needs to be enhanced. The CBAMC together with the
FSDz promotes its understanding of MLFT risks and AML/CFT obligations through feedback,
guidance and various training. However, the published guidance is only of a limited use and
additional and sector specific training is needed for the private sector as well as for some authorities.

349. Overall, Armenia shows a moderate level of effectiveness for Immediate Outcome 3.

75 Statistic based on the annual reports of the FMC
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Key Findings and Recommended Actions

Key Findings

All legal persons are required to be registered. Basic information is publicly availabland is,
therefore, transparent. Armenia uses a combination of mechanisms to ensure that information o
the beneficial ownership is accurate and uio-date. Authorities use existing information obtained by
banks in accordance with CDD requirements, in padular, and a beneficial ownership registry
maintained by the State Registelt appears that a combination of legal provisions and practice at th
State Registerand the Tax Administration means thatall legal persons must haveat least onebank
account, which is subject to CDD by the banking sectpmwhich means that beneficial ownership
information of all legal persons in Armenia is maintained by banksThe CBA assesses the adequa
of verification of beneficial ownership information by reporting entities while conducting on-site
examinations and checks whether it is adequate, accurate and current. Its sanctions framework

not wholly effective or dissuasive butz while there have been occasional gaps in relation tp

beneficial ownershipz none has been aignificant/systemic issue.

It is positive that rules have been introduced for beneficial ownership information to be provided ta

the State Register However, there is no formal mechanism for monitoring the adequacy, accuracy or

currency of this information and ensuring that information is provided to it There is also no
mechanism for checking whether changes of beneficial ownership information are provided to th
Register. The State Register has no powers of sanction.

Beneficial ownership information which is maintained by legal persons, theState Registey the
Central Depository andthe reporting entities is available to competent authorities. According to the
authorities, during the period under review, the authorities have always been able to obtai
adequate, accurate and current information when needed, without impediments, and in a time
manner.
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Armenia has provided some information on legal persons in its NRA and a generic statement of risk.

Whereas thisdoes notconstitute anin-depth assessment othe vulnerabilities of the specific types of
legal persons, the State Register is working towards an understanding of the complexities of the ris

of beneficial ownership. Nevertheless, sme key authorities have a much more developed

understanding of the risks of misuse of legal persons than is reflected in the NR®verall, the

authorities as a whole do not have fu§f documentedinformation and comprehensive assessment of

that information (e.g. on fraud risk) toappropriately inform their responses to risk.

Recommended Actions

72 Under the coordination of the State Register, the Armenian authorities should gather
together and consider all pertinent information on legal persons so as to comprehensively identify,

assess and understand their vulnerabilitiesand coordinate responses to those vulnerabilities.

72 The State Registershould introduce mechanisms to monitor and follow up late filings
proactively.

Z 4EA 30AOA 2ACEOOAO0G60 Oi1 A OEI OIA AA OODPDPI OOAA

sanctions for failure to file basic and beneficial ownership information with it, late filings of
information, failure to provide any additional information necessary for it to undertake its functions,
and for the provision of false or misleading information.The sanctions frameworks for supervisors
should also be extended.

72 In order to seek to ensure the vulnerabilities of legal persons are widely understood, th
CBA should maintain detailed statistics on irregularities found during ossite inspections and
subsequent actions such as remediation by Fl$n addition, the Interagency Committee should
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consider what other statistics should be maintained for the effectiveness of responses to misuse| of
legal persons to be monitored.

The relevant Immediate Outcome considered and assessed in this chapter is 105. The
recommendations relevant for the assessment of effectiveness under this section are R24 & 25.

Immediate Outcome 5 (Legal Persons and Arrangements)
Public availability of information on the creation antypes of legal persons and arrangements

350. Information on the creation and types of legal persons is publicly available in Armenian on the
website of the State RegisterHttps://www.e -register.am/en/docs), with some information being
available in Russian and Englishtas well. Information which can be accessed from the website
without paying a fee includes the name of the company, its legal form, the date of registration, the
number of registration, the names ofounders and information about whether the legal entity is in
the process of liquidation?6 Other information is available upon payment of a small fee. Guidance
and information on the creation of legal persons is also available on the websiléhe evaluation team
considers that the information available to the public is adequate.

351. Legal arrangements are not permitted to be formed under Armenian legislation and,
consequently, there is no public information available on theniThe Armenian authorities consider
that it is almost impossible for trust arrangements to use reporting entities in the absence of
legislation governing trusts.

Identification, assessment and understanding of NHT risks and vulnerabilities of legal
entities

352. The NRA includes som@aformation on legal persons but it comprises factual information and

a generic statement on risk.lt does not enable Armenia to demonstrate that it has identified,
assessed and understood the vulnerabilities of ML/FT risks of legal persons created in tbeuntry.
While the State Register contributed to the NRA it does not use the NRA or have an inherent
understanding of risk. Its understanding of the complexities of beneficial ownership is still in the
process of formation. More liaison between the FMC anthe State Register would benefit the
understanding of both authorities (particularly the latter) on the extent to which the role of the
Register is leading to the formation of suspiciosnof ML7.

353. The overarching premise of the NRA text on legal persons is that the State Register holds
information on the ownership of limited liability companies and that no cases have been identified of
legal persons being involved in ML/FTThere is also over reliamce in the NRAon the fact that law
enforcement authorities have not identified cases involving legal persons for the purposes of
understanding vulnerabilities and the misuse of legal persons for ML/FT. This means that relevant
information from other sources such as STRs and other financial intelligence, findings of-site
inspections by supervisors and any other pertinent information has not been used as efficiently as
possible.

354. The NRA does not assess the implications of information provided to the evation team
while on-site in Armenia that companies are used to facilitate fraud and that legal persons are
generally involved in cases to do with financial crime. Information in relation to the beneficial
owners of legal persons has not been usedor the level of compliance by reporting entities the
implications of the general practice that companies are formed without intermediation by a
reporting entity , or the level of compliance with the FATF Standardg he gaps in DNFBP supervision
are highlighted in 103 and mean a missed opportunity to understand the vulnerabilities presented
by legal persons using DNFBPs.

76 Further information on this matter may be found in the analysis of Criterion 24.3 in the TC Annex.
77 Although not a financial institution of DNFBP, the State Register is a reporting entity under the AMLFT Law.
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355. Nevertheless, although not articulated in the NRA, in practice there @&much more developed
understanding of the vulnerabilities by some key athorities in practice. The pattern of ownership of

legal persons is known, with 97% being owned by Armenian residents and most of the remainder

being owned byrepresentatives of the Armenian Diaspora. The geography of the ownership of legal
persons is undestood.! O AT EA6O AATTT1Ti1 U EAO AAAT ET AAATET A A
to any significant degree. Legal persons are used for trading purposes. Armenia is not a regional or

an international centre for legal persons and the asset management &ancomplex business
relationships seen in such centres are not present in the country.

356. Under the AML/CFT regulation, Armenia requires enhanced measures to be applied in
relation to legal persons or arrangements that are personal asséblding vehicles; comgnies that
have an unusual or excessively complex ownership structure; and ndaceto-face business
transactions or relationships. It does not appear that Armenia has specifically considered how these
categories tie in with the NRA. However, based on expence, the authorities are of the view that
personal asset holding companies are not used in Armenfand the evaluation team did not note any
such use during its visit to Armenid. Investment products and services are basic. Nominee
arrangements are notutilised and bearer shares and warrants are forbiddenThe authaities also
advise that there is no non-face to face business and no reliance on third parties to undertake CDD
the evaluation team came across no exampleghe level of compliancewith beneficial ownership
requirements by financial institutions (and the requirements of the State Register for legal persons
in relation to bank accounts (see below))s also understood, together with the extent to which the
seeking of basic and beneficial informatiofirom financial institutions has been possible in practice.

357. It was apparent to the evaluation team while orsite in Armenia that the authorities were
mindful of the facts and assessment specified above when considering the vulnerabilities of legal
persons. Nevertheless, an articulated assessment of vulnerabilities shared by all authorities is not in
place to identify, assess and understandsuch vulnerabilities. This should be addressed by
undertaking a coordinated and comprehensive assessment across the authorities. It should not be a
major exercise to undertake such an assessment given the characteristics of legal entities described
above and the developediews of some authorities.

Mitigating measures to prevent the misuse of legal persons and arrangements

358. The Armenian authorities have taken a number of steps aimed at preventing and mitigating
the risk of misuse of Armenian legal persons. These include traparency of basic information
through registration, prohibition of bearer securities, legal provisions on providing beneficial
ownership information to the State Register, legal provisions and practices on the use of bank
accounts, limits on the use of cdisfor transactions by legal persons, CDD obligations for banks in
particular and providing for access to information by the authorities.These steps are discussed
below.

359. With regard to transparency,the basic information held at the State Registeffor all types of
entities other than JSCsand at the Central Depository (for JSCs) is publicly accessibfemenia uses

a combination of mechanisms to ensure that information on the beneficial ownership is accurate and
up-to-date. Authorities use existing information obtained by banks in accordance with CDD
requirements. Additionally, the Declaration of Beneficial Owners (see Recommendation 24) contains
a requirement to file a form within two business days of submitting an application for state
registration providing details of statutory capital, founders, participants, members, stakeholders or
shareholders, and within two business days of any change to those details.

360. Bearer securities cannot be issued by legal persons.

361. It appears that nominee arrangements are rtoused in practice Nominee services are not
offered and persons acting on behalf of customers are subject to CDD requirements.

362. The authorities have advised that all legal persons use Armenian bank accouraad that the
CDD standards of banks in relation to beneficial owners of legal persons further reduce vulnerability.
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This view about the use of bank accounts is verified by: (a) Article 26 of the Company Registration
Law, which requires that the taxpayer dentification number and the social contributions card
account number of the legal entity must be submitted when applying for the registration of a legal
entity; and (b) the fact that a statement of the bank account is considered by ti&tate Registeras
being the only way of satisfying it as to the availability of authorised capital. Moreover, the
evaluation team has noted the profile of Armenian legal persons for trading purposes and by
implication the importance of a bank account for companies. Article 6f the Law on Cash Desk
Operations requires that legal persons cannot use cash over the following transaction thresholgs
AMD 300 thousand (approximately EUR 54Q for one-off cash payments and AMD 3 million
(approximately EUR 5,400 for the cumulative vdue of allcash payments withina one-month period.
This means thatcash can be usednly for minor transactions and, in practice, the establishmentof a
bank account(including access to wire transfers) would bethe only practical way for companies to
transact business

363. Banks are theonly type of financial institution to maintain currency accounts for customers
and to facilitate such non-cash transactions &s MVTSproviders undertake business onlywith

natural persons). Compliance with this instrument isverified by the authorities through on-site

inspections by the CBA (including review of customer files at banks) This is complementedoy the

Tax Administration , which seeks to ensure accuracy of tax returns angkquires that tax payments
can only be madeby using a bank account. The Armenian authorities haveonfirmed that all legal
persons must file tax returrs. The authorities have also confirmed that the CBA and theTax
Administration have never found an instance of a legal person not having a baakcount. The

evaluation team has concluded from meetings with authorities and reporting entities that #vould

seemimpractical for legal personsnot to have at least one bank account in Armenia.

364. There is no formal mechanism for checking whether changes basic or beneficial ownership
information have been notified to the State Register. In addition, there are no deadlines for advising
the State Register of changes to basic ownership information. The Declaration of Beneficial Owners
contains a requirementto file a form providing details of any changes to statutory capital, founders,
participants, members, stakeholders or shareholders, within two business days of the relevant
change to the State Register. However, the State Register does not have any pswerimpose
sanctions and, except for financial institutions licensed by the CBA and subject to the CDD standards
in the AML/CFT Law and the AML/CFT regulation, this approach does not amount to a clear,
enforceable requirement for timely notification of changes.As a result, information at theRegistry
cannot be considered to be wholly reliable.

365. The State Registerreceives approximately 1,000 to 2,000 applications each month. These
applications involve both the updating of beneficial ownership informationand directors for existing
legal persons (estimated at 80%) and for the formation of new legal persons (estimated at 20%). The
State Register seeks to complete its processes for applications within two days, depending on the
type of legal person. Online rgistration, which is a rapid process in Armenia, is available only to
natural persons who are Armenian residents. Furthermore, such registration is only available for the
registration of sole entrepreneurs and LLCs. There have been some 400 online regititvas for LLCs.
Online registration has not reduced the adequacy of information available.

366. From the beginning of 2012 until the end of 2013, the State Register rejected some 2900
applications to form companies underArticles 35 and 36 of the Company Redistion Law. The State
Register checks information received for consistency against its own records and the information
received in the application. The reasons for rejection include the provision of incorrect or
inconsistent information. Checks also covewhether or not the founders of the company or directors
have been prohibited by the court from holding these positions. The State Register confirmed that a
few cases of inaccurate or incomplete information had slipped through the system at the early stage
of implementation, which were addressed by obtaining the missing information. Names are also
matched by the State Register against persons designated by the United Nations in relatiofrfcand
PF sanctions. To some extent, these checks amount to seekimgnsure the accuracy and adequacy
of information provided to it in accordance with the legislative requirements and helping to prevent
misuse of legal entities. Further measures are necessary to ensure currency of information, which
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will also facilitate the accuracy and adequacy of information if the information becomes out of date.
The authorities advise that, in practice, companies are motivated to provide for the information to be
current to enable the users of informationz particularly reporting entities z to cross-check it with
the State Register without bothering the legal entitySuch crosschecking is undertaken.

367. More importantly, the authorities have also expressed the view that, notwithstanding the
absence of a clear enforceable requirement fdimely notification of changes, the fact that changes
which have not been advised to th&tate Registetare not legally in force as stipulated under Articles
55, 56, 63, and 69 of the Civil Code, is an extremely strong incentive for changes to be natif@ethe
State Register in a timely way in order to ensure that contractual obligations, benefits and liabilities
attach only to the appropriate parties, i.e. it is in the interests of the legal person and mew and
previous owners (depending on the chage to be notified) to notify a change quickly to the Register.
The authorities are not aware that there have been any shortfalls in the provision of information on
changes (through, for example, action in the courts) and have confirmed that, when processin
updates to beneficial ownership information, those updates are provided within the two day
deadline. In addition, banks have not noted any issues of lack of accuracy in the information at the
Register.

368. With reference to the Central Depository, shareholds of around 3,800 JSCs are responsible
for providing the Depository with information on their shareholdings. The Central Depository is a
reporting entity under the AML/CFT Law In this capacity it requires the provision of information to

it to enable it to verify the identity of beneficial owners of JSCs in accordance with the AML/CFT Law
and the AML/CFT regulation. It is subject to osite inspections by the CBA at least every three years
along with routine daily off-site monitoring of all transactions caoxducted by the Central Depository.
The CBA has not noted any issues in relation to the adequacy, accuracy or currency of information
held by the Depository.

369. The Central Depository also provides custody services for companies quoted on the Yerevan
Stock Exchange (NASDA@MX Armenia) It has installed software so that any person, including a
legal person, can only be registered as a shareholder in a quoted company if basic information about
the person is provided, such as their name, residence and taxpayarmber. This information is not
checked per se but Depository staff assess whether transactions are unusual and, if they are,
documentation on the registered person can be required by the operators of the Depository.

370. Reporting entities are subject to thebeneficial ownership requirements of the AML/CFT Law.
CDD measures, including verification of beneficial ownership measures are described in 104 (see
Paragraph 266). Reporting entities use but do not exclusively rely on State Register information
which is only part of the CDD processSupervisors have an important role to play in helping to
prevent misuse as they can monitor performance byeporting entities and require failings to be
remediated. The effectiveness of the regimes applied by supervisors isonsidered in 103.
Information held by banks in Armenia and its accessibility ithe key in preventing misuse of legal
persons. The CBA conducts esite inspections and sample testing.

371. However, an effective supervisorframework for the DNFBP sector is nioin place and, in light
of this, there are some significant gaps in compliance by DNFBRgelation to CDD standards. In this
context, however, lawyers, advocates and notaries are not generally involved in the formation of
legal persons Compared with reional or international centres, this significantly reduces the
materiality of the DNFBP sector relative to the financial sector and the key part played by banks.
Casinos do not have legal persons as customers. It appears to be rare for legal persons tosked to
purchase (and therefore sell) real estate as trading entities prefer to rent accommodation instead of
purchasing property. This also reduces the materiality of the DNFBP sector notwithstanding the
weaknesses in AML/CFT measures in respect of thecor. In light of the trading activities of legal
persons and the consequential importance of accountancy and audit for such persons, it is positive
that the accountancy sector appears to have an adequate understanding of Cpiis is helpful in
preventing misuse and in providing another source of beneficial ownership information for the
authorities.
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372. The CBA indicated that it had found only occasional failures of narompliance by Fls in
relation to meeting the beneficial ownership requirements. From itsmeetings with Fls, the
evaluation team concluded that suchreporting entities have adequate and accurate CDD on
beneficial owners. It also appears to be current. FIs also understand the purpose of business
relationships, thus bolstering their ability to dbtain information.

373. Overall, the requirements for information on beneficial owners to be held by banks and other
Fls (including the Central Depository in its capacity of a reporting entity) in Armenia and the
measures taken through orsite supervision of he CBA in seeking to ensure that such information is
adequate, accurate and timely are important mitigations in preventing misuse by legal persons for
criminal purposes. The efforts by FIs (banks in particular) and the CBA appear to be successful. This
mitigates the risks arising from the fact that the system to ensure the adequacy, accuracy and
currency of beneficial ownership provided to the State Register is indirect and is based on the
incentive to ensure that information held at the Register is accuratand current to ensure that the
changes are legally enforceable. Changes are only provided to the State Register in a timely way if the
deadline in the rules is satisfied and new and previous beneficial owners of legal persons recognise
the importance ofupdating the information at the Register in a timely fashion. That said, there seems
to be no evidence to suggest that changes are not normally made within the two day deadline (see
the following section). Nevertheless, it is FIs rather than the State Rst@r which is used as the
preferred source of information on beneficial owners by the authorities. This is partly because Fls
hold more than beneficial ownership information on business relationships. This significantly
reduces the vulnerability of any poential shortcomings of information held at the State Register.
Nevertheless, the absence of an explicit and systematic mechanism for ensuring changes are made in
a timely way and for information held at theState Registerto be adequate, accurate and curré
should be addressed, albeit there appears to have been no significant problem with the accuracy,
adequacy or currency of information at the State Register in practice.

Timely access to adequate, accurate and current basic and beneficial ownership iatom
on legal persons/arrangements

374. The foregoing is relevant to the adequacy, accuracy and currency of basic ownership
information. The introduction of rules for the disclosure of beneficial owners of legal persons and the
establishment of a registry ofbeneficial ownership information at the State Register is a very
positive initiative by Armenia. This benefit is enhanced in the context of Armenia as the vast majority
of legal persons are owned by Armenians, allowing the beneficial ownership matrix ofgal persons
being owned by other legal persons to be tracked through information held at thRegister. As
indicated above, banks met by the evaluation team considered that information at the State Register
is accurate and complete. However, although there is a deadline in place for the provision of
information and the incentive of ensuring that theRegister has appropriate notification in order to
ensure that changes are legally enforceable, and the Armenian authorities believe that the
information is correct (there is no intelligence to the contrary), it cannot be certain that beneficial
ownership information held by the State Register is always adequate, accurate and current.

375. The evaluation team concluded from its meetings with FIs that beneficial ownership
information held by them is adequate. While there might be a difference between meeting the risk
based requirements for ongoing monitoring in criterion 10.7 of Recommendation 10 and the
requirements in criterion 24.7 of Recommendation 24 to keep beneficial ownership information as
accurate and upto-date as possible, that difference does not appear teave manifested in any
reduction in the adequacy of beneficial ownership informationThis is consistent with the findings of
the CBA during its inspections, as it has noted only occasional failures to meet beneficial ownership
requirements (see 104) althagh separate statistics are not maintained on this and in 103 the
evaluation team has recommended enhanced sampling practices.

376. The materiality of DNFBPs in the context of adequacy of beneficial ownership information is
addressed above. While there are g& (amplified by the serious shortcomings in DNFBP supervision
and regulation to monitor the CDD standards of DNFBPs), legal persons are not used in the casino
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sector and are uncommon in the purchase of real estat€DD standards are understood by the
accauntants and auditors, presenting a useful source of adequate information for the authorities.

377. 1t is not explicit in legislation that legal persons themselves should maintain up to date
information on beneficial ownership. However, it might be assumed thathere is no or little
difference in the information available at the legal person compared to that provided to the State
Register and the reporting entities (banks, in particular) It is probable that the quality of
information and the verification process within legal persons is comparablez if not more
comprehensivez to the process of the State Register aeporting entities.

378. With reference to the timeliness of access to information by the competent authorities, basic
information is publicly available and there are mechanisms in place governing timely access to
beneficial ownership information. The State Register is required to provide information on beneficial
owners to the FMCupon request. There have been no impediments to the provision of beneficial
ownership information to the FMC by the State Registemformation has been provided on a timely
basis, within the time limits specified by the FMC. Similarlythere are also no impediments to the
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of FIs has been made available to it when conducting ite inspections.

379. The evaluation team also had discussions with the authorities on the adequacy and timeliness
of provision of beneficial information from financial institutions for the purposes of gathering
intelligence and investigatory activity. The FMC and the LEAs have been able to obtain information
from Fls when it has been needed; in practice the information has been required from and
provided by z banks. There have been no impediments to obtaining this information and it has been
provided within the time frames needed for intelligence activity and for investigators. Some 10 to 15
investigations annually require an approach to banks for beneficial owarship information. To date
the authorities have not approached any DNFBP to provide such information; this has not been an
impediment to the authorities in obtaining information.

380. With regard to legal arrangements, these cannot be established in ArmenReporting entities
are obliged to comply with all CDD requirements should they conduct transactions in relation to
foreign trusts and other legal arrangements. There is no guidance available on how to deal with such
cases. However, the reporting entities mt by the evaluation team did not have any business
relationships with legal arrangements and it is not likely in the short term that Armenia will be used
by legal arrangements.

Effectiveness, proportionality and dissuasiveness of sanctions

381. No sanctions @ other remedial actions have been taken for failures to comply with the
requirement to provide beneficial ownership information to the State Register. There are no
penalties for failure to provide the information or for providing incorrect information. The State
Register does not have any legal power to impose sanctions or to take remedial actions. The work of
the State Register is undermined by the absence of any legal powers to ensure compliance with the
requirements of the law. Several reporting entitis advised the evaluation team that they place
reliance on the basic ownership information at the State Register to check CDD which has been
provided as it is an official body. However, even if shortcomings have not been identified in practice
with the data held by the State Register, in practice, in the absence of a framework to ensure that the
information is adequate, accurate and current, reliance for this reason is not justified. The authorities
advise that such reliance would not be used by financial $titutions as a reason for failure to carry
out their own CDD measures regarding beneficial owners of legal persons.

382. The CBA applies remedial actions and sanctions for na@ompliance with the requirements
which are not fully dissuasive or effectiveThere has been no need to impose sanctions for failure to
provide basic or beneficial ownership information. Such information has been forthcoming,
principally but not wholly in relation to on-site inspections.The CBA is willing to apply anctions.
Sanctions for AML/CFT failings have been imposed by the CBA against all types of financial
institutions, although no separate statistics are maintained on sanctions imposed in relation to
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failings involving adequacyof beneficial ownership information. Such statisticswould be helpful to

the authorities in considering risks and the adequacy of preventive measures in preventing misuse.
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AML/CFT compliance overall by Flsz this includes standards in relation to CDD on beneficial
ownership.

383. The FMC and LE&have powers of sanction available to them for failure to provide basic or
beneficial ownership information. There have been no cases where it has been necessary to impose
sanctions as information has been provided in a timely manner.

Overall conclusions on Immediate Outcorbe

384. Armenia has provided some information on legal persons in its NRA and a generic statement
of risk. Whereas thisdoes notconstitute anin-depth assessnent of the vulnerabilities ofthe specific
types oflegal persons, the State Register is working towards an understanding of the complexities of
the risks of beneficial ownership. Nevertheless, some key authorities have a much more developed
understanding of the risks of misuse of legal persons than is reflected in the NR®@verall, the
authorities as a whole do not have fulf documentedinformation and comprehensive assessment of
that information (e.g. on fraud risk) toappropriately inform their responses to risk.

385. Legal arrangements cannot be formed in Armenia and the evaluation team did not note any
examples of use of Armenia in relation to legal arrangementt. is not likely in the short term that
Armenia will be used by legal arrangements.

386. All legal persons are required to be registered. Basic information is publically available and
therefore, transparent. While changes of basic information are not deemed to be enforceable unless
they have been notified to the State Register, this does not ensure thhe information is accurate
and up to date after a company has been formed in the absence of specific provisions. Nevertheless,
the adequacy, accuracy and currency of information appear to have been satisfactory in practice.

387. It appears that a combinationof legal provisions and practice at theéstate Registerand the Tax
Administration means that legal personswill in practice have a bank account, which is subject to
CDD by the banking sector. The CBA assesses the adequacy of verification of beneieiakrship
information by reporting entities while conducting on-site examinations and checks whether it is
adequate, accurate and current. Its sanctions framework is not wholly effective or dissuasive lyt
while there have been occasional gaps in relatiomo beneficial ownership z none has been a
significant/systemic issue. Accurate and ugio-date information appears to be available from banks
and other financial institutions.

388. It is positive that rules have been introduced for beneficial ownership inform@on to be
provided to the State Register However, there is no formal mechanism for monitoring the adequacy,
accuracy or currency of this information. There is also no mechanism for checking whether changes
of beneficial ownership information are providedto the Register. The State Register has no powers
of sanction. These are weaknesses. Nevertheless, the combination of the deadline in the rules for
providing updates to beneficial ownership to the Register and the importance for new and previous
beneficial owners in ensuring that changes of beneficial ownership are legally enforceable mean that
there do not appear to have been any significant issues of effectivenehe information held by the
State Register provides support to the information held by fiancial institutions.

389. Beneficial ownership information which is held by legal persons, theState Register the
Central Depository andthe reporting entities is available to competent authorities During the period
under consideration by the evaluation teamthe authorities have always been able to obtain
adequate, accurate and current information when needed, without impediments, and in a timely
manner according to their needs There has been no necessity to impose sanctions for failure to
provide informatio n.

390. In assessing this outcome, particular weight is given to a range of contextual factors.
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391. Ninety-seven per cent of legal persons are owned by Armenian residents, with most of the
remainder being owned byrepresentatives of the Armenian Diaspora Legalpersons are used for
trading purposes. Armenia is not a regional or an international centre for legal persons and the asset
management and complex business relationships using legal persons seen in such centres are not
DOAOGAT & ET ! O Al E Ass béein detlifie/add@ is Aol Usdd Ibyi fadeign investors to
any significant degree. The authorities are of the view that personal asset holding companies are not
used in Armenia and the evaluation team did not note any such use during its visit to Armiae.
Nominee arrangements are not utilised and bearerexurities are forbidden. Thereappears to be no
non-face to face businessr reliance on third parties to undertake CDD.

392. Particular weight is also given to the materiality of the banking sector, itstandards for
verifying beneficial ownership information, the requirements in relation to the use of bank accounts
by legal persons, and the success of the authorities in obtaining adequate, accurate and current
beneficial ownership information from the reporting financial institutions (including the State
Register) and specifically from the banks.

393. Armenia shows a substantial level of effectiveness for Immediate Outcome 5.
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Key Findings and Recommended Actions

Key Findings

The Armenian authorities are able to provide the widest possible range of mutual legal assistance
and extradition in a timely manner in relation to investigations, prosecutions and related
proceedings involving ML/FT and associated predicate offeces. However, thelow enforcement
authorities have not been actively seeking legal assistance for international cooperation, since there
is a limited practice in investigating and prosecuting ML/FT domestically

Recommended Actions

E Armenia should seek foreign legahssistanceand extradition more actively in cases with a
cross-border element, in line with the ML/FT risks that the country faces. This also applies to
informal exchanges of information between domestic law enforcement and supervisory authorities
and their foreign counterparts.

72 Comprehensive statistics should be maintained for MLA, broken down by differen
categories of offences, including ML and FT.

The relevant Immediate Outcome considered and assessed in this chapter is 102. The
recommendations relevant for the assessment of effectiveness under this section are R-380.

Immediate Outcome 2 (International Cooperation)
Providing constructive and timely MLA and extradition

394. The Criminal Procedure Code sets out a comprehensive legal framework for mutual legal
asgstance, which enables the authorities to provide the widest possible range of assistance in
relation to investigations, prosecutions and related proceedings concerning ML, associated predicate
offences and FT. The evaluation team received positive feedlia@com the global AML/CFT network

in relation to the quality and timeliness of assistance provided by Armenia. On average, requests for
MLA are processed within 1 to 2 months, unless a shorter timigame is specified in the request.
According to the authoities, in the majority of MLA requests, Armenia is requested to produce
documentary evidence and taking evidence or statements from witnesses.

395. Pursuant to the relevant provisions of the CPC, MLA is to be provided in accordance with the
requirements set ot in international treaties and domestic legislation. In exceptional circumstances,
MLA may also be provided on the basis of reciprocity in the absence of an international treaty
between Armenia and a foreign state. Armenia has maintained its reservatiomder Chapter | of the
1978 Additional Protocol to the 1959 European Convention on Mutual Assistance in Criminal
Matters, which relates to the provision & assistance concerning fiscalmatters. In these
circumstances, Armenia may not be in a position to pxde assistance in relation to the search or
seizure of property. It should be noted, however, that this restriction is not specified in the CPC.
Moreover, according to Article 476 (1) of the CPC when the obligation to execute requests for
conducting procedural actions made by a competent authority of a foreign state stems from more
than one international treaty, in case the request refers to a specific international treaty providing
the basis for drawing up and filing the request, then the court, prosecutpinvestigator or inquest
body in charge of executing the request shall be governed by the given international treaty. Hence,
taking into consideration that the Republic of Armenia made no declarations with regard to other
Conventions, for instancethe CETS 198 Convention, in case of MLA request under the CETS 198
Convention the provisions of the latter will apply The representatives met orsite, in fact, stated that

in practice this reservation would not represent an obstacle to providing the widest formof
assistance As authorities have never faced this situation, npractical examplescould be providedto
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396. Before 2015, Armenia did not maintain disaggregated statistics on MLA requests broken
down by different categories of offences and types of information requested (e.g. beneficial
ownership information on accounts) No breakdown on the type of assistance provided and
requested was made available. It was indicated than the period between 2010 and 2014, the GPO
received 1 request for MLA on ML from a foreign counterpart. No requests on FT were received. No
information was provided by the MoJ on Mkrelated requests. None were made for FT. No
extradition requests, eitha for ML or FT, were received.The country with which Armenia
cooperates most frequently is RussiaAs a requested state, Armenia has not encountered any
problems or obstacles during the fulfilment of the legal assistance requests.

397. The total number of MLAand extradition requests received from foreign counterparts is
indicated in the tables below.

Statistics on Mutual Legal Assistance provided by the GPO

Year All types of MLA General MLA General extradition Prosecution
requests requests requests requests
2010 2232 76 27 17
2011 4013 104 30 19
2012 1293 81 22 11
2013 2894 89 27 17
2014* 1708 48 9 12

* 2014 data covers the period January July 1

Statistics on Mutual Legal Assistance provided by the MoJ78

Year Requests received from foreign state s
2012 248
2013 232
2014 269
Total 749

398. Turning to extradition, Armenia adheres strictly to the 1957 European Convention on
Extradition and thus the level of assistance it provides is timely and constructivé&Snce 2012,
Armenia refused 46 and executed.8 extradition requests. In the majority of cases, the extradition
request was refused on the basis of the fact that the person concerned was an Armenian citizen. In
these cases, the foreign authorities were requested to transfer the criminal proceedings Armenia.

399. The table below indicates the number of requests receiveid recognise a decision by a foreign
court or a foreign confiscation order.

Statistics on MLA requests received for recognition of foreign court confiscation orders

2010 2011 2012 2013 2014 2015*

15 18 12 17 11 17

400. The confidentiality of MLA requests is maintained and all appropriate safeguards are applied
on the basis of the CPC. In particular, interrogation, inspection, seizure, search, expert examination

78 Statistics were provided in aggregated form for criminal and civil cases.
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and other procedural actions provided for by the CPC are carried out in accordance with
international treaties, in the manner prescribed by those treaties and the CPC.

Seeking timely legal assistance to pursue domestic ML, associated predicatE hoases with
transnational elements

401. In the period from 2012 to 2014, 9 MLA and 5 extradition requests were made by Armenia for
ML (two persons were extradited to Armenia) None were made for FTThe total number of MLA and
extradition requests sent toforeign counterparts is indicated in the tables below.

Statistics on Mutual Legal Assistance sought by the GPO

Year All types of MLA General MLA General extradition Prosecution
reqguests reqguests reguests requests
2010 2250 49 82 23
2011 2915 97 82 24
2012 1013 113 69 34
2013 2796 116 77 30
2014* 1667 121 52 9

* 2014 data covers the period January July 1

Statistics on Mutual Legal Assistance sought by the MoJ 7°

Year Requests sent to foreign states
2012 70
2013 94
2014 75
Total 239

402. The Armenian authorities indicated that in some cases thegid not receive anyresponsesin
relation to some parts of the legal assistance requests sent to foreign competent authorities. A small
number were received within 6 months ora longer period of time

403. Sincethere is no owrall formal policy within the country to investigate and prosecute ML and
FT, international cooperation in this area is very limitedThis also applies to cooperation concerning
predicate offences since the investigation of transnational criminal cases ohestically is not
widespread. An encouraging trend was however noted with respect to the application of the MLA
provisions of the Council of Europe Budapest Convention on Cybercrime. relation to this, within
the period of 20132015 overall 80 MLA requess with regard to crimes against computer
information security were sent to foreign counterparts in the framework of the aforementioned
Convention.Disappointingly, only 13 requests have been responded to.

Sekingand providingother forms of international cooperatiorfor AML/CFT purposes

404. The FMC demonstrated that it actively cooperates with foreign counterparts for AML/CFT
purposes. Although it is not required to do so in order to exchange information, the FMC entered into
MoUs with thirty foreign FIUs. The legal framework in place is broad enough for the FMC to
exchange information, both spontaneously and upon request, either on the basis of a MOUobr
international best practices. The FMC can cooperate not only with its foggi counterparts, but also
with non-counterpart authorities within the framework of diagonal cooperation. For the purpose of
international exchange of information, the FMC may request information from any reporting entity,

79 Statistics were provided in aggregated form for criminal and civil cases
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irrespective of whether the particular reporting entity had previously filed an STR. During the period
under review, the FMC carried out 280 exchanges of information (121 requests received / 159
requests sent). An average period of 15 days was required for the FMC to respond to requests
received from foreign counterparts, depending on whether the requested information was contained
within the databases of the FMC or additional enquires were required to be made to reporting
entities or domestic competent authorities. Cases where informationobtained from foreign
counterparts was used to develop analysis have been presented by the FMC. Prioritisation of
requests depends on the urgency specified by the requesting authority, or on the nature of the
request (for example, requests related to bankaccount balances are dealt with urgently). In the
period under review, the FMC did not reject any request for the exchange of ML/FT information.

Statistics on FMCinternational cooperation

2010 2011 2012 2013 2014
Requests received by FMC 25 36 11 32 17
Requests made by FMC 28 30 38 24 39

405. The FMC supports the investigative effort by providing intelligence obtained from foreign
counterparts to law enforcement authorities (once the authorisation from the foreign counterpart is
obtained). Various casesvere presented to the evaluation team which demonstrate the operational
support the FMC provides to the LEAs.

Exchange of information with foreign counterparts

The FMC received a request from a LEA concerning a foreign national in connection with cyberazirand
money laundering activities. Information was requested on the bank accounts of the foreign national and his
family members. Requests were sent out to banks by the FMC. The information was analysed and sent to| the
LEA. The LEA requested further inforration on bank accounts held in foreign banks. The FMC sent requests|to
two foreign FIUs situated in the country where the bank accounts had been opened and requested permissjon
to disseminate information to LEAs. Upon receipt of information from the foreig FIUs, an analysis was
conducted and intelligence was disseminated to law enforcement authorities.

406. The AML/CFT Law guarantees the confidentiality of information received from foreign
authorities. The FMC is prohibited from disclosing information receivé or requested from foreign
authorities to third parties without the prior consent of that foreign authority. In order to ensure
that information exchanges are conducted in a secure manner, the FMC widely cooperates with the
Egmont Group member FIUs throuly the Egmont Secure Web. The FMC exchanges information with
non-Egmont Group members through alternative protected channels. The confidentiality regime
which applies domestically is also available for information received from foreign counterparts. All
FMC staff members are required to sign a confidentiality agreement. Access to FMC facilities and
information is restricted, including IT systems.

407. In line with the Egmont Group Principles of Information Exchange, whenever information is
requested from foreign counterparts, the FMC provides complete, factual and legal information
including the description of the case being analysed and the potential link with the country receiving
the request, to the largest extent possible. The FMC uses the Egmont Group quemn when
requesting information.

408. 4EAOA EO 1 EOOI A AOGEAATAA T &£ , % 08 DPOT AAOEC
counterparts for AML/CFT purposes.The Police, NSS, and Ministry of Financén(charge oftax and
customs administration) are authorised by the CPC provisions to exchange information directly with
their foreign counterparts on the basis of international agreements. Although relevant agreements
are in place, during the period under review neither theTax nor the Customs Admnistration
exchanged information with a foreign counterpart on AML/CFT matters. The Police exchange
information through the Interpol network on a regular basis. However, this mainly relates to
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investigations of predicate crimes.During the period of 20102014 the Police received overall 46
foreign requests and all the requests were executed and respondeds for the NSS, informal
exchanges of information are mainly conducted through the FMC to support their ML investigations,
although information requested by the FIU from foreign counterparts cannot be used as evidence.
This is, in the opinion of the evaluation team, another indication that LEAs do not focus sufficiently
on proactive financial investigations aimed at identifying and freezing proceeds whether
domestically or abroad.

409. , EIl EQOAOQET T O 1 Tsomegpécidldnvestifafivd @chnigdds under LOIAnay impact

on their ability to provide the widest form of cooperation outside the MLA framework While law
enforcement bodies may deploy speciainvestigative techniques provided by LOIA when so
requested by foreign counterpart, the restrictive conditions for access to these measures would have
an impact on the extent to which these measures can be used in practice (i.e. access to financial data
and to secretly monitor transactions may be implemented only in those cases when the persons
against whom it is directed is suspected in grave and particularly grave crimebdsic ML is excludgd

and provided there is substantial evidence that it would bennpossible for the investigation body to
perform duties assign to it by law through any other means of operatia work).

410. It is unclear whether supervisors have exchanged information for AML/CFT purposes.
Although the Central Bank of Armenia has the powdb provide relevant information related to off-
site supervision and onsite inspections of financial institutions to foreign authorities, even in cases
when such information comprises banking or other secrecy, over the last years, information
exchanges othe CBA with foreign supervisory bodies were not related to AML/CFT supervision.

International exchange of basi@and beneficial ownership informationof legal persons and
arrangements

411. Armenia has not sent or received any requests for cooperation in idenyihg and exchanging
basic and beneficial ownership information of legal persons registered in Armenia. Given that the
Armenian authorities consider that predicate criminality and related ML are largely domesticallythe
need for requesting such informationfrom foreign authorities at present is minimal.

Overall conclusions on Immediate Outcome 2

412. Armenia demonstrates characteristics of an effective system in the area of international
cooperation. Based on the legal framework, Armenian authorities are able to provide the widest
possible range of mutual legal assistance and extradition in a timely manner in relation to
investigations, prosecutions and related proceedings involving MIFT and associated predicate
offences. Some key authorities have been actively seeking legal assistagc for international
cooperation.

413. The FMC is very active in the area oinformal exchange of information with foreign
counterparts and it demonstrated that it has done so effectively. This is not the case for law
enforcement authorities. In the absence of &rmal law enforcement policy to actively identify
ML/FT cases, there is little scopedr the informal exchange of information with foreign counterparts.
Although some information is exchanged internationally it is mainly done for securing convictions of
predicate offences. Supervisory authorities have never exchanged information with theforeign
counterparts on AML/CFT issues.

414. Overall Armenia has achieved a substantial level of effectiveness with Immediate
Outcome 2.
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1. This annex provides detailed analysis of the iel of compliance with the FATF 40
Recommendationsin their numerological order. It does not include descriptive text on the country
situation or risks, and is limited to the analysis of technical criteria for each Recommendation. It
should be read in conjinction with the Mutual Evaluation Report.

2. Where both the FATF requirements and national laws or regulations remain the same, this
report refers to analysis conducted as part of the previous Mutual Evaluation @009. This report is
available from: http://www.coe.int/t/dghl/monitoring/moneyval/Evaluations/round3/MONEY -
VAL(2009)25RepARM3_en.pdf

Recommendation 1 - Assessing Risks and applying a RiskBased Approach

3. These requirements were added to the FATF Recommendations when they were last revised
in 2012 and, therefore, weren® AOOAOOAA A GOiiua evall@tioAWwhERoGcOrred in
2009.

4.  Criterion 1.1 (Partly met) z Armenia conducted its first strategic analysis of ML/FT risks in
2010. A separate DNFBP sector risk assessment was conducted in 2013, within the framewof the

) - &6 0 OAAET EAAT A OO BRMA)AThérost BeCent Qaldidnél hsBessmenttgh IIL/FT
risks was conducted in 2014. The methodology utilised in the 2014 NRA, which is set out in a
publicly-available manual, consisted of four main processeghe collection of information, the
analysis of information, the identification of risks and the assessment of risks. A range of quantitative
and qualitative data sources was used, including statistics and other information collected from state
authoritie s and the private sector.

5.  The NRA identifies and assesses potential ML/FT threats against AML/CFT vulnerabilities to
determine the residual ML/FT risk that Armenia faces. In order to identify ML threats, the
assessment looks at crime patterns and charadistics and expected trends of crime. For the
identification of FT threats, the assessment considers the conditions in the country which could
favour the commission of acts of terrorism, the operation of terrorist organisations or the financing
of terrorism and any possible information on FT involvements nationally and internationally. In
assessing potential vulnerabilities consideration is given to circumstantial elements (such as
geographic, economic and demographic circumstances), structural elements ¢$u as political
stability, the political commitment of the country to implement AML/CFT measures, the stability of
institutions, the application of the rule of law, the appropriateness of the judicial system), other
contextual factors (such as the level oforruption, and issues of financial inclusion), the legislative
framework (including certain peculiarities of its implementation) and the institutional framework
(both at the public and the private sector level). Threats and vulnerabilities are rated aery low,
low, medium, high, or very high and categorised as either declining, stable or on the increase.

6. The breadth and depth with which some threats and vulnerabilities were consideredraises

questions about the reasonableness otertain conclusions of OEA AT 01T OOU8 O A&OAOOI A
instance, he understanding of the ML threat is based on convictionsfor all proceed-generating

predicate offenceswithout taking into consideration criminal activity which has not resulted in
convictions. The evaluation team is of the view that the conclusions on the ML threat would have

been more accurate had the authorities considered additional information on the criminal
environment, such asintelligence gathered by the various law enforcement authorigsand the FMC

MLA requests from foreign countries and reports by international organisations on the incidence of

crime in Armenia.

7.  With regard to vulnerabilities, the evaluation team is not persuaded that either sufficient
information or links between different information have been assessed for ML/FT risks to be
demonstrated as fully understood. For example, MLA statistics were not broken down into those
linked with ML and those which are not; it is difficult to determine with any degree of accuracy the
most prevalent sources generating proceeds; assessment of the differences between the underlying
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criminal offences within STRs compared with those underlying convictions (to which great weight is
given in the Armenian framework) has not been demonstratedthere are differences between the
"0/ 6 O Owhithxpiedidale offences have a greater risk of ML attached to them compared with
the NRA; there is an absence of information on domestic PEPs and the full significance tfa
potential negative impact ofcorruption does not appear to have been assessechnsideration of the
shadow economy and the use of cash is at too high a level to allow for an informed assessment of
risk. More information can be found in 101

8.  Criterion 1.2(Met) 7z The Interagency Commitee on Combatting Counterfeit Money, Fraud with
Plastic Cards and Other Payment Instruments, Money Laundering and Terrorism Financing is the
body responsible for ceordinating actions to assess risks. The committee brings together all
competent authorities involved in the prevention of ML/FT and the banking association(see
Paragraph 59 of tlis MER for the composition of the Interagency Committee)

9.  Criterion 1.3(Met) z Since 2010, the authorities have taken various measures to understand
the ML/FT risk in Armenia. The 2014 NRA is expected to be updated regularly at intervals not
exceeding three years.

10. Criterion 1.4 (Met) z The (abridged) methodology and the main findings of the NRA are
publicly-available on the FMC website. The detailed findings of the NR&re extensively discussed

in the meetings of the Interagency Committee, where all competent authorities and the private
sector were represented. In addition, relevant findings of the NRA were discussed in detail in the
course of the regular meetings heldwith the reporting entities and their supervisors after the
endorsement of the NRA report by the Interagency Committee. The strategic and sectorial analysis,
conducted in 2010 and 2013 respectively, are also available on the FMC website.

11. Criterion 1.5(Mostly met) z The risk assessments conducted in Armenia serve as the basis for
the development of national AML/CFT strategies. The 2012013 and 20132015 national strategies
reflect the outcomes of the 2010 Strategic Risk Analysis and 2013 Sectorial Analg. The findings of
the 2014 NRA will be used to develop the national strategy for a three year period commencing in
2016. Based on these assessments, and in order to make changes to reflect the 2012 FATF
Recommendations, the AML/CFT legislation was amegrd in 2014 after a four year process. Other
measures have been taken on the basis of risk assessmesisch as an increase in the number of
staff within the FMC and the introduction of a lower reporting threshold for reporting cash
transactions. In addition, an action plan was agreed immediately before the esite element of the
evaluation. For instance, following the 2013 DNFBP risk assessment, the FMC developed risk
assessment checklists and risk mitigation measures for each type of DNFBP. The authoritiase
also organised trainings and held discussions with all public and private stakeholders on the findings
of risk assessmentsThe regulation of the casino sector was tightened in light of the risks identified

in the NRA.The Armenian authorities are maing towards a risk based approach to implementing
measures (for example, the RBA approach is work in progress at the QBHowever, it has not been
demonstrated that recourses have been (or will be) allocated tthe law enforcement and DNFBP
supervisory authorities (other than the MoF casino sector) to prevent or mitigate the relevant
ML/FT risks identified in the NRA

12. Ciriterion 16 (Not applicable) z Armenia does not provide any exemptions from the application
of AML/CFT requirements.

13. Criterion 17 (Met) z There are several mechanisms through which Armenia requires enhanced
measures or additional consideration of higher risks, including the following:

1 Enhanced measures for certain higher risk situations and customers (e.g. PEPs, customers
domiciled in non-compliant countries, complex or unusual transactions with no lawful
economic purpose, correspondent banking relationships, private banking businesspmface
to face transactions or business relationships, legal persons or arrangements that are
personal asset holding vehicles, companies that have nominee shareholders or shares in
bearer form, cashintensive businesses and complex corporate structures).

109



1 AML/CFT obligations apply to the following entities in addition to those required by the
FATF Recommendations: th®eal Esate Register the State Registey the Central Depository,
general insurance companies, reinsurance companies, pawnshops, auditingnfg and
auditors, dealers in works of art, organisers of auctions, lotteries and credit bureaus.

1 Bearer securities are prohibited and additional controls apply to norcommercial
organisations (NPOs).

1 There are requirements for systematic reporting of largeeash and norcash transactions

14. Criterion 1.8 (Mostly met) z Armenia allows simplified measures to be applied by FIs and
DNFBPs in circumstances which present a lower risk of ML/FT including where the customer is a
financial institution, effectively supenised for compliance with the requirements to combat ML/FT,

a government body, local selfjovernment body, stateowned non-commercial organisation, public
administration institution (except for the bodies or organisations domiciled in non-compliant
countries or territories), and in relation to low-risk certain products and transactions Although
these measures were published and permitted before the NRA and an assessment of risks was not
used to justify the use of simplified measures most of the circumstanas in relation to which
simplified measuresmay be applied are referred to as examples in theinterpretive note to
Recommendation 10 In discussions with the FMC, it was clear thah the other circumstancesnot
referred to under the interpretive note to Recommendation 1Qe.g. payment for utility services)Jow
risk was the main driver which was used to justify the application of simplified measureslt should

be noted that none of the circumstances which areferred to in the AML/CFT Law and Regulation

AO POAOCAT OET ¢ A 11T xAO OEOE AOA ETAI 1T OEOOAT O xEOE

15. Criterion 1.9(Partly met) z Financial institutions and DNFBPs are required to apply measures
to assess and mitigateisks under the AML/CFT Law. These measures are subject to monitoring and
supervision by the CBA(for all financial institutions), the MoF (for casinos), the MoJ (fonotaries),
the Chamber of Advocategfor advocates)and the FMC(for all other DNFBP3. While it was found
that the CBAhas adequate inspection powers this is not the casefor the MoF, the MoJ and the
Chamber of Advocates. Moreover, at the time of the ite evaluation, the FMC had still not
implemented a supervisory regimefor the DNFBPs undr its supervisory mandate despite having all
the necessary powers to do so. It is therefore doubtful, whether the DNFBP supervisory authorities
were in a position to ensure that DNFBPsvere implementing their recommendations under
Recommendation 1.

16. Criterion 1.10 (Met) z Financial institutions and DNFBPs are required to identify and assess
their potential and existing ML/FT risks. When assessing such risks, reporting entities should
consider all relevant risk factors before determining the level of overélrisk and the appropriate
level of mitigation to be applied. Subsequently they may differentiate the extent of the applied
measures, depending on the type and level of risk. The potential and existing risks should be
regularly reviewed, at intervals of nd more than one year. In conducting CDD, reporting entities
should introduce risk management procedures to enable detection and assessment of potential and
existing risks and to take measures proportionate to the risk. Reporting entities are required to
provide a copy of their policies and procedures to the Central Bank within one week of their
approval, as well as upon making changes or amendments thereto.

17. Ciriterion 1.11(Met) z Financial institutions and DNFBPs are required tadentify and assess
their potential and existing ML/FT risks, and to have policies, controls, and procedures enabling
them to effectively manage and mitigate identified risksWhen establishing policies and procedures,

A 2 a N 5 s o~ A 2 s 2 oA 2

are pertinent to each institution. Policies and procedures are required to be approved by the Board
of the reporting entity and submitted to the CBA. The internal audit function of the reporting entity is
required to periodically monitor the implementation of the policies and procedures internally. In the
presence of high risk criteria, including the cases when such criteria are detected or come forth in
the course of the transaction or business relationship, reportig entities are required to conduct
enhanced CDD
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18. Criterion 1.12(Met) z Simplified CDD is only permitted in situations which present a lower
risk. Simplified CDD is prohibited where higher risks or suspicions of ML/FT exist.

Weighting and Conclusion

19. Armenia meets, or mostly meets, almost all criteria under Recommendation 1. Criteria 1.1 and
1.9 are partly met.Criterion 1.6 is not applicableln determining the rating, the evaluation team took
into consideration the fact that Criterion 1.1 is a core criteron under Recommendation 1. fie
deficiencies with respect to therisk identification and assessmentprocess (Criterion 1.1) have an
impact on the other criteria under the risk assessment (Criteria 1.2 to 1.4)the risk mitigation
(Criteria 1.5 to 1.8) and the requirement by private sector to conduct its own risk assessment
(Criterion 1.10) and mitigate the risk (Criteria 1.11 to 1.12) Armenia is Partially Compliant with
Recommendation 1.

Recommendation 2 - National Cooperation and Coordination

20. Inits 39 MER, Armenia was rated.argely Compliantwith these requirements (Paragraphs918

to 927). The rating was based on two deficienciegsufficient risk assessment of the varying sectors
in relation to ML or FT risk; and limited mechanisms for consultation wih regulated institutions.
Since the3rd round, Armenia has conducted a number of risk assessments, with the most recent one
being completed in 2014, which cover all the sectorssusceptibleto ML/FT risks. No changes were
made to the composition of the Interagency Committeén terms of broader involvement of the
private sector and, as a result there is still no formal mechanism to consult with regulated entities
other than banks. However, he requirement under the previous Recommendation 31 to have
mechanisms in place for consultation between competent authorities, the financial sector and other
sectors (including DNFBPs) was an additional element and has not beetluded under the 2012
FATF Recommendations.

21. Criterion 2.1(Met) z The 2013-2015 National Strategy for Combating Money Laundering and
Terrorism Financing was approved on 25 October 2012 by the Interagency Committee. This was
preceded by the 20162013 strategy. Both strategies buil upon the findings of the risk assessments
to ensure that the identified risks are effectively mitigated and managedn action plan was agreed
by the Interagency Committee in May 2015 to address the ML/FT risks and the shortcomings in
I Of AT EA3 O ystemjd@nsifi@din th@ 2014 NRA.

22. Criterion 2.2(Met) z The Interagency Committee on Combatting Counterfeit Money, Fraud with
Plastic Cards and Other Payment Instruments, Money Laundering and Terrorism Financing is the
body responsible for developing coodinated national AML/CFT policies. The committee was
established by an ordinance of the President and brings together all competent authorities involved
in the prevention of ML/FT in Armenia.

23. Criterion 2.3 (Met) z The Interagency Committee comprises all& ! Of AT EA8 O EAU |

agencies, including policy makers, the financial intelligence unit, law enforcement authorities,

supervisors, customs and tax authorities, intelligence services, the judiciary and, upon agreement,

the banking association. TheCommittee is responsible for implementing a coordinated national

policy in, inter alia, the field of ML/FT, develop a plan of action for the implementation of the policy,

develop relevant legal acts in the field of ML/FTand gather and analyse information on AM/CFT

issues. The AML/CFT Law (Chapter 4) provides the legal framework for operational cooperation

between competent authorities domestically. This applies, in particular, to cooperation between the

FMC and the financial supervisory body regarding complia® monitoring matters, cooperation

between the FMC and criminal prosecution authorities regarding the investigation of ML/FT

suspicions and cooperation between the FMC and th€ustoms Administrationregarding the cross

border movement of cash. Competent authorities are required to submit statistical data to the FMC

on ML/FT investigations, prosecutions, convictions, confiscation and seizure of criminal proceeds,

mutual legal assistance and supervisoryinspections. The Working Group set up under the

Interagency Committee is intended to provide a platform for cooperation on an operational level.

I AAEOETT AT T uUuh AEI AOAOAT -150 EAOA AAAT OECGT AA Au
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Office, theNational Security Service, and the State Revenue Commitig®w within the structure of
the Ministry of Finance) The manual of cooperation between the FMC and the Financial Supervision
Department of the CBA regulates interaction between these two deparents in the area of
combating ML/FT.

24. Criterion 2.4 (Mostly met) z According to Section |l, Paragraph 8(d) of the Statute of the
Ministry of Foreign Affairs of the Republic of Armenia (MOFA), the MOFA responsible for the
CAT AOAT OOPAOOEOEIT 1T OGAO ! Ol ATEAGO DPAOA Of AT AA T 4
within the United Nations framework. The MOFA disseminatesnformation on UNSCRselated to
terrorism financing and proliferation financing to the competent authorities in Armenia. It requests
the authorities to report back on practical actions undertaken to properly implement the UNSCRs.
The MOFA also coperates with the CBAwhen it receivesrequests from a UNSCR designated person
or entity to access froen property whenever this is necessary for basic or extraordinary expenses.
On 2 March 2012, the Interagency Committee discussede new requirements under the revised
FATF Recommendations (2012) in relation td=T and PF where it was decided that the Working
Group set up under the Interagency Committee would analyse these new requirements and propose
amendments within the framework of the next revision of the AML/CFT legislationCoordination on
PF issues takes place through th€ounter-Proliferation Interagency CommissionHowever, further
coordination is needed between the AML/CFTnteragency Committeeand the Counter-Proliferation
Interagency Commissionfor the implementation of PF rejuirements.

Weighting and Conclusion

25. Armenia is compliant with aimost al of the criteria under Recommendation 2.However, the
framework for cooperation and the coordination of policies on PF issuesneeds to be further
developed Armenia is Largely C ompli ant with Recommendation 2.

Recommendation 3 - Money laundering offence

26. Inits 3 round MER,Armenia was rated largely Compliant with the then Recommendations 1
and 2 (Paragraphs122-168). Those Recommendations were merged in the 2012 FAHtandardsas

the new Recommendation 3. The LC rating for R.1 was based on a lack of clarity on whether to prove
that property is proceeds of crime a conviction for a predicate offence is required. For R.2 the central
relevant factor underlying the rating was the absene of criminal liability for legal persons. In
addition, in both instances effectiveness concerns were articulated. Under the current methodology
effectiveness is not a factor relevant to the assessment of technical compliance. In the period since
the last MER Armenia has enacted further relevant legislation in this context including amendments
to Article 190 of the Criminal Code (CC) on the legatition of illicit property (money laundering) of
June 2014 (HG1L14 N).

27. Criterion 3.1 (Met) z Armenia has signedand ratified both the Vienna Convention and the
Palermo Convention and has generally criminalised money laundering on the basis of the relevant
provisions of these international treaties(Article 190(1) of the CQ.

28. Criterion 3.2 and 3.3Met) z At the time of the 2009 MER, Armenia utilised a list approach in

defining predicate offences for money laundering which extended to all of the then FATF designated
categories of predicate offences plus tax evasiofPéragraph 134). In 2014 this was abandoned in
favourT £ xEAO OEA ! Oi AT EAT AOOEI CEDAEAOABRIOG OEARI Abo
The Armenian authorities confirm that under the current law the CC continues to include a range of
offences in each of the FATHesignated categories (including thee added or amended in 2012) and

that these all remain as predicate offences for money laundering.

29. Criterion 3.4(Met) z In June 2014, Armenia enacted legislative amendments relevant to the
satisfaction of this criterion. By virtue of the new formulation & Article 190(5), property constituting

bOol AAAAG T £ AOEI EI Al AAOEOEOU EO OEAO OAEOAAOI U
AT i1 EOOEIT 1T &£/ AOEIi A0 AO OOEDPOI ACAA ET OEEO #1i AAo
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defined in Article 103.1(4) of the same (as amended by HD14-N of June 212014) in a manner
which is in line with current FATFStandards

30. Ciriterion 3.5(Met) z As noted previously, the 2009 MER expressed concern over the lack of

clarity of whether it was necessary to obdin a conviction for a predicate offence in order to prove

that property is the proceeds of crime. It was acknowledged that while there might be a general
understanding among prosecutors and the judiciary that such a conviction was not required in order

to OAAOOA A AT T OEAOQEIT A O AGOITTITOO 1T1TTAU 1 AOT AA
AT 6000 xEI1 AA OAAADOE@@mﬁW%ﬁEENmM#@MM@@&M@AOEIT
however, drawn the attention of the evaluators to the reasoningand conclusions made by the

Criminal Chamber of the Cassation Court on 24 February 2011 (Criminal Case No

EKD/0090/01/09). The judges statedinter aliah OEAO EO OEO 110 1T AAAOOAOU
for the predicate offence, nor is it necessaryhat the person accused of the legalization of the N
DOl AARAAO 1T &£ AOEI A EAO AT U pPolapgrdpiif)i T O OEA DPOAAEAA

31. Criterion 3.6(Met) z The 2009 MER concluded, on the basis of the interaction of Articles 14
and 15of the CC Paragraphs136-137: Article 15 was amended by HE18-N from February 9, 2012)
that the expectations of the FATFStandards on extraterritorial predicate offences were met.
Armenia continues to satisfy the criterion.

32. Ciriterion 3.7(Met) z Article 190(1) of the CC applies teself-laundering. This interpretation has
been reflected in judicial practice.

33. Criterion 3.8 (Met) z In the previous MER it was noted that while criminal law does not

explicitly foresee that the intentional element of ML can be inferred from objective factual

circumstances, Armenia relies heavily on the principle of the free evaluation of evidence by the
judiciary (Article 25 of the CPC) which enables the judge to make this inferencBdragraphl50).

34. Criterion 3.9 (Met) z Natural persons convicted of the basic offence of money laundering
(Article 190(1) of the CC) are, since 2014, subject to a period of imponment of 2 to 5 yearsThe
law also provides for heavier periods of imprisonment where specified aggravating factors are
present. There are two such categoriedn the first of these (Article 190(2)) a range of 5 to 10 years
in prison is set. The most seious cases (Aricle 190(3)) now attract a tariff of 6 to 12 years.The
evaluators were assured that the criminal sanctions in question are in step with those applicable in
relation to other economic crimes in Armenia.The team was informed that to date te average
sentence imposed by the courts is 5.4 years in prison.

35. The evaluators are satisfied that the criminal sanctions noted above, which are set at a
somewhat higher level than previously, are proportionate and should prove to be dissuasivAs
noted in the analysis of R.4 below, Article 5%f the CC also provides in certain circumstances for
confiscation (as a criminal penalty) upon conviction for money laundering. This Article was amended
in June 2014.Under it confiscation is no longer provided for m respect of the basic offence and is
discretionary rather than mandatory in the two more serious categoriesHowever, since June 2014,
Article 103.1 of the CC has entered into force, which provides a much wider basis for the mandatory
confiscation of direct and indirect proceeds.

36. Criterion 3.10(Not met) Z Asnoted previously, the sole technical compliance factor underlying
the rating of LC for Recommendation 2 in the 2009 MER was the absence of criminal liability for
legal persons in Armenia. While the Anenian authorities held that two principles of its criminal law

DOAAI OAAA OEA ET O0O1 AOGAOGETT 1T &£/ OEEO AT 1 AADOh OOEA
fundamental principle under Armenian law as this is not confirmed by any provision in the
Al AT EAT #1171 OOEOOOEITH 110 OEOI OCE APa@@rapElbay O OE A

37. In the intervening period, this issue has been subject to further study and discussion in
Armenia, the nature and extent of wihich is outlined in the 2014 NRAIn reaching the conclusion that

criminal liability for legal persons could not be introduced emphasis was placed both on principles
embodied in the Criminal Code (Aitles 4 and 23) and on the presumption of innocence as
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articulated in Article 21 of the Constitution of the Republic of Armenia. In the view of the evaluators,
however, the wording of the Constitution in this regard, in the absence of relevant jurisprudence
from the highest level of courts, fails to disturb the conclusions reached in the previous evaluation on
this point.

38. In the absence of criminal liability for legal persons Armenia continues to rely exclusively on
administrative liability for legal entities involved in money laundering. This matter is now governed

by Article 31 of the AML/CFT Law. Sanctions includénter alia, fines, liquidation, andrevocation,
suspensionor termination of a licence. In so far as fines are concernethe level of the sanctio
depends on whether or not the legal person is or is not a reporting entity under the Law. In the case

I £ A OADPI OOET ¢ Al GEIOGUA OEIEIOOTEG® TOR OOEMO IGihEdnGd OA
9,000) (Article 31(1)). For non-reporting entities it EO  O-&Eh tAn AT 1 61 0 1T £ OEA |
(approximately EUR3,600) (Article 31(1)). The evaluators are of the view that this level of fines is
insufficiently dissuasive.

I
E

39. Criterion 3.11(Met) z In the 2009 MER it was concluded that the Criminal Code éirmenia
contained an appropriate range of ancillary offences (Artles 33, 34, 35, 38, 39, 4land 223 of the
CQ to the money laundering offence so as to satisfy the FAStandard (Paragraphs139-144 of the
34 MER). There have been no changes in Armenia the intervening period in this respect.

Weighting and Conclusion

40. Armenia meets all the criteria under Recommendation, except for Criterion 3.10. The
evaluation team was not convinced that fundamental principles of domestic law preclude the
application of criminal liability and sanctions to legal persons.The applicable @ministrative
sanctionsin the absence of criminal liability, were not deemed to be sufficiently dissuasiveArmenia

is Largely Compliant with Recommendation 3.

Recommendation 4 - Confiscation and provisional measures

41. In the 2009 MER, Armenia was rated Partially Compliant in relation to confiscation and
provisional measures as reflected in R.3 of the then FABtandards While R.4 in the 2012 version of
the Recommendations is substatially similar some modifications were introduced. These included
the following: 1) R.4 now extends explicitly to confiscation and provisional measures in the context
of the financing of terrorism; 2) the new standard articulates a more robust approach tohe
adoption of non-conviction based confiscation measures; and, 3) the Interpretative Note to R.4 now
requires countries to establish mechanisms that will enable their competent authorities to manage
and dispose of property that is frozen, or seized ords been confiscated.

42. In addition to concerns regarding effectiveness, which are not relevant for present purposes,
the PC rating in 2009 was based on several factors. The major deficiencies identified were: 1) the
confiscation provisions covered some butot all FATF designated predicate offences; 2) Article
55(3) of the CC did not allow for the confiscation of property regardless of whether it was held or
owned by the defendant or a third party; and 3) the CPC did not adequately provide for seizure of
property equivalent in value to proceeds from or instrumentalities used or intended for use in the
commission of ML, FT or predicate offences. In 2014 Armenia enacted several important
amendments to relevant Articles of both the CC and CPC which are addresseldw.

43. Criterion 4.1(Met) z At the time of the previous evaluation Armenia relied on Article 5®f the

## A1 OEOI AA PreperiyoEEJORAADEOEA T AOT OO0 OAZEAOADbIAMACC O1 OEF
on money laundering) in this context. Both provigns were amended in 2014 (HEL14-N) and these
amendments entered into force later that year. At the same time, a new provision was introduced

ET O OEA ## Al OEidei1634). Thi& dpAeard ik Ohdsieh 5 ofj the G&le which now

has the tile O- AAOOOAOG 1T &£ - AAEAAT %l £ OAAT AT O AT A &I O/
authorities now appear to rely exclusively on Article 103.1 for the satisfaction of the international
requirements in the context of this criterion.
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44. 1t should be noted that the Amenian authorities have clarified the respective fields of
operation of and the interaction between Articles 55 and 103.1 of the CC as follovin the course of

the analysis for drafting amendments to the CC, the authorities came to the conclusion thatiéle 55

of the CC on confiscation embraced two different concepts, particularly those of: a) a criminal
punishment measure, and b) a measure depriving criminals of property obtained through the
commission of a crime Hence the amendments to the CC were signed to clearly delineate these

Ox1T Al T AADpOO8G6 ! OOEAT A vuv 1T &£ OEA ## AAAOAOOAO OE
latter.

45. Article 103.1(1) provides explicitly for the forfeiture of property (including income or other

AAT AEEOCOFEOORAODBOARNOAET AAh AEOAAOI U 1T O ET AEOAAOI U
unrestricted nature of the wording ensures that the provision extends to money laundering, terrorist

AET AT AET ¢ AT A DPOAAEAAOGAA 1 ££A1 AA Osated forQuse inAtEeD 1 E A E (
financing of terrorism, the income or other types of benefits gained through the use of such

pOi PAOOUG8 )T | OOEAI A pnos8pjtq OEA OAOI ODPOI BDAO
instrumentalities used in or intended for use in the commission of crimes is adequately addressed
(Articlepmmo8pj pqQd8 ! OOEAI A pmno8pjpq OOAOC I AT AAOI OU 1 A
AATAEEO T £# OEA OOAOA6 QS8

46. Article 103.1(1) excludes from forfeiture,inter aliah OOEA D A1 ABDAA 1O0E AOA DA
concept that is, in turn, defined in Article 103.1(2)). It therefore follows that, as envisaged by
international standards, forfeiture can be applied to relevant property held by third parties who are

TTO60 OAITTA ZEZEAASG ET OEEO OAT OA

47. # OEOAOETT 18p AiI O OANOEOAO OEAO A OEZAEOOOA I
The wording of Article 103.1(1) does not directly address this issudn the view of the Armenian

authorities, laundered property is considered to be property deived from crime regardless of the

presence or absence of a conviction for the predicate offenck the one autonomous ML case

secured by the courts ARD/0071/01/14) , the court ordered the confiscation of the laundered

property, indicating that the courts appear to be inclined to interpret Article 103.1 of the CC as
extending to the laundered property regardless of the presence or absence of a conviction for the
predicate offence.Furthermore, Article 103.1(1) provides £/ O OEA &I OFAEOO&A 1 £
Al OOAODI T AEHIC A¥WAGAOAA OEA AAOCAT AAoe 1T &£ OAET OAA pOT

48. Criterion 4.2 (Mostly met) z Both the CPC and the Law on Operational Intelligence Activity

(LOIA) provide for a range of measures to identify and trace propertgubject to confiscation.While

these are mostly triggered after the initiation of a criminal casesome measures are available before

that stage (see, e.g., LOIA Adate 14). However, unduly cumbersome requirements imposed by LOIA

for the deployment of ceD AET ET OAOOECAOEOA OAAET ENOAO 1 AU EIi b,
ability to identify and trace property that is subject to confiscation (please refer to a more detailed

analysis on this issue under Recommendation 31)

49. In terms of provisional measues to prevent any dealing, transfer or disposal of property

subject to confiscation, Armenia continues to rely primarily on Article 233of the CPC entitled

O' OIT OT AO A O ' OOAOGO 1T £ 001 DPAOOU FP&agaphs2tTRZ6 ofthd OET A
3rd MER) this central provision has been subject to amendment (HQ15-N from June 21, 2014). Of

particular relevance is Article 2331.1) x EEAE OOEDPOI AOAO OEAO O4EA AT AC
proceedings shall without delay impose arrest on the propey subject to forfeiture as specified in

0AOO p T &£ ' OOEAI A pno8p 1T £ OEA #OEI ET Al #1 AA T £
103.1(1) extends to,inter alia, property held by nonbona fide third parties and, in specified
AEOAOQI OGOH AR OBMOICEAOOU 1T £ AT OOAOPI T AET ¢ OAlI OAo8 ) ¢
arrest under Article 233 (1.1) of the CPCAs at the time of the 2009 MERRaragraph 227), these

measures may be applie@éx parteand without prior notice to the parties corcerned.

50. In the previous evaluation that part of the then standard which overlaps with criterion 4.2(c)
was found to be satisfied Paragraph235; see also Civil Code, Adles 306 and 313). The authorities
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have also brought to the attention of the evaluators Articles 237 and 238 as being relevant to the
satisfaction of the revised standard.

51. Ciriterion 4.3(Met) z Article 103.1 of the CC exempts the property of bona fide third grties
from measures of forfeiture (Article 103.1 (1)), defines this important concept (Artcle 103.1(2)) and
makes specific provision for the resolution of disputes (Aitle 103.1(3)).

52. Criterion 4.4(Mostly met) z The management of attached property dung the pretrial stage
falls within the responsibility of multiple agencies according to the nature of the attached property.
It is not subject to systematic managementThe mechanism for the management and disposal of
property subject to confiscation corfiscated property and property which constitutes material
evidence is governed by the Law o€ompulsory Implementation of Judicial Acts, Article 119 and
236 of the CPC and Chapter 4 of the Law on Public Auctioiffiere are however justified doubts
regarding the time limit (1 year) concerning the execution of confiscation imposed as a result of
criminal proceedings as it is stipulated in Aricle 23 of the Law on Compulsory Implementation of
Judicial Acts Armenia has set up a Compulsory Enforcemene&ice, which is mainly involved in the
execution of confiscation orders.

Weighting and Conclusion

53. All criteria under Recommendation 4 are either met or mostly met. The following deficiencies

were identified: unduly cumbersome requirements imposed by LOlAor the deployment of certain

ET OAOOECAOEOA OAAETENOGAOG 1 AU EIiPAAO 11 1 Ax Al £ O
property that is subject to confiscation; and attached property is not subject to systematic
management Armenia is Largely Comp liant with Recommendation 4.

Recommendation 5 - Terrorist financing offence

54. In the 2009 MER, Armenia was rated Partially @npliant with respect to these requirements
(Paragraphs 169-195). Armenia had not criminalised the financing of a terrorist or a terrist
organisation in situations where the property or funds were provided or collected without the
intention or knowledge that the funds or property would be used in the commission of a specific act
of terrorism. In addition, there had been an inconsistenuse of terminology pertaining to the funds
provided or collected for the financing of terroism. In relation to the provision referring to
terrorism, the definition had not contained a reference to "international orgarsations". Armenia had
not applied aiminal liability to legal persons. Armenia has subsequently made extensive
amendments to legislation in order to address many of these deficiencies, including significant
amendments to legislation on June 21, 2014

55.  Criterion 5.1(Mostly met) z Pursuantto the amendments to the CG;Tis now criminalized in a
manner that is largely consistent with theFT Convention. It appears that Article 217.1of the CC is
broader than the requirement prescribed in Article 2(a) of the TerroristFinancing Convention,
which requires the offence to be committed unlawfully and wilfully, with the intention or in the
knowledge that the funds are used to carry out the offencéArmenia requires that the offence be
committed only with knowledge thereof.

56. The acts which constitute an offence within the scope of and as defined in one of the treaties
listed in the annex to theFT Convention are covered underArticle 217 of the CCwhich defines
terrorism as, inter alia, any action recognised as terrorism by international treaties ratified by the
Republic of Armenia However, Armenia hagatified most, but not all, of the treaties listed in the
annex. In particular, Armenia has noaccededto the 2010 Protocol Supplementary to the Convention
for the Suppression of Unlawful Seizure of Aircraft; and the 2010 Convention on the Suppression of
Unlawful Acts Relatngto International Civil Aviation (New Civil Aviation Convention).

57. Ciriterion 5.2(Met) z The FT offence covers any person who provides or collects property by
any means, directly or indirectly, with the knowledge that it is to be used or may be used, in full or in
part, for committing terrorism, any acts in Article 218, or by aerrorist organisation or an individual
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terrorist. In addition, the provision or collection of funds need not be committed in a wilful manner.
Article 217.1 appears to cover the provision or collection of property that is used or may be used by
a terrorist organisation or an individual terrorist.

58. Criterion 5.3 (Met) z Articles 103.1 and 217.1 of the CC were amended in June 2014. The
definition of property, as currently stipulated in Article 217.1 with reference to Article 103.1,
extends to a wide range of asets, including material goods of every kind, moveable or immoveable
objects of civil rights, including financial funds, securities and property rights, documents or other
instruments evidencing title to or interest in property, any interest, dividends, orother income
generated by or accruing from such property, as well as neighbouring and patent righéslthough
Article 217.1 does not expressly indicate whetheFT offences extend to funds from a legitimate or
illegitimate source, as required in this criteion, Armenia indicated that a broad interpretation of the
term funds is to be applied, which includes both legitimate and illegitimate sources.

59. Criterion 5.4 (Met) - Article 217.1 does not require that funds be actually used in order to
perform or attempt a terrorist act, or that they should be linked to a specific act.

60. Criterion 5.5(Met) z Asnoted in the analysis for Criterion3.8, in the previous MER it was noted
that while the CC does not explicitly foresee that the intentional element of MET can be inferred
from objective factual circumstances, Armenia relies heavily on the principle of the free evaluation of
evidence by thejudiciary (Article 25 of the CPC), which enables the judge to make this inference
(Paragraph150).

61. Criterion 5.6(Met) z Natural persons convicted ofFT are subject to imprisonment from 3 to 7
years, with or without confiscation of property. If the offence is committed by a group of persons in
prior agreement or by an organised group, the punishment extends to 8 to 12 yeaimprisonment,
with or without confiscation of property. Armenia has indicated that the sanctions folFT offences
are similar to those for other crimes against public order (banditry, establishment and participation
in criminal association). It seems thathe sanctions applicable to natural persons are proportionate
and dissuasive.

62. Criterion 5.7 (Not met) z Armenia does not apply criminal liability for legal persons. The
evaluation team is not satisfied that the Armenian authorities have established thatiidamental
principles of domestic law preclude criminal liabilities for legal persons Armenia, however, applies
administrative liability and sanctions to legal persons which are punishable by a fine, pursuant to
AML/CFT Article 31, as explained above undeCriterion 3.10. These sanctions do not seem to be
proportionate and dissuasive

63. Criterion 5.8(Met) z Armenia has a comprehensive range of ancillary offences to ik offence
including: attempt to commit the FT offence (Articles 33-34 of the CC) participation as an
accomplice in aFT offence (Articles 38-39 of the CC) organising or directing others to commit aFT
offence (Articles 38-39 of the CC) and contributing to the commission of aFT offence (Article 41 of
the CC)

64. Criterion 5.9(Met) z Pursuant to Article 190 of the CC, any criminal activity may be considered
as a predicate offence for ML, including FT.

65. Criterion 5.10(Met) z Article 217.1 of the CQloes not specify whether the offence should apply
regardless of whether the perso alleged to have committed the offence is in the same country or
different country from the one in which the terrorist or terrorist organisation is located or the
terrorist act occurred. Therefore,the broadest interpretation would be applied.

Weighting and Conclusion

66. Armenia meets most of the criteria under Recommendation 5. However, the FT offence does
not apply to certain acts within the scope of and as defined in one of the treaties listed in the annex
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of the FT Convention. Additionally, there is no dminal liability for legal persons. Armenia is
Largely Compliant with Recommendation 5.

Recommendation 6 - Targeted financial sanctions related to terrorism and terrorist
financing

67. Inits 3d MER, Armenia was rated NotCompliant with these requirements Paragraphs244-
272). It was found that the designation and freezing mechanisms were not in line with the freezing
obligations pursuant to UNSCR 1267, UNSCR 1373 and were not consistent iidtcommendation®.
Freezing measures were depeneht on the initiation of domestic proceedings andin the absence of a
conviction, were therefore merely of a temporary nature. In addition, in the absence of legal criminal
liability for legal entities, funds and other assets of legal entities could not remain fromeafter the
expiration of the initial freezing period of 15 days.

68. Moreover, beyond the initial freezing period, Armenia did not have a freezing mechanism in
place to give effect to freezing actions initiated under the freezing mechanism of other jurisdiohs.
Freezing measures did not apply to all financial assets and propertgther than funds. Furthermore,
they could not be implemented in cases where property was owned jointly by a designated person or
entity, or where property was controlled but not owned by designated persons. It was also found
that there had been lack of guidance to reporting entities and with respect to procedures available to
listed persons or entities by the CBA for delisting. Lastly, the AML/CFT Law did not provide for the
protection of bona fide third partiesinvolved in the initial freezing process.

69. Since the previous MER, Armenia has made significant amendmentsit®legislation in order

to address these deficiencies Armenia has adopted rules on proposing persons/entities for
designation to the UNSCR Committees and for designation under UNSCR 1373, as well as guidance
on freezing of property of designated persons/entities and related proceduresvhich seem to fully
cover the requirements ofRecommendation6 and the UNSC resotions.

70.  Criterion 6.1(Met) z In relation to designationspursuant to UNSCR 1267/1989 and 1988:

a. The authority for proposing persons or entities to the 1267/1989and 1988 Committee
is the Ministry of Foreign Affairs.

b. In April 2015, Armenia adopted the Rules for Proposing Persons or Entities for
Designationunder the Lists Published by or in Accordancewith the UNSCRthe Listing
Rules) Chapter 2 of theselListing Rules provides the necessary mechanisms for
identifying targets for designation, based on the dsgnation criteria set out in the
UNSCRs.

c. Chapter 4 of theListing Rulessets outthe grounds for proposing persons/entities for
designation. Thegrounds for proposal are the following: (1) the presence of a valid
decision regarding dissolution or prohilition of activities of an entity for the
involvement in terrorism or FT; (2) the presence of a valid court judgment regarding a
natural person for charges of terrorism orFT; (3) designation under lists published by
international organisations; (4) the presence of a valid decision or court judgement of a
foreign state in relation to (1) and (2); (5) other grounds permitted by fundamental
principles of the Republic of Armenia

The grounds listed under (3) and (5) appear to be wide enough to allow designations
which are not conditional upon the existence of criminal proceedings.

d. Chapter 5 of thelListing Rulessets out the procedures for listing.

e. This sub-criterion is not applicable since no nhames have been proposed by Armenia to
date.

71. Criterion 6.2(Met) - In relation to designations pursuant to UNSCR 1373:
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a. The competent authority responsible for designation of persons or entities that meet
the criteria for designation asstipulated in UNSCR 1373 is the CBA (AML/CRJaw
Article 28 and 10 and theListing Rulesfully provide the relevant powers to the FMC).

b. Part 2, Article 28 of the AML/CFT Law generally stipulates that the FMC has authority to
"develop, review, and publi$ list of terrorism-related persons". Chapters 3 to 5 of the
Listing Rules provide the mechanisms and procedures for identifying targets for
designation pursuant to UN resolution 1373.

c. The Authorised Body, on its own initiative or upon the request of compent foreign
bodies, shall develop, review, and publish lists of terrorisanelated persons (Part 2,
Article 28 of the AML/CFT Law). Upon receipt of a request for designation, the
Authorised Body shall within 3 business days analyse the informatiorio identify
grounds and criteria for designation. To that end, the Authosed Body may request
information from other bodies (Chapter 5, Listing Rules)In the presence of reasonable
grounds or reasonable basis for designation, the Authorised Body shall within 2
business days publish information on its official website, and if possible, notify the
designated person or entity.

d. The standard of proof applied when deciding whether or not to make a designation is
set out in Chapter 4 of thd.isting Rules(see Criterion6.1(c)).

e. This sub-criterion is not applicable since Armenia has never requested another country
to give effect to the actions initiated under its freezing mechanism.

72. Criterion 6.3 (Met) z The FMC, which is the competent authority responsible for the
implementation of Article 28 of the AML/CFT Lawand the Listing Rules, is empowered to request
and obtain information, including information subject to secrecy, from reporting entities and state
bodies, including supervisory and criminal prosecution authorites relevant for the performance of
its functions, including thosestipulated under Criterion 6.3. The FMC is not required to informa
person or entity against whom a designation is being considered.

73. Criterion 6.4(Met) z New designations are updated byhe FMC on a daily basis (Order of the
Head of FIU No. 234/07 from November 28, 2014). Chapter 29 of the FMC Operational Manual
establishes the procedure for the dissemination of the lists of terrorisamelated persons to the
reporting entities. The Armenan authorities indicated that the process is manual. Every day staff
member of the International Relations Division of the FMC checks the UN lists. In the event of
amendments to the lists, a report is circulated within FMC to the IT division to updatéé automatic
database. The FMC makes the information from the UN lists available on the website, includes that in
its news release, and circulates it to bankwithin a timeframe of 1- 2 days.For Resolution 1373, the
situation is relatively similar, as esablished in Section 105, Chapter 29 of the FMC Operational
Manual. Once the designation is made, Part 1 of Article 28 of the AML/CFT Law provides that the
property owned or controlled, directly or indirectly, by terrorism -related persons included in the
lists published by or in accordance with the United Nations Security Council resolutions, as well as in
the lists specified by the FMC, shall be subject to freezing by customs authorities and reporting
entities without delay and without prior notice to the persons involved

74.  Criterion 6.5(Mostly met) - Armenia has the following legal authorities and procedures for
implementing and enforcing TFS (Targeted Financial Sanctions).

a. For Resolutions1267/1989 and 1988, there is an obligation to freeze all funds, famcial
assets or economic resources of designated persons/entities without delay and without
prior notice to the persons involved. As described irthe analysis for Criterion 6.4, the
relevant lists are updated on a daily basis. The same procedure applestie list of the
Authorised Body developed pursuant toResolution 1373 (Part 1, Article 28 of the
AML/CFT Law). The Guidance on Freezing of Property of Designated Persons and
Entities, Article 3 specifies that natural and legal persons and state authoriieare subject
to the freezing requirement stipulated in the UNS@esolutions.
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b. The freezing obligation extends to all funds/other assets that are wholly or jointly owned
or controlled, directly or indirectly by the designated person or entity.In addition, the
AAEET EOQGEIT 1T &£ ObOI PAOOUS AO DPOI OEAAAINGT AAO
alia, any interest, dividends, or other income generated by or accruing from such
property. The Guidance on Freezing of Property of Designated Persons and Easti
Article 2, establishes that the freezing obligation extends beyond funds/assets which can
be tied to a particular terrorist act, plot or threat, including property owned by persons
and entities acting on behalf, or at the direction, of designated pems/entities.

c. The definition of "freezing of property" pursuant to Clause37, Part 1, Article 3 of the
AML/CFT Law requires the freezing for an indefinite term, a prohibition on the factual
and (or) legal movement of the property directly or indirectly owned or controlled by
terrorism -related persons; this includes prohibition on direct or indirect possession, use,
or disposal of the property, as well as on establishment of any business relationship
(including provision of financial services) or conducting e@casional transactions. The
prohibition extends to natural and legal persons, and state authoritiesThere is no
provision which prohibits Armenian nationals or persons or entities within Armenia
(other than reporting entities) from making any funds or other assets available to
designated persons.

d. Armenia applies a mechanism for communicating designations to the financial sector and
the DNFBPg$° The procedure for freezing of property is stipulated within the Guidance
on Freezing of Property of Designated Pgons and Entitiess!

e. Upon freezing property of terrorism-related persons, reporting entities arerequired to
submit a suspicious transaction or business relationship report to the FMC. If the freezing
is conducted by state bodies and persons indicated iraR 1, Article 28 of the AML/CFT
Law, they shall notify the Authorsed Body without delay.According to Part 1, Article 7 of
the AML/CFT Law, any attempted suspicious activity is also to be reported

f. Bona fide third parties acting in good faithare protected under Part 9 of Article 28 of the
AML/CFT Law.

75.  Criterion 6.6 (Met) z There are mechanisms for ddisting and unfreezing the funds/other
assets of persons and entities which do not or no longer meet the criteria for designation, as
describedbelow:

a. For 1267/1989 and 1988 designations, Armenia refers persons included in the lists of
terrorism -related persons published by the UNSCRs to apply directly to the United
Nations for delisting (Part 3, Article 28 of the AML/CFT Law).

b. For 1373 designatims, persons included in the lists of terrorisrarelated persons
published by the Authorized Body (FMC) may apply to the Authorized Body (FMC) for
delisting (Part 3, Article 28 of the AML/CFT Law). On December 2, 2014, the CBA issued
the "Rules for Delisting of Terrorism-Related Persons Designated under the Lists
Published by the Authorized Body, and for Unfreezing the Property of Terrorism
Related Persons". The rules indicate that the Authorized Body (FMC) shall notify the
applicant of the outcomes of the cesideration of application for delisting within one
month. In the case of a rejected delisting application, the designated party may reapply
to the FMC for delisting, provided that additional circumstances have emerged to
indicate that the person does nobr no longer meets the criteria for designation.

80 Pursuant to Part 2, Article 28 of AML/CFT law, the Authorized Body shall publish lists of temism-related persons on

the website of the Authorised Body. Section 106 of Chapter 29 of the FMC Operational Manual indicates that within 1
working day after the recommendation to add new designations to the FMC database is endorsed by the Head of the, FMC
the head of the International Relations Department at FMC shall submitdaaft letter for disseminating the list of terrorism-
related persons to the reporting entities or for posting a relevant notice on the FMC website. The letter to the reporting
entities shall be disseminated in accordance with the internal procedures of the CBA.

81 |t was indicated in the MEQ, however, that FMC has delivered a number of seminars on the freezing obligation to
financial institutions, DNFBPs and their respective supervigs and that FMC has developed and circulated an algorithm to
facilitate identification and freezing of the funds and property of designated persons.
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c. For UNSCR 1373 designations, the procedures for the review of the designation decision
before a court or other independent competent authorities are stipulated in Article 70
of the Administrative Fundamentals Law.

d. For UNSCR 1988 designations, Armenia hasferred to the procedures described in
Criterion 6.6(a), namely a designated person pursuant to UNSCR 1988 shall apply
directly to the United Nations for delisting (Part 3, Article 28 of the AML/CFT Law).

e. For UNSCR 1267/1989 designations, Armenia maintaé a website with contact
information to the United Nations Office of the Ombudsperson (regarding the desting
petitions).

f. On December 2, 2014the CBA issued theé'Rules for Delisting of TerrorismRelated
Persons Designated under the Lists Published bthe Authorized Body, and for
Unfreezing the Property of TerrorismRelated Persons". The rules, posted on the FMC
website, specify the procedures and process to be applied when unfreezing the
funds/assets of persons or entities that are inadvertently affeed by a freezing
mechanism (false positive).

g. With regard to the mechanism for communicating ddistings and unfreezings to the
financial sector and the DNFBPs, immediately upon taking such action, the FMC
removes such applicants from the list within a twaday period, whilst reporting relevant
changes on its official website. The FMC notifies the person whose property has been
frozen, as well as the person or body having applied the freezing measure within a
three-day period after completing the analysis, 0 the outcomes of the analysis.
(Clauses9, 12, and 14 of the Delisting and Unfreezing Rules).

76. Criterion 6.7 (Met) - Part 5 of Article 28 of the AML/CFT Law provides a mechanism for
authorising access to frozen funds or other assets which have been deten®il to be necessary for
basic expenses, the payment of certain types of expenses, or for extraordinary expenses. The
Guidance on Freezing of Property of Designated Persons and Entitisets out the necessary
procedures.

Weighting and Conclusion

77. All criteria under Recommendation 6 are metexcept for Criterion 6.5which is mostly met
There is no provision which prohibits Armenian nationals or persons or entities within Armenia
(other than reporting entities) from making any funds or other assets availableat designated
persons.Armenia is Largely Compliant with Recommendation 6 .

Recommendation 7 z Targeted financial sanctions related to proliferation

78.  These requirements were added to the FATF Recommendations, when they were last revised
ET ¢mp¢ AT Ah OEAOAAZE OAh xAOA 110 AOOAOOAA AOOEIT C
2009.

79. Criterion 7.1(Partly met) z According to the authorities, thelegal basis for the application of
targeted financial sanctions under UNSCRs 1718, 1737 and their successor resolutions is found
under Article 28 of the AML/CFT Law, which requires the freezing of property of terrorisanelated
persons designated by UNSCRs. OOA GO ITOEGONA DHPAOOI 18 EO AAAEET AA |
individual terrorist , including the persons suspected in, accused in, or convicted for committed or
attempted terrorism (including accomplices of any type), or any terrorist organisation, theersons
associated with them, any other person acting in their name, on their behalf, or under their direction,
or directly or indirectly owned or controlled by them, which have been included in the lists
published by or in accordance with the United Natins Security Council resolutions, or by the
Authorised Body. Althoughboth Article 28 and Article 3 refer to UNSCRs$n general, there is a clear
conceptual difference between terrorism and proliferation As a result of the specific reference to
terrorism -related persons, the reference to UNSCRs in Articles 28 and Article 3 could therefore be
interpreted as encompassing only those UNSCRsaling with terrorism .
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