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PREFACE - INFORMATION AND METH ODOLOGY USED
FOR THE EVALUATION OF THE RUSSIAN FEDERATI ON

1. The evaluation of the antoney laundering (AML) and combating the financing of terrorism
(CFT) regime of this countfywas based on the Forty Recommendations 2003 and the Nine Special
Recommendations on Terist Financing 2001 of the Financial Action Task Force (FATF), and was
prepared using the AML/CFT Methodology 280%he evaluation was based on the laws, regulations
and other materials suppli¢dnnex 3)by Russid and information obtained by the evaioa team
during its onsite visits ® Russia from 24 September t@®2tober and 12 to 23 November 2007, and
subsequently. During the ¢ite the evaluation team met with officials and representatives of relevant
Russian government agencies and the prisateor. A list of the bodies met is set out in An@ew

the mutual evaluation report.

2. This was a joint evaluation of the FATF, the Eurasian Group (EAG) anM@NEYVAL
Committee of the Council of EuropMQONEYVAL). The evaluation was conducted byeualuation

team which consisted of experts from the FATF, EAG M@NEYVAL in criminal law, law
enforcement and regulatoryssues. The team was led by Mincent Schmoll (Principal
Administrator of the FATF Secretariat), Mr. Igor Nebyvaev (Principal Adstiator of the EAG
Secretariat), MsKirsten Mandrup (Administrator of thtAONEYVAL Secretariat), and further
included: Mr. Richard Berkhout (Administrator of the FATF Secretariat);, Mselleen Stack
(Assistant Director for Terrorism Finance and Finan€iame, Department of the Treasury, United
States)who participated as financial expert for the FATF,. Min Matthews (Technical Specialist,
Financial Crime Policy Unit, Financigbervices Authority, United Kingdom) who participated as
financial expert ér the FATF, Mr Stephan Ochsner (Chief Executive Officer, Financial Markets
Authority, Liechtenstein) who participated as financial expert ONEYVAL, Mr. Viadimir
Gerasimovich (Expert, Department of Financial Monitoring, Belarus) who participategahipert

for the EAG, Mt Paul SairtDenis (Senior Counsel, Department of Justice, Canada) who participated
as legal expert for the FATF, MPaula Lavric (Senior Member of the Board of the National Office
for the Prevention and Combating of money lauimdg Romania) who participated as law
enforcement expert faMONEYVAL , and Mt Eric Noordhoek (National Public Prosecutor for money
laundering and financing of terrorism at the National Public Prosecutors Office, the Netherlands) who
participated as law ndforcement expert for the FATFThe experts reviewed the institutional
framework, the relevanAML/CFT Laws, regulations, guidelines and other requirements, and the
regulatory and other systems in place to deter money laundering (ML) and the finan@mgrasfm

(FT) through financial institutions (FI) and designated -financial businesses and professions
(DNFBP), as well as examining the capacity, the implementation and the effectiveness of all these
systems.

3. This reportprovides a summary of theML/CFT measures in place in Russia as at the date of
theonsi te visit or immediately thereafter. I't desc
levels of compliance with the FATF 40+9 Recommendations (see Table 1), and provides
recommendatianon how certain aspects of the system could be strengtfsaediable).

! In all FATF Publications, all references to country apply equally to territories or jurisdictions.

2 As updated in June 2007.
In this report, Russia denotes the Russian Federation.
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4. The evaluators would like to express their gratitude to the Russian authorities, especially to
the staff at Rosfinmonitoring headquarters in Moscow and the regional officessftfifRonitoring in
Nizhniy Novgorod, Khabarovsk, Kaliningradind RostosnaDonu for their excellent assistance
throughout a logistically challenging, but very well organised assessment mission.

4 The region of Kaliningrad is part of the Notillestern Federal Distri, which means that the regional
office of Rosfinmonitoring in Saint Petersburg is responsible for Kaliningrad.
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EXECUTIVE SUMMARY

Background Information

1 This report summarises the anibney laundering (AML)/combating the financing of
terrorism (CFT) measures in place in the Russian Federation as of the time ofdite wasits

(25 Septerher i 2 October 2007 and 12 23 November 2007) and shortly thereafter. The report
describes and analyses those measures and provides recommendations on how certain aspects of the
system could be strengthened. It also sets out the levels of compliaheeRuidsian Federation with

the Financial Action Task Force (FATF) 40+9 Recommendations (see the attached table on the
Ratings of Compliance with the FATF Recommendations).

2. The Russian authorities are well awaratef money laundering (ML) and terrorist financing

(TF) schemes used in Russia. Many ML schemes involve the misuse of (foreign) legal entities and
financial institutions. Laundered money is often invested in real estate or security instruments, or used
to buy luxury consumer goods. Russia has been a repeated victim of terrorism, and the authorities
report the use of TF schemes involving the misuse of alternative remittance networks by foreign and
North Caucasian terrorist groups.

3. A general impediment to the fight against ML/TF is the high level of corruption in the public
and private sector. There are no indications that the FIU is affected by corruption, but some law
enforcement bodies and private sector businemsesnpacted by corruption in varying degrees. The
current and previous President of Russia have rightfully established eliminating corruption as a
priority for the Russian Government.

Legal System and Related Institutional Measures

4, Russia has criminalised ML through articles 174 of the Criminal Code (CC) (money
laundering), 174.1 CC (sdiundering) and 175 CC (acquisitiar saleof property obtained by
crime). Article 174 CC defines money laundering as an attitivolves the carrying out of financial
operations and other transactions with monetary funds or property knowingly acquired by other people
by criminal means in order to impart legitimacy to their ownership and to conceal the criminal origin
of the proprty. Article175 CC states that the acquisition or sale of property knowingly obtained in a
criminal manner is a punishable offence.

5. The money laundering offence extends to any property and monetary fundst Ihécassary

to convict a person of a predicate offence to prove that property is the proceeds of crime. All crimes
are predicate offences for ML, with the exception of 6 financial crimes. The absence of these offences
could have a negative effect on theerall effectiveness the criminalisation of ML. For the predicate
offences that shouldebcovered by the ML offence, 18 the 20 predicate offences for money
laundering required under the FATF Recommendations are covered. The offences dealing with insider
trading and stock market manipulation are not distinct criminal offences, although elements could be
found in some other laws.

6. Only a natural person is subject to criminal responsibility, and the Russian aeshargued
unsuccessfully that this principle constitutes a fundamental principle of the Russian criminal law.
Notwithstanding, the Russian law provides for corporate and administrative liability for legal persons
and a legal person found to have engagechoney laundering activities can have its licence revoked
and ultimately be subject to liquidation through civil court proceedings.



7. There is a wide range of maximum sanctions available for money laundering lvgl natu
persons, consisting of fines (from RUR0000 to RUB1 million) and terms of imprisonment (from

fourtolby ear s) . Fines can also be adjusted on the b
the annual income).

8. The ML offences are being increasingly prosecuted, with ML investigations jumping from
618 in 2003 to B57 in 2006, the number of money laundering cases sent to court going from 465 in
2003 to 6880 in 2006 and the overall number of convicsioncreasing from 14 in 2003 to 532 in
2006. However, considering the level of organised crime and corruption acknowledged by the Russian
authorities, the ML offence should be used even more in the future.

0. Russia dminalised terrorist financing in article 205.1 CC. The article targets any support or
contribution to terrorist activity, and financing of terrorism is explicitly mentioned in the first part of
the article. Criminalisation also covers the provisionamdd ect i on (Arai singo) of
of terrorism is canected to texrimes of a terrorist nature, committed by both individual terrorists and
terrorist organisations. However, it does not extend to the theft of nuclear material as required under
the UN Convention for the Suppression of the Financing of Terrorism. Intent is required, but the
Prosecution Authority does not need to prove that the funds are intended or had been intended to
finance a specific terrorist act. Terrorist financing is cott@d as soon as the funds are collected,
regardless of whether or not the funds are used in the commission of a terrorist actsSibke po
sentence for TF is from four to eigjgars imprisonment. If the same crime is committed by a person
through the abse of his dice, the possible sentence is severl5 years imprisonment. In this last

case, the judge may add a fine to the prison sentence (a maximum of IRilBN or five years

annual income). The TF offences have been used with 24 persons abrieicthe period 2004

2006. The average prison sentence was about eight years. Given the level of terrorist activity in
Russia, the low number of cases and convictions suggests that the Russian terrorist financing provision
could be used more effectively

10. Russia possesses a dual procedure for dealing with confiscation. The Code of Criminal
Procedure (CCP) and Criminal Code both contain provisions that authorise the confiscation of
proceeds of crime. Articl8l CQP permits the confiscation of proceeds that are derived directly or
indirectly from the commission of an offence, including income and property resulting from proceeds
that have been changed to another form. Article 104.1 CC allows for the confiscatimperty that

is derived directly or indirectly from the commission of crime, including income and property
resulting from proceeds that have been changed to another form. Both articles allow for the
confiscation of instruments, equipment or other meansoonfmitting an offence or intended to be
used to commit a crimé&onafide third partyrights are protected by articl3 CCP and articl&69

Civil Code provides that any transaction contrary to the fundamentals of law and order or to morality
is void.

11 Russian authorities have made good use of the provision under article 81 CCP as evidenced by
the value of confiscation for the ML offences at over RREB million in 2006 and by confiscations

for all crimes totallig over RUB75 billion from 2003 to 2006The procedure under CC articted4.1

has only been in effect since 1 January 2007, and so it is difficult to evaluate its effectiveness. The
new provision should be easier to use and should be even more effactargdting proceeds of

crime.

12 Russia has established a system for freezing terrorist assets to comply with
UNSCR1267(1999), UNSCR373(2001) and successor resolutions. Russia has issued a list of
designated teorist entities with an international part (UNSQR67) and a domestic part
(UNSCR1373). All assets of terrorists and terrorist organisations listed in UNRGR as well as all
assets belonging to persons and organisations owned or controlled by thdrozemn without time
limitation or until there is a diksting by the UN. However, no funds have been frozen so far.



13. For the domestic list (UNSCR373), a different regime has been created. The domestic list
includes the names of entities that are identified and designated by the Russian authorities in
accordance with the AML/CFT Law and the Terrorist Financing Regulation. The effect of being listed
is a temporary suspension of financial operations (freezingspect of all assets owned or controlled

by the listed entity. The freezing is reported to Rosfinmonitoring. This suspension is in effect for an
initial two working days, during which time Russian authorities verify the basis for the freezing action.
The freeze can be extended for an additional five working days if required in order to complete the
verification. Thereafter, the criminal (seizure and confiscation) regime applies if necessary.

14. While the freezing mdtmanisms in the approach taken by the Russian Federation are in line
with the UN Resolutions, there are elements aswamtiwith Special Recommendatitihthat are

either absent or incomplete. In implementing UNSCR 1373, Russia relies heavily on thealcrimin
justice system for covering the various elements contained in SR.IIl. Reliance on the criminal justice
system risks creating problems regarding the efficient implementation of this Recommendation. For
example, difficulties or delays in obtaining suféot evidence to prosecute or convict may result in a
terrorist being acquitted and his funds unfrozen. Such a result would frustrate the objectives of
UNSCR 1373. In addition, Russia needs to implement an appropriate mechanism that will enable it to
examire and give effect to actions initiated under the freezing mechanisms of other jurisdictions.

15. Rosfinmonitoring, the FIU of the Russian Federation, is the cornerstone of the Russian
AML/CFT system. It is the centr§policy) co-ordinating body for AML/CFT issues and is designated

as the authority for collecting, processing, analysing and disseminating STRs. It is empowered to
request information from reporting and government entities, maintain the national AMlasktalot

as the international AML/CFT point of contact for Russia and represent Russia in international bodies
such as FATFMONEYVAL, EAG and the Egmont Group. Rosfinmonitoring was also the force that
inspired the Eurasian countries to establish an F&YIE regional body, the EAG, in 2004.

16. Rosfinmonitoring has regional offices in all Federal Districts, and thepecation between

the headquarters and the regional offices seems to be good. The headquartstabliaked a
sophisticated information technology infrastructure that enables the regional offices to analyse STRs,
use the national AML database and submit cases for dissemination to headquarters. Rosfinmonitoring
demands high professional standards®oginployees, and internal control systems are used to protect
information from unauthorised access by staff. The IT systems are designed to handle a large number
of STRs and other reports. The only shortcoming detected by the evaluation team was tiggrather
number of staff vacancies (about 15% of maximum staff levels), especially in the analytical and
supervisory departments, and the authorities are encouraged to fill all current vacancies.

17. The traditional tass of an FIU (receiving, analysing and disseminating STRs) are performed
effectively by Rosfinmonitoring, as are other important tasks that are unique to the agency, such as
international ceoperation and related activities such as training provided by#ANO Training

Centre .

18. The main law enforcement bodies involved with the fight agaitisand TF are the Ministry

of Intemal Affairs (MIA), the Federal Security Service (FSB), the Federal Service for the Cofitrol
Narcotics Circulation (FSKN) and the Prosecution Authority. All bodieeperate with the FIU, but

it is not always clear how they -@perate with each other. The MIA, FSKN, FSB and Prosecution
Authority are all clearly responsible for AML/CFT invesitions, and the law designates the
Prosecution Authority for delineating responsibilities for investigations when more than one body is
involved. However, in practice and in all regions, there seems to be a lack of awareness by the
Prosecution Authority rad a lack of ceoperation with the Prosecution Authority by other law
enforcement bodies. This factor, along with the existence of corruption within law enforcement as
acknowledged by Russian authorities, has a negative impact on the effectivenesgstéthe s



19. Regarding Special Recommendation IX, Russia has added AML/EI&TEd requirements to

its existing currency control system. The outcome is a rather confusing legal framework that appears
to be interpretedifferently by the Customs authorities in each of the regions visited. In practice, the
effort focuses almost exclusively on cash, is not implemented as foreseen by the law, and has
enforcement, legal and implementation gaps in specific areas. In add@@wrsanctions for non
compliance with the declaration requirements have been levied, statistics are lacking, and Customs
authorities appear to lack a clear awareness of AML/CFT measures. A full review and subsequent
integration of the currency control sgst into the AML/CFT Law is necessary, as the physical
movement of cash in and out of Russia is an important component of money laundering schemes
detected in Russia.

Preventive measures Financial Institutions (FIs)

20. The legal framework for customer due diligence is set out in a variety of legal documents.
Except for the detailed provisions of the AML/CFT Law, all of these constitute other enforceable
means. All financial institutions (as defined by the FATF Reavemdations) are covered by the
AML/CFT law.

21 Credit Institutions are explicitly prohibited from opening anonymous accounts, but there is no
specific provision that prohibits banks from maintaining existing accoumder fictitious names,
although the authorities believe that existing procedures effectively preclude this. All customers must
be identified, although there are exemptions for certain specifically defined occasional transactions
below RUB30000, even ifthere is a suspicion of money laundering or terrorist financing. Foreign
exchange transactions below RUB00O0 are also exempted from CDD, but only if there is no ML/TF
suspicion. Financial institutions are in fact prohibited from performing CDD in thaessss.

22, The CDD framework includes provisions on authorised persons, representatives and
beneficiaries, but it does not fully address the concept of beneficial ownership. Ongoing CDD is
defined as an update of ChOBformation, which usually must take place annually. This may not be
sufficient, but it does solve possible gaps for existing customers. Financial institutions are required to
assess if there are risks that make it necessary to perform enhanced CDr& meresuch rules for
simplified CDD.

23. The measures against PEPs are very recent, and their effectiveness could not be assessed.
However, the legal framework is incomplete and should be dealt with as a mattegeaty

Although not a strict requirement under the FATF Standards, Russia should consider including
domestic PEPs as a tool for fighting corruption. In relation to correspondent banking, all of the
relevant criteria should be implemented, particularly tleed to understand the nature of the
respondent bankds business and to ascertain whe
and effective. The requirement to document the respective AML/CFT responsibilities of banks should

also be covered. Theseems to be no practical problem with financial secrecy provisions.

24. Record keeping requirements are generally comprehensive, but there are a few gaps in law and
regulation which the assessment team recommendsaRadgdress. Notwithstanding, the evaluation
team did not receive any indication that the competent authorities had a problem obtaining required
information on a timely basis. Thus, the assessment team has raised the rating for this
Recommendation on thedia of effectiveness.

25. The new system governing wire transfers is a welcome step towards compliance, but gaps
remain, particularly regarding the definition of originator information in certain limited cases. The
asessment team recommends that the Russian authorities amend the current AML/CFT regime to
address the remaining gaps and to ensure that all rules can be implemented in practice. As the legal
framework for Special Recommendation VII was only implementedntsc it was impossible to
measure implementation and effectiveness.
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26. There is no overall requirement to examine the background and purpose of all unusual
transactions and to record and maintain such informatorcdmpetent authorities. Many financial
institutions seem to be confused about the distinction between mandatory threshold reporting
(> RUB 600000) and examining the background of unusual transactions, however, the authorities
maintain that many of theriteria for mandatory reporting are in fact unusual transactions. That said,
despite the gaps in the law, in practice most FIs seem to pay attention to unusual transactions to be
able to report STRs.

27. Russia baséss implementation of Recommendati@l on the FATF list of Non Coperative
Countries or Territories, which is by itself insufficient to meet the requirements of this
RecommendatiorNevertheless, Russia indicated that the Law on Special Economic Meaisabbss
Russia to apply countermeasures in accordance with Recommendatinaliding whenthe FATF
shoulddecide to apply countermeasures

28. The Russian AML/CFT Law requires the reporting of suspicious traoeadn ML and TF

cases, except for attempted transactions by occasional customers. While the banking sector files most
STRs, other sectors also show an increase in the number of STRs. Other than these points, the
shortcomings for Recommendation 13 are tigdechnical.

29. Given the absence of any TF STR guidance, the authorities explained that, in practice, often a
transfer of a small amount of money from a region with supposed TF activities or a withdrawal of a

smd | amount of money from an ATM in such a reg
suspicion. In addition, neither the authorities nor the private sector could indicate what the
characteristics of a TF related STR would be. All of this has an impatheorffectiveness in

assessing Special Recommendation IV.

30. General requirements for financial institutions to establish and maintain internal control
procedures, policies, and controls to prevent ML and FT aretdith the AML/CFT Law. Training
programmes focus heavily on the legal requirements, but do not incorporate typologies, so employees
are not adequately prepared to detect signs of ML and FT when they occur. TF requirements do not
extend beyond the listsf @lesignated terrorist entities. Employee screening procedures need to be
broadened to cover all staff, including a criminal records check. The implementation of AML/CFT
related internal controls within Russia Post is lacking.

31 Russia has been criticised in past mutual AML/CFT evaluations for being vulnerable to
criminal ownership of financial institutions, and some banks are in fact still believed to be owned and
controlled by (suspected) criminals and their fnoen. The authorities also indicated their strong and
longstanding desire to obtain the necessary supervisory instruments to deal with this issue. However,
legislative changes have not yet addressed this clearly identified weakness, and all supeedsors ne
more legal powers with respect to preventing criminals from controlling financial institutions.

32 Overall, the evaluators concluded that the supervision carried out by the BoR is detailed, in
depth and effectivd-or the FSFM and FISS, however, on average, each securities market participant
is only inspected once every nine 18 years and each insurance company is inspected only once
every five to six years. The sample reports obtained from FSFM and FISS dppaetr 40 be
sufficiently detailed. ROSCOM inspects each Russia Post branch only once every six years, and the
reports also appear to be superficial with regard to AML/CFT matters. Leasing companies are only
inspected once every eight to thirteen years dsfiRmonitoring.

33 Except for some limited guidance issued by Rosfinmonitoring (explanation of the law and
typologies), no guidance has been issued. Not surprisingly, few of the financial institutions met with
had ay knowledge of what constitutes ML or TF beyond the legal requirements of the AML/CFT

Law.
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34. The powers of the supervisors are found in the law, although, for example, the BoR Law still
limits the BoR in the numbeof onsite inspections it may carry out over a certain period (this
limitation has already been mentioned in a previous AML/CFT assessment). Powers to compel
production of records are sound in practice, although there some technical legal shortcomings.

35. The sanctioning powers, as well as the sanctions themselves, are in general completely
inadequate. The BoR, the only supervisor with some sanctioning powers, indicated that their powers
are too limited to effectivg correct compliance shortcomings. The evaluation team fully agrees with
the view of the BoR. The FSFM and FISS both disagreed with evaluators as to whether their powers
were too limited, despite the fact that neither of these supervisors has any gdinetipning powers

at all. The statistics show that the system for sanctioningQhdimancial institutions does not work
effectively, especially with respect to the FISS and ROSCOM.

36. The lack of effective finanal sector supervision regarding AML/CFT is a key shortcoming.
Russia has not effectively addressed repeated critical AML/CFT assessments identifying the need for
improvement. It would be advisable for the FATWONEYVAL and EAG to monitor this area to
endure that remedial action is taken once and for all.

37. The current system for dealing with MVT service providers ensures a fairly effective oversight

of legal MVT service providers, but it does not effectively adsltee existence of illegal alternative
remittance systems (ARS) operating in Russia. Russian law enforcement bodies should place a higher
priority on investigating the existence of alternative remittance systems to better assess the size and
the nature oML/TF threat posed by illegal MVT occurring within and through Russia.

Preventive Measured Designated NorFinancial Businesses and Professions (DNFBPs)

38 Within the AML/CFT Law, Russia has set up two differentimegs for designated nen
financial businesses and professions (DNFBPs). The first regime focuses on financial institutions but it
also includes the gaming industry, the real estate sector and dealers in precious metals and stones. The
second regime appligés lawyers, notaries and accountants. This second regime is a less strict version
of the system for financial institutions and the specific reporting requirements only apply to lawyers,
notaries and accountants under certain conditiprifs: during the ourse of business, the professional

has any ground to assume that the aim of the operation or financial transaction is to launder money or
finance terrorism and) if the information or service provided is not covered by professional secrecy
provisions inrelation to a limited set of activities that does not fully match the activities listed by the
FATF. Russia should review the AML/CFT regime as it applies to DNFBPs and ensure that all
relevant elements are addressed.

39. The requirements for lawyers, notaries and accountants are generally incomplete or not
effectively implemented. All DNFBPs that the evaluation team met with had implemented the
requirements in a different manner and not always in line with the lagreTare as well some specific
concerns relating to the effectiveness of the regime for casinos and the real estate sector.

40. Although real estate agents, casinos and dealers in precious metals and stonesedatrdogover

the general duty to report STRs, the figures for reporting raise some concerns over the effectiveness of
the provisions. The numbers of STRs filed by lawyers and notaries appear to be very low, which calls
into question whether the requirements untee AML/CFT Law are sufficiently publicised,
understood or enforced.

41. All DNFBPs are supervised, but it is not always clear if this is (also) done specifically for
AML/CFT purposes. The current system in whichimas are not licensed by a competent authority
involved with AML/CFT matters is a cause for concern. Rosfinmonitoring is responsible for
supervising casinos and real estate dealers. In the absence of specific information on sanctions
imposed, doubts remaas to the effectiveness of the regime. The fact that the Assay Chamber lacks
effective supervision powers and resources to focus on AML/CFT matters for dealers in precious
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metals and stones is overwhelming. The supervision of lawyers, notaries and aatsocmcentrates
on matters relating to professional practice and observance of federal legislation, including in theory,
AML/CFT.

42. Russia is to be commended for identifying pawnshops, operational leasing canpadie
noncasino gambling enterprises as designated entities under the AML/CFT Law. Russia may also
want to consider the ML risk posed by the proliferation of high value and luxury goods providers.

Legal Persons and Arrangements & No#Profit Organisations

43. There are no bearer shares in Russia, nor are there any trusts or other similar legal
arrangements.

44, All legal entities and individual businesses are required to registgpdate their registration

at the moment of their establishment, reorganisation and liquidation as well as when any changes to
the constituent documents are introduced. The law describes the data that have to be submitted to the
registry which is maintaied by the tax authorities. Information is publicly available, except for certain
types of information that is only available to the state authorities. Information on beneficial ownership
and control of legal persons as required by the FATF Recommendetions registered or readily
available to any state authorities.

45. According to the Russian authorities, the overwhelming majority of money laundering
schemes are associ at ed aty® sidconumacial ergamsatens registeted wi t h
under the names of naxistent persons without intention to perform any real commercial activity.

The evaluators believe that the lack of information on beneficial ownership and control of legal
persons in accordaecwith the FATF Recommendations is the root cause of the problem. The
evaluators strongly believe that if there were effective procedures in place to gather and maintain such
information, thedpyobfemmwi whbut detrlt.onesol ved to

46. The Russian authorities have undertaken a superficial review of the NPO sector with an aim to
determine its vulnerability to terrorist financing. While the Russian authorities seem to be of the view
that the system in place is quite tough, most of the provisions involve basic registration provisions that
are in place for all legal entities in Russia, including commercial legal entities. There is limited
outreach to the NPO sector to provide guidance, bué meeds to be done. The authorities should set

up a more comprehensive and efficient system that focuses on real potential vulnerabilities and to
share information to target abuse.

National and International Co-Operation

47. Russia appears to have mechanisms in place to review the effectiveness of its AML/CFT
system, since new policy and legislative proposals are developed and implemented on an ongoing
basis. However, the evaluation team also noted that the valuadiegk of reports such as the
National AML/CFT Strategy Paper and poloyiented typologies reports by Rosfinmonitoring have

had a rather limited effect in areas outside the control of Rosfinmonitoring, such as compliance with
Recommendation 33 and Spedrecommendationdl and IX. While Rosfinmonitoring already has
overall responsibility for the implementation of the FATF (Special) Recommendations, the evaluation
team would recommend that it should also be given the necessary powers to ensure improved
implementation.

48. Russia has implemented the Vienna and Palermo Conventions and almost fully implemented
the Terrorist Financing convention. There are gaps in implementing UNSCRs 1267, 1373 and
successor resolutions.

49, Russia is able to provide various forms of mutual legal assistance on the basis of the
provisions of the CCP and the AML/CFT Law. Mutual Legal Assistance (MLA) is provided on the
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basis of international agreemeimtson a reciprocal basis and is generally sound. Russia is party to a
large number of bilateral and multilateral mutual legal assistance treaties. Recommendations 37 and 38
are fully implemented. In the course of the assessment, the team received iofoffnaa FATF,
MONEYVAL, EAG and members of other FSRBs that improvements were warranted in responding
more expeditiously to mutual legal assistance requests. There also appears to be a stark difference in
extradition practice in relation to négllS counties (the numbers seem unnecessarily low, perhaps
indicating less caperation in this area). Russia is however to be commended for the high number of
requests to and from CIS countries. There are no issues in relation to other forms of international co
opeation.

Resources and Statistics
50. Not all authorities keep quality statistics. While Russian authorities generally seem to have

sufficient staff (based on the numbers provided), the number of staff specificalbtedeto
AML/CFT is generally too low.
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MUTUAL EVALUATION RE PORT

1. GENERAL
1.1 General information on Russia

1. Russia is the largest country in the world, cavgra surface area of 17 075 Z3fuare

kilometres. Occupying all of northern Asia and the eastest m@rt of Europe, Russia shares
61000km of borders with 17 countries: Norway, Finland, Estonia, Latvia, Lithuania, Sweden (sea
border), Poland, Belarus, Ukraine, Georgia, Azerbaijan, Kazakhstan (7 50@kma (4000 km)

Mongolia, the Democratic Ppd e 6s Republ i c of Korea (DPRK), Jaj
States (sea border). Most of Russiads territory
lies between Lithuania, Poland and the Baltic Sea and which cannot be reached fronmRuss ma i n
territory over land. Russia has the largest number of time zones for a single country in the world,
spanning from GMT+2 (Kaliningrad) to GMT +12 (Provideniyawn). The population oRussiais

142.1 million (as of January 2007), with a populatipowth of-0.37 in 2006. The national language

is Russian, next to many minority languages. Russia is home to as many as 160 different ethnic groups
and indigenous peoples. As of the 2002 Russian census, 79.8% of the population is ethnically Russian,
3.8% Tatar, 2% Ukrainian, 1.2% Bashkir, 1.1% Chuvash, 0.9% Chechen, 0.8% Armenian, and 10.3%
other. Russia is a democratic federal constitutional state with a republicamgent and it consists

of 85Federal Subjects united in 7 Federal Districts (as ofy12D07).

2. Formerly the Russian Soviet Federative Socialist Republic, a republic of the Union of Soviet
Socialist Republics, Russia becainelependenfollowing the dissolution of the Soviet Union in
December 1991 (state sovereignty had already been jmedaon 12 June 1990). Russia is
considered the Soviet Union's successor state in diplomatic matters and is a permanent member of the
United Nations Security Council (UNSC). Since its independence, Russimha towards creating

a democratic politicadystem andiberal market economy.

Economy

3. The change from a socialist planned economy to a free market economy since the early
1990s was not a smooth transition, but the current resuipigssive After the collapse of the Soviet

Union until the mid1990s, weak government institutions, the lack of rule of law and an uncontrolled
change to a market economy structurally weakened the Russian economy. While a sound banking
system is a condition for a healthy economy, the newly fragile banking system ia Rasgo a large

extent misused and controlled by criminals. This contributed to severe (social/) economic crises from
1991 to 1996 and again after 19%8nce this last crisis, the state has gradually regained control over
the economy. Thestructural reébrms enacted by the Russian government, together with a weaker
exchange rate for the Russian Rouble (RUB) and higher prices for commodities such as oil, have
increased business and investor confidence, contributing to an economic rebound and economic
growth.

4, Russiabébs economy has grown since 1999, wi t h
4.7% (2002). The growth rate for 2006 was 6.6%. Inflation is relatively high and it took until 2006 to
realise an inflation rate below 10%. Since 2002, personal incbenesshown a real growth of more

than 12% per year. The federal budget has run surpluses since 2001 and ended 2006 with a surplus of
9% of GDP. Foreign debt has decreased to 39% of GDP, mainly due to decreasing state debt (which
was 9% in 2006). Nevertheds, problems still exist in the Russian economy. For real sustainable
growth, structural economic reforms should be enacted to ensure that the economy will also grow in
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times of lower commodity priceswhich is in factone of the economic goals of the Rias
government.

5. Some significant structural reforms have been enacted, such as the completion of a new Civil
Code, a new Customs Code, the introduction of laws simplifying procedures for land purchases and

the creation of a competitive tax system witHa income tax rate. As a consequence, foreign direct
investment has risen from USD 14.6 ibitl in 2005 to an estimated USID billion in 2006. The
countryos credit rating reached investment gr ad
capital irflux of USD 42 billion, due also to the lifting of currency restrictions since July 2006.

System ofjovernment
Federalism

6. Russia consists of currently 85 Federal Subjects that differ in the degree of autonomy they
enjoy, depending on their status (repoapterritory, oblast, autonomous oblast, autonomous region or
federal city). Still, all Federal Subjects are equally represented in the upper house of the Russian
parliament Federal Subjects are subject to the federal level and its legal and policy ndméw
addition, there are seveRederal Districts to ensure implementation of federal decisions in all 85
Federal Subjects. In this report, all references to the AML/CFT system concern the federal level and
its laws, regulations, other enforceable meamnsther government rules, unless otherwise specified.

7. According to the Constitution, state power is exercised on the basis of separation of
executive, legislative and judicial powers. All three branches of state power have the right of
legislative initiatve (the President, the Federation Council and its deputies, deputies of the State
Duma, thegovernment legislative bodies of théederal Subjectsthe Constitutional Court, the
Supreme Court and the Supreme Arbitration Court on issues within their emoget

Executive powers

8. Executive power is shared by the President, who iti¢lael of stateand the Prime Minister

(of ficially the fACh awhonsatheheadfof gbveremer®@bevRresidentdasn t 0 )
elected every four years by a direct vofettte Russian population (based on universal and equal
suffrage) and cannot serve more than two consecutive terms. The Prime Minister is appointed by the
President and is firgh-line to the presidency in the case of the President's death or resigiiaton.
executive incldes 16 federal ministries, 2&@deral services, 16 agencies an@€@nmittees Lower
regulations can also be signed by the President, the Primstéfior his ministers

Legislative powers

0. Legislative powers are exercised by FexleralAssembly, which consists of the lower house
(State Duma, 450 deputies) and the upper house (Federation Council, 170 deputies). Legislative bodies
also exist within the 85 Federal Subjects. All laws have to be approved by the State Duma and
thereafter by te Federation Council. The Federation Coumeih veto a law, bubas no right of
amendment. If the Federation Council vetoes a law, the Federation Council and State Duma must form
a conciliation commission to work out a final text of a law that has tgppe@ed by both houses.
Alternatively, the State Duma can also override a veto by the Federation Council with a 2/3 majority.
The members of thétate Dumaare elected through general elections (phsty proportional
representation with a threshold of 786 the votes), the members of tlkederation Councibre

selected by the Presidaartd subsequently confirmed the Federal Subjetihatthey represent
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Judicial powers

10. Judicial authority is exercised by the courts. Judges of the Constitutional Goappminted

by the Federation Council, and other judges of federal courts are appointed by the President. The
Constitutional Court deals with constitutional caseslits decisions are directly binding in the entire
country. It has the right to (partiajlyeview federal laws, upon request of the President, the State
Duma or the Federation Council (on request of at least 1/5th of the deputies).

11. The Supreme Court is the highest judicial body on civil, criminal, administrative and all
other cases that are thin the competence of general courts. The Supreme Court also supervises
general courts and issues judicial interpretations. The Supreme Arbitration Court is the highest judicial
body on economic disputes. It also supervidewer arbitration courts and s$sies judicial
interpretations.

Legal system and hierarchy of laws

12. Russia is a civil law country. The Constitution (adopted 2December 1993) and all other
federal legislation is applicablthroughout theterritory of the country International agreemen

signed by Russia cannot be invoked without implementation. However, if an international agreement
sets norms different from those established by a national law then the norms of the international
agreement are applied.

13. For FATF purposes, the hierarch/laws in Russia is as follows: International treaties and
conventions, the Constitution, constitutional laws, federal codes, federal laws and presidential decrees
have the status of law or regulation. Ministerial and governmental decrees, agencyores)alai

other enforceable means. Below this level, there is a diverse set of government, ministerial and agency
rules and recommendations, but none of these have the status of other enforceablBocaarents

issued on the sufederal level can have aastis of other enforceable mean, however, the status of
these documents is always second to federal documents.

14. As in other civil law countriesstare decisigcourts applying the same reasoning in similar
previous cases) does not apply in Russia, althgqudbes may follow earlier decisions by higher
courts. The Civil Code provides for other legal principles. These are the general civil law principles,
such adex specialis derogat genergla specific law overrules a general lavgx posterior derogat

priori (a new law overrules an older law), ded superior derogat legi inferiofhigher legal sources
overrule lower source of law).

Transparency, good governance, ethics and measures against corruption

15. Russia has ratified, but not yet fully implementdte tUnited Nations Convention against
Corruption and the Council of Europe Criminal Law Convention on Corruption. An interagency
working group has been established PrgsidentialDecreé in order to develop proposals for the
implementation of these two Cegntions. Russia also participates in the Anti Corruption Network for
Transition Economiesf the Organisation for Economic &@mperation and Developmerdlthough it

has not yet subjected itself to implementation monitoring. Russia joine@dkeGroup of States
against Corruption (GRECO) in 2007 and participates in the activities ofdiaPAcific Economic
Co-operationf o r uanti€caruption andransparencegx p e taskfie. On the domestic level, the
Russian government has approved and implememteatiministrative reform pléshat is also aimed

at combating corruption.

16. The President has acknowledged the fact that corruption still is a problem. In his address
before the Feder al Assembly in 2006 ,ehavbmadd®Rr e s i

Presidential Decree no. 129 of 02.03.2007.
6 Government Order no. 178%f 25.10.2005.
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we have still not managed to remove one of the greatest obstacles facing our development, that of
corruption. o0 The Presidentbés statement is in 1
consistently describe corruption in Russide endemic, without indicating any sign of improverhent
According to public opinion in Russia in December 200%he militia (police, customs, other law
enforcement agencies and the traffic police) is perceived to be most corrupt sector in Russia, whil

courts and prosecutors come third on the list.
1.2 General Situation of Money Laundering and Financing of Terrorism
Money laundering

17. According to the Russian authorities, many money laundering schemes in Russia involve
front compani e s(ledalfientiies sed @wpyby raxistimysleygl or natural persons,

without the intention to ever perform any real commercial activity). Laundered money is usually
invested in real estate (in Russia and abroad), security instruments (shares, stocks,ssecuritie
derivatives) or used to buy luxury consumer goods, such as cars. The Russian authorities have also
analysed in what form the criminal proceeds are laundered. In the majority of cases (60%) cash is used
in the Russian currency (RUB)r in foreign currenies. Security instruments were used in 12% of all

cases, precious metals and precious stones account for 6% of all cases, and real estate and land were
used in 4% of all cases. In 18% of all cases, money was laundered through other means.

18. Bank accounts an@inancial instruments are used in money laundering schemes, usually
during the layering stage. At this stage, a large number of bank accounts are opened in the name of
different persons, commercial organisations or front companies. The Russian autimolitets that

in a number of cases this would not be possible without the participation of financial institutions, who
appear to be involved in money laundering schemes.

19. The Russian authorities currently distinguismong more than 120 money laundering
typologies that are used in Russia. The most frequently used typologies detected by the authorities are:

1 Account fraud.

1 Front companies and identity fraud.

T Withdrawing or deposiing cash.

1 Backto-back loans, often involving o8hore prisdictions.

T Multiple transactions throdga network of ofishore firms.

T Misuse of promissory notes of a fictitious company, presented by a rfoceigpany for
fictitious goods.

1 Multiple movements of cash, within Russia and into and out of Russia

1 Reinvestment into the Russianonomy of crimial proceeds taken abroad before.

1 Creating legal enterprises to mix crimimabceeds with legitimate income.

1 Sale of intellectual property icombination with invoice fraud.

9 Disguising illegal proceeds as gains of gambling activities.

! See for examplei) The Wor |l d BanChr st pdiom Ain ti)i RugsiannAnalyticalon 3 0,

Digest, by University of Bremen and the Centre for Security StudidsTal Zurich, volume 11/06, oiii)
Transparency International Corruption Perception Index 20103 and 2005 2006.

8 Source FOM, the Public Opinion Foundation (http://bd.english.fom.ru/cat/societas/corruption and
http://bd.english.fom.ru/report/cat/societas/corruption/etb064708).

o RUB 100 = EUR 2.77 or USD 4.11 (as of Friday 23 November 2007, the last day of the sewited on
mission).
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Terrorist Financing

20. Over 1 600 citizens of Russia have become a victim of terrorism in Russia between 1995 and
2006. The following is an incomplete list of the main terrorist attacks that have taken place over the
last few years: the Budyonnovsk hostage ci{$895, 130 victims), bombing in Vlavikavkaz (1999,

54 victims), bombing in Buynaksk (1999, 64 victims), apartmeombings in Moscow (1999,
294victims), bombing in Kaspiysk (2002, 43 victims), theatre &gsttaking in Moscow (2002,
129victims), truck eplosion in Grozny (2002, 70 victims), truckmosion in Znamensky (2003,
59victims), Chechnya stadium bombing (2003, ®&i@tims), explosion at a Moscow rock festival
(2003, 15victims), truck explosion near Mozdok hospital (2003,Viims), Moscow Red Square
bombing (2003, 6 victims), &tropol train bombing (2003, 46ctims), Beslan school hostage crisis
(2004, 334 victims)Moscow subway bombing (2004, #&tims), Moscow subway entrance bombing
(2004, 10 victing), aircraft bombings (2004, &@&ctims), attack on Nalchik government buildings
(2005, 137 victims), merchandise market bombing in Moscow (2006, 13 victims) and bus explosions
in the Republic of North Ossetia (2007, 4 victitfis)

21. Considering the nature and scale of terrorism in Russia, theafigrinst terrorism focuses on
prosecution and elimination of terrorists. Figures provided by the Russian authorities indicate that
between 2004 and 2007 2 677 persons have besstet for terrorism, while 77ther terrorists have

been eliminated. Theumber of terroem related sentences exceed€9@8. Meanwhile, the number

of terrorist acts is decreasing, from 404 in 2004 to 41 in 2007.

22. Much of the terrorist activity in Russia is home grown and linked to both the illegal Chechen
separatist armedgroyps and to separate but overlapping North Cauc®&gds extremism.
Additionally, there is evidence of a foreign terrorist presence in the North Caucasus with financial and
ideological ties to international terrorism. Islamic NGOs, missionary centres amdistecells
together foster the establishment of terrorist groups in Russia. These networks are fmanmentain
degreethrough the misusef alternative remittance networks. The auities indicated that in 2006,
eightalternative remittanceetwoiks wereidentified and liquidated by the FSB.

23. Russia actively supports relevant international efforts to prevent Proliferation Financing
(PF)" by terroriss.

1.3 Overview of the Financial Sector and DNFBPs

1.3.1 Overview of the financial sector

24. The tablebelow indicates what types of financial institutions in Russia conduct the financial
activities that are specified in the Glossary of the FATF 40 Recommendations. It can also be used as a

reference to link the terminodly of the Glossary of the FAT4) Re&eommendations with the relevant
Russian terminology.

Types of financial activities to which Types of financial institutions in Russia that conduct these
the FATF Recommendations apply specified financial activities (including the legal basis for
doing so)

Acceptance of deposits and other | Credit institutions which in accordance with the Banking Law obtain
repayable funds from the public a licence for the right to accept monetary funds of physical persons
and legal entities in deposits (for a certain term and on demand).

Lending Credit institutions that in accordance with the Banking Law obtain a
licence for the right to allocate accepted funds on its own behalf
and at its own cost.

10

Numbers of victims are estimates and, where possible, do not include casualties among terrorists.
11

Proliferation Financing (PF) refers to a process where the proliferation of Weapons of Mass Destruction
is financed.
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Types of financial activities to which
the FATF Recommendations apply

Types of financial institutions in Russia that conduct these
specified financial activities (including the legal basis for
doing so)

Financial leasing

Credit institutions in accordance with the Banking Law, leasing
companies in accordance with the Financial Leasing Law.

The transfer of money or value

Credit institutions in accordance with article 5 of the Banking Law,
organisations of Russia Post on the basis of the (Post)
Communications Law and any legal person on the basis of
article 13.1 (Banking Law).

Issuing and managing means of payment
(e.g. credit and debit cards, cheques,
travell erséo cheque:;q
bankersdé drafts, el ¢

Credit instituti
Regul ati onso

ons BoR Pagneent cCardsal

Financial guarantees and commitments.

Credit institutions in accordance with the Banking Law.

Trading in money market instruments
(cheques, bills, CDs, derivatives etc.);
foreign exchange; exchange, interest rate
and index instruments; transferable
securities; and commodity futures trading

Credit institutions in accordance with the Banking Law.

Professional participants in the securities market (brokers, dealers,
managers, clearing companies, depositories, registrators, and
securities trade organisers) who obtain a licence issued pursuant
to the FSFM procedure established in accordance with the Stock
Exchange and Trade Law, as well as the Securities Law.

Organisations managing investment funds in accordance with the
Investment Fund Law.

Participation in securities issues and the
provision of financial services related to
such issues

Professional participants in the securities market (brokers, dealers,
managers, clearing companies, depositaries, holders of the
securities registers, organisers of trade on the securities market)
who obtain a relevant licence according to the Securities Law.

Individual and collective

management

portfolio

Organisations managing investment funds (share investment funds
and mutual funds) or non-state pension funds on the basis of the
licence issued by the authorised body (FSFM) according to the
Investment Fund Law.

Safekeeping and administration of cash
and liquid securities on behalf of other
persons

Credit institutions with a licence issued according to the Banking
Law.

Professional participants in the securities market (brokers, fiduciary
managers, depositaries) that obtain a licence according to the
Securities Law.

Organisations managing investment funds (management
companies) in accordance with the Investment Fund Law.

Otherwise investing, administering or
managing funds or money on behalf of
other persons

Credit institutions having a licence issued according to the Banking
Law.

Underwriting and placement of life
insurance and other investment related
insurance

Insurance companies (insurers and re-insurers) in accordance with
the Insurance Law.

Money and currency exchange

Credit institutions with a Banking Law licence.

25.

All 13 types of financial activity to which the FATF Recommendations apply are irttinde

the AML/CFT framework. The AMICFT Law defines the following eightypes of financial

institutions (AML/CFT Law, article 5)
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Eight types of financial institutions in AML/CFT Law

Type of institution

For AML/CFT purposes only

Supervisor / Regulator

Registration with

Credit institutions

Bank of Russia (BoR)

Bank of Russia (BoR)

Russia Post

ROSCOM

ROSCOM

Payment acceptance and money transfer
services (article 13.1 Banking Law)

Rosfinmonitoring

Rosfinmonitoring

Securities companies

Federal Service for
Financial Markets (FSFM)

Federal Service for Financial
Markets (FSFM)

Insurance companies

Federal Insurance
Supervision Service (FISS)

Federal Insurance
Supervision Service (FISS)

Leasing companies

Rosfinmonitoring

Rosfinmonitoring

Pawnshops

Rosfinmonitoring

Rosfinmonitoring

Investment funds and non-state pension

funds

Federal Service for
Financial Markets (FSFM)

Federal Service for Financial
Markets (FSFM)

Credit institutions

26.

the provisions of the Banking Ldfva n d
profit

27.

register on allicensedbanks Book of State Registration of Credit Institutiprasxd onlylicensed

As of 1 October 2007, Russia had 1 149 registered credit institufiiribeseoperate under

as the

ma i
institutions have an elusive right to accept funds from natural and legal persons, to place these funds
on their own behalf and at their own expense and to open and manage bank accounts for natural and
legal persons. Nehanking credit institutions have similar rights onlyréation to individual banking
operations, if allowed by the Bank of Russia (BoR). Only credit institutions are allowed to perform
foreign exchange transactions. Credit institutions are also allowed to provide money or value transfer
services (MVT)In this report, the terraredit institutionrefers to the banking sector.

n

ar e
objective

ts acti vi

d kcénsedlega enttys thafiim order to gain
of i

ty has

Banks are not allowed to engage in producing, trading or insurance activities, but are
allowed to conduct professional activity in the securities market. Banks are registered by the BoR, i
accordance with the State Business Registration'iamd the Banking Law. The BoR keeps a public

banks are allowed to perform the activities stipulatethé Banking Law. The state is allowed to take
all assets of illegal banks, and double the total assets as a fine. The banking sector has grown rapidly
over the last years.

Russia Post

28.

services is renewed once a year. Although the law would not prohibit the governomergrémting

Apart from providing traditional postal services, Russia Post is alknved to provide
financial or banking services. This includes the right to deliver pensions, allowances and other targeted
payments, sale of securities, accepting and delivering payments, receive utilities, goods and services
payments and provide debird, money or value transfers and ATM services. The legal basis for all
services can be found in the (Post) Communications"AdEse licence for all financial / banking

licences to more businesses, currently only the national postal monopoly Russia Post is allowed to
provide these services. Russia Post has 85 branches and approximately 42 000 offices all over Russia.

12
13
14

Federal Law no3951 (02 .

Feder al Law
Federal Laws no. 176 Z

07.07.2003).

1
f

2
0]
f

.1990) AOn Banks and Banking Activit
n State Registration of Legal Entiti
On Post Communi-kcZatm©Oms Communincoat i &
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Russia Post is supervised by ROSCOM, wiltiel issued a single licence for all activities by Russia
Post, including the financial / banking servicegravides.

Payment acceptance and money transfer serviggticle 13.1 Banking Law)

29. Certain @mmercial norbanking legal entities have the rightaocept cash from the public

and to transfer these funds to other entities (
money transfer servicéd) This service is allowed for the payment of telecommunication services,

rent and utilities. The serviaan be provided without a licence and does not include the opening of an
account for the customeAccording to the Russiamuthorities, this exemption in the law was

provided to legalise an existing practiend t hese services rmtype ofnot t h
commercial activityThe relevant authorities indicated that they did not know why#nkamenthad

decided in July 2006 to exclude part of the banking and payment systerodii@am provisionsf the

Banking Law. They indicated their dissatiction with this loophole and pointed at significant
AML/CFT risks, even though the Parliament had decided to designate these entities under the
AML/CFT Law (also July 2006)The registration regimenly became effectivavhile the evaluation

team was in Bssiathusthese providers had to register wRlosfinmonitoringfrom November 2007

(53 entities as of Decemb2007) and Rosfinmonitoring started to supervise the enfitigs that

time. They are also required to have a contract with a Cl that cautiéeosecond part of theansfer

within the payment system.

Securities sector

30. The Securities Lalfi distinguishes seven types of securities market activitiéih as of
1January 2007are performed by 1 711 registered entities (brokers, dealers, manadearing
companies, registrars, exchanges). All professional activity on the secomdirket must bdicensed

by the Federal Service for Financial Markets (FSFM). Banks can also provideisseseritices, as

long as they have a banking licence. @llerthere are three types of licences for securities:
professional licences, maintenance licences and Stock Exchange licences. The trading volume at the
Russian Trading System for thesti half of 2007 exceeded RUBA72 billion and the capitalisation of

the Russian share market amounts to approximately 90% of the GDP of Russia.

Insurance sector

31. The insurance sector is regulated by the Federal Insurance Supervision Service (FISS) and
governed by the Insurance LHwThe insurance sector in Russia includesisurance and mutual
insurance, and all types of insurers, including life, have been designated under the AML/CFT Law.
Insurers are allowed to estimate insurance risk, receive insurance premiums (insurance contributions),
form insurance reserves, investsets, define amounts of loss or damage, make insurance payments,
and perform other actions connected witte discharge of insurance contracts obligations. As of 1
January 2007, 912 entities had béeansedand registered, a number that decreased7d83he end

of 2007. The insurance sector in Russia is new and small. In 2006, the sum of insurance premiums
amounted to RUB 60illion, 23% more than in 2005. At the same time, insurance payouts grew by
26% to RUB 345 million.

Leasing companies

32. Leasingcompanie¥ in Russia are commercial entities (resident or-remident in Russia).
The leasing company (lessor) will finance the purchase of an asset financial leasetl@rentity

(lessee), without necessarily transferring ownership. Leasing compagtieoriginally required to be
licensed but as of February 2002, licensing is Inager required. Currently, 918asing companies

5 Federal Law nol40-FZ of 27.07.2006.

' FederalLawno.3% Z AOn Securities Marketo.
7 Federal Law n040151 0f27.11.199% On | nsur ance Activity in Russiabo.
8 FederalLawno.16#Z fAOn Financial Leasing (Leasing)o of 29
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are registered. It is not entirely clear how many leasing companies are involved in financial leasing
(which is covered byhe FATF definition) as opposed to operational leasing. The evaluation team was
only able to meet with one leasing company, which was involved in operational leasing. Nonetheless,
the AML/CFT (legal) framework for operational and financial leasing compasikelentical.

Investment funds and nostate pension funds

33. Investment fundS and norstate pension funds have been designated under the AML/CFT
Law. In the Investment Fund Law, investment funds andstate pension funds are defined as
management compeas, created as an open or closed joint stock company or a limited (additional)
liability company under Russian law, operating on behalf of its shareholders. Investment funds need a
licence from the FSFM. Investment funds are not allowed to provide aityoadtservices, except

for fiduciary management of securities and insurance reserves of insurance companies. As of 1
January 2007, 305 investment funds have been registered.

Pawnshops

34. Russia considers pawnshops to be part of the financial sector. Howsieeer pawnshops do
not fall under the definition of a Financial Institution or Designated -Noancial Business or
Profession (DNFBP), this sector is not discussed in this report, except for section 4.4.

1.3.2 Overview of designated ndimancial businesses and professions (DNFBP)

35. Russia has designatewbstnon-financialbusinesses angrofessions (DNFBPs) listed in the

Glossary of the FATF 40 Recommendatidngt, some of them are neither supervised nor registered in
Russia for AML/CFT purposes.

FATF Designated Financial Businesses and Professions in AML/CFT Law
Sector Designated / no Effectively Registered (with)
designated supervised or (for AML/CFT
monitored for purposes only)
compliance (for
AML/CFT purposes
only)

Casinos (including Designated Yes Yes (FIU)
internet casinos)
Real estate agents Designated Yes Yes (FIU)
Dealers in precious Designated Yes Yes (Assay Chamber)
metals and stones
Lawyers Designated No No
Notaries Designated No No
Accountants® Designated No No
Trust and Company Not designated No No
Service Providers

Casinos (including internet casinos), including other forms of gambling

36. Gambling is defined in Russia in the Tax Code, regulated by the Civil Code and includes
lotteries, mutual betting and other rlsksed games. Gamingopiders need to bkcensed a licence
is valid for five years. The Russian AML/CFT Law does not distinguish between various types of

' Federal Lawnol56F Z f Omstiment Fundso of 29.11.2001.
0 The authorities did not provide information in relation to accountants before, during or just after the on
site.
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gambling, however, for the FATF purposes, only casinos are discussed in this report. All other gaming
is only mentionedri Section 4.4 of this report.

37. Since all gaming activity must be registered with Rosfinmonitoring, the Russian authorities
know that 2 541 gaming organisations are active in Russiawhmh 348 are casinos. AfterJuly

2009, all gaming will be prohibiteith Russia, excepwithin 4 newly created special gaming zones in
Kaliningrad, RostosnaDonu, Altai and Primakiy Krai (Vladivostok).

Real estate agents

38. In Russia, real estate includes land and everything that is closely connected with land. Air
and seaehicles subject to state registration, inlavatervessels and space objects are also considered

to be real estate according to the law. All real estate objects must be registered; all information in this
register is available to every person. Since 200& rules for the real estate sector have been
liberalised. The only relevant requirement (for this report) for real estate agents is registration with
Rosfinmonitoring. As of January 2007, 1 859 real estate agents (agencies) have been registered. The
Federal Tax Service(FTS) also registers real estate businesses and shares its register with
Rosfinmonitoring. The overall volume of real estatensactionsrose fom RUB 262 billion to

RUB 691 billion between 2004 and 2006.

Dealers in precious metals ancedlers in precious stones

39. Russia has set up an extensive regulatory framework for commercial handling of precious
stones, metals and jewellétyOver 25 000 entities that deal in precious metals and stones have
registered with the Assay Chamber, of whattout 13 000 carry out wholesale and retail trade that
would fall within the FATF definition of this sectoagcepting cash above EUR/USD A@D). This
framework has originally been set up for other reasons than AML/CFT, and AML/CFT issues are
certainly notthe main concern for the Assay Chamber.

Lawyers
40. At present, there are about 60 000 lawyers in Russia. Their status is protected by the
Lawyersé6 Law and defined as qualified and profe

legal persons in oet to protect their rights, freedoms and interests and to provide their access to
justice. Advocacy is not considered a business, but an independent professional legal activity. Lawyers
cannot engage in other business activities (except for scientifahimgaor other creative activities)

and cannot take state positions on any federal level. Lawyers are designated under the AML/CFT Law,
however, they enjoy a separate regime.

Notaries

41. The 500 state and 7 000 private notaries provide a range of servibespioblic, all based

on the Notary Law. Professional secrecy applies to all notaries, unless a court frees the notary to
defend personal interests. All notaries canitensedby an SRO, but not for AML/CFT purposes.
Among the services provided by notaiare: issue property right certificates, authentication of
documents, signatures, translations, identities, taking money or securities into deposit, handling checks
and guarantee evidence. Notaries are designated under the AML/CFT Law, however, they enjo
separate regime.

Accountants and trust and company service providers
42. Accountants are designated under the AML/CFT Law; however, they enjoy a separate

regime (equal to lawyers and notariesycountantsarein Russia referred to as auditor, and acthen t
basis of the Auditing lawAuditors ardicensedby the MoF, but not for AML/CFT purposes

2 FederalLawno.4FEZ fiOn Precious Metals and Precious Stones
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43. According to the authorities, trust service providers do not exist in Russia, although nothing
would prohibit any natural or legal person from providing anyhef activities listed in the FATF
Recommendation@nd such services are advertiséi)e existence of company service providers was

not contested and, this sector has not been designated under the AML/CFT Law. The Russian
authorities did not provide anylwr information with respect to these sectors, nor did the evaluation
team meet with any of these professions during thsitervisits. Since the FATF Recommendations

do not differentiate between Trust and Company Service Providers (TCSPs), this ripertae
TCSPs as a whole.

1.4 Overview of commercial laws and mechanisms governing legal persons and
arrangements

44, All legal entities are defined in the Civil Code and divided into commercial angbnodin
entities. All commercial legal entities need &mister with theFTS, and all nonprofit entities with
Rosregistration(ROSREG) before assuming legal capacity. The registration procedure and the
documents that legal entities need to submit to registecontained in the State Registration Act
Information contained in the register is available to the public, except for bank account information of
the legal entity or information on the private address of an individual entrepreneur (article 6, State
Registration Act).

Commercial entities
Limited liability partnership

45, Limited liability partnerships are formed on a contractual basis, all partners are supposed to
participate in the activity of the | egal entity

Limited liability company

46. A limited liability partnership is established on a contractual basis. The participants are not
personally liable for the responsibilities of the company, except for their share of the (minimum)
capital. The participants do not have to take part in the managentertief c ompany . The ¢
shares can be transferred to other parties.

Limited partnership and double limited company

47. A limited partnership combines a limited liability partnership and a limited liability
company. Only partners can be part of the manageared bear (personal) responsibility, investors

can only lose their investments. A double limited company differs from a regular limited liability
company by the fact that al/l i nvest oramdnajuse | oi nt
for their own share as with the limited liability company.

Joint stock company

48. A joint stock company is defined as a company where the authorised capital is divided into a
definite number of shares (securities). These securities can only be issued bippbirdosnpanies.

The Securities Law and the Law on joint stock companies require that all securit@sibal

Production ceoperative, stateun and municipal unitary enterprises

49. Production ceoperatives are alliances of labour and capital and are miosthd in the
agricultural sector. Statein and municipal unitary enterprises are enterprises set up by governments.

22 Federal Law of 08.08 200ho. 129F Z fAon State Registration of Lec
Entrepreneur so.
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Non-profit entities
Consumer caperatives

50. Consumer caperatives are voluntary associations of citizens and other legal entities,
establshed to satisfy the needs of its participants. Participants pay a member fee.

Public and religious organisations and associations

51. Public and religious associations are defined as groups of citizens that form legal entities on

the basis of their common imésts or for the satisfaction of spiritual and other-fioancial needs.

These organisations may make a profit, but only to maintain their activities. The members of the
associations cannot claim ownership of any property of the association. The laagtaldshes the

right to form public or religious associations to membefdsndigenous nationsilhn at i ve s mal |
peopl esd 0§, @mtheubasis tofi setfsfinition and regional neighbourhood, with the aim of
protecting the local environment, the ttamtial way of life and culture.

Funds

52. A fund is a norprofit entity without membership, established by citizens and legal entities
that pay membership fees. Funds can be established for social, charity, cultural, educational and other
generally useful pugses.

Institution

53. An institution is formed by a natural, legal or public entity. The owner of the institution is
liable for the finances and obligations of the institution.

Associations and unions of legal entities

54. Commercial organisations can join forces coordinate their businesses, defend their
(sectordés) (commercial) interests and work for t

15 Overview of strategy to prevent money laundering and terrorist financing

1.5.aAML/CFT Strategies and Priorities

55. The national AML/CFT stritegies and priorities are defined in the National AML/CFT
Strategy Papét (NASP). Follow up reports on the implementation of the NASP are sent annually to

t he Pri me Mi The NASPrisdas poli€yfphpierctleat is approved by the President and
includes the 5 strategic objectivewdicated below.

9 Limiting the scale of organised crime and illegal business activity.
1 Eliminatingconditions that foster terrorism, organised crime, drug trafficking and corruption.
1 Preventngillegal transfer of monetary fundsd income abroad.
1 Recovemng proceeds of crime previously illegally transferred abroad.
1 Creating and ensuring efficient state bodies that participate in combating money laundering
and financing of terrorism, including an optimal interagencgmbnationstructure.
#  Full translated title fConcept of national strat

financingo.
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56. These fivestrategic objectives have to be achieved along the following main lines:

Create an effective legal basis for a well functioning AML/CFT system.

Improve identification and customer due diligence (CDD) policies and laws by intrgducin
user group targeted obligations, introduce risk models and map out the data needed to identify
the beneficial owner.

1 Improve supervisory efficiency, which includes an optimised frequency of inspections,
strengthening control over supervised bodies, aathey knowledge over the structure,
beneficiaries and owners of supervised entities.

1 Improve the organisation of activitied Rosfinmonitoring and other bodies concerned with
AML/CFT, especially in relation to material and technical support. This inclexigsnsion of
IT capabilities and the creation of a uniform information database.

1 Improve of law enforcement and court performances in ML/TF cases. This includes better
investigation techniques, training of qualified investigators, prosecutors and juttjébea
creation of a state protection programme for state employees and involved citizens.

1 Enhance interagency @vdination between Rosfinmonitoring and law enforcement bodies,
law enforcement and supervisory bodies, within law enforcement bodies, aopsrgisory
bodies, and coperation with supervised entities. -Galination includes exchange of
information, the development of a joint methodology to combat ML/TF, and establishment of
a general procedure to set up joint working groups on all areasaitforms of crimes.

1 Strengthen international @mperation by participation in international bodies, conclusion of
memoranda of understanding (MOUSs), development of effective forms -opeamtion
between Russian agencies and their foreign counterp#danation exchange and creation
of expertise in the region by providing AML/CFT assistance to other member states of the
Commonwealth of Independent States (CIS) and to the Eurasian Group (EAG).

1 Increase professional AML/CFT training by creating a natide AML/CFT training system,
setting up of a training centre at Rosfinmonitoring, developing a system of follow up training
for AML/CFT experts from all agencies, developing advanced AML/CFT knowledge
enhancement training for prosecutors and judges, aodide language training for the
Russian experts that participate in internationabgeration.

1 Create a system to evaluate the efficiency of the measures taken to combat ML and TF. This
system should include criteria measuring quality and quantity cacademic level and be
based on a complex and comprehensive data collection system.

1.5.bThe institutional framework for combating money laundering and terrorist financing

Overall executive responsibility

The President

57. The President has the ultimate responb i | i ty for all aspects of
The President can, by decree, set up interagency working groups to develop policy plans that have to

be approved by the President. Alsotlastop executive, the President is responsible for the steictu
of the Russian executive branch, which includes almost all bodies concerned in AML/CFT.
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The Security Council

58. The Security Council advises the President on issues of national security, which includes
terrorism andmoney launderingThese threats can lwternal or external. The Security Council is
chaired by the President.

The Presidential Plenipotentiaries

59. Implementation of presidential and other federal decisions is achieved through
Plenipotentiaries of the President in each of the 7 Federal Distreaised in 2000. Every Federal
District is made up of several Federal Subjects, on the basis of economic interdependence and
territorial proximity. The 7 Federal Districts ar@c(onym andadministrative centre within brackets):
Central* CFD, Moscow), Noth-West* NWFD, SaintPetersburg), Southern*SED, Rostovna

Donu), Volga* ¥FD, Nizhniy Novgorod), Ural UFD, Yekaterinburg), SiberianS{FD, Novosibirsk)

and Far Eastern'HEFD, Khabarovsk). Regions marked with * were visited by the evaluation team.

Fedeal Ministries and Executive Bodies
Rosfinmonitoring

60. Rosfinmonitoring (officialfull nameFederal Financial Monitoring Servigeis the Russian
Financial Intelligence Unit (FIU) and ewrdinates the activities of all state bodies involved in
AML/CFT issues It was established in November 2001 within the competence of the Ministry of
Financeuntil October 200/when it became part of the competence ofGbgernment, as th@ffice

of the) Prime Ministeris referred toin Russia As an FIU, Rosfinmonitoringeceives, processes and
analyses information connected wttL/TF and forwardsnformationto law enforcement bodieff
necessaryRosfinmonitoring is also the registration and supervisory authority for leasing companies,
pawnshops, real estate agettte gambling sectand organisations according to article 13.1 Banking
Law.

Ministry of Finance

61. The Ministry of Finance (MoF) combines the responsibilities for the federal budget and
treasury (budget, tax, financial markets, national debt, state auditirgcanunting, customs, pension
funding, gambling). It cerdinates the activities of several agencies with AML/CFT related duties that
are within the competence of the Ministry, such ag-th&the FISS and the Assay Chamber.

Ministry of Justice

62. The Ministy of Justice (MoJ) is responsible for the drafting of all legislation in Russia, the
protection of human and citizensd rights and fr
implementation of international treaties, registration of foreigallegtities and extradition matters. It

is also responsible f(ROSREG the supervisory body for NPOs.

Ministry of Foreign Affairs

63. The Ministry of Foreign Affairs (MFA) is the responsible authority faternational
relations, in order to establish a uadiforeign affairs policy. The MFA is also responsible for the
implementation of international agreements.

Ministry of Internal Affairs

64. The Ministry of Internal Affairs (MIA) is responsible for law enforcement and immigration
issues and services. It is nast the governing body for law enforcement, the MIA is also the police. It

is the responsibility of the MIA to detect, prevent, disclose, suppress and investigate crimes and
administrative offences. The MIA is also concerned with public order and @&féid security issues,
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and the protection of state property. The MIAisalsokn by it s Russian acrony |
by the termmilitsiya( d3d dzd ydq v ) .

Federal Security Service

65. The Federal Security Service (FSB) is the Russian domestic state security and intelligence
service, responsible for counterintelligence, federal bordeegtioh, antiterrorism operations and

the fight against corruption and organised crime. AML/CFT issues are well within the competence of
the FSB.

Federal Service for the Control of Narcotics Circulation

66. The Federal Service for the Control of Narcotics @ation (FSKN) is the law enforcement
body authorised to control and fight all criminal matters in retetd narcotic drugs, psychotropic
substances and their precursdirgss a competent body in those cases where drugs money is laundered.

Federal Custms Service

67. The Federal Customs Service (FCS) is an executive body that controls imports and exports
to Russiasupervises the activities of customs, curretreysactions and takes enforcement actions
against smuggling, other crimes and administrativencffs. The FCS has law enforcement duties and
powers, executed by the Customs investigation and Customs law enforcement directorates.

Supervisory Bodies
Bank of Russia

68. The Bank of Russia (BoR) is the Central Bank of Russia. It is independent from other
government bodies and only reports to the State Duma. The head of the BoR is appointed or dismissed
by the President, with the approval of the State Duma. The BoR is responsible for the stability of the
national currency, for the development of the bankirgiesy and for an efficient payment system.

The BoR is also the regulator and supervisor for credit institutions. Some of its AML regulatory and
supervisory powers are defined in the AML/CFT Law.

Federal Service for Financial Markets

69. The Federal Service fdtinancial Markets (FSFM) is the Russian regulator and supervisor
for the securities market. One of its many tasks concerns AML/CFT supervision (securities,
investment management and rsiate pension funds).

Federal Insurance Supervision Service

70. The Fededll Insurance Supervision Service (FISS) is the regulatory and supervisory body for
the insurance sector. The FISS is subordinate to the MoF. The FISS is concerned wiénmniong
stability and prudential issues, but it also plays a role in enfor&Mg/CFT Laws. Within its
AML/CFT competence, the FISS makes quarterly reports of findings to Rosfinmonitoring on
supervision of insurance companies.

Roscommunication
71. Roscommunication (ROSCOM) is the supervisory body for Russia Post. Its official
(translated) names the Federal Service of Supervision in the sphere of mass communication,

communication and protection of cultural heritaBegsvyazokhrankultuyat is responsible for many
other matters besides the compliance of Russia Post with the AML/CFT Law.
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Assgy Chamber

72. The Assay Chamber is also subordinate to the MoF. It is the supervisory body that controls
entitiesdéd compliance with rules <con¢anadsaapitg tr ad
also controls AML/CFT duties of the supervised égditand ceordinates its activities with
Rosfinmonitoring.

Federal Registration Service

73. The Federal Registration ServicRQSREQG is the executive body responsible for
registration of real estate ownership (land registry), political parties and puldadsms (and other
related state registers) and other legal entities, except for commercial entities that register with the
FTS Itis also the supervisory body for lawyers and notaries (but not for AML/CFT purposes).

Federal Tax Service

74. The Federal Taservice(FTS)is tasked with the collection of federal taxes in Russia. It also
exercises supervision over currency operations and over lotteriegTHis also responsible for the
registration of commercial legal persons and lotteries. All its duteesaried out under the authority
of the MoF.

Prosecution and Courts

Prosecution Authority

75. The Prosecution Authority is an independent, centralised authdistynain task is to
supervise the observance of all laws in Russia, including AML/CFT relatexd /s with many civil

law countries, theProsecution Authorityco-ordinates all law enforcement activities related to
combating crime. Its main task is of course the prosecution of suspmeictéials before the courts.

The Prosecution Authoritys headediy the Prosecutor General, who is nominated by the President
and approved by the Federation Cour(ive year terms) The Prosecution Authoritycan also
independently investigate criminal cases, thereby acting as any other law enforcement body. It is the
central authority cerdinating the provision of MLA on all criminal cases.

Courts

76. The three types of courts in Russia (Constitutional, General and Arbitration in economic
disputes) may all be involved in cases related to AML/CFT. Most AML/CFT cases wowiever be
channelled through the General Courts (Justices of Peace, Federal Districts Courts, High Courts and
Supreme Court). The Supreme Court has the authority to suspend the activities of any commercial or
non-profit legal entity.

Self Regulatory Orgaisations

Federal Lawyers Chamber

77. The Federal Lawyers Chamber is an NPO authorised to represent the interests of lawyers.
Federal Notarial Chamber

78. The Federal Notarial Chamber is an NPO authorised to represent the interests of notaries.
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1.5.cApproach cancerning risk

79. Russia has not formulated a rFislised approach to define which sectors should or should not
be designated. However, Russia has mapped the risks that threaten the effectiveness of the AML/CFT
system. This work was the basis for the NationdILACFT Strategy Paper (NASP).

80. The Russian AML/CFT system is based on:

1 The understanding of the social, economic and financial situation, the security risk, as well as
the level and nature of crime.

The international standards, including the FATF Recomntana

The understanding th84L follows other crimes.

The recognition that AML/CFT activities are fundamental to fight crime and terrorism.

= =4 =4 =

The knowledge that criminal, civil and administrative liabilities must support and enhance
compliance with AML/CFTmeasures.

1 The realisation that international-operation in the AML/CFT area is pivotal.

81. The risks that threaten the effectiveness of the AML/CFT system and should be taken into
account when developing AML/CFT measures are:
Corruption in state bodies (ilucling law enforcement bodies and the judicial system).

Possibilities to hide ownership and control, by use of offshore jurisdictions by Russian
businesses and other tools that enable anonymous operations and settlement.

Use of alternative banking systems.

Shortcomings in supervision and other control mechanisms for the financial sector which
creates opportunities for illegal funds todsmtabroad.

Lack of an efficient border control system with respect to the entry of foreigners.

A cashbased economy.

82. The NASP itself also included a list of risks that threaten the Russian AML/CFT system and
that should be taken into account when developing that system:

1 Lack of information within state bodies involved in AML/CFT issues; AML/CFT data are not
bundled in onglace.
Lack of trained staff within law enforcement and supervision bodies.

Low level of money laundering and terrorist financing crimes that are detected and solved, due
to low levels of training and lack of operationalaperation.

Lack of experience wh AML/CFT cases within law enforcement, prosecution and the courts.

Gaps in the law, especially in supervisory laws that insufficiently define AML/CFT
supervisory powers and lack a ris&sed focus.

1.5.dProgress since the last mutual evaluati®n

83. This is a joint mutual evaluation by the Financial Action Task Force,MIGNEYVAL
Committee of the Council of Europed the Eurasian Group.

84. This is the first mutual evaluation of Russia by the Eurasian Group.
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85. This is Russi abds DetoedrAT. Tre dirst assesamehy the FAEH o r t
was based on the previous standard (the 1996 FATF 40 Recommenddtien®ysite visit took

place in April 2003 and the repasias discussed in June 2003he evaluation letb the decision that
Russia, at that time gbrver to the FATF, should become a membeh@FATF.

86. This is Russiabs tMONEYWALa Fhe ersiw fioe thet firstrmatpad r t
evaluationby MONEYVAL took place in June 200@&nd the first mutual evaluation report was
discussed in January@l. The orsite for the second mutual evaluatimsnMONEYVAL took place

in September 20Q&nd the second mutual evaluation report was discussed in JulyT2@94econd
assessment of Russia, although undertaken in 2004 (after the 2003 revision of thRe FAT
Recommendations), wadsobased on the previous 1996 FATF Recommendations.

87. To avoid duplicationRu s si ad6s progress si nottee FATH@prif i r st
T June 2003) anthe second mutual evaluation RIONEYVAL (September 2008 July 2003 is
described in consolidated fortmased on the recommendations madeoi earlierrepors.

88. Russia has implemented a large number of measures in its AML/CFT regidhthis report
discusses these changes in detail. The most notable clzaages
Thedeletion of the threshold for the criminalisationMif (see section 2.1).

The Supreme Court has ruled that a prior conviction for a predicate offence is not needed for a
ML conviction (see section 2.1).

The number of convictions for money laundering hser substantially (seeastion2.1).
The abolishment of confiscation as an additional punish(sestsection 2.3).

The regional offices of Rosfinmonitoring have now full access to the database of the
headquarterésee section 2.5).

89. However, some recommeations made in 2003 and 2004 have not been followed up, and
these recommendations are repeated in this rePos. of these is the repeated failure to establish
criminal liability for legal persongsee section 2.1Most recommendations that still havet tbeen

implemented are discussed in section 3.10 of this report and relate to the lack of powers and resources

of the supervisory bodies (BoR, FSFM, FISS and ROSCOM).

2. LEGAL SYSTEM AND REL ATED INSTITUTIONAL M EASURES

2.1 Criminalisation of Money Laundering (R.1 & 2)

2.1.1 Description and Analysis

Recommendation 1

Criminalisation of ML on the basis of the UN Conventions

90. The Vienna and Palermo Conventions require countries to establish as a criminal offence the
following intentional acts: conversion or misfer of proceeds; concealment or disguise of the true
nature, source, location, disposition, movement or ownership of or rights with respect to proceeds; and

the acquisition, possession or use of proceeds [Vienna article 3(1)(b) &phd (c) (i), andPalermo
article 6(1)(a)(ii) and (b)(i)].
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91. In Russia, money laundering is criminalised by articles 174 of the Criminal Codé* (CC)
(money laundering), 174.1 CC (s#dlundering) and 175 CC (acquisition of property obtained by
crime). Article 174 CC defines aney laundering as an act that includes the completion of financial
opestions and other transactions with monetary funds or property knowingly acquired by other people
by criminal means in order to impart legitimacy to their ownership and to concealrttireat origin

of the property

92. Article 175 CC states that the acquisition or sale of property knowingly obtained in a
criminal manner is a punishable offence.

93. The elements of the ML laundering offences found in articles 174.1and 175 CCare
criminalised in line with the requirements of the Vienna and Palermo Conventions.

1 Conversion or transfer is covered by the first sentence of the criminalisation

(AAccompl i shment of financi al operations an
propertyohnl dpPpenanconso is defined in the A
launderer, aimed at setting up, changing, or ending civil rights or responsibilities (article 3).

AiDeal 6 is defined as an action of a natural

ending civil rights or responsibilities, related to those funds or assets (articlevil53dcig).

1 Knowledgeis covered in the first sentence of the criminalisation. The evaluators were
i nformed that under the Rulkewmwan | aw, this | nc¢

1 Concealmenbr disguisngi s al so covered; the |l anguage use
t he appear an cRussiarf offitiats gnéotmed tlye assessors that this element of
their offence was broad enough to capture activities meant weabor disguise the true
nature, source, location, disposition and movement of proceeds where the individual is aware
that the property in question is proceeds.

24 Article 174 CC was translated as follows:

Legalisation undering) of funds or other property acquired by other persons through committing a crime.

1. Accomplishment of financial operations and other deals in monetary funds or other property knowingly
acquired by other persons by criminal ways (except for thees stipulated by Articles 193, 194, 198, 199,

199.1 and 199.2 of this code), for the purpose of bringing the appearance of legality to the possession, use and
disposal of said monetary funds or other propershall be punishable by a fine in the ambuwifi up to
120000RUB or in the amount of the wage or salary, or any other income of the convicted person for a period of
up to one year.

2. The same act committed on a large scakhall be punishable by a fine ihet amount of 100 000 to
300000RUB o in the amount of the wage or salary, or any other income of the convicted person for a period of
one to two years or by deprivation of liberty for a term of up to four years with or without a fine in the amount of
up to 100 000 RUB or in the amount okttvage or salary or other income of the convicted person for a period

of up to six months.

3. The act provided for by part two of this article committed: a) by a group of persons in a preliminary
conspiracy; b) by a person using his official positiatall be punishable by imprisonment for a term of four to

eight years with or without a fine in the amount of up to one million RUB or in the amount of the wage or salary,

or any other income of the convicted person for a period of up to five years.

4. The acts stipulated by parts 2 or 3 of this article committed by an organised -gsbai be punishable by
deprivation of liberty for a term of seven to ten years with or without a fine in the amount of up to one million
RUB or in the amount of the wage alary, or any other income of the convicted person for a period of up to

five years.

Note. Largescale financial transactions and other deals in monetary funds or other property in this article, as
well as in article 174.1 of this Code, shall mean finaintiansactions and other deals in monetary or other
property made in an amount exceeding one million RUB.

Articles 174 and 174.1 CC were amended by Federal law neF162 ( 8 December 2003) i or
amendments and addenda aresult of thieaméhdment,i alh MLI actsCaere erimidalisedA s
irrespective of the amount or value. The -Note defines
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9 Acquisition possessioorusei s al so covered by the el ements
and useo0o in article 174 CC and by article 17
obtained by crime.

Property that represents the proceeds of crime

94. The money laundering offence extends to any property and monetary funds. The term
monetary fund referto cash and financial deposits, both in any currency. Other property includes all
physical objects and property rights (Civil Code, article 128 and 130).

95. It is not necessary to convict a person of a predicate offence to prove that property is the
proceed of crime. The CC does not require this, and law enforcement afutdbecution Authority

have always worked on this basis. This practice has been endorsed by the Supreme Court, which ruled
that it is up to the court handing down a sentence for monegédaing to establish that property is the
proceeds of crinfé.

Predicate offences

96. Russia foll ows an,anid9 df thec 20 ipnedicat® offengep fororermen
laundering required under the FATF Recommendations are covesffdnces dealing witlinsider

trading and stock market manipulation are cwiered. It should be noted that certain offences, such

as fraud, may cover some aspects of these two offelmgethat on the whole the offences of insider
trading and stock market manipulation aret sofficiently covered. Acomparative list of the
categories of designated FATF predicate offences that have been covered can be found in Annex 5 of
this report. All offences listed in the CC are predicate offedoesnoney laundering, with the
exceptionof 6 offences. Article 174 of the CC stipulates that article @@3(nonreturn from abroad

of funds in foreign currency), 194 CC (failure to pay customs payments exacted from an organisation
or individual), 198 CC (failure to pay taxes and/or fees froninaividual), 199 CC (failure to pay

taxes and/or fees from organisations), 199.1 CC-{ulfitment of tax agent obligations) and 199.2

CC (concealmenbf funds or property of an organisation or individual business owner, at the expense
of which taxes andr fees must be exactealle exemptedlhese excluded offences from the scope of

the money laundering offence are penalised through the Criminal Code. However, if charges were
instituted under other CC offences, such as fraud, they would fall within dmeymlaundering
offence. The offence of possession of property derived from crime in article 175 CC is an element in
Russiabds money | aundering approach. The possess
obtained in a criminal manner. Unlike tb&ence at article 174 CC, there is no excluded predicate
offence for the offence of possession of property derived from crime.

97. Notwithstanding the fact that Russia follows an all crimes@gh and that all 19 of the

20 categories of designated FATF gdieate offences are covered by the Russian ML offence, the
exclusion of the six financial crimes could have a negative effect on the overall effectiveness of the
money laundering criminalisation. While the exemptions are generally fiscal in nature it eould
possible for defendants to state that the proceeds are the proceeds of one of these crimes. The
possibility that a criminal might claim that the proceeds are from one of the exempted offences could
discourage law enforcement from pursuing a money lkaimgl investigation for fear of wasting
valuable resources on an offericenoney laundering that may not be prosecuted. According to the
Russian authorities (section 1.5), the law enforcement community lacks a clear understanding of what
(legally) constiutes money laundering. This and the exemption could lead to confusion. Lastly, it will

be remembered that according to the Russian authorities (section 1.2), reinvestment into the Russian
economy of illegal proceeds taken abroad is one of the main manegidring methods in Russia.

That being the case, the exemption of article 193 -(eturn from abroad of funds in foreign
currency) points to a serious gap in the Russiarnaotiey laundering regime.

% PResolution of the Plenum of the Supr emGaseCabaur t no.

1l egal Entrepreneurship and Legalisation (Laundering
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Extraterritorial predicate offences

98. Jurisdiction to posecute money laundering extends to predicate offences that occurred
outside the territory of Russiaitizens and permanent residents of Russia who commit a predicate
crime outside Russia are subject to criminal liability if the predicate crime thatctnayitted is
acknowledged as a crime in the country in which it was committed, and if the offender is not already
convicted in the foreign country. Neasidents and stateless persons who commit a predicate crime
outside Russia are subject to criminabiidy when the crime is directed against the interests of
Russia, and in cases stipulated by international agreements, provided they are not convicted in the
foreign country and are brought to criminal liability in Russia (CC, article 12).

Self laundering

99. Selflaundering is criminalised in Russia (CC, article 17%.1The article is similar to the
regular money laundering offence in article 174.

Ancillary offences

100. Russiabés CC includes ancillary and inchoate

Ancillary offences

FATF terminology Article in CC Explanation
Conspiracy to commit 35 Conspiracy and crime committed by a group where there is
agreement on joint commission of the crime
Attempt 30 Preparation and attempts
Aiding and abetting 33(4) and (5) | Aiding and abetting
Facilitating 33(5) Facilitating
Counselling the 33(4) and (5) | Advising and instructing

commission

Other 32 Complicity in a crime

% Article 174.1 was translated as follows:

The legalisation (laundering) of monetary funds or other property acquired by the person as a resuitef a
committed by him:

1. Making financial operations and other deals in monetary funds or other property acquired by a person as a
result of his having committed a crime (except for the offences stipulated by Articles 193, 194, 198, 199, 191.1
and 199.2of this code) or using these monetary funds or other property for the pursuance of business or other
economic activity shall be punishable by a fine in the amount of up to 120 000 roubles or in the amount of the
wage or salary, or any other income of tlo@victed person for a period of up to one year.

2. The same actions committed on a large sealall be punishable by a fine in the amount of 100 000 to
500000 roubles or in the amount of the wage or salary, or any other income of the convictedquexderm of

one to three years or by deprivation of liberty for a term of up to five years with or without a fine in the amount
of up to 100 000 roubles or in the amount of the wage or salary, or other income of the convicted person for a
term of up tosix months.

3. The acts provided for by part two of this article which have been committed: a) by a group of persons in a
preliminary conspiracy; b) by a person using his official positishall be punishable by deprivation of liberty

for a term of fourto eight years with or without a fine in the amount of up to one million roubles or in the
amount of the wage or salary, or any other income of the convicted person for a term of up to five years.

4. The acts stipulated by part 2 or part 3 of this artolmmitted by an organised grouphall be punishable by
imprisonment for a term of 10 to 15 years with or without a fine in the amount of up to one million roubles or in
the amount of the wage and salary, or any other income of the convicted persopeffimd of up to five years.
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Additional elements

101. Predicate activity committed outside of Russia by -resident foreigners ostateless
persons, which is not criminalised in the other country, is criminalised in Russia if it concerns a
predicate activity that is directed against the interest of Russia or on the basis of an international
agreement to which Russia is party.

Recommaedation 2
Natural persons that knowingly engage in ML activities

102. According to the legislation only a physical person can incur criminal responsibility,
including in those cases when he/she is acting or failing to act in the interests of a legal entity or
implementing decisions of the management bodies of that entity. Russian authorities indicate that this
principle constitutes one of the fundamental principles of the Russian criminal law. Article 19 of the
CC provides that only a sane natural perato ha reached the age of ¥6ars will be subject to
criminal responsibility, thus the money laundering and-lselfidering offences apply to natural
persons that knowingly launder property obtained through the commission of an offence.

Inference from objectie factual circumstances

103. Russian prosecutors may rely upon both direct and circumstantial evidence to prove their
case in any criminal prosecution. Article 74 of the Code of Criminal Procedure (CCP) provides that
knowledge or intent may be proven by direeidence, or that it may be inferred from the surrounding
circumstances, that is, it may be inferred from objective factual circumstances, such as time and place
of the crime and motive of the culprit.

Criminal liability for legal persons

104. Under Russianalw, legalpersons cannot be held criminally liabThere is no provision or
statement within the Russian Constitutioor were the evaluators given any decision from the
Supreme Court to the effect that legal persons cannot incur criminal liabilityrdegdo the Russian
authorities, the fundamental principles of their domestic law as contained in Section 2 of the Russian
Constitution, as well as in the Criminal Code and in @@de of Criminal Proceduremoral
blameworthiness cannot be extended tallegtities.

105. Russian law, however, provides for corporate and administrative liability for legal persons
and a legal person found to have engaged in money laundering activities can have its licence revoked
and ultimately be subject tmuidationthroughcivil court proceedings. Furthermore, natural persons
operating on behalf of a legal person can be prosecuted.

106. The Russian position concerning legal persons is clear, but is not convincing. It should be
noted in this regard that countries party to the peam Treaty for Human Rights have applied
domestic provisions similar to the Russian provisions concerning freedoms and rights for citizens and
the minimum age for natural persons and criminal responsibility. Many countries in Europe also have
Constitutioral guarantees similar to those found in the Russian Constitution. However, all of these
other countries have legislation establishing criminal liability for legal persons.

Sanctions for money laundering
107. There is a wide range of maximum sanctions avail&menoney laundering by natural
persons, consisting of increasing fines and terms of imprisonment as the factors surrounding the

of fence of money | aundering become more severe.
income. The table belowdicates the available sentences for money laundering.
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Sanctions for money laundering (natural persons only)

Crime Qualification Punishment
Money Ordinary money laundering (RUB 1 million or Fine (max RUB 120 000 or one year
laundering less) annual income)
(174 CC) . - -
Large scale money laundering (more than RUB 1 | Fine (RUB 100 000 i 300 000 or one to
million) two years annual income)
or
Imprisonment (max. four years) and / or
fine (max. RUB 100 000 or six months
income)
Large scale money laundering (more than RUB 1 | Imprisonment (four to 8 years)
million) & conspiracy or misuse of professional and / or
position . - )
Fine (max. RUB 1 million or max. five
years annual income)
Large scale money laundering (more than RUB 1 | Imprisonment (7 to 10 years)
million) or conspiracy or abuse of office as partof | 54/ or
an organised group Fine (max. RUB 1 million or max. five
years annual income)
Self Ordinary money laundering (less than RUB 1 Fine (max RUB 120 000 or one year
laundering million) annual income)
(174.1 CC)

Large scale money laundering (more than RUB 1
million)

Fine (RUB 100 000 i 500 000 or one to
three years annual income)

or

Imprisonment (max. five years) and / or

fine (max. RUB 100 000 or six months
income)

Large scale money laundering (more than RUB 1
million) & conspiracy or misuse of professional
position

Imprisonment (four to eight years)
and / or

Fine (max. RUB 1 million or max. five
years annual income)

Large scale money laundering (more than 1
million RUB) as part of an organised group

Imprisonment (ten to 15 years)
and / or

Fine (max. RUB 1 million or max. five
years annual income)

108.

The penalty for the offence of preparation regarding money laundering may not exceed half

the maximum of the most severe penalty prescribed for mémeydering. For the offence of
attempting to commit the offence of money laundering, the penalty is three fourths of the maximum
penalty of the most severe penalty for money latinggunfinished crime, articlé6 CC).According

to article 34 of the CCpart 3) the criminal responsibility of an instigator and accessory shall ensue
under the article providing for punishment for the crime committed, with reference to article 33 of the
CC providing for the types of accomplices of the crime. Thus they bsponsibility equally with
executors of the crime under the relevant part of article 174 of the CC:

109. The degree of responsibility depends on the specific participation in the crime. As a rule, it is
somewhat lower than in the case of the person committengrtine. These peopleould be subject to
sanctions under the same article of the CC as the person who committed the crimehthaeislict
defines their role in committing theime with reference to articlé3 of the CC.

110. Punishment for the conspinado launder proceeds is imprisonment for a term of four to

eight years with or without a fine in the amount of one million roubles or in the amount of the wage or
any other income of the convicted person for a period of up to five years
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Statistics

111. Russiaprovided the evaluatioream with statistics related tp the number of ML crimes
investigated,ii) the number of persons imstggated for money launderingii) the number of
completed mpey laundering investigationsy) the number of personsharged wtih money
launderingv) the number of money lauadng cases sent to court, avijithe number of convictions

related to money laundering. All these statistics can be found in the tables below. The first table with
statistics on convictions related to mgnaundering includes convictions for oth@nore) serious

crimes for which money laundering or self laundering was only considered an aggravating crime. The
last two tables also contain statistics on convictions, but these numbers represent stand alone
convictions.

Money laundering: investigations 2003 7 2006
Year Money Self Total
laundering | laundering

Number of ML crimes investigated 2003 481 137 618
2004 271 1706 1977
2005 524 6 937 7 461
2006 631 7 326 7 957
Total 1907 16 106 | 18 013

Number of persons investigated for money laundering 2003 126 55 181
2004 118 577 695
2005 261 2227 2488
2006 205 2417 2622
Total 710 5276 5986

Number of completed money laundering investigations 2003 471 112 583
2004 222 1549 1771
2005 377 6 359 6 736
2006 582 6942 7524
Total 1652 14962 | 16 615

Number of persons charged with money laundering 2003 68 49 117
2004 93 552 645
2005 232 2101 2333
2006 146 2170 2 316
Total 539 4 872 5411

Money laundering: prosecutions 2003 i 2006
Year Money Self Total
laundering | laundering

Number of money laundering cases sent to court 2003 364 101 465
2004 145 1490 1635
2005 305 6 079 6 384
2006 452 6428 6 880
Total 1266 14098 | 15364
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Money laundering as an aggravating offence: convictions 2003 i 2006

Year Money Self Total
laundering | laundering
Number of convictions related to money laundering 2003 11 3 14
(includes convictions for more or other serious crimes for 2004 14 42 56
which money laundering or self laundering was only
considered an aggravating crime). 2005 126 293 419
2006 109 423 532
Total 260 761 1021

Money laundering: stand alone convictions 2003 7 2006

Year 2003 | 2004 | 2005 | 2006 | Total
Imprisonment - 1 5 9 15
_Conditional 3 2 7 5 17
imprisonment
Fine - - 7 11 18
Total Sanctions 3 3 19 25 50
Self-laundering: stand alone convictions 2003 i 2006
Year 2003 2004 2005 2006 Total
Imprisonment - 5 14 32 51
Conditional imprisonment - 7 14 47 68
Fine - - 12 14 26
Total Sanctions 0 12 40 93 145

Effectiveness of the money laundering provisions

112. Russia is largely compliant with the FATF requirements dealing with criminalisation of ML.
Russia has progressively improved its effectiveness in implementing the ML offence. The ML
offences are being used increasingiyth ML investigations jumping from 618 in 2003 t®37 in

2006 and with the number of money laundering cases sentitbgming from 465 in 2003 to &30 in

2006. In a country where, based on the information available, corruption is a significaetmprob
including corruption in the police and the judiciary, and where there is an acknowledged problem with
organised crime, there should be higher numbers for both the number of ML cases being investigated
and cases going to court. Moreover, the overathimer of convictions is somewhat low (from 14 in

2003 to 532 in 2006). Accordingly, Russia should continue to make progress in the use of its ML
offence

2.1.2. Recommendations and Comments
113. Russia should establisiifences of insidetrading and stock markenanipulation.
114, Russian authorities should reconsider their position concerning the criminal liability of legal

persons in light of the position taken by several European countries with similar constitutional and
fundamental principals in their domestigvlas those found in Russia.
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2.1.3 Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating
R.1 LC 1 Russia has not established offences of insider trading and stock market
manipulation.
R.2 LC 1 Russia has not established criminal liability for legal persons.

2.2 Criminalisation of Terrorist Financing (SR.II)
2.2.1 Description and Analysis
Criminalisation of terrorist financing

115. Russia ratified the UN Convention for the Suppression of the Financing of Terrorism of
1999 in July 2002As part of the ratification act, Russia criminalised terrorist financing in article
205.1 CC'. The article targets any support or contribution to terrorist activity, and financing of
terrorism is explicitly mentioned in the first part of the article. Raiag of terrorism is additionally
defined and explained in note 1ttos article. The language ofdte 1 is in line with the definition of
financing of terrorism in article 3 of the AML/CFT Law.

116. Russiads criminalisation o UN QoRventiogsfor the nsi st e
Suppression of the Financing of Terrorism. It is also in line with UN Security Council Resolution
1373. Note 1 of Article 205.1 refers to fAfunds:t
defined in this note. However, Presitial Decree No. ®f 28.9.2001 on UNSCR373 uses the same

language as that used in UNSCR 1373 and mentions that the measures to be taken against terrorist
property applies to funds, financial assets and economic resources. It should be noted, as has been
notedearlier in the Report (in Section 1.1) that the Russian Constitution, at Article 15, provides that
norms from international agreements once ratified by Russia become a component of the Russian legal
system. Accordi ngl s, definbdan thk &N Conviention donthedtippréssian ofd
Terrorist Financing is applicable in Russian law

117. The <criminalisation also covers the provisi
financing of terrorism is connected to 10 crimes of terroristre&ticommitted by both individual
terrorists and terrorisbrganisations. However, it does not extend to the theft of nuclear material as

27 Article 205.1 CC (Contributing to Terrorist Activity) was translated as follows:

1. The soliciting, recruiting or other inveiglement of a person for committing any of the crimes envisaged by
Articles 205, 206, 208, 211, 27278, 279 and 360 of the present Code, the arming or training of a person for the
purpose of committing any of the said crimes, and equally the financing of terrdegunishable by a term of
imprisonment of four to eight years.

2. The same acts conitted by a person through the abuse of his/her offiege punishable by a term of
imprisonment from seven to fifteen years either with a fine in an amount of up to one million roubles or in the
amount of the convict's wage or another income for up @yf@ars or without such a fine.

Notel: In the present Code "the financing of terrorism" means the provision or raising of funds or the provision
of financial services in the knowledge of their being intended for financing the organising, preparing or
committing at least one of the crimes envisaged by Articles 205, 205.1, 205.2, 206, 208, 211, 277, 278, 279 and
360 of the present Code or for supporting an organised group, illegal armed formation, criminal community
(criminal organisation) formed or beingrfoed to commit any of the said crimes. Note 2: A person that has
committed a crime set out in the present article shall be relieved from criminal liability if by a timely notice to
authorities or otherwise the person has assisted in the prevention ongtolpe crime financed and/or
contributed to by the person, unless the person's actions contain another corpus delicti.

2 The 10 acts ararticles 205 (terrorist act), 205.1 (contributing to terrorist activity), 205.2 (public calls for
committing terrorst activity or public justification of terrorism), 206 (hosteag&ing), 208 (organisation of an
illegal armed formation or participation in it), 211 (hijacking an aircraft or a ship or a railway train), 277
(encroachment on the life of a statesman orldipdigure), 278 (forcible seizure of power or forcible retention

of power), 279 (armed rebellion) and 360 (assaults on persons artiosstenjoying international protection).
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required under the UN Convention for the Suppression of the Financing of Terrorism. The legislation
requires that thprovision or collection of funding be connected to the financing of the commission of
a terrorist act or that it be intended to finance the preparation of a terrorist act.

118. Intent is required, but the Prosecution Authority does not need to prove thantwsedre

intended or had been intended to finance a specific terrorist act. Terrorist financing is committed as
soon as the funds are collected, regardless of whether or not the funds are used in the commission of a
terrorist act.

119. The definition of terrast financing also includes the provision of financial services,
although that term is not further defined in the law. Preparation to commit terrorist financing is also
covered (unfinished crime). Terrorist financing is a predicate offence for money Hiaugndérticle

205.1 provides a defence for the person who has committed a terrorist financing offence and, in a
timely manner, assists in the prevention of the crime that is being financed.

Terrorist Financing as a predicate offence for ML

120. The offence oft er r or i st financing is a predicate ¢
approach wused for the money |l aundering offence
inchoate and ancillary offences apply to the TF offence.

Jurisdiction over TF offences

121. Terrorist financing can be punished regardless of the location of the person alleged to have
committed the crime and the location of the terrorist or terrorist organisation or the location where the
terrorist act is (will be) committed if the act is committby citizens of Russia or by stateless persons
permanently residing in Russia. If the crime is committed by foreign citizens or by stateless persons
who do not permanently reside in Russia, terrorist financing can only be punished if the act is
considerd to be directed against tigerests of Russjats citizens and nenitizen residents, or if the

act can be punished based on specific provisions in international agreements signed by Russia

Inference from objective factual circumstancesd criminal liability for legal persons

122. As with money laundering, the TF provision applies to natural persons that knowingly
finance terrorism. The law also permits the intentional element of the TF offence to be inferred from
objective factual circumstances. As ietbase for money laundering, legal persons do not face
criminal l'iability. According to the Federal | av
incur administrative and civil responsibility for financing or for providing any other support of
terrorism.

Sanctions

123. The punishment for TF is 4 to 8 years imprisonment. If the same crime is committed by a
person through the abuse of his office, the punishment is 7 to 15 years imprisonment. In this last case,
the judge may add a fine to the prisonteane (max. RUB 1 million or maximum fiveears annual
income). The penalty for a legal person is in the form of liquidation by a court ruling with confiscation

of all their property for the benefit of the state.

124. The penalty for the offence of preparati@garding TF may not exceed half the maximum

of the most severe penalty prescribed for TF. For the offence of attempting to commit the offence of
TF, the penalty is threfurths of the maximum penalty of the most severe penalty for TF (unfinished
crime, aticle 66 CC). According to article 34 of the CC (part 3) the criminal responsibility of the
instigator and accomplice is applied under the article stipulating the sanction for committing the crime,
i.e.they bear responsibility equally with those who cahthre crime.
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125. The degree of responsibility depends on the specific participation in the crime. As a rule, it is
somewhat lower than in the case of the person committing the crime. These offenders bear sanctions
under the same article of the CC as the aféerwho committed the crime (undarticle 205.1 of the

CC), at this the verdict defines their role in committing the crime with reference to article 33 CC.

Statistics

126. Russia provided the evaluatioeatm with statistics related ip the number of TFerimes
investigated,ii) the number D persons investigated for THii) the number b completed TF
investigationsijv) the numbef TF cases sent to court, andhe number of persons convicted of TF.

All these statistics can be found in the tables below.

Terrorist financing: investigations 2003 - 2006

Year Number
Number of TF crimes investigated 2003 No statistics available

2004 16

2005 4

2006 15

Total 35
Number of persons investigated for 2003 No statistics available
T 2004 4

2005 18

2006 21

Total 43
_Numbc_ar of completed TF 2003 No statistics available
investigations 2004 3

2005 12

2006 9

Total 24

Terrorist financing: prosecutions 2003 - 2006

Year Number
Number of TF cases sent to court 2003 No statistics available

2004 2

2005 14

2006 9

Total 25

Terrorist financing: convictions 2003 - 2006

Year Number
Number of persons convicted of TF 2003 No statistics available

2004 2

2005 15

2006 7

Total 24
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Effectiveness of the terrorist financing provision

127. The Ruwssian provisions dealing with TF offences dmegely compliant with the FATF
requirements. The TF offencémve beerused with 24 prsons being convicted in 200420086.

Among the 24 persons convicted in 2002006 under article 205.1 of the C&ll weresentencedo
deprivaton of liberty for the term of fouto 15 years (in average about eightrs to each of them).
Russia has, over the past several years, had significant exposure to terrorist activities. Given this level
of terrorist activity, the lownumber of cases and convictions suggests that the Russian terrorist
financingprovision could be used more effectively

2.2.2 Recommendations and Comments

128. The TF offence criminalises the financing of offences that are listed in the annex to the
Terrorist Financing Conventiorwith the exception of the theft of nuclear material. Russia should
establish this offence and expand the TF offence to include this new offence

129. Russian authorities should reconsider their position concerning the criminal liabiigabf
persons in light of the position taken by several European countries with similar constitutional and
fundamental principals in their domestic law as those found in Russia.

2.2.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SRL.II LC 1  The terrorist financing offence does not extend to the theft of nuclear material, as
required in the UN Convention for the Suppression of the Financing of Terrorism.

1 Russia has not established criminal liability for legal persons.

2.3 Confiscation, freezing and seizing of proceeds of crime (R.3)
2.3.1 Description and Analysis
General

130. Russia possesses a dual procedure for dealing with confiscation. The CC and CCP both
contain provisions that authorise the confiscation of proceédsrime while the CCP contains
provisions to forfeit fAinstrumentalities. o0

Confiscation of proceeds
Criminal Code

131. The confiscation of proceeds of crime is covered by article 104.1 CC. This provision came
into being in July2006 and came into force in 2007he approach taken prior to the new provision
was that contained in article 81 of the Code of Criminal Procedure (see section on Confiscation of
Instrumentalities below). The new legislation was introduced in part because it was considered by
some to bdnappropriate to use the Code of Criminal Procedure to confiscate proceeds. The new
approach taken is based on a list of Criminal Code offences to which article 104.1 CC appliss. The
includes most serious crimes but does not include the offencemgeiatmoney laundering. An
application must be made to the court by the appropriate authority in order to obtain a confiscation.

132. Article 104.1 CC allows for the confiscation of property that is derived directly or indirectly
from the proceeds of crimendluding income and property resulting from proceeds that have been
transformed. This provision can also be used to confiscate proceeds that have-imasgiecb with

legitimate property. Article 104.1 CC can also be used to confiscate proceeds thatekave b
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transferred to another person if that person knew or should have known that the property was obtained
through the commission of an offence.

133. Article 104.2 CC permits a court to issue an order confiscating an amount of money
corresponding to the value pfoceeds that have been dissipated or are otherwise no longer available
for confiscation.

Code of Criminal Procedure

134. Article 81 CCP permits the procedural confiscation of proceeds that are derived directly or
indirectly from the commission of an offenéec¢luding income and property resulting from proceeds

that have been transformed. This provision can also be used to confiscate proceeds that have been co
mingled with legitimateproperty. This provision was used extensively prior to the coming into force

of the new confiscation legislation (see section on Statistics below). mtikk 104.1 CC, articl8l

CCP is not restricted to a list of criminal offences and can be used to obtain the confiscation of
proceeds from any offence, including the procdeata the money laundering offences.

Confiscation of instrumentalities

135. Both article 104.1 CC and article 81 CCP allow for the confiscation of instruments,
equipment or other means of committing an offence or intended to be used to commit a crime.
Propertyused or intended to be used for financing terrorism, an organised group, an illegal armed
formation or a criminal organisation can be confisca@guant to article 104.1 pdrt(c) CC.

Scope of property

136. The Russian confiscation regime does not make eatinction between money, valuables or
any other property; all of these are treated in the same way in the Criminal Code and the Code of
Criminal Procedure.

Provisional measures

137. Seizure of property and freezing of accounts in criminal cases is goverribd Bpde of

Criminal Procedure (articles 81, 115, 116 and 165). Seizure can be executed against both proceeds of
crime and instruments. Seizures are executed against property in order to ensure future enforcement of
judgements or to gather evidence. Seszis only allowed if approved by a judgény investigator,

with the consent of the head of investigative body, and any inquirer with the consent of the prosecutor,
can file a petitiorat a district court and request a court order to seize and freezsrtgrdp urgent

cases, an investigator may act without prior order, but the courts must be notified of any action within
24 hours. Should the court deem that a seizure has taken place illegally, the seized property will be
returned. Money in bank accoumn also be seized; this takes place by freezing all transactions on an
account.

138. Seizure applications are dealt with onearpartebasis.
Powers to identify and trace property

139. Articles 165 and 182 to 186 CCP allow competent authorities to seize documoents
financial and other relevant institutions and from individuals, thus permitting them to identify and
trace property that is or may become the subject of confiscation.

Protection of bona fide third partie
140. Bone fidethird party rights are protected larticle 123 of the Code of Criminal Procedure.
This article gives the right to a person whose interests have been infringed by any act or decision of a

body of inquiry, of an inquirer, an investigator, a prosecutor or of a court to appeal that agtiondec
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Authority to void actions and contracts

141. Article 169 Civil Code provides that any transaction contrary to the fundamentals of law and
order or to morality is voidThe courts have the legaltharity pursuant to article 169C to declare

that a traeaction or contract is void. This provision has been used by a Russian lower court to void a
transaction and the decision was subsequently endorsed by the Russian Supreme Court.

Additional elements

142. Pursuant taarticle 243 of the Civil Code property can lherfeited civilly by a court as a
sanction for commission of a crime or asther offence

Statistics

143. In 2005 and 2006, Russia seized or froze progarg®1l ML incidents, comprising5418
cases. Confiscation in ML cases between32686d 2006 amounte® tover RUB680million (with
over RUB 385 million in 2006 alone), whiglverages out to RUB70million per year in all ML and
self laundering cases.

144. Russia also keeps statistics on the amounts frozen/seized and confiscated between 2003 and
2006 for prediate offences. Freezing/seizuamtalled an amount of RUB2.5billion (an average of

about RUB 13 billion per year) for the years 26, while confiscation in respect of all crimes for

the same period totalled RUB 75.8ibn (an average of about RUBD billion per year).

Statistics for confiscation and freezing

Money laundering only

Years Total Article 174 CC ‘ Article 174.1 CC
Number of cases of freezing or 2003 No data
seizure of property 2004 No data

2005 264 53 211

2006 227 16 211

Total 491 69 422
Amounts frozen or seized 2003 185 880 75 207 110 673
(x 1000 RUB) 2004 62 506 4 806 57 700

2005 739 707 32312 707 395

2006 563 071 80 621 482 450

Total 1551 164 192 946 1358 218
Amounts confiscated 2003 112 079 13883 98 196
(x 1000 RUB) 2004 103 191 4 388 98 803

2005 79174 13139 66 035

2006 385992 36 474 349 518

Total 680 436 67 884 612 552
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Statistic for seizure, confiscation and freezing
All criminal cases
Years Amount
Amounts on freezing/seizure in 2003 4941612
criminal cases
2004 8 187 820
(x 1000 RUB)
2005 19 617 689
2006 19 901 258
Total 52 648 379
Confiscated amounts in criminal 2003 5905 368
cases
2004 37 221 468
(x 1000 RUB)
2005 16 903 737
2006 15516 942
Total 75 547 515

2.3.2 Recanmendations and Comments

145. With two procedures for dealing wittonfiscation, Russtas sy st em appeacsonf i s c

complex, but in effect they are complementary. phacedural confiscation that is available in the
Code of Criminal Procedure may be vulmge to criticism by the courts and others. Russia should
consider expanding the confiscation provisions in its Criminal Code to include at the very least the
money laundering offence. There is no policy reason as to why confiscation should not apply to al
offences that are committed for a profit motive. In this regard, evaluators were informed that
consideration is being given to the expansion of the Criminal Code provisions dealing with
confiscation.

146. The new confiscation regime (CC articles 104.11043) has only been in effect since

1 January 2007 and so it is difficult to evaluate its effectiveness. Russian authorities have made good
use of the old provision under article 81 of the Code of Criminal Procedure as evidenced by the value
of confiscation ér the ML offences at over RUB 385 million in 2006 and total confiscations for all
crimes valued at over RUB 75 billion between 2003 and 2006. The new provisions should be less
vulnerable to criticism and therefore should be more effective in targetinggu® of crime

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 Cc 1  This Recommendation is fully observed.

2.4 Freezing of funds used for terrorist financing (SR.III)

2.4.1 Description and Analysis

General descriptio and legal basis

147. Russia has implemented thenitéd Nations Security Council Resolution§UNSCRS)
concerning combating terrorism financing througesidentialDecrees: Decree 788 5May 2000

(targets UNSCR 1267); Decree 266 of 6 March 2001 (targets BNIS33);Decree 6 of 1January
2001 (targets UNSCR 1373); and Decree 393 of 17 April 2002 (targets UNSCR 1390)
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148. In this contextthe Presidential [Bcrees have the force of federal law on the basis of a ruling

of the Constitutional Coufftwhich recognsedthe right of the President, the absence of regulations

by lawon a given issydo execute such regulations autonomously. These Decrees oblige all bodies of
state power, state institutions amdjanisation®f Russia, as well as all Russian commerarad non

profit entities, legal and physical persons under the jurisdiction of Russia to take measures to freeze
respective assets of terrorists. According to the Decrees, all assets of terrorists and terrorist
organisationgisted in the UNSCR as well asll assets belonging to persons anganisation®wned

or controlled by them, are frozen without time limitation or until there islestieg by the UN.

149. The UNSCRs are also implemented through the mechanism envisagieel/AML/CFT Law

and Ordinance othe Government No. 27 of 18 January 2003 (Terrorist Financing Regulation). This
mechanism consists of a listing process which is explained below. Taken together, thesettecrees,
law andtheordinance allow the Russian government to freeze terroristsass

150. The actual freezing of terrorist property results from entities being listed by Russian
authorities and the freezing imade operationdly financial institutions and others. Once an entity is
listed, institutions are no longer permitted to perfotransactions involving funds or assets
(effectively freezing) owned or controlled by the listed entity.

Obligations implemented undddNSCR 1267 (and successor resolutiopsind UNSCR1373

151. The PresidentialDecrees for implementation of théNSCRs the AML/CFT Law and the
Terrorist Financing Regulatidhtogether provide for the essential elements of the legal framework for
freezing terrorist property pursuant to the obligations contained infdRI$267 and 1373.

152. The AML/CFT Law and the Terrorist Financing Régtion contain the rules for drawing up

a terrorist list. This list consists of two parts. The first part consists of all persons designated under
UNSCR 1267 (and successor resolutions), as well as persons included in other lists compiled by
internationalorganisationg£ombating terrorism, and by the bodies authorized by them and rsmmbgni

by Russia. This part is also referred to as the

153. The second part i s The adtidna list inclbhdes the naanesi obemtdids | i st
that are identified and designated by the Russian authorities in accordance with the AML/CFT Law
and the Terrorist Financing Regulation.

154, With respect to the international list, the PresidenbDedcrees provide the basis for
permanently blocking the assetd persons andorganisationsidentified in the UNS®s and
subsequently listed by the Russian authorities. The AML/CFT Law creates an obligation on financial
institutions performing transactions in respect of suspected funds and other assets immediately to
freeze (without a court decision) all transactions involving these funds or other assets, if at least one of
the parties in the transaction is a listed entity or is an entity that is directly or indirectly owned or
controlled by the listed entity or is & on behalbf or on the instruction of such a listed entity.

155. The complete 1ist is assembled on the basis
Office, ROSREG the MoJ and the MFA.

156. The AML/CFT Law indicates the possible legal grounds for dediggaan entity. For
example, an entity will be listed if:

1 A court decision of Russia has entered into legal force regarding the liquidation or banning of
an organisation because of its involvement imezrist activities or terrorism.

2 No. 1%P of 30.04.1996.

0 Government Or di nanc enapmoval & RegutafionsloB idedtficatib) d¥ Be lidt Of
organisations and individuals in relation to whom there is information about their participation in extremist
(terrorist) activitieso.
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1 A conviction has emsred into legal force regarding a natural person found guaifty
committing a terrorist crime.

1 There is an order of an investigator to initiate either a criminal case against a person who has
committed a terrorist crime or proceedings againstrganisatbn.

1 An entity appears on a list compiled by internatiamaanisation€ombating terrorism, or by
bodies authosed by them, obrganisationsand persons linked to terroristganisationsor
terrorists, and recogsed by Russia.

157. The list is disseminated tall financial institutions, financial supervisory bodies, DNFBPs
and regional officesof Rosfinmonitoring for their consideration and action in accordance tivith
AML/CFT Law.

158. The effect of being listed consists of a temporary suspension of finarueahtons
(freezing) in respect of all assets owned or controlled by the listed entity. The freezing is reported to
Rosfinmonitoring. This suspension is in effect for an initial two working days, during which time
Russian authorities verify the basis fdretfreezing action. The freeze can be extended for an
additional five working days if required in order to complete the verification.

159. In the case of an entity listed on the international part of the list, the freeze is permanent or
until the UN or othernternationalbrganisatiorde-lists it. In the case of an entity on the national list,

the freezing is lifted after verificatioas to whethethere were insufficient grounds to freeze the
assets, or the case is turned over to law enforceimefurther investigation and prosecution, in which
case the authorities will seize the assets in their own right. The seizure will remain in effect until the
completion of the case.

160. The complete list is compiled by Rosfinmonitoring asdipdated regularly. As of 2BRne
2007, Rosfinmonitoring had published the 18th edition of the lisis €Hition contained in total
2 464 persons, with the internationasticontaining 489 entities (3&atural and 125 legal persons),
and the national list containing 1 975 person®9%0 natual and 239egal persons). Thhst is also
updated immediately after the 1267 Sanctions Committee list is updated.

161. It should be noted that the entire list is not published. The list is available on the
Rosfinmonitoring secure wedite and the nanseof organisationshat are listed on the national list are
published in the Russian Gazette, and, of course, the list is distributed to all the relevant financial
institution and DNFBPs. The list is not available to the general public.

Freezing of funds

162. If a financi al institution (fAan organorsati on
otherassets) detects a transaction by a designated en
by a designated entity, the transaction is reportdRibfinmonitomg and suspended (frozen) for two

days. This suspension is performed without prior notice to the listed customers and other persons
(article 4 and 7, AML/CFT Law). Funds transferred from outside of Russia to a listed entity can occur,
however these transactions are reported to Rosfinmonitoring and these funds will be frozen. If, after

the two day period the financial institution does not receive a further order directing the continued
suspension of the transaction from Rosfinmonitoring, tin@ntial institution will perform the
transaction according to the customerdés request.

163. Assessors were informed that no funds were frozen in respect of entities listed pursuant to
UNSCR 1267. However, a UN Repdrsuggests that Russia confiscated propenmtyelation to
Resolution 1267. Russian authorities have explained that the information provided to the UN through

. AThird report of the Anal ytdringcTeam AppoiptedoRutsuanawd San
Resolution 1526 (2004) concerning-®ai da and t he Tali ban and Associated
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their ambassador at the UN was misinterpreted and have confirmed that, in effect, no funds have been
frozen in respect of UNSCR 1267.

164. Once Rofinmonitoring receives the report of a frozen transaction, it will perform a
preliminary check to assess the reasonableness of the suspension of the operation. If the suspension of
the transaction undertaken by the reporting institution is considerefieflisiRosfinmonitoring will

issue an order requesting a further suspension of the transaction for a term of up to five days and send
it to the reporting institution, as well as refer the relevant information for operative action to law
enforcement bodieAML/CFT Law, article 8).

165. The law enforcement bodies will start operative actions and investigate all information on
the suspended transaction sent by Rosfinmonitoring, will inform Rosfinmonitoring about the results
and will take a decision on further pemlural actions (seizure) in relation to the assets recognized as
belonging to a terrorist. Until the end thie investigation by the law enforcement bodies, the blocked
funds will remain frozen. If necessary, the investigator conducting the investigatiotihd right to

seiz the frozen assets before the sedays run out even before the investigation is finished, on the
basis of the provisi@of art. 115 of the Code of Criminal Proceeur

166. All reports containing information suggesting that an offence heen committed are
checked by law enforcement bodies as required by articles 144 and 145 CCP.

Definition of funds

167. PresidentialDecreeNo. 6 of 10.01.2002 on UNSCR 1373 uses the same languabatas
usedin the UNSCRand mentions that the measures totdlen against terrorist property apply to
funds, financial assets and economic resources. The measures apply to all funds and economic
resources of persons committing or attempting to commit terroristoacteho participatein the
commission of terroristacts or render support to their commission; cofjanisationsowned or
controlled, directly or indirectly by such persons as well as persons or entities acting on behalf of or at
the direction of such persons and entiireduding the funds received or qgdredthrough property

directly or indirectly owned or controlled by such persamsl related to thsepersons and entities.

Examining and giving effect to freezing mechanisms of other jurisdictions

168. There is no effective law and procedure in place @mrére and, if appropriate, give effect

to, freezing orders of other jurisdictions. If informed by a foreign FIU that a freezing action has
occurred in the foreign state, Rosfinmonitoring will monitor the activities of the target entity in Russia.
Russian athorities are able to give effect to designations under freezing mechanisms of other
jurisdictions but it is by way of a mutual legal assistance request or by way of an existing MOU or
agreement signed with another country. No MOU or agreement has geed $b date. Using the
MLA approach does not ensure that prompt action can be taken.

169. Of course, asset freezing action in another jurisdiction may also give Russian law
enforcement agencies information suggesting that an offence under their law may bave be
committed. The relevant Russian law enforcement agencies may investigate such an offence and
during such an investigation may seize assets with subsequent confiscation within a court procedure.

System for communicating actions to the financial sector

170. Rosfinmonitoring maintains a comprehensive list of all listed persons subject to asset
freezing. This list (its international and national parts) is updated when changes are made to add,
amend or delete information concerning listed entities. The amendmentmtroduced into the
appropriate part of the List depending on whether that change is made by the UN or Russia. The
terrorist list is distributed electronically or on paper within one day of any change made to it to all
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financial institutions. It is ats available on the secure website of Rosfinmonitoring, to which financial
institutions, supervisory authorities and DNFBP®S

171. Russian authorities do not communicate freezing actions taken by financial institutions to
other financial institutionsHowever, Russian authorities engage in indirect feedback by way of
holding seminars and workshops for financial institutions where money launderintgraodst
financing typologiesare discussed. Moreover, Russian authorities provide a measure @&l deeér

back information to banks through the Russian Banking Association.

Guidance to financial institutions and DNFPBs

172. Guidance is provided by supervisory bodies to the institutions for which they are
responsible. TheBoR provides guidance to all credimstitutions and Rosfinmonitoring provides
guidance to all financial institutions and designated-fimemcial businesses angrofessionsnot

falling within the responsibilities of other supervisory authorities. The guidance covers the relevant
provisionsof the AML/CFT Law, informs the institutions of the existence of the terrorist lists and
explains the procedure for working with the lists and the procedure for suspending financial
transactions. The guidance contains information for the development pfedmiemtation of internal
control rules, and deals with having to submit reports in a timely fashion to the reporting entities

Publicly-known procedures for considering desting requests and for unfreezing the funds dé
listed persons

173. As described aboye¢he Russian authorities have established a list comprised of two sections
T an international list and a national list.

174, It should be noted at the outset that requests for unfreezing funds cannot occur for the first
seven days that funds have been frobgra financial institution since the subject of the freezing
action will not have been made aware or informed of the freezing action. If, however, during the first
seven days a case is turned over to law enforcement, then the procedure for delistirigeanishgim
respect of entities listed on the natiolstl and described below would apply.

175. With respect to the international list, Russian authorities will forward a request to- be de
listed or to have funds unfrozen, to the UN Committee dealing withliRes01267 and will then

abide by whatever decisions the Committee reaches. This procedure taken by Russia is not publicly
known.

176. With respect to the national list, there is no special procedure providelistibg and
unfreezing of funds can be made agplying to the courts for the appropriate action as per the
provisions of the Code of Criminal Procedure.

177. The Russian authorities have indicated that all entities who are listed are either being
investigated, on trial or have been convicted for terragvities. The list does not contain any entity

that is suspected of committing a terrorist offence. The Russian authorities contend, therefore, that in
all of these situations, the entity will either be aware that it has been listed or the lawyamtapges

the entity will know of the listing and will so inform the entity he represents. This approach is based
on a number of assumptions, such as the entity or its representative is aware that it is listed or that it or
its representative is aware of fhcedure to be digsted. Such assumptions are difficultsiestain.

Publicly-known procedures for unfreezing the funds or other assets of persons or entities
inadvertently affected by a freezing mechanism

178. Entities listed on the Russian national list tre names of entities that have been convicted,

are at trial or are being investigated. Under the circumstances, the Russian authorities indicated that it
is impossible for someone to have been listed by inadvertence. In the case of a listed entity that is
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being tried and ultimately acquitted, the name of the entity is removed from the list and the funds are
unfrozen. For the entity being investigated, the funds are unfrozen if the investigation is terminated
without going to trial.

Authorising access tounds for certain basic expenses in accordance with UNSCR 1452

179. Russian authorities have not frozen any funds or other assets pursUaB@R1267 and
therefore have no experience in authorizing access to funds for basic expenses in accordance with
UNSCR 1452.

180. However, if a request to access funds for basic needs were to arise, Russians officials
informed the assessors that a request could be submitted to Rosfinmonitoring or to a court for a
decision concerning the request. Russian officials would thenistitamwequest to the UN Committee

on Resolution 1267 for comment.

Right to challenge freezing measures

181. An entity listed on the national list has thessibility to challenge the freezing of the funds

in court. From a practical perspective challengingfteezing measure is not likely within the initial
freezing period because the entity will be unaware of the measure taken against it. After the initial
freezing period, the measure is either lifted or the case is turned over to law enforé¥heratthe

case is turned over to law enforcement for further investigation, the entity can challenge the measure
through the normal court process as provided for in the Code of Criminal Procedure.

Freezing, seizing and confiscation in other circumstances

182. Russian lawenforcement authorities may apply certain other measures in the context of a
criminal investigation or prosecution to seize or confiscate assets suspected or proven to be related to
terrorist financing. These measures include:

1 A court can order the seizu property in connection with the investigation related to
terrorist offences (including financing of terrorism). This property may be confiscated upon
conviction for these offences.

I The court may also seize property or place it under restraint orrfgeemiler pursuant to a
request for mutual legal assistance.

Protecting bona fide third parties

183. There are no special provisions dealing with the protection for bona fide third parties.
Russian authorities indicate thaticle 123 of the Code of Criminal Bcedure is the main source of
protection for third party rights. This provision allows for, inter alia, a person whose interests may
have been impacted by actions or decisions taken by an investigator, prosecutor or a court to seek
assistance by way of appeal to the court.

184. As mentioned above, property frozen because it belongs to or is controlled by a terrorist that
is listed on the national terrorist list can be turned over to investigators. At this point the normal
criminal process is engaged. Fronistipoint onwardarticle 123 would apply and bona fide third
parties can seek to have their interests protected through the courts.

185. In the case of an entity listed on the international list, article 22 of the Russian Code of Civil

Procedure allows a persdn apply to the courts in order to resolve any disputes ola@ms
concerning the right to funds or other assets
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186. From a practical perspective, no protectis afforded in the initial twsevendays of a
freezing because neither the listed entity momaocent third party would be aware that their property
has been frozen.

Monitoring compliance with freezing obligations

187. Rosfinmonitoringsupervises the execution of freezing measures by finanstitltions not
supervised by a supervisory body. TBeR and other supervisory bodies monitor other financial
institutions for which they are responsible. If a financial institution is discovered not to comply with
the freezing obligations, there are sanctions foreampliance contained in the AML/CHJaw ard

the Code on Administrative Offences. Those sanctions apply to all designated financial institutions
and DNFBPs. The main punishment is the withdrawal of the licence of the business that is in non
compliance and the imposition fofies.

188. In the case of nefinancial institutions and of physical persons, no monitoring occurs.
However, the obligation to freeze funds and other assets belonging to terrorists applies to them as well
as to financial institutions and if a failure to freeze such property is disedythe appropriate
penalties, either administrative or criminal, will apply.

Additional elements

189. Certain types of financial operations of listed entities are not suspended by
Rosfinmonitoring These include payment for certain types of expenses aniteserpayment for
household expenses etc. Credit institutions must mention the purpose of the payment for each specific
operation.

Statistics

190. The table provides an overview of the number of suspended transactions and the amounts
frozen.

Suspended transactions and amounts frozen
Year Number
Number of suspended 2003 0
transactions
. - 2004 4
(national terrorist list only)
2005 8
2006 7
Total 19
Amounts frozen (USD) 2003 0
(national terrorist list only) 2004 5988
2005 489 054
2006 28 438
Total 523 480

2.4.2 Recommendations and Comments

191. Russia implements UNSGRL267 and 1373 through the implementationPoésidential
Decrees on UNSC Resolutions 1267, 1333, 1373 and 1390 and the application of the AML/CFT
Federal Law and th&overnment Decisio on the Financing of Terrorism. These instruments are
made operationdghrough the drafting of a list containing the names of entities whose funds and assets
must be frozen by all financial institutions, DNFBPs and others.
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192. While the freezing mechanismseain line with the UN Resolutions, there are elements
associated with Special Recommendation Il that are either absent or are incomplete in the Russian
approach. In implementing UNSCR 1373, Russia relies heavily on the criminal justice system for
coverirg the various elements contained in SRIIl. Reliance on the criminal justice system risks
creating problems regarding the efficient implementation of this Resolution. For example, difficulties
in obtaining sufficient evidence to convict may result in aotést being acquitted and his funds
unfrozen. Such a result would frustrate the objectives of UNSCR 1373.

193. Russia needs to implement a national mechanism to examine and give effect to actions
initiated under the freezing mechanisms of ofhesdictions.

194, Russia should establish an effective and publicly known procedure for dealing with de
listing requests and for dealing with requests to unfreeze in a timely manner the funds or other assets
of entities that have been inadvertently affected by a freeziimpa

2.4.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR.II PC 1 Reliance on the criminal justice system risks creating problems with the effective
implementation of UNSCR 1373.

1 Russia does not have a national mechanism to examine and give effect to
freezing actions taken by other countries.

1 Russia does not have an effective and publicly-known mechanism for the
purpose of considering de-listing requests.

1 Russia does not have an effective and publicly-known procedure for unfreezing
the funds of persons inadvertently affected by a freezing action.

2.5 The Financial Intelligence Unit and its functions (R.26)
2.5.1 Description and Analysis

195. Established at the end of 2001 #we Financial Monitoring Committee (FMChy a
Presidential Decréé the Russian FIU, now called the Federal Financial Monitoring Service or
Rosfinmonitoring is the central authority for combating ML and TF. It has been a memb&e of
Egmont Group since June 2002 and operatesrding tahe Egmont Group Documents Its powers

and dutieswere confirmed in the current AML/CFT Law (article 8). Originally created as an
independent government authority in 2001, Rosfinmonitoring was integrated into the management
structure of the MoF in March 200k September 2007, Rosfinmonitoring was placed directly under
the authority of the Prime Minister, though Rosfinmonitoring still enjoys full operational autdhomy

196. Rosfinmonitoring has in total 42 powers and duties, listed in Section Il of the
Rosfinmonitaing Regulation¥. The most important of these are:

Central (policy) ceordinating body for AML/CFT issues.

Collecting, processing and analysing the information about transactions which are subject to
monitoring by designated reporting entities, and retpg further information about these
transactions.

¥ Presidential Decree of 01.11.2001 no. 1263 AONn t|
(Legalisation) of Proeeds fr om Cri me and Financing of Terrorismo.
3 Egmont Group Statement of Purpose and Egmont Group Principles for Information Exchange Between
Financial Intelligence Units for Money Laundering, both implemented by Government Decision of 07.10.2002

no. 1405r

% Presidential Decree no. 1263.

= Government Decision of 23.06.2004 no. 307 approved the Regulations on Rosfinmonitoring.
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1 Creation of a uniform information system and administering and maintaining the federal
AML/CFT database, in line with data protection and secrecy provisions.

1 Referring relevant information to the variolsw enforcement bodies when there is a
suspicion of ML or TF. This happens upon request of the law enforcement authorities as well
as upon the own initiative of Rosfinmonitoring.

1 Carrying out ceoperation and exchange of information with competent auig®rdf other
countries in the AML/CFT sphere in accordance with international agreemdtssit

1 Representindrussiain international organisations on issues of combating money laundering
and financing of terrorism.

197. Reporting entities can submit reorelectronically to Rosfinmonitoring. The Russian
authorities indicated that improvements to the IT systems used to receive and process transaction
reports from reporting institutions, as well as-ameration with the BoR, other supervisors and
professioml associations of reporting institutions improvbd quality of STRs. While in 2005 2.27%

of all reports were rejectagpon receiptin 2007 thishad dropped to 0.33%. Cls use the IT network
infrastructure of the BoR to send reports to Rosfinmonitoritge information is encrypted, and the

BoR has no access to any of the data that pass through its IT system to Rosfinmonitoring.

Receiving and analysing STRs

198. After an STR is received, the Rosfinmonitoring IT system checks whether the report is
complete. lsomplete reports are sent back. Reporting entities receive a notification to inform them
about the detected deficiencies, after which they haveegubmit the report within Zdburs. If a

report does not have any deficiencies, a reporting entity recainesification on acceptance of the
report by Rosfinmonitoring. Rosfinmonitoring drafts disif most frequent mistakes by reporting
entities and sends those to supervisory authorities. Rosfinmonitoring staff also contact reporting
agencies directly if nessary to poinbut (technical) mistakes made

199. During the second stage, data mining takes place. All the STRs are analysed by a software
system. With the use of algorithms, reports gnamupedbased on different criteria, such as suspected
person, nature fothe operation and regional riskBurther on reports are analysed for further
investigation. External databases are also checked for additional information, this includes the
databasesf FCS, FTS, BoR, FSFM, Rosstatistics, Rossport, A&wmber, MIA,FSB, FMS, MoJ

(and others). If necessagiditionalinformation is requested, including information on other subjects
revealed during the analysis of the reports. Thereafter, Rosfinmonitoring forwards the relevant
information to law enforcement authoei$i according to their jurisdiction. All reports received by
Rosfinmonitoring are kept in the Rosfinmonitoring database and used on the daily basis for analysis
and intelligence purposes. The information sent to law enforcement can (in principle) beametl in

Guidance

200. Most guidance is issued by Rosfinmonitoring on theidaf the AML/CFT Law (articl&).

The Reporting Instructich (RI) is the most current guidance for designated entities on how to report
suspicious transactions. The RI establishesg@lesireporting format, includes reporting codes that can

be used, defines communication protocols, lists and establishes templates for written requests by
Rosfinmonitoring to reporting entities and a list of the officials that have the right to send writte
requests. For credit institutions, the Rl is first approved by the BoR.

201. Rosfinmonitoring has issued reports about its activities since 2004. These reports include
statistical data and information about:

% Rosfinmonitoring Order of 07.06.2005 no. 86 ap,|
t

e
Rosfinmonitoring Information Stipulatd i n he Feder al Law AOn Combating
Proceeds from Crime and Financing of Terrorismo.
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Legal developments.
Information technology and datransactions developments.

Supervision activities, in particular: interaction with supervisory agencies, interaction between
financial institutions and other organisations with sSupervisory agencies with
Rosfinmonitoring, information on audits of orgarisas under the supervision of
Rosfinmonitaing.

Financial investigations.
Money laundering typologies.

Information on combating terrorism financing.

= =4 =4 =

International ceoperation, including interaction between Rosfinmonitoring and the FIUs of
foreign countes.

Inter-agency ceordination and interaction.
The work of Rosfinmonitoring regional offices.

Staffing support and personnel training.

202. Rosfinmonitoringprovides guidance to reporting entities which includes explanation of the
legislation and desgiion of the legal development&urthermorethe FIU givestraining to reporting
entities and participasén seminars where examples of ML caaes provided

203. Rosfinmonitoring provides law enforcement agencies with informatitypologieson a
regular basis

Access to information

204. The basic principle for Rosfinmonitoring to
down in the AML/CFT Law. All government entities (federal and regional) are required to provide all
information and documents to Rosfinmiaming that it needs to fulfil its duties, with the exception of
information on the private life of citizens (personal and family life, such as religious beliefs, hobbies,
letters, telephone conversations), unlegerruledby court order in specific caséAML/CFT Law,

article 9).

205. The same article also indicates that any sharing of information is subject to restrictive
conditions. Moreover, the AML/CFT Law also provides that any information sharing practice or
procedure should not be in violation of ekigt secrecy provisions relating to banking, tax, official
government information, commercial information, and communication. Communication secrecy
explicitly extends to remittance of monetary funds.

206. One of the Regulations concerning the Elektablisheshe duty for all federal and regional
bodies that register dicenseany of the designated financial institutions or DNFBPs to share updated
lists of registered anticensedentities with Rosfinmonitoring on a monthly basis. Rosfinmonitoring
also has dirdcaccess to these databases, in case of the register for commercial legal entities
(maintained by the FTS), the access idine.

207. Rosfinmonitoring has information about lost passports and passport forms, and passports of
deceased citizen$he list is updted every six monttend is made available to reporting entities

% Government Decision of 14.06.2002 no. 425, appro

information and documents to Rosfinmonitoribg state bodies, state bodies Federal Subjects and local self
government bodieso.
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208. Having direct access by Rosfinmonitoring to
it requires an agreement with the other government authority. Rosfinmonitoring has concludeld 12 s
agreements, in which the owner of the database stipulates the conditions for Rosfinmonitoring to have
acces¥.

2009. When analysing reports, Rosfinmonitoring can verify the information it received by sending
a request to another federal or regional governrnedy. Such a request can also be sent to a federal
or regional government body on request from or on behalf of a foreign body involved in the fight
against ML and TF (a rogatory letter or written request is necessary). Rosfinmonitoring reports that
seveal thousand such requests are sent annually to other agencies and most of these negaéabts a

to be answered within tetlays (as set by laW) Rosfinmonitoring can also send these requests to
other federal executive bodies to support its own work, siscleollecting statistics and analytical
material.

Request for additional information from reporting entities

210. The FIU has the right to request additional information from the reporting ‘@niityorder

to verify the accuracy of the information obtainedd @o detect (other) ML/FT transactions or

activities. Rosfinmonitoring sends written reqséastreporting enties and asks for more information

on the transaction or requests duly notarised copies of specific documents. This amnbaea0%

ofal fi nanci al investigations in order to check tt
research. I n addition,-l obnea pbgnekacabhsi ot hepel
to explain the information submitted to Rosfinmonitoring

211. Reporting entities are required amswer Rosfinmonitoring within fivevorking days after
receiving the request, but Rosfinmonitoring may change this deadline if necessary. Reporting entities
have the right, but not the duty, to submit additional inforomatfbeyond what is requested) to
Rosfinmonitoring, if the reporting entity deems this necessary for the effective enforcement of the
AML/CFT Law.

Dissemination of information and operational independence

212. Law enforcement bodies are obligated to providellbeek to the FIU on any case they
receive fom Rosfinmonitoring, although in practice it seems that law enforcement is reluctant to
provide such feedback. Law enforcement bodies may also send a request to the FIU to receive
information on transactions heilithe databadé

213. Until very recently only the central office of Rosfinmonitoring had access to the whole
database of reports obtained. But now the regional offices also have access to the whole database and
they can use all the data to carry out analygirough VIPNE). This is an improvement, as in the

very recent past, the regional offices only had access to the data concerning their region. VIPNET is
also used for operational communication betweenhtaquarterand regional bodied:or official
documents that cannot be sent electronically through VIRNEf®rmation sharing between the
headquartersf Rosfinmonitoring and the regional offices is done by secure government courier.

214, The decision to forward material to law enforcement bodies is takethe head of
Rosfinmonitoring, on the advice of the Expert Council of the unit. The representatives of the regional
offices take part in its meetings when presenting their own cases.

3 Agreements have been concluded with the following agencies: BoR, FCS, FSB, FSFM, Federal

Migration Service, MIA, MoJ, Ministry of Transport, FTS, ROSCOM, Rosstat, andyASkamber.

3 Government Decision, no. 425 d.d. 14.06.2002

40 AML/CFT Law article 7 and government decisions 307 and 245.

4 Article 8 of Federal Law no. 116Z, Government Decision no. 307, and Government Decision no. 425 of
14.06.2002.

42 VIPNET is a seure telecommunication network, isolated from other networks.
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215. Data at the FlUs securely protected and only disseminated in acooelavith the law. The
Criminal Code establishes liability (includinghprisonment for up to tegears) for any breach of
secrecy by any employee of the FIU.

216. Rosfinmonitoring pays much attention to ensure therggcof information. For this, the
FlUappr¢«w, ed an internal paper (AA framework of c¢ommi
which determines possible threats to the security ofrimdition contained in the FIU database (the

Unified Information System of the Service) and ways to combat ttiesats. In addition, in April

2006, the Department of Security and Protection of Information, a new autonomous department within

the FIU was created. This department monitors all actions of users, has created alarms to detect
intruders and a system thatalyses the level of protectiof.variety of firewalls have been created to

protect the database from illegal access. All this is set up to ensure that the information from reporting
entities that contaBcommercial, banking, tax and other secretsrasgeted as much as possible.

217. Operational independence for the FIU is safeguarded by the AML/CFT Law and Presidential
DecreeN1263 whiche st abl i sh the FI U (Athe authorised bod)
term is linked to governmenDecisia which states that all federal executive bodies are independent

in exercising their authority established by federal laws, acts of the President and rules of the
governmenit. Before thisgovernmenDecision was issued in January 2005, the Chairman dfltthe

was the first deputy minister of Finance, which was another way of ensuring operational
independence.

Resources and internal organisation (Recommendation 30)

218. As with many Russian authorities, Rosfinmonitoring has organised its activities in a
headquasdrs in Moscow and regional offices throughout the country. Rosfinmangarurrently has
sevenregional offices, formally called Interregional Es@tments, in every one of the sevesderal
Districts™.

219. Budget and maximum number of staff is set by lawd¢mi) or regulatiofi (staffing and
organisation). The budget of Rosfinmonitoring has been growing over the lastfyear RUB 470

million in 2005, to RUB 659 million in 2006 and RUB 764 million in 2007. The maximum number of
staff since December 2005350 for the headquartefactual staff305 and 295 irtotal for the seven
regional offices (actual staff for the regions is 245). Before December 2005, the maximum number of
staff was 250 for the headquagand 155 for the regional offices. The tabldow provides for an
overview of current maximum and actual staff numbers.

43 AML/CFT Law article 3 and Standard Regulation on Interaction of the Federal Executive Bodies

approved by Russian government Decision of 19.01.2005 no. 30.

a4 The 7 Federal Districts are (acym and administrative centre within brackets): Central* (CFD,
Moscow), NorthiWest (NWFD, SainPetersburg), Southern* (SFD, RostoDonu), Volga* (VFD, Nizhny
Novgorod), Ural (UFD, Yekaterinburg), Siberian* (SiFD, Novosibirsk) and Far Eastern* (FER&afovsk).
Districts with * have been visited by the evaluation team.

% Government Decision of 05.12.2005 no. 714.
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Overview of staff at Rosfinmonitoring (as of January 2008)

Office Total staff Of which analysts Of which supervisors*® Of which other staff

max. | actual | vacant | max. | actual | vacant | max. | actual | Vacant | max. | actual | vacant
HQ 350 305 45 141 133 8 21 17 4 188 155 33
CFD 45 32 13 22 14 8 13 10 3 10 8 2
NWFD 41 31 10 20 14 6 11 10 1 10 7 3
VFD 42 37 5 20 17 3 10 10 0 12 10 2
SFD 52 44 8 32 24 8 11 11 0 9 9 0
UFD 37 33 4 19 16 3 8 7 1 10 10 0
SiFD 41 37 4 21 18 3 11 10 1 9 9 0
FEFD 37 31 6 19 17 2 9 7 2 9 7 2
Total 645 550 95 294 253 41 94 82 12 257 215 42

220. Rosfinmonitoring is allowed to establish up to 12 departments he#dquarterso ensure
that its key responsibilities aregmerly carried out. While the number of departments is set by the
government (which could have been considered a breach of the operational independence of
Rosfinmonitoring if it werenot for the fact that this is part of the government budget planning)cycl
the FIU is allowed to adjushese numberd he 10 departmentbkat exist at this moment are

Research and analytical departments

The Departrant for Financial Investigation.

The Department foCombating Terrorism Financing.

The Department for Planran Administration and CGordination.

The Informaton and Technological Department.

The Departrant for International Relations.

Supervisory department

The Deparinent for Supervision Activities.

Administrative departments

The Legal Department.

The Exeutive and Financial Department.

The Administrative and Personnel Department.

= =4 -4 -4 -4 -8 -—a _a -2 -8 -2 -2 -»

The Department for Information Security and Protection of Information.

221. The Head of Rosfinmonitoring is also responsible for the organisation of the regional offices.

He is empoweredot create, reorganise or liquidate regional offices. The powers and rights and
organisational issues of the regional offices are determined by regtilafidre regional offices

interact with the authorities on the Federal District and Subject levels. Eaggopnal office must have

a department for supervision and a dépant for financial investigationg.he ceoperation between

the headquarters and the regional offices is good, and the evaluation team did not detect any issues that

46 Supervisory staff levels should be taken into account for Recommendation 24 (section 4.3), not for

Recommendation 26.
4 Regulation orthe Territorial Body of Rosfinmonitoring, approved by MoF Order no. 127n (30.12.2004).
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appear toimpede efficent ceoperation and cordination. Staffat headquarters and the regional
offices have daily direct contact on any substantive nsatber the management level, there are video
conferences on a weekly basis, or more often if required. At least once, ghgearanagement of all
regional bodies anthe headquarters gather in Moscow. STRs are forwarded to law enforcement at the
regional and headquarters level, to ensure that all levels involved aredumala@ietions taken and can
follow up if appropriate.

222. Rosfinmonitoring is equipped with modern higapacity equipment and apprigie
software, enabling it to collect, analyse, store and disseminate a large number of STRs on an ongoing
basis. Since mi@004, Rosfinmonitoringeceives about 10 000 to DR0messages per day (including

STRs). The technical infrastructure makes it possible to use the most modern data processing software
for handling data, supporting management decisions, permitting staff to work on specific cases and
protecting information.

223. Up to 95% of the disclosures are submitted to Rosfinmonitoring in electronic form, which
substantially facilitates both the transfer and acceptance of information. Reporting entities and other
organisations can use special software to communicate with an&E&sdo Rosfinmonitoring, all in
reattime and free of charge. Financial institutions can thus transfer encoded messages through secured
communication channels, signed with an electronic digital signature or PIN code.

224, The amount of data collected by Rosfionitoring has expanded by 80% since 2004. By
January 2005, the FIU hadceived 3 million messages (including about 1.8 million STRs). In 20086,

the database volume doubled when the FIU received enéth million messages (3allion STRs).

By April 2007, the database had accumulated about 14 million messages and STRs. All these data are
subject to monitoring but are also used as intelligence for the FIU.

Professional standards

225. In addition to general requirements of the Russian civil service, Rosfitoriagi has
drafted special rules for hiring its employ&eThese rules list for every staff level in a detailed way
what the necessary knowledge, skills and education should be. Zi86¢he FIU welcomed 40%

new staff at itheadquarterand 90% new staat its regionaloffices, andmany resources were spent

to ensure the hiring of quality staff. Currently, mesaployees of Rosfinmonitoring haeehigher
education, and 7% of them have scientific degrees. Confidentiality of staff is determinedbynlaw

2006 the internal control systems detected an attempt of one of the employees of Rosfinmonitoring to
check personal data afcase which he was not working on. Disciplinary sanctions were applied and
the employee was fired. There were two other unaistrattempts to access the database. These
attempts were detected by the control system at the initial stages before any information had been
disclosed.

Training

226. Since December 2005, all training for FIU staff is given based on a new system, in order to
introduce a certain planned character and predictability in the professional training of all FIU staff
(headquarterand regional offices). Basic training is given to all staff every three yaadsyork
related trainings given annually to all staff (dibugh only 14 staff have been trained in 20®H

48 fi O the qualifying requirements regarding the professional knowledge and skills that essaneder

the fulfilment of workrelated obligations by state civil sarmt s of Rosfinmonitoring
Rosfinmonitoring Order of 25.12.2006 no. 224, And At
of Rosfinmonitoring for the conduct of the contest for filling a vacant position of the federal stateiide in

the central office of Rosfinmonitoring and the method of conducting a contest for filling a vacant position of the
feder al state civil service in the central of fice of
09.10.2006 no. 156.

*  AML/CFT Law, article 8, and Federal Law of 27.07.2004 noF72 A On t he State Ci vi l
15, part 1, sub item 7 and sub clause 9.
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other employees have received special courses in Plaitiquarterstaff areresponsible for training
of staff at regional offices (training seminars). All new staff get introduction training and a mentor

227. Rosfinmonitoring recently created the Institute ofidhcial and Economic Security at the
Moscow Engineering Physics Institute (MEPHI). The training institute is meant to provide training for
AML/CFT specialists. The first trainees were selected by-20i@6 and the first graduating class is
expected in 2008.

228. Another institute, the nenommercial International Training and Methodological Centre for
Financial Mortoring (ANO-Centre), was created in December 2005. It has already provided 30
training semines to over 2000 professionaleom Rosfinmonitoring, supervisors, law enforcement
and private sector employees from Russia and all &A€&r countries.

229. The European Commission has also provided training for many employees of
Rosfinmonitoring (and law enfoement and supervisory bodies) within the framework of Council of
Europe project MOL-RU (20032005) and MOLIRU-2 (20072009).

Statistics
230. Rosfinmonitoring keeps a number of detailed statistics. The following represents the most

important statistics thatave provided to the evaluation team. Statistics are broken down on the type
of reporting entity. More detailed figures can be found in section 3.7 of this report.

Statistic on reports received by the FIU 2003 7 2006

Year Number
Number of STRs received by the FIU 2003 303 900
2004 658 000

2005 1545500
2006 3777 300
Total 6 284 700

All reports received by the FIU (incl. STRs) 2003 974 873
2004 1772595
2005 3053382
2006 6 147 974
Total | 11948 824

Number of STRs transferred to law 2003 18 000
enforcement
2004 12 000
2005 80 000
2006 122 000
Total 232 000
231. Russia does not keep full statistics on the number of STRs that result in investigation,

prosecution and conviction. This is largely due to the fact that FIU informatimixed with other
information at the law enforcement and prosecution stages. Nonetheless, Russia does have information
on the number of cases that contain material from Rosfinmonitoring.
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Statistic on criminal cases containing FIU material FIU

20031 2006
Year | Number
Number of ML investigations (law 2003 22
enforcement /
. - . 2004 540
prosecution) containing FIU material
2005 1300
2006 2103
Total 3965
Number of TF investigations (law 2003 | no data

enforcement /

. . . 2004 | no data
prosecution) containing FIU material

2005 | no data

2006 7
Total 7
Number of ML cases containing FIU 2003 1
material transferred to court 2004 2
2005 35
2006 208
Total 246
Number of convictions for ML in 2003 4
cases containing FIU material 2004 9
2005 16
2006 95
Total 124
Effectiveness
232. Rosfinmonitoring functions effectively
2.5.2 Recommendations and Comments
233. Rosfinmonitoring meets Recommendation 26. Neverthelbss,number of vacancies is

somewhat high and the evaluation team considers that alhei@s should be filled.

2.5.3 Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying overall rating

R.26 C 1  This Recommendation is fully observed.

2.6 Law enforcement, prosecution and other competent authorities the framework for the
investigation and prosecution of offences, and for confiscation and freezing (R.27 & 28)

2.6.1 Description and Analysis
Recommendation 27 (Designated law enforcement and prosecution authorities)

234. The main law enforcement bodies concerndth whe fight against ML and TF are the
Ministry of Internal Affairs(MIA), the Federal Security Service (FSB), the Federal Service for the
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Control of Narcotics CirculationFSKN), and theProsecutiorAuthority. These bodies have all been
established by &, as are their activitiés The responsibility for ML investigation and prosecution is
established in the CCP which stipulates that preliminary investigation on money laundering and self
laundering is conducted by MIA investigators. The responsibilityTfolinvestigation/prosecution is

also regulated in the CCP, which stipulates that preliminary investigation on terrorist financing cases
can be conducted by tHerosecution Authoritythe FSB and MIA. Thd-SKN is the competent
authority in all ML and TF cses as long as drugs are involved [CCP article 18}(351 (al-2),
151(a2-2), CC article 174, 174.1 and 20}

Ministry of Internal Affairs (MIA)

235. The Ministry of Internal Affairs (MIA), also known by its Russian acronym MVD
(Ministerstvo Vnutrennikbel) is the main law enforcement body of Russia. The principal units of the
MIA are the regular policeMilitsiya), the Road or Traffic Police (State Road Inspection Service), and
the Internal Troops. Since the disbanding of the Tax Police, the MIA alestigates economic
crimes. The main task of the MIA is the prevention, detection, suppression, disclosing and
investigation of crimes.

236. The AML activities of the MIA are also guided IBresidentiaDecrees. The current three
main ML priorities are set bjhe NASP:

1 Organisational and methodological supportocdination of activity of police units of the
Federal Subjects on fighting economic crime and tax crimes.

Conductiny investigationsimed at revealing crimes related to ML arfiel T

Organisation of intection with Rosfinmonitoring, the FSB and other domestic and foreign
law enforcement bodies.

237. The Investigation committee is an autonomous permanent unit of the central headquarters of
the MIA that directs MIAGs i nviteg ttseligsastpervieddyodi e s
the Prosecution AuthorityThere are several other bodies within the MIA that deal with ML/TF issues,

such as the Department of Economic Security (DES), the Department on Combating Organised Crime
and Terrorism, the Departmean Ensuring Legal Order on Transport, the Department on Ensuring

Legal Order in Closed and Regime Territories of the Mife Investigative Committee, and the

Central Command of Internal Troops.

238. DESceor di nates MI AO6s act i vandipvestigating cemes relatedn g , S
to money laundering. The maximum number w@iffsfor all units of DES is 1800, which includes

368 specialised AML/CFT officers. Each preliminary investigation unit of each ofFdueral

Subjects has a specialised unit iovestigation of economic crimeBvery of these units employs two

to threeML investigators, but other experienced officers can also lead and handle ML cases. For large
criminal investigations relating to a variety of crimes, investigative groups ranedo

Federal Security Service (FSB)

239. The Feder al Security Service (FSB) i s Russi
service. The FSB LaWsets out the main objectives, structures and the legal basis for its activities, its
responsibilities, reources, as well as the rules for its control and supervision. The FSB Law states that

the FSB is active in the following areas (although other areas can be added by federal law):

® Such as the Criminal Code, Code of Criminal Proce
SearchAtivities, o AOn Combating Extremist Activities, o

Service, 0 AOn Foreign Intelligence,d the | aws fA0On Sec
8 FederalLawno.4FZ fiOn Federal Security Serviceo of 3.04.1
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Counterintelligence activity.
Combating terrorism.
Combating criminality.
Intelligence activity.

Protection of state borders, inland sea waters, and natural resources.

= =4 =4 -4 A -2

Provision of information security.

240. The main goals of the FSB are to combat organised crime, corruption, smuggling, money
launderimg, terrorism, llegal migration,and illegal traffic in weapons, ammunition, explosives, drugs

and psychotropic substances. The FSB can deploy special technical equipment to gather intelligence to
combat extremist activity, separatists, illegal armed forces, criminal organisations ams$ @ro

entities that aim to overthrow the government. Overall, for most types of crimes, the FSB would focus
on the most dangerous or threatening crimes, criminals and criminal groups.

Federal Service for the Control of Narcotics CirculatiofrEKN)

241. The Feeéral Service for the Control of Narcotics CirculatidfSKN) is the main federal
authority in the fight against illegal trafficking of drugs. In addition, it also develops state policies,
drafts legal regulations, controls and supervises (legal) drugshgisypic substances and precursors
and their circulation in Russfa If the FSKN investigates a predicate offence for ML, it will always
include an investigation for ML. Howevahe FSKN hassome problems in conducting ML cases due
to the fact that ML isisually part of complex cases and is only a secondary crime fBEKN.

242, Within the FSKN, the Operational Search Departmé@reated in 2004includes the Bureau
on Undermining the Economic Basis of Drugs Crimes. The primary goals of this department are:

1 Detecting prevention, suppression and disclosMg, also by organised criminal groups
associations.

1 Participation in development and implementation of state policy in the area of combating
illegal drug traffic.

1 Management and eardination of activitesof operative divisions ahe FSKN.

The Prosecution Authority

243. Russia has a centralised feddealel prosecution system. Every prosecutor in Russia is
subordinate to the Prosecutor General. Phesecution Authoritys independent from the executive,
legislative and judicial branches. The structure, function and operational independence is provided for
by the law, as is the procedure through whpobsecutors are appoinfédThe evaluators found that,
generally, theorosecutors are able to perform thewrk in the area of ML and TF independently.

244, The relevant federal law lists a variety of tasks for Pmesecution Authoriyf. The most
important for this report are the duty of criminal prosecution and the supervision over -and co
ordination of investigve control activities of law enforcement bodies, especially to ensure that law
enforcement bodies obey the law. However apart from thifRithgecution Authorityalso has direct

52 Regd ati on " Feder al Service on Control of Narcotics

976 of 28.07.2004.
53 Article 129 of the Constitution and Federal Law no. 220 17.01.1992 on the Prosecution Office.
> Federal Law 2202 «On Prosecidn Office » as of 17.01.1992.
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investigative powers (or prejudicial powers) in relation to some offenoelkiding ML and TF
(article151, item 2, sulitem 1 from CCP).

245. The main departments within the General Prosecution Office are: the Department on
supervision over the investigation, the Department on supervision over inquiry and the Department on
supervisbn over execution of the legislation on combating corruptéord other units. This last
department (established in August 2007) also carries out the supervision over preliminary
investigation of ML cases. Any law enforcement body that starts an investidgets to inform the
Prosecution Authoritywithin 24 hours. TheProsecution Authorityclaims that this system enables

them to be aware of all ongoing cases. However, the evaluators repeatedly noted during various on
site meetings in the regions that tiReosecution Authorityofficers present were often not completely
knowledgeable about all cases, for example, regarding corruption and bribery in Customs and Federal
Migration Service in the same regions.

246. TheProsecution Authoritgan refer ML cases back l@wv enforcement, especially to ask for
additional evidence in instances in which procedures have been violated. All regions follow the same
practice one region claimed that this happens quite often and mostly because of lack of quality of the
ML cases ithad received. However, the evaluators also note that lack of quality of ML cases by law
enforcement pointo a lack of supervision by tHerosecution AuthorityThis might bea problemas

with the rise in the ML caskad there is a proportionate increas the numbers in returned cases

247. In addition, the Constitution stipulates that tResecution Authorityis tasked with the
supervision (or f&rThinis agemelmiledhat hasfbeen temeatdd inseveral
specific laws, such as teML/CFT Law, which states that therosecution Authorityshould have
oversight over the AML/CFT Law, which includes supervision of designated entities (article 14). This
however refers to a general duty of fai@secution Authorityo investigate criminabiolations of the

law, and itdoes not relatéo the supervision of compliance as defined in the FATF Recommendations
although information provided to the evaluators some time after tsteomisit(s) suggests that the
Prosecution Authorithas a limitedrole in supervision (see sectidnl). Other forms of supervision
duties are related to observance of human and
law by administrations of the bodies and institutions responsible for executing sergadaanctions
ordered by court and by the administrations dealing with detention and custody facilities.

Corruption (effectiveness)(relating to all law enforcement bodies)

248. Corruption is a problem in Russia and it certainly does have a negative imp&v on
enforcement, as described in section 1 of this report. Even though law enforcement staff are currently
better paid than immediately after the independence of Russia and during the 1990s, underpaid law
enforcement staff are still very much vulnerablectoruption. Low salaries also cause trained and
experienced staff to leave the service and to join private sector companies. This causes the lack of
funding of law enforcement to weaken the overall effectiveness of the AML/CFT system to a great
degree. Th exception in this case seems to be the staff of the FSB, which are better paid than other
law enforcement staff.

s The number of ML cases returned to MIA rose from 106 in 2004 to 242 in 2005 and topped 385 in 2006.
The number of ML cases returned to the FSKN grew from 2 in 2004, to 31 in 2005 and reached 61 in 2006.
%6 Federal Law 2Q1-1, section 3, chapter 1; and the Constitution.
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Powers to postpone or waive arrest or seizures

249. Russia has taken measures that allow the investigative officer (law enforcement) or the
supevwising prosecutor to postpone or waive the arrest of suspected persons or the seizure of criminal
money. This is all part of the regular evidence building process and can be used when investigating
ML, TF or predicate offences

Additional elements

250. According to the law on Operational Search Activities, law enforcementPaosecution
Authority are able to use a wide range of special investigative techniques, such as interrogation,
making inquires, collection of samples for a comparative study, test puschexsamination of
premises, buildings and vehicles, examination of items and of documents, surveillance, identification
of persons, mail, phone and internet, wiretapping of telephone conversations, and saving all
information through communication channelsdercover operations, controlled delivery and so on.
The law is very flexible since it does not lay down comprehensive restrictions concerning the use of
these measures, for example regarding their period of applicability or the type of offences doncerne
These measures can be used for ML, TF and predicate offences, by single law enforcement
departments or by investigative groups, who can all use all measures (based on their assessment of
their needs).

251. Investigaive groups that use these investigativeht@iques do not solely consist of ML or

TF specialists, and those that investigate predicate offences will always take the lead in any
investigation. Investigate groups can become joint investigations with other countries, provided it is
done on the basiof a treaty or agreement. Russia has taken part in joint investigations, for example
with CIS countries, Switzerland and the United States. ML methods and techniques are studied by law
enforcement and FIU.

Recommendation 28 (Law enforcement powers)

252. All  aw enforcement agencies are authorised to use a wide range of powers when conducting
investigations of money laundering, terrorist financing and predicéaasfs. These powers include:

i) the compulsory acquisition.€. inquiry and detention) of articde documents and other madds

relevant to the crimegi) the search of persons, articles, houses and other premises where suspects or
crimind evidence may be hidden; aiiig the seizure and acquisition of articles relevant to the crimes.

253. To exercisemost of these powers, law enforcement investigators do not need a court order.
In specific cases however, tReosecution Authoritynust approve, and a court order is required. This
applies for search of private homes and the seizure of subjects andettewantaining information

on deposits and accounts in banks and other credit institutions, if the information is protected by
confidentiality and secrecy provisions. These powers also apply to investigations and prosecution of
ML, TF and predicate crimeand in relation to freezing and confiscating the proceeds of crime. None
of the officials whom the evaluators met with made any reference to any particular difficulty to use
any of the provisions [CCP, articles 165 and 29@84.1)].

254. The power to take wiess statements is based on the CCP. A witness can be anyvgeoson
may knowany circumstances that are importantiforestigationand who has been called to provide
evidence. Witness statements can be used in ML, TF and predicate offence cases Wy all la
enforcement authorities when investigating a case (CCP, articles 56 and 94)/

57 CCP, article 38(2) and the Federal law nol4% on operational search activities (12.08.1995) article
11.
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Resources and professional standards (Recommendation 30)

255. All law enforcement staff that the evaluation team met with expressed satisfaction with their
working conditions,means and resources available, although that is the case for every single
government authority that the evaluation team met with in Russia. The Department of Economic
Security within the MIA has a staff of 18 400, including 368 officers working in theiazed
AML/CFT division. The Directorate for Tax Crime has a total of 11 000 officers that could be
involved in ML cases. In three of the visited regions (Khabarovsk, Kaliningrad and Rasimnu,)

the number of police officers involved in ML and TFsea seems to be sufficient compared to the
number of initiated criminal cases. For example, in the Rostov region, during -8ite afisit there

were 41 ongoing ML cases and another 162 investigations based on STRs received from regional
Rosfinmonitoring @fices. These cases were handled by over 3Jfiflice officers involved in
investigation departments and 116 police officers working in operational search departments. In
Kaliningrad, the number of staff in investigative divisions is 399 who detected 15@ffdhces
between 2003 and 2B0Qmostly in 2007), of which 7deached the courts. In Khabarovsk, 90 police
officers are involved in economic crimes. In 2006, these officers detected 23 ML offences, of which
19 were submitted toourt. So far, threeases hae resulted in imprisonment and 2 cases in a fine.

256. The staff of theFSKN is 1 400 at theheadquarterqofficers and civil staff) and
400000verall. No information could be provided on the number of staff actually concerned with ML
and TF, as informatioon the specific deployment &ISKN staff is considered a state setteThe
budget of the=SKN for 2007 amounted to RUB 14.1 billion, almost double from 500the FSKN
enjoys the samievel of operation independence as other law enforcement bddieshumber of ML
cases handled by t&SKN has been stable for the last few years. AborB2cases have been under
investigation, of which around492have been closed andt@4 sentto courts

257. The FSB seems to be effectively organisedwith other law enfocement bodies, the FSB
seems to have sufficient independence. However, no information was given on the operational
independence of investigative staff or groups within the FSB, on the number of staff (overall and
devoted to ML and TF), the annual fundilge humber and nature of cases undertaken. All this is
considered to be highly confidential, even though in relation to ML, the FSB is a regular law
enforcement body. The law enforcement activities of the FSB focus on detecting, preventing,
suppressing ahdisclosing espionag terrorism, gganised crime, corruption, illegal arms and drugs
circulation, smuggling, if those present a threat to the security of the cBuntry

258. Russia indicated that the special divisionsh&MIA that areresponsible for AML/CF, are

staffed through special selection of officers that have to meet high professional requirements imposed.
The corresponding regulatitn however, was not available, and no information was given as to its
content. Apart from that, MIA employees mushartk to secrecy provisions, a rule that applies also to
other law enforcement bodies (FSBSKN and the Prosecution Authority as well. All law
enforcement staff are bound by human rights provisions, such as the prohibition against abuse of
powef% Both MIA and FSB staff can be held responsible for any misuse of powers.

259. Rules for theProsecution Authoritgan be found in the Prosecution Law. Prosecutors need a
university degree in law, enjoy to a high degregeafactoimmunity from prosecution for a crime,
cannot work in close relationship with a family member and must agree to a background security
check (Prosecution Law, article 40.1). As of October 2007, the total number of prosecution officers
(operational staff) wa29380 for Russia and @28 for Mosow only. In the headquarterd3 staff

% Article50fLawno.5488.0f21. 07. 1993 A0On State Secrecyo.

%9 The budget for 2006 was FBJ12 billion, for 2005 RUB 9.7 billion and for 2004 RUB 7.7 billion.

60 Article 10 of Federallawno.48Z fAOn f eder al security serviceo of
61 Resolution 42021 of the Supreme Soviet of Russia of 23.12.1992 «On Approval of the Regudation
Service in Law Enforcement Agencies and the Text of the Oath of the Officer of the Law Enforcement Agencies.
62 See for examples of abuse that is prohibited by Russian law the corresponding articles 5, 6 and 7 of the
European Human Rights Conventiorb09
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were dealing with ML/TF issues, throughout the country, and another 500 staff were working on
ML/TF. All prosecutors are allowed to investigate ML/FT cases. ML/FT cases that are investigated by
other law enforcementddlies are supervised by tfrosecution Authoritybased on a variety of
criteria such as which law enforcement authorities is carrying out the investigation, the place of the
crime and place of the preliminary investigation.

260. The professional requirementsr FSB personnel are formulated broadly. The FSB Law
indicates that any citizen &ussiacapable in his personal and business qualities, age, education and
health to execute entrusted duties can be appointed as an employee of the FSB. While inhgervice, t
staff are guided by the federal law only, are not allowed to be boyd@cisions of political parties,

mass movements and public associations. As with all state service employees, the law prohibits the
staff of the FSBrom engaging in business actii or rendering assistance to businesses (FSB Law,
article 16).

Training (Recommendation 30)

261. Considerable resources are spent on training within law enforcement. Various bodies within
the MIA, such as the Investigative Committee, DES, the Academy of dédament, the Nizhniy
Novgorod MIA Academy and the MIA Scientific dtitute, have developed over Biethodologies for

its staff, of which thre® were presented to the evaluators. The objedtite enhance the detection,
prevention, sppression and solutioof crimes relating to money launderinghe MIA has also
published evaluation reportad best practices on money laundering, to enhance the results of MIA
staff in ML and related cases.

262. The MIA and its educational institutions have developed and orghraseumber of
specialised courses on ML. For example, the MIA Economic Security Academy is in the process of
establishing a new specialised training on ML. The MIARIlssia Institute of Refresher Courses and

the Nizhniy Novgorod and Volgograd based MIAalemies alreadizave experience in providing

ML and TF training and refresher courses. The MIA-Rilssia Institute of Refresher Courses also
provided a management level training for all the heads of Organised Crime and Terrorism Department
Divisions. Duing this training, existing practices were evaluated, and proposals were made to improve
the existing AML/CFT investigative practice. International training was part of the NRQLEnd
MOLI-RU-2 projects. However, the evaluators found that internatioaaditig is not structurally
provided for, at least not in the border regions (Khabarovsk since 1999 and Rostov since 2005). In
addition, when queried by the evaluation team, many of the law enforcement representatives in the
regions were confused as to thgal provisions of the ML law. For example, some did not realise that
not all crimes are predicate offences for ML.

263. Those officers of th&SKN involved in economic crimes are trained on an ongoing basis by
the FSKN Far Eastern and Nortestern Institute®f Refresher Courses. Training material on the
following topics were developed:

1 Use of epayment systems for money laundering.

1 Use of Internet as a source of information.

1 Legalisation of proceeds from drugs through the real estate market.

1 Use of bank calin the field of illegal drug traffic.

1 Use of money transfer systems without opening an account.
63 fiLegal aspects of interaction with Rosfinmonitoriirg the field o f combating money | a
iOrgani sati onal and practical a snphe digldof confbatingmrmbreey act i on

| aunderingo; and ATuyngactodiggt&EASTFexdf e rmosnce.y | aunde
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264. ML and TF are a part of the initial FSB training as well as refresher courses. For example,
the basic training course for new operational staff at the FSBlehea includes AML issues in the
organised economic crime module. CFT knowledge is included in the module on organised terrorist
activities. During refresher courses, these topics are studied in more depth by officers who serve in the
economic security andombating terrorism units. During their service FSB staff are enrolled in
additional training at the FSB Academy or at other FSB training facilities in Nizhniy Novgorod,
Novosibirsk, SainPetersburg, Yekaterinburg and Moscow. The FSB Institute of Newnhatmn
Technologies offers practical knowledge courses.

265. The Prosecution Authorityrains its own staff. The Prosecution Lanovidesthat training

needs to be ongoing and that skills need to be upgraded on a continuous basis (article 43.4). The
Russian athorities did not provide any other information concerning the practical implementation of
this legal provision. Th&rosecution Authorityrovides guidance manuals for investigation staff on
money laundering, on banking and tax secrecy, and return gjriarerrency from abroad.

Additional elements

266. AML/CFT training is also provided to the judiciary. In 2002, the general courts of first
instance studied the legal implications of the money laundering provisions. A summary of this study
was sent to the Prigential Executive Office In 2004, the Supreme Court issued a guideline on how
to handle ML criminalisation. Currently, a working group is studying the judicial practice in ML and
TF cases. The results of this study will be made available to the FlUs @nd law enforcement
agencies.

267. In order to improve operational and search activity and investigation practice, F8K\

and FSB officers are said to evalwuate and analy
operandi 6 and hidogshandrragienk. The lodtphtFallowsothese services to build on
typologies.

2.6.2 Recommendations and Comments

268. Overall, the system is in place and there is a continuous concern for improvements within all
bodies and especially in the headquarters in Mes&iill, there are some significant differences in
the regions.

269. The MIA, FXN, FSB andProsecution Authorityare all clearly responsible for ML/FT
investigations. Nevertheless, the evaluators had difficuitiediscovemg which body would be
responsiblén each case. According to provisions@EPR, the Prosecution Authorityhas powers for
transferringa case from one law enforcement body to another during the primary investiggtion
evaluation team is not sure what the criteriafaréransferringa case from one law enforcement body

to another, but it seems that this practice has a negative impact on the effectiveness. Hspihaally
absence of specific legal provissthat determinghe competenseof eacHaw enforcemenbody in

ML/TF crimes.The initiation of a general discussion on how to define and determine the competences
of law enforcement agencies and their specialised units would be beneficial

270. One way to ensure a better distribution of work would be if Rh@secution Authority
implemened more rigorous supervision, to at least to be able to be aware of all cases pursued by law
enforcement bodies. Even though fsecution Authoritlaimed to be aware of all cases, when
gueried by the evaluators on specific cases, representativewitimetften gave the impression of
having limited knowledge. The supervision activityRsbsecution Authoritgeems not to be efficient

for another reasof.oo dten theProsecution Authorityas to return cases to (other) law enforcement
bodies for additinal information, caused by lack of factual circumstances, not exhaustive research,
breach of procedures, violation of rights etc. The fact that botlPtbsecution Authorityand law
enforcement bodies indicated a lack of quality of casessreaseernswvith the evaluators.
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271. Corruption is a problem and it continues to be a problem for all law enforcement bodies.
While thegovernmenis to be commended for its policy efforts to eliminate corruption, these efforts
hadan insufficient impact throughout thewtry. Unless Russia succeddseradicaing corruption,

its law enforcement bodies will continue to be less effective than possible.

272. The competent authorities appear to have all necessary powers in order to investigate money
laundering, terrorist financinand other underlying predicate offences. The MIA, FSB B8KN
indicated that the powers specified in Recommendation 28 were often used in investigations of money
laundering, terrorist financing and other predicate offences.

273. All law enforcement authoriés should continue to strengthen the existing inter agency
AML/CFT training programmes in order to have specialised financial investigators and experts at their
disposal. Also, there is a need to enhance and implement international training programmies on M
and FT issues, especially for law enforcement staff in the (border) regions.

274. The low number of ML convictions in comparison with the numbedetéctedML crimes

should be addressed and consideration should be given to a greater specialisation within the
Prosecution Authorityand the judiciary, including establishing specialised units wikhimsecution
Authority and specialised courts for ML and FT, in order to increase the effectiveness of the system.

2.6.3 Compliance with Recommendations 27 & 28

Rating Summary of factors relevant to s.2.6 underlying overall rating

R.27 LC 1 The discretionary powers of the Prosecution Authority to transfer a case from
one law enforcement to another may lead to a lack of clear distribution of money
laundering cases among law enforcement bodies (effectiveness issue).

1 Corruption has an impact on the effectiveness of the system.

1 Some designated law enforcement bodies do not appear to have sufficient
knowledge of the ML provisions.

R.28 C 1  This Recommendation is fully observed.

2.7 Cross Border Declaration or Disclosure (SR.IX)
2.7.1 Description and Analysis

275. The Federal CustomService (FCS) and the BoR share the responsibility for currency
control issues in Russia, but the FCS has the sole responsibility for clearing tintlatahe borders.

There is a regiondFCSbody in each of the 7 Federal Districts, and each Cussiistrict is sub

divided intocustoms houses and customs stafforwithin The FCS the Central Customs Clearance
Administration andhe CentralAdministration on Countering Smuggling are in charge of all matters
relating to FATF Special Recommendation IX. The law enforcement units of the FCS are ditaded in
operational divisions, research units and administrative investigations units. Their main task is t
combat smuggling, other crimes and administrative customs offences, to suppress narcotics and arms
trafficking, as well as assist in the fight against terrorism (article 403, Customs Code). Studying
methods of crime to develop guidelines is anotherftasthe FCS.

276. Russia has implemented a declaration system, which is not fully identical for incoming and
outgoing passengers. The system is based on the Currency Control and RegulafiofCCiRi).

o4 Central: 25 customs houses, 1 operation, 193 customs stations. North West: 19 customs houses, 22

operation 125 customs stations. Southern: 13 customs houses, 1 operation, 86 customs stations. Siberian: 16
customs house® operations, 80 customs stations. Volga: 15 customs body, 1 operation, 79 customs stations.
Far East 15 customs houses, 1 operation, 56 customs stations. Ural: 9 customs houses, 1 operation, 60 customs
stations. There are also 7 customs houses andsBdnesi stations subordinated directly to the FCS.

&5 Law of 10.12.2003 no. 17BZ on Currency Control and Currency Regulation.
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This Law was adopted in 2008nd its aimwas toconsolidaé R u snonetr§ golicyin order to
develop the Russian economy. AML/CFT was not one of its aims. The law has been amé&wled
times since then, and it now includes FATF Special Recommendation IX related provisions. However,
the law does not contaemy reference to ML or TRand without knowledge about the legal history,
front line officers of the FCS might not know what the purpose of these provisions is.

277. All incoming persons are obliged to declare any foreign or Russian currency in cash, as well
astraveller® cheques and securities, if the ambarceeds the equivalent of USD 000 (CCRL,

article 15). According to the same law, the tesmguritiesincludes domestic security papers related to

the securites market(article 1, part 1, item 3of CCRL and f ot her coversal othet | e s 0
bearer negotiable instrumenixternal securities are defined as non domestic securities (article 1, part

1, item 4 of CCRL).However, he Russiarversion of theCustoms declaration forms astor the

reporing of cash anaturrencyvaluables while the Englishversionasks forcash andecurities, which

is confusing. Despite th inconsisteng in the implementation of the law at the border, the team
considers that the law covers &kkarer negotiable instriemts In order to increase effectiveness,
Russia should streamliriiee Russian and Engliskersion of theCustoms declaration form

278. Outgoing travellers can freely taker a v e | | e arsl oreignhoe domestc securities

with them, irrespective of the ammot. Cash can be taken freely out of Russia if the amount does not
exceed USD 3 000. Any amount between USD 3 000D 10000 must be declared, and the
traveller does not have to prove that the cash was imported or wired into Russia before. Thd export o
amounts exceeding USD 10 000 in foreign and domestic curtisnpsohibited, unless otherwise

licensedkon t he incoming declaration form (CCRL, arti
the threshold of USD 10 000 should be voluntarily decfirddespite thee specificrules for
travell ersdéd cheques, t hese are not menti oned on

279. Shipment of currency through containerised cargo is not coveved though the authorities
argue that the general provisions of the CCRec@ny import or export of casfhe mailing of cash

is prohibited’. The evaluation team specifically asked Customs and Russia Post if systems are in place
to detect currency transportation through mail and containerised cargo. The authorities stited that

is not the case and that it was not necessary, since money would be sent through money transfers.

Powers of competent authorities upon discovery of a false declaration/disclosure or suspicion of
ML/FT

280. In case of a false declaration or ndeclaratim, a customs officer can initiate an
administrative offence case (Code of Administrative Offences 15.25 andot@&4riminal case if the

value of the nowleclaredcash exceeds RUB 250 000 (article 188.1 CC)raqdire the traveller who
attempts to unhafully transport currency or securities to explain the origin and intended use of the
cash. The questioning of the traveller can also be based on the urgent investigative powers of the FCS
(CCP, article 151 and item 2 of Regulations on the Customs InagstigAdministration). As a
general power, FCS staff may also request relevant documents and information from travellers who
move goods and vehicles across the border. The ¢g@mdsis to be understood to include any
movable property, including currend@ystoms Code article 11.1)

66 CCRL article 15 item 3.1. and item 4.
67 Customs Code article 292.1.2 and 294.
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281. If an administrative offence is detected, customs officers can withdraw or seize the
instruments and objects used to commit the offence, as well as any related d8cufawtiminal

offence relating to articles 188, 189, 1903 or 194 (CC) is suspected, customs officers are entitled to
use all powers of the CCP, which indes seizure of relevant itentggwever, in the context of this

report it is important to note that articles 193 and 194 CC are not predicate offencesnfy
laundering. Customs officers have no powers to stop or restrain declared currency or bearer negotiable
instruments if there is auspicion of money launderindhe customs officers may only monitor the
suspects. This may be helpful in incoming cabes monitoring persons that have left the country is
impossible. The exception would be if a travellea designated terrorist entifgee section 2.4 of this
report).The list with thesentitiesis available to Customs

Information collected, retainedind shared

282. Customskeepsa database that holds all the declarations of incoming and outgoirency

of USD 10 000 or more. Access to this database is possible for authorised staff only. The database
holds all the information that is submitted on thelaetion form {ncoming or outgoing, currency
code,amount form, andtravelleridentification datd. Customsdoesnot keep aseparatalatabase of
suspicions of ML or Thhased on cross border movement of cash or bearer negotiable instriments
such data add be found in regular law enforcement databases on a case by cas&Hmstsissian
authorities indicated that the relevant information in tGestons database is shared with
Rosfinmonitoring, tax authorities and law enforcement bodies based uponl sggeiments. The

MOU between the FCS and Rosfinmonitoring enables the IT department of Rosfinmonitoring to link
into theCustons database

Co-ordination among domestic competent authorities

283. In addition to ceordination with Rosfinmonitoring, Customs-operatea with the BoR, law
enforcement bodiesax authorities anthe Federal Migration Servicd.o this end, joint investigation
groups are formed. The authorities proddée evaluation team with an example of such a co
operation agreement, butetlexanple that wagrovidedconcerned an investigation tHatls outside
the scope of this Special Recommendation.

International co-operation and assistance

284. Within the FCS, the Customs @peration Administration and the Smuggling Prevention
Administrationis responsible for international @peration. The key objective is to-oadinate the
international activities of all entities withithe FCS to ensure that the-aperation with foreign
authorities and inteational organisations is in line with the polisief the FCS and the law. To this
end international interagency agreemehtve been concluded with 1&untries® and mutual
customsassistance agreements have been concludéd 36 countries(three are currentlyunder
negotiation’.

68 Code of Administrative Offences, article 25.(breach of the currency legislation of goods the Russian

Federation and acts of currency regulation bodies) or 16.4-@dolaration or unreliable declaration of foreign
currency or Russian currency by natural persons).

69 Interagency agreements and tpawls have been concluded with: China, Estonia, Finland, France,
Hungary, Latvia, Lithuania, Mongolia, the Netherlands, Norway, Poland, Serbia (Federal Republic of
Yugoslavia) and Sweden.

0 Intergovernmental agreements have been concluded with (in ébgimorder) Greece, Korea, Germany,
Mongolia, Norway, Sweden, Finland, China, USA, Poland, Lithuania, Bulgaria, Serbia (Federal Republic of
Yugoslavia), Israel, India, Denmark, Turkey, Slovakia, Czech Republic, France, Argentina, Hungary,
Macedonia, Italy Iran, Spain, the Netherlands, Estonia, Belgium, Brazil, Latvia, Chile, Mexico, DPRK,
Romania and Columbia. Agreements are being negotiated with Albania, Croatia and Slovenia
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285. To improve ceoperdion, Russia operates representative offices ‘incduntries. On the
regional level, regions have also concluded agreements with neighbouring countries. The Kaliningrad
region, for example, is eoperating with Estonia, Finland, Belarus, and Lithuania;Kkhabarovsk

region, with China, anthe Rostovna-Donu regionco-operates with Ukraine. The FCS also presented
examples of international emperation cases to the evaluators. With regard to special operations, the
FCS is empowered to exchange informatioteiinationally through the Wil Customs Organisation
Regional Intelligence Liaison Offices system, which is protected from unauthorised access.

Sanctions

286. Administrative sanctions are available to deal with-nompliance of currency custem
rules. The sastions are listed in the table. The table does not include sanctions available for non
payment of customtaxes and duties on imported goods. Since the fines are connected to the
minimum monthly wage, it is worth noting that thinimum monthly wage was R&J1 100 between

May 2006 and September 2007 and was raised to RUB 2 300 since then. This means, for example, that
the maximumadministrativesanction for a natural person ndeclaring crosdorder transportation is
between USD 86@nd USD 2 220 which israund eightto 20% of the smuggled amoufitis is a

rather low fine The possible confiscation of the cash is not considered dissuasive, in particular not in
cases where the cash or bearer negotiable instruments are smuggkdthlbof a third person wh
actually owns the moneyCriminal sanctions for nenompliance with currency rules awrdso
available(article 188.1 CC)

Sanctions for non-compliance with currency provisions

Type of Description Subject Sanctions
sanctions
Administrative | Basic fines for non-compliance with any Natural Fine of 5 1 10 times
sanctions customs rule, except for false or non- persons minimum wage.
declaration of cross border cash movement . . N .
(AOL, article15.25.7) Officials Fmg of 10 © 20 times
minimum wage.
Legal Fine of 50 i 100 times
persons minimum wage.
False or non-declaration of cross border Natural Fine of 10 i 25 times
cash movement (AOL, article 16.4) persons minimum wage.
Criminal Smuggling (CC, article 188, item 1) Natural Between a fine of RUB
sanctions persons 100 000 and five years
imprisonment.
287. If a money laundering or terrorist financing offence is suspected or proven, all seizure and

confiscation measures apply, as described in section 2.3 of this r8portcomingsdescribed in
section 2.4 (Speci®ecommendation I, freezing of terrorist assets) have a negative impact.

Gold and silver

288. Precious metals and stones can be imported to Russia without any restrictions, although such
imports are subject to import duties as with any other goods. Exporécbps metals and stones is

free for individual persons if for necommercial use. If an illegal cross border movement of precious
metal or stones is detected, a criminal case could be injtaedRussia could send a mutual legal
assistance request amother country, on a bilateral basis or throughweeld Customs Organisation
Customs Enforcement NetworKhe authorities indicated that in 20062007, in 12 cases other
European countries weratified, which led to concrete law enforcement result wio countries
(Finland and Itaf).

n Representations in: Belgium, Belarus, China, Finland, Germany, Kazakhst&tyayyz Republic.
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Safeguarding information

289. Customs data are protected by secrecy rules designed to protect from unauthoris&d access
FCS information is stored encrypted and transmitted via secured channels. FCS has created internal
seaurity divisions responsible for safeguarding information; and in addition, everpfuthié FCS has

officially appointed officers responsible for the protection of information.

Additional elements

290. To detect illegal cross border transportation of cashRimsian authorities indicate that x

ray and scanning equipment are used at its borders, passengers are questionedb@sedrisiksis

and on the basis dfitelligence Russian authorities consider elements of the Best Practice Paper for
Special Recommaetation 1X to be implemented.

Resources and professional standards (Recommendation 30)

291. Russian authorities indicated that the law enforcement elements of the customs service are
currently staffed at a sufficient level and have the necessary technicakcessatitheir disposal. The

FCS budget was increased frolR 19 billion in 2005 to RUB 2Billion in 2006 and RUB 39

billion in 2007. The FCS (including its law enforcement subsidiaries) appears to be adequately
structuredandfunded andit hassufficient operational independence and autonomy. The FCS has a
staff of 1882 persons at its headquarters an@®%B persons in regional departments (2005: 57 000 /
2006: 63 600). B23 of these work in law enforcement departments, aro@@ 2n economic crime

related departments, of which again 4p6rsons could work on ML/TF cases. Taking into
consideration the growing number of cases, the evaluators believe that more specialised staff should
be hired to deal with ML and TF through crdssrder transportation @urrency.

292. Customs officials are bound by secrecy provisions, breach of which is punishable. For
breach of commercial, tax and bank secrecy the purishie imprisonment for up to tgmrears (CC
article 183). For breach of state secrecy, the pumasih isimprisonment for up to seveyears (CC
article 283). Selection of staff is based on criteria listed in an internal’draéich delineates the
gualifications for assignments.

Training (Recommendation 30)

293. Training and guidance is provided to all FCS lesdiincluding general guidance on
countering smuggling Th e publicati on ACounteracting Cu s
Launderingo( Moscow, Law and Justice Publisher s,
recommendations sent to all FCS uRitin addition(after the orsite missions) in February 2008, the

FCS issued an official letter to all heads of operational FCS divisions requiring them to focus more
closely on issues relating to crdssrder cash and bearer negotiable instrument moveffehereby

& Gostechcomission Order no. 282 of 30.08.2002 on technical safeguarding of information, FCS Orders of

19.09.2006 on the concept of information security measures for FCS, no. 1062 of 30.10.2006 on information
security measures in thegeess of caperation with other bodies, no. 168 of 06.02.2007 on access to FCS joint
information database and others.

& Federal Law of 21.07.1997 no. TEZ On the Service for Customs Bodies of the Russian Federation,
Order of 02.04.2001 no. 327 On thpproved list of senior, middle and junior gas of customs bodies.

" The Investigation of Smuggling (Moscow, Jurist Publishers, 1999), The Investigation of Smuggling in
Trade and Avoidance of Customs Fees under the new Customs Code (Moscow, 26@bgnd Criminality
Aspects of the Prevention Smuggling in Trade and Avoidance of Customs Fees (Moscow, RIO RTA, 2006.

» iMet hodi cal recommendations on the procedure esta
related to smugghaoldecaBamildalof cdDesd®. 2007) ; iMet hod
classification of customs administrati ve06/16066 efnces ar
28.04.2007).

6 FCS official letter no. 0:224/1053, of 20.02.2008.
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pro-actively confirming one of the findings of the evaluation team (for which the authorities should be
commended).

Statistics and effectiveness

294. Russia keeps statistics on the numlaed amountof cross border declarations made
(incoming and outgoing). Fdhe period January to September 2007, Russiaived 933856 forms

from incoming passengers and 1 066 084 forms of outgoing travdlegsy passenger entering or
leaving Russia has to complete sudmrn, and the form contains T2tegories of mercharse that

need to be reportgihcluding cash antlearer negotiable instrumehtk is not clear to the evaluation

team if these numbers concern all declarations or only those that refer to cash or bearer negotiable
instrumentsThe authorities keep stdiiss on the number of cases related to cash smuggling (2006:
474 and 2007: 460) and investigations related to admatiigtr offences (20063 635 and 2007:7

189. However, these cases may relate to other crimes than ML or TF. In absence of any ML/TF
related figuresit is difficult to assess the effectiveness of the systerviL and TFE

295. There seems to be a high level of corruption within the FCS that generally impedes on the
effectiveness of the system. Nevertheless, the authorities have taken stequerinto prevent
corruption, such as the periodic transfer of employees, training, spectabamiption programmes

and internal control procedures. The rise iddert per employee (from RUB9000 in 2005 to RUB

612 000 in 2007), although not complgteledicated to salary increases, also lowers the risk of
corruption within this service.

2.7.2 Recommendations and Comments

296. Overall, the evaluation team does not regard the current system for detecting and preventing
cross border movements of currency éodomprehensive or effective in the fight against ML and TF.
Considering that, according to the authoritisgme popular money laundering methods in Russia
involve the movement of cash to and from Russia, the evaluationusgesthe authorities to act

upon its own typologies findings and implement all elements of an effective system to deter illegal
cross border movements of currency.

297. The FCSindicatedthat it is well staffed, while recognising that the increasing number of
cases puts a burden on thevims. The evaluation team belieshat current staffing levels should be
increased to keep up with the growing workload, also in order to increase the effectiveness.

298. Customs seems to be affected by corruption, which impacts on the effectiveness of the FCS
and its AML/CTF duties. The evaluators applaud the measures taken so far to prevent corruption and
encourage the FCS to continue fighting corruption.

299. Russia is a castriented economyand the central authorities are well aware of the fact that
cross boder currency movements are important means to launder money and finance terrorism.
Neverthelesshe evaluation team found that the Customs staff in the majority of the regiomsetbat
visited are not convinced that cash smuggling is an issue that shbaldargeted for AML/CFT
reasonsOnly one Customs border reganlivision reportedsuchcases (Kaliningrad), whilell other
regions(Caucasus, Central, Ural aRdr East) denied the existence of cash smuggling in their regions.
Neverthelessthe evaluabn team was provided with examplesrefatedcriminal cases investigated

by other law enforcement agencies @Vl FSB) in these regions. The evaluation team urges the
authorities to immediately commence an awareness raising campaign, for all level§ of ath
regions In addition, the authorities should ensure that customs and law enforcerupdrate in all
regions and ar e awa reecialy relairegctd theofighbh agaissd altecnatisee s
remittance systems (see section 3.11 ofrép®rt)
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300. The legal provisions for defining which bearer negotiable instruments are covered by the
declaration system can be found in a variety of IE®GRL, Civil Code) and during the course of the
onsite visit the evaluation team was presented with ymeontradictory explanationdt was
illustrative that even the responsible staff at Customs (region and headquaetensdptvaware of the
exact obligations for travellerélso the fact that the Russian and English versions of the Customs
declaration foms refer to different bearer negotiable instruments does not add to the clarity of the law.
Russia should alsensure thasending cds or bearemegotiableinstruments through containerised
cargois covered in law and practice

301. The FCS should have thedal authority to restrain currency in case of suspicions of ML if
the money is declaredhe FCS should take into consideration a system to use reports on currency
declaration in order to identify and target money launderersearutiss.

302. The administative penalties for false or non declarations should be raised considerably.
Taking into account the low chances of detectitwe, fines are not considered to be dissuasive or
effective The possible confiscation of the cash is not dissuasiyggriircula not in cases where the
cash or bearer negotie instruments are smuggled lbahalfof a third person who actually owns the
money

2.7.3 Compliance with Special Recommendation IX

Rating Summary of factors relevant to s.2.7 underlying overall rating

SR.IX NC 1 No clear power to stop or restrain declared cash or bearer negotiable
instruments in case of a suspicion of money laundering.

1  Customs declaration forms are not in line with the requirements set in the law.
1 Customs authorities do not keep all required data relating to ML/TF.

1 There is inadequate co-ordination among relevant competent authorities on
cross border cash movement (effectiveness).

T The administrative fines available for false or non-declarations are not
dissuasive and not effective.

1 Customs staff seem not to be aware that the system can be used for AML/CFT
purposes (effectiveness).

Insufficient number of dedicated AML/CFT staff at the borders.
Corruption seems to affect the effectiveness of the system.
Failures under Special Recommendation Il have a negative impact.

= =4 -4 =

Sending cash through containerised cargo is not covered and implementation
through general provisions was not demonstrated.

1  The authorities could not demonstrate the effectiveness of the system.

3. PREVENTIVE MEASURES - FINANC IAL INSTITUTIONS
3.1 Risk of money laundering or terrorist financing

303. Russia has decided to apptg AML/CFT framework equallyto all financial institutions,
irrespective of the level of risk. However, some of the designated FIs may, in certain circesistanc
determine the degree of risk attached to particular types of customers, business relationships,
transactions or products, and apply simplified or enhanced due diligence rules. The detailed rules
concerning enhanced and simplified due diligence areridedcand assesd in sectior8.2 of this

report. Overall, there is a combination of prescriptive rules for simplified due diligence and less
prescriptive guidance for enhanced due diligence, which allows certain FIs a degree of latitude in
determining théevel of risk of a customer or transaction.
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304. The supervisory regime is not fully rigdased, with a large number of visits planned around

a periodic visit programme. However, certain supervisors use an element of risk in planning both
scheduled and unsadth@ed visits, using factors such as information obtained from numbers of STRs
and from other alerts which might generate a need to visit. In particular, the regional supervisory
authorities spoken to by the evaluation team did not consider that any refjtbes were subject to
specific financial crime risks. This is surprising, given the size and diversity of the country, and did
not accord with the views of some of the financial institutions spoken to, who were able to identify
regional variations in MLIHT risks.

305. Russiaghascert ain entities (Payment acceptance [t
transfer service providers, see section 1.3) that provide money transfer services for payment of
telecommunication services, rents and utility servigee ection 1) The evaluation team was not

given the opportunity to meet with any of these institutions during thsitervisits, and thus the

precise nature of their activities and the effectiveness of the measures they aredaldngot be

assessed

306. Theevaluation team met with a leasing company which appeared to only cabysingss
to-busines®operational leasing and thus was not within the FATF definition of financial leddieg.
evaluation team was not, therefore, able to discuss issues rele\effedtiveness with this type of
financial institution.

3.2 Customer due diligence, including enhanced or reduced measures (R.5 to 8)
3.2.1 Description and Analysis
Legal framework

307. The legal framework for customer due diligence is set out in a varidggaf documents.
Except for the AML/CFT Law, all these constitute other enforceable means. See section 1.1 for a
description of the hierarchy of laws, regulations and other enforceable means.

308. Only the AML/CFT Law’ ' qual i fi es as @l awl aher docengnis at i on
gualify as fAother enforceabl e meanso. As with a
bear in mind when assessing those Recommendations that must be (partially or wholly) implemented
through law or regulatiohe AML/CFT Law was issued by Parliament and applies to all sectors that

are designated. The other documents apply to different sectors.

3009. The following other documents (all other enforceable meemsstitutethe legal framework
for customer due diligenc®ecisions 83R° and 6° (both issued by the Governmemidapply to all
Fls except for Cls), Order 1¥4(issued by Rosfinmonitoringnd applies to all Fls except for Cls),

" Federal Law 607.08.2001 no. 115Z On Combating Legalisation (Laundering) of Proceeds from Crime

and Financing of Terrorism as revised by Federal Law of 12.04.2007 4#0. 51

8 Government Decision of 17.07.2002 no. 98@n Approval of Recommendations on Developmeint

Internal Control Rules for Combating Legalisation (idering) of the Proceeds from Crime and financing of

terrorism by Organisations involved in operations with monetary funds and other property.

& Government Deci si on of cédore torithea@pfodl ohtbe. ruled forfin@malt he p
contr ol in organisations performing operations with n
80 FMC Order of 11.08.2003 no. 104 "On Approval ofcBe@mendations on Specific Provisions of Internal

Control Rules Deeloped by Organisations Performing Transactions with Monetary Funds or other Property for
Combating the Legalisation (laundering) of Proceeds from Crime and Financing of Terrorism".
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Regulation 262", Operative Direction -T%% Instruction 28%, Letters 115r* and 92T% (all
issued by the BoRndapply to Cls) and Order 613fRissued by the FSFMndapplies to securities).

310. References to dAfinanci al institutionso in t
securities, insurance, foreign exchange, MVT services and hadl fihancial sectors (see articte

AML/CFT Law) except for DNFBPs. The requirements that apply to all financial sectors set out in

Law 115FZ (At he AML/ CFT Lawo) are only mentioned o
and are not repeated in sglguent sections. Additional relevant requirements affecting the banking

and other sectors are set out only where the criteria can be met by other enforceable means.

Recommendation $Customer identification and due diligence)
Anonymous accounts
Credit institutions

311. Credit institutions are explicitly prohibited from opening anonymous accounts, which is
defined as opening an account without providing the documents required for identification to the
institution opening the account (AML/CFT Law, article 7 dat.5). There is no specific provision

that prohibits banks frormaintainingexisting accounts under fictitious names. Numbered accounts
exist in Russia and Central Bank Lettell {which is treated as other enforceable means) reminds
credit institutionsof their obligations under the AML/CFT Law when opening and managing
numbered accountsbut there are no specific requirements in law or regulatigre financial
institutions spoken to by the evaluation team reported that they did not open or maimsgmausor
numbered accounts and the Russian authorities have stated that, in their view, the requirement to
identify account holders automatically prohibits credit institutions from maintaining accounts in
fictitious names. However, thei®no specific pohibition in law or regulation

When establishing a business relationship
AML/CFT Law

312. The basic rule that applies to all designated entities under the AML/CFT Law is that all
customers on whose behalf an organy sfaanaono i mu ditp
identified. This is a broad term which covers the establishment of business relationships. Fls are
required to collect the following data: surname, name, patronymic name, date and place of birth,
citizenship, ID document data, migratiomcd dat a, resident 6s per mit dat
number. Legal persons are required to supply the FI with name, tax identification number, state
registration number, address and place of state registration (AML/CFT Law, article 7, clausé 1, sub

to 5). In certain cases, exemptions to this rule have been established. These exemptions are discussed
below in other subsections.

81 BoR Regulation of 19.08.2004 no. 2620n the ldentification by Credinstitutions of Clients and

Beneficiaries for the Purposes of Combating Legalisation (Laundering) of Proceeds from Crime and Financing

of Terrorism.

8 BoR Operative Direction of 20.01.2003 nozs7 On t he | mplementation of t
Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism.

83 BoR Instruction (14.09.2006) no. 280n opening and closing bank accounts and accounts for deposit

(deposit accounts).

8 BOR Letter of 30.08.2006 no. 146 On t he iormgf Ithe Redaral daw On Combating
Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism as regards the identification of
customers serviced using remote banking servidentdogies (including Internet banking).

8  Letter of the BR no. 92T of 30.06.2005 fAOn Organising the Mana
Losing Business Reputation at Credit Organisations an
86 FSFM Order no. 613/R of 03.06.2002 adopts methodological recommendations on the realisation by

pr of essi onal players in the securities market of the
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When carrying out an occasional transaction
AML/CFT Law

313. The rules that apply to the establishment of a business reldpoaiso apply to occasional
transactions. However, if the transaction doesexceed the threshold of RUBB 000 and falls within

the following specific categories, no identification and verification of customer and beneficiary is
required. The exemptiarare (AML/CFT Law, article 7, clausg.1):

T "Rel ated to settlements with budgets of al |
federal, regional and local taxes and duties, as well as fines provided for by Russian
legislation on taxes and dutjes

1 Related to payment for services rendered by budget institutions under the management of
federal executive bodies, executive bodies ofRhderal Subjectand bodies of local self
government.

1 Related to payment for flats, local services, paymentdt@gsiarding flats and instalment of
alarm systems, as well as payment for communications services.

1 Related to payment of contributions by members of orchid, gardencammercial
associations of citizens living in summer houses, gatagstruction cebperatives. Payments
for paid auto placements.

1T Related to payments for alimony. o

314. Foreign exchange transactions are likewise exempted from any identification or verification
of the customer and / or the beneficiary, if the amount does not excersklaotiof RUB 15 000.

The exception to this exemption would be any suspicion of ML or TF (AML/CFT Law, article 7,
clause 1.2).

315. It is not entirely clear what risk analysis Russia has carried out in order to choose these
specific categories for relaxing the crigeriHowever the Russian authorities explained that when
drafting the set of operations which do not require CDD, the social nature of the operation and their
limited size were taken into account. The evaluation team does not consider this to be an aslequate
assessment.

When there is a suspicion of money laundering

316. Transactions below the threshold of RUB 30 000 falling within the exempted categories
described above never have to be identified and verified, regardless of whether there is a suspicion of
ML or TF. In all other cases, transactions have to be identified in case there is a suspicion of ML/TF.

When carrying out wire transfers

317. Wire transfers can only be executed by credit institutions, postal organisations avahikon

credit institutions. TheCDD rules that apply for business relationships and occasional transactions,
also apply for wire transfers, whether from an account or as a money transfer. Russia Post (one of the
money transfer operators) has set up internal guid&fiteesnsure compliare with CDD rules.

8  Russia Post Orderno. 1 of 13.03.2007 fOn adoption of the
fundso.
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When there are doubts about the veracity/adequacy of previously obtained customer identification
data

AML/CFT Law

318. There is a general requirement for FI's to
(AML/CFT Law, article 7, clause 1sub 3). No further clarification is given, and the financial
institutions spoken to by the evaluation team saw this as a requirement to update on a periodic basis
(usually annually). There is, therefore, no explicit requirement in law or regulation yoocar€ DD

in these circumstances.

Required CDD measures
Natural persons

3109. To identify natural persons, FIs are required to collect the following data: surname, name,
patronymic name, date and place of birth, citizenship, ID document data, migration card dat
resident 6s per mit dat a, addr es s, and tax identi
contained in passports for domestic customers. In order to mitigate the risk of the use of fake passports
and increase the effectiveness of the vettifoca procedures, government agencies are required to
supply reporting entities with information on void or stolen passports or passport forms. In order to
implement this provision the MIA compiles a list of fake and lost passport numbers, which it sends to
the supervisory authorities, who then pass this on to supervised institutions. A database of void
passports is contained on the website of the Federal Migration Service. For overseas customers, Fls
rely on passports and the data contained in migratiadts d&ML/CFT Law article 7, clause 1, sub 1

and article 9, item 5).

Legal persons
AML/CFT Law

320. If the customer is a legal entity, the AML/CFT Law prescribes that both the customer and the

legal or natural person representing a customer have to be iderdasiéddboth were establishing a

business relationship or performing an occasional transaction. This means that for legal persons,
information concerning the customero6s name, t a:
number, place of state refgation and address will be collectd®toof of incorporation is established

by the collection of the state registration number, which links in tdJthiBed Central Registration

System (USRLE) to which all FIs have accdssaddition, the FI needs totablish on what basis the

person acting on behalf of the legal entity is authorised to de.gwi@ a power of attorney, contract,

law, proxy etc.)In order to increase the effectiveness of implementation, the FTS issued &f order

that sets out the for of the request to be used by the bank, as well aday Sesponséme for the

FTS authorities to answer the request -dayffront he ban
companieso the FTS al so pr ov? af sosalled massepidtrationn st i t u
addresség(AML/CFT Law, article 7, clause 1, sub.4)

88 No CAE-3-09/325 of 15.07.2005) on provision of informaatifrom the State register of legal persons to

Cls at their request.

8 FTS Letter No 091-03/3103 (16.06.2006).

%° A mass registration address is a single address, to which many companies are registered. This is usually
an indicator of the fictitious nate of the companies registered.
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Legal arrangements
AML/CFT Law

321. The concept of legal arrangement is unknown in the Russian legal system, therefore, the
AML/CFT Law and any other legal document is silentthis issue. The Russian authorities did not
indicate what Fls would be required to do if a legal arrangement from abroad wants to establish a
business relationship or perform an occasional transaction. In practice, the financial institutions spoken
to had no experience of dealing with legal arrangements.

Authorised representatives
AML/CFT Law

322. The law does not specifically express that Fls should determine whether a customer is acting
on behalf of another person. However, if this information becomekbleithe law does indicate that

the person on whose behalf an operation with monetary funds is carried out has to be identified, and
that migration card and resident permit data have to be collected, as well as the tax identification
number and the plaaH residence. The law states that a beneficiary must be identified. This provision
appears to cover persons on whose behalf the customer acts. However, this provision only requires
identification of the beneficiary and not specifically checking whetheptrson is authorised to act

on behalf of the customéAML/CFT Law, article 7, clause 1, sub 2 and 4).

Beneficial owner
AML/CFT Law

323. The English translation of the AML/CFT Law refers to the requirement for identifying
Abeneficiari es or, infhdoiy sr indomaetice, tonrequire arphp ® astablish who the
ultimate natural persons who own or exercise control over a legal person are. For credit institutions
only, Regulation 262 and Letter 9 (even though thee documerd are other enforcedb means)

provide some guidancén Regulation 262 fibenef i ci aryo is defined as

the customer actsn particular on the basis of an agency contract, contracts of agency, agency and
trustee management for performing banking af)ens and other dedls ( Chapter 1. 2) ,

an

Letter92T, as At he persons for whose benefit cust ome

the FATF definition of beneficial owner.

324, The evaluation team was given conflicting interpretatiohghe provisions relating to the
need to identify fAbeneficiariesdo. The majority
the need to identify those acting on behalf of another person.

Ownership and control structure
Credit institutions

325. Regulation 262P requires credit institutions to take certain steps to identify legal entities,
including obtaining information on the structure and composition of the administrative body
(Appendix 2).

Other financial institutions

326. Ordinance 983R obliges Fl® pay special attention tthe composition of the founding
members, structure of managing bodies of the legal entity and their powers, the amount of registered
and paid authorised (share) capital when identifying a legal person. This does not amount to a
requirement to understand the ownership and control structure of the customer (Ordinance 983R
articles 9 and 10).
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Natural persons that ultimately own or control the customer
AML Law

327. Beyond the requirement t o i dendquiremgntimitbeenef i ¢
AML/CFT Law to determine who the natural persons are that ultimately own or control the customer.

328. The financial institutions spoken to by the evaluation team did not consistently appear to
understand the concept of beneficial ownership, did not always appear to trace ownership of legal
entities down to the ultimate natural person, especially in the case of overseas customers. In addition,
they did not always link the need to do this with a requirement in the AML/CFT Law.

Purpose of tle business relationship
AML/CFT Law

329. The AML/ CFT Law obliges Fls to record inforn
for performance thereofo (article 7, cl ause 1,
are subject to obligatory cant (i.e. mandatory reporting). This is a transactielated requirement

that will enable the FI to build an understanding of the purpose of the business relationship.
Nevertheless, the requirement does not meet the FATF standard, which is focussedaniagahis

information at the start of a business relationship. The related requirement to collect data on a
customer6s activity may provide some additional

Credit institutions

330. For credit institutions, Redation 262P includes the requirement that credit institutions
gather data and documents constituting grounds for performing banking operations and other
transactions (Regulation 262, item 2.1). However, one credit institution spoken to by the evaluation
team did not feel that this requirement obliged them to obtain information on the purpose of why the
customer was opening an account. Separate requirements on establishing the purpose of the business
relationship have been established for -nesident cummers of Cls (see below on enhanced due
diligence).

Other financial institutions

331. Decision 983R effectively repeats the provision in the AML/CFT Law, by making a
recommendati on that FI's document the Atypgpe of o
thereof 0. Again, this does not amount to a spec
nature of the business relationship.

Ongoing due diligence

AML/CFT Law

332. There is no duty for FIs to conduct ongoing due diligence on business relgifnshi
However, there is a requirement in the AML/CFT L
on customers and beneficiaries. ARegilylmaanthat o i s
data or information collected under the CDD prsoedl be updated (AML/CFT Law article 7, clause

1.3).

Credit institutions

333. Regulation 26 r equi r es Cl s t o updat e identi ficat

introducedo but fAat | east once per yearad sfoorn nhi ¢

81



other cases. The Cls spoken to by the evaluation team tended to adhere to the time limits. Additional
measures are set out in LetterB®or detecting unusual transactions.

Other financial institutions

334. Decision 983R recommends that FIs update titieation and verification information at
least once a year (article 11). There is a general requirement that the relevant information be
documented (article 6 d). Additional measures are set out for detecting unusual transactions.

335. Order 104 recommends aht FIs fAupdate periodicallyo the
received from customers. This is defined as at least once a year for high risk customers and at least
once every 3 years for other customers (article 2.5). In add#iticle 2.2.1 requireshat an FlI

"identify and study its client during the completion of operations in accordance with the legislation of
Russid. This is not further defined.

336. For securities institutions, information about a customer should be updated at least once a
year (Ordei613/R article 5.1.4).

337. Cls and Fls spoken to by the evaluation team recognised the need to update CDD
information on a defined periodic basis, but did not otherwise appear to conduct ongoing CDD except
in circumstances which gave rise to the need to suUNBTR.

338. In practice not all FIs are routinely checking source of funds, especially for money transfers
submitted through Russia Post.

Customer risk
Enhanced due diligence
AML/CFT Law

339. The basic rule for enhanced CDD is contained in the AML/CFT Law, wdtiphlates that
identification requirements may vary according to the level of risk for a customer or transaction. While
this basic rule applies to all Fls, it is assumed that only credit institutions may apply it, since only this
sector has additional sgéic rules (AML/CFT Law article 7 clause 2).

Credit institutions

340. Regulation 262P for the credit institution sector sets very detailed rules for enhanced CDD

in cases deemed to be higher risk. The rules are minimum requirements, and the regulatitp explic
states that other operations may also be of a high risk nature. Credit institutions do not necessarily
have to perform enhanced CDD if a customer or transaction matches any of the criteria. The criteria
solely require a credit institution to estimdle degree of risk. Examples of criteria are transactions
involving pawnshops, gaming entities, antiques, furniture, cars, precious metals and stones, real estate,
transactions of customers that have a history of smurfing, internet banking transactions and
transactions with jurisdictions and their residents that have not implemented the FATF
Recommendations (Regulation 2B2article 2.9 2.9.13). There is, however, no additional guidance

on what additional CDD measures a CI should take. In practice,IshgpGken to by the evaluation

team added their own criteria to those in the Regulation. The only obvious effect of having a customer

in a high risk category is the need to update CDD information at least once a year, and a general
requirement to devote spc i a | attention to (quote) Nfdeal s of
monetary funds or other proper tPyarticlé D19)eFdbrciedit t he ¢
institutions, enhanced identification requirements have been in force si@e@ter 2007 in relation

to nonresident customers (ndRussian taxpayer$) Prior to establishing a business relationship with

o BoR Letter 176T.
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such a customer a credit institution must obtain a range of additional information. Cls are only
permitted to open accounts @ommence business relationships with such customers with the
permission of the top manager of the CI or an official specifically designated by him. As these
provisions only recently came into force, the evaluation team was not able to assess their
effectiveness

Other financial institutions

341. For other financial institutions, Rosfinmonitoring Order 104 also sets out specific criteria for
operations that could be considered higher risk. The list contains nine broad criteria that FIs should
take into account. fis list is norRexhaustive, and FIs may add their own criteria to this list. The main
impact of this provision is that information on high risk operations will be collected more frequently
(at least once a year) and financial institutions will be requiceghay more attention to such
operations (article 2.5 and appendix 4)

Simplified due diligence
AML/CFT Law

342. Fls are not allowed to apply reduced or simplified CDD measures, except in specific
circumstances. These circumstances are all actually exemptighe general identification / CDD

rules, rather than simplified rules. FIs do not have a choice whether or not to apply the exemptions if
they feel that the risk is indeed higher, as the exemptions to the rules are mandatory. Most of these
exemptions aralready discussed (see occasional transactions).

343. There are no rules with respect to transactions with jurisdictions and their residents that have
not implemented the FATF Recommendations. In addition, a suspicion of ML or TF would not lead to
an exemptiorio the simplified CDD rules, except when the simplified CDD is in relationftmeagn
exchangédransaction below the threshold of RUB 15 000.

Credit institutions

344, In addition to these rules, state authorities (on all levels) do not need to be identified
(Regulation 262, item 1.6). Credit institutions are permitted to apply simplified customer
identification in circumstances involving the transfer of monetary funds by a natural person or for
certain foreign currency transactions for natural personss fiéaxation of the normal customer
identification rules is not permitted where there is a suspicion of ML or TF.

345, The enhanced CDD rules are of a lower force than the AML/CFT Law that provides for the
exemptions. Overall, the rules determining mandatoeyrgtions and possible enhanced measures for
CDD seem to be somewhat prescriptive and not based on risk assessments carried out by Fls.

Timing of verification
AML/CFT Law

346. The AML/CFT Law is silent with respect to the timing of verification, leaving some
uncertainty for FIs. Except for credit institutions, there are no specific additional requirements that
could assist Fls.

Credit institutions

347. For credit institutions, Regulation 242 states that identification may take place within
sevenworking days aftertte business relationship has commenced or an occasional transaction has
taken place if identification and verification is not immediately possible. There are no special
requirements, such as compulsory risk management procedures, for credit institutamssptme
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completion of identification or verification. In addition, the use of this relaxation of the identification
requirement is not limited to cases where it is essential not to interrupt the normal conduct of business,
nor does the requirement to nage ML/TF risks play any role (Regulation 2B2 article 2.8). In
practice, most Cls spoken to by the evaluation team appear to complete verification of identification
before opening accounts.

Failure to complete CDD
AML/CFT Law

348. The AML/CFT Law requires [l to refuse to carry owt transaction, except for incoming
funds, if the necessary identification information is not presented. This relates solely to the
identification requirement, and there are no further rules dealing with failure to obtain dethis of
purpose and intended nature of the business relationship (article Thisl jarticleputs in place an
obligation for all FlIs, but since irelates towire transfers (as defined b¥ATF Special
Recommendation V)] only Cls and Russia Pasteaffectal by it.

Credit institutions

349. The AML/CFT Law allows credit institutions to refuse to open an account when a person or
legal entity fails to submit identity documents, if invalid documents are submitted or if the customer is
linked to terrorist activity (dicle 7 clause 5.2). Accounts may not be opened for shell banks, for
anonymous owners, or for customers (or their representatives) who do not personally present
themselves. Cls are only permitted to reject a transaction in the absence of the requirethtiticun

or if the customer is linked to terrorist activity. However, this does not extend to the receipt of
incoming funds, which appears to be a potentially significant omission. In these circumstances Cls are
required to submit an STR (article 7 clad$). Termination of a business relationship is only allowed

in certain limited circumstances.

350. There are no specific rules covering HoIs, which appears to be an important omission.

351. Fls spoken to by the evaluation team indicated some frustration tlyaat@enot able to

close accounts on the basis of AML/CFT rig@xcept for noffaceto-face customers)and one
indicated that other means, such as increasing charges, would be used to terminate business if
suspicions arose. Similarly, an FI cannot refasegen an account on the basis of AML/CFT risk, and

Fls can resort to asking for increasing amounts of documentation from the customer in order to avoid
opening the account. The evaluation team was told that one of the banking associations is lobbying the
governmento change the circumstances in which a Cl could refuse to open an account or close an
account.

Treatment of existing customers
AML/CFT Law

352. The AML/ CFT Law obliges Fls to Aregularly uj
to the informatiorcollected at the start of a businedatienship (AML/CFT Law articlé clause€l3).

Credit institutions

353. Credit institutions are obliged to update customer identification information at least once
every three years. When regulation Z8Zitem 4.2) enteckinto force (August 19, 2004), Cls were
required to implement all CDD requirements in relation to all customers "that are making use of their
services" within a year. The Russian authorities consider this to require that CDD be extended to all
existing cwtomers. The evaluation team was not given information on how effectively this
requirement has been adhered to
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Other financial institutions

354. Decision 983R requires ndgdl Fls to update identification information every year (article
11).

Effectiveness

355. Russa has certain of the key elements relating to customer due diligence clearly set out in

law or regulation, with some of the elements covered by other enforceable means. However, the
overall picture is somewhat fragmented, with certain elements, such ascedhand simplified due
diligence apparently inconsistent. In addition, some of the factors do not apply to all FIs, with the
most comprehensive elements applying to credit institutions. The authorities make use of ad hoc
letters and decisions to clarifgertain issues, but there is some uncertainty amongst supervised
institutions about what measures are strictly required.

356. Some Fls apply their own, higher standards, especially those Fls that are part of a larger
group. Whilst this arguably increases effeeness, the steps they are taking are as a result of
individual group policies as opposed to an interpretation of the measures set out in the existing
legislation and guidance.

357. Particular areas of concern involve the uneven approach amongst Fls tthwacdacept of
identifying the ultimate natural persons who own or control the company and the inconsistent
requirements to perform ongoing due diligence other than on a time limited basis. In addition, few
institutions are establishing the purpose aneénided nature of the business relationship and are
concentrating on transactiwalated criteria which are necessary for establishing when mandatory
control reports should be submitted.

358. Fls spoken to by the evaluation team expressed a degree of frustratiprihe fairly
prescriptive rules applying to situations where they can refuse to open an account or carry out a
transaction, as well as when they can close accdantept for noffaceto-face relationships)At

present, FIs use other means (such ase@sing charges or requesting additional documentation) to
manage situations where they perceive the ML/FT risk as being high.

359. Further development of the guidance for determining risk and especially the steps to take to
mitigate risk, rather than relyirgplely on the requirement to submit STRs, would doubtless enhance
the effectiveness of the CDD requirements.

360. The existence of Aone day companieso is a fu
by the Russian authaorities. Steps to tighten the uneador identifying such companies would close a
potential gap in the system, and make the financial sector less vulnerable to exploitation.

Other enforceable means (effectiveness)

361. Some of the provisions of BoR Regulation Z&qwhich is treated as othenforceable
means) partially cover the gaps in law or regulation for credit institutions, specifically where there are
doubts about the veracity or adequacy of identification information previously obtained, and in
relation to ascertaining whether a cliestacting on behalf of anotheéfhese arguably enhance the
effectiveness of the system

Recommendation @Politically exposed persons)
362. Until January 2008, the Russian authorities had not implemented any specific requirements

in relation to politically &posed persons (PEPS). This was a surprising omission in a country which, in
its NASP, identified corruption (albeit domestic corruption) and financial activity by foreign nationals

92 The AML/CFT Law was amended in November, but entered into force on 15 January 2008.
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as a matter of concern. In addition, the President acknowledged thenpiadtderruption in his State
of the Nation Address in 2006 (seection Ifor more information on corruption)

363. In November 2007 the State Duma and Federation Council approved amendments to the
AML/CFT Law which specifically deal with PEPs. The provisiond dot come into effect until 15
January 2008, and thus the evaluation team was unable to assess their effectiveness.

364. The new provisions oblige institutions to t:
public persons ( FPPJidthe law. iBsforet1d January 2008 ngaidance was i n e
issued to all FIs advising them about the applicability in this case of the definition of FPP as contained

in the UN Convention against Corruption, which was ratifiedRlogsiaand is considered to be arpa

of the Russian legal system. Such guidance was posted on the website of Rosfinmonitoring, and
includes "any person holding a legislative, executive administrative or judicial office”. The BoR has
issued a letter informing Cls ofigtdefinition of FPP¥. The Association of Russian Banks also issued
guidance on the definition of FRR®ut his private sector guidance documbas not been provided in

English, and thus could not be verified. However, as stated on the Rosfinmonitoring website, the
definition only extends to FPPs "holding" an office or "exercising" a public function. The FATF
definition extends to those "who are lmve beehentrusted with public functions. In addition, the
requirement does not extend to beneficial ownerdBiysiness relabins with foreign public persons

can only be established with the written approval of the head @ir¢jfamisation (article 7, claude3,

item2). However, this provision appears only to extend to situations where an Fl is establishing a
business relatioip, and thus does not extend to existing customers subsequently found to be PEPs

365. I nstitutions are required to establish #@Athe
foreign publ i cclapse L.3teind and §. (nahe abseack efddifional guidance, it is

not c¢clear whether the intention of this provisic
wealth.

366. I nformation on foreign public persons is rec

institutions are requéd to pay higher attention to operations performed by or on behalf of such
persons, their spouses or close relatives (article 7, clause 1.4 and 5). The Russian authorities consider
that the requirement to fApay HdppWide fortleetsdrueny ofi on t
transactions of PEPs. As the provisions were not in effect at the time of-#ite eisits, and in the

absence of any further guidance, it is not possible to confirm what steps institutions are required to

take in order t@womply with this part of the Law.

Additional elements
367. The above requirements have not been extended to include domestic PEPs.

368. Russia signed and ratified the United Nations @omion against Corruption on
10 December 2003 and 8 March 2006 respectively.

Recommendation 7Gorrespondent banking and similar relationships)
Credit institutions

369. Correspondent relationships with other banks are governed by the AML/CFTBaaking

Law, Regulation 262 and Direction N 131W. Correspondent relationships are oalipwed with

banks that are established in a jurisdiction with a permanent supervisory body, and the respondent
bank itself should only have correspondent relationships with such banks. Russian banks are required
to treat their correspondent relations asrnmal nonresident customers and ask for all the
documentation that legal entities have to supply to open an account in Russia (see the description of

% BoOR Letter,NO. 8T (18.01.2008).
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Recommendation 5 earlier in this Section). Even though this information may allow Clis to generally
unders and the nature of the respondento6s business
to determine from publicly available information the reputation of the institution and the quality of
supervision. The Russian authorities consider that theflieffshore states and territories published

by the BoR is an indicator of the quality of supervision. Russian banks are also not required to
ascertain whether the respondent bank has been subject to a money laundering or financing of
terrorism investiggon or regulatory action. By contrast, Russian banks are required to request
information on the respondento6s AML/CFT system,
whether they are adequate and effective. A special regime has been establistmuetpondent
relationships with banks from offshore jurisdictions. In those cases, the respondent bank is treated as a
high risk customéf. In addition, correspondent relationships with banks of many other jurisdictions

are only allowed if the respoadt bank has a minimum capital of EUR 100 Million (AML/CFT Law,

article 7, clause 5 and 5Ranking Law, article 28Regulation 262P, item 3.4, Direction N 131@).

370. Correspondent relationships have to be approved by the head of the bank, or by one of the
employees authorised to do so by the head of the bank. The respective AML/CFT responsibilities of
each institution do not need to be documented, but the Russian authorities informed the evaluation
team that they consider that the responsibilities of thesRRn banks are clearly documented in the
AML/CFT Law. While this might be true in principle, this would mean that the respondent bank
would need to understand the Russian legal framework, with possible misinterpretations. Also, it
would do nothing to sek practical problems that are not foreseen in the law.

371. The Russian authorities stated that Russian banks are not allowed to provide-fhaigaigte
accounts, because BoR Instructionl2bes not specifically provide the power for them to do so. The
Russan regulatory system for the financial sector is rather prescriptive in terms of the types of bank
accounts that may be opened. BoR Instructiod @8t only sets out all of the possible types of
accounts, but goes into detail as to the procedures foingpench individual type of account. The
authorities consider that the opening of a pay#tineugh account would be considered a breach of
this Instruction and lead to a sanction for the credit institution which has opened such an account. It is
not clearwhether this provision has ever been used.

Effectiveness

372. Although a general framework exists in the AML/CFT Law and BoR provisions, there are
notable gaps in relation to what steps a Russian bank should take in order to ascertain the effectiveness
of the AML/CFT controls of a respondent bank, and in relation to demonstrating the understanding of
the responsibilities of the respective institutions. Whilst the risk of reputational damage and economic
risk factors motivate most Cls to take steps to invegtifase institutions with whom they establish
correspondent relationships, the current requirements do not set out a complete set of steps to be taken
to mitigate the risks of dealing with correspondent relationships. One of the larger internationally
orientated Russian banks spoken to was not aware of the special regime for dealing with
correspondent relationships with banks from offshore jurisdictions. In practice, it appears that payable
through accounts do not exist in Russia.

% Cyprus; Guernsey (including Sark); Hong Kong, China; Ireland (Dublin $tmehnon); Isle of Man;

Jersey; Luxembourg; Malta; Singapore and Switzerland.

% Andorra; Anguilla; Antigua and Barbuda; Aruba; Bahamas; Barbados; Bahrain; Belize; Bermuda; British
Virgin Islands; Brunei Darussalam; Cayman Islands; Comoros (Anjouan islabdsk Islands; Costa Rica;
Djibouti; Dominica; Gibraltar; Grenada; Lebanon; Liberia; Liechtenstein; Macao, China; Malaysia (Labuan
island); Maldives; Marshall Islands; Mauritius; Monaco; Montenegro; Montserrat; Nauru; Netherlands Antilles;
Niue; Palau; Pdugal (Madeira); Saint Kitts and Nevis; Saint Lucia; Saint Vincent and the Grenadines;
Seychelles; Sri Lanka; Tonga; Turks and Caicos Islands; United Arab Emirates; United States (Delaware and
Wyoming, Puerto Rico and US Virgin Islands); Vanuatu and WeSamoa.
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Recommendation §\ew paynent technologies)
New payment technologies

373. Fls are not specifically required to have policies in place or to take measures that may be
needed to prevent the misuse of new payment technologies for ML and TF, except for some
requirements relating to intezhbanking, which apply to credit institutions (see below).

Non-faceto-face customers

374. Requirements for nefaceto-face business relationships or transactions focus almost
exclusively on internet banking. For other sectors, the issue is only remotedgsett] for example in
relation to internal rules that need to be setougettect STRs (Order 104, Ann2xsub items 5 and 9).

375. The AML/CFT Law contains a general requirement that credit institutions should not open
accounts for natural persons withoue thersonal presence of the customer or their representative
(article 7, clause 5). This effectively precludes the use of remote means for establishing customer
identity. However, conversations with financial institutions in the banking and securitiesssecto
revealed an increasing incidence of internet banking atish@trading.

376. For credit institutions, internet banking is labelled as a high risk type of business that
requires risk analysis and possibly enhanced CDD or the filing of an STR. In additithrmse who

have the right of signature and all those who have access to the account, have to be treated in a similar
manner to the account holder, especially in relation to identification requirements. In order to
additionally mitigate risks, the BoR #anstructed Cls to include rigkanagement clauses into all
internet (emotg§ banking contracts. Such clauses are to include the right of the CI to terminate a
business relationship if unusual operations are carried out through remote banking, especially
relation to all norresident (norRussian taxpayer) customers. BoR supervisory atafinstructed to

pay special attention to remote banking and describes a detailed inspection procedure of banks
providing remote banking services. (Regulation-P6&em 2.9.11, Instruction 2B items 1.7 and 1.8,

BoR Letters 44T, 60-T, 115T and 170T).

377. No other measures have been taken and no other (emerging) new payment technologies have
been studied to assess possible risks. In addition, there is a complaté dagksubstantial measure

for any other sector than the banking sector, especially the securities and insurance sector. As the
financial sector in Russia continues to grow, this is an area which would benefit from further measures
for all Fls.

3.2.2 Recanmendations and Comments

378. Russia has a general framework for dealing with customer due diligence, which contains
several of the criteria required by the FATF Recommendations. However, this framework contains
several important gaps, which should be remedidee measures for dealing with PEPs are not
complete, and should be dealt with as a matter of urgency, and further tightening of the provisions in
relation to correspondent banking would ensure a consistent approach. Although the financial sector in
Russiais relatively new, proactive steps should be taken to develop requirements to mitigate the effect
new technologies might have on the AML/CFT regime. Specific recommendations are as follows:

Recommendation 5

379. In relation to Recommendation 5 Russia shouklienthat the following are covered by law
or regulation:

1 A specificprohibition onmaintainingexisting accounts under fictitious names.
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1 Arequirement to carry out CDD where there is a suspicion of money laundering, regardless of
any exemptions.

1 Performace of CDD where there are doubts about the veracity of previously obtained
customer identification data.

1 A requirement to identify beneficial owners and in particular to establish the ultimate natural
owner/controller.

1 Requirements for conducting ongoingeddiligence.

380. In addition, the following matters should be set out in law, regulation or other enforceable
means:

1 Requirement for nols to understand the ownership or control structure of a legal person.

1 Requirement to ascertain the purpose and intendeae of the business relationship.

1 Requirements for the timing of verification of identification.

1 Consequences of a failure to conduct CDD.

381. In addition, clarification of the requirements relating to enhanced and simplified due
diligence would be benefili, in particular the exemptions from conducting CDD in situations relating

to occasional transactions. This is not consistent with the requirement of the FATF Recommendations,
which envisages reduced due diligence in appropriate circumstances. Furttercguio FIs on
dealing with legal arrangements from overseas would be helpful.

382. A stronger link in the AML/CFT Law between the need to ascertain whether a customer is

acting on behalf of another person and the requirement to collect identification dadapnaride

clarity. Furtherc | ari fi cation in the AML/CFT Law on the n
measures which financial institutions should take to comply with the measures would be helpful.

383. Further guidance to Fls would be beneficial to urasthat legal arrangements are
appropriately identified as the financial sector grows and becomes more international.

Recommendation 6

384. As the requirements of the amendment to the AML/CFT Law were not in effect at the time
of the onsite visits, and thereas some doubt as to whether further guidance would be available from
the supervisory authorities, the full scope of the new provisions was difficult to determine. However, it
is recommended that further guidance be given as to the requirements for aatlirexisting
customers who are found to be foreign public persons, establishing the source of wealth and
conducting enhanced ongoing due diligence. Also, the measures should extend to beneficial owners.
Given the concerns set out in the NASP and theeroscof the President &ussiain relation to the
endemic nature of corruption in Russia, the evaluation team would also recommend that Russia
consider extending the provisions to include domestic PEPs.

Recommendation 7

385. In relation to Recommendation 7, @f the relevant criteria should be set out in law,
regulation or other enforceable means, particularly the need to understand the nature of the respondent
bankds business and to ascertain whether the res
The requirement to document the respective AML/CFT responsibilities of banks should also be
covered, and Russia should consider formalising its requirements in relation to ghy@ldh

accounts.
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Recommendation 8

386. Russia should review the existing lindtegequirements (which relate largely temote
banking) and to provide appropriate measures on the basis of that review. This is especially important
in a financial sector which is growing rapidly.

3.2.3 Compliance with Recommendations 5 to 8

Rating Summary of factors underlying rating
R.5 PC 1 No specific prohibition on maintaining existing accounts in fictitious names.
1 No requirement to conduct CDD if suspicion of ML/TF if one of the exemptions of

AML/CFT Law article 7 clause 1.1 applies.

No requirement in Law or Regulation for dealing with doubts about veracity.
Lack of clarity and effectiveness in respect of beneficial ownership requirements.
Lack of clarity in relation to ongoing due diligence.

= =4 —a A

No direct requirement to establish nature and intended purpose of business
relationship.

1 Doubts about clarity and effectiveness of requirements relating to SDD and
EDD.

9  Timing of verification i no measures for non-Cls.
1  Failure to complete CDD i measures for non-Cls only extend to ID.

R.6 PC 1 Definition of PEPs does not extend to those who have been entrusted with public
functions.

1 No requirement for obtaining approval from senior management for existing
customers found to be PEPs.

1 Lack of clarity relating to establishing source of wealth and enhanced ongoing
due diligence.

91 Beneficial ownership is not covered.
T No information on effectiveness.

R.7 PC 1 No specific requirement t o understand natur e of
determine quality of supervision.

T No requirement to ascertain if respondent has been subject of ML/TF

investigation.
1 Nothing specific requiring a judgement on effectiveness of respondent AML/CFT
system.
R.8 PC 1 Requirements for new technologies limited to internet banking.

1  No requirements for non face-to-face transactions except for Cls.

3.3 Thir d parties and introduced business (R.9)
3.3.1 Description and Analysis

387. Underthe AML/CFT Law all financial institutions are obliged to identify customers. While

there is no provision that allows financial institutions to rely on a third party to condugtemst
identification procedures do introduce businesghere is also no provision prohibiting the use of

third parties. Nonetheless, article 5, item 7 of the AML/CFT Law specifically prohibits credit
institutions from opening an account for a naturaispn without the personal presentation of the
customer or the customer 6s r dedactenst@arniteedtorelggn t hus
third parties to verify the identification of a natural persotoantroduce business
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3.3.2 Recommaedations and Comments

388. Givent he | aw as written and the evalwuation tec:
widely understand and abide by the law that prohibits the use of third parties to verify idefity or
introduce business, Recommendatiaito®s not appear to apply to the Russigstem.

389. As the law does not explicitly prohibit the use of third parties, the evaluation team
recommends that Russia amend the AML/CFT Law to state clearly that financial institutions are not
permitted to rely on ihd party verification of identity or introduction of business

3.3.3 Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9 N/A 1 This recommendation is not applicable (financial institutions are legally not
permitted to rely on intermediaries or third parties).

34 Financial institution secrecy or confidentiality (R.4)
3.4.1 Description and Analysis

390. The AML/CFT Law clearly intends to ensure that all relevant secrecy or confidentiality laws
do not inhibit or prevent the impleantation of the FATF Recommendations. The evaluation team
detected no practical obstacles to information access or sharing between reporting institutions and
competent authorities, between domestic or international competent authorities (provided the
appr@riate MOUs and international agreements are in place), or between financial institutions when
required for correspondent banking activity or croesder wire transfers. The evaluation team also
noted that supervisory authorities seem to have appropiatess, in practice, to information
generally protected by financial secrecy provisions but necessary to caoutitigeir AML/CFT-

related supervisory duties

391. With the exception of the FISS, all supervisory authorities have the appropriate legal
authoriy to overide general financial secrecy provisidhs The Insurance Law (articRD,
paragraplb) specifically exempts insurance companies from providing information protected by
banking secrecy to their supervisory authorities. The Russian authoritiesexglaéned that this
exemption was designed to reflect the division of supervisory responsibilities between the FISS
(responsible for insurance companies) and the BoR (responsible for supervising credit institutions
whose deposits ar e epasih maunarea Agengy)Thdr ratiosale ebéhind the

% BoR Law on the BoR, article 57 (fAto discharge its
receive from credit institutions the necessary information on their activity in accordance with the list established
by the Board of Directo s , and to demand expl an atEsFEMrSecurities Mardets r ec e i

Law, paragraph 7 of article 44 (Ato send orders bind
market participants, and also to their SROs, and alsdetoand that they submit documents needed for the

settl ement of the questions coming under the -jurisdi
108/pzn (p.3.4.33. 4. 6) (Aan inspector may demanwyanydocauments he i ns
needed for purposes of the inspectionodo). Law on | nves
to which access is either limited or restricted in accordance with the Federal Law, the necessary explanations and
documents neede t o di scharge its functionso. Gover nment Red

supply and receive in the established procedure information necessary for dewkiog on matters within the
jurisdicti onFI8FGotemmmeentRgu vatcie@n )330 on the FISS, articl
information necessary for taking decisiomROSCOM t he i
Government Deci sion NO. 1 1 0 ;of-charge basi$ feomh& fedkdal exedutive r equ e
bodies and from territorial bodies thereof, from executive bodies of Federal Subjects and layalevalinent

bodies, as well as from the persons exercising activities in the area of communication, necessary data and
materials conceiing the exercise of control and supervisory authority of the Federal Service for Supervision in

the Area of Communicationo).
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exemption in law is cleagnd the evaluatn team does not consider tleisemptionan impedimento

the FIS® ability to carry out its supervisory responsibilitiés practice the assessment team detbct

no obst acl gabilityto abthire infdiniaBoB Becessary to carry out its supervisory duties,
and other enforceable means do provide the FISS with the authority to compel all information,
regardless of financial secrecy provisions

392. The AML/CFT Law is somewhatmprecise in its definition of competent authority and may

leave Russia open to legal challenges by FIs claiming violations of bank secrecy provisions. The
AML/CFT Law stipulates that the submission of information on all operations sutgebbth
obligatory and suspicious reporting by all/l FI s
relevant secrecy laws. Government Ordinance No>’k86 at es speci fically that
is Rosfinmonitoring and various regulatiossd directives issued by the BoR and the FSFM support

this narrow interpretation. Depending on the legal interpretation, supervisory authorities (other than
Rosfinmonitoring) that receive information under the AML/CFT Law directly from reporting entities

may be in violation of financial secrecy provisions. Nonetheless AME/CFT Law allows for

federal authorities, including the BoR, to provide information upon request to Rosfinmonitoring
without breaching any secrecy laws.

393. Information sharing betweenipate entities (including financial institutions) is prohibited
except in certain permitted circumstances, which are set out 1 Jaticle 6 of this law states, that a
private <citizends consent i s not neédnd eelbvartt o s har

conditions is met:

1 A Federal Law specifies the justification for obtaining the personal data, the group of subjects
whose personal data will be processed, and powers of the operators obt&imiatath

The execution of an agreement, wher plersonatiata of a party is required.

Personal data may be shared when postal communications operators require personal data to
deliver items of mail, electronic communications operators require data to settle payments
with users for services provided.

394. As the requirements for information sharing between financial institutionfkaessia Post
are set out in a Federal Law (the AML/CFT Law), private entities are permitted legally to exchange
personal information in this context per one of the conditiotedlig the law.

395. The FIU and all state agencies involved in combating ML/FT are obliged to provide
information to competent international authorities only on the basis of a bilateral or multilateral
agreement (see section 6 of this report).

Effectiveness

396. The FIU and supervisors, with the exception of the FISS, have the appropriate and necessary
legal powers to override confidentiality provisions in all situations where ML/FT concerns exist.
Despite the exemption in the law for the FISS, all supervisorsagifip use these powers on a regular

and appropriate basis. Financial institutions, including insurance companies, seem well aware of the
scenarios in which AML/CFT concerns override confidentiality provisions and indicate a broad
willingness to comply wh the reporting requirements.

3.4.2 Recommendations and Comments

397. The assessment team recommends that Russian authorities address the uncertainty regarding
the defi ni seidor odfy ofidawnt tdrei AML/ CFT Law to ensure

97
98

Government Ordinance no. 186 Al ssues of Rosfi nmoni
Feder al Law fAOn pFZ({o626.@.2006).d at ad no. 152
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34.3 Compliance with Recommendation 4

Rating Summary of factors underlying rating

R.4 C 1 This Recommendation is fully observed.

3.5 Record keeping and wire transfer rules (R.10 & SR.VII)
3.5.1 Description and Analysis
Recommendation 10 (Record keeping)

398. Article 7 of the AML/CFT Law only requires financial institutions to retain documents and
data related to transactions subject to mandatory or suspicious reporting requirements for a period of at
least five years following the termination of the businestionship. The following information must
accompany transaction records subject to retention requirements:

Type and purpose of transaction.

Date and amount of transaction.

Information related to the identity of the natural or legal person requestitrguisaction.

Information related to the identity of the beneficiary requesting the transaction.

= =4 -4 A -

Information related to the identity of the representative conducting the transaction on behalf of
the customer.

1 Information related to the addressee/recip@rthe transaction.

399. The Accounting Law requires all organisations located in Russia, as well as their overseas
branches and representative offices, to retain all primary account documents (including transaction
records), accounting ledgers, and bookkegpfiormation for at least five years after their creation
(article 7). However, these provisions do not require the keeping of documents for at least five years
after the termination of a business relationship. The Accounting Law also does not spetify wha
components of the transactions are necessary to be recorded.

400. While the AML/CFT Law and Accounting Law set requirements for record keeping of
transaction records, the Federal Law on Archive Activity No.-B25sets the national requirements

for organisatnsto retain certain documents for specified periods of tiAréicle 6, paragraph 3 of

this law authoses the Federal Archive Service to establish a list of specific documents and the
corresponding retention requiremerthis list, which carries the foe of a regulation, includes
specific mention of business correspondence and redquigasisationgo retain such correspondence

for five years, although it is not specified whether this is from creation or from termination of the
business relationshif.he requirement to maintain account files is considered to be covered by the
account documents requirement of the Accounting Law, but only for 5 years after their creation. The
AML/CFT Law (article 7, item 4) requires FIs to retain all CDD information foteast 5 years
following the termination of the relationship

Reconstruction of transactions

401. Letter No. 99T issued by the BoR informs credit institutions that transaction records subject
to retention requirements, as well as other related documentsuairess correspondence, may be
used as evidence in a criminal, civil, or arbitration proceedings, while Recommendation No. 983R
issued by the government informs noncredit financial institutions of this stipulation.

% FederalLawno.126 Z fAOn Accountingo.
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Rosfinmonitoring Order 104 on Intern@lontrol Procedures instructdl non-credit institutions to
recordall information related to transactions such that all the details related to the operation (including
the amount of the transaction, currency, and data on participants in the transaetid® used as
evidence in criminal, civil, and arbitration proceedings. According to Resolution N 613/P of the
FSFM, participants in the securities market must be prepared to reproduce all data available on a
recorded operation at any time in the evert tthe information is needed to support a criminal
investigation.

Timely access

402. The AML/CFT Law, article 7, paragraph 7, provides the Government argbfRéfor credit
institutions) the authority to establish the procedure for financial institution®widprinformation to

the supervisory bodiestach of the supervisory authorities have issued orders, implementing
regulations, and other instructions to further articulate the requirement for financial institutions to
provide information to supervisors leftr within the timeframe specified by an inspecting team or
within a set period of timee(g. no later than 15 days as required by the FSHibwever, as the
specific requirement for timely access is not laid out explicitly in law or regulation, the raeséss
team determines that this crit@miis not fully met.

403. With regard to reporting requirements, tA8L/CFT Law does establish that financial
institutions must report all transactions subject to mandatory or suspicious transaction reporting
requirementso later than one working day following the date of the operation, and this kind of
information must also be made available to the authorised authority upon rddueeAML/CFT Law

only specifies this requirement with respect to transactions subjectatmlatory or suspicious
reporting. However, t he Accounting Law all ows
courts of law, tax inspectorates, and the internal affairs bodies to seize primary account documents
from all organisations active iRussia érticle 9, item. 8). See for general law enforcement access to
documents Section 2.6, feupervisory access see Secitdosh of this report.

Effectiveness

404. Based on osite interviews of representatives from a broad spectrum of financial
institutions, Fls appear to be wellvare of and in compliance with the requirement to retain records
subject to mandatory or suspicious transaction reporting requirements for a minimum of five years
following the termination of the business relationship. Someitcrastitutions have established
internal control procedures to retain all transaction records for at least five years from the date of
termination of the business relationship, but this practice exceeds the current requirement established

by law. While tlereisn o s peci fic mention in the relevant bod

a c ¢ e scestomer and transaction information, the evaluation team determined that the FIU and the
supervisory authorities are generally satisfied with the timelyreaodf reports and reported no
widespread compliance problems in obtaining information from reporting entities upon request.

Other enforceable means (effectiveness)

405. Aside from the legal framework set out in the AML/CFT Law and Accounting Law, Russia

has aken some additional measures in other enforceable means that enhance the effectiveness of the
system Cls are required to retain businessrespondence and messages for fyears after the
termination of the business relationship, and all other Fls toakeep correspondence documeartd
miscelaneous documents for at least fiyears following the termination of the relationskipoR

Letter 99T and Order 104, item 2.8. Securities market participants are required to maintain internal
registration ecads of all transactions for fivgears (FSFM Order & 32 / MoF Order 108n,
sectionl, item 4 and item 13). Cls are required to produce documents requested by the supervisory
authorities on a timely basis based on BoR Instructionl X@&m 2.6) for Cls ad FSFM Order 07

107/pzn (item 15.2) for Securities Markets (time frame set by supervisor).
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Special Recommendation VIl (Wire transfers)

406. The current legal framework for implementing Special Recommendation VII in Russia is
based on an amendment to the AKIET Law that has been in force since 15 January 2008. While the
amended law appears to address gaps in thexstng legal framework governing wire transfers, the
new provisions are cursory and do not address the resulting inconsistencies with tatonsgul
(Regulations 2P and 222P on norcash settlementsy.

407. The amended AML/CFT Law covers all designated entities, but is only relevant to credit
institutions, payment acceptance and money transfer providers (as referred to in article 13.1 of the
Banking Law) andRussia PostThe following framework applies for all entities. The BoR provides
specific guidance to credit institutions and ROSCOM provides specific guidance to Russia Post
regarding their provision of both domestic and chossler wire trangr services(See below for
additional information on Russia Post.)

Originator Information

408. The AML/CFT Law™ requires that all wire transfersashless settlemeptand money
transfers (cashless settlements not originating from an account) carried ouin wiihissia, or
originating from Russia, be accompanied in all cases by originator information and an account number
(when originating from an account). The law specifies that originator information must imelooe

family name, patronymic (or otherwisejdataxpayer identification number for natural persons. If the
originator does not have a taxpayer number, then the originator must include an address or date and
place of birth. For legal entities, originator information must include a name and taxpejsrmar a

foreign organiseon code (AML/CFT Law, articld, item 1.3).All entities designated by the
AML/CFT Law must refuse any money transfer (to include both cashless settlements and money
transfers not originating from an account) not accompanigddyjired originator information

4009. The originator information as required by the Russian law does not fully match the
requirements of Special Recommendation VII. The FATF requirement for name and account number
is covered, but there is no direct legal regmient to substitute the account numindth another

unique reference number if no account number is availiblsome cases, a taxpayer identification
number could serve as a unique reference number when an account number is not &lailevier,

thereis no provision to require another type of unique reference number if an originator lacks both a
taxpayer number and an account number.

100 The evaluation team took into account changes in the legal framework that were in force within 2 months

after the second esite. The updated AML/CFT Law itself is an example of this. However, RegulaP and

222-P were issued on 22 January 2008, but only in force 10 days later, thus these two regulation are outside the
scope of this evaluation. The authorities made the team aware of the change in the AML/CFT Law, and the team
received a copy of thproposed amendments and discussed the changes with the authorities durirgitthe on
visit. The team was, however, not aware of the amendments to the Regulations until 4 months aftsitdhe on
when the authorities provided the assessors with a dajye @mended Regulations.

101 AML/CFT Law, article 7, item 1.3 was translated as follows:

fiCashless settlements and money transfers without ope
from Russia abroad, except those mentioned in iterofltie present Article, shall be accompanied at all stages

of carrying them out with originator information and the nhumber of an account where the account exists through
indication of that information in the settlement document or otherwise. The informati the originatoi

physical person shall include a name, family name, patronymic (if otherwise does not follow from law or
national custom), as well as taxpayer identification number (if any) or the address (registration address) or place
of living, or date and place of birth. The information on the origindtéegal entity shall include the name,
taxpayer identification code or foreign organisation code. The organisation carrying out operations with
monetary funds or other assets shall refuse to aintie money transfer in case of absence of information
mentioned in paragraphsehehr ee of the present item. o
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410. In addition to the AML/CFT Law, BoR Regulations NoP2and 227 govern domestic
roubledenominated transfers betweemrdit institutions. The identifier information requirements set
out in the AML/CFT Law (as amended) are consistent with the existing BoR regulations in that the
new law requires domestic transfers to include originator information (name and taxpayer
idenification number or address) as well as some form of account information at every stage of the
transfer. The BoR regulations require the ordering bank to collect the following information for the
payment forms (fisettl ement documentso):

The name of the s&ment deument and the code of the form.

Number of the settlement documedtdy, month and year of issuance.

1

1

1 The type of payment.

T Payer 6s f ul | tagayerjdentficatiom oumber. a n d
1

Na me / | ocation of the pay@IC)H sorrespanudnt (seib a n k i ¢
account.

Reci pi ent 6 s ni@axpayeridentfication mumbera n d

Name / | ocation of the reci pi)ecortespendehtdsaik , ban|
account.

The purposefathe payment (for tax reasons).
Amount d payment specifig both with digits and in words.

The priority of payment.
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Type of operation in accordance with accounting procedures ofdReadd Cls located in
Russia.

9 Signature(s) of authorised person(s) and stamp impression (in specified cases).
Donestic and Cros8order Wire Transfers

411. Domestic and crossorder transactions are treaiadhe same mannemderthe AML/CFT

Law. The AML/CFT Law defines croslsorder transactions as transactidren Russia; incoming
crossborder transactions are not esgd by the Lawand could not benefit from a requirement to
adopt effective risk based procedures for transactions that lack full originator information, if such a
requirement existdin Russia

412. All specific types of transactions excluded from CDD and S€Rorting requirements

(below a threshold of RUB 30 0QGee Section 3.2 of this report) are also exempted from these
specific provisions. The threshold permitted for SpeRietommendation VII is EUR / USDOOO.

As of the last day of the esite visit b Russiag23 November 2007), RUBO 00O represented a value

of EUR831,which is below the threshold, and US233, which is above the threshold. Considering

that Russiab6s main trading partners ar édodim t he E
line with the Standard.

Other elements

413. The authorities did not identify any technical limitations that preclude credit institutions

from ensuring all originator information accompanies clussler wire transfersTherefore, all

originator informaibn can be transmitted with each transfer. Even if technical limitations were to
prevent al |l originator information from being i
requirements under the AML/CFT Law and the Accounting Law should ensur¢héhaeceiving

Russian institution will keep a record of the transaction.
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414. The AML/CFT Law is silent on the issue of batch transactidie Russian authorities
confirm that batch transfers do exist in the Russian system but take the position thatabafelnst

must be accompanied by the full set of originator information since the law does not provide for
simplified requirements for batch transfers (as permittetthisySpecialRecommendation).

415, Beneficiary Fls are not directly required to adopt-sieed procedures for identifying and

handling wire transfers not accompanied by complete originator information, howeVevtiEFT

Law requires Fls to refuse a wire transfer if it is not accompanied by complete originator information.
Given the gap betweeoriginator information as required by Russian law and as mandated by the
FATF standard, and also given that tdL/CFT Law does not apply to crodsorder wire transfers

coming into Russia the requirement to simply refuse transactions with incompletenatig
information is not sufficient to protect agairtsgherrisk wire transfersThe BoR issued a letter in

May 2007 to inform Cls of the Wolfsberg Groupo6s
border wire transfers, but has issued no &mthl guidance to credit institutions regarding +islsed
procedures. Despite this lack of specificfisla s ed gui dance, the assessmen:
AML/CFT Law requires financial institutions to treat wire transfers as any other transaetion a
therefore they are subject to all existing mandatory and suspicious transaction reporting requirements.

Russia Post

416. There is no maximum limit set in law or regulation on the amount of money that can be
transferred via the post, but the average trarmadti usually valued at under USIDO. Russia Post

sets the tariff schedule for all postal money transfers. According to representativéusia Post

their customer base is mostly comprised of elderly Russians, migrant workers, illegal immigrants, and
those seeking to remit money to bordering countries. The size and cost of transactions going via the
post is typically much smaller than wire transfers conducted via credit institutions.

417. Russia Postonducts crosborder wire transfers only with those cties with whichit has

a memorandum of understanding, which includes countries within the Commonwealth of Independent
States (Armenia, Azerbaijan, Belarus, Georgia, Kazakhstan, Kyrgyzstan, Moldova, Tajikistan,
Ukraine and Uzbekistan), the Baltic courgrigatvia, Lithuania, and Estonia), France and China. The
Post also has agreements with Turkmenistan, Georgia, Uzbekistan, Tajikistan and Lithuania to
conduct Ahybrid transfers, 0 whi ch i nvol ve an
beneficiay post office via a postal transfer.

Supervision and Sanctions

418. The BoR is responsible for monitoring the compliance of Cls with all provisions of the
AML/CFT Law, including those that apply to wire transfeks. Russiatreats wire transfers the same
as al other transactions subject to the AML/CE&w, relevant sanctions would apply to both natural
and legal personROSCOM is responsible for supervising Russia Pd#. assessment team received
no information regarding sanctions levied against crediturtisins or Russia Post specifically related
to wire transfer violations

4109. Since the amendments to the AML/CFT Law regarding wire transfers entered into force after
the onsite visit, the evaluation team was not able to discuss or assess the supervitiny pidhe
BoR or ROSCOM regarding these new provisions in the law.

420. The framework described in Section 3.10 of this reporelation to RecommendatidY
(sanctions) and 23 (monitoring and supervisi@gually applies to this section.
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Effectiveness

421. As the amendments related to wire transfers took effect on 15 January 2008, which was after

the onsite visit to Russia, the evaluation team has no basis to evaluate the effectiveness of the new
law.Fur t her , Russi ads s up e rinstituionsapd Rossia Post do not hppdar o v e r
to maintain separate statistics on sanctions levied for violations of wire transfer laws, so it is difficult

to assess the effectiveness of Russiabs supervis

3.5.2 Recommendationand Comments

422. Record keeping requirements are generally comprehensive, butatieerdew @ps in law

and regulationj.e. account files and business correspondenast only be kept for fivgeas from

their creation and not fivgears from the terminatioof the business relationship, and timely access is

not defined.The assessment team recommends that Russia address these gaps in the legal regime.
Also, the current legal regime requires financial institutions to ensure compliancesavithal
differenti and seemingly unrelatédlaws and regulationg.o ease the burden on reporting entities,

the assessment team advises Russia to update the AML/CFT Law to include all necessary record
keeping requirements, even if tldaplicates requirements set out ther laws. The assessment team
found that financial institutions are generally complying with record keeping requirements, and
supervisors are taking effective measuteassess compliance in the course of their AML/CFT duties.

The evaluation team did nmgceive any indication that any of the competent authorities had a problem
obtaining the required information on a timely ba3isus, the assessment team has raised the rating

for this recommendation on the basis of effectiveness.

423. Overall, the new syste governing wire transfers is a welcome step towards compliance, but
significant gaps remain. The assessment team recommends that the Russian authorities amend the
current AML/CFT regime to address the following deficiencies:

424, The definition of originatorriformation may well be sufficient in the context of the Russian
payment system framework, but it does not fully cover all requirements set by the FATF.

425, Incoming crossorder wire transfers are not covel®da requirement to adopt effective risk
based proedures for incomplete originator informati@nd this vulnerability is not mitigated by the
argument (as provided by the authorities) that most incoming-borger wire transfers originate in
countries that are largely compliant with FATF recommendatio

426. The BoR should provide specific guidance to credit institutions regarding the application of
wire transfer regulations to batch transfers. Russia should develop rules requiring financial institutions
to apply a riskbased procedure for wire transfenattlack full originator informationAs amatter of
effective implementation, fi Russia amends the current law to include incoming drosser wire
transfers, Russian authorities will need to reconsider the current blanket requirement to simply refuse
all transactions without full originator information as this could theoretically result in a complete halt
to all incoming crosdorder wire transactions.

427. The shortcomings described under Recommendatiosabgtionsland 23(monitoring and
supervision¥or the banking sector / BoR and Russia Post / ROSCOM also apply to this.section

98



3.5.3 Compliance with Recommendation 10 and Special Recommendation VII

Rating Summary of factors underlying rating
R.10 LC Account files and business correspondence do not have to be kept for a
minimum of five years from the termination of the account or the business
relationship.
ATi mely accessoO is not required by |4
SR.VII PC Full originator information is not required in certain limited cases.
No requirements for beneficiary Fls to adopt a risk-based procedure for wire
transfers, and incoming transfers are not covered at all.
Requirement to refuse transactions without full originator information cannot be
implemented.
Batch transfers are not specifically mentioned in the Law.
Shortcomings identified under Recommendation 17 (sanctions) and 23
(monitoring and supervision) apply equally to this Special Recommendation.
Effectiveness of the new system cannot be measured.
3.6 Monitoring of transactions and relationships (R.11 & 21)

3.6.1 Description and Analysis

Recommendation 11 (Attention to unusual transactions)

Description and analysis

Special attention to complex and unusual transactions

428.

Fls are required to establish identification criteria for extraargtifunusual) transactions. In

addition, in the case of a transaction with an intricate or unusual character that does not appear to
make any economic sense that does nohas an evident legal purpose, the necessary information
must be documented (AML/QF_aw, article 7, item 2).

429.

In addition, certain transactions must be reported to the Fhéiimount equals or exceeds
RUB 600 000. Many of the criteria that trigger an obligatory control report desieilf@ctounusual

transactionsd.g. withdrawal fom or placement in an account of a legal entity of cash funds when
events are not consistent with the character of its economic activity). However, there is no general

criterion that might permit subjective judgement; the list drawn up by the governnoemtsidered to

be exhaustive. This remains a gap in the Russian system (AML/CFT Law, article 6).

430.

develop identification criteria for unusual transactions, basedhe recommended list of unusual

Rosfinmonitoring Order 104 (only applicable to AOhFIs) calls on financial institutions to

transactions included in Appendices 2 and 3 of the Order. Although the Order only makes
firecommendati onso, the evaluation team bel
attention to complex, unusuédrge transactions, or unusual patterns of transactions, that have no

apparent or visible economic or lawful purpose (further: unusual transactions). The criteria contained
in the Appendices have to be taken into account by financial institutions. Gurdasp breaches can
be qualified as violations of the current legislation for which administrative liability is established in
the form of fines (article 15.27 Code on Administrative Offences). Nonetheless, as with the AML/CFT
Law, the Order lists certaitriteria that should be taken into account, but it does not oblige Fls to look

for other unusual transactions that may occur. This is a gap in the system

431.

Order 983Rapplicable to notCl FIs), Letter 99T (applicable to Cls) and Order 6E3(applicable to
securitesmarket).

eves

Other, similar requirements ardist of recommended unusual transactions are included in
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Examination and record keeping of complex and unusual transactions

432. Financial institutions are not required to examine as far as poskibleadkground and
purpose of detected unusual transactions. The AML/CFT Law requires financial institutions only to
recordthe information obtained when applying the internal control rules but does not extend to the
examination of unusual transactions (AML/CFaw, article 7, item 2).

433. If an unusual transaction has been discovered in thétiast of a client a Cl may ask the

client to provide the necessary explanation to clarify the economic sense of the unusual transaction; b)
study all of the operations dhis client made through the CI; c) perform other necessary action,
provided that the legislation dtussiais observed (Letter 99, item 2.4.5, only applicable to Cls).

However, there is no explicit requirement to examine as far as possible the badkgfamusual
transactions and to set forth the findings in wr
second, the Cls can choose one option out of three and third, the Cls are not required to set forth the
findings in writing.

434, Since exarnming transactions is not required, Fls are alsoemglicitly required to make the
corresponding findingsavailable to competent authorities. Nevertheless, the AML/CFT Law
establishes that the documents containing data on the implementation of imetnal grogrammes

should be kept for at least five years from the day when the relationship with the customer is cancelled
(AML/CFT Law, article 7, item 4)

Effectiveness

435. All financial institutions seem to pay special attention to unusual transactiomadtice.

Some of them, mainly credit institutions, use special software to detect such transactions. Even though
there is no legal requirement, in practice some Fls also examine as far as possible the background and
purpose of detected unusual transactemm set forth the results in writing. In these cases, the relevant
information is also available for competent authorities. However, not all Fls have such a practice. In
addition, the evaluators had the impression that somevREx) detecting unusual treactions, focus

mainly on the requirements to report certain transactions equal to or exceeding RUB 6@862D6n
mandatory monitoring and not so much on subjective elements like unusual behaviour compared
with the background of a specific custom&he fact that the law and regulations only list possible
types of unusual transactions without pointing at the possibility of other kinds of unusual transactions
does not raise the effectiveness of the system either.

Recommendation 21 (Countries that apghe FATF Recommendations insufficiently)
Description and analysis
Special attention to countries

436. Fls are required tdile reports on transactions subject to mandatory control if the amount
equal s or exceeds RUB 600600i0s admadmiicfi laetd liena sat sot
not participate in international AML/CFT emp er at i dish Of.suchrl $tages (territories) is
determined by the FIU, but in fact correspotmthe NCCT list of the FATF. Thus, at the time of the
evaluation, there wemgo more countries that required special attention (AML/CFT Law, article 6 item

1, sub item2 & Resolution 1757). Irrespective of the empty list, there is no explicit requirement to

pay special attention to all transactions and business relationshippassitns from or in countries

that do not oinsufficiently apply the FATF recommendations.

102 Government Resolution no. 173 of 26.03.2003.
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437. For ClIs only, Regulation 26R establishes that operations with residents of states or
territories about which it is known from international sources that they alocomply with the
generally accepted AML/CFEtandardsare deemed as high risk transactions. Cls have to devote
special attention to transactions of theture (Regulation 26R items 2.9, 2.9.2, 2.9.12 and 2.9.13).

This requirement would basically memte element of the Recommendatiblowever, the evaluation

team understood that the BoR has not issued a separate list of such countries. In isolated cases specific
warnings against particular Cls from a third country were issued. However, these wam@iagsot
specifically related to countries that do not or insufficiently comply with the FATF recommendations
(BoR Letter 171T, issued on 11 December 2003, andTl%ssued on 31 January 2003, that refer to
revokedlicenceg(not for AML/CFT reasons) withespect to a list of banks in two countries)

Examinations of transactions

438. Fls are not required to examine as far as possible the background and purpose of business
relationships and transactions with no apparent economic or visible lawful purpose tnuotniesathat

do not orinsufficiently apply the FATF Recommendations. The law requires Fls only to record the
information obtained when applying the internal control rules, but does not extend to the examination
of the aforementioned business relationshipd transactions. Since there are no written findings, Fls

are also not required to keep these available for competent authorities. Nonetheless, internal control
data have tbe kept available for at least fiyears (AML/CFT Law, article 7, iterB).

Countermeasures

439. According to the Russian authorities they are able to apply appropriate countermeasures and
as an example, the evaluators were given BoR LettefT1(December, 2003). However, this letter

only informed Russian banks of the fact that one efdbuntries listed by the FATF as an NCCT
country had revoked the banking licences of a number of legal entities because of a lack of physical
presence in the country. Even though the distribution of the list of legal entities is to be commended,
this doesnot constitute a countermeasure against a country that does not or insufficiendy thepl

FATF Recommendations. The evaluation team did not receive any pakeexample from the
authorities of countermeasures against countries that would be atisféeverthelessRussia
indicated that the Law on Special Ecario Measuresnables Russia to apply countermeasures in
accordance with Recommendation #the FATF were todecide to apply countermeasures

Effectiveness

440. The 1 ist of mobparticipate ireigernatibraltAMUAIGFoemper at i ono i s S
by the FIU is currently empty because it is linked to the FATF NG&€THowever, Recommendation

21 requires more than just a link to the list of NCCTs. In this regard, Recommendatiode2faetq

currentlynot appliedby Russia. The evaluators did not find cases where the FIs had created their own

lists of countries that do not or insufficiently apply the FATF recommendations.either

3.6.2 Recommendations and Comments
Recommendation 11

441. Russia should require FIs to examine as far as possible the background and purpose of all
unusual transactions and to set forth the findings of such examinations in writing and to keep such
findings available for competent authorities and auditors for at lBee years. Russia should
additionally make sure that FIs are no longer confused about the distinction between mandatory
threshold reporting (> RUB 600 000) and examining the background of unusual transactions. Also,
Russia should provide more guidartoethe Fls, especially to make clear that the types of unusual
transactions listed in laws and regulations is neither exhaustive nor closed.
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Recommendation 21

442, Russia should require Fls to give special attention to business relationships and transactions
with persons from or in countrieghich do not or insufficiently apply the FATF Recommendations

FlIs should also examine as far as possible the background and purpose of business relationships and
transactions with persons from or in those countries, téodbtthe findings of such examinations in

writing and to keep these findings available for competent authorities and auditors for at least five
years.

443. SinceRussiahas indicated that has thenecessar{egal framework througthe new Law on
Special Ecoamic Measuresit should use this framework to apply countermeasa®gnvisaged by
Recommendation 21

444, As a matter of urgency, Russia should establish a set of countermeasures that it can require
the Fls to take in case a country continues to disragarBATF Recommendations.

3.6.3 Compliance with Recommendations 11 & 21

Rating Summary of factors underlying rating

R.11 PC 1 No requirement for FIs to examine as far as possible the background and
purpose of all unusual transactions.

1 No requirement for FlIs to set forth the findings of such examinations in writing.

1  No specific requirement for FIs to keep such findings available for competent
authorities and auditors for at least five years.

1 Lack of effectiveness, especially in the non CI sector.

R.21 PC 1 No requirement for financial institutions to give special attention to business
relationships and transactions with persons from or in countries which do not or
insufficiently apply the FATF Recommendations.

1 No requirement to examine as far as possible the background and purpose of
such business relationships and transactions, to set forth the findings of such
examinations in writing and to keep such findings available for competent
authorities and auditors for at least five years.

3.7 Suspicious transadbn reports and other reporting (R.1314, 19, 25 & SR.IV)

3.7.1 Description and Analysis

Recommendation 13 and Special Recommendation IV (Suspicious transaction reporting)
Description and analysis

Requirement to make STRs (ML and FT)

445, The AML/CFT Law requies the reporting of suspicious transactions in &éises. If an

employee of an FI has any suspicion that the transaction could have anything to do with the laundering

of criminal proceeds, the Fl is required to report this transaction to the FIU nohatethie next

wor king day. The |l aw explicitly refers to fiproc
the CC. However, not all the 20 categories of designated FATF predicate offences fall into the
category of serious crimes: insider tradingl anarket manipulation are not covered by the CC (see
Section 2.1) (AML/CFT Law, article 7, item 3).

446. The same article includes a requirement to file STRs in the case of a suspicion of financing

of terrorism. However, shortcomings in the criminalisationtésrorist financing (see section 2.2 of
this report) limit the reporting obligation
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447. Fls have to report not only suspicious transactions, but also certain transactions that equal or
exceed RUB 600 000 (Amandatory rlepar tMamgyo odr trhree
that trigger an obligatory control report descride facto unusual transactions (for example
withdrawal from or placement in an account of a legal entity of cash funds when events are not
consistent with the character of its eoonc activity) that could also qualify as suspicious
transactions. During the interviews with the private sector, it was not always clear if FIs understood

the difference between unusual transactionsd{asussed under Recommendatidr), mandatory

threslold reporting or suspicious reporting. Most certainly, however, this was due to translation
problems and not due to a misunderstanding ofative

448. All suspicious transactions must be reported to the geirsuant to item 3 of articlé of the
AML/CFT Law.

Attempted transactions and tax matters

449, The reporting requirements to the FIU do not specifically refer to attempted transactions.
The legislation seems to cover attempted transactions within an existing business relationship, but not
attempted transactionsf occasional customers. It should be pointed out that the second Mutual
Evaluation Report of Russia BWONEYVAL identified this shortcoming. As a result, transactions

that are refused by the FI have to be reporfBdat still leaves the possibility of c&sional
transactions aborted before the Cl has refused to perform the trang@dlbrCFT Law, article

7.13).

450. There is no indication in the Russian legislation that STRs should not be filed if tax matters
are involved. If there is a suspicion of ML or OF, an STR must be filed, even though the reported
transactions might not lead to a conviction for ML, since not all tax offences are predicate offences for
ML (AML/CFT Law, article 7, item 3).

Additional elements

451, STRs are required to be filed if thei® a suspicion that funds are the proceeds of any
criminal act that would constitute a predicate offence in Rudsisider trading and market
manipulation do not constitute a predicate offence in Russia

Effectiveness

452, The authorities provided the follovgrstatistics

Reports by Credit institutions (1 149 institutions)
Year 2003 2004 2005 2006 Up to 1 Oct.
2007
Mandatory 647 222 1071640 1456 518 2270844 1982 368
reports
STRs 303 218 655 267 1542 141 3773734 3864 841

453, These figures show a cdaat growth of reportén recentyears. In addition, many of the

reports based on mandatory control also qualify as suspicious transactions. However, in interviews
with the credit institutions it appeared that in some cases, reports were filed not hefcaussl
suspicion, but only because the mandatory threshold was met. In other cases, an STR and a mandatory
control report were filed for the same transaction. Nonetheless, all in all, the evaluators found that the
system is established and works wellhaiespect to credit organisations.

454, The following figures were provided for ndel FIs.
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Reports by non-Cl FIs (January 2005 i October 2007)
(number of institutions between brackets)
Year 2005 2006 2007
Securities markets (1 678) Mandatory reports 2103 4329 4 689
STRs 328 847 2376
Investment and pension funds (1 345) | Mandatory reports 788 787 914
STRs 92 72 142
Post Russia (1) Mandatory reports 1 1218 2025
(941 branches and 40 678 offices) STRs 67 271 985
Insurance sector (863) Mandatory reports 1943 5292 4711
STRs 33 346 | 1193
Leasing companies (2 690) Mandatory reports 40496 | 70631 | 83439
STRs 311 334 1155

455. Thenumber of reports from the rest of the FIs is much lower than for Cls, eecépasing
companies. The trend is pos#iand the number of reports is generally increasing. The lower level of
reports from non Cls compared to ClIs reflects also the lower risk these entitiEsireramplen the
insurance sector, there are in almost all cases small periodic premium papcesuted with a
corresponding lower riskn addition, the evaluators were told that these sectors are just developing,
so very little money is channelled through these Fls. Furthermore, Cls have to file more reports based
on mandatory contrgl so that tlk figures for Cls and non Cls are not absolutely comparable.
Nevertheless, during the interviews with some of these other Fls, the evaluators sometimes had the
impression that, not only are these sectors just developing, but also the awareness and &knowledg
about the AML/CFT regime is relatively limited. There was sometimes little familiarity with possible
ML and TF threats and typologies relevant to their respective sector. Thus, the evaluators are of the
view that some work should still be done in the Gbsector.

456. The number of STRs filed on the basis of a suspicion for terforéscing is 2104 in 2004,

9603 in 2005 and 24 947 in 2007. The increased reporting of TF transactions demonstrates the
increasing awareness of this issue, especially in tgh8rn Federal District (close to Chechnya) and

the Central Federal District. Almost all the TF STRs were filed by credit institutions. More detailed
statistics are provided below

Number of reports related to TF 2004 i 2006
Breakdown per region
Federal District Type of report 2004 2005 2006
FEFD Mandatory reports 0 3 0
STRs 62 321 658
Regional total 62 324 658
VFD Mandatory reports 8 24 5
STRs 268 1054 2 460
Regional total 276 1078 2 465
NWFD Mandatory reports 158 270 65
STRs 117 1003 3052
Regional total 275 1273 3117
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Number of reports related to TF 2004 7 2006
Breakdown per region
Federal District Type of report 2004 2005 2006
SiFD Mandatory reports 24 27 28
STRs 158 636 1577
Regional total 182 663 1605
UFD Mandatory reports 22 37 37
STRs 99 490 1759
Regional total 121 527 1796
CFD Mandatory reports 140 254 344
STRs 405 2351 6 487
Regional total 545 2 605 6 831
SFD Mandatory reports 37 107 383
STRs 606 3026 8 092
Regional total 643 3133 8 475
All Russia All reports 2104 9603 | 24947
Number of reports related to TF 2004 7 2006
Breakdown per reporting entity (FIs only)
Financial institution Type of report 2004 2005 2006
Credit institutions Mandatory
reports 389 722 860
STRs 1709 | 8861 | 24034
Securities Mandatory
reports 0 0 0
STRs 3 8 21
Investment and pension funds | Mandatory
reports 0 0 0
STRs 0 3 3
Russia Post Mandatory
reports 0 0 1
STRs 1 3 5
Insurance Mandatory
reports 0 0 1
STRs 2 6 22
Leasing companies Mandatory
reports 0 0 0
STRs 0 0 0
Total All reports 2104 | 9603 | 24947

457. Given the absence of any TF guidance, the evaluation telead #$he authorities what would
be typical situations where they would expect FIs to file TF STRs. The answer remained unclear. The
interviewed financial institutions were asked the same question and often reference was made to the

105



terrorist lists under UNCR 1267, which is not a sufficient response. The authorities explained that in
practice, often a transfer of a small amount of money from a region with supposed TF activities or a
withdrawal of a small amount of money from an ATM in such a region trigge&TR. Thus, in most

of the cases of TF STRs there is no Areal o TEF
team must therefore conclude that there is a lack of effectiveness in the TF STR system

Recommendation 14Safe harbour andipping off)

458. Reporting suspicious transactions by personnel of the reporting Fl is not considered to be a
breach of official, banking, tax, commercial or communication secrecy, provided that the transaction is
reported for the purpose and based on the procedutes AML/CFT Law (AML/CFT Law article 7,

item 8). Becausenotionally there is no breach of secrecy, the personnel of the reportirageF|
protected from both civil and criminal liability for breach of any restriction on disclosure of
information, even if A STR was not filed in good faith. The only precondition is tmeSaR should

be made for the purpose and based on the procedures of the AML/CFT Law. This precondition should
be met in all the cases of STRs.

459, It should be noted that the reporting obligatie imposed on the FI, while the safe harbour
provision exclusively protects the employees that report a transaction. This means that the Fls and
their directors do not enjoy this safe harbour provision. Directors ardéndloided inthe term
Aempl oYbBesd.ransl ation of the relevant Russi an
Furthermore, Article 11 Labour Code stipulates that this Code does notappdynbers of the board

of directors of organisations, except for persons who have concludedwur kcontract with the given
organisationlIn the opinion of the evaluators, therefora, director who has not concluded a labour
contract is not covered by the safe harbour provision. This could be less of a problem for Fls that are
legal entities in crminal cases keeping in mind that there is no criminal liability for legal persons in
Russia anyway. The lack of safe harbour would be a problem for FIs in administrative and civil cases
and for directors in criminal, administrative and civil cases however

460. Tipping off is prohibited by the AML/CFT Law which states that employees of the FI that
report to the FIU do not have the right to inform the customers of the FI or other persons about the
reporting. This provision is insufficient, as it only covers thgkyees but notthe FI itself nor its
directors. This means that there is no provision that prohibits the Fl and its directors from tipping off
(AML/CFT Law, article 7, iten6). The Russiaauthorities stated that articleof the AML/CFT Law
includes aclause to prohibit FiIs from tipping off. The evaluation team has not accepted this because
there no direct prohibition for Fls, their directors and employees. This Article only stipulates that
measures against ML and TF shall inclui®nning on informingclients and other persons on
measures taken against ML andoTF

Additional elements

461. Employees of the FIU are required to ensure the confidentiality of data protected by banking,
tax or commercial secrecy, and are resuae for disclosing such informatian accordance with the
legislation (article 8 AML/CFT Law).

Effectiveness

462. The FI or one of its directors who filesnéSTR is neither included in the safe harbour
provision, nor covered by the tipping off provision. However, the negative influence otivetiess
seems to be limited. With respect to the safe harbour provision, there is no criminal liability for legal
entities anyway, but the limited safe harbour provision could be a problem for FiIs in administrative
and civil cases and in any case for thdirectors. To avoid these problems, FIs could be more
reluctant to file STRs and this could impede the effectiveness of the reporting.system
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Recommendatiori9 (other types of reporting)

463. The Russian authorities have considered implementing a systembwheise would be
required to report all transactions in currency above a fixed threshold. Ultimately, the authorities did
not chooseto introduce this reporting form. However, the considerations did result in the mandatory
reporting regime for transaction$ RUB 600 000 and higher.

Recommendation 25 (Feedback related to STR)

464. Feedback and guidancelated to STRs is limited to designing repding forms and
instructions,ii) sending an acknowledgement the receipt of a report and) publishing annual
reports on activities of the FIU, that also contain statistical data and typologies. The legislation does
not require Rosfinmonitoring to provide feedback to reporting entities, and reporting entities do not
ask for feedback. Thus an important tool forpimed reporting entities to refine and improve the
quality of STRs is not being used.

3.7.2 Recommendations and comments
Recommendation 13 and Special Recommendation 1V

465. Russia should criminalise insider trading and market manipulation, so as to enalde FIs t
report STRs based on the suspicion that a transaction might involve funds generated by the required
range of criminal offences. Russia should also finally introduce a reporting obligation for attempted
transactions by occasional customers. It is pagitulworrying that Russia still has not solved this

gap in its law, despite the fact that it was identified in previous mutual evaluation reports.

466. Russia should issu€F guidance to enhance tledfectivenesf the systenfor filing TF
STRs

467. The awarenessf the AML/CFT regime in Russia outside the Cl sectdnisome casel®ew
and Russia should raise the awareness in theChéits at a minimum through an enhanced training
programme. The training should not only focus on the legal obligations, but ellsderthe reasons
for establishing an AML/CFT system, as well as examples, typologies and cases.

Recommendation 14

468. Russia should extend the safe harbour provision and the tippimyadfibition to FIs and
their directors

Recommendation 25

469. Russia should»@end the case by case feedback beyond the acknowledgement of the receipt
of the STR. It should also urgently consider other examplesaséby-casefeedback, aghose
example listed in the FATF Best Practice Paper for feedback by FIUs. This shouldrdlance the
effectiveness of the reporting regime, as described above.

3.7.3 Compliance with Recommendations 13, 14, 19 and 25 (criteria 25.2), and Special
Recommendation IV

Rating Summary of factors underlying rating
R.13 LC 1 No STR requirement in cases possibly involving insider trading and market
manipulation.
1 No general STR requirement for attempted transactions by occasional
customers.
1 Shortcoming in the criminalisation for terrorist financing limits the reporting
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Rating Summary of factors underlying rating
obligation.
1 Lack of effectiveness, specifically relating to the TF STR system.

R.14 PC 1 FlIs themselves and their directors are not covered by the safe harbour provision
and the tipping off prohibition.

R.19 Cc 1  This Recommendation is fully observed.

R.25 PC 1 No case-by-case feedback beyond the acknowledgement of the receipt of the
STR.

SR.IV PC 1 No STR requirement for attempted transactions by occasional customers.

1 Shortcoming in the criminalisation for terrorist financing limits the reporting
obligation.

1 Lack of effectiveness, specifically relating to the TF STR system.

3.8 Internal controls, compliance, audit and foreign branches (R.15 & 22)
3.8.1 Description and Analysis
Recommendation 15 (internal controls)

470. General requirements for financial institutions to establish and maintain intamngol

procedures, policies, and controls to prevent ML and FT are laid out in the AML/CFT Law.
Specifically, article 7 of the AML/CFT Law requires financial institutions to develop internal control

rules and appoint officials responsible for ensurimese rules are carried out. The law mandates that

all internal control programmes include procedures governing the retention of documents, provisions

for protecting confidential information, qualification requirements regarding staff and training of
persomel on AML/CFT procedures.The law also requires internal control programs to include
provisions that enable Fls to reveal and docume
with an Aintricate or unusua lhavedvidenteahomicsemséoran o0 |
evident legal purpose, the compliance of the operation with the goals of the organization, established
by founding documents of this organizationso an
suspicions detected dng the implementation of established internal control procedures to thénFIU.

practice, these provisions appear to relate to the need for internal control programs to incorporate
requirements to retain documents related to STRs as well as to file AlTReancial institutions

must submit their internal control programmes to either BoR (CI§SFM (securities) or
Rosfinmonitoring (all other¥or approval. BoR Letter 99T on Internal Controls instructs credit
institutions to develop a training and edtional programmefor employees in AML/CFT internal

control proceduresBoR Direction 1488J further elaborates on this requirement and includes a
comprehensive list of all those employees that must be trained on AML/CFT procedures and internal
controls. Gee below for further discussion of trainipgpgrammeg Annex 5 of Rosfinmonitoring

Order 104 on Internal Control Rules applies to-nmadit reportingorganisationsand recommends

that the organisationfamiliarize its employees with the internal contnalles that have been
established by therganisatiorfor AML/CFT purposes

471. Various decisions, orders, regulations, and letters issued lyotleenmentthe FIU, BoR

and other regulators further specify the required components of an internal contrahpregfor FIs.
Decision No. 98R instructs all norCl FIs to ensure that internal control procedures contain
provisions on CDD requirements, record retention, unusual and suspicious transaction criteria as well
as reporting requirements, while Order 104vjtes supporting detailed guidance on how to best
implement these provisions. The AML/CFT Law authorised the BoR,-ordioation with the FIU, to
develop and adopt implementing regulations governing internal control programmes in Cls. BoR
Regulation 24P, Directive No. 1484J, andLetter99-T provide detailed recommendations for credit
institutions on internal control programmes. For participants in the securities market, FSFM Order
613/r provides additional guidance on internal control programmesdetturities sector.
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472. ROSCOM Order 459P, issued in September 2007, calls for each branch of Russia Post to
establish internal control programm@sis order replaced a previous Order 507, which had been in
place since 2005.

Designated AML/CFT Units

473. The AML/CFT Law requires Fls to appoint special officials responsible for implementing

and ensuring compliance with internal control proceduras delegates the authority for establishing

the qualifying requirements for these officials to the Government anBdRe Decision983R calls

for the Aresponsible officialo to report manda:
organi sation, o who is responsible for making th
FIU. Regarding Cls, the BoR issdl Regulation 24P, which instructs Cls to ensure that a
Afmanagement bodyo oversees the iTpwheh calslfortbeont r ol
Afhead of t he credit organi s at& AMWCFTt compllarece s o | e |
programme. Inpractice, the evaluation team found that most FIs had designated the CEO or the
President as the firesponsible official-todaywhi |l e
compliance activities and reported directly to the senior executive.

474, ROSCOM Order 459P requires the head of the security department for each branch and
regional of fice to serve as the fAresponsible of
programme During onsite interviews with representatives from a regiorfic® of Russia Post, the
assessment team found that the representatives could not articulate clearly the structure of the
compliance unit within the branch, nor could thaégscribeclearly the system of internal control
procedures in place at their branétiso, the representatives stated that illegal migrant workers are

among those who frequently use Russia Post to remit monesigbbouringcountries, which would
constitute a violation of Russi ads CDkiZiercyeigqui r e me
Russia Postodés compliance function

475. The Russian system provides the AML/CFT compliance officer and other authorised
officials with appropriate access to information required in carrying out their dilgke there is no

specific provision regjring timely access, there are various regulations and decisions which require
financial institutions to allow compliance officials unimpeded access to all relevant information
needed to implement internal controls. BoR Regulation 2d&ion4.10 require Cls to create
conditions that would allow compliance official
ensure the full discharge of their duties to implement internal control procetiutester No. 99T,

the BoR calls for Cls to allow the AMCFT compliance officer to access any administrative or
accounting documents; access any premises where data, cash, or computer processing equipment is
stored; and order the temporary suspension of an operation in accordance with all Russian legislation.
Order 104 calls for no€l FlIs to designate officials to receive information and documents from other
employees in the organisation as well as all documents required to ensure implementation of the
institutions® i ntFerthesdurities seatdr,the tespgnsibbe gfficialnhasehe right

to request any documents or information from any employee and to access any databases of the
institution (FSFM Regulation No. 88/pzn, item 5.1)

Independent Auditrogramme

476. The AML/CFT Law requires finacial institutions to establish the necessary organisational
units to feffectively implement the internal control programme. Various orders, directives and
recommendations instruct FIs to vest the compliance officer with the responsibility to organise and
implement programmes to ensure and verify compliance with internal control rules. The compliance
officer is also responsible for providing a report at least annually to the head of the organisation on the
results of the independent audibgrammeWhile there is no explicit requirement in law, regulation,

or other enforceable means that the independent audit programme must be adequately resourced, this
requirement is implied by the repeated emphasis in the various laws, regulations and guidance
regardinghe need for the auditing function to be effective and comprehensive

109



477. Article 42 of the Law on Banks and Banking Activities (No. 39%stablishes that all Cls

must have their statements and reports examined and verifielicbpsedauditing organisatio every

year. The | aw specifies that these annual audit ¢
IC requirements and other mandatory norms established by the BoR, but this requirement appears to
apply broadly to compliance with both prudehtiad AML/CFT matters. The auditing organisation

must send its findings in writing to the BoR within three months of the presentation of the credit
organisationd6s annual report to the BoR. Audito
compliancewith all current legislation, including all relevaML/CFT Laws'*.

478. Order 613/r (p. 5.6) requires al/l securitie:
i nspection (audit) of the internal cont Mhel syst
audit function should cover the organisation and implementation of both internal and external audit
programmes, as well as a procedure for dealing with gaps identified by auditors. All other Fls are
otherwise obligated under the Law on Auditing AdivNo. 119FZ to conduct an independent audit

on their activity.Ministry of Finance Letter No. 005-06/302, dated December 19, 2006, specifically

instructs all auditors to ensure that all audited entities also ensure compliance with AML/CFT
legislation.

479. ROSCOM Order 459P, section 4.4 states that the Head of Security of each branch must
submit quarterly written reports on the implementationtted p o st a | branchos i nt
procedures to the main Security Directorate of Russia Phste is no infamation to indicate that

Russia Post uses these quarterly reports from the branch offices to conduct an independent audit of
countrywide implementation of internal contrpfogrammes

Training Programmes

480. The AML/CFT Law as well as various regulations arnldeo enforceable means establish
clear requirements for all Fls to establish AML/CFT training programmes for relevant staff. Order No.
715% lays out the requirements for n@ Fls to train and educate personnel in identifying
customers and beneficiarissispected of engaging in ML/FT. Both the BoR and the FSFM have
issued guidance to Cls and participants in the securities markets recommending the establishment of
regular training programmes for employees on AML/CBOR Instruction 148&) instructs Cls to
establish a list of structural units within tbeganisationrwhose employees must undergo AML/CFT
compliance training. The Instruction notes that this list should include, at a minimum, the following
units: AML/CFT compliance unit, all units involved inaiking operations and other financial
transactions, legal units, the safety department and the internal control depaBesed. on
interviews with various representatives from the financial sector, most institutions have established in
house training pgrammes and/or provide opportunities for employees to attend training conducted by
the FIU or the relevant supervisory body. Of those banks visited during #itee@ssessment, all had
programmes in place to ensure that all employees, including teli@rllahose involved in monetary
operations as well as those directly responsible for AML/CFT compliance, receive training on
AML/CFT.

481. ROSCOM Order 459P requires fipersons responsi
at least once a year on AMLFT and internal controlsOnsite interviews with postal branches

indicated that awareness of internal conppobgrammeswas low, indicating that few employees

beyond the security staff receive any extensive training on AML/CFT compleiageammes

482. While training seems to be offered across the B&arthe evaluation team perceived a
particularly heavy focus on AML, with less of an emphasis on the warning signs associated with
terrorism finanng beyond checking the national list of terrorists and exs&nirhe team also noted

103 MoF Letter no. 070506/302, of 19.12.2006.
104 Government Order no. 715, 01.12.2005.
195 For example, Rosfinmonitoring trained 11 424 FI staff between 2086 on the AML/CFT Law.
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that almost all private sector representatives spoken to had a suffesgodd knowledge of the legal
requirements, but very few could give an example of the kind of ML or TF cases seen in their sector
nor could they explain thglL and TF threats relevant to their businesses.

Screening Procedures

483. The AML/CFT Law charges the BoR with determining the qualifications for employees
responsible for ensuring compliance with the AML/CFT system. Order 104 instructs @l fdg to
estallish qualification criteria for AML/CFT compliance officials that are in line with the
requirements set forth by thgovernment Order 715 and BoR Directive 1486 actually set forth
these requirements for all Fls (e.g., responsible officials must hagher leducation, the appropriate
training on AML/CFT to complete their duties, no criminal record, €Tthys, the requirementsr
screeing employees responsible for AML/CFT compliance are clear, bute tlee no broader
screening requirements for alinployees of an FIAs the Russian authorities admitted that most
money laundering schemes in Russia could not take place without the complicity of financial
institutions, the evaluation team viewed this lack of broader screening requirasardsficieny in

the overall AML/CFT regime

Effectiveness

484. The legislative and regulatory framework adequately covers all FIs in requiring the
development, implementation, and enforcement of internal control programmes. Based on statistics
provided by the regulators avell as orsite interviews with representatives from the various types of
financial institutions operating within Russia, Cls appear to have the mosiefieléd and adequately
implemented internal control programmes in place. As Cls are arguably gteheavily regulated

sector with respect to AML/CFT compliance, available statistics and anecdotal accounts from the
regional supervisors show that the BoR has levied a correspondingly high number of violations
stemming from insufficient or inadequate imal control programmes.

485. The evaluation team had a more difficult time determining the effectiveness of internal
control programmes in ne@l Fls. Securities market participants and insurance companies appear to
have wellstructured programes. The evaludon team met with a leasing company that appeared to
have a comprehensive internal conpobgrammein place.However, the company only carried out
operatioml leasing which is not within the FATF definition of financial leasing, thus the evaluation
teamwas not able to discuss issues relevant to effectiveness with this type of financial institution.
Regarding ICs at Russia Post, both ROSCOM and representatives from Russia Post confirmed that the
security department of each branch and regional officesponsible for developing, implementing

and auditing the internal control programme, but the small humber of violations seems inconsistent
with the size of Russia Post. Also, -site interviews with postal representatives revealed an
inconsistent understdimg of the internal control requirements set by ROSCOM, calling into question
the effectiveness of the trainimgogrammeas well as the internal control procedures themseAgs.
internal controlprogrammeshave, in theory, been in place at Russia Pistes2005, Russia Post
should have been able to demonstrate fuller compliance with internal control procedures during the
on-site interviews

Recommendation 22 (Foreign Operations)

486. The AML/CFT Law does not include any provisions regarding foreign opesatibRussian

Fls. The Banking Law permits Russian Cls to open branches, subsidiaries, and representative offices
provided that certain capital requirements are met and the BoR grmgssion (Banking Law,

article 35). According to the BoR, Russian ©fserate 13 subsidiaries in Europe and Central Asia;

five branches located in China, India, Cyprus, and Gresmug 4 7representative offices throughout

the world
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487. The Banking Law also states that subsidiaries (not branches) must abide by the requirements
of the BOR, so it could be inferred that foreign subsidiaries must apply the same AML/CFT provisions
as the parent institution. Letter-99 issued by the BoR recommends that Cls with foreign branches
establish requirements to observe kmgar-customer pnciples in compliance with the laws of
Russia at a minimum, but that branches should apply the laws of the country with the higher legal
standard. However, this only relates to KYC, not to oBi/CFT requirements. The BoR has
issued Instruction No. ZB%, but this instruction was not intended to deal with AML/CFT matters and
applies solely to prudential considerations

488. The BoR has not issued any guidance or instruction requiring Cls to apply a higher standard
of vigilance for foreign operations in cawies that do not or insufficiently apply the FATF
Recommendations. Instead, the authorities have argued that the BoR Wiensg the creation of a
subsidiary or a branch on the territory of a state that does not participate in the internationaFAML/C
regime, as determined by the f&{vCurrently, this provision is only linked to those countries on the
FATF NCCT List. As this List does not name any jurisdiction at present, this provision does not
sufficiently address the situation of those countriest indeed do not have adequate AML/CFT
regimes in placelf a Cl has already receivedliaenceto operate in a country where the AML/CFT
situation deteriorates below an acceptable level, the BoR states that this circumstance would be taken
into considertion whent h e li€@hcécemes up for renewal (every one to three years)

489. There is no specific provision instructing foreign branches or subsidiaries of Russian
institutions to inform the BoR should the local laws or conditions inhibit compliance wihsRu a 6 s
AML/CFT Law. Russian authorities stated, however, that no foreign operation has encountered such a
situation to date.

490. The evaluation team was not given any information about the rules for foreign branches and
subsidiaries of nofl Fls, even thoughthe evaluation team learned from meetings with
representatives from the insurance and securities sectors that they do have foreign branches and
subsidiaries. Therefore, the evaluation team considers that this area is not covered.

Effectiveness

491. The currentegulatory framework governing foreign operations of Cls is vague, at best, on
AML/CFT matters, and requires financial institutions to infer their obligations with respect to foreign
operations from regulations not specifically linked to AML/CFT matterse Tack of specific
guidance requiring Cls to apply a higher standard of vigilance in countries that do not have adequate
AML/CFT programmesn place puts those Russian Cls with foreign operations at risk to violations of
Russi abds AMLThedvalatian eegm dmes not view the normal licensing renewal process

as an adequate means of addressing those situations where a ClI finds itself operating in a country
where a significant deterioration in the AML/CFT regime has occuAeduch, the current legand
regulatory regime governing foreign operations of Cls is not effective or sufficient in meeting FATF
standards.

492, As the current regulatory framework does not adequately cover foreign operationsQIf non
financial institutions, the evaluation teanmpat assess effectiveness of these sectors

3.8.2 Recommendations and Comments
493. The Russian authorities should ensure that all Fls establish and maintain internal procedures,

policies and controls to manage both AML/CFT and prudential risks, and to émsutkeese policies
and procedures are comprehensively communicated to all relergotbyees. Financial institutions
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and supervisory bodies should also ensure that tragmogyammesncorporate case studies and other
practical demonstrations of both may laundering and terrorism finang so employees are better

able to detect signs of ML and FT when they octMith respect to terrorism finaimy, Fls and
supervisory bodies should amend internal conpralgrammerequirements to incorporate a more
conmprehensive approach to CFT beyond the current practice of simply checking the list of designated
entities.

494, The Russian authorities should enhance existing provisions regarding employee screening
procedures to ensure that all employees of Fls can beisoffic screened. Considering that the
Russianauthoritiesbelieve that money laundering in Russia could often not take place without some
complicity on the part of a financial institution, screening procedures should take criminal records into
account, butshould also assess the vulnerability to corruption of each employee or group of
employees.

495, The assessment team urges ROSCOM and Russia Post to take proactive and comprehensive
steps to ensure that all employees at all branches of Russia Post acrossnthe lave a good
understanding of t pregraRnoesvithrespedt to tARLY/QF B flequicrmenmts of o |

the ICP, and that compliance units are sufficiently trained and fully implementing all legal and
regulatory requirements related to AML/CFThe Russian authorities should work closely with
Russia Post to ensure that the independent gudgrammeis being carried out effectively and
comprehensively at all branches to verify compliance with internal control requirements across the
country.

496. The Russian authorities should consider harmoniding existing legal and regulatory
framework to ensure that all foreign operatidnboth branches and subsidiarieof Russian Fls
observe RussiaAML/CFT requirements. Existing guidance for credit instdns on managing the

risk associated with foreign operations should be expanded to address ML and TF risks as well as
prudential risks. Russian regulators should consider issuing specific guidance to Russian credit
institutions regarding the need for inased vigilance over foreign operations in jurisdictions that do

not (or insufficiently) apply the FATF recommendations. As the Russian banking sector continues to
grow and expand into the international financial sector, it will become increasingly intpfmtan
Russian Cls to clearly and fully understand the AML/CFT requirements that apply to foreign
operationsFurther, Fls should be required to inform its Russian supervisor when a foreign operation
is unable to observe appropriate AML/CFT measures becdlseal conditions

3.8.3 Compliance with Recommendations 15 & 22

Rating Summary of factors underlying rating

R.15 PC 1 Internal control procedures governing terrorism financing lack a comprehensive
treatment of CFT, f ocusiisttbga sad dbo sat p perxad

1  Training programmes of Fls focus too heavily on legal requirements under the
AML/CFT Law, rather than on practical case studies of ML and TF, diminishing
the effectiveness of the programmes.

1  Screening programmes are not broad enough, do not cover all personnel and do
not focus on country specific risks, diminishing the effectiveness of the
programmes.

1 Russia Post could not demonstrate effective implementation of internal control
programmes at all branches.

R.22 NC 1 The legal and regulatory framework does not consistently apply the requirement
to abide by Russian AML/CFT Laws and regulations to both foreign branches
and subsidiaries.

1 Existing guidance on foreign operations of Cls applies only to prudential risks,
not to AML/CFT requirements.

1 There is no requirement for increased vigilance over foreign operations in
jurisdictions that do not or insufficiently apply FATF recommendations.
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Rating Summary of factors underlying rating

1 There is no specific requirement to inform the Russian regulator when a foreign
branch, subsidiary or representative office is unable to observe appropriate
AML/CFT measures.

1 Foreign operations of non-credit FIs are not covered by the existing regulatory
regime, thus effectiveness of the current legal framework cannot be assessed.

3.9 Shell banks (R.18)
3.91 Description and Analysis

497. The Banking Law sets out certain requirements that must be met to establish a bank which
effectively prohibit shell banks from operating withRussia Article 1 establishes that a credit
institution must be a legal entity with physical address in Russia. All credit institutions must be
registered with and have a licence issued by the BoR, and the BoR must affirm that the management

of the bank is meeting Russian #Afit and egsropero
for all credit institutions and has the sole authority to grant and revoke bdiddnges If the BoR
determines that a bank provided false informatic

operating licence.

498. Only Cls have the right tmaintain correspondent relations with banks. According to item 5
of article 7 of theAML/CFT Law, Russian credit institutions are prohibited from establishing and
maintaining correspondent relations with shell banks. Russian credit institutions aregalisedr to

take appropriate measures to ensure that they do not establish relations with foreign respondent
financial institutions that allow their accounts to be used by shell banks.

Effectiveness

499. The evaluation team saw no indication that shell ban&sogerating on the territory of
Russia Further, interviews with representatives from credit institutions revealed that Cls are well
aware of the prohibition against the establishment of correspondent relationships with shell banks.
3.9.2 Recommendationand Comments

500. This Recommendation is fully observed.

3.9.3 Compliance with Recommendation 18

Rating Summary of factors underlying rating

R.18 C 1 This Recommendation is fully observed.

3.10 The swervisory and oversight systemi competent authorities and SROs, Role,
functions, duties and powers (including sanctions) (R.23, 29, 17 & 25)

3.10.1 Description and Analysis
Recommendation 23 (Regulation and supervision)
Regulatory framework (designated authorities)

501. AML/CFT regulations are set out in the AML/CHIaw which applies to all financial
institutions (Art. 2 in connection with Art. 5 AML/CFT Law).
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502. The following designated supervisory authorities have responsibility for ensuring that the
financial institutions adequately comply with the requirements tdabiL and FT. See also section
1 of this report.

503.  The BoR is the supervisor for Cls, which includes-bank CIs'®,

504. The FSFM is the supervisor for the securit
participant so) , nomgoveransentipensian fuidd®n d s and

505. The FISS is the supervisor for insurance organisations and insurance 'Hfokers
506. ROSCOM is the supervisor for Russia Post (MVT)

507. Rosfinmonitoring is the supervisor for leasing companies and payment acceptance and
money transfer servicéartcle 13.1 of the Banking Law}*

Criminal ownership

508. Russia has been criticised in past mutual evaludfibfer being vulnerableo criminal
ownership of financial institutions. While in the first report, it was found that organised crime might
have pengated the banking sector, the second report explicitly mentions the possibility that
clandestine ownership of banks by organised crime was present, despite statutory provisions.

5009. Disturbingly, Russia has not chosen to alter its laws to solve this issuen Wmatural or

legal person, through a single or multiple transactions, acquires more than 1% of the share equity of a
credit institution, the BoR must be notified. If more than 20% is acquired, prior consent of the BoR is
required (article 11 Banking Laand article 61 BoR Law). The BOR must communicate its decision
within 30 days of notificati on, and a refusal n
defined in article 11 of the Banking Law. It should be noted that criminal links or tmagcidymay not

be a reason for refal, except in some casesd.a conviction for intentional bankruptcy, inflicting

loss on a credit institution)f the BoR does not reply to the request within 30 days, it is implicitly
considered that consent has begiwven. Furthermore, these requirements do not extend to
circumstances where a person owns less than 20% of the capital of the shares (stakes), but more than
20% of the voting rights, therefore, solely covering nominal ownership, but not control. In mdditio

the Banking Lawdoes not contain further provisions about beneficial ownership. Taken together, all

of these factors appear to indicate that the legal framework in Russia is not sufficient to help prevent
criminals from gaining ownership or control ofsC

510. While previous mutual evaluations have pointed to the possibility of criminal ownership of
banks, the current evaluation team found that, through discussions with supervisory authorities, some
banks are in fact still believed to be owned and contrdledsuspected) criminals and their front

men. The authorities also indicated their strong and longstanding desire to obtain the necessary
supervisory instruments to deal with this issue. However, legislative changes have not yet addressed
this clearly idatified weakness

198 Federal Law on the BoR of 10.07.2002 no-F8and Federal Law on Banks and Banking Activitiés

02.12.1990 no. 39% (Banking Law).

199 Federal Law no. 3%Z of 22.04.1996 on the Securities Market, the Federal Law no-FZ56f

29.11.2001 on Investments Funds and Federal Law RBZ#&h NonState Pensions Funds of 12.02.2001.

10 Federal Law no40151 of 27.11.1992 on the Organisation of Insurance Business in Russia.

11 Federal Law no. 176Z of 17.06.1999 and Federal Law no. #260of 7.7.2003 on Communications.

12 Government Regulation no. 28, 18. 0 bistifgGattiesin 03 . 11 .
Rosfinmonitoringo.

13 Second Mutual Evaluation Report of Russia (of 6 July 2004), Moneyval Committee of the Council of
Europe.
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511. With respect to the ne@l Fls, including those who offer money transfer serviaed

leasing companieghere are no provisions regarding persons that hold a significant or controlling
interest. This is also a longstanding concern ofriternational community. While the laws that apply

to Cls at least create a legal framework, albeit without addressing criminal control adequately, the Law
on the Securities Markets and the Insurance Law are completely silent on this issue and thus do not
provide such a legal basis at all.

Fit and proper test

512. Persons who intend to hold a management function in a credit institution (including non
banking credit i nstitutainanP)r ompes tdo Hell.]tand 6eBd Rt o -
BankingLaw). This applies to the members of the board of directors (supervisory board), the head of a
credit institution (the CEO, his deputies, and the members of the general management), the chief
accountant, deputy chief accountants of a credit institution awdtlads head, deputy heads, chief
accountant, deputy chief accountants of a branch of a credit institution. Candidates for the mentioned
positions must meet qualification requirements established by federal laws and corresponding rules
(other enforceable maa) of the BoR with respect to fithess (expertise): higher education, working
experience; with respect to properness (integrity): no convictions for economic crimes, business
reputation, etc.

513. Similar fit and proper requirements apply with respect to geif@mal securities market
participant§', joint stock investment fun#S and normstate pension fun#§. There are some
requirements for the insurance settohowever, these fit and proper requirements do not extend to
the members of the supervisory bodrtere are no fit and proper requirements with respect to leasing
companies and commerciaiganisationsccording to article 13.1 Banking Law

Effectiveness of criminal ownership and fit and proper test

514, The procedures with respect to fit and properstésivhere required are effective. All
relevant authorities are aware of the legal requirements and apply them in practice.

515. However, all the authorities need more legal powers vafipect to preventing criminals
from controlling financial institutions, espatly against the background of the importance of this
issue for Russia (see section 1).

516. As already recommended in previous mutual evaluation reports the FISS and the FSFM
urgently need the power to check those who have a significant or controlling tsteradinancial
institution and their beneficial owner$he same is true for Rosfinmonitoring regarding leasing
companies and commerciatganisationsaccording to article 13.1 Banking Lawhis is for the
moment probably less relevant for ROSCOM beeahsg state owned Russia Post is today the only
licensedinstitution in this area. Nevertheless, in theory it would be possible to issue such licences for
other institutions. As the FIS&SFM and Rosfinmonitoringlo not have the competence to check
majorshareholders, they do not do so in practice.

517. The BoR is acutely aware of the need to preclude criminals from gaining control of credit
institutions. Thisalsoe xt ends t o checking whether the ownersb
However, the leggbowers of the BoR need to be strengthened. The threshold of 20% appears too high

and should be lowered (even though this is not a direct requirement of the FATF Recommendations)
taking into consideration the enhanced risk Russia faces in this aresady aé®ommended in earlier

114 Article 10.1 of the Law on the Securities Market and item 3 of Government Decision no. 432 of

14.07.206 on Licensing Individual Types of Activity in Financial Markets.

115 Article 8 of the Law on Investment Funds and item 3 of Government Decision no. 432.

116 Article 7 of the Law on NotState Pension Funds and item 3 of Government Decision no. 432.

17 Article 2, 32.1 and 32.3 of the Law foriressurance, mutual insurance, insurance brokers and insurance
actuaries.
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reports. In addition, it should be clarified that every person who, directly or indirectly, holds more than
10% of the shares or the votes of a credit institution should be checked as a major shareholder.
Furthermore, it shouldéoclarified that the BoR may refuse an acquisition if the concerned person was
convicted for having committed a financial crime.

Core principles

518. All the financial institutions subject to the Core Principles lax@nsed(article15 Banking

Law, article 39Law on Securities Market, article 2, 38 and 44 Law on Investment Funds, article 7
Law on NonState Pension Funds and article 32 Insurance Law). The huge size of phasesaa
significant challenge to all the Russismpervisory authorities. Each supervigorepresented in each

of the 7 Federal Districts (see section 1). For all supervisors, the Central Federal District (Moscow)
has the largest number of FIs registered.

519. The procedure for scheduling -site AML/CFT visits for the following year is basital
identical for every sector. All the regional supervisory authorities in the Federal Districts propose a list
of Fls to be inspected. Thereafter, a consolidated plan is drafted lnedldguartersbased on the
regional proposals. If necessary, the ctidated plan may be changed. In addition, the head of a
regional office has the power to undertake unscheduled inspections. The regional offices report on a
regular basis to the central office. In addition Rosfinmonitoring sends targeted information to the
relevant supervisory authorities in relation to specific fiigh entities that it has identified through
analysis of the FIU database.

520. In recentyears, the following number of esite visits have been carried out.
Number of on-site visits 2003 - 2006

Institutions (total number as October Year Number of on-site Of which

2007) visits unscheduled

Credit institutions (1 149) 2003 1699 Unknown
2004 2592 Unknown
2005 1425 Unknown
2006 1419 Unknown

Securities management companies 2003 171 Unknown

(including pension and investment

funds) (2 164) 2004 209 Unknown
2005 198 Unknown
2006 235 Unknown

Insurance (863) 2003 Unknown Unknown
2004 138 Unknown
2005 164 Unknown
2006 168 Unknown

521. The objective of the BoR is to conduct AML/CFT inspens for all Cls at least once every

18 months. The figures above demonstrate that this goal is met in practice. If necessary, the BoR also
carries out unscheduled inspections. The evaluators got a sample inspection report, which showed into
how much detil the inspections of the BoR go. It appeared that at least the sample report was very
comprehensive. Overall, the evaluators concluded that the supervision carried out by the BoR works
well and is effective.
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522. The FSFM attempts to inspect all institutiomsder its authority at least once every two
years. The figures above show that this goal is not reached in practice. On average, every securities
market participant is only inspected once in nine to twelve years. Also with respect to the FISS, the
goal that all insurance companies are inspected for AML/CFT matters at least once every three years
could not be met. The figures above show thah averagé every insurance company is inspected

only once in five to six years. It should be noted that Rusglashbmitted different figures for its
MONEYVAL Progress report 2008 for the insurance sector (18¥pections in 2004 and 56
inspections in 2005) which calls into question the accuracy of these figures. The Russian authorities
indicated that the differemdn figures is due to the fact that the figures inM@NEYVAL follow-up

report do not contain offite inspections, as requested by the FATF evaluators. In addition, the figures
for 2005 (56 inspections) refer to the 1st half of 2005 only.

523. In addition, the inspection reports the evaluators got from the FSFM and the FISS as a
sample were much less comprehensive than the one from the BoR. To enhance the effectiveness, both
authorities should carry out more-site inspections related to AML/CFT to ensthrat all institutions

are inspected at least once every three years. In addition, both authoritiesi shouddrisk basi$

carry out more targeted-itepth thematic reviews.

Money or value transfer and money exchange services

524. Persons providing money ourrency changing services mustlisensedby the BoR. Thus,

such services can only be offered Gis. In practice, exchange offices that are structural units of
credit institutions offer such money or currency changing services (Banking Law, articlesg6).

Foreign exchangeervices are monitored by the BoR, as any other CI. However, there are no separate
statistics available with respect to the numberfaséign exchangeelated orsite inspections that
concern exchange offices. The number of thesghange offices is constantly decreasing (2003: 4
237; 2004: 3 361; 2005: 2 835; 2006: 2 182; 2007: ).4lf%e remaining 1 475 exchange offices are
owned by 229 Cls.

525. Cls that provide MVT services are supervisedtiny BoR. As of December 2007,185

banks and 43 non banking credit institutions had the right to provide MVT services in Russia. These 1
135 Cls include 3 474 subsidiaries, 18 275 additional offices (cannot be located outside the
jurisdiction of the competent regional office of the BoBg8 operational offices (may function on the

entire federal district where the branch is located, but restricted in the types of transactions), 14 754
operational cashiers and 1 471 cradishiers offices (both even more restricted in the types of
transactionshey may conduct).

526. In addition, certain commercial orgaations that provide specific types of services but are

not Cls have the right to carry out money transfer serviceBowita banking licence (artick3.1

Banking Law; see section 3.11). Russia iempénted a registering requirement with Rosfinmonitoring

for such orgarsations onlyon 3 November 2007after the first FATF orsite visi). On this date,
Government Regul ation No. 28 AOn the procedure
amerded accordingly. During the first onsite visit, the BoR mentioned that these commercial
organiations pose a big risk and that a system should be implemented to mitigate tkisdeski83n

that gave Rosfinmonitoring the power to supervise certain enfior AML/CFT purposes (including

leasing companiesyvas replaced by Order 144 onN@&vember 2007, adding these commercial
organgations to the list of entities to be supervised by Rosfinmonitoring.

527. According to Rosfinmonitoring, as of January 2008, thewxe 58 such organisations
registered, 9 supervisory visits took place in November and December 2007 and 271 operations, which
were not reported to the FIU were detected, as well as infringements of internal control rules. The
system to register anslipewvise commercialorganisationsaccording to article 13.bf the Banking

18 \www.coe.int/moneyval.
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Law is very young and thus it was not possible to evaluate its effectiveness. There is a need to
consolidate this system

528.

Furthermore, Russia Post is allowed to offer money transfeticesr Russia Post is

registered with ROSCOM (article 29 of the Law on Communicati@wiernmentResolution No.
318; PresidentiaDecree No. 320).

529.

Russia Post is supervised by ROSC®\VHowever, it remains unclear for the evaluators if

the mentioned legdbasis is sufficient (cf. R. 29As of October 2007, 94liranches of Russia Post

and 40678 post offices existed. According to the authorities, every branch of Russia Post should be
inspected ossite at least once every two years. The below mentionedcefiggirow that this goal has

not been reached and that every branch is only inspected once in five to six years regarding AML/CFT
issues (at the same time the transactions of post offices can be checked as well). In addition, according
to the documents thatvere presented to the evaluators to show the content and the depth of the
inspections, the inspections are rather superficial and need to become more thorough to make them
more effective. Some of the authorities in the regions mentioned a serious ltafk of s

Inspections of Russia Post by ROSCOMs
Year To_tal num_ber of Total number of AML/CFT inspections Number of orders
Inspections Scheduled Unscheduled d:ec:‘ig?;r:ﬁ?;s
2005 864 459 37 76
2006 1663 46 141 10
2007 1058 34 117 8
Total 3585 539 295 94
530. Leasing companies are registeredd aupervised by Rosfinmonitoring. The following
number of AML/CFT ossite visits have been carried out in the last years
Inspections of leasing companies by Rosfinmonitoring
The total number of leasing companies is 2 690
Year On-site visits Of which unscheduled
2003 60 Unknown
2004 203 Unknown
2005 220 Unknown
2006 329 Unknown
Total 812 Unknown

531.

compared to other non ClI sectors.

Thesefigures mean that a leasing company is visitaty oncein abouteight to 13years.
This seems to bansufficient, also bearing in mind thather largenumber of mandatory control
reportsand STRsrom leasing companies and thus, the supposed potential higher risk in this sector
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Recommendation 25
Guidelines for financid institutions

532. Except for some limited guidance issued by Rosfinmonitoring (explanation of the law and
typologies), no guidance has been issued. Not surprisingly, hardly any FIs had any knowledge of what
constitute ML or TF, beyond the legal requiremetithe AML/CFT Law.

Recommendation 29
Power for supervisors to monitor AML/CFT requirement

533. According to article 56 of the BoR Law, the BoR is the body in charge of banking regulation
and banking supervision in Russia. According to article 73 of the BoR lmawrder to fulfil its
regulating and supervising functions, the BoR inspects Cls (and their affiliates), addresses instructions
to them to eliminate exposed violations in their activities and imposes sanctions against the violators
in compliance with ta BoR Law.At thefirst glance, it seems as if the BoR has adequate powers to
monitor and ensure AML/CFT compliance and to conduesitsninspections. However, as already
identified in a previous mutual evaluation repdtNEYVAL ), the BoR Law still limis the BoR in

the number of oite inspections it can carry out over a certain period. This limits the flexibility and
the ability of the BoR to intervene, but it also provides temporary immunity from supervision to Cls,
which is not in accordance withalFATF Recommendations (BoR Law, article 73f5)

534. The FSFM and FISS have adequate powers to monitor and ensure AML/CFT compliance
and to conduct osite inspection$’. The evaluation team was told that the powers of ROSCOM are
based on article 27 of the Coranication Law, on Government Regulation 354 &wlvernment
Decision 110.However, these provisns seem not to contain a sufficient basis with respect to
controlling the full set of AML/CFT requiments. Government Decision 1d€als mainly with
electroniccommunication issues. Item 5.3.1.2.5 of Government Regulation 354 is limited to the

fobservance by federal post al communi cation or ga
provision of information on money transactions subject to contratruting legislation oRussia and
al so the organisation of internal <control by the

535. The power of Rosfinmonitoring to monitor and ensure AML/CFT compliance with respect to
leasing companies and commeraiafjanisationsaccording to articledl3.1 Banking Law is based on
Order No. 144 that replaced Order No. 183n on 9 November. 2007

Powers to compel production of records
536. The BoR has the power to compel direétiywithout a court order production of and access

to all records, documents orfémmation relevant to monitoring compliance. The same is true for the
FSFM*?2,

200 The Law reads as follows: fdln the discharge of t he
supervision, the BoR has no right to carry out more than one check afetfieinstitution (of its affiliate) on

one and the same questions over one and the same period of activity of the credit institution (of its affiliate), with

the exception of the cases provided for by the present Article. The check may include onbafs/efyactivity

of the credit institution (of its affiliate) precedin
2L Article 40 and 42, Securities Law, article 55 of the Law on Investment Funds, article 34 of the Law on
Non-State Pensions Funds, Presideriiatree no. 314 and Government Decision no. 317, article 30 Insurance

Law and Government Decision no. 330.

122 Article 73 BoR Law and Instructions of the BoR no. 40&rticle 44 of the Law On securities market,

article 55 of the Law on Investment Fundsl&5FM Order no. 0208/pzn fiOn approving t he Re
conducting inspections of organisations, supervision and control for which the FSFM is the authorised body to
exercise control an®46upervisiono (items 3.4.3
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537. The FISS can request information as might be required to pursue insurance supervision,
except for information deemed protected by banking secrecy provisions. The assessmémtriéam
however, t hat this exemption is not related to
influence the powers of the FISS (see also description of Recommendation 4)

538. ROSCOM seems to have no such powassGovernment Decision 110 does apply with
respect to AML/CFT supervision.

539. Rosfinmonitoring has access to all relevant data of leasing companies and commercial
organisationsaccording to article 13.1 Banking Law pursuant to Order No. 144 that replaced Order
No. 183n on 9 November 2007

Powers of enforcement and sanction

540. For AML/CFT purposes, the supervisory authorities can independently impose the sanctions
listed in the table below. In addition, all supervisors can request Rosfinmonitoring to levy a fine
against the FI and the managemeor disqualify (for up to three years) directors or senior
management for necompliance with a supervisory instructig

Powers to sanction and fines

Type of sanction BoR FSFM FISS ROSCOM
Sanctions 1 Fine up to|]T No power to|f No power to|f No power to
against Fls for EUR 5 000 for Cls impose fines impose fines impose fines
violation of and up to
AML/CFT- EUR 500 for non
requirements bank Cls (article

74, pl BoR Law)

T Amount is

multiplied by ten if

the violation is not

eliminated  within

the time period

fixed by the BoR

or if the violation

has created a real

threat to the

interest of the

customers (article

74, p 2 BoR Law)
Sanctions 1T No power to|f No power to|fT No power to|f No power to
against directors impose fines on impose fines or impose fines or impose fines
or senior officials replace officials replace officials or replace
management for officials
violation of
AML/CFT- 1 Power to replace
requirements officials in cases

of article 74, p 2

BoR Law
Restriction of the [ Upto 6 monthsin|] No direct power|Y No direct power|q No direct
licence for cases of article for the supervisory for the supervisory power for the
violation of 74, p 1 BoR Law authority for authority for supervisory
AML/CFT- AML/CFT- AML/CFT- authority  for
requirements . purposes purposes AML/CFT-

T Up to 1 year in purposes
cases of article 74
1 Indirect power via |y Indirect power via

123

Article 19.5 and 15.27 @le of Administrative Offences.
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Powers to sanction and fines

Type of sanction BoR FSFM FISS ROSCOM
item 2 BoR Law Petition Court and Petition Court and | § Indirect power
Rosfinmonitoring Rosfinmonitoring via  Petition
for 90 day for 90 day Court and
suspension suspension Rosfin-
(article 3.12 CAOQ) (article 3.12 CAO) monitoring for
90 day
suspension
(article 3.12
CAOQ)
Withdrawal of the | BoR may revoke | FSFM may revoke |1 Not possible for| T Not possible
licence for a licence for a licence for AML/CFT- for AML/CFT-
violation of repeated (one repeated (one purposes purposes
AML/CFT- year  minimum) year minimum)
requirements violations of violations of article

article 6 and 7 6 and 7 AML/CFT
AML/CFT Law Law (except for

(except for not not filing a STR)
filing a STR) (article 44 i. 4 Law
(article 20 p. 1 on the Securities
Banking Law) Market).

1 Licence cannotbe [ No corresponding

revoked for other provision in the
reasons (article Investment Funds
20 p. 3 BoR Law) Law, in the Law

on Non-State

Pensions  Funds
or Decision No.
317

541. The powers tesanction, as well as the sanctions themselves, are inadequate. The BoR, the
only supervisor with some powers, indicated that their powers are too limited to effectively correct
compliance shortcomings. The evaluation team fully agrees with the view Bb&eThe FISS and
FSFM both denied having toanited powers, despite basically having no powers at all. It is unsure
why FSFM and FISS choose to deny lack of powers.

542. The BoR is the only supervisor in Russiaiebhis able to impose fines for violations of
AML/CFT requirements and to replace (disqualify) directors or senior management. Additional
indirect measures are available to supervisors to fine management and directors via Rosfinmonitoring
(article 15.27 CAO). However, the evaluation team is of theiopithat the supervisory authorities
should also have direct powers in such cases.

543. The maximum amounts available for fines against credit institutions for violations of
AML/CFT requirements are too low.

544, A withdrawal of a licence for violations of AML/CFiiequirements is possible only in the
banking and in the securities sector, and only for repeated violations during one year, with the notable
being failure to file an STRwiththe FIU I n t he eval uatorsdéd view, t he
STRs ad the precondition to have repeated violations in the course of one year unduly restricts the
effectiveness of this measure and should therefore be abolished. In addition, it should be made clear
that every supervisor has the competence to withdraw tkackcof its financial institutions for
violations of AML/CFT-requirements.
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545. The MONEYVAL Second Mutual Evaluation Report recommended that Russia grant the
BoR power to withdraw a licence when the owners or controllers are convicted for criminal or
economicoffences. This issue has not been resolved since then. The situation is the same for the
FSFM, the FISS and ROSCOM.

Effectiveness

546. The BoR imposed the following sanctions in the last years:

Measures and sanctions applied by BoR (all figures)
Year Numbers
Summary of deficiencies and breaches presented to the 2003 353
management of the institution) 2004 459
2005 385
2006 343
Instructions to eliminate identified breaches identified during 2003 135
an on-site visit within a fixed term 2004 142
2005 373
2006 389
Limit certain operations and restrict opening of new branches 2003 7
2004 71
2005 238
2006 529
Penalties applied by BoR (only applied to legal persons 2003 81
2004 105
2005 284
2006 232
Licences revoked 2003 0
2004 2
2005 14
2006 51

Measures and sanctions applied by BoR (summary)
Year On-site visits Total of sanctions
2003 1699 576
2004 2592 779
2005 1425 1294
2006 1419 1544
547. In addtion, Rosfinmonitoring applied siganctions in relation to credit institons in 2004

2006, two of which were fines imposed on senior management (on the basis of files submitted by the
Prosecution Authority
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548. The evaluators were told that, since 2002, the BoR had spent most of its time educating Cls
but that currently, strictesanctions are applied. This is reflected in the figures indicated above.
Nevertheless, the figures for 2003 and 2004 are not satisfactory because these include preventive
measures and instructions presented to eliminate violations. The figures fom20P60% prove that
progress was made and that today, the system to sanction credit institutions works effectively, despite
the defective legal framework.

549. The other supervisors for financial institutions imposed the following sanctions in the last
years.

Measures and sanctions applied by other supervisors (all figures)
FSFM FISS ROSCOM
Year Securities, Insurance Russia Post
investment and companies
pension funds
Number of orders for breaches of the 2003 141 0 0
AML/CFT legislation sent to
Rosfinmonitoring 2004 50 0 0
2005 45 1 4
2006 61 4 19
Number of orders on suspension of the 2003 6 0 0
licence for breaches of the AML/CFT
legislation 2004 0 0 0
2005 3 0 0
2006 7 0 0
Number of orders on annulment of the 2003 2 0 0
licence for breaches of the AML/CFT
legislation 2004 1 0 0
2005 2 0 0
2006 3 0 0
To compare: number of on-site visits 2003 171 0 0
2004 209 0 0
2005 198 164 496
2006 235 168 187
550. Rosfinmonitoring has levied the following number of fines against Fls and their eraaay

(some based on files received from Supervisors andPtheecution Authority The number for
leasing companies is substantially higher since Rosfinmonitoring is the sole supervisor for this sector.

Number of fines by Rosfinmonitoring
Year | Cls | Securities Insurance Russia Post Leasing Article 13.1 Bgnking Law
companies entities
2003 0 0 0 0 66 0
2004 3 1 0 0 229 0
2005 1 2 3 0 163 0
2006 2 7 13 1 295 0
Total 6 10 16 1 753 0
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551. These figures show that the system for sanctioningQloRls does not ark effectively,
especially with respect to the FISS and ROSCOM. The total number of sanctions does not appear to be
commensurate with the number of-site visits. The evaluators recommended that the FSFM, the
FISS and ROSCOM should carry out more andenargeted irdepth thematic reviews. The figures
regarding the number of sanctions seem to confirm that many of thiéeovisits carried out by the

FSFM, the FISS and ROSCOM are quite superficial.

552. While not a formal breach of the FATF Recommendationsjeeds to be noted that
ROSCOM will in practice never be able to revake single licence of the stabgvned monopolist
RussiaPost. Nonetheless, when asked during theiwnvisits, ROSCOM staff are always quite
happy to point at théact that revokig the licence was still the only measure they could take. All this
limits the effectiveness of the supervisory powers of ROSCOM.

Recommendation 17 (Sanctions)
Designation of authority to impose sanctions

553. The BoR is able to impose fines on credit instimé for violation of AML/CFT
requirementsThe law sets the fines in EUR and not in RUBe maximum fine is EUR 50 000 for
banks and EUR 5 000 for non bank Cls. These amounts do not appear to be proportionate or
dissuasive and should be raised substéyfjaiticle 74item 1 and 2 BoR Lawo. Article 11 Banking

Law).

554, In addition, for norcompliance with the AML/CFT Law requirements related to record
keeping requirements and in relation to mandatory threshold reporting and internal control measures,
the de of Administrative Offences envisages the following sanctions for designated FlIs (article
15.27)

1 Administrative fine for officials of 100 to 200 timesethminimum monthly wage of
RUB 2 300 (maximum equals approximately EUR 12 000).

1 For legal entities a fine of 500 to 5 000 timethe minimal monthly wage of RUB300
(maximum equals approximately EUR 300 000).

1 Administrative suspension of activities for up to 90 days.

555. Rosfinmonitoring is the competent authority for dealing with these cases, butasmgshoan

also be transferred to a judge for consideration, who can also suspend the activities of an institution for
up to 90 days (articles 3.12, 23.1 and 23@&&je ofAdministrative Offences). Such suspensions have
never been applied with respect ta.Fl

556. It was not obvious to the evaluators thdicle 15.27 of the Code of Administrative Offences
covers the main violations of the AML/CFT Law, particularly in the case of non compliance with
CDD requirements. The Russian authorities explained dhatle 15.27 contains a punishment for
breaches of internal control rules, which in the understanding of this term by Russian legislation (as
stipulated by the numerous Regulations and Instructioiseo@vernment BoR, Rosfinmonitoring

and FSFM) include a we range of requirements, including customer identification. However, the
evaluation team was not convinced by this explanation. In addition, while the maximum fine for legal
persons seems to be adequate, this is not the case with respect to officlaJsee€ir though it has

been increased from 6 000 to Q20 EUR

557. There are no criminal sanctions available for violation of the AML/CFT Law.
558. Pursuant tarticle 74 of BoR Law, if a Cl violates the legal requirements of the BoR, or if it

does not or incomptely submits required information, the BoR has the right to demand that the CI

125



rectify the found violation, to impose a fine on the ClI, or to impose restrictions on the performance of
the individual operations.

559. In addition, the BoR has the right to ordbe replacement of the managers of the ClI if the
latter fails tomeetdeadlines imposed by the BoR instructions referring to violations, as well as if these
violations or banking operations carried out by the Cl have created a real threat to the witéiests
creditors (depositors) (article 74 BoR Law).

560. The FSFM, the FISS and ROSCOM do not have powers to sanction their supervised entities
Scope and proportionality of sanctions

561. The range of sanctions available in Russia with respect to Cls includesnwwigirnings,
orders to comply with specific instructions and mrssion of the licence (artick BoR Law and
article 15.27 Code of Administrative Offences). However, the framework needs to be fine tuned to
ensure that it is applicabte AML/CFT breaches

562. A withdrawal of a licence for violations of AML/CFiiequirements seems to be possible

only in the banking and in the securities seaacept in cases where an FI did not fiteSTR with

the FIU or repeated violations during one year. In the evaldators i e w, the exception
filing of STRs and the preconditicl have repeated violations during one year is not adequate and

should be abolished. In addition, it should be made clear that every supervisor has the competence to
withdraw the licene of its financial institutions for violations of AML/CFT requirements.

Effectiveness

563. See Recommendation 29 above for an overview of sanctions and the ineffectiveness of the
framework for the noiCl Fls.

3.10.2 Recommendations and Comments
Recommendatior23
Banking sector

564. Russia should as a matter of urgendy strergthen the regime to prevent criminals from
becoming major shareholders in a Cl by amending the Banking Law to lower the threshold from 20%
to 10%2, by ensuring that every person who, direathindirectly, holds more than 10% of the shares

or the votes of a credit institution, is checked as a major shareholder and by ensuring that the BoR can
refuse an acquisition if the concerned person was convicted for having committed a financial crime.

Other sectors

565. Russia should as a matterwfyencyi and as already recommended in the Second Round
Evaluation Report byMONEYVAL i implement provisions to prevent criminals from becoming
major shareholders in a n@i FI.

566. Russia should also as a mattesf urgencyi raise the awareness of the staff of the FSFM,

the FISS and ROSCOM and increase their number of staff substantially to ensure that every FI
undergoes at least one-site inspection every three ams and that on a risk basi$ more targeted
in-depth thematic reviews are carried out.

124 The FATF Recommendations do not prescribe that the threshold should be 10%, however, the evaluation
team deems that 10% is the appropriate threshold in the Russian context.
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567. Russia should still as a matter of urgency consolidate and strengthen the system to
register and supervisgrganisationgproviding MVT services according to articl8.1 Banking Law,
including the implementain of fit and proper tests.

568. In addition, Russia shoulidhplement fit and proper tests for leasing companiesasaneind
the Insurance Law to ensure that members of the board of a life insurance company or an insurance
broker are fit and proper.

569. Furthermore, Russia should amend the Law on Communications to ensure that all
conceivable money value transfer service providers are licensed or registered and supervised

Recommendation 29
Banking sector

570. Russia should amend the BoR Law to elevate the maximum amauirief® against credit
institutions substantively and to ensure that the BoR has the competence to impose adequate fines on
directors and senior managemenbahks for violation of AML/CFTrequirements.

571. In addition, Russia should amend the Bb&w to enste that a licence of a Cl can be
revoked when thewnersare convicted foa relevantriminal or economic offence and to ensure that

a licence of a Cl can also be revoked for not filing SWRhA the FIU. Russia should also ensure that
the licence of a Ctan be revoked not only if repeated violations occur during one year and thus,
amend the BoR Law accordingly.

572. Furthermore, Russia should abolish the limitatiarthe BoR to conduct esite inspections
in article 73item5 BoR Law, as already recommendedhe MONEYVAL Second Round Report.

Other sectors

573. Russia should as a matter of urgencyamend the relevant laws to ensure that the FSFM,

the FISS and ROSCOM have the power to impose fines on their Fls and on directors and senior
management of their Ffer violation of AML/CFT requirements and to replace directors and senior
management of their FIs for violation of AML/CKé&quirements.

574. Russia should also as a matter of urgeneybolish the limitation of the FISS to compel
and obtain access to bangisecrecy information.

575. Russia should still as a matter of urgencyincrease the staff for the FSFM, the FISS and
ROSCOM to ensure that the system for sanctioning financial institutions works effectively.

576. Russia should stipulate explicitty ROSC@\iconpetence to carry ouinsite inspections
with respecto the full set of AML/CFT requirements and to compel production of records.

577. Russia should in addition amend the relevant laws to ensure that a licence can be revoked for
violation of AML/CFT requiremets also in the notvanking and nowsecurities sectors, and when the
ownersare convicted fora relevantcriminal or economic offence (concerns the FSFM, the FISS
ROSCOMand Rosfinmonitoring

578. Russia should furthermore amend the Law on the Securities Markasure that a licence

of a corresponding FI can also be revoked for not filing STWRh the FIU and abolish the
precondition of repeated violations during one year to revoke a licence.
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Recommendation 17

579. Russia should amend article 15.27 Code of Austiative Offences to ensure that the main
violations of the AML/CFT Law are covered, especially regarding non compliance with the
requirement to identify the customer and the beneficial owner and to elevate the maximum amount for
fines against officialef financial institutions.

Recommendation 25

580. Russia should implement the requirement to issue guidance to FIs, beyond the explanation of
the law.

3.10.3 Compliance with Recommendations 23, 29, 17 & 25

Rating Summary of factors relevant to s.3.10 underlying overall rating
R.17 PC 1 Maximum fines that can be imposed by the BoR are too low.
1 Article 15.27 Code of Administrative Offences is not sufficiently broad.
1 Maximum fines against officials of financial institutions are too low.
1 No powers for supervisors (other than the BoR) to replace directors / senior

management.

1 No powers for the BoR, the FSFM, the FISS and ROSCOM to withdraw a
licence when the owners are convicted of a relevant criminal or economic

offence.
1 System to sanction financial institutions other than credit institutions is not
effective.
R.23 PC 1  No provisions to prevent criminals from becoming major shareholders in a non-

banking financial institution.
1 Inadequate threshold with respect to major shareholders of credit institutions.

1 Inadequate provision regarding persons having a controlling interest with respect
to a credit institution.

1  No fit and proper requirement regarding leasing companies and the members of
the board of a life insurance company or an insurance broker.

1 No fit and proper test and general lack of effectiveness regarding the system to
register and supervise organisations providing MVT services according to article
13.1 Banking Law.

1 Lack of effectiveness with respect to the supervision of the FSFM, the FISS and

ROSCOM.
R.25 PC 1 Insufficient and ineffective guidance to FIs, beyond an explanation of the law.
R.29 PC 1 Limitation on the BoR for conducting on-site AML/CFT inspections.
1 FISS not able to compel and obtain access to information protected by banking
secrecy.

1 Maximum fines against credit institutions are too low.

1 No power for the BoR to fine directors or senior management.

1 No powers for the FSFM, the FISS and ROSCOM to impose fines on financial
institutions and directors / senior management and to replace directors / senior
management.

1  No powers for the BoR, the FSFM, the FISS, ROSCOM and Rosfinmonitoring to
withdraw a licence when the owners are convicted of a relevant criminal or
economic offence.

1 System to sanction financial institutions other than credit institutions is not
effective.

T Lack of clarity with respect t o Rs(ES

inspections related to the full set of AML/CFT requirements and to compel
production of records.
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3.11 Money or value transfer services (SR.VI)
3.11.1 Description and Aalysis (summary)

581. The Banking Law (article 5clause 9) licences Cls and select types of commercial
organgations to provide MVT services in Russighe Post and Communication Law licesgaissia

Post to provide MVT services in Russia. These institutioasdasignated under the AML/CFT Law
(article 5). As all legal entities within Russia, Cls, all commercial osgéinns, and Russia Post must

be registered in the USRLE, which also includes information on licenses that have been issued to each
legal entity.

582. All MVT service providers are included in the list of organisations required to comply with
the AML/CFT Law. Compliance with Recommendations 4 (financial institution secrecy or
confidentiality), 5 (CDD), 6 (PEPs), 7 (correspondent bankin@ho&faceto-face business), @hird

party introducers), 10 (record keeping), 11 (monitoringadfounts and relationships), (sRispicious
transaction reporting), 14 (tipping off), 15 (internal controls), 22 (foreign branches and subsidiaries),
and 23 (supervision)and the corresponding deficiencies are described earlier in section 3 of this
report.

583. All other forms of MVT service not specifically authorised by the Banking Law, including
alternative remittance systems, are illegal and subject to criminal sanction.

Credit institutions

584, As of December2007, 1 135 Cls are licensed by the BoR to conduct all forms of MVT
services. Cls are licensed to perform money transfers on behalf of individuals without requiring the
requesting individual to open a bank account. Clpareitted to enter into agreements with payment
acceptance service providers to effect money transfers, and operations conducted within the
framework of these agreements are subject to the supervision of the BoR, which carries out
supervision over all opations of credit institutions. In addition the BoR issued an instruction for Cls
with respect to money transfés The BoR is responsible for ensuring that Cls apply all relevant
AML/CFT provisions to MVT services, and is authorised to levy the apprepsanctions when
violations occur.

Non-bank credit institutions

585. The BoR licenses and supervises 43-hank Cls currently operating in Russia. These
institutions fall into three main categories: (1) deposlly institutions, (2) paymessettlement
institutions (.e. institutions that deal primarily with remittances, not including payment acceptance
services) and (3) credit institutions. The BoR registers, licenses, and supervidesnkocredit
institutions, as well as banks.

Payment acceptance and monegnsfer services providers

586. The Banking Lawalso allows aparticular kind of commercial organisation known as
Apayment acceptance and money transfer services
services under a set of specified circumstancThese providers may collect cash on behalf of
individuals to effect payment to a third party for telecommunication services, residential
accommodation and utility services. These entities do not require a licence to conduct these transfers
and are nosupervised by the BoR, but they must register with the FIU and are covered by the

AML /CFT Law'®®. These institutions are allowed to conduct M\&Fvices under two conditions;

they must have a contract with a credit institution on whose behalfifecing the transfer, anl)

125 BoR Instruction 1842) A On t he marryiry aut thestramsfer,fof 26.06.2007).
16 Articl e 5 -dreditotganibatians ataemtimg cash funds from physical persons in cases provided
for by the |l egislation on banks and bankinglammcti vi tyo
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the credit institution must have a contract with the person rendering the service. By Dedediber
53 noncredit institutions providing these services had registered with Rosfinmonitoring.

Russia Post

587. Russia Post has a monopalyer all postal services in Russia. It is also licensed to provide
remittance services. Russia Post is identified in the AML/CFT Law as an FI and must therefore
comply with all the provisions of that law. ROSCOM is responsible for registering, licemsidg,
supervisinqRussiaPosts compl i ance with AML/CFT requirement
services. ROSCOM issues one licence to Russia Post, and all postal operations fall within the scope of
this licence. (See Section 3.5 for additional infation regarding the volume and nature of postal

money transfers.)

Effectiveness

588. Many of the same concerns expressed in Secti
AML/CFT regime on wire transfers apply to money and vataasferservices, as #hsame entities

authorised to conduct wire transfers are also the only entities authorised to conduct money and value
services- with the exception of specific types of roredi commercial institutionsie. i p ay me nt
acceptance s er vi oembep 2007y RasEnmaniboling betame rhisponsible for
registering, licensing and supervising these payment acceptance service proMidgerBussian

authorities demonstrated that Rosfinmonitoring has made a concerted effort since assuming this
responsibiliy to register these entities and conduct supervisory visits, but the assessment team did not
meetwith any of these entities during the-site and is therefore unable to assess the effectiveness of

their AML/CFT compliance programs.

589. The current system gvides fairly effective oversight of legal MVT service providers, but it

does not effectively address the existence of illegal alternative remittance systems (ARS) operating in
Russia. Given the size of the migrant worker population and the widespreast ASS within

Central Asia and the bordering countries, Russian law enforcement bodies and the FIU do not appear
to be devoting sufficient resources to rooting out, investigating, and prosecuting ARS providers, nor is
there any effort to work with migrawbmmunities to establish legal alternatives to ARS. Russian law
enforcement authorities provided information on some cases involving criminal prosecutions of
i h a w-typeaperations, but it is not clear whether Russian law enforcement authorities ptpactiv
seek to identify ARS operating within Russia that could possibly be used to finance terrorism or
legalise criminal proceeds.

3.11.2 Recommendations and Comments

590. Whi |l e Rus s i a 6reguldieal ankl broadly applyalelégal provisions to MVT, the
BoR appears to provide only minimal oversight of #b@mking credit institutions and statistics on
enforcement actions against this category of MVT service providers are lacking.

591. As articulated in Section 3.5, the sprawling nature of Russia Post posadlenge to

effective enforcement of AML/CFT requirements that apply to money and value transfers. Russia
should consider implementing laws and regulations to ensure that postal operations are better aware of
and in compliance with the AML/CFT requiremen8uggeste¢ improvements would include)

increased technical interface between postal branches to bé#etr slespicious transactions), rules

governing the volume and frequeno¥ remittances permitted arid) improved training of postal
operatorson AML/CFT. Given the size of the postal sector, Russia should also consider either
increasing the capacity and quality of ROSCOM®6s
regulatory powers to another federal authority that is better equippktizaned to assess AML/CFT
compliance.
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592. As the statowned Russia Post is the only postal service provider in Russia licensed to
provide MVT services and ROSCOM grants only a single licence for all branches and offices in
Russia, ROSCOM cannot effectivalge its sanctioning power to address MVT violations found to
have occurred at Russia Post. Russia should find creative ways to ensure that ROSCOM has sufficient
powers to correct deficiencies found in Russia

593. Russian law enforceemt bodies should place a higher priority on investigating the existence
of alternative remittance systems to better assess the size and the nature of ML/TF threat posed by
illegal MVT occurring within and througRussia

3.11.3 Compliance with Special Reenmendation VI

Rating Summary of factors underlying rating

SR.VI NC 1  The current system lacks effectiveness in ensuring compliance.

1 Insufficient attention is devoted to the existence of and risks presented by illegal
alternative remittance systems.

1 Payment acceptance service providers were not covered by supervisory regime
until November 2007, therefore effectiveness of their compliance with AML/CFT
rules cannot be determined.

1 Implementation of Recommendations 5, 6, 7, 8, 10, 13, 14, 15, 22 and 23 in the
MVT sector suffers from the same deficiencies as those that apply to banks.

1 ROSCOM lacks effective sanctioning powers.

4. PREVENTIVE MEASURES 1 DESIGNATED NON-FINANCIAL BUSINESSES AND
PROFESSIONS

594, Within the AML/CFT Law, Russia has set up two differeagimes for Designated Nen
Financial Businesses and Professions (DNFBPs). The first regime is set up for Fls, but it also includes
the gaming industry, the real estate sector and dealers in precious metals and’Sthaeasles under

the AML/CFT Law for F6, gaming, real estate agents and dealers in precious metals and stones are
fully identical. Where possible, the description for the AML/CFT system for these two sectors is
crossreferenced to section 3 of this report. Pawnshops are also part of the fegkhe However,

since this activity is not a DNFBP activity under the FATF Recommendations, the sector is described
in section 4.4 of this report.

595. The second regime that has been set up applies to lawyers, notaries and accountants. In
general, the regimfor these sectors is a less strict version of the system for Fls. The requirements for
these three sectors are fully described in this section of the report. In all cases, the specific reporting
requirements only apply to these professions if, duringtiiese of business, the professional has any
ground to assume that the aim of the operation or financial transactions is to launder money or finance
terrorism (.e. these professions have no obligations under the mandatory control requirements). In
addition, the requirements only apply if the information or service that is provided is not covered by
professional secrecy provisions in relation to the following activities:

1 Real estate operations.

1 Management of monetary funds, securities and other assetd bytiege customer.

1 Management of bank and securities accounts.

1 Organisation of contributions for the creation of entities, ensuring their operation and
management.

127" See section 1 for breakdown of institutions and entities that are subject to the AML/CFT Law.
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1 Creation of entities, their operation and management as well as the purchase or sake of the
entities.

596. It should be noted that this section of the report uses the terminology of the FATF
Recommendations. This means that, even though the requirements of the Russian AML/CFT Law
apply to the entire gaming industry, this report only refers to easin

597. The evaluation team was given no information about the activity of trust and company
service providers (TCSP9, which are not designated under the AML/CFT Léout do exist, see
sectionl). As such, no separate analysis of this activity is includddmthe following sections. The
evaluation team was initially given no information on accountants, except for the fact that this sector is
designated under the AML/CFT Law and has apparently fiedal numbepf STRs. The authorities

did not arrange aneeting of the evaluation team with representatives of the accountant sector, despite
the requirements that have been set for theoBnd of FATF Mutual Evaluations. The evaluation
team considers therefore the requirements for TCSPs and accountantsohbéeen implemented.
Further information about the accountant sector was provided some time aftesstte\asits.

598. Independentaccounting activity in the understanding of the FATF Recommendations is
carried out in Russia only by auditors and audit ganies. In accordance with the Auditing Law,
auditors may perform functions which are complementary to the audit, including accounting. Because
auditors are the only type of activity licensed to perform accounting functions, in the context of this
report ey will be referred to as accountants. The MoF is the government authority exercising
oversight over accountants (auditors). The MoF issueschsefor their activity. Accountants are
designated under the AML/CFT Law. In addition, the MoF has issudtks, lequiring bookkeepers

(i.e. accountants) to use the broader AML/CFT legal framework available for other reporting entities,
such as Government Regulation 983R

4.1 Customer due diligence and recorekeeping (R.12) (applying R.5, 6, 8 to 11 and 17)

41.1 Description and Analysis

Casinos, real estate agents and dealers in precious metals and stones

599. See sections 3123.3, 3.5 3.6 and 3.10 of this report. All requirements for Fls set out in the
AML/CFT Law and those contained in Order 104 and Deci€88R apply in relation to these
sectors.

Effectiveness (casinos, real estate agents and dealers in precious metals and stones)

600. The evaluation team met with two dealers in precious metals and stones, neither of whom

appeared to be technically covered by BATF criteria ie. dealing in cash). Therefore effectiveness
in this sector could not be assessed.

128
129

See Section 1.3 for an explanation of the use of the term TCSP in this report.
Auditing Law article 1, item 6, sub item 1, Government RegulatmrBf, of 06.02.2002, Regulation no.
329, of 30.06.2004 and Letter no.-03-01/647 of 27.06.2005.
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601. The basic customer identification requirements under the AML/CFT Law appear to be
applied in the real estate agent sector. However, it was of consideoablkern to the evaluation team
that the casino sector was not consistently applying CDD measures, with one casino indicating that

full identification would not necessarily be teé
casino, although the cmner would be allowed full access to gambling facilities. In addition, this
casino thought that it had no right to ask for i

but it was happy to record its guests under fictitious names. Othetiagseasinos spoken to carried
out customer identification of all visitors upon entry, and customers are issued a membership card
which is required when chips are purchased.

602. The change in the AML/CFT Law, which came into effect on 15 January 2008, iceodu
certain elements for assessing foreign public persons, but effectiveness could not be measured, given
the newness of the provisions.

603. It is not clear whether the use of new payment technologies particularlysdfffest sectors,
but there are no provns except the need to personally identify all custonMoseover, casinos are
not allowed to make use of the internebther communication technologi&s

604. Casinos and real estate agents are aware of the need to keep records of identification data for
at least fiveyears, and most appear to be complying with this requirement.

605. Casinos and real estate agents appear to be treating the requirement to detect and record
unusual transactions the same as those for recording transactions subject to mandabbrgncbn
reporting STRs. As for the financial sector, the effectiveness of compliance with Recommendation 11
is in doubt.

606. More generally, although sanctions haeportedly been imposed in all threectors for
breaches of customer identification provisipthe lack of specific detail about the nature of these
breaches and the penalties imposed means that effectiveness cannot be judged.

607. Overall, the evaluation team has concerns about the effectiveness of the regime as it relates

to the sale and purchaserefil estate. There is the possibility of sales and purchases being registered
directly with the land registry. The Russian authorities point out that the land registry is a government
authority, which has a requirement to present to Rosfinmonitoringealhtormation contained in its

database in accordance wiBlovernmentRegulation 425. The authorities say that Rosfinmonitoring
regularly requests information from this authority. It is, however, not clear to what extent this
information is used to infornkosf i nmoni toringds wor k. Banks are
transactions over certain thresholds in accordanceastitie 6 of theAML/CFT Law, however any

sales under the threshold and any cash transactions would not be routinely reported.

Lawyers, notaries and accountants

608. The only requirement in relation to CDD is the application of identification requirements
regarding the customer. For natural persons, the professional must estblistme, name,

patronymic, citizenship, data on identificatidocument, migration card, or residence permit, address
(residence or temporary), and taxpayeroés identif
identification number or a code of a foreign organisation, state registration number, the glate of
registration and the legal address are required (AML/CFT Law, article 7.1, item 1 jo. article 7, item 1,

sub item 1). The Notary Code contains a requirement to carry out basic identification of all customers.

This is separate to any requirement uridle AML/CFT Law.

130 Law 244FZ on Regulation of Gaming Activity, Item 3 of Article 5.
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6009. Separately for accountants, the MoF issued a 1&tehich requires these professions to
abide by the provisions of Government RegulationFRo8Bhis Letter also requires accountants to
identify beneficiaries (item 2). Therefore the psigns of 98R apply to accountants in the same
manner as to the financial institutions described in section 3. In addition, accountants are permitted to
use an AML/CFT risk assessment in deciding whether or not to establish relations with a customer.
The de of Ethics of Auditors (accountants) states that before establishing a relationship an auditor
must assess whether the client poses a risk to the professional integrity of the auditor. Dubious
characteristics include participation of the client in #legctivity, defined as laundering of criminally
gained proceeds (article 2.2). The auditor must evaluate the level of risk, and if this level is high, to
undertake measures to eliminate or reduce the risks. These include obtaining more information about
the client, its owners, internal control etc. The auditor may request from the client a guarantee letter
pledging to improve corporate governance or strengthen internal controls. If the levels of risk cannot
be brought to an acceptable level, the auditostmefuse the relationship. In addition auditors must
ooccasi onal | ygsiatus posed leywhe tliene (Codé of lEthics of auditors (accountants),
section 2, items 2:2.6). As the evaluation team was not able to meet with any auditors, it is
impaossible to judge how effective these measures gueaictice

610. The only requirement in relation to record keeping is to keep the data and documents that are
necessary for the identification of the customer for at least 5 years after the termination of the
relationship (AML/CFT Law, article 7.1, item 1 jo. article 7, item 1, sub item 4). Notaries are
separately required to keep records of property transactions for a period of 75 years.

611. The AML/CFT Law contains a requirement that lawyers, notaries and acotautiave
internal control systems t hat enable them to
including operations with an Aintricate or unus
evident economic sense or evident legal purpose, theliemog of the operation with the goals of the
organi sation, established by founding document s
dealing with complex, unusual large transactions or unusual pattemasgdctions (articles 7, iten

and 71, item 1).

612. The evaluation team was given no evidence thataoompliance with the CDD and record
keeping rules has been sanctioned yet under the provisions of the AML/CFT Law. The Russian
authorities consider that they have power to impose such sanatioie paragrapl2 of article 13. In

addition, the legal and notarial professions both have codes of ethics under which transgressions of the
identification requirement could, in theory, be sanctioned. Other than this, the evaluation team was not
made awee of any other sanctions availablccountants (auditors) fall under external oversight of

the MoF in accordance with Article 14 of the Auditing Law, which gives the MoF poweetos i f vy fit he
quality of operation of individual auditors and audit orgamisatn Bh@& Russian authorities consider

that any breach of existing Russian legislation by accountants may lead to a sanction, including the
revocation of a licence, and that violation of the AML/CFT provisions contained in the Code of Ethics

of auditors &ccountants) can aldead to a sanction. The evaluation team was not made aware of any
sanctions that had been imposed for breach of AML/CFT provisions, and was not able to meet with
any accountants.

613. The AML/CFT Law specifies that lawyers, notaries and@amtants should develop rules of
internal control whi ch, i nter al i a, shoul d incl
operationso. I n practice this appears to relate
received. Additionly, MoF Letter No.07-03-01/647 requires accountants to appoint AML/CFT
compliance offi ci al s repoftddly issuaal Rgcemmenilatiadbé ta its lmemberd a s

on the implementation of the AML/CFT Law, but these waméy provided to the evaluatioteam in

Russian

131 | etter n0.07.03.01 no.647.
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614. It appears that the new provisions relating to PEPs are not included in the requirements
relating to lawyers, notaries and accountants

615. There are no other requirements for lawyers, notaries and accountants in relation to
Recommendationsi 6, 87 11 and 17.

Effectiveness (lawyers, notaries and accountants)

616. Lawyers, notaries and accountants are subject to a much reduced version of the general
requirements in the AML/CFT Law. In particular, CDD requirements only extend to basic
identification, and not to all of the requirements under Recommendation 5. Again, the lack of any
provisions relating to PEPs until recently is an area of concern.

617. Arguably it is more likely that notaries and possibly accountants in Russia will be engaged in
the ativities covered by the FATF Recommendations, as lawyers have a more representational role.
Notaries are involved in property transactions, but to a lesser extent since a change in the law now
allows for property transactions to be recorded directly vii¢hland registry without the participation

of a notary.

618. The evaluation team was told that no actual sanctions have been applied in respect of
lawyers. In respect of notaries, sanctions have been applied for breach of the identification
requirement, but itvas not possible to ascertain whether this had been strictly speaking the result of a
breach in the requirements of the AML/CFT Law, or in the more general requirement in the Notary
Code. Lawyers and notaries can be disbarred for breaches of their ivespecdkes, but no such

sanctions have been used for direct breaches of the AML/CFT Law. The indirect nature of the
supervisory and sanctions regime raises questions about the effectiveness of the measures available.
The authorities consider thatthe@pe at i on agreements between Rosfin
and Notaries Chambers are a positive move, but it is not clear to the evaluation team what practical
effect these currently have.

619. The lack of guidance for all sectors on how the requirements2oARL/CFT Law affects

them, how it interacts with their respective codes of ethics and what their members can expect by way
of supervision and sanctions raises doubts about the effectiveness of the basic provisions in the
AML/CFT Law.

620. As the evaluation @m was not given the opportunity to meet with any accountants,
effectiveness in this area could not be assessed.

4.1.2 Recommendations and Comments

621. Russiashould review the AML/CFT regime as it applies to DNFBPs and ensure that all of
the relevant criteriare addressed. For casinos, real estate agents and dealers in precious metals and
stones, the basic recommendations set out earlier in this report in relation to Recommendations 5, 6
and 811 are applicable, as these entities are subject to the fult effiee AML/CFT Law in Russia.

Where effectiveness is a concern (for example in relation to CDD in the casino sector), the
consequences of failure to conduct CDD requires further attention.

622. The revised AML/CFT Law contains some of the criteria relatindRégcommendaon 6.
Russia should ensure that the gaps in these requirements are covered by the legal framework specific
to these sectors.

623. In relation to lawyers, accountants and notaries, specific provisions to address all of the
relevant criteria in Recomendations 5, 6 and-BL are necessary. In particular, extending the CDD
requirements to include their full range in the legislatiRnssia should also take steps to examine
ways of increasing the effectiveness of compliance with AML/CFT requiremeititssa sectors.
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624. With a diverse range of supervisory bodies (Rosfinmonitoring, the Assay Chamber, the
Federal Notaries Chamber and the Federal Lawyers ChaRbss)ashould take steps to @wdinate
the overall approach in this area.

625. Russia should also exame the use of cash in the real estate sector in order to be sure that
there are no important gaps in the AML/CFT system as it relates to this sector.

4.1.3 Compliancewith Recommendatiori2

Rating Summary of factors relevant to s.4.1 underlying overall rating

R.12 PC Applying R.5

1 Casinos/Real Estate Agents/Dealers in Precious metals and stones 7 similar
technical omissions as recorded under R 5. In particular:

o No requirement for dealing with doubts about veracity of previously
obtained information.

0 Lack of clarity and effectiveness in respect of beneficial ownership
requirements.

0 Lack of clarity in relation to ongoing due diligence.

o Doubts about clarity and effectiveness of requirements relating to SDD
and EDD.

o Timing of verification i no requirements.

o0 Failure to complete CDD requirements limited to failure to carry out
customer ID.

o Concerns about effectiveness in the casino sector.

1 Lawyers/notaries/accountants
o CDD requirements only relate to ID.
Applying R.6
1 Lawyers/notaries/accountants: New provisions do not apply.
9 All other entities: similar omissions as recorded under R 6.
Applying R.8
1 Casinos: requirements limited to prohibition of gambling via the internet.
1  All other entities: no requirements except the need to personally identify all natural
persons.
Applying R.9
T NA
Applying R.10
1 Casinos/Real Estate Agents/Dealers in Precious metals and stones
o Similar omissions as recorded under R 10.
1 Lawyers/notaries/accountants
o No requirement to keep records except for those relating to ID.
1 Applying R.11
1 All designated assessed sectors

o Similar omissions as recorded under R 11, practice suggests
concentration on factors which give rise to the submission of STRs.

1  All Recommendations: TCSPs are not covered.

Accountants i no information on effectiveness.
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4.2 Suspidous transaction reporting (R.16) (applying R.13 to 15, 17 & 21)
4.2.1 Description and Analysis
Casinos, real estate agents and dealers in precious metals and stones

626. See sections 3.6 3.8 and 3.10. All requirements for Fls set out in the AML/CFT Law,
Orde 104 and decision 983R in relation to RecommendatiorisiBand 21 apply also in relation to

these sectors. In particular, casinos and real estate agents are obliged to send written details of their
internal systems and controls to Rosfinmonitoring dpproval. A similar requirement relates to
dealers in precious metals and stones, who send details to the Assay Chamber.

Lawyers, notaries and accountants

627. If a lawyer, notary or accountant, during the course of business, has any grounds to assume
that theaim of the operation or financial transaction is to launder money or finance terrorism, then he
is obliged to notify the FIU. Notification through a sedfgulatory organisation (SRO) is optional, if

that SRO has concluded an agreement with the FIU (feydes and notaries only). There are
currently ceoperation agreements between Rosfinmonitoring and both the Federal Chamber of
Lawyers and the Federal Notary Chamber. However, both lawyers and notaries are obliged to submit
STRs directly to Rosfinmonitorin Both organisations informed the evaluation team that they were
looking at the viability of STR reporting through them. Tipping off is prohibited (AML/CFT Law,
article 7.1, sub items B 5). The procedure for notifying the FIU is set out in Ordinancea8®,
effectively mirrors the requirements of the AML/CFT Law.

628. Article 7.1.1 of the AML/CFT Law includes a requirement for lawyers and notaries to
develop rules of internal control (by reference to article 7.2). These are general rules requiring staff
training and the appointment of officials responsible for AML/CFT measures.

629. There are no other requirements for lawyers, notaries and accountants in relation to
Recommendations 1315, 17 and 21.

Statistics
Suspicious transaction reports
Year Number

(for 2007: to

Sept only)
Gambling (total / casino only) 2005 22121
2006 178/ 162
2007 52 /31
Dealers in precious metals and stones 2005 2503
2006 1185
2007 212
Lawyers and notaries 2005 1
2006 0
2007 8
Real Estate agents 2005 0
2006 82
2007 220
Other (not defined) 2005 0
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Suspicious transaction reports
Year Number
(for 2007: to
Sept only)
2006 20
2007 37

Effectiveness (casinos, real estate and dealers in precious metals and stones)

630. Although these sectors are covered by the general duty to report STRs, the figures for
reporting raise some concerngeo the effectiveness of the provisiofi$ie casinos and real estate
agents spoken to were aware of the general duty to report in the circumstances where mandatory
reporting is required, and also appeared to follow the fairly prescriptive criteria sat©@rder 104

when considering whether a transaction was suspicious. The evaluation team was given figures for
STRs by real estate agents for the past 3 years. Historically, these figures are low, especially in an
economy where the purchase of real eswatgawing. The figures for casinos are erratic, with a peak

in 2006, followed by a drop in 2007. The evaluation team has concerns as to how comprehensive the
overall regime is for real estate agents, given the reliance by the Russian authorities oriamforma
from several sources to trace the sale and purchase of real estate, and the possibility of cash being used
to finance transactions.

631. The casinos and real estate agents spoken to had established internal systems and controls in
compliance with the reguéments of the AML/CFTLaw, including appointment of a compliance
officer, some form of internal audit, training and screening of employémsever, thehistorically

low level of reporting in the real estate agent sector and the erratic figures forscasimaled with

the lack of understanding of ID requirements in one casino visited raise concerns about current levels
of effectiveness of these provisions.

632. In the absence of any countries on the NCCT list, the requirement for paying special
attention to bsiness relationships with persons from or in countries which insufficiently apply the
FATF recommendations is not being met.

633. As the evaluation team did not meet with any dealers in precious metals and stones who are
dealing in cash, effectiveness in tisisctor is difficult to determine. However, the figures for STRs
cover some 25 000 firms, which include many that do not fall under the FATF defirgtmmhpse

not dealing in cash, and those involved in extraction of precious stofiles)figures showa
significant decrease in the number of STRs submittethdrabsence of a further breakdown of these
figures, the effectiveness of the STR regime cannot be assessed.

634. More generally, although sanctions have reportedly been imposed in the casino and real

estate sectors for failure to report to the FIU and for breaches of the internal control requirements, the
lack of specific detail about the nature of these breaches and the penalties imposed means that
effectiveness cannot be judged.

Effectiveness (lawyws, notaries and accountants)

635. The figures for submission of STRs by lawyers and notaries appear to be very low, which
calls into question whether the requirements under the AML/CFT Law are sufficiently publicised,
understood or enforced. It is clear thia¢ tSROs representing lawyers and notaries are aware of the
need for their members to develop systems of internal control, but the lack of supervision for lawyers
(and accountants) calls into question the effectiveness of the regime. In addition, altieoblgthatry
Chambers carry out supervision visits, the lack of identifiable sanctions linked to those visits raises
doubts about effectiveness. In the absence of any definitive figures relating to reporting by
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accountants, and in the absence of any meetintfjsthe sector, the evaluation team was not able to
judge the effectiveness of the provisions.

636. In the absence of any countries on the NCCT list, the requirement for paying special
attention to business relationships with persons from or in countrie$ wisgafficiently apply the
FATF recommendations is not being met.

Additional elements

637. The reporting requirement in the AML/CFT Law is not extended to additional activities of
accountants.

4.2.2 Recommendations and Comments

638. Although all sectors of DNFBRexcept TCSPshre covered by the requirement to report
STRs, the overall figures are inconclusive as far as effectiveness is concerned.

639. Russia should take steps to ensure that all institutions covered by the requirement to report
STRs are aware of the diffsrce between these reports and those relating to mandatory control.

640. Although sanctions have reportedly been imposed for breaches of the requirement to submit
STRs and to have internal controls, there is a lack of information on precisely what the Vedliegs
This information, if available, could be used to target areas where further guidance is needed.

641. For lawyers, notaries and accountants, Russia should take steps to improve understanding of
the requirements in this area, given the current low leveepdrting, and the lack of information
available to evaluate the effectiveness of the regime.

642. The authorities should continue working with lawyers, notaries and accountants to ensure
full compliance with the requirements relating to internal controls.

643. Russia should take further steps to ensure that covered institutions are aware of the need to
pay special attention to customers from countries that do not sufficiently apply the FATF
Recommendations.

4.2.3 Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying overall rating

R.16 PC Applying R.13
1 Similar technical concerns to those recorded under Recommendation 13.

1 Casinos: Inconsistent levels of reporting lead to some doubts about effectiveness.
1 Real estate agents: Historically, relatively few STRs submitted.
1

Dealers in precious metals and stones: Large sector with relatively few STRs; lack
of clarity as to how many STRs relate to the sector covered by the FATF definition.

1 Lawyers/notaries: Few STRs in this sector give rise to concerns over
effectiveness.

1 Accountants i No specific information received.
Applying R.14

1  Similar technical concerns to those recorded under Recommendation 14.
Applying R.15

I Casinos/real estate agents/dealers in precious metals and stones 1 similar
technical concerns to those recorded under Recommendation 15, and overall
doubts about effectiveness.

1 Lawyers/notaries/accountants i Doubts about effectiveness given the lack of
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Rating Summary of factors relevant to s.4.2 underlying overall rating

AML/CFT supervision of lawyers and accountants and lack of information about
supervision of notaries.

Applying R.21
1  No relevant requirements.
9  All Recommendations: TCSPs are not covered.
1 Accountants i no information on effectiveness.

4.3 Regulation, supervision and monitoring (R.2425)
4.3.1 Description and Analysis

644. At the time ofthe onsite visits, the evaluation team was informed by various regional
offices of Rosfinmonitoring that visits were targeted largely on the basis of the institution's turnover
and the number of STRs submitt&libsequent to the egite visits, the Rusan authorities provided

the evaluators with details of a more sophisticated methodology, with an overall approach based on a
risk assessment of institutions by the Supervisory department. For this, the FIU database of reported
STRs and mandatory reports searched by using algorithms. The output is a classification of
businesses (no risk / high risk / serious problems / critical state). Since the total number of reports
from supervised DNFBPs is relatively low when compared to the total number of DNRBRsitput

might reveal morehigh risk businesses than could effectively be targeted by supervisors on the
ground. Although adherence to this approach was not apparent at the time ofiteevisits, a move
towards a more riskased approach to schedglisupervision visits is to be encouraged.

645. Under article 13 of the AML/CFT Law the General Prosecutor has a role in performing
supervision over the AML/CFT Law. If violations are discovered, referrals are made to
Rosfinmonitoring whds able to impose sations under article 15.27 of th@ode ofAdministrative
Offences

646. Rosfinmonitoring ceordinates its approach with the General Prosecutor and requests
targeted inspections to be done by them. The assistanceRrfodecution Authoritgan be helpful in
remote regions, where Rosfinmonitoring regional offices are not locafdgcussions with
representatives from the General Prosecutor's office during ts#eonisits suggested that their
powers were limited to checking whether the firm is registered amgirg out a quantitative check

on whether the firm has internal control rules (including the requirement to submit STRs and carry out
CDD), as opposed to a qualitative check of the appropriateness of theSanes.time after the en

site visitsRussiaprovided information which suggests that the role of the General Prosecutor's Office
in supervision is more widespread, with them having the ability to carry out visits at the request of
Rosfinmonitoring and to submit information for consideration of sanstiSpecimen disciplinary
notices suggest that the supervision carried out includes a check on the completeness of identification
information, the requirement to submit STRs and mandatory reptwtsevaluation team was unable

to determine what training ag provided to the prosecutors to enable them to carry out their
supervisory work.

Casinos

647. According to Order No. 183n, Rosfinmonitoring is responsible for monitoring compliance
with the AML/CFT Law by casinos. Casinos are required to register with Rasfitoning under
Ordinance 28. This is a basic registration requirement, and casinos are additionally required to obtain a
licence from Goskomsport (the State Sports Committee). The Goskomsport licence is a general
business licen¢& and has no relation whsatever with any AML/CFT requirement, except for the fact

that it could be revoked for AML/CFT violations. This power has never been used (article 13, AML

132 paragraph 76, article 17 of Federal Law no.-EZ8
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/ICFT Law). In addition, there are no legal or regulatory requirements to prevent criminals or their
associates from holding or being the beneficial owner or a significant controlling interest, holding a
management function in, or being an operator of a casino. The Russian authorities consider that
additional measures are contained in Order 104, whichwd#ainternal controls for noiCls covered

by the main provisions of the AML/CFT Law. Appendix 7 requires the absence of a criminal record as
one of the criteria for a compliance officer. However, this provision does not directly address the
question of peventing criminals or their associates from holding a controlling interest in or managing

a casino.

648. Rosfinmonitoring has the power to conductsite visits and to obtain documentation (Order
183n). These visits are undertaken by the central office artbebsegional offices. Article 15.27 of

the Code on Administrative offencesRlissiasets a penalty of 100 to 2@fhes the minimum wage

on officials for breaches of the AML/CFIaw, and a penalty of 500 to®0 times the minimum
wage for similar breaclseby legal persons. In addition, activities can be suspended for up to 90 days.
This was the practice in two cases relating to casinos for AML/CFT violations. Rosfinmonitoring has
the power to petition the existing licensing authorities to request theatawo of a business licence

on the basis ddirticle 13 of the AML/CFT Law quoted above. This has not been used in practice.

649. Rosfinmonitoring reported that it had conducted 241siten and 102 offite casino
inspections from 2003 to 2006. In addition 18&-site casino inspections files were sent to
Rosfinmonitoring from the Gener al Prosecutor ds
offices that visits are planned on the basis of turnover, and that although the risk in the casino sector is
perceived as one of the higher risk areas supervised by Rosfinmonitoring, this did not lead to a greater
resource concentration in this area. Feedback on STRs given to supervised institutions is limited to an
acknowledgement of receipt. Additional guidaiegiven via the Rosfinmonitoring annual report, the
website and in seminars, which supervised institutions were generally content with. In addition, most
felt able to contact Rosfinmonitoring for guidance on specific issues.

650. Sanctions were imposed on l18dtablishments and their directors from 2002006, and

another 35 sanctions were imposed as a result @fitefinspections. Badeon files received from the
Prosecution Authorityanother 116 sanctions have been imposed. The activities of two chsires

been temporarily frozen. The evaluation team requested a specific breakdown of sanctions imposed
(both centrally and from the regional offices), but received only the above general information and an
indication that the breaches related to organisatid internal control, fixing and reporting of
information subject to mandatory control and identification of customers. In the absence of more
specific information, the effectiveness of the regime is difficult to assess, but the lack of an effective
sancioning power enabling Rosfinmonitoring directly withdraw a licence is a gap in the system.

Real estate agents

651. Real estate agents are required to register with Rosfinmonitoring under Order No. 183n.
Rosfinmonitoringés poweand impose sanctians are the sarneoas dou c t
casinos. Rosfinmonitoring carried out 12 visits to real estate agents in 2005 and 48 in 2006, and
conducted 62 off i t e i nspections in 2006. I n addition
inspections on readstate agents and has sent 713 materials of inspections to Rosfinmonitoring in
20042006, as well as 402 in 2007.

652. Sanctions were imposed on fifiems in 2005, 42 in 2006 and 185 in 20@Ptosecution
Authority files resulted in another 436 sanctions betw2@05i 2006 The evaluation team asked for a
specific breakdown of sanctions imposed (both centrally and from the regional offices) but only
received the above general information and an indication that the main breaches related to organisation
of internd control and identification of customers. In the absence of more specific information, the
effectiveness of the regime is difficult to assess.
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653. Feedback on STRs given to supervised institutions is limited to an acknowledgement of
receipt. Additional guidace is given via the Rosfinmonitoring annual report, the website and in
seminars, which supervised institutions were generally content with. In addition, most felt able to
contact Rosfinmonitoring for guidance on specific issues.

Dealers in precious metaland stones

654. Dealers in precious metals and stones are required to register with the Assay Chamber under
Order 91. The Assay Chamber supervises 25,0@fsfiand carries out around 3@Spections per

annum. It is not clear from the statistics providedh® ¢valuation team how many of these firms are
technically captured by the FATF definition, as some firms are involved in extraction of precious
stones, and some do not deakash. It isestimated that approximately 080firms fall within the

FATF defnition. Thereare 18 inspectorates, and 20 to iB8pections are carried out jointly with
Rosfinmonitoring each year. The Assay Chamber 6s
76n, and this includes the carrying out of inspection visits. Repoaking recommendations are
prepared, and ultimately the sanctions available under article 15.27 Gfottee of Administrative
Offencesare available, but the power to impose these rests with Rosfinmonitoring. The Assay
Chamber has a very widanging sebf responsibilities, including certification of precious metals and
stones, and consumer protection. It has 3 supervisory staff in its Moscow office, and 75 in the 18
regional offices. However, the evaluation team was told that very few of these staflaf€FT

specialists. At the same time the Assay Chamber is assisted both by Rosfinmonitoring (through
targeted information provided on higher risk ent
carries out inspections.

655. Supervisory visits invole a check of internal control rules, appointment of a compliance
officer, record keeping, identification and submission of STRs. The evaluation team was informed that
violations of each of these elements had been identified durisgeowisits.

656. Feedbacko supervised entities is given in seminars and in reports submitted afée on
visits. In addition, the Assay Chamber operates a helpline.

Effectiveness (casinos, real estate agents and dealers in precious metals and stones)
Casinos

657. The current systemvhere casinos are ndicensedby a competent authority which is
involved with combating money laundering and terrorist financing is a matter of concern. Although
the licence carechnicallybe revoked based on neompliance with the AML/CFT Law, this peer

has never been used. Supervision of casinos is conducted by Rosfinmonitoring, whosalso ha
responsibility for supervising all gambling institutions, as well as leasing companies, pawnshops and
estate agents. Although some regional supervisors idehtifisinos as a higlisk area, this did not
appear to be met with a proportionate allocation of supervisory activity. In the absence of specific
information on sanctions imposed, doubts must remain as to the effectiveness of the regime. The
authorities ingtated that the assistance of prosecutors is most often used for remote regions, which are
far away from the regional offices of Rosfinmonitoring. In those cases Rosfinmonitoring usually sends
targeted requests to the prosecutors to check a certain Satitye of the regional offices met did not

have full staffing levelsat the time of the asite visit and the evaluation team was informed that this
was because of the exacting requirements for hiring new emplolyeissunderstood that these
vacancies &d been filled by April 2008.

Real estate agents
658. The evaluation team was surprised to meet with a regional office of Rosfinmonitoring whose

representative expressed some doubt over whether real estate agents were within the scope of their
supervision. TheRussian authorities thought this was due to interpretation difficulties. Different
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figures have been provided to the evaluation team fegiteninspections and sanctions imposed on

this sector, and there are inconsistent figures for the number of egtats.arhe Russian authorities

repot thatnumber of estate agerttas risen from 859 at the beginning of 2007 ta285 at the end

Current figures suggest that Rosfinmonitoring carried out a mixture-sit®mndoff-site inspections
totalling 122 from2 004 t o 2006. The Prosecutorés office s
Current figures suggest that 484 sanctions were applied from 2004 to 2006. Again, in the absence of a
fuller breakdown, it is difficult to judge the effectiveness of the supemyiand sanctioning regime.

The evaluation team continues to have doubts as to the overall strategy involved with identifying,
registering, monitoring and sanctioning real estate agents, not least because of the variety of figures
provided and the wide rge of agencies involved in dealing with all aspects of their work

Dealers in precious metals and stones

659. The evaluation team was informed by one of the bodies met that in the Russian context, the
absence of a licensing regime (instead of the currentir&tiim system) for dealers in precious metals

and stones is a factor that reduces the effectiveness of the supervisory regime carried out by the Assay
Chamber for dealers in precious metals and stones was a factor in reducing the effectiveness of the
supevisory regime carried out by the Assay Chamber. The lack of effective AML/CFT supervision
and AML/CFT devoted resources is overwhelming. The Assay Chamber has a very large population
(25 000 dealersof which it is estimated that 1@0are covered by thEATF definitior) and a limited

number of staff, very few of whom are AML/CFT specialists. For exampldsah&astermlistrict has

one AML/CFT specialist responsible for several hundred firms,thadrostovon-Don district has

two AML/CFT specialists reponsible for 811 firms. At the same time the Assay Chamber is assisted
both by Rosfinmonitoring (through targeted information provided on higher risk entities) and the
Gener al Prosecutorés Office, whi c h adpansibilittessr r i es
are far wider than those relating to AML/CFT. Given the situation in Russia, where all aspects of the
process, from extraction through to sale, are dealt with, additional and more specialist resource would
increase the scope and depth ofesusory visits. For example, one regional office suggested that
jewellery dealers posed higher AML/CFT risks.

660. Supervisionlargely consists of examining written internal control procedures submitted by
institutions, with a limited number of esite visits which follow a planned visit programme agreed

with the central office. One regional office indicated that access to the content of STRs submitted by
its firms would be a useful supervisory tool. The Assay Chamber does not have power to impose
sanctions o the firms it supervises, but makes recommendations to Rosfinmonitoring, who are able to
impose financial penalties. A total of 147 sanctions were imposed in 2005 and 2006, the majority of
which related to issues of internal control. In the absence etalet breakdown, effectiveness is
difficult to judge. Previously submitted figures suggest that from 2003 to 2006 Rosfinmonitoring
received 412 inspection files carried out by th
This resulted in a totaf 197 sanctions. In the absence of further information about the nature of the
breaches and the sanctions imposed, it is difficult to jedigetiveness

Lawyers, notaries and accountants

661. The main supervisory body for the general activity of lawyerthésRussian Registration
Committee in the MoJ. However, this has no supervisory control for AML/CFT purposes. In addition,
the Feder al Lawyersod Chamber and the regional
conduct responsibility for the approximites0 000 lawyers practising in Russia. Lawyers must
register with one of the chambers to be able to represent clients in court. Regional chambers are able
to carry out i nspections of | awyersoé firms, al t
compliance with the AML/CFT Law. In April of each year lawyers are required to submit a copy of

their financial accounts to the relevant regional chamber. The evaluation team was told that the
Council of the Feder al L a wyleOFBigsueS hnal that the results ofu | a r |
these discussions are publicised. Other than this, the evaluation team was given no details of feedback
given to members.
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662. The Notary Code requires all notaries to be members of a regional Notary Chamber. These
chambergarry out visis once a year, and in the past fgaars all notaries have been visited. These
visits include general checks on whether the notary has internal controls for AML/CFT. General
powers available for monitoring appear to be adequate, but imldbence of information about
sanctions for AML/CFT breaches, powers of sanctioning must be in doubt.

663. The evaluation team was not given the opportunity to meet with any representatives from
either the accountancy profession or its superndsming the orsite visits Information provided by

the Russian authorities some time after the evaluation indichtg the designated authority for
accountants is thloF in accordance witlarticle 14 of the Auditing Law. ThéloF may perform its

own inspections or dedate this authority to professional auditor associations accredited MpEhe

who then inspect compliance of their own members. The sanctions imposed on accountants can
include the withdrawal of the licencealthough it is understood that this has notrbémposed for
breach of AML/CFT rules. As accountants fall under the AML/CFT Law their compliance with the
Law is reportedly checked in the course of inspectibigures provided by the Ministry of Finance
suggest that 515 inspections of accounting fiwase carried out in 2006, with a further 577 in 2007

In addition AML/CFT requirements are included in the Code of Ethics of auditors, and compliance
with this code of ethics is checked

Effectiveness (lawyers, notaries and accountants)

664. The supervision ofawyers concentrates on matters relating to professional practice and
observance of federal legislation, including, in theory, AML/CFT. It is thus difficult for Russia to
demonstrate that the regime is effective. Notaries are subject to a more defagledssty regime,

with all firms having been visited for professionalagtice purposes over the past forgars.
However, the absence of linked sanctions relating specifically to AML/CFT or falpwaction to
those visits brings the effectiveness of tegime into question.

665. The evaluation tearwas not given the opportunity to meet with any firms or supervisory
staff during the ossite visits, and no specific information about sanctions has been provided

4.3.2 Recommendations and Comments

666. The current sugrvisory regime is somewhat fragmented, with a variety of supervisors
having responsibility for a diverse range of firms. This in itself is not a ground for criticism, but in
order to demonstrate that it has an effective regime, Russia should improvatdhavdilable to
analyse the effectiveness of the measures it is taking. A systematic review of the feedback given to
supervised institutions would ensure that there is a consistent understanding of the requirements of the
AML/CFT Law.

667. Rosfinmonitoring sbuld consider introducing a greater element of-biaked supervision in
relation to the categories of firms it supervises. In particular, the risks identified by Rosfinmonitoring
in relation to casinos should be subject to greater supervisory attention.

668. The role of real estate agents should be examined to ensure that no gaps exist in the
AML/CFT system. In particular, the contention that most flows of funds in real estate transactions are
routed through the banking sector should be verified, and thedévisk relative to the supervisory
activity of Rosfinmonitoring in this area should be considered.

669. The system for supervising | awyersod and not
rather limited. The effectiveness of the regime for notaries woultetier demonstrated if figures for
sanctions related to AML/CFT breaches were available.

670. The current regime for licensing casinos will not changl 30 June 2009 (see sectibn
In the meantimérussiashould consider how it will implement this changel alevelop plans to deal
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with unlicensedgambling. The current and future regime contains no specific provision to prevent
criminals or their associates from holding an interest in a casino. This should be addressed

671. The Assay Chamber should have more ipist AML/CFT staff in order to better perform
its functions.

672. Consideration should also be given to the A
given greater access to the content of STRs in order to better target supervisory action.

673. Russia shouldtake further steps to strengthen the AML/CFT supervisory regime for
accountants.

4.3.3 Compliance with Recommendations 24 & 25 (criteria 25.1, DNFBP)

Rating Summary of factors relevant to s.4.3 underlying overall rating
R.24 PC 1  No current AML/CFT licensing regime by an AML/CFT competent authority for
casinos.
1  No measures to prevent criminals holding an interest in a casino.
9 Limited number of focused supervisory visits to real estate agents.
1 As reported on-site, supervisory activity for casinos does not appear to be
proportionate to the perceived risks identified by the supervisor.
1  Monitoring of lawyers is remote and not specific to AML/CFT.
1 No details of specific AML/CFT monitoring of notaries.
1 Assay Chamber does not consider itself to have adequate powers.
1 Assay Chamber has relatively few AML/CFT specialists to supervise 25 000 firms.
1 General lack of specific information to assess effectiveness of the sanctions
regime relating to DNFBPs.
TCSPs not covered.
R.25 PC 9 Limited feedback given to the dealers in precious metals and stones, lawyers and
notaries.
1 No information about feedback given to accountants.

4.4 Other non-financial businesses and professions / Modern secure transaction techniques
(R.20)

4.4.1 Description and Analysis
Other nonfinancial businesses and professions

674. Russia has considered applying Recommendations 5; 818137 15, 17 and 21 to other
nonfinancial businesses and as a result has designated pawnsbenadional leasing companiasd
noncasino gambling enterprises. As aulgsall the measures described in section 3 (financial
institutions) and sections 4.1 to 4.3 (DNFBPs) appihé&se sectors

Modern secure transaction techniques

675. The Russian economy remains predominately -basied, which is not surprising given its

history of severe banking crises in the 1990s. The Ruggisarnmenhas identified as a key policy

objective the creation of a structurally sound, reliable, and effective banking system to support
economic growth; however, such a development would alsogeduRu s si ab s vul ner abi
casshhased ML and TF. The policy objectives set ou
Paper establishes a deadline of 2008 to accomplish a series of key objectives to reduce the Russian
economyos r e-basad ntransactions. ItetnaSs d¢f the Paper seeks to improve public
confidence in the banking sector sufficiently to encourage the public to move its accumulation of cash
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from Aunder the mattresso to credit atimgsntthet ut i on
economy:* Item 8 of the Paper calls for tieeeation of legal conditions to support the use of modern
electronic technologies in the banking sector.

676. The measures to promote modern and secure techniques and the restrictive measures for
cashbasd transactions have led to an increase inga@h settlements in Russia over the last years.
Over the years 2006 2007, the number of nonash settlements has doubled, and the total value of
such settlements has more than doubled. The number of batskssred has also doubled during this

time frame, while the use of such cards has tripled

677. The highest denomination bank note in RugsidRUB 5000, with the second highest
RUB 1 000.

4.4.2 Recommendations and Comments

678. Russia is to be commended for itd&ring pawnshopsoperational leasing companiasd

noncasino gambling enterprises as designatediestinder the AML/CFT Law. Russia may also

want to consider the ML risk posed by the proliferation of high value and luxury goods providers in
Moscowad ot her maj or urban centres that has accomp

679. Russia should seek to continue reducing its reliance on cash and introduce more efficient
payment systems that have also been introduced in other countries around the worldgAdopin
modern payment techniques should also reduce the need for higjhidation bank notes. The RUB
5000 bank note represents more than twice the dumigrimum monthly wage of RUR 300.

4.4.3 Compliance with Recommendation 20

Rating Summary of factors underlying rating

R.20 C 1  This Recommendation is fully observed.

5. LEGAL PERSONS AND ARRANGEMENTS & NON -PROFIT ORGANISATIONS
5.1 Legal Persons Access to beneficial ownership and control information (R.33)
5.1.1 Description and Analysis

680. All legal entities and individual businesses are required to register or update their registration
at the moment of their establishment, reorganisation and liquidation as well as when any changes to
the constituent documents are introduced. The law describeatthéhdt have to be submitted to the
registry (the Unified State Register of Legal Entities, USRLEyhich is maintained by the FTS.
Information is publicly available, except for certain types of information that is only available to the
state authoritiesinformation on beneficial ownership and control of legal persons according to the
requirements of the FATF Recommendations is not registered or readily available to any state
authorities.

Registration

681. The following legal entities are required to registéth the USRLE. See section 1 of this
report for an introduction to the different legal entities in Russia.

133 Government Statement no. 98Bf3, BoR Letter no. 00 1/ 1617 of 05.04.2005 fAO
e

n
devel opment of the banking sector of Russia for th p
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682.

Commercial entities: limited liability partnerships, limited liability companies, limited

partnerships, double limited companies, joint stock cangsa production coperatives and statein
and municipal unitary enterprises.

683.

Non-profit entities: consumer eoperatives, public and religious organisations and

associations, funds (charity), institutions and associations and unions of legal entitiggofit
entities are further discussed in section 5.3 of this report).

684.

All legal entities are required to provide data to the USRLEhe USRLE is maintained by

the FTS and records are entered into the system on the basis of information providedebgglthe
entity. Registration is compulsory, without it the legal entity is not considered to exist. The following
data and documents are required by the USRLE:

1

Full name of the entity, abbreviated name, firm name for commercial organisations, all in
Russiamand in its original language.

Legal form.

Mailing address of the permanent executive body of the legal éntityi another body or
person entitled to act on behalf of the legal entity (communication channel, without any power
of attorney).

Method of incaporation of the legal entity (newly created or based on existing legal entities).

Information on founders (members) of the legal entity, in case of joint stogardes also
information on those who hold shareholders registers (if applicable).

Original a notarised copies of the constituting documents of the legal entity.

Information on legal succession and history (predecessor entities or amendments, also for
legal entities that have merged into other legal entities or have otherwise been reorganised).

Date of registration of any amendments.

Information on manner of liquidation of the legal entity, or information on the fact that it is
being liquidated.

The size of the authorised capital stock (charter capital, authorised fund, share contributions or
othe) specified in the constitutive documents of the commercial orgaoris

Family name, first name, patronymic, position, passport data (or equal) and taxpayer
identification number of the person entitled to act on behalf of the legal entity without any
power of attorney.

Information on licences obtained by the legal entity.
Information on branches and representative offices of the legal entity.

Taxpayer identification number, code of the reason for and date of registration of the legal
entity at a tax auttrity.

Codes according to the dlussian classifier of types of economic activity.

Number and date of registration of an insurer (for pension, compulsory medical insurance and
social security purposes).

Information on bank accounts of the legal entity.

134

ent

Federal Law of 08.08.2001 N 1F¥ "On state registration of legal entities anddiwdual
repreneur so.
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685. All information in the USRLE is publicly available, except for banking and personal
information®. Banking and personal information is, however, available to state authorities, including
law enforcement bodies and courts (for legal cases), local authdritidies of state extra budgetary
funds and persons determined by federal law and regulation. In return, all these bodies can submit
information to the USRLE, except for information thre private life of citizens. Finally, based on the
AML/CFT Law, the taxauthorities must provide Rosfinmonitoring with all information contained in

the USRLE, if it concerns any of the designated reporting entities under the AML/CFT Law (article 5)
and any other information Rosfinmonitoring needs to perform its tasks.

Beneficial ownership

686. Beneficial ownership (BO) as defined in the FATF Recommendations is not registered in the
USRLE, nor is BO information required to be retained by legal entities. There is also no explicit
requirement for FIs or DNFBPs to identify the benefioianers of legal persons.

Bearer shares

687. Pursuant to article 14ifem 1 Civil Code, the rights, certified by a security, may belong to

the bearer of the security, bieém 2 stipulates that a law may preclude the possibility of issuing a

certain kind of scurity as those to bearefhe Securities Law defines a security (or share) as any

paper security, including a natocumentary security that records the totality of property and non

property rights subject to certification, assignment, and unconditioreatise. The law equally
defines that bearer s h ar eae sécurities, the wandfer of rights ® i s s U
which, and the exercise of the rights recorded by which, do not require the identification of the owner
(article 2).

688. In accordnce with article 25 of Federal Law No. 26& dat ed December 26.
joint-st ock companieso all s h a nammal. dHe ewvaluafion teantwas t o ¢ k
assured by the Russian authorities that thus, the possibility of issuing bearsrisiaesluded and

that bearer shares have never been issued in RUibsi@valuation team does not have any indications

that this is not true

Additional elements

689. Russia has taken no measures to facilitate access by Fls to BO infori@etibe. contrary
the little information on the beneficiaries that is available to the authorities is collected by Fls
themselves, and is not available for other Fls.

Effectiveness

690. According to the Russian authorities, the overwhelming majority of money laundering
methodsar e associated to a cef tommencial®rganisations ragisterdd fi on e
asfake persons without intention to perform any real commercial activity. The evaluators believe that

an important reason for this is the lack of informationbeneficial ownership and control of legal

persons that meets the requirements of the FATF Recommendations. The evaluators strongly believe
that if there were effective procedures in place to establish such information, the problem with the

i one dawodld bk iesolwesl to a large extent.

5.1.2 Recommendations and Comments

691. The Russian authorities should implement a system that requires adequate transparency
regarding the beneficial ownership and control of legal persons.

135 Clause 1 article 6 of Federal Law no. 1P2.
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5.1.3 Compliance with Recommeradion 33

Rating Summary of factors underlying rating

R.33 PC 1 None of the existing systems achieve adequate transparency regarding the
beneficial ownership and control of legal persons.

5.2 Legal Arrangements 1T Access to beneficial ownership and contfoinformation
(R.34)

5.2.1 Description and Analysis

692. The Russian legal system does not allow for the creation of trusts, and the legal concept of

trust does not exist under Russian law. Russia has not ratified thé1i4§88 Convention on the Law
Applicableto Trusts and on their Recognition

693. The concept of #Afiduciary management o exists
legal concept of trusts as property rights are not ceded to the fiduciary manager. Those who carry out
fiduciary managemenesponsibilities must obtain a licence as participants in the equity market and

are therefore subject to the provisions of the AML/CFT Law.

5.2.2 Recommendations and Comments

694. Recommendation 34 is not applicable in Russia.

5.2.3 Compliance with Recommendatid34

Rating Summary of factors underlying rating

R.34 N/A 9  This recommendation is not applicable.

5.3 Non-profit organisations (SR.VIII)
5.3.1 Description and Analysis
Review of the NPO sector

695. The current law that regulates all nprofit organisationsin Russia, the Noprofit
Organisations Law® (NPOL), dates back to 1996. Since enactment it was updated in 1998, 1999,
2002 (2x), 2003 and 2006 (5x). The Russian authorities did not indicate if these amendments are
minor technical changes or extensive riees Some time after the esite visits, the Russian
authorities provided the evaluation team with a review document of thprobhsector which had

been drafted in 2007t is unclear what sources were used, what information was collected and how
long it took to obtain the necessary informatibleverthelessthe evaluation team conclutithat the
Russian authorities hawmdertaken a review of the NPO sectidbeit a superficial one

Outreach

696. The Russian government has undertaken some outreachdsowss NPO sector. For
example, Rosfinmonitoring has organised conferences and seminars for NPOs, with the involvement
of other competent authorities. This has also been done as part of Council of Europe capacity building
assistance (MolRu). The speciaB ed mont hly -maghizi ner g&dlminsati ons
covers matters related to NPOs and terrorist financing, accounting, reporting and taxes.

1% Federal Law no.-FZ on nonprofit organisations.
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697. Although the information on the website of Rosfinmonitoring targets a broad audience and
Rosfinmonitorirg publiskes annually articles about AML/CFT, also in relation to NPOs (the
evaluation team did not receive examples), the evaluation team is under the impression that none of
the competent authorities feels any specific responsibility in relation to ctees guidance to the

NPO sector.

Available information

698. Information on the purpose and objectives of their stated actiistiasluded in the charter

of the NPO. A charter includes information thre name of the neprofit organisation, the nature of

its activity, form of incorporation, address of the NPO, management procedure, subject and objectives
of activity, information about branches and representative offices, rights and obligations of members,
conditions and procedure for acceptantenembers othe NPO and withdrawal from it (if the NPO

has membership), sources of financing of property of the NPO, procedure for introduction of
amendments into the constitutive documents of the NPO, and the procedure for use of property in case
of liquidation ofthe NPO(NPOL, item3, article14).

699. The charter documents of the NPO (the constituent documents, amendments and data on
founders) presented ROSREG(or its territorial bodies) for the purpose of state registration are sent

to the registration bodyT'S) for entering into the USRLE. USRLE contains, among other things, the
following data and documents of an NPO: the full and abbreviated name; the legal form; the address
of a permanent executive body; the way of formation; data on founders; data on assitrendsie

of registration of changes into charter documents; the (sur)name, passport data and job position of the
person with power of representation; data of licences of the NPO; data on affiliates and
representations; the taxpayer identification numdmed bank account data. All this information is
publicly available, except for bank and private data. All information is accessible to state authorities.
These data have to be submittedROSREGwithin threemonths. As ofDecember2007, 28 179

NPOs hadegistered witROSREG

700. On the basis of the NPOL, NPOs are obliged to preseRQSREGthe documentation
containing reports on its activity, personnel of management bodies, as well as documents on
expenditure of monetary funds and on the usage of otbeegy including resources received from
international and foreign organisations, foreign citizens or persons without citizenship (NPOL, article
32). The reporting forms and terms are determined by the goverfiment

701. At the end of 2007TROSREGhad received @ 211 such reports of NPOs, which is only
about22% of 228 17%registeredNPOsS*,

702. The legislation does not establish the requirement on annual publication of reports on use of
property to all forms of nonprofit organisations.

703. Foreign NP Os bdivisient of utltet foreignl nopofit nongovernmental
organi sati ono) ROGSREGhHhe anmountdaf grapértg and furtdoit possesses. Foreign
NPOs also have to indicate how they intend to spend the funds and property and how the funds and
propertyhave actually been used and if all this is in line with the terms set by the Russian government.

Sanctions
704. Violation of the law or actions contradicting the purposes stated in the charter can lead to a

sanction. In case of a minor wrongdoifQSREGcan isue a written warning and demand that the
situationbe corrected within a month.

137 Ordinance no. 212 of 15.04.2006 in the version of Ordinance no. 213 of 10.04.2007.
138 This includes 90 708 trade unions anti5B political parties that do not have to submit reports.
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705. Repeated failure of a domestic NPO to submit within a set timeframe activity documents,
information on staff, documents on spending of monetary funds and use of otherypigeding

those received from international and foreign organisations, foreign citizens and stateless persons, will
lead to an application dROSREGto court for liquidation of the NPO (NPOL, articles 32.4 and
32.10). The authorities indicated that in0ZQ of the 6 260 liquidated legal entitie§ éntities have

been liquidated because of terrorist activity.

706. If a branch of a foreign NPO fails to meet the legal requirenROISREGmay issue a
warning and has the right to apply to court for liquidatiothet branch. The norms for creation and
liquidation of a branch of a foreign NPO are equal to the norms that apply to domestic NPOs. A
separate procedure for creation and liquidation has been established for affiliates and representative
offices of foreignNPOs (as they are not legal entities in Rusf#)SREGmay issue a warning and
directly exclude it from the register, without a need for a court order (NPOL, item 8, article 32). In
2007, 34 warnings had been issued to affiliates and representaties offioreign NPOs.

707. If the constitutional order, morality, health, rights and legal interests of other persons,
defence and safety of the state are under thR@SREGmay inform the foreign NPO that a
particular transfer of funds or property, or the sfen of funds or property to a certain entity, is
prohibited.

708. ROSREGhas the right to pass a written prohibition of transfer of monetary funds and other
property to specified recipients of the indicated funds and property to the branch of a foreign non
profit non-governmental organisation. Up until noROSREG has not taken any decision on
prohibition of transfer of funds or other property.

709. In 2007, ROSREGissued around 44 000 written warnings to NPOs for violations of the
legislation. The two main violatiawere noradvisingROSREGon changing of the address and nhon
presenting of reports.

Licensing and registration

710. All legal entities are registered in Russia, see sections 1 and 5.1 of this report for details.
There are different organisations involved imirol over the activity of NPOs:

Federal bodies of the state financial control.
Federal Tax Service.
Rosfinmonitoring.

1
1
1
T MIA.

711. Besides the above mentioned organisatiB@SREGmMonitors whether the activity ofna

NPO is in accordance with the purposes stipualain its constituent documents as well as over
implementation of the legislatiolROSREGhas the right to request administrative documents from
the management bodies of NPOs. They can also request financial and economic information from
other state authities (state statistical institutions, tax authorities, other state supervisors) and from
credit institutions and other FIROSREGcan perform annual checks of compliance of the activity of

the NPO. These checks can be schedulechandgcheduled and cdve carried out osite as well as
through a review of documents. In 20ROSREGand its regional offices carried out 13 485
scheduled and nescheduled checks. In case there is any suspicion of an offence or of terrorism,
ROSREGperforms more than one atieper yedr®. MIA also doesinspectionsandin investigations
involving suspicios of TF, MIA can and has used special investigative povgersh as undercover

139 Regulation of ROSREG approved by order of the MoJ no. 380 of 25.12.2006, item 8, part 7.
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operation and wire tapping. Rosfinmonitoring provides additional information to these intrestiga
(financial analysis reports).

712. In ROSREGand its territorial bodies, 1272 persons are employed, but it iguitetclear
how targetingNPOs is planned, except for the fact that other government bodies and concerned
citizens may trigger a check.

Reord keeping

713. The Russian authorities indicated that NPOs are required to account in accordance with the
procedure established by the Russian government, and that NPOs have to provide information
concerning financial planning and activities to competentailiébs (see also below).

Information gathering to target abuse

714. Apart from the information gathered for the USRLE, the NPOL also obliges NPOs to present
ROSREGwith reports on its activity, personnel, management as well as documents on expenditure
and usag of other property including resources received from international and foreign organisations,
foreign citizens or individuals without citizenship. Templates and timing for reporting are defined by

thegovernmen{NPOL, item 3, article 32).

715. The template¥® for reporting were et in 2006. There are in total siemplates, requiring

NPOs to submit a great variety of information, such as a report on the activities of the NPO (excluding
religious organisations), information on personnel of its management bddmsnents containing
information on expenditures of monetary funds and usage of other property including funds and
property received from international and foreign organisations and citizens and individuals without
citizenship. In addition NPOs (includirsgibunits) have to indicate their funds, forecast their spending,
account for past spending, account for gifts received. Religious organisations need to submit
information on the leadership and management of the organisation, its gifts and spendirad, iin det
received from foreigners or from abroad.

716. All the above information is kept bROSREG The eports indicate that in 2006,
1155NPOs received funds from international and foreign organisations, foreign citizens and
individuals without citizenship.

Domestic ceoperation to target abuse

717. In order to enhance domestic-gperation to target abuse of NPOs by potential terrorist
financiers, the Interagency Commission for ML and TF has been tasked to resolve issues associated
with operational interaction irhé area of combating ML and FT, in particular in matters associated
with prevention of use of NPOs for TROSREGand Rosfinmonitoring claim to have developed and

are agreeing upon a draft agreement on information sharing and interaction in the are@s.of NP
Rosfinmonitoring has provideROSREGthe list of organisations and physical persons in relation to
which there is a suspicion of participation in extremist activity (as described in section 2.4 of this
report).

Access and sharing information to targabuse

718. In 2007, MIA desciied approximately 10 cases that they investigated. In these cases
(covering 25 regionsyomeNPOs werefound to berelated to TF. The operational activities were
carried outin combination with the FSB and Rosfinmonitorifithe cas descriptions were provided

to other law enforcement bodidde evaluation team could not determimigetherthere is one central
authority that is aiming at national -operation and the sharing of information. Rosfinmonitoring

190 Government Decision no. 212 of 15.04.2006 «On measures for implementation of statements of number

of Federal Laws regulating activitiesofnpnr of i t or gani sati ono.
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claims to be the appropria point of contactor international requests for informatiofihere was no
statelevel decision provided to the evaluation team tRasfinmonitoring is thecentral authority
responsible for NPOs.

5.3.2 Recommendations and Comments

719. The Russian authoriiehave undertakensaperficialreview of the NPO sector with an aim
to determine its vulnerability tterrorist financing. The evaluators urge the authorities to undertake a
comprehensiveeview of the system, as #8een by Special Recommendatidt.

720. While the Russian authorities seem to be of the view that the system in place is quite tough,
most of the provisions are basic registration provisions that are in place for all legal entities in Russia,
also for commercial legal entities. While NPOs havetaiphree months to submit their data, it is
unclear how long it takesROSREG to check the data (if at all). Data are shared with
Rosfinmonitoring, but the FIU has no insight as to the accuracy of the data. The new provisions that
relate to reporting of NBs toROSREGcould make a difference, however, these arduilyt obeyed

by the sector and nsufficiently enforced by the authorities.

721. There issomeoutreach to the NPO sector to provide guidance. All the work was done with a
view to create a legal frawork to control the NPO sector and to explain what rules are in place. This
has little to do with outreach, asfihed by Special Recommendativifil. The authorities are urged

to engage with the sector, to learn from the sector, to promote values éikd.the

722. Lastly, the Russian authorities shoddt upa more formalised ancdefficient system that
focuses on potential vulnerabilities and to share information to target abuse.

5.3.3 Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VIII PC 1 The lack of a comprehensive review of the system means that not all the
necessary measures have been taken and it is unclear what measures are
part of a comprehensive policy to fight the misuse of NPOs by terrorist
financiers, and what the effect of those measures has been (effectiveness
issue).

1  Some of the rules are insufficiently enforced.
1  There is inconsistent outreach to the NPO sector to provide guidance.

1 There is no formalised and efficient system in place that focuses on potential
vulnerabilities.

1  There is no formalised and efficient system in place to share information to
target abuse.

1 No single authority is formally designated as the competent authority
responsible forco-or di nating Russiads doRosandi
receiving international requests.

6. NATIONAL AND INTERNA TIONAL CO -OPERATION
6.1 National co-operation and cceordination (R.31 & R.32)
6.1.1 Description and Analysis

Policy-level caoperation and ceordination mechanisms

723. Policy-level ccordinaton is organised tepown (Presidenti Prime Minister i
Rosfinmonitoring), with Rosfinmonitoring being responsible forocdination among other federal
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ministries and executive agencies. Theoadination framework and its objectives are laid down in the
NASP (see section 1 of this report), and the action plan for implementation of the NASP for the period
until 2010 has been approved.

724. Within the government, the Inter Agency Commission (IAC) is the standiraydinating
authority. Its membet$" are repressted at the directdevel or deputy directelevel and the
Commission is chaired by the Head of Rosfinmonitoring. The tasks and duties of the IAC are:

1 Preparation of proposals for implementation of the NASP.

1 Ensuring policy and operational-operationanongfederal executive bodies and the BoR.

1 Inviting representatives of other executive bodies as necessary.

1 Development of an international-operation policy.

1 Preparation of proposals to improve the AML/CFT system.

1 Setting up working groups under the piges of the IAC.

1 Organisation of typologieselated work.

1 Propose better information sharing policies and agreements, including with non IAC

members.

T Monitoring the progress of the | AC6s wor k.

725. In accordance with its @h of work the IAC meets every twoonths. Besides, extraordinary

meetings of the Commssion may take place at the initiative of interested federal executive bodies or
the BoR upon decish of the Chairman of the IAC (threeich meetings took place in 202607).

726. The IAC has set up thre&C working groups to addresy: legal and regulatory issues)
domesticoperational inteaction, andii) international ceoperation. Since the IAC was established in
2005, seven regional IAC have been established, one in each Federal District, cowmdisting
representatives fromegional offices of Rosfinmonitoring, law enforcement and supervisory bodies.
The objective of these IACs is to improve regional operationabrdmation and c@peration
(prevention, investigations, specific AML/CFT cases).

727. The management of the FIU also helps to ensure broad-agemcy ceoperation on the
policy level by participating in other eaperating bodies, such as tidational AntiTerrorist
Committee; the Interagency Commission of the Security Council for Socialitye¢he Annual
interagency meeting of law enforcement and supervisory authorities with regard to AML/CFT matters;
the Governmental Commission for combating the abuse of drugs and illegadeuthereof; the
Interagency working group on combating ecoroorimesand itsworking groups to combat offences

in economic sphere; and the Commission for export control.

728. (Policy) coordination among law enforcement agencies is entrusted tdribgecution
Authority' Co-ordinating meetings of law enforcement bod{gluding on ML/TF issues) are
regularly held by the Prosecutor General.

Effectiveness of intelagency ceoperation
729. Even though many agencies participate in formal AML/CFT iatggncy structures, most

policy interagency ceoperation naturally depends &osfinmonitoring, the BoR and tliReosecution
Authority due to their central eordinating role in the AML/CFT system. During the meetings, the

141 MoF, MIA, MFA, MoJ, the External Intelligence Service of Russia, FSB, FSKN, FFMS, the Federal

Penitentiary Service, FCS, FISS, Rosfinmonitoring and BoR. The Prosecution may attend.
142
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evaluation team did request other government bodiestate their policy views in relation to the

AML/CFT sydem. In most cases, these bodies indicated that the implementation of the AML/CFT

Law in their sector would be the priority (which should indeed be the case for some sectors).
However, there was less appetite to indicate what other measures would bergetedarther

i mprove Russiabébs AML/CFT system. For the furthert
however pivotal the other agencies develop and articulate a policy view on these issues.

730. Operational cepperation among law enforcement bodielsetaplace through operational
investigative groups, in which officers from all relevant law enforcement bodies can participate (MIA,
FSB, Prosecution Authority FKN), based on the needs of each case (usually, of course, for
significant cases). To estalilis group, a legal order is needed from each of the patrticipating groups.
The evaluation team did come across some problems with operationalgatery ceoperation. In all
visited regions, th€rosecution Authorityepresentatives were not aware of éixestence of particular
ML/TF cases, despites its overall-ordination authority Law enforcement bodies also had some
problems giving examples of joint investigation teams, even though the team met with law
enforcement bodies that would typically be dayday counterparts in a region or city. That said,
Russia did supply the team with examples of legal orders to form joint ML/TF teams aftersikeson

Review of the effectiveness of AML/CFT systems

731. Russia appears to have mechanisms in place to reteweffectiveness of its AML/CFT
system, since new policy and legislative proposals are developed and implemented on an ongoing
basis. Russia does not have a formal mechanism in place (outside general accountabilitylreports)
the evaluation team consis thepapers described in Sectidn(such as the NASP) to be sufficient
proof of implementation. However, the evaluation team also notes that the valuable findings of reports
such as the NASP and policy oriented typologies reports by Rosfinmonitorimgtis®s have a
rather limited effect in areas that are outside the control of Rosfinmonitoring, such as compliance with
Recommendatio®3 and Special Recommendatidiisand IX. While Rosfinmonitoring already has

the overall responsibility for the implemation of the FATF (Special) Recommendations, the
evaluation team would recommend that Rosfinmonitorsiguld also be given the necessary
corresponding powers to be abbeensure improved implementation.

Operationatlevel caoperation and ceordination mechanisms

732. At present Rosfinmonitoring has signed 36 agreements of bilateogdezation with federal
executive bodies, BoR and sélfegulated organisations (a full list of agreements was not provided).

733. Based on interviews with representatives from owasi law enforcement agencies,
supervisors, and policy making bodies, the evaluation team concluded that opelatieinab
operation and cordination to address the threat of illegal alternative remittance systems is wholly
lacking. While the FIU and ber supervisory bodies asserted that law enforcement and prosecutorial
authorities are responsible for investigating crimes associated with illegal ARS, no law enforcement
agency identified this as an area of concern and few, if any, resources are teX®R&d

Additional elements

734. In January 2007, the IAC established the Private Sector Consultation Committee. This
Committee meets at least every two months and includes representatives of the baataong
securities, insurance, gaming, lawyers, notaares pawnshops.

735. Private sector representatives from various financial institutions reported clogeretion

with the FIU and other supervisory bodies, such as the BoR. Both the FIU and the BoR have
developed comprehensive training programmes for theterisector, and it appears that the private
sector is strongly encouraged (and possibly even required) to partake in these training opportunities.
Further, the requirement that the FIU and the Central Bank approve all internal control programmes
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fosters anecessary dialogue between the private sector and the supervisors that appears to bolster
Russiabés overall AML/CFT regi me.

Resources, professional standards and training (Recommendation 30)

736. Many AML/CFT policies are drafted at the level of the FIU, as wheady discussed in
section 2.5 of this report (which also included
and training). Beyond the data provided about the resource allocation of the FIU, the Russian
authorities did not provide detah the allocation of other resources used to set up and maintain the
AML/CFT system on the policy level, except that the resources allocated were substantial. Likewise,

no information was provided on AML/CFT training for nrBilJ policy staff. Professionatandards
requirements are the same for both FIU staff and other government officials involved in AML/CFT.

6.1.2 Recommendations and Comments

737. The valuable outcome of policy reviews, such as the NASP and policy orientated typologies
reports by Rosfinmoniting (see section 1.5) are not always implemented as they should be,
especially in areas that are not the responsibility of Rosfinmonitoring.

738. Russia should make an extra effort to enhance operatsrel cooperation among law
enforcement agencies, ahdet ween | aw enforcement and supervi s
focus on the possible existence of illegal alternative remittance systems Ritbgia This effort

should aim to develop a sense of the threat as well as a prescription for addresgiroblem.

6.1.3 Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 LC 1 Law enforcement agencies and supervisors do not adequately co-operate on the
operational-level with respect to potential systemic vulnerabilities such as illegal
money and value transfer services.

6.2 The Conventions and UN Special Resolutions (R.35 & SR.I)
6.2.1 Description and Analysis

739. The Union of Soviet Socialist Republicatified the Vienna Convention on@ctober 1990,

and it came into fae on 17 April 1991 (Russia is the successor state tOrfen of Soviet Socialist
Republic3. All of the relevant articles of this Convention have been implemented by Russia. Russia
signed the Palermo Convention d2 December2000 and ratified it or26 April 2004 with
reservations?® The Palermo Gnvention came into force on 2Gne 2004. The reservations, which
Russia made in relation to this convention mostly deal with mutual legal assistance and extradition and
are described in Sections 6.3 and 6.4hWelRussia hagnplemented the provisions of the Palermo
Convention. Furthedetails on the implementation of these conventions are contained in sections 2.1
2.3.

740. Russia signed the TF Convention on 3 April 2000 and ratified it on 302002 with
resevations**. The Convention came into force on 27 December 2002. Russia has implemented most
of the provisions of this Convention, with reservations on mutual legal assistanexteadition

similar to those made for the Palermo Convention. It should bel tlos the TF offence does not
extend to the theft of nuclear material [article 2(1)(a)]. See also section 2.2

143 See Federal Law of 26.04.2004 no-f28.
144 see Presidential Instruction 24.03.2000 neR#Dand Federal Law 10.07.2002 noFsR
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741. Russia has not implemented the full range of measures relating to the freezing of TF funds
under the United Nations Security Council Resoligi@@67 and 1373 and successor resolutions. The
deficiencies noted in relation to the implementation of SR.IlI (its 1267 and 1373 component) are
equally applicable in the context of SR.I (see section 2.4).

Additional elements

742. Russia also signed th@onventon of the Council of Europe on laundering, search, seizure
and confiscation of the proceeds from crime dat8dN®vember 1990 (with reservations). The
Convention came into force in Russia on 1 December 200k 2005 Council of Europe
Conventiori* on launering, search, seizure and confiscation of the proceeds from crime has not been
signed by Russia.

6.2.2 Recommendations and Comments
743. It is recommended that Russia correct the deficiencies noted in relation to the
implementation of the relevant internatibm@nventions and UNSCRs as soon as possible. Russia

should also institute criminal liability for legal persons

744, Russia should implement the provisions of UNSCRs 12873 and successor resolutions
(see section 2.4f this repor}.

6.2.3 Compliance withRecommendation 35 and Special Recommendation |

Rating Summary of factors underlying rating
R.35 LC 1 TF Convention: article 2(1)(a) i theft of nuclear material is not covered.
SR LC 1  TF Convention: Article 2(1)(a) i theft of nuclear material is not covered.
1 UNSCRs 1267, 1373 and successor resolutions have been implemented
insufficiently.

6.3 Mutual Legal Assistance (R.3638, SR.V)
6.3.1 Description and Analysis
General

745. Russia is able to provide various forms of mutual legal assistance on the basi@sibps

of the CCP* and of the AML/CFT Law'”. Mutual Legal Assistance (MLA) is provided on the basis

of international agreements or on a reciprocal basis. Reciprocity is established by an official letter of

the requesting country expressing the willingnés provide MLA to Russia on a reciprocal basis.

Mut ual | egal assistance requests are received
International Legal Caoperation) and are disseminated to the law enforcement agencies, including the

MIA, FSKN and the FSB. With countries where a reciprocal agreement based on a multilateral treaty
does not exist, the MFA will nevertheless receive these requests and forward them to the General
Prosecutords Office. The Supr eenBupréine gaurts ofrothere i v e s
countries, and the MoJ receives MLA requests relating to all other levels of the court system.

746. At present, Russia has over 150 bilateral and multilateral agreements that were concluded at
the state, governmental and interagereyel and that relate to combating the crime and exchanging

145 The Convention entered into force biMay 2008.

146 Articles 4571 459 of the CCP.
147 Article 10 AML/CFT Law.
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information through MLA channels. Russia has concludef 8dateral agreements on mutual legal
assistance in criminal matters. Moreover, Russia has entered into bilateral agreemestperatim

in the fight against crime with 4dountrie$*, and with sixcountrie$® on cooperation and mutual
assistance in combating illegal financial and AML operations. Russia is also party to more than 18
multilateral international antierrorist agreements.

747. Russia is a party to the following muliteral agreements which include provisions on
mutual legal assistance:

The European Convention on release 1957.
European Convention on mutual legal assistance on criminal cases 1959.

Two Conventions of the Conunwedth of Independent States Conventions on Legal
Assistance and Legal Relations on Civil, Family and Criminal Cfgssk (1993) and
Kishinev (2002).

1 UN Conventiomagainstllicit Traffic in Narcotic Drugs and Psychotropic Substances (Vienna
Convention)1988).

UN Convention against Transnational Organised Crime (Palermo Convention) (2000).

UN Convention against Corruption (2003).

748. Where there is no bilateral MLA treaty, Russia considers the Palermo Convention as a
sufficient basis for MLA, including varigs investigative activities, freezing, seizing and confiscation,

as well as extradition orders. This is specified in Palermo Convention and the UN Convention against
Corruption Ratification Law$™ 252 According to tle law, Russia uses the format of thalé®mo
convention relating to the procedures of MLA in instances where these norms provide for a higher
degree of caperation than an existing bilateral treaty (LawsF26 p.929 of article 18).

749. Some government bodies that engage in AML/CFT can exeegteests from competent
authorities of foreign states concerning confiscation of proceeds linked to ML/FT. Execution of such
requests may involve: freezing property; performing examinations; questioning suspects, accused,
witnesses and other persons; saizoir property; conducting searches; transferring material evidence;
handling over and dispatching documétits

750. The MLA principles and procedures mentioned are equally applicable to combating
terrorism financing.

148 Algeria, Angola, Azerbaijan, Albania, Bulgaria, Canada, China, Cuba, Cyprus, Czech Republic,

Democratic Peopl ebs Republic of Kor ea,q, IR gGoebck,i ¢ of
Kyrgyzstan, Latvia, Lithuania, Mexico, Mongolia, Moldova, Poland, Romania, Serbia (former Federal Republic
of Yugoslavia), Spain, Slovakia, Tunisia, Turkey, United States, Vietnam and Yemen.

149 Austria, Argentina, Azerbaijan, Armenia, Aliia, Belgium, Greece, Cyprus, Chile, China, Columbia,
Cambodia, Egypt, Ecuador, Hungary, Israel, Italy, Ireland, Finland, France, Germany, Kyrgyzstan, Latvia, Laos,
Moldova, Malta, Mexican, Norway, Panama, Portugal, Romania, Tajikistan, Turkmenistami&|@&weden,

Spain, South Africa, Turkey, United Kingdom, Ukraine, Uruguay, Uzbekistan, United Arabic Emirates and
Vietnam.

%0 Belarus, Bulgaria, Croatia, Georgia, Kazakhstan and Nigeria.

131 FederalLaw no. 26FZ (Palermo Convention), as well as Federivlno.40FZ (UN convention against
corruption).

152 As the provisions of UN TOC and UN CAC are similar in relation to MLA, this report will reference Law
no.26FZ with a presumption to reference Law neHD as well.

3 Article 10 of F e dgdegalisation (mumdefing)of pmaeedb feom crime and financing
of terrorismo
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Recommendation 36

751. The types of legal assistee which Russia can provide are listed in the CCP and in the
AML/CFT Law (article 10). The requirements of the AML/CFT Law cover the requirements on the
production, search and seizure of relevant documents and information, including financial information.
Russia stated it has used these provisions in numerous cases relating to AML/CFT. Article 458 of the
CCP provides for the transfer of relevant documents to the requesting country. The taking of evidence
and statements from persons as well as the providi@videntiary items is also covered, and this
power has been exercised in practice byfthe relevant authorities the FSKN, MIA, Prosecution
Authority and the FSB. See Secti@rB for the framework for the identification, freezing, seizure and
confiscation of assets as well as assets of corresponding value and the instrumentalities of a crime.
According to article 457 of the CCP representatives of the requesting country may be present during
the execution of an MLA request by Russian authoritiegh Bee MIA and théProsecution Authority
informed that this is often the practice and serves as a means to ensure that an MLA request is
satisfactorily fulfilled.

752. There are no disproportionate, unreasonable, or unduly restrictive conditions to theprovisi

of MLA. The CCP serves as the procedural basis for executing MLA requests. The only condition
placed on an MLA request is that it should not damage the sovereignty and security df Rlibsia
evaluation team was informed that there were no refusdis@fgrence to the ML/FT offencest the

same time article 457.2 of the CCP notes that the procedural legislative norms of a foreign country
may be applied on a reciprocal basis or if relevant international treaties or bilateral agreements have
been signé with this country.

753. The Prosecution Authorityand executing authorities take into account any deadlines set out

in the request. The CCP does not provide for a strict time limit to fulfil a request, however various
regulations issued by the Ministries setimeframe for executing a request. For example an order of

the Minister of Intemal Affairs, which handles most of the monkyundering related MLA requests,

sets a 3@lay timefram&®. Russia stated that the average time for fulfilling a request takasfte to

two months and longer depending on the complexity of the request. Complaints concerning delays
have been received from FATF and FSRB members. Some countries have complained that Russia
needs up to 3 years to provide responses, without informingetiuesting party of the reason for the
delay. Russia stated that any delay to answer a request was usually due to the complexity of the case.
In addition, Law No. 40Z notes that Russia will handle emergency MLA requests, if all of the
procedures are gbrved.In order to facilitate the process of providing ML#pecial MLA working

groups are established with a number of countries. Currently at least four such working groups exist.

754. Russia indicated that fiscal issues, if part of an MLA request, will ssove as an
impediment to a response. Financial secrecy laws do not seem to be an impediment to the provision of
information through MLA mechanisms. The powers of law enforcement authorities to request from
financial institutions information based on areogriminal case may be used in the circumstances of
MLA. Examples have been provided on cases handled by the MIA and the FSB, which involved the
transfer of such materials.

755. The powers of the relevant authorities under Recommendation 28 are availahiegartth
to MLA requests. For a description of these measures see Section 2.6.

756. The procedures to avoid conflicts of jurisdiction in Russia are practical in nature. The
Prosecution Authoritynakes a decision on the priorities for fulfilling a request whewmber of

foreign countries send requests on the extradition of the same person. The number of such cases is
very limited, not morghanl per year. Thérosecution Authoritjhas to inform within 24 hours in

writing the person who is to be extradited.

154 Article 457 of the CCP.
155 Order N 132 of 28.02.05.
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Recanmendation 37

757. Dual criminality is not a strict condition for the provision of MLA by Russia, except in
relation to extradition. The evaluation team was informed thtté absence of mutual recognition of
any relevant act as an offence (dual criminalityytual legal assistance may be provided in the
maximum possible degree. Tectal differences between legislations of the requesting state and
requested state are not an obstacle for Russia in provision of such assistance.

758. For those forms of mutual legadsistance where dual criminality is required, Russia appears
to have no legal or practical impediment to rendering assistance where both countries criminalise the
conduct underlying the offence.

Statistics

759. Russia provided the evaluatiosatn with statists related ta) the number of international
requests for legal assistance in criminal cases relatewney launderingj) the number of request
(related to money laundag) which have been answeréid]) the nature of requesfrelated to money
launcering).

760. As the table below shows, the Russian authorities state that all selqaestbeen answered

in the year the request was received. This seems unlikely given the fact that feedback from FATF and
FSRB members shows delayidhe numberslsosuggest tht requests received at the end of the year

are still aswered before 3December of that year. This is of course impossible, especially since, also
according to Russia, all requeshvolved carrying out investigate actions. The evaluation team
thereforeconsiders these figures not toretiableand therefore effectiveness could not be measured.

761. The Russian database does not provide statistics on the number of MLA requests refused. It
was noted by the Russian authorities that there have been no casksalfin relation to ML/TF

related requests. All of these requests have been ansvireredback on international -operation

with Russia showed that there have been cases of refusal, however this was not related to ML/FT.
Most of the MLA requests on meglaundering are forwarded to the MIA. For example in 2005 the
MIA handled 59 out of the 65 Mielated requests sent to Russia and in 20@® of the total
79requests. For the most part the Department of Economic Security of the MIA is the unit handling
the requests. The FSB, which also handles ML cases, as well as TF cases, received 24 such MLA
requests in 2008 2006, however it was not clear what was the number afelded requests among
those. One specific example of -T&lated assistance was prdedl, which resulted in successful co
ordinated actions.

MLA requests related to ML

MLA requests i received Year Number
2003 3
2004 4
2005 65
2006 79
Total 151

MLA requests - answered 2003 3
2004 4
2005 65
2006 79
Total 151
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Effectiveness

762. The Russian authorities provided numerous examples offwssiahandled various money
launderingrelated MLA requests, which resulted in successful investigations, prosecutions and
convictions by foreign authorities as well as domestically wiRuissa. These examples covered the
Prosecution AuthorityMIA and FSB. This suggests some level of effectiveness. However, the full
extent of the effectiveness of the internationaloperation framework could not be completely
ascertained, sinaeliableor accurate detailed, centralised statistics are not kept on all aspects of MLA
requests made or received, relating to the predicate offences, ML or TF, or on the outcome of such
requests. The feedback received from FATF and FSRB members points at somiencaffidn the
system, although, delays could also be attributed to the failings of requesting states.

Additional elements

763. In case of direct requests from foreign law enforcement bodies to Russian domestic law
enforcement authorities the extent ofaqmerdion will depend on bilateral and multilateral agreements
between the parties. Such-gperation is also possible in accordance with the Palermo convention
ratification Law, which according to this law should be used as a basis for law enforcement co
operdion (article 1, p.8).

Recommendation 38

764. The relevant provisions on the identification, seasgizure and confiscation of criminal
proceeds are contained in tB€, the CCP, relevant ratification laws and the AML/CFT Law. The
generallegal framework of Russia described abevin relation to Recommendati@6 applies to
identification, search, seizure and confiscation issues. For a more detailed review of the domestic
confiscation mechanisms, see section 2.4.

765. According to article 10 of the AML/CFT Law theansfer of information connected with the
tracing, seizure and confiscation of proceeds from crime to the competent bodies of a foreign state can
be carried out, if it does not damage the interests of national securRyssia and allows the
competenbodies of this foreign state to commence investigation or an inquiry. This information can
be transferred provided that it will not be used for purposes not mentioned in the information request.
According to the same article the competent authoritieseapgired to handle tracing, seizure and
confiscation requests of foreign authorities.

766. Article 104.2 CC provides for the possibility of confiscation of property of corresponding
value. If the confiscation of a certain object is impossible due to its Usegrsir any other reason

the court will issue the judgment on confiscation of the amount of money which corresponds to the
cost of suctobject.

767. According to article 11 of the AML/CFT Law and on the basis of a specific international
agreement criminal poeeds or property of corresponding value may be transferred completely or
partially to the foreign state whose court made the decision on confiscation. No requests for
confiscation of property were received by Br@secution Authority

768. Russia hasa numberof bilateral and multilateral arrangements with foreign counterparts
regarding matters of seizure and confiscafiband is able to share assets with foreign counffies.
Kishinev Convention among CIS states contains a framework for search, seizurenfiachtion

1% The bilateral treaties are with Angola, Canada, India, Korea, Mexico and the United States. The

multilateral treatiesare the UN Convention against transnational organized crime of 15.11.2000; UN
International Convention for the Suppression of the Financing of Terrorism of 09.12.1999; Convention of the
CoE on laundering, search, seizure and confiscation of the proeceatdsrime of 08.11.1990; UN Convention
against lllicit Traffic in Narcotic Drugs and Psychotropic Substances of 20.12.1988; The Single Convention on
Narcotic Drugs of 30.03. 1961; European Convention on Extradition of 13.12.1957.
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among the signatories (article 104). Russia has not shared assets recently with foreign counties (and
vice versa).

769. Russia considered the creation of an asset forfeiture fund in 2002 when the AML/CFT
system was being set up. The mechanism, witighrently exists, provides for the transfer of
confiscated property to the Russian Federal Property Fund (establisi@ovesnmentDecree No.

925 dated December 12, 2002). The property is then auctioned and the proceeds from the auction are
transferredd the federal budget, which is spent on various programmes, largely of a social nature.

770. Russia can recognise and enforce foreign-eraminal confiscation orders. No statistics
were provided.

Effectiveness

771. The necessary mechanisms are in place for iiena cooperation on confiscation
measures, however they have not yet been tested in practice because Russia has not received any
foreign confiscation requests to date.

6.3.2 Recommendations and Comments

772. It is recommended that the Russian authoritiediicoa to institute a practive approach to
monitoring progress on execution of requests and better ensuring a timely and effective response.

773. The Gener al Prosecutordés Office should ensur
established points aontact between itself and the law enforcement officer responsible for execution
of the request, as well as between itself and the requesting country.

774. It is recommended that the authorities maintain statistics on the more detailed aspects of
MLA including details on the nature and results of MLA requests.

775. The Russian authorities are encouraged to continue their monitoring of the process of
providing MLA among special MLA working groups established with a number of countries.

6.3.3 Compliance with Recommendians 36 to 38 and Special Recommendation V

Rating Summary of factors relevant to s.6.3 underlying overall rating

R.36 LC 1 No reliable statistics provided to show effectiveness of the system.

1 Feedback from other FATF and FATF-style Regional Bodies shows delay in
answering MLA requests.

R.37 Cc 1  This Recommendation is fully observed.
R.38 Cc 1  This Recommendation is fully observed.
SR.V LC 1 The deficiencies related to Recommendations 36 and 39 have a negative effect on

the rating of this Recommendation.

6.4  Extradition (R.37, 39, SR.V)
6.4.1 Description and Analysis

776. Extradition procedures in Russia are based on a range of key international instruments
dealing with extradition, which include among others the relevant universal conventions (Vienna
(1988) andPalermo (2000) Conventions, UN Convention against corruption (2003), European treaties
(European Convention on Extradition (1957) and its Additional Protocols (1975, 1978), as well as the
CIS Minsk (1993) and Kishinev (2002) Conventipribat Russia is party to.
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777. In relation to AML investigations, Russia has extradited individuals throughtdsial
treaties to four countrié¥. Russia has bilateral treaties with another 30 coutifid®ussia is also a
party to two multilateral treati&s.

778. Money launderig is an extraditable offence in Russia. The main provisions of the national
legislation relating to extradition are contained in the Constitution (articles 61, 63), in Chapbérs 54

of the Code ofCriminal Procedwr as well as in the AML/CFT Law. As mondgundering is a
criminal offence in Russia, it is extraditable if the conduct for which extradition is sought is
criminalised and punishable bycastodial sentence of at least oyear in both the requested and
requesting statgaccording to article 468f the CCP). According to article 12 of the AML/CFT Law,
Russian authorities are required to handle extradition requests regarding MLA in the framework of
international agreements Bussia According to article 1.3 of Federal Law No. 26 Russia considers
the Palermo Convention as a legal mechanism for extradition. Similar provisions are contained in
article 1.2 of the Law No. 4BZ, which ratified the UN Convention against Corruption.

779. In the execution of a request for extradition, the standardkeofCCPgenerally apply,
however, according to article 457 the procedural standards of the foreign state can apply, in
accordance with international agreementRuo$sia on a mutual basis, unless this contradicts the laws
and international liabilities dRussia

780. According to aticle 61 of the Constitution and article 464 of t®de of Criminal
ProcedureRussian citizens cannot be extradited to the territory of a foreign state. However, according
to article 12 CC, citizens dRussiaand stateless persons wittparmanent residence Russia who

have committed offences beyond the territoryRofsia are criminally liable if the act is considered

an offence in the state where it has been committed, if these persons were not convicted in the foreign
state, the éminal case can be opert& investigated using the materials provided by the foreign
competent authority, and prosecuted byRhesecution Authorityn accordance with the CCP. In such
situations, the materials provided by foreign authorities may be tas#te fullest extent possible
according to procedures of the CCP relating to MLA.

781. According to article 462 of the CCP, to article 12 of Federal Law No-FZl%s well as on

the basis of international treaties and principle of reciprocity, Russia cadliexia foreign citizen or
stateless person, staying in the territoryRobsiato aforeign state for crinmal prosecution or to serve

a sentence for money laundering or terrorist financing or for the predicate offences. Such persons may
be extradited ithe mentioned offences are punishable under the criminahawaws of the foreign

state that submitted the extradition request.

782. Dual criminality is required under the CCP for extradition. In this regard the deficiencies
noted in the criminalisation d¥iL (insider trading and stock market manipulation not criminalised)
and TF (theft of nuclear material not covered) mpagve to be an obstacle in executing extradition
requests.

157
158

Angola, Brazil, Chinand India.

Azerbaijan, Algeria, Bosnia and Herzegovina, Bulgaria, Croatia, Cuba, Cyprus, Czech Republic, Estonia,
Finland, Greece, Hungary, Iran, Irag, the DPRK, Kyrgyzstan, Latvia, Lithuania, Macedonia, Moldova,
Mongolia, Montenegro, Poland, Rumarterbia, Slovakia, Slovenia, Tunisia, Vietnam and Yemen.

139 The European Convention on Extradition of December 13, 1957 (Albania, Andorra, Armenia, Austria,
Azerbaijan, Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denitasnik, Es
Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Israel, Italy, Latvia, Liechtenstein,
Lithuania, Luxemburg, Meedonia, Malta, Moldova, Montenegro, the Netherlands, Norway, Poland, Portugal,
Rumania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey, the United Kingdom and Ukraine),
and the Convention on legal assistance and legal relations in amillyfand criminal matters of January 22,
1993 (Azerbaijan, Armenia, Belarus, Georgia, Kyrgyzstan Uzbekistan, Kazakhstan, Moldova, Tajikistan,
Turkmenistan, Ukraine.

180 For example immunity against criminal prosecution would prevent a case from being.opene
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783. Information provided by Russian authorities indicated that technical diffesenn
criminalising the conduct are not an obstacle in this case to executing an extradition request, as is the
practice in relation to other forms of MLA.

784. Extradition is not admissible if the person, with respect to whom the request for extradition
hascome from a foreign state, has been granted asylum in Russia because of the possibility of his
persecution in that state on account of race, religion, citizenship, nationality, affiliation with a certain
social group, or because of his political viewsn(itg of article 464 of the CCP ). Rejectiohthe

request for extradition of persons accusgfinancing terrorism on the biasof political grounds is not
admissible, as provided for by the Federal Law ratifying the TF Convention.

785. Where the subject of aextradition request made to Russia is also the subject of domestic
proceedings against him or her, then the domestic proceedings will take precedence, with an obvious
impact on the timeframe iwhich extradition cases can be handled. Otherwise, the C&Ridts the
Prosecution Authorityo execute requests without unnecessary delay (CCP, articl@&sA66(.

786. The specific procedures for extradition are established bytbgecution Authorityn the
Extradition Instructiof’. The instruction describes dééal procedures to be followed by the
territorial and federal prosecutors in relation to extradition and includes the specific time frames for
the execution of all of the procedural actions. The instruction describes the detailed components of the
actions hemselves, including the appeal process. For serious crimes the instruction demands a
simplified and expedited procedure of extradition. It also creates a mechanism, where prosecutors of
all levels regularly report on the implementation of this instruction

787. The extradition provisions of Russian legislation in relation to money laundering are equally
applicable in cases of terrorism financing.

Additional elements

788. Simplified procedures of extradition by way of permission for direct transfer of requests for
extradition between relevant designated competent authorities exist. At the sarree siimgified
procedure of consenting persons is not stipulated. Persons cannot be extradited only on the basis of a
warrant for arrest or court decision.

Statistics

789. Russiaprovided the evaluation den with statistics related t) extradited persons from
Russia to foreign statesnder article 262 of the CCR) received requests for criminal prosecution of
Russian citizens having committed crimes amitey of foreign sate, andii) executed requests for
criminal prosecution of Russiaitizens having committed crimes on the territory of foreign state. All
these statistics can be found in the tables below. There is no breakdown available for ML and / or TF
related reques, but it was known that at least fopersons were extradited for ML to Ukraine.

Extradition requests to and from Russia (all crimes)
Year (2007 up Number
to October
onl CIS Other
y) . )
countries countries
Number of persons extradited from Russia (CCP, 2006 1048 16
article 262)
2007 810 16
All countries
' |'nstruction of the General Prosecutoro6s Office
consideration of foreign statesd requests on extradit
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Extradition requests to and from Russia (all crimes)

Requests to Russia for prosecution of Russian 2006 215
citizens in Russia for crimes committed abroad.

2007 123
Executed requests to Russia for prosecution of 2006 159
Russian citizens in Russia for crimes committed
abroad. 2007 121

790. The data provided demonstrates that the extradition system is functioning rather effectively;
however, more detailed information on the various aspects of the extradition process were not
provided. In the absencef @omplete statistics it is not possible to make an assessment of
effectiveness. The data, however, do show that extradition heavily focuses on CIS countries. While
this is to be expected, due to geographic proximity and high degrees of similarity cylstgahs, the
current numbers are still too low for n@iS countries

6.4.2 Recommendations and Comments

791. Russia should further enhance the existing system of reviews in relation to extradition
according to Instruction No. 32/35 and maintain comprehenstiaistics in relation to ML/TF
covering all details of the extradition process.

792. Russia should also raise the effectiveness of its extradition practice in relation@Sion
countries and make the figures for CIS and-@8& countries better comparablRussia is however to
be commended for the high number of requests to and from CIS countries.

793. Russia should address the missing elements of its ML and TF offences to ensure that dual
criminality requirements do not represent an obstacle for extraditisucin matterssée also sections
2.1 and 2.2 for discussion of the missing elements of the ML and TF offences).

6.4.3 Compliance with Recommendations 37 & 39, and Special Recommendation V

Rating Summary of factors relevant to s.6.4 underlying overall rating

R.39 LC 91 Deficiencies noted in relation to the criminalisation of ML and TF may prove to be
an obstacle in executing extradition requests.

1 The effectiveness of the extradition system to and from non-CIS countries should
be enhanced.

R.37 Cc 1  This Recommendation is fully observed.

SR.V LC 1 The deficiencies related to Recommendations 36 and 39 have a negative effect on
the rating of this Recommendation.

6.5 Other Forms of International Co-operation (R.40 & SR.V)
6.5.1 Description and Analysis

794. The general vision on (internationalinformation exchange is set out in article 10 of the
AML/CFT Law. The provision is quite broad and concerns all authorities that are concerned in the
fight against ML/FT. This provision for the most part covers the elementecdrmendtion40.

Even though all agencies concerned can act internationally on their own initiative, most of the
international ceoperation takes place through Rosfinmonitoring. On the policy level,
Rosfinmonitoring is the authority that represents Russi&ATF, EAG, MONEYVAL and the
Egmont Group.
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795. Rosfinmonitoring exchanges information through the Egmont Group andnhaddition,
39 MOUs with other FIU¥? It is currently discussing MOUs with testher countries.

796. As of December 2007, the BoR had coneldd?1 agreementsviQUs) which included
statements on eoperation in the area of AML/CEF. In addition, the BoR reported that it was
considering agreements with another five countries. Article 51 of the BoR Law gives the BoR the right
to request informatio from foreign supervisory authorities, and to provide information that does not
contain information on the operations of credit institutions or their customers.

797. The Russian authorities report that the time period for execution of international requests f
assistance is usually set out in the relevant MOU, but there is a default time limit of one month from
the date of receipt of the request (BoR Guidance N-1BBhot provided to the evaluation team).

798. The Russian authorities were not able to providermétion about refused requests for
assistance.

799. The BoR reports that it received and answered 18 requests for international assistance
between 2003 and 2006. However, no further details of from who these requests were received or their
nature were made alable to the evaluation team.

800. The BoR is able to request and provide information to the corresponding banking supervisor
received in the execution of its supervisory function. No further information was made available to the
evaluation team.

801. TheFISShasanMOU with the USA, and is an active member of the IAIS.

802. The Federal Financial Markets Service is a member of the International Organisation of
Securities Commissions

6.52 Compliance with Recommendation 40 and Special Recommendation V

Rating Summary of factors relevant to s.6.5 underlying overall rating
R.40 C 1  This Recommendation is fully observed.
7. OTHER ISSUES

7.1 Resources and statistics

803. The text of the description, analysis and recommendations for improvement that relate to
Recommendations 3nhd 32 is contained in all the relevant sections of the rejparal{ of section 2,

parts of sections 3 and 4, and in section 6). There is a single rating for each of these
Recommendations, even though the Recommendations are addireseveral sectis. Sectiory.1

of the report only contains the box showing the rating and the factors underlying the rating, and
includes a croseeference to the relevant section and paragraph in the report where this is described.

162 Afghanistan, Armenia, Belarus, Belgium, BilazBulgaria, China, Columbia, the Czech Republic,

Cyprus, Egypt, Estonia, Finland, France, Germany, lsrael, Italy, Korea, Kyrgyzstan, Latvia, Liechtenstein,
Luxemburg, Macedonia, Mexico, Moldova, Monaco, Montenegro, Panama, Peru, Poland, Portugal, Rumania
Slovenia, South Africa, Sweden, the United Kingdom, Ukraine, the United States and Venezuela.

183 Armenia, Azerbaijan, Belarus, China, Cyprus, Finland, Georgia, Germany, Kyrgyzstan, Latvia, Lithuania,
Macedonia, Moldova, Mongolia, Montenegro, Panama,wWdygr Tajikistan, Turkmenistan, Venezuela and
Vietnam.
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804. With the exception of the staff of omegional law enforcement body that indicated that its
resources were insufficient and with the exception of Rosfinmonithiéaglquartersn Moscow that
indicated that its resources were sufficient, most other interviewed agencies appeared to be
uncomforaiblein discussing areas in which additiomakources (such as staff or budget) would be
needed. The staff of Rosfinmonitoring headquarters equally was uncomfortable in indicating which
other agencies, in their view, have sufficient or insufficient resmurNonetheless, Rosfinmonitoring
headquarters did provide the evaluation team with sufficient statistics to assess the resources of some
agencies. Overall, howevdrecause of these reasons dedause the statistics are confidential (see
section 2.6 othis report),the evaluation team could not fully assess the effective implementation of
this Recommendation for all agencies involved in the fight against money laundering. This has a
negative effect on the rating.

Rating Summary of factors relevant to Recommendations 30 and 32 and underlying overall
rating

R.30 PC 1 For a majority of regional offices and for a majority of law enforcement and
supervisory agencies, the number of staff specifically devoted to AML/CFT
issues is low, or was difficult to assess.

R.32 LC 1 Not all authorities keep quality statistics on matters relevant to the effectiveness
and efficiency of the system.
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TABLES

TABLE 1: RATINGS OF COMPLIANCE WITH FATF RECOMMENDATIONS

The rating of compliance vi&vis the FATF Recommendations shibllle made according to the four
levels of compliance mentioned in the 2004 Methodology (Compliant (C), Largely Compliant (LC),
Partially Compliant (PC), Neompliant (NC), or could, in exceptional cases, be marked as not
applicable (N/A).

Forty Rating Summary of factors underlying rating
Recommendations

Legal systems

R.1 ML offence LC 1 Russia has not established offences of insider trading and stock
market manipulation.

R.2 ML offence i LC 1 Russia has not established criminal liability for legal persons.
mental element and
corporate liability

R.3 Confiscation and C 1 This Recommendation is fully observed.
provisional
measures

Preventive measures

R.4 Secrecy laws C 1  This Recommendation is fully observed

consistent with the

Recommendations

R.5 Customer due PC 1 No specific prohibition on maintaining existing accounts in fictitious
diligence names.

1  No requirement to conduct CDD if suspicion of ML/TF if one of the
exemptions of AML/CFT Law article 7 clause 1.1 applies.

1 No requirement in Law or Regulation for dealing with doubts about
veracity.

1 Lack of clarity and effectiveness in respect of beneficial ownership
requirements.

1 Lack of clarity in relation to ongoing due diligence.

1 No direct requirement to establish nature and intended purpose of
business relationship.

1 Doubts about clarity and effectiveness of requirements relating to
SDD and EDD.

1 Timing of verification i no measures for non-Cls.
1  Failure to complete CDD i measures for non-Cls only extend to ID.

R.6 Politically PC 1 Definition of PEPs does not extend to those who have been
exposed persons entrusted with public functions.

1  No requirement for obtaining approval from senior management for
existing customers found to be PEPs.

1 Lack of clarity relating to establishing source of wealth and enhanced
ongoing due diligence.

1 Beneficial ownership is not covered.
1 No information on effectiveness.

R.7 Correspondent PC T No speci fic requirement t o un
banking business or determine quality of supervision.
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Forty Rating Summary of factors underlying rating
Recommendations
1  No requirement to ascertain if respondent has been subject of ML/TF
investigation.
1 Nothing specific requiring a judgement on effectiveness of
respondent AML/CFT system.

R.8 New PC 1 Requirements for new technologies limited to internet banking.

technologies & non 1 No requirements for non face-to-face transactions except for Cls.

face-to-face

business

R.9 Third parties and N/A 1 This recommendation is not applicable (financial institutions are

introducers legally not permitted to rely on intermediaries or third parties).

R.10 Record keeping LC 1  Account files and business correspondence do not have to be kept
for a minimum of five years from the termination of the account or the
business relationship.

T ATi mely accessodo is not required

R.11 Unusual PC 1  No requirement for FIs to examine as far as possible the background

transactions and purpose of all unusual transactions.

1  No requirement for Fls to set forth the findings of such examinations
in writing.
1  No specific requirement for FIs to keep such findings available for
competent authorities and auditors for at least five years.
1 Lack of effectiveness, especially in the non CI sector.
R.12 DNFBP i R.5, PC Applying R.5

6, 8-11

1 Casinos/Real Estate Agents/Dealers in Precious metals and stones
T similar technical omissions as recorded under R 5. In particular:

o No requirement for dealing with doubts about veracity of
previously obtained information.

o0 Lack of clarity and effectiveness in respect of beneficial
ownership requirements.

0 Lack of clarity in relation to ongoing due diligence.

o Doubts about clarity and effectiveness of requirements
relating to SDD and EDD.

o Timing of verification i no requirements.

o Failure to complete CDD requirements limited to failure to
carry out customer ID.

o Concerns about effectiveness in the casino sector.

1 Lawyers/notaries/accountants
o CDD requirements only relate to ID.
Applying R.6
1 Lawyers/notaries/accountants: New provisions do not apply.
1  All other entities: similar omissions as recorded under R 6.
Applying R.8

1 Casinos: requirements limited to prohibition of gambling via the
internet.

1  All other entities: no requirements except the need to personally
identify all natural persons.

Applying R.9
T NA
Applying R.10
1 Casinos/Real Estate Agents/Dealers in Precious metals and stones
o Similar omissions as recorded under R 10.
1 Lawyers/notaries/accountants
1 No requirement to keep records except for those relating to ID.
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