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EASTERN AND SCUTHERN AFRICA
ANTI-HONEY LAUNDERING GROUP

The Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG) was officially established
in 1999 in Arusha, Tanzania through a Memorandum of Understanding (MOU). As at the date of this
Report, ESAAMLG membership comprises of 18 countries and alsoincludes a number of regional and
international observers such as AUSTRAC, COMESA, Commonwealth Secretariat, East African
Community, Egmont Group of Financial Intelligence Units, FATF, IMF, SADC, United Kingdom, United
Nations, UNODC, United States of Amer ica, World Bank and World Customs Organization.
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internationally accepted standards against money laundering and the financing of terrorism and
proliferation, in particular the FATF Recommendations.

For more information about the ESAAMLG, please visit the website: www.esaamlg.org

This document and/or any map included herein are without prejudice to the status of or sovereignty over
any territory, to the delimitation of international frontiers and boundaries and to the name of any territory,
city or area.

This assessment was conducted under the responsibility of the ESAAMLG, adopted by the Council of
Ministers in June 2021.

Citing reference:

ESAAMLG (2021), Anti-money laundering and countéerrorist financing measuresMozambique, Second
Round Mutual Evaluation ReportESAAMLG, Dar es Salaamhttp://www.esaamlg.org/reports/me.php

© 2021 ESAAMLG. All rights reserved.

No reproduction or translation of this publication may be made without prior written permission.
Applications for such permission, for all or part of this publication, should be made to the ESAAMLG
Secretariat, P.O.Box 9923, Dar es SalaarlUnited Republic o f Tanzania

Tel: +255 22 2667895/7679

Fax No: +255 22 2668745

Email: executivesec@esaamlg.or.tz
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Glossary of Acronynis

ACB
AFRU
AGO
AML/CFT
ANAC
ARINSA
Art
ASEL
BNI

BO

BoM
CBR
CDD
CISNA
CTR

DG
DNFBPs
EDD
EFTR
Fls

GDP
GIG
GIFiM-FIU
IAIS
IFTR
INAMI
10

IOPS
ISSM
KYC

LE

LEA
MDART
MER
MFI

ML

MLA
MLRO
ML/TF

Anti-Corruption Bureau

AssetForfeiture Recovery Unit

Attorney General 6s Office
Anti-Money Laundering/Combating the Financing Terrorism
National Administration of Conservation Areas
AssetRecovery IntetAgency Network of Southern Africa
Article

Lusophone I nsurance Supervisorsodo A
Bearer Negotiable Instrument

Beneficial Ownership

Bank of Mozambique

Correspondent Banking Relationship

CustomeiDue Diligence

Committee of Insurance, Securities and NBank Financial Supervisors
Cash Transaction Report

Director General

Designated Notrinancial BusinesandProfessions

Enhanced Due Diligence

Electronic FundJransferReport

Financial Institutions

Gross Domestic Product

General Inspector of Gaming

Gabinete de Informacao Financiem de Mozambigueancial IntelligencéJnit
International Association dhsurance Supervisors
International Funds Transfer Report

National Mining Institute

Immediate Outcome

International Organisation of Pension Supervisors
Insurance Supervision Institute of Mozambique

Know Your Customer

Law Enforcement

Law Enforcement Agent

Multi-Disciplinary Asset Recovery Team

Mutual Evaluation Report

Micro-Finance Institution

Money Laundering

Mutual Legal Assistance

Money Laundering Repo@fficer

Money Laundering/Terrorist Financing

L Acronyms already defined in the FATF 40 Recommendations are not included into this Glossary.
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MVTS
MoE&F
Mol
MoJ
MoU
MRA
NBFI
MRP
NIS
NPO
NRA
NTF
NBFIs
OCAM
PEPs
PF
PPO
PSMD
RBA
RBS
SADC
SARPCCO
SAR
SERNIC
SISE
SRB
STR
TCSPs
TF
TFS
UBO
UNSCRs
USA
VAs
VASPs

Money or Value Transfer Services

Ministry of Economy and Finance

Ministry of Interior

Ministry of Justice

Memorandum of Understanding
Mozambique Revenuguthority

Non-Bank Financial Institution

Mozambique Republic Police

National Immigration Service

Non-Profit Organisation

National Risk Assessment

National Task Force

Non-Bank Financial Institutions
Organization of Chartered Accountants and Auditors of Mozambique
Politically Exposed Person

Proliferation Financing

Public Prosecutorodos Office
Precious Stones and Metal Dealers

Risk Based Approach

Risk Based Supervision

Southern Africa Development Community
Southern African Regional Police Chiefs Cooperation
Suspicious Activity Report

National Criminal Investigation Service
Statelntelligence and Security Service
SelfRegulatoryBody

Suspicious Transaction Report

Trust and Company Service Providers
Terrorist Financing

Targeted Financial Sanctions

Ultimate Beneficial Ownership

United National Security Council Resolutions
United States of America

Virtual Assets

Virtual Assets Service Providers
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1.

Executive Summary

This reportsummariseshe AML/CFT measures in place Mozambiqueas at the

date of the ossite visit from 25 Novemberto 6 DecembeR019 It analyses the level of
compliance with the FATF 40 Recommendations and the level of effectiveridsezaribiqué s
AML/CFT system, and provides recommendations on how the system could be strengthened.

Key Findings

a)

b)

d)

e)

Mozambiquehas had legal and institutional frameworks on AML since 2002

CFT since 2013These have been strengthened over the years through amendments
and enactment of new laws and restructuring of the ANHT institutions.Much has

been done to improve tWeML/CFT regime of Mozambiquehowever, there are still
important technical compliance gaps which would require further actions by the
authorities

Despite its exposure to a range of procegetserating crimes (such as corruption and
drug trafficking) andpotential terrorist financingylozambique has not yet assessed

its ML/TF risks. Preparations are underway for it to carry out its first National Risk
Assessment (NRA). Although, there is relatively a common understanding cutting
across institutions of mostequently occurring crimes, the understanding of how
these crimes pose ML threats or genepateeeds which can be laundered is still
quite basic. The absence of a NRA or any other forms of risk assessment could be
limiting the identification, assessnteand mitigation of the ML risks. National
coordination and cooperation among agencies igysitélow. Mozambique has not
developed a national AML/CFT policy or strategy.

The GIFiM (FIU) produces reasonably good financial intelligence which could
effectively support the operational needs of LEAs (AGO, SERNIC, ANKCB and

MRA) but it could not be demonstrated that the LEAs effectiusly the financial
intelligence to iitiate or support ML investigations or to trace proceeds of crime.
GIFiM could not adequately demonstrate that it was doing enough analysis work on
TF to supportheinvestigationdy LEAs. Its resources and capacity were still limited

to enable it to fully perform its core functions, particularly in the area of analysis.
Mozambiquehas an adequate legal and institutional framework for investigation and
prosecution of ML offencesvhilst the legal and institutional framework pertaining

to TF requires significant improvemenHowever due to a general lack of capacity
(human, techni and financial) of SERNI@ identify and investigate Mland TF

and poor coordination amongst stakeholdestitutions with the exception of
corruption associated ML, there has been ineffective identification and prosecution
of ML/TF offencesDespite the possibility of the risk of TF, the authorities could not
demonstrate that adequate eff@tsbeing made to address the risk.

Mozambique does not pursue provisional or confiscation measures as a policy
objective. Financial investigations aret routinely used to trace proceeds of crime.
Most confiscations done are eontrabandThe risk of cros$order transportation

of cash, BNIs and other contraband on identified entry and exit points with high
traffic of passengers remains unassessedhadmidermines confiscations made.

The understanding of ML/TF risks and AML/CFT obligations across Fls and
DNFBPs sectors varies. Large and International banks as well as MVTS have a fair
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understanding of ML/TF risks and AML/CFT obligatioMdajority of the DNFBPs

do not understand the MLFTrisks associated with their sectors and a few had been
made aware of their obligations just before thesibavisit whilst the rest were still
unaware.

g) Of the supervisory authorities, only BoM has commenced AML/CFT supervision but
only limited to commeeial banks and one large mobile money service provider, it is
still to extend it to the rest of the institutions under its purview. None of the
supervisory authorities is conductingML/CFT risk basedapproach (RBA)
supervision and neither has any of them developed any risk based supervisory tools
Financialsector and DNFBP supervisors have a low level of understanding of the
ML/TF risks in their sectorsAll the supervisory authoritiehave inadequat
resources to effectively supervise their sectors. Virtual AsseAs)(\dnd Virtual
Assets Service Providers (VASPSs) are still unregulated in Mozambique, therefore not
supervised for AML/CFT.

h) Mozambique has not assessed risks associated with legalpaigafe some basic
informationis available in a public registry, this information is not properly verified
or maintained wto-date. For legal persons igh have a business relationship with
a reporting entity, BO information is held with the reportimgitg as per its CDD
obligations, however lack of understanding of the BO concept affects the availability
and accuracy of this information. Mozambigue does not recognize trusts and has not
regulated trustees

i) Mozambique has recently provided legal anditu$onal frameworks to implement
Targeted Financial Sanctions relating to TF. However, the legal framework does not
provide for the implementation to be done without delay and in a systematic manner.
The coordination of thenplementation is still not &ctive, with the majority of the
reporting entities not having been provided with adequate guidance on the
implementation. There is no framewarkmechanisnto implement TFS relating to
Proliferation Financing (PF).

J) A review of the NPO sector to identithose NPOs that are vulnerabdelTF abuse
has not been dorfeence no focused and proportionate measures have been applied.

k) The legal framework to facilitai@ternational cooperationnly came into effect and
in force soon after theon-site visit and therefore, could not be considered
Mozambique has inadequate capacity, both human and structural to properly
administer MLA, extradition and other forms of international cooperaétating to
ML, TF and associated predicate crimes. The case management system is inadequa
to enable a determination to be made on how timely the authorities have been able tq
provide MLA and extraditionThere is insufficient information or data avaikaln
respect of handling of requests for MLA and extradition to enable a determination on
the effectiveness of the systeRegardingther forms of international cooperation,
Mozambique has a strong framework to exchange information with Portuguese
speakng countries compared tbe other jurisdictions.

Risks and General Situation

2. Mozambique has introduced a raft of new laws to strengthen its AML/CFT regime
with some of the laws having been just enacted or introduced as recent as at thehermof
site visit Mozambiquds in the process of strengthening its institutional structures to implement
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the laws. Where institutions had already been established to implement the neuwhddws
understanding of ML and effectivplementationof suchlawswas still quite low

3. In general Mozambique has nassessedts ML/TF risks as it had just started
preparing to carrputits NRA. However,t is exposed tmumerousviL and TF risks. A number

of crimes poe high ML/TF risks to the country, thee include: corruption; drug trafficking;
trafficking in persons; wildlife trafficking; unlawful dealing in precious stones and metals; and
tax evasionMost of the crimesgenerating the most proceeal® of & extraterritorial nature

with Mozambique repted as a transit route for drugs into the neighbouring South Africa.
Mozambique is also at risk of being used as a transit routesfoffenceof trafficking in persons

and wildlife. Precious stones and wildlife are also smuggled out of Mozambiduasanite of

the proceeds laundered bactoiMozambiqueThe porous borders of Mozambique, particularly
with Zimbabwe Zambia, TanzanjdMalawiandEswatiniincrease the risk of transnational crimes
taking place Although most sectors araware of theseriouscrimesfrequently committed in
Mozambiquenot all of them have an understanding of how these criaegenerate proceeds
which can be laundered. Hemdahe level of understandirige scale othreats, vulnerabilities

and risksof ML is still low. The authorities identified the sectors of real estate, precious metals
and stones, motor vehicle dealers, money value transfer services, foreign currermgexch
dealers and wildlifas the areas through which laundering could be taking platcthis view

was supported by very few ML cases.

4. The northern part of Mozambique, which is the Region of Cabo Delggskx on
informationfrom both the authoritiesnal open sources, is flanked with a lot of unrest linked to
terror related activities. The area is also prone to illegal precious stone dealers with indications
that some of it is smuggledut of Mozambique The authorities could not provide clear
information as to the extent of TF risk associated with this Region of Mozambique. Again,
although the TF risk was perceived to be low in Mozambique, the basis for this understanding
was not clearly explained. Mozambique has not developed any policies or strgtédezs by
identified ML/TF risks. The absence of such policies and strategies has also negatively affected
prioritisation in the mitigation of ML/TF riskand made Mozambique remain vulnerable to such
risks.

5. Although interventions, such dbke use ofmolile money platformshave been
introduced to bring otvoard the noibanked, a large population still remains unbanked. Efforts
to increase the banked population aregoing. The DNFBP sector is not supervised for
AML/CFT making the sector highly vulneralfter ML/TF. No measures are in place to identify
the extent of the ML/TF risks associated with the sector. Other than, iaalioM has not yet
started AML/CFT supervision on some of the sectors identified to be higlnak its purview
e.g. MVTS.Moza mbi que 6 s e c o n,whith inherentlycpasshigh NBLATE resics.

6. Mozambique has set up a National Task Force but it does not include all
stakeholders There is no coordinated approach yet to identification of ML/TF/PF risks at
national level. Coordination dfaw EnforcementAgencies I(EAS) is not effectively used at
national level asa means to fight high risk crimes. Cooperation and coordination ashong
AML/CFT supervisors is still low.

Overall Level of Complianceand Effectiveness

7. Mozambi queds A MUdekpid- aving ynmpriovedn since the last
assessment, is still weaklthough financial intelligence has been disseminatidre is low

2 National Administration of Conservation Aréan charge of wildlife
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indicaion that thisis being used to successfully investigate ML cagkgpacity to effectively
investigate and prosecutmases of ML is stillow. Still next to nil suspicious transactions relating

to TF are reported heporting entitiegeading to no financial intelligence being generatddch

has affected investigation and prosecution of TF cases. The supervisapoaing entitiess

still very weak with no meaningful supervision of the DNFBPs having staRedher,
fundamental improvements are needed in the implementation of preventive measures by the
reporting entities.

8. In addition to the new laws recently enacted in Mozambique, theti#l need for
strengthening some of these laws to fully empdviehs to effectively invesgate ML/TF cases
as well as hieg able to immediately trace andentify proceeds of crime. Commensurate to the
new laws being enacted, thestitutional framewrk to implement these laws needs to be
expandednd strengthened

Assessment of risk, coordination and policy setting (Chapter 2; 10.1, R.332 34)

9. Mozambique has a low understanding of its ML/TF rjsisich is compounded by

the country not having undertaken any kind of risk assessment. The countrydasgate up

with AML/CFT policies and strategies. The changes to the legal and institutional frameworks

have somewhat strengthened the AML/CFT regifneew law enforcement body to replace the

police criminal investigations department, the National Criminal Investigation Service (SERNIC)

(Law 2/2017) has been created to investigate ML, TF and other ctinee&IFiM (FIU) has

been provided with more ogional independencend a formal National Task For¢NTF)

created (Law 2/2018mnd an administrative Asset Forfeiture UMDART) has been set up

under the Publ ic Pr osThaesadewelopinents @ad fust taken piagP O) ( 201 8)
still hadlimited effectiveness.

10. Coordination and cooperation of AML/CFT matters at national level, particularly
operational level is still quite limited. Theeation of the NTF reporting to the Coordination
Council at policy level, might improve the situation fith these structural changes being new,
effectiveness could not be demonstrated.

Financial intelligence, ML investigations, prosecutions and confiscation (Chapter 3;
10.6,7,8R.1, 3, 4,2932)

11. The GIFiM (Mozambiqud-IU) is responsible for reipt and analysis of reports,

and dissemination of financial intelligence and other relevant information. GIFiM has adequate
legal powers to receive STRs as well as to access administrative and other financial information
to augment its analysis. The mainallenge is thanhformation held by most institutions which

is accessible to GIFiNs not of good quality. For instance, the quality of information held by the
Registrar of Companies is less comprehensive to verify the identity of ultimate beneficial
ownership of legal persons. Moreover, almost all of transaction reports analysed®iitie

are from commercial banks and thereti$elitono filing of transaction reports by other reporting
entities including the high risk sectors such as real estatpranmus stone and metal dealers
(PSMDg. Thus, the diversity of the STRs filed and other relevant information necessary to
produce qualit information are not sufficiently broadhe GIFiM has also naeceived cross
border currency or BNI reports from the Mozambique Revenue Authority (MRAGh has
limited its sources of information.

12. The GIFiM has legal autonomy and operational indepanddo perform its core
functions. However, the information being disseminated by@GhWaM, in most cases, passes
through the PP@nd passed ot the relevant LEAS once the PROsatisfied that the repad
useful for carrying out further investigat®nThis, to some extent, affected the operational
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independence of the GIFiM iits ability to disseminag information to the other LEAs
spontaneouslyand upon request leading to unreasonable delay in the identification and
investigation of ML and associaeredicate offenceshe FIU hasalsonot received cross
border currency/BNI information collected by the Tax Authority of Mozambique (MRA) due to
lack of coordination between the two authorities.

13. The GIFiM has a secured environment to safeguard iteatpes. Samples of

reports examined during the onsite indicate tBHtiIM hasmanaged to produce and provide

reasonably good financial intelligenerabling investigation of ML and some predicate offences

However,it does not have adequate hunrasources to exercise its core functions and assist

LEAs to effectively identify ML, TRand other predicate offences based on Mozamsqusk

profile. GIFIM had managed to issoaly onestrategic analysis repaat the time of the onsite.

Generally, tle lack ofadequateskilled resources in the GIFiM, limited STR reporting and-non

targeted GIFiM analysis produ¢cts| | contri bute to the negligible u
products in the context of teostsignificant ML/TF risks faced by Mozargue

14. Mozambique has established an adequate legal and institutional framework for the
investigation and prosecution of ML. Whilst the RR@ich is the sole prosecutorial authority,

has been capaaied with financial and human resources, SERNWhich isthe primary
investigative agencyhas significant capacity challenges that compromise its ability to identify
and investigate cases of ML.

15. Mozambique focuses on the investigation of predicate offences, rather than ML.
Whilst PPO may instrucSERNICto carry outparallel financial investigationis certain cases,

this is not done routinely. A fair number of sklfindering cases have been investigated and
prosecuted compared to other types of ML. PPO, thré@B, predominantly investigates and
prosecute corruption associated Mlalthoughsuch prosecutions are relatively inconsistent.
However ML is not routinely pursued imost of the criminal investigations as they are more
targeted at predicate offencasd PPO prosecutors are unable to routinelgtiffeML.

16. There are significant challenges in the coordination between criminal justice sector
actors. LEAs generally do not utilise GlFifinancial intelligencereports nor do they
demonstrate an understanding of the utility of GIFiM as an investigaibnin addition GIFiM

is also supposkto act as the national repository sfatisticsfrom all competent authorities in
Mozambique, a function which it is not effectively implementing nor are the other competent
authorities complying with the requirement. This has adversely affected maintenance of reliable
statistics.

17. Mozambique doesat consistentlypursue confiscation as a policy objective. LEAs
routinely confiscatecontrabangdhowever more complex financial investigations are generally
only undertaken in respect to corruption offences. Provisional confiscation measures are not
extensively used and the authorities have a mixed understaaoftithg function and purpose of
provisional confiscation measures.

18. Mozambique has established a Mulisciplinary Asset Recovery Taskforce
(MDART) in the PPO in 2019 to carry out asset tracingraodvery in complex matters. Whilst
the effectivenessf this arrangemergould not be assessed as no cases had been contpleted
to the recentness of the developmatithe time of onsite, this a commendable effort.

19. Mozambi queds ¢ o ramewsrk eould ®den enHarceda by thé
establishmenbf a nonconvictionbased forfeiture regime.
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20. Confiscation of falsely declared currency is pursued by the authorities, with BNIs
generally not being a primary focus. The current sanction regamenot beermsufficiently
utilised todissuadehe movement of false or undeclared cross border movement of currency

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R, 4,58, 30 31 &
39)

21. Mozambiqué degal and institutional framework focombatting TFrequires

significant improvementThis is further hampered by t he aut hor i ti esd under ¢
definition of terrorism as acts committed with a political ideolagyich has significantly

compromisd the implementation of the framewoitk question It effectively incapacitasthe

a ut h o ability to idestidy, investigate or prosecutevide scope ahe TF riskawvhich might

be present within Mozambique.

22. In general, both supervisors and LEAs are not informed of the vulnerabilitles an
risks of TF in Mozambique. Aided by tHinited understanding of terrorism in the country,
identification and investigation of matters of terrorism and terrorist financing are not a priority in
Mozambique.

23. Mozambique has not yet conducted a reviewNPO sector with the intention
to identify NPOs that might be vulnerable to TF abuseumgdthe results tapply focused and

proportionate measures to mitigate the risks identified. NR®s are still unaware of any TF
risksthey might be vulnerable @nd theauthorities have not carried omtitreach to any of the

NPOs, their donors and other stakeholders to raise awareness on identified TF risks.

24, There is limited coordination and cooperation between LEAs in respect to TF.
SERNIC, as the sole institutionith mandate to investigate TF, lacks the capacity (human,
technical or financial) to identify or address T™H0 demonstrable coordinatiom dF matters

was shown by the authorities.

25. Mozambique does not have a legal or institutional framework for the
implementation of UNSC&1718 andts successive resolutions and UNSQR37/2231on PE

Preventive measures (Chapter 5; 10.4; RZB)

26. The understanding of ML/TF risks across Fls and DNFBPs sectors varies.
Notwithstanding the absence of the NRA or sectoral risk assessment, Fls, in particular, large
domestic and foreign owned banks and large MVTS demonstrated a fair level of understanding
of ML/TF risk applicable to their operations. These institutions have implemented AML/CFT
preventive measures to mitigate against the identified risks including but not limited to
application of EDD measures and monitoring requirements leveragineimgroupwide
systemsor systems ofheir parent companies abrodthe rest of the Fls and DNFBPs could not
effectively demonstrate that they do understand the ML/TF risks and the AML/CFT obligations
relating to them. As a result, they do not have effectiitgyating controls in placeneitherdo
theyapply EDD measures on high risk customers and praducts

27. Mozambique has no legal and institutional framework to enable VAs and activities
of VASPs to take plac&esultantly, all FIs have no understanding ancthent started applying
AML/CFT obligations relating to VAs and on VASPAs regards requirements to identify and
verify BO of legal entities, reporting entities have varying understanding of the concept of BO
and most of them tend to equate it to legal esship.

28. Reporting entities generally lack knowledge of their obligations on TFS relating to
TF and PF. As regards reporting obligations, only banks are reporting STRs and thresholds
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reports to the FIU. At the time of the onsite visit, other FIs and DNFBEsot reported any
STRs or other threshold reports to the FIU in spite of a high ML/TF risk profile in their sectors.
Although banks and large MVTS have fairly adequate compliance prowsrthe rest of the

Fls and DNFBPs have not effectively develogedth programmes and this is mainly due to
absence of supervision and guidance from the relevgo@rvisoryauthorities.

Supervision (Chapter 6; 10.3; R4, R26i 28, 34, 35)

29. Financial sector supervisors have adequate market entry controls in placet prev
criminals and their associates from owning or controlling interest in financial institutions. The fit
and proper tests conducteb not include identification dO. Mozambique has just started the
procedures for carrying outs first NRA exercise, wich impedes on thenderstanding by
supervisory authoritie®f the ML/TF risks prevalent in their sectors. The financial sector
supervisors have not yet developed and implemented AML/CFIbas&d supervision and
monitoring of FIsand do not have adeqeaesources for supervision of the secédthough the
AML/CFT legal framework in Mozambique has a broad range of sanctions, only the BoM and
the @FM have applied sanctiore a certainextent onentities they supervise. Only the BoM
hasconducted awareness and outreach to some of its liceddegesigh financial supervisors
have issued guidance to banks and insurance companies, they are still to do so to the rest of the
Fls. Financial supervisors cooperate and exchange informatiorothigih competent authorities,
mainly on an informal basis.

30. DNFBP supervisors have varying lesef market entry requirementShese are
mostly categorised by differedicensing and registration controls to prevemty kind of
association withcriminals aml their associatesThe DNFBP supervisors have not started
identifying the ML/TF risks of the entities they supervise resulting with them having a low
understanding of the riskSupervisory activities are naxistent among the DNFBP supervisors
resulting with the low leve$s of monitoring or supervision for compliance with AML/CFT
requirements and breachiesingrarely detectedandno remedial actions and sanctiobsing
applied The majority of the DNFBPs are not aware of their AML/CFT obligations diettact

that they have rarely interacted with their supervisory autberiGIFiM, in particular,lacks
resources in carrying out any outreach to the entities under its supervision.

31. Thereis no VAs and VASPs regulatory framework, and as such, #reynot
supervised for AML/CFT compliance. However, the BoM has warned the public of the risks of
engaging in virtual assets trading.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

32. Basic information on the creation and types of legatiestis publicly available if
requested from CREL. However, thdras beemo ML/TF risk assessmedbnefor any of the
types of legal persos existentin Mozambique There isa very limitedunderstanding of the
ML/TF risks associated with legal entitiesd, as there was no risk assessntieatypes ofegal
entities likely to be abused for ML/TF have not been identified.

33. Although Mozambiquein practice obtains basic information on formation of
companies, itould not adequately demonstrate the legainfwork which enables CREL to
gathersuch nformation. Further the country has not yet applied sanctions forcampliance
with the information and transparency requirements related to legal persensrifdpplication

of sanctions for noiwompliance \th the requirements limits thaccuracyandreliability of the
informationwhich can bebtained and maintaindxy the CRELresulting withthe systembeing
ineffective.
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34. The concept oBO is notwidely known nor is it understood by the majority of the
AML/CFT stakeholders, including some of the reporting entities

International cooperation (Chapter 8; 10.2; R.3610)

35. The competent judicial authorities haa@mepowers and mechanisms to cooperate
with their counterparts, however, the powers or mecharesmsot used as oftéar ML / TF
exchange of information

36. In general, the country does not have comprehensive data on international
cooperation actions requested and received in the field of ML and associated underlying
infractions, as well agor TF. The authorities did not provide information on the use of
complementary channels for obtaining and exchanging informafiomambique does not also
have a proper case management system and prioritization mechafigiisA requests
consistent with the risk pfiee of the country.

37. The new international judicial cooperation lavhich is envisaged to strengthen
MLA was gazetted when the assessors werssitan but was only to be in force and effect 30
days after the date of gazetting, therefore, could not be considered for purposes of this assessment.

38. Other forms of international cooperation between supervisoryogties and
foreign counterpartgre to some extenproactive and collaborativegnd areprovided upon
request and spontaneously. In general, information exchange mainly with Podtigal
Portuguese speaking atrties and SADC member countries, is tonse extent developed,
considering that the majority of commercial banks in Mozambique have foreign ownership. The
BoM and ISSM had cooperated in a few occasions with foreign counterparts in conducting joint
or consolidated group supervision of subsidiaieBlozambique The GIFiM has entered into
several MoUs with counterpart FIUs in the ESAAMLG Region and beyond to facilitate exchange
of information. However, it is not still a member of the EGMONT which Bnitis exchange of
information with FIUs whictere EGMONT members. SERNIC mainly uses the INTERROL
share and make requests for information at international level and SARPCCO for regional
information needs.

Priority Actions

a)

b)

d)

Mozambique should carry outML/TF risk assessmemind use the process and the results to create a
basechwareness anghderstanding of ML/TF as well as tagsociatedisks. The authorities should use
results to develop informed AML/CFT national policies and strategies to be used in framir
implementingML/TF mitigating measures.

Mozambiqueshould prioritise provision of adequate resources to the competent authorities across t|
to enable effective implementation of the AML/CFT measures to achieve the desired outcomes.
The GIFiM should have more capaciiyncluding human and ITtp exercise its core functiomsd engagge
with the regoorting entities and AML/CFT supervisors to improve on the understandibtyoFF. GIFiM
and the other competent authorite®ould maintaircomprehensivetatistics on the effective use of t
financial intelligence and other information dissemidatelFiM should effectively maintain a nation
statistics basand enhance its analysis requirements

The authorities should enhantiee capacity of law enforcement agencies to identify, investigate
prosecute TF, ML and associated predicate offences. artemphasis should be placed on enhan
SERNI &£md Pdagadty andalso, ensuring that investigationincluding the use of provision;
confiscatiormeasureand prosecutionshich should alsgrioritise confiscationsare aligned with the ris|
profile of Mozambique, including the risk of TF which is of high concern. Mozambique should es]
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f)

9)

h)

)

and strengthen cooperation and coordination mechanisms to improve on domestic exchange of inf
on AML/CFT among all LEAss well as with other relevant competent authorities
Mozambique shouldse the process ofirying out a risk assessmemtd the resulfghereafterto create ¢
broad based awareness and understanding of MtiSkE posed by each of the types of legatsons
created in the country. The authorities should engage more with the reporting entities to improve
understanding of B@ndBO risks enhance theollection of BO informatiormnd take measures¢osure
the BO information is madavailableto competent authorities when need€&le ability of the CREL tc
obtain and maintain accurate legal persons information should be enhanced through provision
resourcesAlthough domestic trusts are nacognisedthe country should have a mechanism enak
identification of foreign tustsor persons in Mozambiquecting as trustees providing service$o foreign
trust

Mozambique should develop and operationalise sufficient mechanisms and coordination to
implementation of UNSCRs relating to TF and PF

Mozambique shouladondict an assessment of the NPO sector to better understanthreatsand
vulnerabilitiesfaced bythe sectoand target NPOs that are exposed to TF ablise authorities shoul
initiate outreach to NPOs and their donors to raise awarenédsrtified TF risks.

Reporting entities (other than large domestic and foreign banks and large MVTS) should conduci
institutional risk assessments to assist them understand their ML/TF risks and apply comm|
mitigating controls to identified sks and improve on their compliance with AML/CFT obligations
Mozambique is to allow dealing in VAs and have VASPs operating, then it should have a legal frai
to regulate and supervise the sector

Supervisory authorities should carry out ML/THressessments of their respective sectors and ug
results to carrput RBA supervision and develop risk based supervisory tools.
Mozambiqueshouldintroduce a case management framewanmkl prioritisation mechanisms to enal
handling of internationatooperation matters in a timely manner consistent with the risk profile (
jurisdictionwhich wouldenable monitoring and accountiogrequests handled
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Effectiveness & Technical Compliance Ratings

Effectiveness Rating$

0.1 0.2 10.3 0.4 105 10.6 10.7 10.8 0.9 10.10 10.11
Risk,po Internat Superv Preve Legal Financ ML Confis TF TF PF
licy ional ision  ntive persons ial investig cation inves prevent financ
and coopera measu and intelli  ation & tigati ive ial
coordin  tion res arrange gence prosecu on & measur sancti
ation ments tion prose esé& ons
cutio financi
n al
sanctio
ns
Low Low Low Low Low Low Low Low Low Low Low
Technical Compliance Rating$
R.1 R.2 R.3 R.4 R.5 R.6 R.7 R.8 R.9 R.10
PC PC PC PC PC NC NC NC C PC
R.11 R.12 R.13 R.14 R.15 R.16 R.17 R.18 R.19 R.20
LC LC LC NC NC PC C LC NC PC
R.21 R.22 R.23 R.24 R.25 R.26 R.27 R.28 R.29 R.30
C PC PC NC NC NC PC PC LC PC
R.31 R.32 R.33 R.34 R.35 R.36 R.37 R.38 R.39 R.40
PC PC PC PC PC PC PC PC LC LC

3 Effectiveness ratings can be either a HigtE, Substantial SE, Moderate ME, or Low i LE, level of

effectiveness.

4 Technical compliance ratings can be eithe€ & compliant, LCi largely comfiant, PCi partially

compliant oiNC 7 non compliant
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MUTUAL EVALUATION REPORT

Preface

39. This report summarises the AML/CFT measures in place as at the date of the on
site visit. It analysedo z a mb ilegell & éompliance with the FATF 40 Recommendations
and the level of effectiveness of the AML/CFT system, and recommends how the systm coul
be strengthened.

40. This evaluation was based on the 2012 FATF Recommendations, and was prepared
using the 2013 Methodology. The evaluation was based on information provided by the country,
and information obtained by the evaluation team during itsitervisit to the country fron25
November to 6 December 20IFhe team visited Maputo during the-site visit.

41. The evaluation was conducted by an assessment team consisting of:
ESAAMLG Secretariat
Joseph Jagada, Princifiatpert (CeTeam Leader)
Muluken YirgaDubale Senior Legal Epert (CoTeam Leader)
John Muvavarirwa, Senior Financial Sector Bxfnancial expert)

Chris Likomwa, Law Enforcement Expert (law enforcement)

= =4 -4 A -

Bhushan Jomadar, Financial Sector Expert (firerexpert)
Assessment Team
ManuelAlmeida,Legal Advisor,Bank of Portugal, (legal expert)
Liness Chikankeni, Principal State Advocate, Malawi (law enforcement)

Minervina Lopes, Expert at the Monitoring and Legal DepartméfitJ,
Angola (FIU expe)

1 Diphat Tembo, Complianceand PreventionDirector, FIC, Zambia
(financial expert)

1 Kenneth NgwaraiHead Compliance=1U, Zimbabwe (financial expert)
Observers

1 Walter Mukatyangi, Junior Manager Counter Terrorism Analysis,
Ministry of Home Affairs Zimbabwe(law enforcement)

1 Nicodenos Pinto, Customs Risk Manager, Angola Revenue
Administration, Ministry of Finance, Angola (law enforcement)

The report was reviewed by Yant Lalji-Venketasawmy AML/CFT Adviser, Ministry of
FinancialServices and Good Governanééauritius Kennedy Mwaii ManagefExternal
RelationsFIU, Kenya and-ATF Secretariat,

42. Mozambiquepreviously underwent a FATF Mutual Evaluatior2®09 conducted
according to th004 FATF Methodology That Mutual Evaluation concluded that the country
was largely compliant with Recommendatiomartially compliant withl1; and noacompliant
with 35. Mozambiquewas rated compliant or largely compliant witbneof the 16 Core and
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Key Recommadationsand was placed under enhanced folapvprocessThe 2009 MERhas
been published and is availablehétp://www.esaamlg.orgMlozambique was removed from the
follow-up process iBeptembe019.
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1. ML/TF RISKS AND CONTEXT

43. Mozambique borders Tanzania (North), Malaand Zambia (North West),
Zimbabwe Wes), South Africa and Eswatini (South West) and a huge coastline (2,500km) along
the Indian Ocean to the East. Mozambique dttal area of 801 509km ansl locate in the
southern part of Africa. It has 11 Provinces composed of Niassa, Qaelbadg Nampula
Zambezia, Tete, Manica, Sofala, Inhambane, Gaza, Maputo and the City of Maputo, which serves
as the 1% province. The provinces are further divided into 148 DistricdsMEinicipalities of
which25are Cities an@8are TownsMaputo is both the capital and largest city of Mozambique
with it mainly being a port city. The maspokenanguage is Portuguese.

44, Mozambique has an estimated population of 28 million (2017) with 66% of the
population working and living in the rural aréalslozambique has abundant arable land, water,
mineral resources and recent discoveries of natural gas. To support its econdimt afids

four neighbouring countries which are landlocked, Mozambique has developed three deep
seaports which makes it important to the SetntAfrican Development Community (SADE)

45, Mozambique adopted a new Constitution to move from being a nmamtyp gince

gaining independence in June 1975, to a npatty system in 1990. A further review of the

Constitution was done in 2004. The Constitution enshrines separation of powers between the four

of the Republicds or gan snentdndtRerCewts. The RrésidentHsar | i a me r
the Head of State and Governmamid he leads the Council of Ministers (Cabinet) which is

composed of the Presiderihe Prime Minister and ministers. Election of the Presideiot

members of the Assembly is for fivears and is done through a direct universal suffrage and

secret ballot.

46. Mozambi queds p o | fades challengesAttea b lohgitimg of st i | |
persistent flareips of armed confrontations with the Mozambican National Resistance
(RENAMO), whichended aftethe Government entedinto a new peace accord WRENAMO

in August 2019the authorities now face insurgencies in the Caletg&do Province.

47. Mozambique is a low income country with a Gross Net Income (GNI) per capita of

around $1,025WhilstMo z ambi queds r eal gross domestic prodi
steadily with an average of 3.7% between 202018, thempact of theon-going hidden debt

case(seeBox 6, pg. 123) and the tropical cyclones Idai and Kenneth on the agricultural

productionin 2019 haveretarded that growth. A GDP growth of 2% is expected for 202@20

with a possibility of the economic growth improving to about 4% around’2@&b influenced

by growth in the exploitation of natural gas. The national currencyisdieel Metical (Mt).

48. Mozambi queds | egal system i s based on ci vi
source of law flowing from the Romaitserman law. Courts, in terms of the Constitution,

function as independent sovereign bodies, whose main objectiverisute compliance with the

Constitution, laws, decrees and other legal directives. The Constitution is the slgwerhthe

5 https://www.worldbank.org/en/country/mozambigqueiwiew

6 Made up of Angola, Botswana, Comoros, DRC, Eswatini, Lesotho, Madagadalanyi, Mauritius, Mozambique, Namibia,
Seychelles, South Africa, Tanzania, Zambia and Zimbabwe

! https://www.worldbank.org/en/country/mozambique/overview
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Republic followed by laws and decrees. The Constitution providdsdocategories of courts,
which are theludicial, Administréive, Community Courts and Constitutional Council.

- Constitutional Council has broad powers ranging from determining the
constitutionality of all legislation to be enacted before it is effective and in,force
and presiding over constitutional appeal matters. Its decisions are not subject to
appeal, they are final and have to be implemented.

- Judicial Courtgreside on both civil and criminal cases and exercises jurisdiction
in all other matters not assigned tber jurisdictional courts. The Cagic Law of
the Judicial Courts provides four main courts under the judicial courts: the Supreme
Court, Court of Appeal, Provincial Courts, District Courts and Labour Courts (still
to be set up). The Supreme Court is otiourt of first instance and appellate court.
Court of Appeahas jurisdiction to hear appeal cases from Provincial Courts thus
reducing the Supreme Courtds appeals workl
to preside over criminal and civil mattefidie Supreme Court is the highest court

under the Judicial Courts hierarchy.

- Administrative Court is the superior court in the hierarchy of administrdises|
and customs courts. It also oversees the cotistility and legitimacy of
administrative dcisions issued by the public administration, administrative
contracts and enforces administrative decisions.

- Community Courts are more widespread and have functioned traditionally for years
before being formalised into the legal system. The courts aderitriaditional and
religious customary law dealing with minor civil disputes and small crimes.

1.1.ML/TF Risks and Scoping of Higher Risk Issues

1.1.1.0verview of ML/TF Risks

49, The predicate crimasgentified to be high proceed generating in Mozambique are:
corruption; drug trafficking; illegal dealing in precious metals and stones, wildlife trafficking,
human trafficking and tax evasion. Corruption poses the highest ML risk as it affects all sectors
and is the most reported offencgenerating proceed$1ozambique is mostly a transit for
trafficking humans and drugs, both mosihfluenced by it being a neighboto South Africa

which provides for furthetransitor serve as end destination of Soth

50. The mining sector is weakened Imadequate controls. Although, the authorities

had introduced a Kimberly Process Unit, there were reports of precious stones still being

smuggled and the proceeds from gadesbeing brought back to Mozambique and ldered.

The predominant use of cash and a high unbanked pop@iaiades tracing of most transactions

impossible providing an opportunity for the launderioigproceeds of crimeMost foreign

proceeds derived from corruptiand smugglinglso end up inhte informal sector which is still

guite | arge and plays a huge role in the country

8 The Heroin Coast (Issue 4 June 2018), pages 2, 10, 11, 12, 13; 2018 Trafficking in Persons
Report-Mozambique

958% had m access to financial services until 2018 [World Bank Mozambique: Financial Inclusion
and Stability Project (P166107)]
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51. The risksonthe DNFBP sector havaot been identified and the sector is not yet
being supervised for AML/CFT. This makes the sector vulnerable and incrbaseskt of it
being abused for ML/TF. The sectors of real estate, second hand motor vehicle dealels@nd de
in precious stongsvhich in the view of the authoritiegrevulnerable tdothML and TF form

a large part of the DNFBP sectocreaing the ML risks. AML/CFT preventive measures are
still to be diligently applied to thehole DNFBP sector.

52. The extent to which Mozambique is exposed to the risk of TF is not determined as
the risk has not been fully assessed. Although there are violent activities taking place in Cabo
Delgado, north of the country, the authorities have not categorised thesadts of terror but
describe them as acts committed by insurgerasielscannot be defined as acts of terror as these
in Mozambique are only confined to acts baseda qmolitical ideology However, the terror is
being driven bya militant group called Arss akSunna which ismextremist faction attempting

to establish an Islamic State in Cdbelgado The group has oftemeenassociatedvith violent
recruitmenbf localswith recent reputable public sourceach as reports of the UN raising alerts

of theacts of terror escala. The authorities could not clearly explain housthroupis being
funded(also see 101,49). With the uncertainty expressed by the authorities, Mozambique might
be much vulnerable and have more cases of TFabeounted foor identified

1.1.2.C 0 u n tRiskyA8sessment Scoping of Higher Risk Issues

53. At the time of the ossite visit, Mozambique was in the process of preparing for its
first National Risk Assessment, assisted by the World Bank. No sectothematic risk
assessment has been done. In the absence of such assessments, theimsietesnining the

areas of higher and lower risks relied on the TC responses provided by the authorities, first round
post evaluation progress reports, reportdvmzambique prepared by reputable organisatfons

and other reliable public sources of information.

54, The LEA, DNFBP and banking sectors provided invaluable information on areas
of high risk in Mozambique. The crimes of corruptiprirafficking related crime commonly
transcending across borders (in particular human trafficking, wildlife traffi€imgtor vehicle
smuggling?®, illegal dealing in precious stones and metals), and tax evasion are described from
both the authorities and other relialsieurces to be of frequent occurrence and likely to be of
high risk to ML The main conduits for laundering proceeds of crime appear to be through banks,
bureau de changes, cash couriers and hawala sy$télotzambique has six neighbouring
countries with elatively porous borders as well as a coastal border which is equally vulnerable.
This poses Mozambique as a route for transnational crimes into other countries in Africa and to
jurisdictionsoutside the African continent, especially trafficking relateches.

0 UNHCR, IMF, WB, Basel, OSAC; http:www/worldbank.org/en/country/mozambique/overview

1n https://www.ganintegrity.com/portal/countprofiles/mozambiqué¥F Report, U4

Mozambique: Overview of corruption and antirruption

12 hitps:/iwww.traffic.org/news/laro-help-curb-wildlife -trafficking-in-mozambique/

BMozambiquelnterpolassessment,
https://www.unodc.org/unodc/en/frontpage/2019/Septembeaiittandmozambiquediscussa
comprehensivastrategieroadmapagainsttransnationabrganizedcrime--drugsand
terrorism.htm] OSAC  Mozambique 2019 Crime &  Safety Reportand
https://www.u4.no/publications/illicifinanciatlows-in-mozambique

14 https://www.u4.no/publicationslillicifinancialflows-in-mozambigue
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55. Mozambique has existinincidences andhreas of terrorism which pose a
significant risk of TE. Reports from reputable organisations of increasing terror attacks by
insurgent groups in Northern Mozambique alleged to be based on Islamic idebégdscome
frequent®.

56. Therefore, in coming up with the areas of higher focus, the assessors considered
the crimes committed in the country, kinds of risks associated with the country, sectors affected
by the risks, adequacy of the institutional framewarid the geographical positioning of
Mozambique. After a review of all these factors, the assessors prioritised the following areas as
of high focus:

a) In the absence of a NRA or any sectoral risk assessments, the assessors focused on the
understanding of MIDTF risk by the authoritieghe risks created by the inadequate criminalisation
of ML/TF offences and the impact on prioritisatiohresourcesand fow threats posed by high
proceed generating crimes, such as corruption, trafficking related offenegs] déaling in
precious stones, were being addresskskessors, also focused on whether the authorities
adequately understood the threat of TF and extent of efforts being made to ensurelfRatrtie
terrorismexposuréas been mitigated anefffectively managedThe risks that financial institutions
and DNFBPs were exposed to was another area examined as no appropriate measures were being
implemented to ensure that DNFBPs and some of the financial institutions are aware of the risks.
Understanding by the authorities of risks caused by higlement of cash in the informal sector
as most transactions are carried out in cash, including-bovder, was also an area of focus by
the assessors. The team considered the effect of porowerdordthe AML/CFT measures and
how effectivethe kind of measures implementedreaddresimg the risks.

b) Assessors examined the financial activities requiring STR reporting and the extent of compliance
with the reporting requirements and awarenesspafrting obligations by the reporting entities, in
particular DNFBPs. Effect of sanctions imposed for-nompliance with reporting obligations by
the reporting entities was also looked at.

c) The extent to which the financial sector supervisory authoritieseayisk based supervision and
take appropriate measures where established risks were not being adequately addasssed
explored. The assessors also focused on measures put in place to ensure that DNFBPs are
effectively supervised fazompliance with ML/CFT requirements

d Assessors considered whether the STRs filed wi
profile. Determinedvhether GIFIM was disseminating financial intelligence and other reports
relevant to the operational needs of LEA&imms of quality and risk profile of the country. Further
determination was made whether institutional arrangements in place were adequate to efficiently
utilise the financial intelligence provided and the outputs of such use. To determine thethesults
assessors looked at the effecteseecution ofparallel financial investigationsnvestigations and
prosecutions, and whether sanctions eventually applied by the courts are proportionate, effective
and dissuasive. Another area of focus by the assessw$he capacity of LAS to trace proceeds
of crime given that a large sector uses cash, is still informal and that DNFBPs such as real estate
are still unsupervised.

e) The assessors focused on the capacity of the AML/CFT regime to identify BO, the riskatads
with BO and to what extent the concept of BO was understood by all AML/CFT stakeholders. In
conjunction with obtaining of BO information, the assessors wantastcertairhow ML/TF risks

SBasel AML Index 2018 ranks dkambique 2/129 with a risk of 8.28 and Transparency perception
index ranks the index 23/100

16 OSAC Mozambique 2019 Crime & Safety Reporhttps://www.hrw.org/world
report/2d.9/countrychapters/mozambique https://www.voanews.com/extremiswatch/recent
terrorattacksexpandgpresencanozambique
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relating to legal persons were being minimised by obtaiadegjuate, reliable and accurate basic
information.

f) Focus was also made on the efforts which the authorities have made in addresstegrestral
predicate offences (trafficking, smuggling) and extent to which the authorities engage other foreign
authaities to cooperate and exchange information.

57. Domestic trusts are noecognisedn Mozambiquetherefore, the assessors did not
apply a lot of focus on these. However, the assessors explored the possiftmligyguf trusts, or

a legal or natural person in Mozambique providing services to a foreign trust or acting as a trustee
for a foreign trust

1.2. Materiality

58. Mozambique is a diversified economy, with its anchor in agriculture, mining,
manufacturing, trade and transport industries. The banking industry in Mozambique accounts for

90% of the total market share of the financial sector, witlghminder in insurance companies

and securities firms. Financi al and insurance
GDP (Bank of Mozambiqgue). The Mozambique financial system consistevefiteen (17)

commercial banks, among whicbh are faeign majorityowned and two (2) locally owned. The

banking sector is the most significant sector with a total asset value of USD9.54 billion as of
December 2018, and makes it most vulnerable for ML/TF risks due to the large volumes and
values of transaains (some crosisorder) conducted through the banking system.

59. All categories of DNFBPs as defined by the FATF operate in Mozambique, and are
subject to AML/CFT requirements and monitoring as prescribed under the AML Law 14/2013.
The DNFBP sectdnasa sigrificant number ofinformal participants ¢ectoy andadominance of
cashintensive businesseghich makes it vulnerable to ML/TF risk3he eal estate sector has
twenty-one (21) registered agents, but the sector has a large number of unregistered players.
Accountants, auditors (5000) and lawyers (2000) are the largest groups among independent
accountingandlegal professionals. Some big law firms represent international custontene

are 306 license holders dealing in precious stones and precious. tHetaés/er the sectohas

a large number of unregistefadlicenceddealers There are five (5) casinagperatingin
Mozambique and online gaming is alpermissible TCSPs are also designated to provide
services under the Mozambican law but these arenoaitored and thauthoritiescould not

provide information on whether they exist or "\dASPs are not yet regulated in Mozambique

1.3. Structural Elements

60. Mozambique is strengthening its AML/CFT system, complementethéoyecent
establishment of a formal National Task Féfc® coordinate AML/CFT workand other
structures such as theIFiM Coordination Council (to provide coordination of AML/CFT
matters at Ministerial level and make subsequent proposals to Cabaearagraphs 89, 99)
have also been put in plac&hrough the introduction of new laws, Mozambique has
demonstrated a political commitment to comply with AML/CFT requirembatsmore still
needs to be done in terms of their effective implementaGmvernmentoperations are still
affected by a high level of corruptipparticularly pertaining to public sector procurement and
projects, thénidden debscandal is one of the closest examples (seetBpg. 123). The World
Bankds Wor | dwi dicatorGsgevcerruptienras aeseribus problem in Mozambique
cutting across all organs of government, often accompanied by weak enforcement ofthe anti

17 Art. 8 of Decree No. 49(218
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corruptionlaw. There have been calls for enhancement of the judiciary to promote transparency

in court pocesses and access to judgments and strengthening the integrity of the prosecution
service®. The authorities have taken steps to strengthening the latter by enacting Law No.
4/2017, which among other things sets up an autonomous administrative PabticePc ut or 6 s
Office headed by the Attorney General but more still needs to be done in terms of effective
implementation of the law. The setting up of the SERNIC basdchanNo 2/2017 is another

step to improve the integrity of LEAs in Mozambique. HoweMeere is still need to do more
streamlining of the functions of SERNIC from those of PPO or to integrate them in a more
efficientway (seelO7Mo z ambi que 6 s p o bgedwithcuapredidgablenbsifteri t y i s
a successful signing of a peace acdnr019° to stop a recurring civil war, political instability

has now increased in Northern Mozambique. Corruptiondttutions of government is still a
majorconcern.

1.4.Background and Other Contextual Factors

61. As part of an effort to address the deficiencies identified during its last mutual
evaluation Mozambique has recently come up with laevg and amendments to existing laws.
Institutional changes have been made to bodies responsible for investigedg®ution andan
administrativeasset recoverynit set Effectiveness of the AML/CFT regime based on the
changes to the legal and institunal framewaorks is still low as the changes are too reaedton

going

62. Mozambique still faces a number of challeageimplementing a full functioning
AML/CFT regime. It has a high occurrence of predicate offences which are proceed generating
crimes a situatiorwhich isfurther affectedy inadequateAML/CFT supervision irmostof the
sectors. This has had a negatimpact on formal businesses as there is oftéarpije oprecious
stones and metals which are smuggled and sold extraterritorial, unlawful dealing in foreign
currency and facilitation dfafficking pertaining to different contraband (drugs, human k®ing
wildlife, high value timber, etc)

63. The informal sector and cash transactions still pose major difficulties for effective
implementation of AML/CFT requirements. Governntergfforts to introduce other forms of
payments, like mobile money, although macWwledged, still do not mitigate much of the ML risks

as majority of the population of Mozambique still remain unbanked and with no access to banks.
Only about 42% of adult Mozambicans have bank accglirising with a small percentage {+

5%) when figues of mobile money are included. The Bank of Mozambique has embarked on a
financial inclusion programme, which is an ongoing exercise to provide financial services to the
broader population of Mozambique covering from 2018022, The quick progress of this
exercise is still affected by a strong appetite to use cash by the majdvibzambicans.

18 Pg 10, UNODC Country Review Report of Mozambique
file:///E:/ProliferationFinWrkshp/2019/MEofMozambique/Literature/Mozambique_Final_Country
_Report(onU

19 peace and National Reconciliation Agreement signed between President Filipe Nyusi and Ossufo
Momade, the leader of Renamo rebel grotpidgust 2019

20 Mozambique: Financial Inclusion and Stability Project (P16610/prld Bank, pg. 3
21 National Financial Inclusion Strategy/2018022
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1.4.1.AML/CFT strategy

64. The introduction of new laws by Mozambique to strengthenldgal and
institutional framework on AML/CFT, if féectively implemented can mitigate some of the
identified risks. However, the lack of clear policies and strategish areguided by identified
ML/TF risks, again with no timelines on when such policies and strategies will be developed,
seriously affets prioritisation in addressing the risks and general effective implementation of any
measures currently in place. It is envisaged that with the planning of its NRA underway,
Mozambique will immediately after finalising the NRA be able to address this area

1.4.2.Legal & institutional framework

65. From the time of the adoption of its first MER in August 2011, Mozambique has
been taking steps to address the legal and institutional deficiencies identified in the report. The
enactment oAML Law No 14/2013 impreed the criminalisation of ML and TF offencas it
provides for identification and verification of BO, widens the scope of sanctions, among other
requirements. In August 2014, Decree No. 66/2014 was introduced to provide for implementation
of Law No. 14/D13. Guidelines, Notice 4/GBM/2015 issued by the Bank of Mozambique, Law
No. 2/2018(which repealed Law No 14/2007) provides more operational independence to the
Gabinete de Informacao Financciem tozambique (&M i FIU of Mozambique)and
establishes alational Task Forgeamong other reforms, Law No. 21/2019 which provides for
international cooperation, Law No. 5/20@@ich provides for implementation of UNSCRs with

the exception of targeted financial sanctioglated tgoroliferation are all laws complementing

the AML Law No. 14/2013 in creating strongeAML/CFT legal regime.

66. A number of institutions make up the AML/CHmstitutional framework of
Mozambique. At the centre of these institutions is the Ministry of Economy and Finance and the
GIFiM which, direct and coordinate the AML/CFT activities. Mainly, the institutions involved

in the AML/CFT implementation are miniges and different agencies which are as follows:

Ministries

a) Ministry of Economy and Finance(MoE&F ) - directs and coordinates the
planning process and guides the integrated and balanced economic and social
development of the countrit. plans all economic and social activities and
targesthe allocation of financial resources at sectoral and territorial levels, in
accordance with national objectives and priorigEthe Government

b) Ministry of Justice (MoJ)i It is responsible for lgislative drafting of laws,
and decrees. The Ministry is also responsible for administration of justice and
coordinates legal affairs concerning Government.

c) Ministry of Interior (Mol) i The Ministry is responsible for administering
the Mozambique Republi Police (PRM) and the National Criminal
Investigation Service (SERNIC).

d) Ministry of Foreign Affairs (MoFA) - The Ministry is responsible for
planning, directing and coordinating implementation and execution of foreign
policies and international cooperat. It facilitates processing of -imound
and out going requests for mutual legal assistance and extradition. It is the
custodian of all international conventions to which Mozambique is a party.

e) Ministry of Mine ral Resources and Energyi The Ministry is responsible
for licensing dealers in precious stones and metals.
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f) Ministry of Public Works, Housing and Water Resource$ Is responsible
for registeringeal estate agents

Criminal Justice and Operational Agencies

g) PublicPr osecut or 0 si Redrekants the StakePddects criminal
investigations and criminal proceedings, controls detentions, conducts the
defence of underage and disabled people. It is composed of the bench,
subordinatdodies andalls underthe Attorney Generdl s O(AGQ).c e

h) Att or ney Ge ner awhighsis ré3pohnsible fr plotacBn jhe rights of
minors, citizens and legal entitiend prosecutions under the PPID is also
responsible for MLA?

i) Multi -Disciplinary Asset Recovery Team(MDART)( Asset Forfeiture
Recovery Unit (AFRU)) i Is composed of officers from SERNIC, GIFiM,
MRA, Ministry of Justice which through a signed MoU (2018) have been
seconded to the PPO to forthe administrative AFRU. The AFRU is
responsible for tracing, idéfication, freezingand seizing of tainted assets.

j) Financial Intelligence Unit (Gabinete de Informacao Financieira de
Mozambiquei GIFiM )i The functions of the GIFiM which was formed in
2007 in terms of Law 14/200@re mainly tareceive and analgssuspicious
transaction reports from reporting entities and disseminate financial
intelligence and other related information to competent authorities and other
Government Agencies for use. The GlFis/headed by a Director General,
who also chairs the Nahal Task Force and atten€oordination Council
meetings, which are bodies which deliberate on different AML/CFT matters.
The Law 14/2007 was amended in 2018 (Law 2/2018) to provide more
operational independence to the GIFiM.

k) Mozambique Republic Police (MRP) i Is responsible for public order,
protection of people and property, providing emergency services and national
security.

I) National Criminal Investigation Service (SERNIC)T Formed in terms of
Law No. 2/2017, 3 responsible for investigating remis organised crime
including ML and TF It has specialised units which deal with forensics,
ballistics, drugs and diamond investigations, crime analysis and international
police cooperation. It regularly participates in strategic operations involving
INTERPOL global initiatives in fighting transnational organised crime.

m) Anti-Corruption Bureau (ACB) i It was formed in 2003 (Law 6/2004%
the Central Office for Combating Corruption (GCCC) but the law was
amended irR012 to form the ACB as standalone unit and in 2017under
Art 2 of Law 4/2017it was made one of the bodies reportinghie PPO in
the Att or ney TBeescoperofits hamn fuartfiohs wasincreased
in 2012 to add investigation of ML arisifiggm corruptioncases investigated
by ACB and also to carry out prosecution of corruption related cases. It also
carries out awareness on corruption prevention.

221t was formerly designated as a Central Authority after the on-site visit.
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n) National Administration of Conservation Areas (ANAC) i Is a
government public institution created to administer national parks, reserves
and other conservancy areascbnjunctionwith the PPO, it is responsible
for investigating poaching, trafficking in wildlife and wild life products.

0) Mozambique Reveme Authority (MRA) 1 It is a government institution
under the purview of the Ministry of Finance mandated to collect tax and
control movement of goods. As a Customs Authority, it controls goods moved
over land, sea and air, including goods carried by liexge send through the
post office and courier services. It also investigates violations of customs laws
and in the event of a criminal offence being committed, after carrying out the
initial inquiries it hands over such cases to SERNIC for full investims.

At entry and exit points the Customs Authority works together with the
Immigration Directorate, Postal Services and SERNIC to control movement
of people and goodxcross the borders

p) State Intelligence and Security Serviceg(SISE)i It is responsikd for
intelligence operations in defence and protection of the State. SISE provides
counter measures on threats to the government and shares intelligence
information with other agencies of the State, including with the Ministries of
Defence, Justice, Inter, and the office of the Attorney General and GIFiM.
The intelligence information sharedries and includes on crimes against the
State which can also relate to ML and terrorism.

Financial Sector

g) Bank of Mozambique (BoM) - Underthe umbrelh of the Ministry of
Economy andrinance, is responsible for planning and implementing the
monetary policy of Mozambiquelt licenses, regulates and supervises
AML/CFT and prudential activities undertaken by banks and otéporting
entities under its purview BoM is also responsible for driving financial
inclusion in Mozambique.

r) Insurance Supervision Institute of Mozambique (ISSM)i It falls under
the Ministry of Economy andrinance. It is responsible for licensing and
supervising the insance sector for AML/CFT.

DNFBPs

s) Bar Association of Mozambiquei It has been in exisbce since 1994. It is
responsible for licensing, registering and supervising lawyers for AML/CFT.
It also receives all STRs filed by lawyers before submitting them to the
GIFiM. Its members consist of lawyers in private practice, those working as
civil servants and in an advisory capacity, and notary practitioners.

t) Gaming Body i It reports to the Ministries oEconomy andFinance
regarding gaming activities and that of Tourism which is in charge of
licensing casinoslThe Body & responsible faregulatingthe sector to ensure
that licensees are complying with the terms of their licensing and for
supervising the sector f&ML/CFT.

u) Ministry of Commerce and Trade T It licensescar dealerswhich are
supervised for AML/CFT by the GIFiM.
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v) Organisation of Accountants and Auditorsof Mozambique (OCAM) T It
is responsible for registering accountants and auditors and also supervising
them for AML/CFT.

1.4.3.Financial sector and DNFBPs

67. Mozambican financial sector has evolved over tiffike Financial sector in
Mozambique comprisegi) credit institutions (including banks and electronic money transfer
institutions); (ii) financial companies (e.g. brokers), (iii) insurerg) fiension funds; and (v)
capital markets institutioriBhe financial sector provides a wide variety of services to the public
and constitutes the regulated formal financial system.

68. Based on their materialittand risk in the context of Mozambique, the
implementation issues were weightadst heavilyfor the banking sectoheavily for the micre
financial institutions, real estate agemsalers in precious stones and metahsl second hand
motor vehicle deaks,moderately heavilyfor the insurance, casinos, lawyers and accountants
andless heavilyfor the securities sector.

69. The Banking Sector,with a total asset base of USD & hillion, constitutes 5.2

%?2 of GDP and is the largest sskctor of the finanal sector and is weighted as being the most
important in the context of Mozambique, based on its materiality and risk. It consigteafkis

which are predominantly foreign majority controlled as most of them are subsidiaries and
branches of internatiohbanks primarily from Portugal and South Africa. The sector is highly
concentrated with three largest banks controlling 72% of banking asketsotal number of
bank branches across the country stood atd®&éhich 71% are mainly concentrated in urban
areas. In terms of the clientel %?* (constitute about 5.4 million accounts) of the population
are banked.

70. The insurance sector The insurance market, which consists of 21 players offers

life and general insurance products (8 life & 13lite). There are also 795 insurance brokers

and agents and six (6) pensions fund management companies. In terms of the size, the general
insurance companies dominate the markentrolling about 97% of the market distantly
followed by life insurance which managesegligible share (3 %). As at December, 20the

total assets in the insurance businesses stood at UBIDios5 .

Other Financial Institu tions and VASPs

71. (a) Foreign Exchange Bureaus and MVTS' In Mozambique, MVTSproducts (Western
Union/Mukuru) are offered undemp ay me n t operation activities
banking licenceWhile mobile money operators (Emola, Mpesal mKeshare categorised
as electronic currency institutions and hence are financial institutions under the AML/CFT
Law. However,the legal provisions providing for the services which can be provided by
banks do not list MVTS as one of the activities which can be carried out by banks in
Mozambiqugsee R. 14 and I0s 3 & 4)s at end of 209, there were 1 standalone foreign
exchange bureaus (forex bureaus). MVTS is mainly offered through aadfsex bureaus
do not providesuchservices. Mobile money financial services exist in Mozambique and

23 Source: Bank of Mozambiqu@he figure represents the whole financial sector GDP figure. Authorities did not
provide the breakdown, showing the banking sector contribution

24 Source : Bank of Mozambique
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consist ofthree (3) mobile monegerviceprovider. A market share d0%is controlled by
one foreign ownednobile money service providerhe forex bureausind mobile money
service providers are supervised by BoM for AML/CFT purposes

(b) Micro Finance Institutions (MFI) and Securities Market- There arel,123MFIs which
includecredit cooperativesa(l locally majority owned) with a total asset size of USB.9
million. The securities market in Mozambique is very small, underdeveloped and contributes
about 10% of the financial sector assets. The sector players compfigestitions, 70%
of which are domestic owned. At the time of onsite visit there was only one registered
stockbrokerln addition to licensing, thBoM is alsothe supervisor for securities and brokers.

(c) VASPs:Mozambigue does not have a legal frameviogidace to supervise VASPs. As such,
although the BoM issued a notice in January 2018, warning the public of the risks of investing
in virtual assets, the extent of operation of VASPs in Mozambique is not known.

Table 1. Types offinancial institutions in Mozambique as at Dec 201

STRUCTURE AND SIZE OF THE FINANCIAL SECTOR AS AT DECEMBER

Operators

2018
Type of Fls No. of | Total Assets Locally Foreign Supervisor

Fls (USD million) Majority Majority

Owned Owned

Banks 17 9,539,232,783.55 2 15 BoM
Microbanks 11 132,710,000.00 9 2 BoM
Credit 5 41,200,000.00 5 - BoM
Cooperatives/Unions
Microfinance 1,118 | Not available 1,118 4 BoM
Institutions (credit
only)
Savings and Loa 13 Not available 13 - BoM
Organizations
Leasing Companies - - - -
Investment Companie 2 34,750,000.00 1 1 BoM
Life Insurance 8 17, 535,600,43 - - ISSM
General Insurance 13 500,664,300.00 ISSM
Insurance Brokers 98 0 - - ISSM
Insurance Agents 697 0 ISSM
Pensions Funds 6 119.851.357,63 ISSM
Stockbrokers 13 Not available 5 8 BoM
Forex bureaus i.e. 11 2.520.000.00 11 - BoM
exchange houses
Mobile Money 3 127.030.000.00 1 2 BoM

Source: Information provided by the Authori{@sM and ISSM)

25 Source: Bank of Mozambique
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72. Overview of the DNFBP Sector The Designated NoeRinancial Businesses and
Professions (DNFBPs) which operate in Mozambique are casinos, dealers in precious stones and metals,
real estate agents, lawyers, accountants and car dealers, and are subject to AML/CFT sugaalvision
monitoring as prescribed under the AML Law. They are licensed or registered by their respective
supervisory authoiiigss Where there is no direct supervisory authority for a particular sector, this would
automatically fall under the supervision of Q¥Fiuntil such time that a supervisor has been appointed.
However, despite the AML Law No 14/20poviding for TCSPs, the authorities were not clear

whether these were gxistencen Mozambique or not.

1 Casinos and Gaming activities These are licenced by the Ministry of Tourism in
consultation with General Inspectorate of Games. The Gaming Board is the AML/CFT
supervisor for both casinos and gaming activities. The sector comprises five (5) casinos and
nine (9) sport betting operatmrThe authorities generally consider casinos as vulnerable to
abuse by criminals.

9 Dealers in Precious Metals and Precious Stoneare regulated by the National Mining
Institute (INAMI), which was under the Ministry of Mineral Resources and Energy at the
time of onsite visit There are 306 mineral license holdghe number is only of deal@rs
registered with the INAMIwhile traders (jewellers) are registered by the Ministry of
Industry and TradeWhile the authoritiegnformed the assessors of thigh number of
illegal dealing in precious stones and precioustals,in its extraction and tradinghey
also alluded to the fact that the sector is highly cash intemaaddng it highly vulnerable
to ML/TF risks.

1 Legal Practitioners - The legal profesen consists of admitted attorneys, notaries, persons
authorised to provide legal advice and lawyers. It is supervised by the Bar Association of
Mozambique (BAM) and aoprises of 2100 licensed lawyers, from both the private and
public sector. Under the AMlaw, lawyers are designated as reporting institutions for
AML/CFT purposes and engage in business activities (e.g. real estate and company
formation etc) falling under the scope of the activities subject to AML/CFT obligations
under the FATF StandardBhere are only public notaries in Mozambique.

1 Real Estate Sector The real estate agents are licenced by the Ministry of Industry and
Trade under Decree 94/2013 and supervised for AML/Cépliance by the GIFiM.
There are 21 registered real estate agehis s€ctor is considered high risk mainly due to
high participation of unregistered players and its cash intensity nature which provides high
levels of informality.

1 Accountants Fall under the oversight role of the Organisation of Auditors and
Accountantsn Mozambique (OCAM), which is a salégulatory body(SRB). However,
membership is not compulsory.There are 5,000 accountants operating in the private sector,
132 accounting firms with partnerships, and 100 auditing firms.

9 Trusts and Company Services Praiders (TCSPs)i Fall under the Ministry of Justice
and the services of public trusts and company formations are offered by the legal
practitioners and accountan@ther public sources of informationdicate that there are
other company service provideexisting in Mozambiqueother than lawyers and
accountant§

9 Car dealers are supervised for AML/CFT compliance by GIFiMIthough no risk
assessment has been carried out for this category, the teshwigw car dealers as
inherentlyhigh riskwarranting them to be designated unither scope of DNFBPsThere
are 1,414 (16 are new motor vehicle dealers and the aestsecond hand dealers)
registered car dealers in Mozambique.

26 Healy Consultants Group PLC which operates as a CSP in Mozambique

Second RounMER of MozambigueMay 2021
ESAAMLG



b 35

Table 2: Structureand Size of the DNFBP Sector:
Type of | Legislation Licensing/ | No. of | AML/CFT Additional Information
DNFBP under which| Registering | Institutions | supervisor/Re | on the sector
entity is | authority gulator
licensed/
registered
Casinos ang Decree  Law | Ministry of | 5  Casinos GIFiM Designated as reportin
institutions 64/2010 Tourism in| and +Ganing entities in Mozambique
engaged in Decree Law| consultation | 9 Sport| Board
games off 9/2012 with Generall Betting
fortune or Inspectorate | Operators
chance of Games,
Real Estatg Decree 94/2013| Ministry of | 21 GIFiM Designated as reportin
Agents Industry and entities in Mozambique
Trade GIFiM supervisesthe
sector.
Vendors ang AML Law | Ministry of | 1414 GIFiM Designated as reportin
resellers  off 14/2013 Idustry and entities in Mozambique
motor Trade
vehicles;
Agents or| Decree Law| National GIFiM Designated as reportin
dealers in 25/2015. Mining 306 entities in Mozambique
precious Institute
stones (INAMI). The number of dealer
providedis for both in
precious metals an
stones.The number s
only of dealers.
Lawyers, Decree 28/2009 Bar 2100 Bar Designated as reportin
notaries ang of 28 September Association | licensed Association of| entities in Mozambiqug
independent of lawyers, and Mozambique | but their STRs have tq
legal Mozambique| these are be reported to the BAN
professionals (BAM) both in which in turn submis
private and the same to the FIU.

public sector
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Accountants | Decree Law| Organisation| 5,000 OCAM Designated as reportin
and 80/2012, of 8th of Auditors| accountants entities in Mozamigue
independent | February, ang¢ and operating in
Auditors Decree Law| Accountants|the private
15/2017 in sector), 132
Mozambique| accounting
(OCAM) firms  with
partnership
and 100
auditing
firms
No information| No No No Desigrated as reportin
Postal provided information | information | information entities as per Lay
companies, if provided provided provided No0.14/2013 August, 12
involved in
financial
activities
Trust & | Art. 3(3)(g) of | Ministry of | Not provided| None Designated as reportin
Company AML Law | Justice entities but there ism
Service 14/2013 record of the number ¢
Providers TCSPs registered ar
operating in
Mozambique
Source: Mozambican Authorities;
1.4.4.Preventive measures
73. Generally, the AML/CFT legal framework cover requirements relating to

preventive measures specified in the FASiRndards for FIs and DNFBPs except for VASPs.
The preventive measures provided include but not limited to obligations of reporting entities to
undertake risk assessment, CDD, STR reporting obligations, tipping off and record retention.

74. The BoM has issued guidelines on the prevention and suppre$siATd- to the
financial sector under its purview, to assist the sector with the implementation of preventive
measures. Another set of guidels establish rules and procedures to be complied with in foreign
exchange operation$he Insurance Supervisidnstitute of Mozambique (ISSM), in order to
assist insurance companies with the implementation of preventive and control measures
mitigating their risk exposur® involvemenin criminal activities, has also issued guidelines to

the sector. At the time & the onsite visit, no AML/CFT gidelines had been issued to the
DNFBPs sector apart from gaming sector.

75. Review of the AML/CFT laws and regulations shows that geneth#y ardn line
with the requirements of the AML/CFT international standards away that there remain
some technical deficienci¢see Recs 10 23)

76. The scope of AML/CFT legal framework in relation to FIs and DNFBPs that exist

in Mozambique are as per the ones designated under the FATF Glossary. In addition, the
AML/CFT law coves vendors andnotor vehicle dealerander the category of DNFBPs as
reporting persons, it noted these areutside the scope of thEATF Standards. However, the

Second RounMER of MozambigueMay 2021
ESAAMLG



b 37

designation of vendors and motor vehidieales as reporting entities was not based on an
ML/TF risk assessment

1.4.5.Legal persons and arrangements

77. The Commercial Registry Law govern the creation of legal persons and legal
arrangements in Mozambique. The most common types of companies are partnerships
(sociedades em nome colectivbinited liability companies(sociedades por quotasand
cooperative companie&ociedades cooperativasfhe companies must be registered in the
commercial registry to obtain legal personalifipe authorities could not provide a description

of the specific types otompanies created in Mozambiqtige numbef companies registered

and the current number of each of the typeth@tompaniesegistered.

78. Foreign companies must comply with one of the types of entitiesusen the
company codend register the company in the commercial registry. The Conservator verifies
compliance of an application to register a company under the Companies Registry Law.

79. The law in Mozambique does not recognise the legal concept of trusts and similar
legal arrangments, and therefore express trusts and legal arrangements cannot be created or
recognized as such.

1.4.6.Supervisory arrangements

80. The AML/CFT supervisors of Fls are BoM and ISSM, and each DNFBP is under
a separate supervisor, with GIFiM supervising any seettich does not have a specific
supervisor. The GIFiM is the lead AML/CFT supervisor under the AML Law. The financial
sector supervisors do not have sufficient resources and supervision tools to properly supervise
and monitor all FIs, on a riskensitive bais, for compliance with AML/CFT requirements. In

line with the AML Law, the AML/CFT supervisory powers are given to various supervisors for
the different sectors. Thus, the BoM is responsible for supervision of commercial banks,
microfinance institutionscapital market playerdureaude change and money remitters, and
ISSM is responsible for the insurance sector. The GIG is responsible for AML/CFT supervision
of the casinos and gaming activities. The rest of the DNFBPs are under the following sugervisor
real estate and car dealdrsGIFiM; lawyersi BAM; accountants OCAM, and dealers in
precious stones/precious metalfNAMI. There was no supervisory regirae AML/CFT for
TCSPs as the authorities were of the view that these did not exist in Mozamdlidpough no
evidence of this could be produced by them (refer t&)O FIs and DNFBP supervisors in
Mozambique lack understanding of the ML/TF risks in their sectors, and most of the DNFBP
supervisors were not aware of their obligation to supertlisi sectors for AML/CFT
compliance, as a result most of the FIs and all DNFBPs have not been supervised for compliance
with their AML/CFT obligations. Both Fls and DNFBP supervisors have powerissue
sanctions under the AML Law. ThedWs with foreigncounterpart&nableBoM and ISSMto
conduct joint AML/CFT inspections of foreign entities operating in Mozambique. VA&P®t
regulated, hence there is no supervision.

1.4.7.International cooperation

81. Considering the geographic location Mdbzambiqueand its historical ties with
other Portuguesspeaking countries, the country maintains close secomomic relations with

27 A template table was provided to the authorities to insert the information requested but it was
never completed and had to be eventually deleted.
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many countries but in particular with Portugal, Angola, Brazdluding countries in the SADC
regionas well asvith China and USA.

82. The Attorney General is the main agency for mutual legal assistance for both
incoming and outgoing requesksowever, it was desighated as a Central Authority for handling
MLA through a law which came into effect after the onsite vialso, the FIU and other
competent authorities have international cooperation arrangements with foreign counterparts.
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2.1

2. NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings and Recommende

a)

b)

d)

f)

9)

a)

Key Findings

Recommended Actions

Mozambique has recently introduced a number of measures and institutional changes t¢
pave the way for a more effective AML/CFT system. While this is a positive sign
moving the country in the right direction, the lack of nationally coordinated efforts to
under st and ML and TF risks still under mi
Mozambique has just commenced preparations to carry out its first NRA. Although
there is consistent understanding/identification of frequently committed serious crimes
across most competent authorities, the understanding is not in the context of the crimeg
being potential proceed generating for ML. The understanding of crimes posing threats
and vulnerabilities of ML is still low. There has been minimum effort by the &tiéso

to understand the TF risk.

Mozambique has not identified its ML/TF risks and has not developed national policies
to address identified ML/TF risks. However, the authorities have introduced measures
to strengthen most o fgal ard enstititonainneedy. dle A
Coordination Council and NTF have been set up to promote initiation of policies and
other measures. The SERNIC has been set up as a special investigative LEA tg
investigate ML, TF and other crimes. An administrative ass&ifure unit has been

set up in the PPO. All these measures being mostly new are still to impact in effectively
addressing identified ML/TF risks.

Mozambique requires adequate demonstrable risk assessments to have been undertak
when exemptions aimplified measures are to be implemented by reporting entities.
As most of the reporting entities have not carried out any institutional risk assessments
with the exception of large domestic and foreign banks as well as large MVTS, they
have not implemdrd any exemptions or simplified measures on transactions

More still needs to be done in equipping the competent authorities (BoM, PPO,
SERNIC, ACB, ISSM) with adequate capacities to be able to identify ML and TF cases
and the risks associated with both criraesl the authorities coming up with relevant
AML/CFT policies informed by the identified risks

Mozambique has strengthened its structures in national coordination and cooperation by
establishing a policy organ, the Coordination Council to channel decisions from the NTF
to the Council of Minsters for decisianaking. The bodies due to their recent nature,
have not yet achieved much success. The NTF has only began preparing for the NRA
The other areas of coordination and cooperation between LEAs, and between the
AML/CFT supervisors are not effective as theydaot yet coordinated any activities
together in their own sectors.

Financial Institutions, DNFBPs and other relevant sectors under the AML/CFT regime
of Mozambique are not aware of any results of the ML/TF risk assessment as none haj
taken place yet.

Mozambique should conduct its first NRA as soon as possible and its findings should be
shared with all relevant sectors soon afféwe NRA should be robust enough to include
all the relevant st akeh oddtensuwsekonsistepcywith a
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b) Once the results of the NRA are out, the authorities shouklafnational AML/CFT
policies and strategies informed by identified ML/TF risks from the exercise.

c) The authorities should put in place adequate measures to enable them to understand at
broaden awareness on the TF risk and put in place appropriattusts which will
enable proper monitoring and addressing of the risk.

d) Different competent authorities responsible for implementing AML/CFT requirements
(investigating, prosecuting and supervisory authorities) need to be adequately trained
and resourcetb enable them to identify ML and TF cases.

e) There should be more interagency coordination and cooperation among competent
authorities, including law enforcement, FIs supervisory andreglilatory bodies to
enable uniform across the board identification and understanding of ML/TF risks. The
NTF shauld be provided with adequate resources and powers to effectively carry out its
coordination function and properly drive the risk assessment process and subsequen
reviews.

f) The authorities and supervisory bodies should engage more frequently wittd e a

9)

the evolving ML/TF risks. Mozambique shouldtherassess and understand the extent
to which the identified serious crimes pose/VIE threats and vulnerabilities

DNFBP sectors to build awareness on the identified ML/TF risks once the National Risk
Assessment results are out. The NTF and the other relevant authorities should
additionally engage in education and awareness raising on AML/CFT for the generality
of the authorities, including Fls and DNFBPs.

The authorities should encourage financial inclusion as a strategy to reduce ML/TF risks
in the informal sectgrincluding through the use of simplified customer due diligence
measures for financial inclusioproducts that are exposed to low ML/TF risk as
informed by adequate risk assessments.

2.2.d Actions

83.

The relevant Immediate Outcome considered and assessed in this chapter is 10.1.

The Recommendations relevant for the assessment of effectivergessthis section are.R 2,
33and 34

2.3.Immediate Outcome 1 (Risk, Policy and Coordination)

84.

231Countrydés understanding of its ML/ TF r

Mozambiquehas not yet identified, assessed and understood its ML/TF risks. The

authorities argreparing to carry outeir first national risk assessment (NRA) andhemf the
other forms of risk assessment (sector specific, thematic) baga doneThe level of
understanding ML/TF risks is still lovwrhe overall dtermination on the extent of derstanding

of ML/TF risks was reached through the views contributed by the different competent authorities,
financial sector and DNFBP entities.

85.

The absence of any kind of risk assessrhaatsignificantly undermined efforts by

the authorities and theipate sector to develop and promote adequaterstanding of ML/TF

risks. The understandingf threats and vulnerabilities that contribute to ML varied from one
institution to another and was most cases quite basic. Although, the identification of most
frequently committed crimes seemed to be consistent among most of the institutions, the
identification of the crimes by the majority of the institutions was not supported by an
understanding of the crimes being a ML threat. Some of the financial fector bureausand
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DNFBPs(dealers in precious stonadgntified the illegal activities taking place in their sectors
only to the extent that they were a threat to their businesses but not in the context of ML.

86. The FIU, LEAs Publ i ¢ Pr os e c u,tsomedisthe GIs,fDNEB®s ( PP O)
supervisorsall described the crimes of corruption, trafficking (in persons, drugs, wildlife),
smuggling of precious minerals and tax evasion as most frequently committed offences. Given
thetypes of the crimes and the transnationature of trafficking offences, the authorities agreed
that these would be the high proceed generating offences aiding the commission of ML from both
domestic and foreign proceeds. The Bank of Mozambique (Bdng he AML/CFT
supervisor for théargest financial sectdbanking sectol), some sectors of the DNFBPs, LEAS,

FIU and PPO highlighted the possibildbanksreal estateseconchand motor vehicle dealers,
mobile moneyoperatorsforegn currency exchangand casinobeing the sectors through which

the proceeds are launderéthwever, the authorities could not demonstragedxtent to which

these sectors were actually vulnerable as no proper assessment of thesitienh#oneThe

low understanding ofhe risks isexacerbatecby the high levels of informality as most
transactions are carried out in castd are not recordedihe understanding of these risks by the
authorities coulahotbe fully assessed as there has not been a clear process of idgtitgyisks

as well as the extent of proceeds generated.

87. In as much as precious minerals and real estate sectors have been identified by the
authorities as likely areashere proceeds are being channelled, these areamt yet being
supervised for AML/CFT. The lack of supervision also applies to the seétiom®ign currency
exchange bureaus and motor vehicle dealers. All these shortcomings create major limitations in
t he aut hor it iofdh/dF riske cbecerset with thesensgctors. The banking sector

is better supervised by the BoM, therefore ytirave a fair understanding of ML/TF risks
particularly the larger banks and MVTS

88. The understanding of TF risk is still quite basicross the boardThis was

confirmed by the next to none STRs reported on suspected TF to GIFiM, follyweal cases

of TF investigated or prosecuted. The authorities were of the view that TF risk is lonebut th

competent authorities could not demonstrate the basis for this coesidering thathteir

understandingf TF riskswas quite low The reluctance by the authorities consider any

possible TF which might be associated with insurgencies taking place in Northern Mozambique

in Cabo Delgad@rovince when they could not explain how the insurgencies are being funded

to commit the terror offences to establish what is dpeaported as an Islamic State, could also

be due to the authori t(asmseelO9ack of wunderstandi ng

89. VA and VASPs are unregulated in Mozambiga#&hough, the BoM has issued a
circular warning the public of dealing in VAs, the riglssociated with VA and VASP&ve not
beenassessed and ateereforenot understood

2.3.2.National policies to address identified ML/TF risks

90. Mozambiquehas not yet developeatational policies on AML/CFEommensurate

to its risk profile Mozambique has started to implement the recently enbiesdto change its
institutional structurgand improve on coordinating AML/CFT activities.Mational Task Force
(NTF), whose main functionat operational levedre to assess ML/TF threats and vulnerabilities,
propose changes to laws, write national strategelsaction plans on AML/CFT had just been
created®. Both, the Coordination Council to which the NTF submits its proposals for
consideation into policy and the Council of Ministers (Cabinetjo which the proposals are

28 Art 8 of Decree No, 49/2018
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presented by the Coordination Courfoil possibledevelopment into poligyhad also just been
put in place.

91. The institutional changes had also brought in the settindtine dational Criminal

Investigation Services (SERNI@) 2017 which is provided with powers to investigate MIE

and when necessary to arrange for rikiciplinary teams to deal with financial crimes and asset

recovery.In order to strengthen assetogery and forfeiture, the authorities had created an
administrative Asset Recovery Unit2018wi t hi n t he Public Prosecutor ds

92. All the above measures and institutional changes were quite recent at the time of
the onsiteto provide insighinto what had been achieved but if fully utilised and supported by
identified ML/TF risks and well informed policies, these changes strengthethe AML/CFT

regime of Mozambique.

2.3.3.Exemptions, enhanced and simplified measures

93. Mozambique is only preparing to carry out its first NRA, the country is still to use
results of any assessment to come up with exemptions at national level justifying application of
enhanced measures for higher risk scenarios or simplified measuresdoritdscenarios he

legal framework of Mozambiqualows Fls and DNFBPs to apply simplified measures but only

in circumstances where they are able to demonstrate that an adequate risk assessment has been
undertakef?. The AML Law further requires Fls drDNFBPs tcapply enhanced due diligence

(EDD) requirements whedealing with clients which pose inherent higher risk and apply
mitigating controls. The AML Law further identifies business transactions which pose inherent
higher risk (transactions carriedt by PEPs, correspondent banking, cltomsler wire transfers,

etc) where the FIs and DNFBPs have to apply EDD

94. However, based on the measures set out under the AML Law, the reporting entities
were implemening the requirements differently. Large banksdaMVTS were regularly
conducting institutional risk assessments to risk profile their clients whilst the rest of the FIs and
DNFBPs had not started doing so. Also based on the results of their risk profiling, large mobile
money operators were applyingngilified measures for certain classes of their clients regarded
to be of lower risk as financial inclusion products.

2.3.4.0bjectives and activities of competent authorities

95. Supervisory authorities do not have clear set objectives on the approach to
AML/ CFT supervision. fie BoM indicated that it had carried out a sureeycommercial banks

to inform them of the high risk products in the banking sedee 10 3) Supervisors for the
DNFBP sector, including GIFiMlid not share any objectives or activities carried out. Most of
the risks attributed to the AML/CFT regime of Mozambique are associated with the DNFBP
sector andhere is no effective implementation of measures to emaibigation of the risks in
these sctorsto bemore predictable and enharsigervision

96. The SERNIC had just been created and most of its work was still in its infancy. From
discussions with it and case examples described, there were indications that it sttbpeedy
building in identifying both ML and TF cases, amthere necessatyp carry out parallel financial
investigations.

29 Art. 13(6-8) Of Decree No 66/14
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97. Following thefailure by both SERNIC and the other agencies under the Ministry of Interior
to recognise the possibility of TF and associated acts of srrartcurring in Cabo égadoand
alsobased on information available from UNHCR and other reliable open sourtesaitacks
going onin this Region of Mozambique and the catastrophic impact of the activitigigilians®,

the impression created wasathithere was still low appreciation af high possibility ofTF
happeningn Mozambiquebut not being reported as such or investigaiguds indifferential
approach to the TF riskpplies to alrelevantcompetent authorities in Mozambique.

98. The enactment of Law No. 5/2018 brought in a limited framework to implement the
UNSCRs 1267 and 1378lowever,there is needby the authorities to go back to the Astd
ensure that it adequately provides for full implementation of the UN Resolutions sugported
the necessary institutional structuresee R. 6) The framework also does not provide for
implementation of sanctions on proliferation financing. Thus there is need for Mozambique to
ensure that the legal and institutional framework is consistentwhittt isrequiredin orderto
realize full implementation of those Resolutions.

2.3.5.National coordination and cooperation

99. Cooperation and coordination of exchange of information on activities to combat
ML/TF is driven by the Coordination Couh¢Council) and the NTF. The Council consist of

high level appointees composed of the Prime Minister (who chairs the Coukttiljney
General, Ministrsof Finance, Security and Public Affairs, Justice, the Governor of BoM and the
Director General of # GIFiM and his Deputy. The institutions, wittheradditional agencies

are replicated in the NTF to make it a mialgiency forum on AML/CFTThe NTF meetings are
chaired by the Director General of GIFiM, who can invite other agencies to participatdidgpen

on the expertise required during the discussion. The members to NTF are appointed by the head
of their own institutions and approved by the Minister of Finance.

100. The multiagencies in the NTRvhich are the technical people at operational el
functions areto: assess the ML/TF risks, draft and propose changes to legislation and draft
national strategies and implementation plans on AML/CFTrddifter, theNTF has toprovide

its proposed aixins/decisiongo the Coordinating Council which then at policy level considers
the submissions before taking them with the Council of Ministers (Cabinet) for decision
making. Any feedback on the decisions made by the Coahdilinistersfor implementéon

filter back to the NTF through the Council to the Director General of GIFiM, who as Chair of the
NTF will provide the decisions tine NTE The NTF is seized with the preparation of the NRA
which is still to commenceHowever, note has to be takentttie structural arrangements only
came in place sometime in 2018 and therefore, are still quite recent. Again not all relevant
AML/CFT stakeholdersare represented in the N*tFand coordinated identification of ML/TF
risks at national levelas still to sart and thidimitedtheN T F dverall understanding of such
risks.

101. The GIFiM has entered into MoUs with other competent authorities such as the
MRA, BoM, GIG, A G 6 s, with fvhich it shares information through its goAML Platform.
GIFiM has found thigo be an effective means of sharing information with other stakeholders. In
addition the GIFiM and BoM meet regularly to discuss AML/CFT strategies and issues raised
by Fls.

30 Acts which could well fit into terrorists act covered by the TF offence under the TF Convention.

31 The National Administration for Areas @overnment(ANAC) important for environmental
crimes is norepresented
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102. Interagency gordination of LEAs at operational level did not come out as a strong
factor used by the different agencies to fight/TF crimes. SERNIC which is mandated by the
law to form multtagency teams to investigate major crimes, including ML, did not demonstrate
that it was effectively using this power and no specific cases were provided where this authority
had been successfully us@dhe cooperation and coordination among SERMICB, SISEand

PPO relating tdinancial intelligence on ML/TFdisseminatedy the GIFIM was not clearly
explained There was often conflicting information provided relating to the distribution of the
reports by the PPO (which receives the reports froRiNgland the relevant LEAs investigating

the cases (see I0s 6 & 8). Generally,¢hisrno effective coordination of such reports between
PPO and other LEAs which carry out investigations and reportftbetonly cooperation which
was demonstrated relates to manning of entry and goiibts, mosy at major airports where
SERNIC, MRA,Postal Services, and Immigration work together to fight entry of contraband.

103. Although, the BoM and GIFiM meet frequently to exchange information pertaining
to Fls, there were no indications that this is the gatethe GIFiM, ISSM and other DNFBP
AML/CFT supervisors.

236Pri vate sectords awareness of ri sks

104. Mozambiquehad only stared prepaing for its NRA (see above), therefore no
results on the exercise had yeten shared with any of the private sector. The authorities were
however encouraged to include all the relevant stakeholders from the private sector in the NRA

105. The understanding of ¢hML/TF risksin the absence of awareness created based
on the results of a NRAs varying from banks, nehanks and DNFBPs. Althougthe private
sector has attended workshops condudbgdGIFiM, BoM and other organisations, the
understanding of the riskkemains concentrated more in large domestic and international banks
and large mobile money operato@mpared to other FIs and DNFBR&st of the international
banks have been exposeditk management tools throughrticipation in events organised by
their parent companiedDNFBPs remainhighly affected asthe sector remains mostly
unsupervisedor AML/CFT with little education and guidance on the risks the sectors are
exposed to.

106. Most of the reporting entitieare not aware ofthe risks pertainingo TF and the
implicationsof non-compliancewith obligations relating to targeted financial sanctidrselack

of awareness to TF risks by reporting entities is also reflected iexthemely limitedSTRs
reported to GIFiM (see I0s 4 and 6)

107. In the absence @NRA and sharing of the resultentifiedon risks pertaining to

BO, majority of the reporting eities did not demonstrate that they understood the rislating

to BOand dealing with legal persons. LEAs were also not approaching the reporting entities as
often for assistance with information on BO reducing their exposure to the risks assodiated wi
dealing with legal persons

Overall conclusions on 10.1

108. Mozambique is preparing to carry out its first NRA and no other septmificor
thematic risk assessments have been done. The understanding of M$KSHs low.
Mozambique has notome up with any AML/CFT policies or strategies but has been taking
measures in strengthening its laws and introducing institutional changes to efficiently deal with
crimes, including ML. However, all these changes are quite new to have had any pogitiet

on AML/CFT. Further, more resources and training are needed for proper implementation of the
laws and efficient functioning of the new structures in fighting ML/VM6zambique will have
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to use the results of the NRA, once it is completed to comeitlpexemptions justifying
application of EDD or simplified measures at national leWleragency cooperation and
coordination between supervisory authorities, LEAs and other stakeholders in the fight against
ML and TFneed to be greatly improved.

Mozambiquehas achieved dow level of effectiveness formmediate Outcome1.
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1.Key Findings and Recommended Actions

Key Findings
0. 6

a)

b)

d)

e)

107

Financial intelligence is being rarely used in Mozambique to initiateTM ot predicate
crime investigations. The lack aflequateskilled resources, low levels of STRs fils
by the DNFBPs and the majority of ndvank Fls and a lack of targeted GlFilsind
ot her i nt el fiskanaysigaee alscontributing t dhe very limited use
GIFiM and othelCompetent Authoritie intelligence products.

Theissues ofnadequate resourcesveaonstrained the amount of opéonal analysis
done byGIFiM and there is limited skills capacity to do TF analysis. GIEM large
extent does not carry out strategic analysis and haslisstminatedany strategic
arnalysis reports

The GIFiM and LEAs use secure channels to exchange and protect the confiyle
of theinformation exchanged or used. Howewuegere is limited coordination betwee
the GIFiM and LEAsand other competent authorities which utilise its informatitre
information being disseminated by t@#FiM meant for LEAs, in most cases pass
through the PP@hento the relevant LEAs once the PRPOsatisfied that the repas
useful for carrying out further investigations. Tlisinnecessarily cumbersome and
resulted in unreasonable deday theinitiating of investigations.

Crosshborder cash and BNI declaration reports are not filed to GIFiM to enhan
analysis.

The GIFiM does not provide regular feedback to reporting entities apart
acknowledgment of receipt of STRs. The PPO and the other competent autlolorit
not also provide feedback to GIFiM dme use ofts intelligence products. Absence ¢
feedback to reporting entities and GIFiM undermines efforts to improve the qual
STRs of reporting entities and intelligence products of the GIFiM

Mozambgue has trained specialist financial crime prosecutors that have

depl oyed to each of Mozambigquebs 11

investigators.The impact of these teams is significantly limited due to high

prevalence of finarial crimes in Mozambgue and lack of prioritisian of both
investigations and prosecutions according to the prevailing risks

SERNIC has human, technical and financial capatigllengeshat impair its ability

to identify and investigate ML or associaf@édicate offences nationwide. As a res
SERNI C6s ability to identify or iny
compromised.
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c. PPO focuses on the investigation and prosecution of predicate offences, rathe
ML. With the exception of corrdmn, other high risk predicate offences are n
prioritised Although PPO may instruct LEAs to conduct phlaialfinancial
investigationsthese are not routinely carried out dueotber LEAS not passing or|
cases to SENIC and thelack of capacity on the part of prosecutors to identify ML

d. There is limited coordination between criminal justice stakeholder institutions, w
impacts the efficacy of Mozambican authorities to idgniiivestigate and prosecut
ML . Of particul ar note is the | i mi
intelligence gathering.

e. Selflaundering cases are the majority of cases investigateeever there are few
cases of third party and none of statohe or foreign predicate laundering.

f. The sanctions imposed by Mozambique are proportioriaie it could not be
demonstratethat the sanctions are effectimrddissuasive.

108

a) Mozambique has administratively established tHeART in 2019 to handle anplex
asset recovery matterdlo cases hdibbeen completed by the MDART yet

b) Although the confiscation legal framework provides for conviction based forfeihge
lack ofmechanisms enablimgn-conviction based forfeitureould bdimiting the optiors
for Mozambiqué sonfiscation regimand its effectiveness

c) Mozambique does not consistently pursue confiscation as a policy objective.
routinely confiscatecontraband and not proceeds or instrumentalities of cwittethe
excepion of ANAC and ACB. Parallel financial investigations are not consisten
undertakento identify instrumentalities and other proceeds of crisubject to
confiscation

d) Provisional confiscation measures are not extensively used and theitmsthwmave a
mixed appreciationf the purpose and role of provisional confiscation measures.

e) Mozambique has pursued assets outside the jurisdiction and successfully obtained
orders, although no final confiscation orders have been obtained yet.

f)  Mozambique hscontrols in place to manage criesder currency and BNI movements
however these are insufficient in view of tinereased risk posed by the majority of tk
population still relying on cadio carry out transactions and fneisdictionbeing used as
as a transit country

Recommended Actions
IO 6

a) GIFiM should recruit additional FIU staff, with appropriate skills, gmdvide
ongoingtraining toGIFiM staff toimprove onconducing strategic and operationa
analysis that is targeted to tloperationaneeds of LEAsand other competent
authoritiesbased on the ML/TEsk profile of Mozambique

b) GIFiM shouldprovide outreach and further guidance on STR and CTR repo
requirements ancontinue dialogue and coopeaatwith the public, private sector
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non-bank financial institutionsand DNFBPs, including through informal channe
to increaséAML/CFT awarenss

¢) Mozambique should enhance (or strengthen) cooperation between GIFiM
and LEAsto improve onproduction of financial intelligence and other
information which will enable LEAd0 develop evidence necessary to
investigate and trace criminal pescdls relatd to ML, associated predicate
offences and TF.

d) MRA should urgently commence submission of information on dvosder
cash declarations to GIFiM to add value to STRs and help with identification
of possible ML issues.

e) Mozambique should significantly incseathe use of financial intelligence
to identify ML and TF cases, in accordance with its ML/TF risk profile

f) GIFiM should develop mechanisms to elicit feedback on the usefulness of
the financial intelligence and information disseminated to LBAG other
competent authoritiesaind provideegularfeedback to reporting entities
reports filed -The information generated through the feedback process
should be used to improve th@ancial intelligence and suspicious
transaction reportthrough brmalized structures between GIFiM and the
law enforcement agenciaad other competent authorities one hand, and
reporting entities, on the other.

g) The Authorities should review the process through which the PPO screens
information from GIFiM to LEAs® ensure that this does not impanthe
efficiency and effective use of financial intelligence.

107

a) Mozambique shouladapacitateSERNIC so thatits able to execute itsnandate to
identify and investigate ML. SERNIC officeshould also bérained on the function
and utility of GIFiM financial intelligencaeportsand other disseminated information
in actively pursuing ML/TF and associated predicate offence investigation

b) LEAs and prosecutors should prioritise the investigation and prosecution of ML and
associated predicate offences in line with the risk profile of Mozamityieh should
also includenvestigating the financial aspects of predicate crimes

c) Prosecutors and investigators should be trained on the common money launeledsg
to ensure thavhenhandling predicate offencéseycandetect wherd/IL investigations
ought to be undertaken. Emphasis should also be given to enhancing their dapacity
identify and investigatstandalonemoney launderingffencesand foreign predicate
offences taking into accoutite prevalenceof Mozambiquebeing usedas a transit
country.

d) A national policy should be put in placenake parallel financial and Minvestigations
mandabry at least in all cases related to major procegsiterating offencedVhen
pursuing the offences of ML as a national policy, cooperation among the various LEAs
in particularthe GIFiM, PPOSERNIC specialistfinancial crimeteamsin the eleven
provincesshouldbe enhanced to enable sharargl coordinahg of informationwith
LEAs that have jurisdiction to investigate limited types of predicate offednoessure
that cases with potential for Mbr requiring parallel financianvestigationsare passed
on to SERNIC

e) LEAs and the PPO should start keeptagnprehensivetatistics relating tthe number
of financial intelligence reports and other information received from GIFiM to enable
determination of relevancy of the remorto ML/TF and other predicate offence
investigations. Further maintaining of statistics on otMir investigations and
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prosecutionshould be enhanced in orderassist indeterminng the areasf ML/TF
risks and theprogress being made in strengthenitt;e AML/CFT regime of
Mozambique

f) The sanctioa should be reviewed to make thdissuasive and effective.

108

a) Authorities shoulccome up an@mplement a systemwhich would enable them

to prioritise confiscation in line with the risk profilétbe countryThe authorities should
develop a policy which requiresracing and identification of proceeds or
instrumentalities of crimé& enableconfiscation to be pursued widvery investigation

of a serious or high risk crime

b) LEAs and PPO should enhance their
provisional and final confiscation measur@e currentlegal frameworkshould be
improved on tenable competent authoritiescrry outsteps thaprevent or void actions

that prejudicMo z ambi queds ability to freeze or
to confiscation and take appropriate investigative measkraphasis should also be
placed on theangeof confiscation measures availalaled their applicationo ensure

that urderstanding of what constitute instrumentalities and proceeds of crime is enhanced
and broadened

C) Authorities should ensure that all staff allocated to MDART are solely focused
on executing MDART functiongnd that they are well resourced to make it enor
effective and maintain its integrity

d) Mozambique should continue pursuing assets outside the jurisdiction with the
objective of obtaining final confiscation orders and repatriation of proceeds where
possible.

e) Mozambique should consider enactimgaonviction based confiscation legislation

to enhance the efficiency and effectivenesssafonfiscation regime.

f) MRA should enhance its cross border currency and BNI monitoring systems,
with a particular focus on measures to identify cross bordet Bivements.
Consideration should also be given to extending the focus to other key entry/exit points
in areas where high proceed generating offences are being committed, including where
precious stones are being smuggled with suspicion of the proceeiigdoward posing

both ML/TF risks.Such checks should also eanned for leadsy GIFiM to generate
financialintelligence and SERNI@ potentially pursue financial investigatiookthe
casesand where possible disrupt such activities

g) LEAs and the PPO should start keeping comprehensive statistics relating to
confiscations to enabladequateccounting of assets recovered and determining areas
under the AML/CFTconfiscatiorregime requimg furtherstrengthening

109. The relevant Immediate Outcosmonsidered and assessed in this chaptO.6-
8. TheRecommendations relevant for the assessment of effectiveness under this se&ibn are
R.3, R.4 and R.232.
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3.2.Immediate Outcome 6 (Financial Intelligence ML/TF)

Background and Context

110. Mozambique has an administrative financial intelligence unit (FIU) known as
Gabinete de Informacado Financeira de Mocambi¢@&-iM) established in 20Q7under Law
14/2007 repealed by Law No. 2/2018 which broadkthe power of GIFiM andntroducel
securityof tenor for the Directoand Deputy Director by setting out groundstheir dismissal

111. The GIFiM is housed in a staradone building with adequate physical structure
and security. GIFiIMomprises a total of 20 staff with a Directorate and 5 DepartiniEmestotal
number of staff according to the current structure was supposed to be 36 anetbubam44%

of the posts were not filled at the time of the ongsee Table3, below). Whilst GIFiM was
established in 2007 and became operational in 2011, as a central agency for the receipt, analysis
and dissemination of financial intelligence and other information to Competent Authorities to
enable identification of ML, TF and associated predicdtnegs, it does not have adequate staff

to cover all these areas of the FIU operations. In addition it is also an AML/CFT supervisor for
DNFBPs not having a designated AML/CFT supervisor under the AML Thete are only 4

staff members dedicated to anadyJhe funding allocated to GIFiM is also insufficient to enable

it to perform its core mandate, in addition to exercising the additional supervisory powd& (see
3). Overall, there are considerable resource and capacity msdésanalysisvhich sigrificantly

impact the core functions of the Unit and ultimatehe typesof financial intelligencaeports
disseminated to competent authoritrdsich are still not consistent with the ML/TF risk profile

of Mozambique

Table37 GIFiM Staff Establishment

Departments Posts Available | Posts filled

Director General and Deputy Director

Director of Services

Heads of department

Executive Secretary

Analysis and Information Department

Information Technology Department

Compliance Department

NI N [WIOIN|R|W|DN

Legal, Research and Liaison

AP P WP ]IW]DN

=
o

Finance and Human Resource Department
Total

w
»
N
o
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3.2.1.Use of financial intelligence and other information

112.GIFiM and LEAs to some extent exercise their statutory powers to accessbtaial
information held by, inter alia, reporting entities, as well as public and private datalizeses.

is a limitedaccess to financial intelligence and other information from other FIUs through signing
of MoUs.GIFiM is not yet a member of the Egmdatoup of FIUs which also limits its sources

of information (see IQ).

113.GIFiM has access torotecteddatabasew/hich information it use® enhance the quality of
financial intelligence and other information it produces and pret@eEAs based on the 2018

law and other arrangements including the MoUs it has signed with the domestic LEAs and
otherforeign counter partsGIFIM has directonline access to the National Public Paynsent
System. It also access manuallyjnformation fromthe National Immigration ServicéNIS),
Registrar of Companies, Registrar of Vehicles, Registrar of Properties,, lihd BoM. In
addition GIFiM alsoreceivesnformation from Western Union Financial Intelligence Unit, and
ARINSA. Though the authorities indicated that the GIFiM has direct access to information on
BO from an electronic private database, this could not be confirmed during onsite as most of the
reporting entities indicated that they were havéegiouschallenges in obtaining BO information.
Further, cros$order currency reports are still not provided to GIFiM.

114.From the cases provided by the authoritiegaisdetermined that thiégnancialintelligence

reporsby GIFiM partly contributedtoAB6s abi l ity to initiate and conc
or collect evidencéo enableprosecution as well as to trace assets relatedrtoption and ML

linked to corruptctivities Disclosures from the GIFiM are provided to the contact person within
SERNICelectronically via goAML. MRA receives information to initiate investigations related

to tax evasion, smuggling and forwaiminal cases to the PPO.

115. Despite the above effortthere is very low usage of financial intelligence by the
LEAs (AGO, SERNIC, ANAC and MRA) an@&ISE to initiate or support ML/TFand other
predicate offencénvestigations and trace criminal proceeds. This is largely daentonber of
factors:L E A s Oerepce ® pursue predicate offenedsch still is not done according to the
risk profile of Mozambique,inadequate expertise and resources to conduct ML and TF
investigations as well as tracing of illegitimate propethe limited use of information from
GIFiM by competent authoritieis likely beingimpacted bythe types of STRs receiveand
analyzedoy GIFiM; the ultimate numbebf financial intelligenceeports produced by GIFiNé
reducediue to itdimited resourceso perform its core responsibilities cérryingoutoperational
analsis of STRs anddespite the provisions of the law (see R. 28As haveno direct access

to most of thdinancialintelligencereportsresults from the GIFiMasin practice they arefir st
channeledo and assessed lige PPOEven in instances when the GIFWbuld have directly
sent the financial intelligence reports to SERNIC and the other LEAS, the LEAs indicated that
the reports were supposed torbéerred tathe PPO firsfor assessmeiiiefore they would start
carrying out investigations.

3.2.2.STRs received and requested by competent authorities

116. The GIFiM has agoAML systemthrough which itreceives CTRs, STRs, EFTRS,
IFTRs and SARs. The difference between STRs and SARwmisin the case of STRs, the
suspicion arises from a completed transactidmle in the case of SARs, a suspicion arises from

an incompletd¢ r ansacti on. However, for consistency pur
throughout the repotb indicate bottfSTRs and SARs
117. Thereporting entities use ti&IFiM goAML platformto submitSTRs GIFiM uses

XML schemes for CTRs, EFTRs and IFTRs whaskalsoembeddedn the goAML. Where a
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reporting entity submitan STR withincomplete information, or any otheiparts, depending on

the type of information that is lacking, the report can be rejected automatically or it can be rejected
by the senior analyst after checking the quality of the information. At the time of the onsite visit,
all banks were using the goAMtlatform to submit STRs. The insurance and M\{f8viders

had been provisioned on the goAML. The other reporting entities are not yet part of the goAML
platform and the GIFiM has not put in place provisional measures to receive information
manually from hose reporting entities. Though the feedback on the usefulness of information
received is not regular and structured, GIFIM makes requests for additional information in
relation to a report filegvith it, which should be respondeditono later than sevedays.

118. At the time of the onsite visit, only banks had filed STRs and CTR=re were no EFTRs
filed. Though the GIFiM indicated that some of the CTRs were useful to enhance thbuikises
from the STRs, the extent to whittheintelligence reports developed basedSTRs and CTRs

were useful for the otherompetentauthorities to perform their duties could not be determined
due to lack of stastical evidence.The NBFIs and DNFBPs had n@ported any STRs or any
other reports such as CTRs to the GIFDhe of the major reasons for the Hdimg of STRs by

the NBFIs and DNFBPs is that they were yet to be superfosashplementation of AML/CFT
obligations includingransactions monitoring and reporting (see 10.3 for details). GIFiM had also
not received information on STRiéscovered during inspections by supervisdeble4, below
indicates the number of STRs filed by the commercial banks to the GIFiM frorr2Bd25Viost

of the STRs filed relate to suspected tax crimes, drug trafficking and corruption which are to some
extent consistent with the ML risk profile of Mozambiqéenong these STRs, GIFiM has
received 4 STRs and 1 Suspicious Activity Report relatedrtoriem financing. Given the TF

risk profile of Mozambique, the number of STRs received on TF over a period of five years is
guitelow and does not reflect the extent of the risk

Table4: Number of STRs received by tl&FiM

Source of Information | STRS received over the years

2015| 2016| 2017| 2018| 2019 | Total

Commercial Banks 236 | 536 | 1267| 1988| 1848 (5,875

32

119.Though feedback to reporting entities on the usefulness of the STRs filed and analysed by
the GIFiM isless regular and unstructured to effectively impact on the behaviour of the reporting
entities in respect of discharging their reporting obligatioms, a&uthorities indicated that the
quality of STRs from commercial banks has been improving with time eMenythere were still
instances where STRs are submitted to GIFiM with incomplete information (se&tid)other

cases, the quality of the STR is not always satisfactory. GIFiM indicated that its STR operational
analysis process included seeking addal information from the bank that reported the STR and
also approaching other banks for additional information, where necessary

120There is no adequate coordination and cooperation between the GIFiM andBéRy¥een
2015 and 2019Mozambique had 9 casekcurrency seizures arising from undeclared or falsely
declared cash amountibggUSD 791, 980.00However, none of these casesrereferred to the
GIFiM. Although the MRA has a legal obligation to subenitssborder cash declaration reports

32 Information from JanuaB019 to 31 July 2019.
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to GIFiM, it was not doing s¢see R.32 and 10 8). Moreover, the customs division of the MRA
does not obtain information on BNImiting the informationGIFiM can ug for its analysis

121. The absence of STRs and other accurate and relevant information from the

DNFBPs ith some of them carrying out activities which are high risk like in the real estate, and

precious stones and metals sedtarsl the NBFls, as well absence of reports from the MRA

on crossborder declaration filed withthe GIFiIlas a negati ve i mpact on the
produce quality financial intelligence and other information necessary for the competent

authorities to perform their duties farms of detecting and combatting ML/TF and associated

predicate offenses as per the risk profile of Mozambique

3.2.3.0perational needs supported by FIU analysis and dissemination

122 The operational analysis conducted by FIU incorporates reports received depending on the
relevance and complexity of the subject matter. In order to further enrich the analyGiile
supplements information from STRs by different kinds of informatiotained through a variety

of privately and publiclyowned databases to produce intelligence reports for use by afths

other Competent AuthoritiesThe FIU uses its tools to prioritise reports for analysis and
disseminationHowever, the operational tabreto a lesextentalignedwith the ML/TF risks

in Mozambique

123. Although GIFiM has only four analysts, the information accessed has been used to produce
and provide reasonably good financial intelligelcesome of the ML and predicate offence
casesAll the analysts have undergone training on goAML, financial analysis, tactical analysis
and strategic analysis. When carrying out analysis, the analysts use goAML analytical software.
However, the information being disseminated by GIFiM, in most casegsidseugh the PPO

and is only directed to the relevant LEAs once the PPO is satisfied that theiseypsetul to
commenceaninvestigation.This has negatively affected the ability of the FIU to disseminate to
LEA spontaneously and upon request leadingunreasonable delay in identifying and
investigating related ML and associated predicate offerides.GIFiM has not also received
crossborder currency/BNI information collected by the Tax Authority of Mozambique (MRA)
due to lack of coordination betwe¢he two authorities. In very few cases where TF suspicion
has been determined, GIFiM has analysed the reports in consultation with the National
Intelligence and Security Servic®lSE). Thebringing in ofSISEindicatedimited capacity skills

at GIFiM in analysing TF related STRs.

124. Gl Fi M6s di sseminations to the LEAs have to
investigations, conduct further investigations and investigate assets linked to ML and predicate
offences.Some of the.EAs regar@dthefinancialintelligence reports from the GIFiM to be of

good quality and helpful in identifying and investigating potential cases of ML and associated

predicate offences. For instantgg financialintelligencereportshadresulted inthe successful

investigatiorof PEPs ir2017,2018 and 2019. Bok, below showg two of the cases disseminated

in relation to PEPs.

Box 1: Corruption, Tax Crimes and Money Laundering involving PEPSs:

Casel

In 2016, GIFiMreceived a request for information from the A@trruption Unit in the Public
Prosecution Office (PPO) concerning two individuals and one legal person.
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The AntiCorruption Unit sought assistance from the GIFiM to monitor the financial transac
carried out by the suspects, since these people were under investigation on allegation of de
bribes from a foreign entity during the launching of an international Public Tender for the acqu
of some equipment by a public entity.

As a result of thevork carried out by the GIFiM it was found that during the period between Jar
2008 and January 2016 the involved entities carried out some suspicious transactions, amot
952,186,943.58/T (nine-hundred and fiftytwo million, one hundred and dity-six thousand, nine
hundred and fortthree meticais and fiftthree cents) equivalent to U$B,869,782.0((fifteen
million, eight hundred and sixtyine thousand, seven hundred eigty united states dollars).

During the analysis, it was discoverduht apart from the individuals referred to above, there wg¢
Politically Exposed Person (PEP) who also benefited from these illicit funds. However, this PE
not part of the request made by the ACU.

The suspects were presented before the Judge. @uirafuspects, three had been detained, how
the judge ordered their release on bail with terms.

Case?

As a result of the preceding case, in which a PEP was also involved, after discovering that t
had received a transfer @0.000.000, MTtenmillion meticais) from one of the legal entities invol\
in the scheme, the GIFiM saw it fit to pursue a separate investigation/analysis on other trang
involving this PEP.

The investigation revealed that the PEP had received in her personal baakindcabout
102.000.000,00 MTOne hundred and Two million meticais) equivalenU&D 3.400.00,0@three
million, four-hundred thousand united states dollars).

It was also observed that the amounts were mainly from a scheme which involved over ingoie
by the constructing entities which had been awarded tenders to do construction work on public

The amounts resulting from the over invoicing were then transferred from the personal bank
of the PEP to the accounts of her relatives fohere the amounts would then be invested in the
estate sector and acquisition of luxury vehicles.

It was noted that, this scheme involved about 12 entities, namely six legal persons and six
persons including the PEP, who was one of the twesHEvolved.

As a result of the dissemination made by the GIFiM to the@artiuption Unit, investigations wer|
carried out which culminated in the detention of the PEPs as well as other people involveq
scheme, assets composed of 15 houses, Zdegehere seized and their bank accounts were fro

125.Further, GIFiMhas provided information requested by LEAs to help them in their investigations and
prosecution of the so called fAhi dden tothleng3I7&sinceT h e
2015 is shown under Tablg below. During the period underview, GIFiM made 4 disseminations related

to TF to theSISE Despite the above few cases, the financial intelligence disseminated by the GIFIM was not
being used regularly to fulfil the operational needs of the other competent authorities. Mdhemsentto

which the disseminanswere useful for th&ISEto identify potential TF casauld not be determineaks

the information was ndater providedo the LEAs to carry out further TF investigation
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Table5: Disseminations made by GIFiM since 2015

AGENCY 2015 | 2016 | 2017 | 2018 | 2019° | TOTAL

Anti-Corruption Unit 3 4 9 9 0 25
Bank of Mozambique 2 5 17 8 1 33
Revenue Authority 6 10 101 33 1 151
National Criminal Investigation Service 1 0 3 3 2 9
(SERNIC)
Public Prosecutors Office 4 0 96 37 3 140
Intelligence and Security Service 1 0 7 3 2 13
General Finance Inspectorate 4 0 3 0 7

126. Most cases disseminated to MR#cluded:the use of personal accounts inste&dorporate

bank accourstwhen carrying out business activitidailure to declare the total amount of tax payable
invoicing lower tarif6 ongoods and the difference realizedinderedthrough illegal externalization and
illegal tax benefs. For instane, during the period under review, as a result of the disseminations made by
GIFiM, the MRA carried out audit assignmeiats individuals and businessanddetermined prejudice of
13,335,069,340.09MT(USD187,138,362.34)arising from tax evasion out of which 10,70349366

MT (USD150,208.01)was recoveredThe MRA after picking these cases, it sent them the Tax
Administrative Courtsandthe PPOfor criminal prosecution However, the authoritiesould not provide
specific details of theases sent to the courts and other agencies for further actioning. Therefore, only partial
effectiveness could be determined

127. The LEAs request information from GIFiM to help in their investigations. This information
comes through an IT platform. Howevdrete aralso afew cases of requests received physically. LEAs make
requests to the GIFiM for information to supportgoing cases including tracing the proceeds of crime. Table

6, below shows the requests made by LEAs to the GIFiM since 2015. On g\etages 14 weeks for the
GIFiM to handle the requests. During the period under review, there were 84 such requests from Compete
Authorities to the GIFiM. LEAs contributed 72, out of which 33 requests were fid@ard only 4 from
SERNIC On theother hand, the MRA lilimade 13 requestRequests by SERNIC and MRA to GIFiM for
information are still quite lowHowever, the LEAs do not keep records of the requiesisnake to theGIFiM

and feedback received. As such;adegorisatiorof which requestswere made by which institution and for
what purpose to determine the extent to which such requests supiheitoperational needsas not possible

Table6: Requests made by LEAs to the GIFiM since 2015

LEA 2015| 2016| 2017| 2018| 2019*| TOTAL | AVERAGE
RESPONSE
TIME
Anti-Corruption Unit 3 3 4 3 2 15 4 weeks
Bank of Mozambique 0 0 0 2 8 10 48 hours
Revenue Authority 2 4 1 3 3 13 3 weeks
General Finance Inspectoratg 0 1 0 0 1 2 1 week
National Criminal 0 1 3 0 0 4 2 weeks
Investigation Service
Intelligence and Security 3 1 2 1 0 7 1 week

33 |nformation from Januarg019 to 31 July 2019
34 Information from Januarg019 to 31 July 2019
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Service

Public Prosecution Service 6 10 11 3 3 33 4 weeks
YEARLY TOTAL 14 20 21 12 17 84

128. From 2015 to 2019, a total oB8 disseminationsvere madeby GIFiM by type of predicate

crimes, as shown in tHeable 7, below. However, there is a discrepancy betwEaples5 and7 on the total
number of disseminations made by GIFiM to the authorities (378) and by type of predicate ¢8@0).
Despite such discrepaes,overal,the dissiminations made I§y1FiM arenot consistent with the risk profile

of MozambiqueThis hasa negative impact atfne operational needs of competent authorities, particularly on
investigations carried out by LEAs on ML/T5 they are ngtrioritised according to the risk profile of the
country(I07 &9).

Table 7: Disseminations by type of Predicate offenses by the GIFiM

Years of dissemination
Type of Predicate including Money Laundering 2015| 2016| 2017| 2018| 2019*
Suspectedorruption 3 4 8 8
Suspected Drug Trafficking 0 0 29 | 19 4
Suspected Tax Crime 6 7 51 | 33 1
Suspected Terrorist Financing 0 4
Suspected Banking Fraud 2 5 17 8 1
Forgery/Falsification 1 17 2
Embezzlement 2 23 | 11
Money Laundering 7 3 90 | 10 1
Environmental crimes 1 2
lllegal exploitation of Precious metals and Stones 1
Total 21 | 19 [ 237 | 95 |9
129. GIFiM has conducted one strategic anaty®n ML andit is yet to share the

findings of theanaly®s with therelevant authorities. Tis theusefuhess of the analisto the

other competent authorities to identify emerging risks and pursue potential ML investigations and
contribuion to broader AML initiatives in the countgould not be determed GIFiM is yet to
conduct other strategic analysis including on TF amdther prevailaing predicate offences
orderto contribute tahebroader CFT and other initiatives in the country

3.2.4.Cooperation and exchange @fformation/financial intelligence

130. GIFiM and other competent authorities to some extent cooperate and exchange
information and financial intelligence to pursue financial analysis, initiate ML and predicate
offencesinvestigationsand investigate assetskied to ML and predicate offencbsat more still

needs to be dongarticularly on the side of LA&S requesting information from GIFiM (see 10

3% Information from Januarg019 to 31 July 2019.
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7). GIFiM has signed MoUs with the following institutiong; Bank of Mozambique,ii() Anti-
Corruption Unit, {ii) Mozambique Revenue Authorityy) Anti-Drug Unit, (/) AG’s Office, i)
National Criminal Investigation Service. The MoUs help GIFavid the other competent
authoritiesto exchangenformation.GIFiM is also parof a newly esiblishedask force to deal
with asset recovgrand expedite Mlinvestigationgsee 10 8) Feedback from LEAs to the FIU
on the usefulness of the financial intelligence is not regular.

131. The GIFiM and the LEAs use secure channels for exchanging informatdn,
protect the confidentiality of information exchanged or u3éeé. Director General of the GIFiM

is responsible for dissemination of financial intelligence to LEAs and other competent authorities.
A senior officer in the analysis and intelligence deperit is responsible for maintaining a
register of disseminations made to, and requests from and to the competent authorities. The
disseminations are made electronically but at times may be delivered by hand. The GIFiM has in
place an ICT Policy and ICT Sarty, the Analysis Department follows Standard Operating
Procedures(SOPs) which among othemrequirementsguide staff on STR analysis and
dissemination, handlingf incoming and outgoing mail, and handlioigequests from competent
authorities However,the SOPs do not have clear prigagon mechanisms to identify critical
cases which require urgent action based on the risk profile of Mozambligienvelopes of the
disseminations are sealed by GIFiM. The competent authorities, in particular LEAs hav
dedicated officers who receive amrdministerrequests.The cooperation and exchange of
information on THs quite low.

Overall conclusions on 10.6

132. The GIFiM receives STRand other reporf@and has access to information obtained
throughreporting entitiesppen sources, domestic competent authorities and foreign counterparts
through signing of MoUswhich is used to carry out analysis and produce financial intelligence
and information for dissemination to LEASamples of reports examuhaluring the onsite
indicate that the Unit has managed to produce and provide reasonably good financial intelligence
on some ML and predicate offence casémwever, it does not have adequate human resources
to exercise its core functions and assist thAd B amoreeffective manner to identify potential
criminal proceeds and TF cases based on the risk profile of Mozamblipiéack of adequate
analysts has also affected its ability to conduct strategic analysis which could inform LEAs and
other competdrauthorities of ML/TF patterns and treride moresystematienanner The non

filing of STRs from DNFBPs and NBFHaisesserious conceras some of the ML/THigh risk
sectors (real estate and precious stones and matalspncentrated in the DNFBP sector, and
alsolimits the scope of financial intelligence and othgormation shared by GIFiM with LEAs

and other competent authoritiéshas not been demonstdtthat competent authorities receive
and request reportg information from GIFiMto add value to theion-goingwork. Moreover,

the competent authoritiesé use of financial inte
TF investigations is veryimited. GIFiIM and other competent authoritje® some extent
cooperate and exchange information and financial intelligence to pursue financial analysis,
initiate ML and predicate offence investigaticas well agnvestigate assets linked to ML and
predicate offencesHowever,more still needs to be done, particularly on the side oAdE
requesting information from GIFiNb assist with their work.

Mozambique has achieved a low level of effectiveness foninediate Outcome6.
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3.3.Immediate Outcome 7(ML investigation and prosecution)

Background and context

133. Mozambi queds ML | egal afairty adequatdo iertahiet i o n a | fr
handling of ML casedHowever Mo z a mb i g u e 6 sandproseeusoh of §llais neither

prioritized nor consistent with the crimes identified as high faskproceeds generatian the

country. The authorities have limitations in their capacity to identify ML or determine when

parallel financial investigation$euld be carried out

3.3.1.ML identification and investigation

134. Mozambique hasfairly adequate legal and institutional framework to address the
investigation and prosecution of ML. However, the investigations and prosecutions of ML
conducted have not been ind with the risk profile of the country. Further, Mozambique does
not have a national policy mandating the investigation of ML whertheee is annvestigaton

of a predicate offencelhe scope of ML identification and investigation is also limitedHsy t
nortcriminalisation of offenceselating tomigrant smugglingillicit trafficking in stolen and
other goodsinsider trading and market manipulation

135. Investigationsundertaken by LEAsre initiated based on reporesceivedfrom
members of the publieferrals from other institutions of governmemnhistle blowers and to a
very limited extenfrom financial intelligence reports disseminateddifiM. LEAs are able to
commence investigations from information from any source, direguforeign counterparts or
entities (e.g INTERPOL)Once evidence is obtained supportan offence having been
committed the matter is reported by the LEA to the PPO for further action. The assigned PPO
prosecutor will then instruct SERNIC or the resjive LEA on the next steps to be talearin

the evenof afurther investigatiorbeing requiredobtain anynecessargourt ordersanddecide
whether the matter should proceed to colints process providesn opportunity for either LEA
or PPO offices to identify ML in the course aninvestigation, or where necessary determine
that a parallel financial investigation should be undertaken.

SERNIC

136. SERNIC was established in 2017 and is the only LEA wihatutory mandate to
investigate ML, as such where ML is discovered by another LEA they are required to transfer the
investigation to SERNICPrior to the establishment of SERNIC the mandate for ML/TF
investigationswas that ofthe Criminal Investigation®olice, a unit within the Mozambique
Republic Police (MRP) whichow hasthe mandate to ensure public order and the protection of
people and propertyOnce SERNIC determines that an offence has lweemmitted it then
informs PPO. The subsequent invesimad undertaken by SERNIC occur under the instructions
and guidance of officers from the PPO. Notably, PPO may also instruct SERNIC to investigate
specific mattersight from the onrset

137. SERNIC is organised into 6 directorates, specifically the direetorat i) the
national inspectoratd) criminal investigation and proceedingjg, operative investigation$y)
criminalist techniquesy) identification andvi) INTERPOL. The directorate of criminal
investigation and proceedings is tlome responsil® for undertaking investigationst is
comprised of specialised brigades (units) namely: the drug traffiokémgnomic crimghuman
and organ traffickingenvironmental crime and the motor vehicle th8fased onlte institutional
framework the briga@gsarerepresented at national, provincial and district lev&ERNIC has
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no brigade that specialises in ML investigatidthgwever 11 SERNIC officers have been trained
specifically on financial crimeandwork jointly with 11 financial crime prosecutors in the PPO
as financial crime investigator®nefinancial crime investigatois deployedn eachof the 11
provinces of Mozambiqueyhere they work with the assignegecialised financial crimePO
officer to investigate financial crinse The financial crime investigatoirsvestigate all financial
crimes, includingML and also supposed to carry out parallel financial investigations

138. SERNIC is still being capacitated wittecruitmentof staff still ongoing thus
adequate staffing &othnational and provincidevelsis still a significant challengaVhilst the
authorities could not provide tlexact statistics on treimber of SERNIG@nvestigators currently
employed, it was clear thttere wadack of adequatirained investigators to investigate ML and
predicate offences. Furthetthough the authorities indicated that most of the SERMiiCers
hadundergone ML training in the SERNIC training ihgte, evidenceof only aselectnumber
of SERNIC officers haing undergone 3 trainingsn trafficking and economic crimestivaML
componentvas provided for the period under assessment

139. During the onsite SERNIC authorities indicated that they had not undertaken any
investigation of ML since its establishment. This contrasts with the statistics provided by PPO
thatindicateseveral cases of Mheinginvestigated by SERNIC officermteraction with some

of the SERNIC investigatordemonstrate thatthey are unable to identify when Mis present
without the assistance of the PPO dadeinstitutional capacity limitations to investigate ML
offences.Coordination of investigations, ihming those of ML between SERNIC and PPO is
still not properly monitored. SERNIC had investigated prediofiBmcegrosecuted by the PRO
whose end result it did not knamd PPO had not provided feedback ttnisome cases SERNIC

had investigated seus crimes relating to dealing with drdiggman traffickingwhich had clear
elements of ML but had not pursued the ML investigation as no instruction or guidathed

end had been provided by PP®urther, SERNIC was noinitiating parallel financial
investigations nowas it receiving such cases passed on from the other LEAs. As a result,
SERNIC could not provide any cases of parallel financial investigations it had pursaey

ML cases identified through such investigations

OTHER LEAs

140. In addition to SERNICthere are several other LEAs tasked with the investigation
of specific predicate offences. These include the: NatMigration Servic SERNAMI) which
manages breaches of immigration lawdpzambique Revenue AuthorityMRA) which
investigates tax crimes and smuggling offences; National Administration for Areas of
Conservation (ANAC) which handles environmental crimes.

SENAMI

141. SENAMlhasthemandate to investigate and address
immigration laws. Dung the onsite it was apparent that the authorities had limited awareness

of the ML risk presented by human traffickinghe authorities indicated that SENAMI cha

participated in the identification of human trafficking caassllustrated by the case Box 2,

below.
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Box22SENAMI 6s role in a Human Trafficking i

nves:t

In September 2017 SENAMI participated in an investigation of human trafficking for forced labpur in

respect oPassenger Xom Country Zwhich ended up involving SERNIC as ML walso investigated

SENAMI had undertaken passenger screening utilizing advanced passenger information prior to the arrival

of Flight 123 and had noted that Passenger X had an itinerary that originated from @obntriransited
through Country B before landing in Mozambique, where she was to transit through to CouaisinG

a red flag Thus prior to her arrival SENAMI was able to identify the subject as high risk and on her
disembarkation she was approatig the Migration inspectors and questioned. Based on her responses,

demeanorand conduct SENAMI alerted SERNIC with a view to escalate the investig&ieRNIC
established the residency of thesgectunder inestigation and the manner in which thespgct had

entered and stayed in Mozambiquéfter the investigation,ite accuseils t r i al in©Ocabene nc e d

2017 She was convicted for the offence§human trafficking, illegal entry and Mand sentenced @
totaltermof 16 yearsimprisonment

MRA

142. MRA has mandate to investigate all breaches of revenue and customs related laws,
including tax crimes and smuggling offencasiong others. MRA0 some exterdemonstrated
awareness of the ML risk presented by smuggling offences in Mozambiqueever the
authoritie®appreciation of the seriousness of the risk posed was raxeémonstrated by the
institution® focus on recovery of the value of tax crimasd not passing on such cases to
SERNIC toalsoinvestigatehe possibility of ML relating tohe tax crimes

143. Whilst MRA has show a concerted effort to address tax craméich involved

quite significant amounts (see TableaB)d to a more limited extent other predicate offences, it
has not yet identified ML in any of its investigations therebgassitating submission of the case

file to SERNIC for a ML investigation. In view of the risk posed by huirafficking and drug
smuggling, this gap is concerning as the monetary value of tax crimes identified and investigated
would indicate that thereught to have been ML suspectedsome of the casagven the huge
amounts involved and realisation that most were investigated as tax crimes by MRA and not mere
tax evasionlt is only in one case where GIFiM had provided financial intelligence infoomati
(Case 2 in Box 3), that PPO teamed up with MRA to investigate MMBA has noidentified

a ML caseon its ownandinitiatedinvestigation of the case by SERNIC

ANAC

144, ANAC is the designated authority withe mandate to investigatenvironmental
crimes, including wildlife trafficking. The mandate of ANA@ investigating such cases
strictly restricted to the physical locations of designated conservationveitheSERNICtaking
over such investigationg they involve jurisdictionoutside the designated conservation areas
(see Case 1 in Box 3, belowANAC utilises a wide variety of investigative techniques and
demonstrated a wetleveloped understanding of the ML risks presented by environmentascrime
within Mozambique. PPO haspecialised officers who prosecute wildlife offences in
coordination with ANAC 57 officers have been trained on wildlife prosecution, although not all
have been deployedihilst wildlife investigators demonstrated an understanding of ML
typologies within heir area, wildlifeprosecutors demonstrattchited understanding of how to
identify relatedML and were unable to provide statistics on any ML casesecutedn respect

of wildlife offences.
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Box 3 : Joint Investigations between LEAS

Case 1
In November 2018 an environmental protection officer was shot in a conservation area. Subsequent
investigations demonstrated that Person A was involved in the offedoesever he could not be
approached as he investigatiahurisdictiors. A jdir invedtigati®d with SERNIC and
PPO was launched. During the investigation there were cross border inquiries made to South Africa.
Investigations uncovered that PamsA was a wildlife trafficker and that he had a significaminberof
propertes although predominantly registered if@ari ermar@es. Person A was arrested but his triallhas
not yet been concluded. No provisional confiscation measuresnsttaetedby PPOon any of the assets
of Person A during the investigation despite ANAC having associated Person A with a number of
unexplained assets

Case 2
In September 2014, GIFiM generated an STR in respect of multiple companies owned by Pergon X on
suspicon of tax crimes and ML. A joint investigation by MRA and PPO identified that the compani¢s had
committed t& crimes quantified at MZN10, 584, 218, 538.22 which amount is still being collected by the
authorities Person X was arrested and tried for ML Wat acquitted.

PPO

145. The PPO is establish@dterms ofArt. 234 of the Constitution and Law 4/2017 as the sole
prosecutorial body in Mozambiguevith the primary mandate over criminal actions in
MozambiqueThe PPO is headed by the Attoriiegneral of Mozambique and has staff deployed

in all provinces and districts. The PPO has 2089 staff, including 451 magistrates and 637 assistant
judicial officers and in 2019, they were funded USD31,980t832ipport the f f iadidtiéss
nationwide. Tle PPO appeared well resourced to enable it to perform its mandiaere are

several bodies that exist within the PPO, includingtthig-Corruption BureauProsecutors from

the PPO are tasked with guiding/leading investigations undertaken by any LE#zamdique
andconductinghe subsequent prosecution.

146. The PPO has trained 11 prosecutors on financial sridee of these prosecutors is
deployed to each of the 11 provinces, alongside a specialised financial crime SERNIC
investigatingofficer. These two person teams operatepscialist focal poiston financial crime
investigations angrosecutios. Within the ambit of these prosecutors lies the specialisation to
prosecute ML.Despite comprehensive statistics of the work done by the finanoiséqutors

not being provided, the initiative is a good staltwever, it was apparent thatsignificant
number ofprosecutors were allocated to specialisatidealingin predicate offence such as
wildlife and drug crims, with little effort being maden pursuing investigations into what
happened to proceeds generated from those predicate offérfuesofficers/prosecutors
specialising in predicate offences were unclear on how to identify ML flowing from the predicate
offences they were handling butfsed more on the prosecution of the predicate offefites
concentration on predicate offences has grdiatiyed the development of skdlto identifyand
investigatecases of ML, hence the identificatiand investigatiorof such cases remains quite
negligible. Similarly, the PPO had not identified any cases where it had instructed the SERNIC
investigators to carry out parallel financial investigatiand through such cases identify cases

of ML.

ACB

147. In accordance with Ar9 (1) (a) of Law 4/201,#he ACB is a subordinate body of
the PPO, although it has operational independence from the PPACBes mandat e i s | i
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to the investigation and prosecution of corruption, embezzlement andake#t The authorities
demorstrated that wherdCB is carrying out an investigatiorelated to any of the predicate
offences it is designated to investigatalit identifies ML, it carriesout the investigatioas well
asprosecutiono f t h e s mandate toAruddtigate Mis strictly limited to ML cases
arising from corruption, embezzlement and theft offences. It is notable that of the limited statistics
provided by the authoritieshe majority of MLinvestigations angrosecutions undertaken
Mozambiqueemanate froncasesdentified by the ACB in the course of investigatocruption
offences.

Domestic coordinationof ML investigations amongst LEAs

148. Mozambique has recently enacted new legislation to restructure and update the
AML/CFT institutional framework bypassing Law 2/2017 which establishes SERNIC, the
review of the PPO structure through Law 4/2017 and the passing of the new FIU law through
Law 2/2018. Whilst these are important initiatives that must be recognised as a key move in the
right direction, thee still remains significant lack of coordination in the criminal justice sector.

149. PPO hosts SERNIC officers who are permanently stationed at PPO offices and do
not report to SERNIC management but rather to PPO officers. Thip $ets a direct effect on

the total statistics of the number of cases investigated by SERNIC as those reported to PPO
officers fall on the way side. The significadiscrepanciesn the statistics on ML cases
investigated by SERNIC as indicated by SERNIC compared to those repgrte®0O, as
highlighted abovgis attributed to this reporting arrangement. The authorities indicated that as
SERNIC is an auxiliary arm of PPO, it is only appropriate that attached SERNIC officers report
directly to PPO. Whilst this conclusianight be gpropriate it significantly undermines the

ability of SERNIC to monitor the performance it whole establishmerand account for all

cases handled byiitvolving ML and associated predicate offences

150. From the explanation provided by the LEAsgidg the onsiteit demonstrated that
theygenerally do not utilize intelligence from GIFiM, nor do they fidlypreciatehe utility of
theGIFiM as an intelligence gathering tammplementing theidentificationand investigation
of ML.

151. Overall, whilst on one hand there is still a clear need for SERNIC, PPO and MRA
to developheir capacityto identify ML cases, the coordination of investigations of the identified
ML cases among the investigative agenciesiredqa be done more systematically to improve
accountability on ML cases identified and investigated.

3.3.2.Consistency of ML investigations and prosecutions with threats and risk profile, and
national AML policies

152. Mozambique has no national AML policy in place, as such the investigations and
prosecutions undertaken by authorities are not prioritised and guided by the ML threats and risks.
None of the institutions have any policies mandating the investigation @cpt@s of ML. As
indicated above, SERNIC and PPO have trained and deployed teams, composed of one SERNIC
and PPO officer, specialised in finanataimesinvestigation and prosecution to each province.

In view of the complexity of investigations and prostions into money launderiritpis number

of officers appears insufficient, particularly as they are not solely focused on ML investigation
and prosecutioalonebut rather financial cringin general.

153. SERNIC did not demonstrate a consistent understgndinwhat are the high
proceed generating offenceBPO demonstrated knowledge of the prevalemies and
inherently high proceed generatibgt with no consistency of being able to identify Mtall
times when it is involved.PPO did not demonstratedaveloped understanding of why the high
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proceed generating offences were a ML threat, nor the risks associatedahitffences. With
the exception of corruption offencabere has been no systematic pursuit of ML in the context
of any other predicateffences.

154. During the onsitgit was clear that, with the exception €B and ANAC, LEAs

were focused on the investigation of predicate offeacelswere not investigating Mlet alone

prioritising the investigations according to riskhis gags ascribed to the inability of LEAs and

the PPO taonsistentlyidentify the existence of Mwhere relevant o mpounded by SERNI C
lack of capacity to investigate MLFor example, no ML investigations had been undertaken

the high risk crimes afrugand wildlife trafficking, illegal loggingnvestigateduring the period

under consideratiomlthough drug trafficking is high rislduring the period under revietiere

had not been anguchcases identified by the canine unit at Maputo International Airport,
highlightingtheinadequacygreated by the lack of operational capatitydentify such cases.

155. As investigations are conducted under the oversight of BieGailure by LEAS to
investigate ML demonstrates that PRDassessing the casis not guided by whether the
possibility of a ML case exist and where it is present, priorgithe ML investigation according
to the risk profile

156. The assessors were pited with very limited statistics on the investigations and
prosecutions undertaken on predicate or ML gabkesconclusiowasthat both LEAs and PPO
were not effectively pursuing such cadesluding where the cases posed a high risk

157. Mozambique is not investigating or prosecuting ML associated predicate
offencesin a manner that is consistent with the threat and risk profile of the country.

3.3.3.Types of ML cases pursued

158. The authorities indicated that the predominant type of ML in Mudxque is sel
laundering and there have been no cases of foreign predicate siftgrudied or investigated
by the authorities. The prevalence of dalindering cases is consistent with the authoéities
capacity limitations in identifyinghe other tpesof ML cases The cases provided by the
authorities, even in the absence of comprehensive statisticsatethatthe majority ofthe ML
investigations flow from a determinable predicate offenthe ML investigations and
prosecutions anmostlyfocused on the primary offender as the perpetratitredL. Third pary
andstandalonelaundering which require more developed financial investigation capabitities
identify the launderingn the absence of a closely associated predicateceffee not pursued
(seecases in Box 4, below)

159. The ML risk profile of Mozambique indicates that there is a significant risk posed
by proceeds from foreign predicate offences being laundered within the jurisdiction, particularly
in the context of drugand humantrafficking, dealing inprecious stoneand loggingoffences

and these are not being investigated according to the expected risk I[&heldailure by the
authorities to deteand accordingly investigatbose offencefdicatesa gap in the ability of
LEAs to identify and dete@ssociated/IL.
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Box 4 : Examples of ML and predicate offences

Case 1

In 2016, the PPO, through ti#CB prosecuted 3 individuals, including a PEP, on charges of bribery,
corruption and ML. Convictions were secured and the accused persons sentenced, although the|judgment

of the court did not delineate the speciiems of sanctionfr each indictment. T&PEP was sentenced

to 18 years and thé®and 3? accused persons to sentences of 8 and 12 years, respectively.

The case involved sum prejudicef USD2, 654, 898, 839.46 and a total of USD167, 108, 717.89|cash

was recovered in addition to 10 propertiéssehicles and cattle. The valuation of the property wag
provided.
Case 2

not

In 2016, the PPO, through tRe&B prosecuted X, a former Ambassador for Mozambique, on charges of

embezzlement and money laundering. X was convicted in 2019 and senteh@g@ans imprisonment.
The value of the money embezzled was USD496, 945.03 and the authorities retivwsagédlamount
through confiscation of cash and property.

Case 3

In 2017, a collaboration between SERNIC drug unit, Police, MRA and Immigrationtetbte®77kg of]
concealed cocaine at Maputo International Airport which was being brought into the country.

individual transporting the drugs was arres#ea investigation of th&/L aspects of the offence were ot

considered and no ML investigatisraspursued.

3.3.4.Effectiveness, proportionality and dissuasiveness of sanctions

160. The legal sanction regime for ML ranges betweénl2 years, depending on the
methodology of launderinge. whether the act of laundering was done by disguise, concealment
or acquisition, with acquisition attracting the lowest sanctions. When contrasted with the
sentencing regimes for offences such as drug trafficking which has a maximum of 12 years (when
not aygravated) and corruption offences (which range betwéeh6lyears) the sanction regime

is not disproportionateThe authorities were unable to provideurt imposedsanctiors for
associated predicate offences, such as drug trafficking and corruptmadie an assessment of

the proportionalityof the sanctions.

161. Mozambique wasot able to demonstrate that ttmcions imposed are effective

and dissuasive as therereno statistics of sanctions imposed by the courts oraM&tandalone
casesln afew cases where sanctions were provided, they were aggregated combining sanctions
for the predicate offence with that for the offence of ML, making it impossible to determine the
effectiveness and dissuasiveness of the sangiiemsach crime committed

3.3.5.Use of alternative measures

162. In the event that the authorities are unable to obtain evidence supporting a ML
charge, they proceed with the predicate offence. Although, the prosecutors can suspend
proceeding with &ase waiting for further evidence, duethe inability of PPO and SERNIC
officers to identify ML in all cases where relevant, it was unlikely that the prosecutors would be
able to determine which cases should be suspended waiting for further eVateheegourposes

of pursuing a ML charge

Overnll conclusions on 10.7

163. Mozambican authoritiei;m overallare unable to identify or investigate ML, which
has resulted imfew ML cases beinghvestigaed andprosecutedut more preference is being
given to predicate offenceshich someare not criminalised Mozambique is currently not

The

investigating or prosecuting ML in a manner that is consistenttirticountry s ML t hr eat s
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risk profile. The LEAs do not initiate parallel financial investigations and no ML cases have been
identified through carryigout of such investigation¥here is limited understanding of the utility

of GIFiM asa source of financial intelligence and other informatidrich has also affected the
scope quality and depthof ML investigations.Thereis lack of adequatbuman and technical
capacity ofLEAs andPPOsto ensure that investigators and prosecutinesable in all relevant
casesto identify, investigate and prosecute the different types of Mbordination of ML
investigations between PPO da®ERNIC is not effectiveaffecting accountability of cases
handled by SERNIC.

Mozambique has achieved #ow level of effectivenesfor | mmediate Outcome?.
3.4.Immediate Outcome 8 (Confiscation)

Background and context

164. Mozambique has aeasonablydeveloped legal framework for confiscation that
consists primarily of Law 14/2013 (the AML Law) and Law 5/2018 (The Terrorism Law) which
only provide for conviction based forfeiture and thésecurrently no law that empowers
authorities to carry out neconviction based forfeitureBased on the offences prevalent in
Mozambique, such as corruption and trafficking whose indications of illicit enrichment are in
most cases difficult to associatéinthe offence and prove to the standard of beyond a reasonable
doubt required undeviozambicarcriminal law, it would have been desirable for the authorities
to have norconvictionbasedorfeituresystem as well

165. Confiscation is carried out by PPO o#firs as part of their duties in prosecuting
criminal mattes, but there is no national or institutional policy guiding the exercise of this
discretion. LEAsgenerally have powstto effect seizure and other provisional confiscation
measurebut there are stiltritical deficiencies (see c¢.2). In February 201,Mozambique made

an administrative arrangementdetup aMulti-Disciplinary Asset Recovery Team (MDART)
under themanagemenbf the PPO MDART is composed of criminal justice offies from
different institutions tassist inasset identificationtracing and recovery of proceedsolving
complex crime.

3.4.1.Confiscation of proceeds, instrumentalities and property of equivalent value as a
policy objective

166. Confiscation of criminal pro@as and property of equivalent value is only pursued
as a policy objective by Mozambican authorities to a very limited extent, although there are steps
being taken to address this gap.

167. In February 2019Mozambique establishetthe MDART that is composedf®
seconded officers, drawn from SERNIC, GIFiM, MRA, Ministry of Justice and RRI®the

leader being the assigned PPO offiddDART is an administrative arrangement made by the
institutions, through Memoranda of Understanding entered into by the éytGeneral and each
respective institution in compliance with Order No. 2/GRBR/001.1/201%. MDART is

tasked with carrying ouhe entirefinancial and asseecoveryinvestigations in highly complex

cases for purposes of confiscati@m behalf othe PPO The seconded officers carry out and
coordinate the investigationsasatetehb ART6s mandate i s enlivened
Attorney General by prosecutors in the PPO and once a matter is assigned to MBAREmM

leader reports to the A@ progress. Further, the prosecutor in charge of the criminal proceedings

36 An Order that was entered into pursuant to Article 16 (1) (d) and Article 16 (4) of Law 4/2017
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may hot instruct MDART on how to proceed in relation to the asset recovery investigations.
the time of onsite, MDART hajist startedperatingand haccommenced 3 investigatisthat

were still ongoing The authorities also indicated that MDART is intended to be a temporary
arrangement pending the entering into force of legislation establishing an Asset Recovery Office

168. Mozambique has obtained technical assistance to astistapiacitating MDART.
However, the number of officers currently assigned are not sufficient to ensure that a significant
number of financial investigations are undertaken and confiscation proceedings canchided

is particularly so in view of the sizd the jurisdiction andange of proceeds generatiagtivities

in thecountry The arrangement is further underminedsbyne of the seconded officevko still

carry out functions from their seconding institutions, meaning that they are not exclusively
focused on implementing the confiscatineasuresThe establishment of MDART indicates a
policy shift to prioritiseconfiscation of proceeds of crime. However, due to the limited period it
has been operating it has not produced any results to positively impact on effectiveness.

169. The authorities indicated that prior to the introduction of MDART, prosecutors
personally deermined when parallel financial investigations and/or confiscation should be
undertaken in respect of their cases. Mozambique has no national or institutional policy guiding
the exercise of this discretiomiscussions held with LEAs showeatiat they wee fairly
conversant with effecting provisional confiscation through seizure. PPO officers were similarly
conversant with their power to carry out confiscatidowever other than seizurthere was a
limited understandingvhen it came to applicatiasf the otherprovisional confiscation measures

and their effective us@he lack of application of appropriate provisional measures meant that
dissipation of assets which are proceeds of crime is not prevented in all cases and poses challenges
in building an eficient functioningassetrecoveryregime These challenges are exacerbated by
the deficienesin LEAsdprovisional confiscation powers (see c.4.2).

170. The authorities indicated that they utilize various investigative tools and
mechanisms to identify pceeds or property of corresponding valltowever, it was
acknowledgd that Mozambique being largely a cash economy, with financial inclusion still not
adequately achieved as well as the transnational nature of some of the crimes, full asset tracing
remahed a challengas individuals could launder proceeds extensively outside the formal
financial systenof Mozambique and beyonthereby obscuring the money trail.

171. During the onsite, authorities indicated that they rely on Art 23 of AML Law No.
14/2013, wheh confers an obligation on FIs and DNFBPs not to carry out transactions deemed
suspicious, as a mechanism to ensure that assets are not dissipated where no freezing order is
obtained. Whilst this does ensure that proceeds identified as suspiciousliatitégon of the

FI and DNFBPs will not be dissipated, this description may not apply to all transactions being
carried out in relation to ML/TF. Further, from the description provided by the authorities as a
case example relating to a wildlife case whisas orgoing at the time of the esite, this
approach is not effective, as the PPO has better and more direct provisional confiscation measures
available, that would be more effective than placing reliance on Fls and DNFBPs to identify
suspicious transtsions. The ACB demonstrated understanding of the option of pursuing property

of corresponding value when recovering proceeds of crime, although it had not yet had a case of
such a nature. The other LEAs demonstréitaded understanding of this means of recovering
proceeds of crime and they had not implemented it in practice.

172. With regard to asset management, whilst there is no institution established with the
mandate to manage assets that are the subject of provisionahlocdnfiscation measures,
Mozambique does hawdme fewmeasures in place for asset managemfith respect to cash
seizuresinvolving foreign or locakurrency BoM is the custodiarHowever, there weneo clear
designations of who manages other g/péseizedssets
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173. At the time of the onsite visit the authorities had not shared confiscated assets
domestically or internationallgnd had nbset up mechanissifor doing so

3.4.2.Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

174. Mozambique has confiscated proceeds of domestic predicate offences, although
these are predominantly in the context of corruption related offences. During the onsite, it was
demonstrated that in relation to drug and wildlife offences, contraband iselgutonfiscated,;
however instrumentalitieand proceeds of the crimase often not proceeded against, with the
exception of vehicles used to transport contrab@hd. authorities weran the majorityunable

to provide data on confiscationdth the onlyexceptionbeing forcorruption offencedn general,
theyhad demonstratable statistms seizures relating @rugandwildlife crimes.

175. The authorities provided several examples of situations where assets were frozen
abroad However,all therequests provided involved corruption as a predicate offence and were
limited to the period of 2018 and 2019.

Box 51 Examples of domestic provisiohaonfiscation measures

Case 1

Mozambique is currently handling a public fraud scandal commonly referred to
as t he f h(sedBor &) Indhisfraud, which predominantly involved
public officials and other third parties, loan agreements wewreazhtinto by
public officials without the consent or knowledge of their principal, the
MozambicarParliament

The PPO has indicted 20 individuals with respect to this case and has seized
properties and frozen accounts located inside and outside Mozambigtiag

2018 and 2019, the PPO ledfectedprovisional confiscation measures in respect

of 28 residential properties, 23 personal vehicles, 2 bulldozers and multiple
accounts.

Case 2

In 2017, the PPO, through the ACB indicted 4 accused personkamges of
corruption and ML. Although the case is not yet concluded, provisional
confiscation measures were ordered and 15 properties, 6 luxury vehicles,
bulldozers and 31 accounts were seized and frozen.

176. As indicatedunderlO.7, the authorities indicat that thg had not dealt witlany

foreign predicate offences. As such Mozambican authorities have not attempted to recover
proceeds of a foreign predicate offence. As the ML risk profile of Mozambique indicates that
there is a significant risk posed byt Mssociated with foreign predicate offences, the lack of any
data pertaining to foreign predicate offences suggests that there is need for enhancement of the
aut hori ti es 6 giwh thd ridkgnmofteiofftie coarttry o n

177. Based on the discussionstlwthe authorities during the esite, the absence of
confiscation on foreign predicates could be due to a combination of fatoosg these factors
is that he authorities do not put the necessary efforts into identifying foreign predicate offences
which in addition to limited skills could also be due to the absence of full complementing special
investigative techniques that LEAs can use (see R. 31 andWhén LEAs identify contraband
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very limited effort is made to follow the proceeds out of suémes, in fact no cases were
provided to the assessors where the investigations had gone beyond seizing the contraband to
follow the proceeds or instrumentalities involveaim the crimeother than the vehicles used to
carry the contraband in drug casebeile was no clear demonstration that there is adequate
coordination and cooperati@amongthe LEAsthemselves, and also with PRfen it comes to
pursuing proceedsubject to confiscation of the crimes identified, rather preferring to deal with
and dispose of the predicate offence (see IGMMer than with the ACB, other LEAs did not
demonstrate that they have the capaititsetain proper recordstatisticsof cases of foreign or
domestic predicates where confiscations of proceeds or instrumentalities relating to these cases
could havébeen pursuedther than those relating to contraband. All the above factors contributed
to theweaknessesf confiscation of proaads from domestiand foreign predicates and proceeds
located abroath Mozambique

178. The tax authorities to some extent also showed that they do make administrative
recoveries of significant amounts of money involving tax crimes (see Babéow).However,
although theamounts are quite high and according to the tax authetiieamountsinvolved

tax crimes, they could not demonstrate that the offences were further investigated as criminal
offences with the objective of recovering any proceelilvmight have been generatggon
conviction, which would have also includedrpuing the criminal aspects of the crimes.

Table8: Tax Values

2015 2016 2017

Type of Crime Tax Crimes Tax Crimes Tax Crimes
Amount recovered in|1,842,772,094.42 925,244,209.96 1, 396,158,524,70
MZN

3.4.3.Confiscation of falsely or undeclared crodsorder transaction of currency/BNI

179. In Mozambique all currencyor BNIs being taken in or out of the country over
$10,000, must be declaramthe MRAthrough a mandatory declaration forfnlower threshold
equivalent to USD151 applies in respect of cross border movements of local curtentajlure

to declare is @riminal offencewhich results in falsely or undeclared foreign currency or BNIs
and instumentalities used in the commission of the offences beanfiscated The authorities
placemore emphasis on detecting and preventing courieringstfandmuchlessonBNIs. The
authorities indicated that even the declaration form is intended more for purposashof
declarations than BNI However, the authorities have not yet assessed the risk of people failing
to declare or falsely declaring BNIs ¢émable thento determinénow frequery it happens and
whether the current measures need to be improved to mitigate the risks encountered.

180. MRA is responsible for investigating violations of the declaration requirements and
its officers are stationed at all formal entry/exit poiotdvlozambique. The deployment of the
officers is based on an analysis of volume oftthéfic passing through the points, with more
officers being deployed to high traffic exit/entry poini$iedeploymentis therefore not based
onincreased riskencounteredRA has also developed and implemented a risk profiling system
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that, based on the explanations provided, does notdalkgrthe principles of Customs Risk
Managemenrt.

181. Between 2015 and 201Mozambiquehad 9caseqTable 9, below) of currency
seizures arising fromandeclared or falsely declared cash.

Table9: Summary of currency seizures 2012019

Year Number of Seizures  Amount (USD)
2014 1 59,738.00
2015 0 0
2016 0 0
2017 4 113,700
2018 0 0
2019 3 183, 000.00
Total 8 356,43800
182. As demonstrateih Table9, above the authorities havendeavoredo recover

currency entering and exiting the borders of Mozambique, although it is notable that for three
years there were no currency seizures by MRA. It must also be highlighted that no BNIs were
seized by MRA throughout the period under assessment

183. The annual figures of seized amounts, shown in T&blebove do not indicate

that confiscation of falsely declared or undeclared cash is effectively implemented to serve as
deterrence to would be offenders as in three of the yearsonfiscation wadone. In addition,

no BNIs were recovered or confiscated by the authorities dahiegperiod under review,
indicating that less emphasis is placed on such recoveries hence no confiscation has been applied
as & effective, proportionate andissuasive sanction. On the whoie cannot be said the
authorities have used confiscation of falsely or undeclared-baysier movement of currency

or BNIs as an effective means of sanctioning the offenders.

184. In view of the risk profile of Mozambiquéhe assessors found it concerning that
no ML has been suspected or identified by MRA in respezrmied ouseizures as to necessitate
the submission of a case to SERNIC for furingestigations

Domestic coordination of falsely/undeclared crosborder movement of currency/BNIs

185. MRA, Postal Authority, SERNIC and ANAC have a joint cooperation plan at
Mavalene International Airport (Maputo) to exchange information and coordired€edresig

of any breaches, includingurrency smuggling. Authorities ats have broader coordination
networks with international partners, that have resulted in seizures.

186. The effectiveness of the domestic coordinaiomongLEAS to addressurrency

BNI and other types of smuggling was difficult to assess in the absencatisficst. The
coordination structure between MRA and Postal Authority is effective, the two authorities have
a relatively well developed and coordinated level of cooperafidre officers from MRA and

37 The overwhelming focus on nationality and country of origin may lead to other factors resulting
in ML/TF being overlooked, especially in the context of a ¢gulocated in a region where there

are known TF risks and ongoing insurgency activities (creates doubt that it would detect foreign
fighters or couriers of ML).
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Postal Authority consistently work together @hdy had a clear understangliof their roles and
responsibilitiesrelating to parcel deliveriesThe major limitation to this coordination is that
Postal Authority is predominantly represented at airports and not most land or marine exit/entry
points.

187. Thecoordination between MRA and GIFiM has significant issues. Despite a legal

obligation on MRA to inform GIFiM of all crosBorder currency seizures, this has never been

done. During the onsit®#RA indicated that they had sent raw data to GIFiM once, ¢lerse to

the onsiteHowever, GIFiM indicated that they had never received any information from MRA

highlighting poor level of coordination between the two entities. This has negative implications

for the county Oadbility to identify ML, in respect of®t h cash and BNI sei zur e:
focus, as demonstrated by the statistics) pursuit of the predicate offence and not ML.

188. The tools and techniques utilized by the authorities to detetncyand BNIs are
limited, with the mostnotable being théack of a canine unit trained to detect casturther,
despite the purchase of body scanning machthesauthorities have not been able to commence
using them, due to legal challenges associatedidthse ofhebody scanning equipmerithere

are sgcific magistrates allocated by the PPO to handle prosecution of customs and excise
offences in the Customs Court. This ensures that coordination between investigative and
prosecutorial officers is streamlined and handled by specialized prosecutors. eotlhiev
efficacy of this as an AML/ET tool is still limited as no ML cases or confiscations have been
identified by the said prosecutors.

3.4.4.Consistency of confiscation results with ML/TF risks and national AML/CFT policies
and priorities

189. Overall, confiscation in Mozambique appears predominantly focused on recovering
proceeds of corruption. This is consistent with the-@gpresentation of corruption as a predicate
offence in ML prosecution (see 10.7). Other high risk offences are neoitiged which lead$o

less attention being given to understandifi@sset identification and tracing in respect of such
other high risk offences .

190. As demonstrated in Tabl®), SERNIC has consistently undertaken drug seizures
throughout the period undassessment. During the onsite, authorities indicated that confiscation
was focused on contraband and vehicles associated with the transportation of the said drugs.
However, with the exception of one case (where LEA stumbled on a drug laboratory inree co

of another investigation), the authorities indicated that they had not confiscated any drug
processing sitesr pursued proceeds arising from these drug crimes

Table1071 Drug seizures

Drug type Seizures in kgs (unless otherwise stated)

2016 2017 2018 2019
Cannabis Sativa 1 460.5 7614.8 5293.8 2728.6
Cocaine 824g 21.8 155.1 19.83
Ecstacy 0 13 tablets 12tablets
Ephedrine 122g 8 62.7 4.8
Hashish 51g - 15 15
Heroin 1.5 4639 321g 231.83
Methaqualone (Mandrax] 533g 46.3 0 0
Morphine 469 0 0 0
Anthranilic Acid 0 0 0 26
Khat 0 0 105.8 184.2
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191.

During onsite, the authorities indicated that the risk in relation to drug offences in

Mozambique emanates from traffickinghich generates a lot of proceeds for the traffickers.
There was suspicion by the authorities that drug traffickers were using vessels to bring drugs in
through the coastal bordar transitto the Republic of South Africa. Although no statistics or
caseexamples were provided, the authorities indicated that they coordinateheitS8outh

African Police Service (SAP3) make seizures of drugs in transit at exit poi@gen source
information indicates that there are large amounts of heroin from Pakigtamsiing through
Mozambique, via the coastal and physical routes, to South Efridaspite the awareness of the
proceeds generating nature of drug trafficking, the authorities have not investigated or prosecuted
and eventually made any confiscati@nising from ML relating to a drugffence.

192.

The authorities indicated that there are concerns on the capacity of LEAS to

effectively utilize more complex investigation techniques and as a,résudiuthoritie$ocus on
seizures upon firgdetection of contraband, rather than the use of techniques such as controlled
delivery to identify those orchestrating the movements of the drug couriers and their associated
illegitimate assetsThis approach however, fails to ensure that the limitexirees Mozambique

has are being utilized to effect confiscation as a useful deterrence meageteng all the

proceeds anohstrumentalitiexonnected tohe high riskoffences

193.

With respect to wildlife product seizures, the authorities demonstriaatdhtere

has been consistency in seizures during the period under ralibaugh the numbers in some
of the years were quite low (see Tabig. 1

Table11: Summary of Wildlife Product Seizures from 2014 to 2019

Year 2014 2015 2016 2017 2018 2019 Total
Ivory 9 10 2 4 2 2 29
Rhino Horns 1 5 3 2 4 0 15
Other 3 3 10 6 4 0 26
Total Cases 13 18 15 12 10 2 70
Total Volume 844 kg 1527.24 kg | 3801.80 kg| 2.1g

194.

Mozambican authorities demonstrated a limited understanding of the national

ML/TF risks (see 10.1), which results in limited alignment of the confiscations pursued with the
national ML/TF risks. The authorities have not pursued ML prosecutions in accordance with the
national ML/TF risks (see 10.7). Therefore, as the confiscaégimre in Mozambique is solely
predicated on convictions, the confiscation results are alsiagptent and effective enough to

bein line with the national ML/TF risks.

195.

The limitedsuccess achieved by the authorities in confiscations does ramrosst

all the LEAs It is predominantly from corruption related Mkee 10.7) wildlife, drugsand tax

crimecases
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Table 127 Corruption OffenceConfiscations

Year Amount Amount

Total prejudiced | recovered in| Recovered in

amount in MZN Meticais UsD Assetsconfiscated
2015

25,516,042.22

. 459,215.968.95 | 20,629,742.86 | 240.000 USD | 11 properties and 8 vehicld
2017 1 property worth
23.724.683.19 MT and
610,865,269.64 17,915,319.19 vehicles
34 vehicles and 2
1.060.870.781.00 | 77.463.015.19 properties
AU 46,808,896,890.29| 96,239,473.74
196. From the recoveries of proceeds of crime madsing from corruptior(Table

12), it is noedthat the amounts recovered whilst sizeabidy reflect 0.2% of the value of the
offences This is quite a low rate of confiscatioosmpared to the ML/TF risks.

197. The authorities, as demonstrated in Tables 10 and 11 had destdlgstics on
seizures of narcotics and wildlife product contraband which could be a reflection of effective use
of seizures as provisional measuren thoseoccasionsHowever, the good work on the seizures

did not translate to having similar statistios proceeds and instrumentalitielentified for
confiscaion out of these predicate offences. There is clearly a gap regarding the seizuies and
authoritiespursuingfurther investigations with the intention of establishing whether there are
proceeds binstrumentalities associated with most of the high risk crimked to the seizures.

This in a way explains why thenly statistics on confiscations is relating to corruption \zergt

limited numberson the other predicates and ML offencdhe absenceof tracing and
identificationof any proceeds of crime linked to the seizures in both Tables 10 and 11 indicates
the need by the authoritiescomeup with a policy which obligates LEAs to follow proceeds in
every serious/high risk crime they will be astigating.

Overall conclusions on 10.8

198. Mozambique has a good legal framework for conviction based forfeiture which
could have been well complemented if Mozambigls®hada nonconviction based forfeiture
regime Mozambique does not consistently pursue confiscafiafi types of proceeds of crime,
instrumentalities and property of corresponding valse policy objective. Whilst the bulk of
confiscation occurs in the context of corruption offences, othersmations do not align with

the ML/TF risks of Mozambiquand are mainly concentrated on contrabakithough, LEAs
routinely pursueseizurestheir main focus is however on recoveritige main subject of the
offence itself like contrabancdhot the actual mceeds or instrumentalities arising from the crimes
Financial investigations are néitequently used to trace the proceeds of crime. Provisional
measures are not extensively usedhpounded by the legal framework not fully providing for
those measuselheauthorities have a mixed appreciation of the purpose and role of provisional
confiscation methodsThe lack of a clear policy for LEAs to also follow proceeals
instrumentalitiesof crime with every investigation od serious or high rislcrime has also
negatively affected their effective tracing and identification of proceeds or instrumentalities of
crime for purposes of confiscatiofihe absence ostatisticsof confiscatiows involving other
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crimes other than corruptiondemonstratean ireffective confiscation regime.Although
confiscation regarding falsely or nateclared cross border movement ofrencyis pursued by
LEAs, its effectiveness is still low and movement of BNIs is not targeted.

Mozambique is rated as having dow level of effectiveness formmediate Outcome8.
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4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

4.1.Key Findings and Recommended Actions

109
a)

b)

10 10

d)

e)

Key Findings

Mozambique hasgenerally a goodegal and institutional framework for
combatting THout the areas where there are still deficiencies could be posing
high TF risk to the jurisdictian

The Mozambican authoriti6é$nterpretationof terrorismlimited only to acts
committed with a political ideology as the motivatiovhen the law provides

for the commission of the offence based on other intentionmbagacitatd

thea u t h o ability to ielentdy, investigate, prosecute or disrafittypes of

TF offencesto the extenprovidedby the law

SERNIC and PPO are not capacitated and lack hilm@man, financial or
technological resources to identify, prosecute or addresoijfled by lack of

any meaningful financial intelligence reports on TF disseminated by the GIFiM
Mozambique has no national counterterrorism strategy and no national threat
assessment has been undertaken to understand and appreciate the terrorism al
TF threats and vulnerabilities.

Mozambique has not identified, investigated or prosecutedviigh is aresult

of lack of understanding of the national TF risks.

Although Mozambique has not carried out any disruption activities in relation
to identified terrorism or TF, in the context of the Cabo Delgado insuegenc
the authorities haverelied on giving advice and guidance to counter
radicalization However, the effectiveness of these measures could not be
determined

The existing legal framework, mechanisms and processes in Mozambique 4
sufficient to implement the TFS relating to TF without delay and in a systematic m
Again, there is no mechanigs) for identifying targets for designation based on
designation criteria set out in the relevant UNSCRs

There has not been any designation pursuant to UNSCR 1373 and the lack
designations does not correepond wit
No guidance has been issued by the supervisory authorities to assist reporting e
understanding their obligations relating to implementation of UNSCRs 4267988
and their successor resolutions as well as UN3GR3. As a result, there is litt
understanding amongst reporting entities of their obligatiorthefResolutionsvhich
has resulted with the UNSCRs not being implemented without.delay
Mozambque has not conducted a review of the NPO sector to idevitith NPOs mee
the FATF definition the nature of organizations, objectives, activities, threats
vulnerabilities of NPOs to TF abuse. As a result, Mozamldigsenot been able to apg
a risk based approach to supervision of the sedioe NPO regulator does not ha
adequate resources and structures to enable caowtraj risk-based supervision an
monitoring activities of high risk NPOs for any possible TF abuse.
Due to lack of TF cas Mozambiquds not depriving terrorists, terrorist
organizations and terrorist financiers of their assets and instrumentalities in line
the countryoés terrorism and TF ri sk
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1011

109

1010

a) Mozambique does not have a legal and institutional framework for tHermaptation
of UNSCRs on the proliferation of weapons of mass destruction.

b) The absence of a legal framework for implementation BF TFS means thd
Mozambique has ncompetentuthority empowexdto monitor and ensercompliance
with the implementan of theUNSCRs.

Recommended Actions

a)

b)

c)

d)

d)

Mozambique should revise its legal framework with regard to the TF offence in or
make itfully consistent with the FATF Standards which would in turn allow authot
to be able to detect amdikrupt the full scope of TF and associated predicate offeng
Mozambique should conduct a comprehensive TF Risk Assessment in order to
understand its TF risks and use the understanding of the TF risk profile of the cot
develop and implemém comprehensive national counter financing of terrorism stré
which should also outline how TF risks can be identified and investigated
Mozambique should build operational capacity to identify, investigate and prosec
cases. This capacity shdube built with the provision of specialised TF training. In {
regard, the roles and responsibilities of the agencies involved in the identificatic
investigation of TF should be clearly outlintedenable targeted capacity building ama
the relevat agencies.

The GIFiM, SERNIC and PPO should be well capacitated and resourced to coll
targeted intelligence, investigate or prosecute TF or enhance one of its existin
with trained investigators in TF to consider such cases.

Mozambique shdd improve measures to disrupt TF activiti#he authorities shoul
build capacity to understand and control illegal trade and smuggling of resources
proceeds could be financing the insurgencies in the northern part of the country.

Mozambiqee should establish a mechanism(s) for identifying targets for design
based on the designation criteria set out in the relevant UNSCRs and start impler
themechanismsonsistent with the risk profile of the country

Both the legal framework artie existing communication procedures should be rey
to enable effective coordination and implementation of the UNS€#Rsgrements an
among othersto ensurehat reporting entities aggomptly notified so to undertake
whereappropriate, freezing actiomathout delay
The competent authorities should sensitise the reporting entities and issue app
guidance to assist them understand their TFS obligations and effectively imp
requirements of UNSCRs 1267 and 1373

The Authorities should undertake a detailedewof the NPO Sector to identifyhich
NPOs meet the FATF definitiorthe vulnerability of the sector to TF threats, iden
NPOs which might be most vulnerable to TF abuse and take appropriate meas
mitigate their exposure to the TF riskhe authorities should furthesstablish
appropriate legal and institutional mechanisms that would facilitate the determinal
the origin of the funds, accountability in the management of the funds an
benefciaries in order to ensure they are not misused for TF
The NPO regulator should be adequately resourced and have proper structures t
carrying out of risk based supervision and monitorinyBDs identified as potentiall
vulnerable to TF abuse
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1011

a) Mozambique should establish a legislative and institutional framework for
implementation of UNSCRs on the financing of proliferation of weapons of
destruction without delay. In the interim, reporting entities with knowledge of
relating b PF should be encouraged to voluntarily implement the UNSCRs on PI
appropriate guidance from the authorities.

b) Mozambique should ensure that designations and obligations regarding tg
financial sanctions relating to PF are communicated to FI$;ERY, LEAs and othe
relevant sectors in a timely manner.

¢) Mozambique should ensure that funds or other assets of designated persons an
(and those acting on their behalf or at their direction) are identified and such persg
entities are preanted from operating or from executing financial transactions relat
proliferation.

d) Competent authoritieshould ensure that FIs and DNFBPs understand their oblige
regarding TFS relating to Rf®omply with theobligations and are monitored f
conpliance

e) The GIFiM, supervisors and law enforcement agencies, should be sensitised anc
also ensure sensitisation and awareness raising amongst Fls and DNFBPs
implementation of requirements regarding TFS relating to PF.

199. The relevant Immediate Outcomes considered and assessed in this chapter are 10.9
11. TheRecommendations relevant for the assessment of effectiveness under this section are R.
1,4,58,30, 31 and 39

4.2.lmmediate Outcome 9 (TF investigation and prosecution)

Background and Context

200. Thelegal and institutional framework pertaining to, Bithough it meastsome of

the requirements of the FATF Standards, it still has deficiencies in areas which might be of high
TF riskto Mozambique. Some of the offences relating to TF, such as those pertaining to foreign
terrorist fighters, attempt to commit or being anceaplice to a TF offence have not been
criminalised (see R. 5)Further the authoritieunderstanding of tlielegal frameworkand TF

risk is limited. Ths has negatig impaced on the implementation oferrorism andTF
identification, investigationral prosecution by the authorities.

201. The State Intelligence and Security Service (SiSHpsignatedvith the mandate

to gather and analyse intelligenoa terrorism and TF and disseminate information to the
investigating authoritiesso is the GIFIM SERNIC is the sole designated institution vitie
mandate to investigate terrorism and PPO is responsible for prosecution of terrorism and TF.
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421Prosecution/conviction of types of TF acti v
profile

202. Mozambique, aithe time of the osite visit, had not yet carried oatTF risk
assessment but from the interaction with the different LEAs and other competent authorities, the
assessors got the impression that there was a low understanding of the TF risk. The authdyit
understanding of what constitutes terrorisranlyto the extent oficts with a political ideological

intent whichlimits their understanding of TF and tBeopeof countermeasuramplemented

The understanding of TF risk the countryrepresenta small portion of the actual risk as it fails

to account for, amongst other intents, acts carried out with an intent to destablise the country.

203. The strongest terrorism threat to Mozambique emanates from the current activities
in CaboDelgadg Northern Maambique(also see 10 1which the authoritigsbased on their
understandingt the time of the osite, could only describe as insurgencies and not terrorism.
Communities inCaboDelgadowere being exposed and subjectedadicalization due to the
growth and the increased spread of Salafist teachiDfjshe aithorities met from both the
financial and law enforcement sectondo were aware of the TF riskdicated that the highest

TF rnisk threateningCaboDelgadoemanatd from the movement of funds through MVTS, the
thriving illegal artisanal mining sector, the poor regulation of the NPO sector and proceeds
generated from kidnappirand possible drug trafficking

204. There hanot been prascution of any type of TF activity in Mozambique ellack

of TF prosecuted matteisnot consistent with thactivities happening in Northern Mozambique
andthec o u nt r y PgrefileTMoreovérguk to the deficiencies identified under Rnét all
foreign terroristactivities carbe successfullidentified, investigated ang@rosecuted

4.2.2. TF identification and investigation
205. Mozambique has not identified or investigataryinstances of terrorisror TF.

206. The main reason for the absence of any investigations is not diaektmf
opportunity to investigate TF or terrorism but ratheras a result of the very limited
understandingppliedby the authoritiegs towhat constitutes terrorism. The interpretation of
terrorism as understood by the authorities caasigmificant concernThe definition of terrorism

in accordance with Law 5/2018 is mostly compliant vifitternationalstandardsHowever,the
authorities have opted to construe tigdinition of terrorism under thelaw very narrowly, by
excluding allotherforms of intenandlimit it exclusively to acts with political ideology Despite

an effort to clarifywith the authorities whether they did not see elements of terroridif with
what was happening i@aboDelgadq they remainedresolute that terrorism in Mozambique
could only happen whethe person carrying out the agtasmotivated by a political ideology.
The authorities contended that the acts in Cabo Delgado derive from religious disputes and
therefore what was happening Morthern Mozambiquencluding inCabo Delgad@ould only

be investigated as acts of insurgencies.

207. During the onsitethe intelligence authorities demonstratddiaunderstanding of

the high riskof TFposed byinancial activities within Mozambiquend commitment to gathering
intelligence on any TF or terrorist threats. SERNIC demonstrated some understanding of the high
risk financial activities, althougim practicethey had ot identified some of these activities for
investigation of eitheterrorian or TF cases. During the onsite, it was evident that SISE had more
understanding of terrorism or TF risks and threats present in Mozambique than SERNIC
However,this understanding was not being applied in investigating the actual terrorism or TF
cases, ar was itconsistent with what was happening in pragtwigh a high possibility of terror
crimes escalating in Cabo Delgado
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208. There were indications from theintelligence authoritythat it did utilize
international and domestic intelligence gathering methods to monitor the terrorism risk to
Mozambique.However, he effectiveness desaid efforts could ndie assessedot to mention

that theefforts are compromised at thaset by the limitd understandingpplied toTF and TF

risks by the authorities.

209. Intelligence and security agencies coordinate domestic efforts to combat terrorism
and TF, although there is no formal structure (administrative or legal) that is established to
manage and dict these efforts. The authorities indicated that risk profiling mechanisms are
utilized to determine riskHowever basedn the case examples providedwas clear that the

risk profiling methodsused do not factor in the risk of foreign terrorist fighters, as there is undue
emphasis on the country of origin of actors or already identified acti\Eves in Cabo Delgado
where such a risk was high dusttbeing frequented bfpreigners from hil risk courtries®®, no
indication was made thahgrisk assessment was being déomeletermine whether such people

did not pose a TF threat

210. The level of effectiveness of the coordination between SISE and SERNIC is
demonstrably lowaddel to the facthatthe leves of understandingfaerrorism and TF risky

the two institutions arextremely different. During the onsjié wasevidentthat SISE @ not

share intelligence comprehensively with SERNIC and that neither SISE nor SERNIC utilize
GIFiM to obtain information on TF to a significant extent. During the period under assessment,
GIFiM and SISE both confirmed that when GIFiM recei%eSTRs pertaining to suspected TF,
GIFiM consulted SISE for specialist assistance in analyzing the STRs to det¢heimerit of

the suspicion. Although the samhalysis subsequently determined that there was no TF
associated with the suspected transactions, this is indicative that the relationship between SISE
and GIFiM can be collaborativend that there might beeed to enhance tlexpertise at GIFiM

in respect of angkis of TF transactions or information

4.2.3.TF investigation integrated with and supportive ofnational strategies

211. Mozambique does not have a national counter terrorism strategy and no national
threat assessment has been undertakba.risk of TF in Mozamigue has not yet been assessed
for it to be understood, and measures implemented to support any national strategies.

4.2 .4 Effectiveness, proportionality and dissuasiveness of sanctions

212. Law 14/2013 and Law 5/2018 set out the penalties for TF and terrorisncedfen
respectively (see TC annex, R.5). However, in the absence of any prosecutions or convictions
for terrorism or TF, theffectivenes®f the sanctions that may be imposedld notbe assessed.

4.2.5.Alternative measures used where TF conviction is possible (e.gdisruption)

213. The authorities indicated that as neither terrorism nor TBaan encounterethe
need to carry out disruptidred not arisen.

214. In the context of the @@ Delgado insurgengyhe authorities indicated that they

had been provithg advice and guidance to communities at risk of beingpted or enticed into

joining the rebels. The successfulness of these measures was not indicated and no cther quasi
disruption actions had been undertaken. Mozambique has limited ability t@oadigruption
actionsrelating toterrorism or TF.

39 From Somalia, DRC, Northern Sudan, Lebanon and Afghanistan.
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Overall conclusions on 10.9

215. Although, Mozambiquéas to some extent a legal and institutional framework for
combatting TE the authorities were unable to demonstrate that Mozambiquesp#isent
attention to terrorism an@F casesAlso, the risk posed by the naniminalisation ofsome of

the acts pertaining to financingfofeign terrorist fightergsee c. 5.2bisygiven the TF risk profile

of Mozambique could be quite high.The inelligence authority has generally lzetter
understanding of the TF risks present, compar ed
developedHowever, hereis nostrategy taassist inidentifying, investigaing, prosectng and,

where appropriate, disrtipg financing of terrorism.Mozambique has at investigated or
prosecute@ny case of F oranyterrorist activiy. The intelligence and security agencies have a
wide ambit of powers to gather intelligence and evidence relating to terrorism anthdF
absence of any TF or terrorism case investigated compared to the risk profile of Mozambique
shows thathe powers armsufficiently andineffectively used.

Mozambique has achieved ow level of effectivenestor Immediate Outcome 9
4.3.Immediate Outcome 10 (TF preventive measures and financial sanctions)

4.3.1.Implementation of targeted financial sanctions for TF without delay

216. Mozambiquedoes not have a sufficient legal framework andchanism to
implementtargetedinancial sanctions (TFS) in response to relevant UNSCRs, covering national
designations and responding to regsidsbm other countries to take immediate freezing
measures.

217. The Terrorism Law No. 5/201Brovidesthe entire legal regime applicable to
terraism and related crimeslowever the legal framework for combating terrorism including

the implementation ofUNSCRs 1267/1373 related to targeted financial sanctisnsot
sufficiently covered by the lawhere is ndegal framework tadentify a competet authority or

a court having responsibility for proposing persons or entities to the 1267/1989 Committee; and
the 1988 Committee for designation. The courdlyo does not have a mechanism(s) for
identifying targets for designation, based ondésignation criteria set out in the relevant United
Nations Security Council Resolutions (UNSCRs)

218. The Minister of Foreign Affairs (MoFA) receigédesignations made under UNSCR

1267 andmmediately sends theio the AG. The PPOwhichig st abl i shed at the AG«q
is mandated to make designations under UNSCR .18/tlst Mozambique has shown that in

some instances, designations are disseminated to various institutions, there is no framework
mandating such designations and requiresémt feedback on actions taken by reporting

institutions on the said designations.

219. The UNSCR 1267 submission process takes an average of 3 days. However, an
email with the updated list is promptly sent by MoFA to PPO so that the formal submission does
notihdel aydo the process of disclosure by-the AG. /

mails the list to GIFiM and thed. Onward communication of designations to reporting entities

is the responsibility of their respective supervisory bodies. Afterghacess, Fls and DNFBPs

are legally required to implement TFS. However, not all competent authorities and persons are
accessing the listnor do DNFBPs and some of the FlIs regularly implement TFS

220. The supervisors' understanding of TFS varies. For the financial sector, BoM
disseminates UNSC Lists to reporting entities by email through the Mozambican Bankers
Association (most reporting entities are linked to the association). The financial inssitin@dn
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are not members of the association receive the UN Lists through afltetterBoM. The
authorities indicated that the guidance provided to the authorities clearly states that entities should
consult the UNSC Lists regularly and whenever necessspgcallyduringthe CDD process.
However, the guidance is hot comprehensive enough for the reporting entities to be guided on
what to do, if there is a positive mar&oM wasalso in the process of itadling the link to the

United Nations website on itgebsite.

221. The ISSM has limited knowledgeon the usefulness of the lists let alone the
reporting entities under its purview. For the authority, the UN Lists become useful when it is in
the process of licensing/registering the insurance companies andsbroker

222. GIFiM also sendthe UNSC Listsvia goAML and General Gaming Inspectorate
to some of the reporting entitidmit this is not being done in a systematic, timely and regular
manner. The other supervisory and competent authorities are not aware of the list.

223. At the time of the ossite visit, Mozambique tthnot proposed angesignations
based on UNSC&1267 and1988 andits subsequent resolutions, nor had it made any
designationbased on UNSCR 1373. Therefore, it was not possildeterminehow in practice

the designationvould take placeThe same applies to the real titakenby the Mozambican
authorities to handle and respond to requests for inclusion on the nationaldedigrations
from other countries.

224, As an example ohadequatainderstanding of the TF& case which occurred i
2015was reported to the assessment teaherea Fl foundoutthat it had a customevho had
beendesignatedThe FI thenoptedto force the client to move funds to anotkéfa foreign FI)

The approacbf the FI made it impossible for the funds to be restrained/frozen and consequently
be tracked However, since this casedoccurred prior to the entry into force of the Terrorism
Law, noothermeasurshad been takelny the authorities at &time (alsosee para. 4.3.3, below)

225. Regardng designations at the request of a third State, the authorities indicated that
they had not received a request framy third party under ISCR1373.

226. As most of the implementation mechanismf the UNSCRsare still based on
manual processeshich are slow and most authorities and entitiesre not aware of their
obligations to implement the UNSCRdozambiquecannot beconsidered to banplemening
TFS without delay.

4.3.2.Targeted approach, outreach and oversiglitat-risk non-profit organisatiors

227. In Mozambique, NPOs are broadly divided iteo categories ohational and
foreignones At registration, they are required to submit the same information as any other legal
person. Then, national ones are registeredied under the Ministof Justice and the foreign
ones undethe Ministry of Foreign Affairs.

228. Mozambique has not undertakemassessmertf the TF rislsin the NPO sector.

The Ministiesof Justiceand Foreign Affairs are not fully resourced to do a full oversight on the
sector which consist of around 4062 NPOs in 5 different categomadsding religious one®ue

to the absence of a riskssessmenthe authorities are not able to identify whis?Os are
considered higher risk for potential TF abused they are not fully aware of the TF
vulnerabilities of the sector. This makes any outreach to incréksesk awareness and
implementation of measures to mitigate the riskéhe sectqrdifficult. The authorities have not

put any measures in place to ensure proper accountability and transparency when it comes to the
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use of the funds received by the different NPOs they regulate, in orakmtify andprotect
those that are at risif being abued for TF.

229. NPOs are subject to tax when engaging in business activities. However, from the
meeting with the Revenue Authority, there waslemonstrable evidencewhether it conducted

NPO tax audits to determine tax compliance and thus protest MPOssubject to taxfrom

being misused for TF.

4.3.3.Deprivation of TF assets and instrumentalities

230. There was no evidence that authorities are able to deprive terrorists, terrorist
organisations or financiers of assets or instrumentalities related #t Tie time of the osite

visit, Mozambique had not frozen any funds under either UN Resolution(1269) or 1373
(2001). Howeverthe assessment team was made aware of one case in relation to a designated
terrorist who moved funds he held in a Mozambican financial institédianforeign financial
institution Although this case occurred prior to mry into force of the Terrorism Lawvith

the prevailing understanding of TF, it was not demonstratable that the entities concerned could
have frozen the funds or ass#tsa timely and appropriate mannér.addition, the authorities

have not commencgqghrallel financial investigations with all cases relating to terronisorder

to determine whether there are TF assets or instrumentalities invblugioer Mozambique has

not pursued any TF prosecutions, therefore there have not been confiscatitats teelTFas
forfeiture is convictio based

4.3.4.Consistency of measures with overall TF risk profile

231. Mozambique's measures are not consistent with the overall TF risk mfofiie
country. There is low understanding and very limitidplementation of thdJnited Nations
Resolutions (1267 and 1373). Furthermore strategy to combat terrorist financing has been
developed in Mozambiqu®espite the high risk of TF likely to be existing in Mozambique or in
certain parts of the country é6o Delgado),he authoritiesvere of the viewthat there are no
cases oferrorism or F in the countryHowever,these views are held by the authorities in the
absence o& proper risk assessmenthich makeghe extent of the overall TF rigkifficult to
determineand has very little impact on the implementation of any preventive meashies
unsupported approach by the authorities to the THwmigkt be creating misconception tthe
reportingentities thahave limited understandirgf the TF risk that it might not be threat to the
countryhence the nextto none STRsfiledonTthi s has greatly | imited the
to apply TES on TFFurther, @spite the high THisk that NPOsmight be exposd tq
Mozambiquecould not demonstrate tleéfortsit has made in protecting NPOs from possilite
abuse.

Overall conclusions on 10.10

232. Although, Mozambiquefaces terrorist and TF threatboth domestically and
externally, there is little demonstration thitga systems on the implementation of targeted
financial sanctions related to TF are effectiVde exising frameworks, mechanisms and
processsare not sufficient to implement the TFS relating to TF without delay and in a systematic
manner The understanding and awarenéssmplementing UNSCRs obligations related to
terrorism and TF is still lowThe NPO sector is ndieing regulatedfor CFT and both the
authoritiesand the NPOare not aware of théF risks associated with the sectbr the absence

of a risk assessment of the sector,dhibsector ofNPOs whichareat risk of being abused for

TF have not been identifiethd no measures havesgut in placeo mitigatethe TF risksthey

might be exposed to.
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Mozambique has achieved dow level of effectiveness for Immediate Outcome 10
4.4.lmmediate Outcome 11 (PF financial sanctions)

4.4.1.Implementation of targeted financiasanctions related to proliferation financing
without delay

233. There is no legal framework in place or institutional framework to monitor and
supervise the implementation of TFS related to proliferation financing without delay in
Mozambiqugsee R. 7)

234. In the absence of a regime to implement TFS relating to PF, none of the reporting

entities in Mozambique are guided by any framework to put in place internal measures allowing
implementation of TFS reliay to PF. The same weaknesses pertaining to implementafid FS

relating to UNSCR 1267, also apply to implementation of TFS relatiRgthlozambique does

not host an embassy etherl r an or DPRK. H o swerts are arandlipmeatmb i qu e 6
hub which creates an inherent risk in respect of PF.

235. Distinct fromthe implementation of the sanctions lists relating to UNSCRs relating
to TF, where some of the Fls are voluntarily implementing the sanctions,Rftlmost all
reporting entities interviewed were not awaréhafir TFS obligations relatingto PF.Therefore,
implementation of TFS related RFwithout delay in Mozambique isot taking place.

4.4.2.ldentification of assets and funds held by designapeisongentities and
prohibitions

236. Though theauthorities indicated that reporting entities in Mozambique mewer

had funds or other assets of designated persons and entities which would require implementation
of targeted financial sanctions against such persons or entities, in the absence of any legal regime
or mechanism to implement TFS relating to PF, MozZgo is currently not capable of
identifying and is not identifyingssets or fundassociated witldesignated persons/entities and
prohibitions under TFS relatirtg PF.

237. Fls and DNFBPs in Mozambique are not required to report if they are holding the
fundsof a designated entity or persortlasre are no such requirementsm@chanismpertaining

to TFS relating tdPF. Mozambique has not identified persaviso or entities with match with

the UN-designated persons and entiti€lserefore the countryhas mt prevented such persons or
entities from operating or executing financial transactions related to proliferation in the country.

443 FIsand DNFBPs® under st aewihohligatood and compl i an

238. There is very limited or no knowledge at all amongst FIs and DsF&jarding
TFS on PEneither do they have control mechanisms in place to deal with such sarfiwrs.
interactingwith reporting entitiesassessorsioted that all ofthem were not aware of, or
conversant with the requirements relating to Farther, here has been no outreach from the
GIFiM or any other regulator to reporting entities on PF.

239. Whilst some of the large FlIs, which are part of international gsthave reard
about PFEompared to the rest of the reporting entjtiesyalsodo not have mechanisms in place
to enable implementation of the requirmeasuresThusthere is very limited or no knowledge
amongst Fls and DNA® relating to TFS on PF.
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4.4.4.Competent athorities ensuring and monitoring compliance

240. The inspectioa conducted by the regulator® diot cover TFS relating to PF.
Thereforein the absence of any legal regime or mechanism to implement TFS relating to PF, it
is not possible for relevant competentharities to monitor and ensure compliance by FIs and
DNFBPs of their obligations regarding TFS relating toalRf they are not doing #o practice.

Overall conclusions on 10.11

241. In the absence of a legal or institutional framework for ithplementation of
UNSCRs 1718 and its succemsresolutionsas well as UNSCRs 1737/228h proliferation of
weapons of mass destructjoeffective implementation is quite lowif there is any
implementation of PF TFS by soraétheFIs and DNFBPsit is soinsignificant thait does not
mitigate the absence of a structure to monitor and ensure compliance with PF TFS. In view of
the PF TFS risks present in Mozambigaiésing from the large informal financial sector,
extensive coast line and position of twuntry as a transit poirthere is need tensure that Fls

and DNFBPsmplement the PF TFS without delay.

Mozambique has achieved #ow level of effectivenesfor Immediate Outcome 11.
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5. PREVENTIVE MEASURES

5.1.Key Findings andRecommended Actions

Key Findings
Financial Institutions and DNFBPs

(a) The understanding of ML/TF risks and obligations at institutional level is fair among large
and MVTS belonging to international groups. NBFIs and DNFBPs portrayed naeriiti®
level of understanding of risks and obligations. Generally, undeimstaoflobligations relating
to TFS is low across the board

(b) Fls, particularly large domestic and foreign banks and large MVTS apply mitigating me
commensurate with their risks.The measures include but not limited to CDD, trang
monitoring and astomer screening. The remaining Fls and DNFBPs generally had inad
mitigating controls in place.

(c) There is no legal and institutional framework to oversee Virtual Assets (VAs) and activi
Virtual Assets Service Providers (VASPS). As a result, the country is not aware as to \
VAs and VASPs exist needless to say the extent of risk they pdise €conomy.

(d) FIs and DNFBPs across the board did not fully appreciate the concept and applicatior
requirements often mistaking it for legal ownership.

(e) Most Fls particularly large domestic and foreign banks and large MVTS use electronic g
for customer and transaction monitoring. Other Fls and DNFBPs do not have custon
transaction monitoring systems to detect and filter unusual transactions. Only banks hg
STRs to the GIFiM in the period under review (221H.9).

() Overall, DNFBPshave not developed and implemented AML/CFT compliance prog
including, polices, internal controls, procedures, staff and Board of Directors tra
compliance and audit functions.

Recommended Actions
Financial Institutions and DNFBPs

a) Reporting enties (other than large domestic and foreign banks and large MVTS) should
conductand maintaifML/TF institutional risk assessments to assist them understand their
ML/TF risks and apply commensurate mitigating controls to identified risks.

b) Fls and DNFBPs should have effective mechanisms to adequately identify and verify UBO
of legal entities and avoid interpreting legal ownership as BO

c) NBFIs and DNFBPs should enhance their capacities on the identification of PEPs
and appli cation of EDD for PEP customers

d) Reporting entitiesshould develop mechanisms on the effectiveplementation of the
UNSCRs on targeted financial sanctions related to TF and PF

e) NBFIs and DNFBPs should develop and implement customer and transaction monitoring
systems to detect and filter unusual transactions.

f) NBFIs and DNFBPs should enhance theicapacities on the identification of
suspiciagunusual transactions and importantSTR/SAR filling to the GIFIM
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g) NBFIs and DNFBPs should develop and implement AML/CFT compliance programs
including, polices, internal controls, procedures, staff and board of directors training,
compliance and audit functions. They should further haa#f kiring procedures that
include appropriate screening prior to employing staff.

242. The relevant Immediate Outcome considered and assessed in this chaptkr is 10.
TheRecommendations relevant for the assessment of effectiveness under this sect@2are R.

5.2.Immediate Outcome 4 (Preventive Measures)

Background Information

243. The Mozambican financial sector is basminated andhostlyforeign owned. As

at December 2@, Mozambique had 7l.commecial banks and.0 microbanks. The total asset

size for the banking sector stood at USE%Blion, which constituted about 5.2% of GDP with
banks performing a wide range of financial activities. During the same period, there were 21
insurance companies-(8e and 13geneal), 795 insurance brokers and agents, 6 pensions fund
management companies. As at Decembe® 2Bk total assets in the insurance businesses stood
at USD51& million while that of the pension funds were USD158,200,000.00. The number of
DNFBPs operatingn Mozambique at the time of the onsite are outlinefiahle2 of Chapter 1

244, On account and reasons of their relative materiality and risk in the Mozambi
context, implementation issues were weighteast heavily for the banking sectoheavily for

the (microfinancial institutions, real estate agents, dealers in precious stones and metais
vehicle dealefls moderately heavilyfor the (insurance, casinos, lawyers and accountants) and
less heavilyfor the searities sector.

5.2.1.Understanding of ML/TF risks and AML/CFT obligations

245, Notwithstanding the absence of the NRA or sectoral risk assesdargetyanks

and large MVTS(those affiliated to banks and the staaldne, i.e. mobile money operators)
showed a faiunderstanding of ML/TF risks applicable to their sectors compared to the rest of
the Non-Bank RnancialInstitutiors (NBFIs) and DNFBPsThis is mainly due to internal risk
assessments which they conduct and mainly their group affiliatidowever, all reporting
entities (Fls and DNFBPs) have a general understanding of the most prevalent crimes affecting
the economy of Mozambique, most alolty, corruption, drug trafficking, human trafficking, tax
evasion, wildlife trafficking and illegal dealing in precious stones and metals, although they could
not link the understanding to ML and proceeds which are generated.

246. The Mozambican AML/CFT regatory frameworkrequiresreporting entitiesto
implement AML/CFT obligations when opening an account or establishing business relationship
with a customer or conduot occasional financial transactions. In doing so, FIs and DNFBPs
are required to applg risk based approach. To this endrge banks and large MVTS are
generally aware of these obligations compared totther Fils anddNFBPs.

Financial Institutions (FIs)

247. The large domestic and foreign owned banks, specifically those that are part of
financial groups with international operations, and large MVTS, in particular, mobile money
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service providers portrayed a fair level of understanding of ML risk at an institutional level. This
is mainly attributed to the ML/TF institutional risk assessmerttichvthey conducted with a

wider scope covering customers, products, services, delivery channels and geographical
locations. They have accordingly riskted their customers, transactions, and delivery channels
and geographical location.

248. Sectors such as dealers in precious stones and metals, real estate, casinos, MVTS
and NGOs were singled out by banks as posing high ML risk where proceeds of crime were being
channeled. PEPs, high net worth customers andregident customers were categed as

posing high ML risk.

249. As regards geographical risks, the large banks and large Mdf6hSidered
countries called for by FATF as posing high ML/TF Risk. Locatlhe provinces in Northern
Mozambique, includingCabo Delgadavere considered as high kgfor terrorism, possible TF
activities and ML. The basis for this conclusiams thatthe provinces host a number of
immigrants from high risk jurisdictiorlscated in East Africa and the Middle East

250. Productslike crossborder wire transfers, and cespondent banking and private
banking were identified among products/services posing high ML, risksldition tononface

to face transactionglowever, the institutions did not indicate whether the same products were
posing high risk for TF.

251. The rest of the FlIs portrayed very low levels of understanding of the ML/TF risks
they face. These institutions have not undertaken any form of ML/TF risk assessments of their
customers, products, services, delivery channels and geographical locatianmuahaas they

had general knowledge of theevalentcrimes in the country, they could not clearly demonstrate
how they are a threat to the financial system neither could they relate them to the potential
vulnerabilities in their sectors. For instanceg amstitution indicated that only PEPs are regarded

as high risk and that all ndPEP customers are low risk without concretely explaining the basis
for that conclusion.

252. Some of the FIs namelgureauwde changéadno knowledge of tHe ML/TF risks,
couldnot even explain what ML/TE and were more concerned about the competition they face
from illegal dealers in forex thaML/TF risks Such Fls indicated that they were hearing about
AML/CFT issues for the first timeinterviews ofthese Flsshowed that theyere not being
supervised for AML/CFT (see 10.3) and as a resultriat started putting in place the requisite
systems that wouldnable them to identify, assess and understand ML/TF risks in their sector
and internal control systems tatigate such risks once identified.

253. Large banks and large MVTS had a good understanding of AML/CFT obligations
with limited understanding of éobligations relating tBO andTFS. These include AML/CFT
obligations relating to CDD, developing and implementing policies, controls, procedures and
programmes, transaction monitoring, EDD, record keeping, STRs, screening of customers against
sanction lists, undertaking ML/TF institutional risk assessment, among others. Most Fls
misunderstoodBO for shareholders. Whereas the FIs have customer screening softwares and
databases with embedded sanctions lists at group level, they are not aware of tb eed)tir

freeze funds/assets without delay and the needport to the relevant supervisory/competent
authoritywhen there is positive match. This limited understandioigBO and TFSobligations

is attributed to lack of guidancawarenesand adequate supervision.

254, The otherFIs portrayed a low understanding of AML/CFT obligations. They could
not effectively explain the AML/CFT requirements regarding reporting of STRs, compliance
functions, conducting risk assessment, application of EDDifgh risk customers and Bé&nd
TFSrelated obligations among other requiremeAtssence of AML/CFT guidanceawareness
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and supervision by the respective supervisors contdbtdethe low understanding and
insufficient application of AML/CFT requiremest

DNFBPs

255. DNFBPs have no understanding of the ML/TF risks they, fagither do they fully
understand their AML/CFTobligations DNFBPs have not conducted any form of ML/TF
institutional risk assessmeanto assist inunderstanithg their ML/TF risks. This is a serious
concern asLEAs, large banks and MVTS pointed out most proceeds of dreimgchanneled
through the real estate seciwhile dealers in precious metals and stones, mostly prevalent in the
Cabo Delgado province, ing linked to the terrorism and TF in the aemawell as smuggling of

the minerals out of Mozambiqu&he prevalence of unregistered real estate agentslegal
dealers in precious stones and metals isaflsoncernespecially given their high usage of cash

to transactLawyers demonstrateaisignificant lackof knowledge of the ML/TF risks inherent

in their sector and the obligations applying to them

256. Overall, lack of sector specific guidane@varenesand supervisn for DNFBPs
significantly contributed to the low level of understanding of the ML/TF risks and AML/CFT
obligations.

Virtual Assets (VAs) and Virtual Assets Service Providers (VASPS)

257. At the time of the orsite visit there was n@dML/CFT legal framework for
regulating and supervisingAs and VASPs. Neithethe reporting entities nor the country had
conducted a risk assessment to determine the existence and the risks posed by VAs and VASPs.
As a result, all the reporting entities are amtare as to whether VAs and VASPs exist in
Mozambique andlo not understand the ML/TF risks posed bg slectos and their AML/CFT
obligations

5.2.2.Application of risk mitigating measures
Financial Institutions

258. The application of AML/CFTobligationsto mitigate ML/TF risks varies across
Fls. It is more prevalent in the large banks and large MVTS than in the rest of the Fls.

259. The large banks and large MVTfve put in place appropriate internal control
systems, policies and compliance programm@smensurate with the risks identified-or
instance, these institutions have identified certain types of customers (e.gsBEBEEEGOSs,
casinos), transactionsr{ssborder wire transfers, correspondent banking, private banking),
delivery channels (i.e., ndiaceto face) and geographical location (higbk jurisdictions such

as Iran, North Korea and domestically, the northern province of Cabo Delgadsjuiting
rigorous risk mitigatingmeasuresLarge banks and large MVTS require senior management
approval before a business relationship is establjshexdtldition to subjecting tsecustomers

to on-going monitoring of transactions and changes in the busiekd®nship status.

260. As part of customer ehoarding process, the large banks and large MVTS take
advantage of their databases and AML/CFT software embedded in their core systems to screen
all customers against the sanctions lists. Customers identifigdghsrisk e.g. PEPsare
automatically flagged in the system and subjected to investigation by Analysts in the Compliance
department. For correspondent banking relationships\Wbksberg questionnaire is used to
gather more informatiorThis also includes obtaining more documents that prove the source of
funds and wealth, proof of address and audited bank statements, if it is a corporate client. Opening
of accounts for such customers riggusenior management (in the form of management
committees) approval.
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261. Large banks and large MVTS use the information obtained duririgparding,
other open sources and institutional risk assessments to profile all cusitmiméigh, medium
and low rik. These are monitored on an-going basis by dedicated officers on a 4iesed
approach and where there is a change of stéisisk profile is alsapdatedaccordingly. Other
products subjected to egoing monitoring are crodsorder wire transferand cash transactions
above set thresholdscluding structured transactions.

262. It was noted that such institutions have developed and put in ji¢&c@formed
internal policies and procedure manuals which have been shared with employees and such
controls include programmes relating to training and the roles of the compliance officer.
However, it was observed that mitigating controls were not effective when it cothesissues

on TFSrelated measurashose implementation was still quite minimal, ifdristenceat all

263. Mobile money operators have set daily transaction limits on customer transactions.
Assessors considerdie ML/TF mitigation measuresadequateFor example, one larggerator
advisedthat it has set daily, monthly, annual and per transaction limits based on whether the
customer is riskprofiled as tier 1 or tier 2 and also taking into account the risk of the product,
e.g. the global limits for tier 1 are set at 25,00000BD380)per ransaction up to a limit of
125,000MT (USD 1894)per day, while those for tier 2 limits are higher. There is also a limit for
the wallet balance. A customer cannot transact above the sewlithdut authorization fronthe
operatorfor anupgrade to th@ext tierwhich requires more CDD antthe authority cannot be
granted at mobile agent level.

264. The application of mitigating measureg otherFls is less structured and not as
developed as the large banks and large MVTS. Whereas most were not ateireobfigations,

they also had no dedicated AML/CFT systems or software to sexégting and neveustomers
against sanctions listhey have not conducted ML/TF risk assessments and as such have not
profiled their customers and producEserearealsono controls in place to mitigate against high

risk customers like PEPs. Whereas the small MVTS have put in place daily and per transaction
limits, they did not demonstrate how theseeasuresare effectively applied t@revent their
misuse. This is a majapncern as there is no effective monitoring of transactions by such MVTS.
In cases where a client has more than one account using two sim cardsnahifaggedfor
purpose®f monitoiing. This exposes the institutionpossibleabuse by laundereradterrorists
Further, theyhave norisk informedAML/CFT policies controlsand procedures in place. All
institutions discussed hereguld not demonstrate that they have systemsmplementTFS
relatedmeasures

265. There were no mitigatingontrols applied by bureau de chang&sbureaude
changecan buy as much currency as possible from one customer without any limit. Although
there is a limibf equivalent USD10,000 for sale to customer, there is no system in place to ensure
that a custontecannot change money or buy currency from several bureaus, more so given that
the daily returns sent to BoM are excel based and subject to manipulation. This highly exposes
the sector to ML/TF risks, especially given that application of AML/CFT obligatianthe

bureau sector has virtually not yet started. Further, this sector remains highly vulnethbéte as

is no enforcement by the authoritiesnoéasures to control the rampant illegal money changers
who trade openly in market places.

DNFBPs

266. DNFPBs have not started applying mitigating measures that are commensurate with
the ML/TF risks prevalent in their sectors. This is attributed to lackraferstanding ofhar
AML/CFT obligationsas there has not been awarenpss/ided to them, oguidarce and
supervision of the sector
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5.2.3.Application of CDD and recorekeeping requirements
Financial Institutions

267. Fls, predominantlylarge banksand large MVTScategorized their customers
(including existing customerd)ased on risk (usually low, medium, and high) that require
commensurate CDD measures and monitoring procedures in accordance with the level of risk
identified during institutional risk assessments. Genetalydemonstrated that thegasonably

apply dentification measures duringtsearding process of their customers and on an ongoing
basis in particular where there is a change in customer profile and on occasional transactions.
Despite a reasonable application of CDD measures by the large badikggifrom supervisory
inspections conducted by BoM between 2@08.9 revealed shortcomings the application of

CDD measures relating to regular update of identification information and implementing BO
requirements (see Table 18 under 10.3).

268. TheseFls danonstrated that they get identificatiamformation that is verified
using reliableand independent source documents such asonal ID, passport, foreign
identification and residence documebDiRE) andv al i d dr i ver 6s | i cense.

2609. In the case of employees: letter from the employer confirming employment status,
occupation, type of contract, and payslip; type, number, place and date of issuance of the
identification document; Tax Identification Number (NUIT) and nature and amounctarie.

In addition to the above documents and information, where a customer is a foreigner, FIs request
for a passport, DIRE, letter of good standing from Fls in the country of origin and valid work
permit.

270. For occasional transactions, mostly taking elae the bureaude change and
MVTS, National ID or valid passport would suffice in the identification of customers prior to
execution of a transaction.

271. For customers whbh are legal persons or entitiedyanks and large MVTS
adequatelyobtain and verify CID information including but not limited to Articles and
Memorandum of Association, NUIT, Registration Certificate, Board resolution authorizing
company to open an account, audited financial statements and bank statements. Further, they also
obtain partnetsip deeds (partnershipand constitution (foundations, cooperatives and civil
societies) while the other FlIs are to some extent taking similar measures.

272. Though the AML law requires the reporting entities to take the necessary CDD
measures on customers that are legal arrangements, the extent to which such requirements are
implemented could ndie determined since all the public and private sectors metgdomisite

indicated that trusts are not recognised under the Mozambican laws

273. MVTS, in particular large mobile money service providers which offer financial
inclusion products, apply simplified CDD to customers who pose low risk based on the results of
their internal risk assessments. They obtain reduced identification documents such as national

| D, driverds | icense or votero6s card but apply
identified to be high.
274. Generally CDD information related to BO is haadequadly collected. The

reporting entities met had a varying understanding of B@wever,only large bankshave
demonstrated tsomeextentthat they identifyand verifythe BO.They use open sources and
commercial databases for the screemingcess and conduct their o@D processegarding
the identificatiorand verificatiorof BOs. This cannot be said of thimall banks and NBFIsThe
reporting entities met had varying understanding of IB@ddition,most of the reporting entities
indicated that they were having difficulties in obtaining and verifying full BO information.
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275. All Fls, especially large banks met during thesite visit were aware and take
appropriate decisions to refuse business relationships or transactions where CDD information is
incomplete(The banks met during the @ite which operate in the Northern Part of Mowbique
indicated that they were implementing more stringent screening measures due to the high ML/TF
risks in existence in that part of Mozambique)

276. Generallybanks, which are part of international financial grougsply CDD
requirements to existing custors@n the basis of materiality and risk. Témmecannot be said

of the other Fls. Large foreigand domestidanks, whichconduct due diligence on existing
relationships at appropriate times. The CDD on existing customers is cautiasl a result of
changes that would have occurred on the profile of the existing customer in relation to the risk.
The foregoing cannot be said of the other. Fls

277. Notwithstandng the application of CDD requirements across the Fls sehtor
findings of the inspections conducted by BoM between ZT® revealed shortcomings
associated with the application of CDD measures and identification of BO (see Talnheldr8
10.3).

DNFBPs

278. Generally all DNFBPs met (lawyers, accountants, real estate agents, casinos,
precious stones dealers) during thesiir visit did not demonstrate that they apply identification
and verification measurdésr AML/CFT purposesAll DNFBPs do not verify the identity of their
customers.The identification and verification process is not commensurate with the risk profile
of the financial, noffinancial and DNFBP sectors in Mozambique.

279. The DNFBPs were not aware about obligations to refusaéss relationship or
transactions where CDD information was incomplete.

280. All reporting entities met did not demonstrate that consideration is given to filing
of STRs to the G-iM where CDD information is incomplete.

Record keepingequirements

281. Generally the large banks and large MVEPply recorekeeping requirements in
respect of information and data collected at the time of entering into a business relationship with
customersThe hformation kept include records obtained dgribDD, customer mandates or

files and financial transactions recorB&cords are kept both in electronic and manual formats
for 15 years in terms of the AML Lawhe records are readily accessible by the GIFiM and LEAs
upon requestOther FIs do not keemformation for the required period because they are not
aware of the requirement

282. The DNFBPs are not implementing the record keeping requirements.

5.2.4.Application of EDD measures

283. Generally, large banks andarge MVTS apply EDD measures in business
relationships and transactions categorized as high risk.

Politically Exposed Persons

284. Large banks and large MVTS have acquired and implemented automated screening
and transactions monitoring systeribey have alsgubscribed to some commercial databases
such as World Check to identify and screen P&Pgart of enhanced due diligence and ongoing
monitoring These institutions do not distinguish between domestic and foreign PEPs. PEPs
(domestic or foreign ) arell categorised as high risk customerbese institutions therefore
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apply EDD measures before establishing business relationships with a PEP. Prior to establishing
a business relationship with a PEP, senior management apisrevaght.

285. Other Flsface a nmber of challenges in identifying PEPs. The challenges include:
not having electronic datakesslack of other systems to identify PER&ich is exacerbated by
the absencef a domestic government issued database for PEPkdktof appreciation of the
obligation to apply EDD measurexludingon family memberandclose associates

286. Generally, all DNFBPs do not conduct specific measures in respect of all types of
PEPsDNFBPs do not apply EDD measures BfEPsas they treat thedike any other ordinary
client

Targeted Financial Sanctions (TFS)

287. The UNSCRs lists are disseminated by the FIU and Bolthewoeporting entities.
However, the assessors noted that riorting entitiesonly began receiving TFS lists from
GIFiM and BoM a week before the @ite visit.

288. Large banks with internationalffiliation obtain the TFS lists from their parent
companis. Assessors noted that there was no clear guidance to the reporting entities on how to
use the list (see 10.10). The assessors further identified that a number of the Fls and DNFBPs
were not familiar with their UNSCRs obligations, and therefore demoedtaatery low level of
implementation.

Correspondent banking

289. Operation of crosborder correspondent banking in Mozambique seem to be
generally well managed notwithstandithg minortechnical deficiencies identified ineR13.

290. Fls with Correspondent Banking Relationships (CBRs)this casethe banking
sectordemonstrated a fair understanding of the enhanced AML/CFT requirements and of the
risks involved Interviews conducted witlarge banksvith correspondent banking relationships
revealedthat due diligence information relating to the business nature prior to establishing CBRs
is obtainedGenerally, sufficient information is gathered about the respondent bank in order to
understand the nature of its business. A determination i rfrach the available public
information, the reputation of the institution and the quality of regulation and supervision of the
institution, and if it has been under investigation or action related to ML/TF. Fugeher
evaluation is made on the adequacyl &flectivenesf control systems in place to prevent
ML/TF. In addition FIs complete the Wolfsberg correspondent banking questionftaivering
among others, policies and procedures, CDD/EDD, transaction monitoring, suspicious
transaction reportingra PEP screening)

291. As regards to payablilarough accounts, banks always ensure that the client bank
applied the continued diligence measures in relation to the client that has direct access to the
correspondent bank accouAtrelationship cannot be imitated or sustainedhaitCorrespondent

when it doesiot have physical presence and does not make part of a regulated financial group
(Shell bank). Approval or authorization from senior management is obtained prior to establishing
CBRs.

Cross border Wire transfers

292. Wire transfers, both domestic and crdesder, are conducted by bardad MVTS
using SWIFT. Banks and ndrank money remitters generallgderstand/L/TF risks associated
with crossborder wire transfers including thof®m high risk jurisdictions such as hrand
North Korea.Mostof theincoming transactions were from Brazilhile outgoing transactions
were mostlyto China.According to he money remittersheywere aware oBrazil beingaligned
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to drug trafficking andhe use of the samBortugueséanguagesasing communication barriers

As for Chinatherewerea number of Chinese companies and nationals in Mozambique and that
there were also local students studying in China. In such cases they have resorted to requesting
reasons for seating the funds, e.g. invoices. Fls providing wire transfer services ensure that
necessary originator and beneficiary information is included when initiating, forwarding, or
receiving a wire transfer.

293. MVTS and mobile money service providers have set datymonthly transaction

limits for both domestic and cred®rder transactiond.imits are setbased on whether the
customer is ristprofiled as tier 1 or tier 2 and also taking into account the risk of the pr(zeact

para 261) All Fls that offer wire tansfers do not execute a wire transfer transaction where
information on the originator and/or beneficiary is incomplete. They either reject or suspend the
transaction and advise the initiating FI to provide the missing information. The absence of full
information on a wire transfer m&yrm basi<of suspicion and consideration may be made to file

an STR, although all the Fls indicated thahehadbeensubmittedyet

294, Overall, information retained or collected accompanying ebasder wire transfer
transactionss adequate to establish the correctness and traceability of transactions conducted.

New Technologies

295. Fls, especially banks and MVTS, rely extensively on teshnologies mainly as

a channel of delivery for the services. The banks and MVTS identify and assess the ML/TF risk
of using new products, practices, and technologies prior to launching. Internal approvals from
senior management (e.g. Committees compmgisfisenior Officers) and from BoM (which grants

a letter of no objection) are sought prior to Fls introducing a new product or service. The
applications for authorization to BoM indicate clearly the proposed products, how risks
associated with the propasproduct would be addressed and the internal controls established to
comply with AML/CFT obligations. For other types of Fls, it is not clear to what extent the risk
assessment is performed or covers ML/TF rigigh regards to DNFBPs, no risk assessnient
done covering ML/TF when introducing new services/prodidis is an area of concern given

the limited understanding of ML/TF risks by tbector

High Risk Countries

296. Large domestic and foreign owned banks and large MVTS apply enhanced due
diligence proportionate to the risks, business relationships and transactions with natural and legal
persons from countries for which this is called for by the FATfey maintain list(s) of higher

risk countries that include those for which this is called fathieyFATF. This is mainly initiated

from their parent companie$he rest of the FIs have limited application of EDD on business
relationships and transactions with natural and legal persons from countries for which this is
called for by the FATF and thugjven the shortcomings related to EDD and their limited
understanding of AML/CFT obligations, it is not likely that applied measures are proportionate
to the risks of such business relationships and transact®i/CFT supervisors in
Mozambique have ngirovidedawarenessguidance and have no measures in place to ensure
that Fls are advised of concerns about weaknesses in the AML/CFT systems of other countries.

297. Despite ML/TF risks of various components of the DNFBP sector, they do not
apply EDD measuresn respect of transactions and business relationships arising from the
jurisdictions identified by the FATFThis is mainly due to the lack of understanding of ML/TF
risks and their AML/CFT obligationgvhich are contributed to byhe lack of guidace and
supervision.
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5.2.5.Reporting obligations and tipping off

298. Banks and large MVTS have demonstrated a good understanding of reporting
obligations. Howeverthere is limited to no understanding among other FIs and DNFBPs of the
obligation to file STRs on spected ML/TF to the GIFiMrurther, whilst one law (Art. 12 of

Law No. 2/2018) requires all reporting entities to file STRs with GIFiM, the AML*Caveates

an exception for lawyers, who have to file STRs to the Bar Association, with the Association
trarsmitting the STRs to the GIFiMLhe twoprocessebave created confusion among lawyers

and there isoncerrof thepossibilityfor tipping off in the process of submitting STRs to the FIU

and lawyers not being comfortable to report STRs through a thitg. fdre Bar Association

could not provide tangible reasons for this arrangement as it indicated that it simply acts as a
means for the transmission and does not play any specific role at all in dealing with the substance
of the STR.

299. At the time of the onsiteisit, only banks had filed STRs in the period under review
(see Table 3, below) The rest of the institutions had not reported any STRs to the GIFilgl.

is attributed to absence of AML/CFT reporting guidance and supervision and awa@radbs
the STRs submitted t&IFiM, only 4 STRsand 1 SARwere related td'F. This was found not

to be consistent witkhe TF risk profile of the countryReporting of STRs to GIFiM is done
throughthe goAML platform and banks, insurance and MBfad already been coacted to the
platform while the rest of the reporting entities are yet to be conngeedO 6)

Table 13 : Number of STRs submitted by FIs and DNFBPs (20:2019)

2015 2016 2017 2019
236 536 1267 1988 1848
0 0 0 0 0
236 536 1267 1988 1848
300. There was unprecedented increase in the number of STRs filed by the banks from

2016 to 2018 as can be notedlable13. The increass attributed to remediation of inspection
findingsimplementedy BoM duringthe aforementioned periobhspections conducted by BoM

and the FIU reports revealed shortcomings associated with record keeping, CDD and non
compliance withreporting obligations among other deficiencies. As a result, some banks were
fined.*

301. There is, however, inconsistence batwehe number of STRs submitted and the
numbers given by the authorities. For example, one bank advised that it reported 10,000 STRs

40 Art. 18 of AML Law No. 14/2014

41 To the tune ofo a tune of over 346.000.000, 00 MT ( ZAR 86,500,000.00) (03/09/19 rate
4,00 MT/ZAR) (See 103 for details)
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between 2012019, Microfinance (1 STR), MVT$roviders(53). This difference may mean
that FIs are not properly separati®@Rs from other reports, which again may point to lack of
awareness and guidance.

302. Interviews conducted with representatives of GIFiM, BoM and banks indicated
that most of the STRs filed were premised on suspected tax crimes, drug trafficking and
corrupton whichis consistent with the most prevalent financial crimedMiozambique The
interviews further revealed th&IFiM does not provide feedback to the reporting entities
regarding the submitted STRsit is still developng mechanismgtemplates and forms) for this
purpose

303. Of the cash transactions reports (CTRs), electronic funds transfer reports (EFTRS)
and Suspicious Activities Reports (SARs), and reports on-barsker transportation of currency

and BNIs which are supposed to Hded by the reporting entities angvenue authority,
respectively, there were quite a low number of types of reports received by the GIFiM as
illustrated in Table 4, below. All CTRs and SARSs received, wérem bankswith NBFIs and
DNFBPs not having fled anything Similarly, there were no EFTRs and crdmsder
transportation of currency and BNIs filed. Compliance with reporting obligations for other sectors
other than banks till highly ineffective.

Table 14: CTRs and SARs received
Year

0 0 0 0
2 0 0 0
3007 36 0 0
2345 52 0 0
10830 32 0 0
18, 217 120 0 0

304. With regards to tipping off obligations, nearly all ban&sd large MV

interviewed had developed AML/CFT policies and procedures which include tipping off
obligations. Employees are made aware ofdbresequences for breaching tippioij rules in

the procedures through training. However, the same was not apparentesttbétheNBFIs
and the DNFBP sector. With limited understanding of AML/CFT obligations in thessectors,

it is not likely thatmeasures to avoid tipping off are being implemented.r&€perting process
by lawyersthroughthe Bar Associatiogreates the vulnerabilitipr possibletipping off.

5.2.6.Internal controls and legal/regulatory requirements impending implementation

305. Fls, in particular banks anthrge MVTS have developed and implemented
AML/CFT polices internal controls and procedur&e policies, procedures and controls are
documented and approved at Board level. All banks interviewed have compliance units with
speific AML/CFT responsibilities and designated Communication Officers of Suspicious
Transactions (OCOS) at management let&anks further advised that in order to mitigate
ML/TF risks, their policies require that they have in place officers in the firstdi defence

(front office and operations), second line of defence (Compliance and Risk functions), and third
line of defence (internal and external audit). Their AML/CFT systems are subjected to
independent internal audit whichmostly done annually teesteffectiveimplementation othe
compliance programmes

306. Training programs are frequently implemented by banks and large MVTS, and
cover all staff with AML/CFT responsibilities, including senior management and board of
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directors. Thdarge MVTS furthe provide training to merchants and agents before recruiting
them and on an ofgoing basis. Training of new staff is also done before the staff starts accessing
the system. Basing on the limited understanding of FlIs on certain AML/CFT obligations noted
above (like UBO and TFS), the training programmes in place do dejaately cover these
areas. Most of the remaining Fls have either not started developing training programmes and for
those that have started, the programmes are not sufficiently sophisticated to improve the skills of
staff with key AML/CFT responsibiliti® Some do not effectively include senior management,

as well ashoardmembersand newly recruited stafAML/CFT trainings for banks and large
MVTS are carried out by headstbt complianceunction

307. For large international banks which are part ofraug, groupwide AML/CFT
programmes ensure that stricter standards are implemented when there are jurisdictional
differencesThis is not the case for insurance and securitlesse programmes are not effective

in managing ML/TF risks.

308. Banks have generglbeveloped and implemented know your employee procedures
that include appropriate screening of potential employees prior to employing them. The screening
process involves seeking past employment references, police clearance and searching publicly
known daabases. The foregoinare undertaken as preventive measuagainst employing
criminalsamong othersHowever, mosbanksindicated that the screening procesa @mceoff

exercise on recruitment, and is not done on regular intervals for existing eegdoy

309. Other financial institutions such as insurance companies, bureau de change, and
micro financial institutions have emerging internal controls and procedures.

310. DNFBPs do not have internal AML/CFT policies, controls, and procedures, and do
not implemenprogrammes against ML/TF. This is mainly due to lack of AML/CFT supervision
and guidance.

Overall conclusions on 10.4

311. Notwithstanding the absence of the NRA or sectoral risk assessment, Fls, in
particular,large banks and large MVT&monstrated a fair level of understanding of ML/TF
risks applicable to their operations and have accordingly implemented AML/CFT preventive
measures to mitigate against the identified risks including application of EDD measures,
leveraging on international group systems. The rest of the FIs and DNFBPs could not effectively
demonstrate that they do understand the ML/TF risks aaaaffectively implementing the
AML/CFT obligations All FIs have not started applying AML/CFT obligations on VAs and
VASPsand there is no legal and institutional framework in place to oversee the Bagiorting
entities do not have effective mechanisms to adequiakehtify and verify BO of legal entities.
Reporting entities lack knowledge of their obligations on TFS relating to TF ar2kBpite the

high ML/TF risks existing in the other Fls and DNFBP sectors, only banks are reporting STRs
to GIFiM. Althoughlargebanks and large MVTS have fairly adequate compliance programs, the
rest of the FIs and DNFBPs have not effectively developed such prografrimsgs mainly due

to absence of supervision and guidance from the relevant authorities.

Mozambique has achieved a low level of effectiveness foninediate OutcomeA4.
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6. SUPERVISION

6.1.Key Findings and Recommended Actions

Key Findings
Financial Sector AML/CFT Supervisors

(a) The supervisory authorities (BoM and ISSM) have market entry controls iniplacder
to prevent criminals and their associates fitoriding significantor controlling interest ir
financial institutions or holding a management positiohhis includesfit and proper
assessments on shareholders, directors and seaimgementHowever, both BoM an
ISSMdo not understand the concepB® and as a result, do not identify the ultimBtes
of the entities they license.

(b)) Mozambi queds financial sector super vi
in their specific sectoras well as of institutions in the sectorBhe financial secto
supervisors have not yet developed and implemented AML/CFbais&d supervision ar
monitoring of FIs. The supervisors carry out prudential inspections that intaiai€FT
componers.

(c) The supervisordack adequate technical expertise/skills and adequate resources to ¢
develop and implement RBSor the size and risk profiles of Mozambiguédinancial
sector.

(d) Although, the AML/CFT legal framework in Mozambigdnas a broad range of sanctio
only the BoM hd applied sanctions towards the entities they supervise. The mot
sanctions applied by the BoM are for compliance breaches identified where no re
measures have been implemented.

(e) Only the BoM has auducted awareness and outreach to some of its licensees (comt
banks segment only) while the ISSM has not yet commenced awareness prograamnyg¢
other supervisory activities.

AML/CFT Supervisorsfor DNFBP Sectors

a) The DNFBPs supervisors havarying levels of market entry requirements with each DNF

having its own licensing and registration controls to prevent criminals and their associat

participating in the ownership, control, or management of DNFBPs. The existing marke

contrds focus more on compliance with professional standards.

b) Supervisors generally have a low level of understanding of the ML/TF risks of their supe

entities. They have not yet started identification or development of an understanding

specific MUTF risks within the sectors under their purview.

c) Supervisory activitiehave not been carried out bye DNFBP supervisors resulting in 1Ic

levels of monitoring or supervision for compliance with AML/CFT requirements.

d) The majority of the DNFBPsuperviers are not aware of their AML/CFBupervisory

obligationsandthey have rarely interacted with their supesdi®entities GIFIM and INAMI

lack resourcegshuman and technicaih carrying out anyAML/CFT outreach to the entitie
undertheir supervision.

e) There are no VAs and VASPs regulatory framewaorks, and as such, they are not super

AML/CFT compliance. However, the BoM has issued a circular warning the public of the

in dealing in virtual assets.

Recommended Actions
Financial SectorAML/CFT Supervisors
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a) The financial sector supervisors should strengthen market entry controls by obgi
particulars and conducting due diligence on them to prevent criminals and associat
holding significant or controllinginterest in financialinstitutions. Also, financial sector
supervisors should implement UNSCR s sanctions screening across all financial
institutions.

b) The financial sector supervisors should take the appropriate steps to identify, ass
maintain an understanding of the MIETisks in the sectors under their purview. The res
should assist in the development and implementation of AML/CFTFbasked supervisior|
which would enable the proportionate application of controls and supervisory resource
on the risks identiéd.

¢) Financial sector supervisorshould develop tools for the collection of information a
periodically maintaining the risk profiles of financial institutions under their purview up to
The AML/CFT onsite and offsite examinations should be bdsen the risk leval of the
financial institutions.

d) Financial sector supervisors should start application of the sanctions available in the leg
framework against Fls for identified AML/CFT Compliance breaches and ensure that th
effective, poportionate and dissuasive.

e) AML/CFT supervisors should be provided with adequate resouecésther develop thei
supervisory skills produce guidance and effectively implement supervisory activities in th
sectors.

f) Financial sector supervisors shdumnonitor the impact of their activities by maintaini
statistics through supervisory actions-@ite examinations, offite supervision, feedback a
outreach) that would assist them in improving compliance by Fls.

g) Mozambique should develop a regulatand supervisory framework for VAs and VASPs
comply with AML/CFT requirements in the country, and in line with international best pra

AML/CFT Supervisors for DNFBP Sectors
a) DNFBP supervisors should develop and implement robust market entry requireme
obtaining particulars oBO and conducting due diligence on them to prevent criminals
associates from holding beneficial intereBINFBPs supervisors should implement
UN SCRs sanctions screening in their sectors.

b) Mozambique should enhance the legal framework covering real estate and dealers in
metals and stonet subject all persons operating in those sectorsegulation and
supervision.

¢) Mozambique shouldevelop and maintain an understanding of the ML/TF risks pertaini
the DNFBP sector, and categorise the institutions according to their ML/TF risks. The f
up actions should be planned and performed in line with the identified ML/TF risks o
category ofinstitutiors.

d) DNFBP supervisors should carry out AML/CFT risk based supervision. The activit

relation to supervision should consisthuth off-site and orsite examinationsAuthorities
should provide more human and technical resources for supervision of the sectors.

e) Mozambique should enhance the legal framework covering real estate and dealers in
precious metals and stones to subject all persons operating in those sectors to licensing
and registration requirements .
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f) DNFBP supervisors should ensure the application of a wide ranganefions which are
dissuasive, proportionate and effective against AML/CFT violations.

g) The DNFBP supervisors shoyddoduce guidance, implement awareness raising programr
to their respective entities in order to promote understanding of AML/CFT obligation
ML/TF risks inherent to their specifeectors

312. The relevant Immediate Outcome considered and assessed in this chapter is |10
The Recommendations relevant for the assessment of effectiveness under this sectid,are R.
R.26-28, R.34and R.3.

6.2.Immediate Outcome 3 (Supervision)

Background

313. The Bank of Mozambique (BoM) supervises the majority of financial institutions,
with the exception of the insurance business, which is under the supervision of the Insurance
Supervision Institute of Mozambique (ISSM). Each DNFBP sector haswitssupervisoy
authority General Inspectorate of Games (GIG) for casinos; Bar Association ofm\bapze

(BAM) for lawyers; National Mining Institute (INAMI) for dealers in precious stones and metals;
and Organisation of Accountants and Auditors of Mozambique (OCAM) for accour@irisl

is the supervisor forhe real estate agents and car deal€mnpany service provision is
undertaken by lawyers and accountants. Virtual Assets (VAs) and Virtual Assets Service
Providers (VASPSs) are not regulated

314. Given the weight ofeach ofthe different suksectors, they were considered
accordingly forsupervision purpose$he banking sector is the largest-sdotor of the financial

sector, and was weightedost heavy heavily for micro finance institutions, real estate agents,
dealers in precious stones and metatstor vehicle dealersyoderately heavy for the insurance,
casinos, lawyers and accountants (including when lawyers and accountants undertake company
services activities), anldss heavilyfor securities. This is because of the relative materiality and

risk in the context of Mozambique (s€hapter 1 for the description of each supervisor and the
supervised entities).

6.2.1.Licensing, registration and controls preventing criminals and associates from
entering the market

315. Mozambique has a number of regulatory bodies charged with market entry
licendng or registration responsibilities. Flgjth the excepion of theinsurance businesses
which are licened by ISSM areall licenced by BoM, while the DNFBPs are licenced or
registered by various regulatory bodiés.general, the regulatory bodies hdaely adequate
licensing/registration frameworks in respect of the entities under their puiaw, ISSM and
General Inspector of Gaming demonsthbetter application of the licensing requirements
compared to the otheregulatory bodiesHowever, allthe supervisors do not adequately
understand the concept of BO arahsequentlydo not identify the ultimat8Os of the entities

they license. Mjority of themfocus on the shareholders as declared in the legal company
documents. The supervisors laskegatestaff to ensure that unlicensed or unregistered activity,
is detected and effectively dealt with.
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316. Mozambique does not have a regulatory framework for VASRgwever, the
authoritiesdemonstrated limited knowledge on whether those servicesheérgprovided in
Mozambique.

Bank of Mozambique (BoM)

317. The BoM performs fairly adequate fit and proper assessments in respect of persons
wishing to participate in the market and management of FIs. The licensing requirements are
detailed and require tlaoplicants to submia statement of reasons why the shareholder structure

is suitable for the institutionos stability; ar
activities, geographical distribution, organisational structure and human, tecmicaiaterial
resources to be used; provisional accounts for each of the three first years of business; documents
of identification of the founding shareholders and specification of the capital subscribed by each
of them, together with a declaration that tfunds to be used and mobilizé®m those
shareholderare not from illicit or criminal souree BoM may request applicants to provide
additional information and may make the inquiries it considers necessary, in particular, with
regard to therigin and source of funds to be allocated to the credit institution or finance company

to be incorporated.

318. If founding shareholders are corporate entities, the following documents are
required Articles of Incorporation and list of members of the boardlioéctors; balance sheet
and profitand lossstatements for the last three years; list of shareholders who have qualifying
shareholding in the holding entity; list of companies in which the holding entity owns qualifying
holdings, as well as a descriptiggplanation of the structure of the group to which it belongs.

319. As part of licencing process, the BoM apply a number of coniriish include a

fithess and propriety tesThisincludesv et t i ng of applicantsd6 and obt
record certiftate for the founding shareholders, board of directors, and senior management of the
company and declaration that the funds to be used and mobilised are not from an illicit or criminal
source. Approval is also required for senior management functionsandirig shareholders

with 20% or more of the share capital at both market entry and on an ongoing basis post
authorisation.The BoM does notcarry outverification of the information submittetthrough
independent sourcesd this may pose a risk of receigiand accepting documents which are

not verified for purposes of AML/CFT at the timoéprocessinghe applications. BoM requests
applicants to provide additional information, in particular, whether the individual has been
declared bankrupt or insolverftabusiness controlled by him, or of which he has been a director,
or senior management.

320. At the time of applicationBoM focuss on both legal and natural persons for
identification of founding shareholders and specification of the capital subscribed by each of
them, together with a declaration that the funds to be used and mobilised are notiftioin @n
criminal source For subsequent changes in the structure of a legal entitgtural persong8oM

does not establish tHO, rather they only focus on the person (be it legal or natural) having the
threshold ofl0% shareholding. This has its limitations in that some of liaeefolders can be
corporates, whose shareholders B@are requiredo be identified and verified. The concept of
identification of the ultimate beneficial owner (UB@)not well understood by the BoM and
other supervisorgsee 10 5)

321. Where an applic# is a regulated entity in another jurisdiction and depending on
the nature of the prospective entity or key persons, the BoM requests and obtains information on
such entity fromhehome regulator/supervisor, registrar of companies and enforcementesgenci
The information relate to revocation or forfeiture, in the country of origin, of the authorisation to
carry on the business of a bank. In such an event, BoM prevents the entity in question from
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starting business operations in the counttye licensingrequirements for those with majority
foreign ownership are the same as thapplicants with 100% local shareholdirgpoM also
exchanges information with other supervisory bodies, such as Bank of Portugal, with regard to
theFIswith subsidiaries in Mozabique. Licence approvals go through the licencing department
committee within BoM, and is escalated to senior management, before approval by the Governor
of the BoM. The BoM withholds an applicatiomhere it does not have the requisite information

and doaments where the information cannot be verified, fails to meet the minimum capital
requirementsor where there are wellbunded doubts or reasonable suspicions about the fitnhess,
experience or competence of the applicants or the origins of the fundsdbeicated to the
businesgrefer to Tablel6). BoM has the discretion ned disclose the reasons for the refusal of

a licence to an applicant, where it deems necessary to protect the confidentiality of sources of
information and professional secrecy.

322. The BoM, through its oversight responsibilipn Fls, with the excepton of
insurance businesses, monitors their conduct in accordance with the type of licence issued. Where
BoM determines that some of the information submitted duhiegpplicationprocess idalse,

and inaccurater the activity for which the licence was issuew longer fit the authorised
purpose, or it discontinues its activities for longer than six (6) months, or violates laws and
regulations which govern its activities and fails to follow lawful instructions from BoM, the
licence can be revoked atiek entity is de-registeredDuring ongoing monitoring of microbanks,

other microfinance institutions and bureau de chgre BoM has takesuchnecessary actions

where institutiondadfailed to meet their licensing conditions dd shot meet the conditions of
holding a licence(See Table 8 below):

Table 15: BoM revocations due to Monitoring of Licensees

Year No. of Reasons
Revocations
2015 1 ADiscontinue its activities for longer than six (6)

months Art. 17 (1) (a) Law 15/99 as amended
by Law 9/2004.

2016 1 AViolation the laws and regulations which govern
its activites and fails to follow lawful
instructions from BoM Art. 17 (1) (a) and (e)
of Law 15/99 as amended by Law 9/2004

2017 2 ADiscontinue its activities for longer than six (6)
months, or vitates laws and regulations which
govern its activities and fails to follow lawful
instructions from BoM' article 17 (1) (a) and
(d) of Law 15/99

ARequest for liquidation by associate members for
credit cooperativé Art. 2 (2) (a) Law 30/2007,
18th Decembe i Liquidation of Financial
Institution Law

2018 2 ARequest for liquidation by associate members for
credit cooperativei article 2 (2) (a) Law
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30/2007, 18th December
Financial Institution Law

Liquidation of

2019 7

18th Decemberi
Institution Law

ARequest for liquidation by associatembers for
credit cooperativéArt. 2 (2) (a) Law 30/2007,
Liguidation of Financial

Source: Bank of Mozambique
323.

BoM carries out inspection at the business address of the applicant, where the

licensee will conduct their operations, to ensure they conform to the application requirements.

324.

The BoM declined three (3) applications for money transfer agency licenceg duri

the period under reviesee Table 8, below) citing that these types of institutions did not

correspond to financial institutions provided for under Mozambican law.

Table 16: Applications for Licencing i BoM

Sector Number of | Number Number rejected | Reasons
Applications Approved
201 |20 |20 20|20|20(20 |20|20|20| 20|20
6 17 |18 |19|16|17 |18 |19|16|17 18|19
Banks 2 2 |1 |- |- |2 |1 - 2| - - - | Rejected due to lack of financi
resources needed for the type @
volume of operations intended
Article 15 (2) (d) of Law 15/99
MTAs 3 - S N O - 13 0- |- - Rejections were based duticle
11(1)(a) and (2) of Law 15/9¢
Applications did not correspond
financial institutions provided fo
in the Mozambican law, as defing
in Articles 3 and 5 of Law 15/99
Securities |1 - 1 (- |1 (- |1 S I N A
Bureau dg - 4 |- |- |- |3 |- - - 11 |- - Rejected because of ord
Change withdrawal

Source: Bank of Mozambigqu

Insurance Supervision Institute of Mozambique (ISSM).

325.

The ISSM performs fairly adequate fit and proper assessments in respect of persons

wishing to participate in the market and the procurement of insurance related busiflesses.
information related to the licensing requirements is publicly available gu$ied on the ISSM
website which require applicants to submit various documentation for the assessment of an
application.The information related to an applicationlineis in Portuguese and consequently

it could not be verified. Based on the discussion during tk@tenthe ISSM apply a number of
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controls to prevent criminals or their associates from owning or controlling an insurance business
or pension fund. The fithess and propriety test involves ggttino f a pwhethecasnt s 0
individuals or corpmate entities. For individuals, who include the founding shareholders, board
of directors, and senior management of the companyalid criminal recordcertificate
curriculum vitae ofdirectorsand seldedarations on source of inconvgth letters from banks
confirming the source of fundare required and checks and references from previous
employmentare obtainedWith corporate entities: a certificate of incorporation, financial
statements andeclaratiom that the funds to be used and mobilised are not from an illicit or
criminal source is require®oM may carry out independent inquiries to verify information
provided by an applicant on source of funds, and where it suspects the funds could becirom illi
source, will decline the application.

326. The applications are received by the directorate of supervision, who check for the
adequacy of the documents submitted, before the application is reviewed by a technical
committee which includes the legal departinn evaluate the applications. Where there is
incomplete information, ISSM requests for the missing documents before it considers the
application. However, where a shareholder is a corporate, ISSM does not go beyond the corporate
entity in order to estaish who owns it and identify the natural persom@)trolling it, and this

poses a risk of criminals being able tsethe insurance sectéor ML/TF purposesBetween

2015 and 2019SSM declinedifty -six (56)applications for licene to operate in thimsurance

sector (refer to Tabl&7).

Table 17: Applications*? for Licencing i ISSM:

Year | No. of Applications | No. Approved No. rejected | Reasons

2015 | 109 98 11 Non-payment of
share capital (Art
60(4) of Insurancs
Act)

2016 | 113 104 9 Lack of financial
capacity and failurg
to provide prope
documents.

2017 |70 54 16 Lack of financial
capacity, failure tg
provide financial
reports for the pas
three years and
business plan, (Art
7(5) Insurance act)
2018 | 118 108 10 Lack of legally
required documents
e.g. no financia
reports for past thre
years. (Art. 7 (3) of
Decree 30/2011)
2019 |75 65 10 Failed examination
by ISSM required

42 The applications include applications for insurance companies, insurance brokers and agents
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under Art..118 of
Decree 30/2011

Source: Insurance Supervision Institute of Mozambique

327. None of the financial sector supervisors subject market participants including those
owning, controlling or managing the entagainstUNSCRssanctions screening. This leaves the
financial institutions vulnerable to TF risk, where an entity can be uhd&ontrol or ownership

of asanctioned individual or entity.

DNFBP Regulators

328. The DNFBP licensing and registration authorities have procedures and processes
relaing to market entry requirements in respect of the regulated entities. The application of fit
and proper procedures largely varies from one authority to the other. Most of the DNFBPs have
challenges with respect to the determination of theedisand propiety of persons owning,
controlling or managing entities including the verification of BO information under their purview.
None of the DNFBPs licensing/registration authorities or supervisoptement UNSCRs
screening requirements. There is a large numbenr@gistered real estate agents and dealers in
precious stones and metals which pose a high ML/TF risk, and further sxpessectors to
criminal activities With the exception of General Inspectorate of Garfmsthe rest of the
DNFBPsthe authoritie were unable to provide informatiom a number of aspects including:
number of applicationeceived rejections, and reasons thereof. Inspectorate of Games indicated
that they did not receivanyapplications for casino licencing during the period umdeiew.

329. An applicaton for acasino licence has to be submitted to the Ministry of Tourism,
which is the licencing authorityor casinos and gaming housdseTdue diligence is carried out

by the GIG wiich has the technical expertise to undertake the ssseg during the licensing
processFor a foreign entityintendingto engage into casino business in Mozambigumgsto
partner with a local company which should hold at least 26% share capitalicéhging
documend also include audited financial statements and for those operating in a foreign
jurisdiction, a reference letter from their regulator/supervisor from thetoo of origin,
including a criminal record clearanaertificate, as well as bank references, to determine the
financial capability The licensing requirements do not include identification of B in
practicesuch information is nabbtained and recded. GIG also licences and screens persons
who apply to conduct sports betting activities, where they request for criminal record checks,
capital availability to fund winnings by customers. The GIG also carries out physical inspections
of business locatits, including the CCTVnonitoring roomand other amenitiedll applicants

to the GIGfor casino operainsor sports bettingre not subjecteld UNSC sanctions screening.

330. The GIGneeddo build more capacity and resources to more efficiently carry out
its regulatory and supervisory role.

Ministry of Mineral Resources and EnergyDealers in Precious Stones and Precious Metals

331. The Ministry of Mineral Resources and Energy, is responsible for licensing dealers
in precious stones and metalational Mining Institute (INAMI), a department within the
Ministry, obtains company registration documents ser@enshareholders of the applicant for
registering the dealeesd also checks proof of income and bank staterAgstments made by

the licensed dealers during the -site, were to the extent that of the dealers trading in
Mozambique, 7% of them were unregistered, therefore unlicenced with INAMI. The unlicensed
dealers were highly organised, making it difficult for the licensed dealers tirgenthose
regions and when they complained to the authorities, the complains would filter to the unlicensed
dealers leading to the licensed dealers facing reprisals from them. This was seriously affecting
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their formal tradeOf theunlicensed or illegadlealers in precious stones and metals operating in
Mozambique there were no concrete steps being takeideatify them and bring them into
formal business

Ministry of Public Works, Housingand Water Resources- Real Estate Agents

332. The Ministry of Public Works Housingand Water ResourcésPWHWR) is
responsible for registration of real estate agents, and requires criminal record clearance certificate
prior to registration, as part of screening procés® real estate agents are in thisibess of
property sales (commercial and residential) to investors and individuals, with large value
transactions conducted in cash, whose source cannot easily be vditfeedit and probity
assessment is carried out on shareholders with 20% sharghatainhe directors, but where the
shareholder is a legal entity, they do not identify individual sharehcdersenior managens

that entity. The NPWHWR and the GIFiM, are aware of the existence of a significant number of
unregistered estate agentemiing in Mozambique, which they estimate to be more than those
that are registered@he screening and implementation of AML/CFT requirements is not effective
and the majority of the agents remain unregisteflis exposeghe sector to high risk as the
unregistered estate agerdse not being supervised focompliance with any AML/CFT
obligations

Bar Association of Mozambique (BAM)- Lawyers

333. BAM regulates the legal profession in Mozambigque AML/CFTand | awyer s o
licenses are renewable annually. There is an ethics and disciplinary committee that is responsible

for conducting fitness and probity of lawyers, including criminal record clearance. The lawyers

are required to submit CVs, identification doeents, and undergo internship with BAM.

Organisation of Chartered Accountants and Auditors of Mozambique (OCAM)- Accountants

334. OCAM is a professional body which licences and registers qualified accountants
and auditors, who conduct fit and propssessment, and criminal record clearance of prospective
members. Applicant information is verified with Mozambique Revenue Authority, for tax
clearance purposes, and the policeafoycriminal record. The accountants undergo two/€rs
internship andentry examinationsbefore registration to the professidtiowever, the above
process neither include due diligence in compliance with AML/CFT requirements nor does
OCAM ensure that the fitness and propriety of members is maintainecegsttation

6.22.Super vi sorsd understanding and identificatio

335. At the time of the onsite visit, Mozambiqueas preparing tandertale its first
NRA. As at this datesupervisory authorities had not carried out any formal sectoral ML/TF risk
assessment of their own neithed they have dedicated ML/TF methodologies or tools to help
them identify and maintain an understanding of the ML/TF risks withiin seetorsThe BoM
indicated thabased on its prudential supervision process, it assistaving an overview of the
ML/TF risks.Discussions wittfBoM did not demonstrate an-gkepth understanding of the ML/TF
risks the different reporting entities it supervises in the financial sector are expoEbd BoM

had conducted a survégrgetingcommercial banki order toinform it of thepotential highrisk
productsn the sectarBased on the discussion, the scopghefsurvey did not adequately provide

a deeper assessment of individual institutions based on the nature and complexjtyarfubs,
delivery channels, type of customer s, and ML/ TF
areas among other factors. Further, there was no similar survey conducted oy Baivhining

Fls under its purviewuch as bureaux deatge, micro fimnce institutions, securities and others
to identify and maintain an understanding of the ML/TF risks of such entities.
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336. ISSM hal not started conducting any sectoral and esjitgcific risk assessments
and ha notbeenable to identify andgnaintain an understanding of the ML/TF risks inherent in
the insurance sector.

DNFBP Supervisors

337. With respect to the DNFBP Supervisors, GIFiIM appeared to have a general
understanding of ML/TF risks facing its regulated entities, i.e. the real egfates and car
dealers. Discussions with the GIFiM showed that it has identified risks coming from drug
trafficking, illegal precious stone and metal dealers, and corruption and the possibility of
laundering the funds through the real estate sector. How&IEIM had not yet started
AML/CFT supervision of the sectors which fall under its purview, i.e., real estate agents and car
dealers and vendors. Itaanttherefore it éd not have a complete picture of the nature and depth

of the threats and vulneralidis and the resulting ML/TF risks in those sectors.

338. With regards to the rest of the AML/CRBLpervisordor the DNFBPs, they lth
not started identifying the ML/TF risks facing the entities whiaky superviseThereforethey
did not have any understding of the relevant ML/TF risksThey alsohad notdeveloped
AML/CFT supervisory programmeser their sectorsMost of them had a general knowledge of
the prevalent use of cash in the economy but could not relate this to ML/THribks sectors

6.2.3.Risk-based supervision of compliance with AML/CFT requirements

Financial Institutions

339. At the time ofthe onsite, nd~Is supervisors had developed AML/CFT RiBlsed
Framework for the supervision and monitoring of reporting entities in their sectors. Financial
sector supervisors i not assign ML/TF risk rating to individual institutions (e.g.
high/medium/low or numeric scores) and therefoid dot determine their supervisory
programme (in terms of timeliness, frequency and intensity) according to the level of ML/TF
risks faced by individual institutions. Bollasyet to develop and implement supervisory tools
which informs them of the frequency and intensity of the annual @8pey plan on a risk
sensitive basis. The BoM retidneavily on prudential osite inspections for supervisiavhich
incorporatel AML/CFT aspectsand thesénad been limited to commercial banks only, leaving
out most of the Fls under its purviestill not supervised for AML/CFT

340. The BoM conducted a total of 16 onsite inspecti(me$er to Table B, below)
between2015 to 2019which targeted the big foreigpwned commercial bankand based on
sample reports scrutinized, these inspections covAlMd/CFT requirements The onsite
examination programmes and frequency of inspectia@menot determined by any risk profiling,
rather, BoM informed the assessment team that they werenstantial inspectionprompted
bya report on a |licenseebs conduct.

341. Based on the inspection reports reviewed, the BoM inspedtiairsg the period
under reviewfocused on mainly commercial bankehe objective waso check whether the
banks were comping with their AML/CFT obligationsThe inspection reports provided by
BoM, as describetelow, covered the key elements of a AML/CFT compliance programme

342. The findings from the inspectioniscluded: inadequate Board oversight over
AML/CFT matters; inadequate compliance function; failure to implement CDD measures; failure
to identify PEPs and maintain a database of same; failure to report thrbakettitransactions

and suspicious transactions repait the GIFiM; and poor recot#deeping BoM also carrid
inspectiondased on reports omincial intelligence received

Second RounMER of MozambigueMay 2021
ESAAMLG



b 106

Table 18: Inspections by BoM: 2015 2019

Year No. of Inspections Key Findings Action Taken
2015 Nil Nil Nil
2016 6 fInadequate Board oversight; TRecommendation an
{Inadequate AML/CFT policies; | timelines to addres
flInadequate compliance function| the deficiencies;
flinadequate transaction monitorij TRequired  quarterly
system; follow-up reports to
Inadequate internal audit functio| €valuate FI’s progres
Inadequate measures on high | ON implementation o
customers/ countries; the recommendations
Inadequate AML/CFT training; | TApplied fines to FI’s.
fiLack of suspicious transactio
reporting
2017 5 fSome of the findings outlingl § Same actions a
above, plus dck of employeq above were taken.
awarenesand training
fPoorrecord keeping system
2018 3 i Lack ofon-going CDD 1 Same actions 4
 Failure to identifyBOs above taken and i
TInadequate AML/CFT training; | addition,  conducte
fFailure to immediately repor| seminars for Fls of
suspicious transactions AML/CFT
requirements.
2019 2 fLack ofon-going CDD Same as above
T Failure to identifyBOs
{ Failure to immediately report
suspicioudransactions
Total 16
343. Although there ha not been ML/TF risk assessmemibnducted on bureau de

changeandMVTS , theinterviews with GIFiIM andBBoM indicatedthat these could be used to
finance terrorist activitiegarticularly in the northern part of Mozambiquiring their ofsite
monitoring BoM hadreceived a report of fraudulent activities that baen identified by a bank
involving ewallet transactions emanating from of the largest mobile money operatir. Bo
carried out an investigation and noted deficiencies in KYC requirements, which resulted in BoM
applying sanctions on the mobile money operdtwr investigationconducted found that the
institution did not have internal controls to mitigate ML/TF risk.

344.
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AML/CFT supervision manual and inspectiasnductechad beertargeted on banks on which
adverse reports had beeeeived HoweverBoM has not developeathersupervisory toolsuch
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asrisk rating modelsand hasot carried outisk assessments of the various Fls, whdohld
inform the supervisory staff in implementing rbksed supervision.

345. Assessors noted that all the inspections conducted bylalot been informed
by risk TheBoM confirmed during onsite théttwasyet to conduct an ML/TF risk assessment
of the banking sector, with the objective of understanding the ML/TFirigke sectar

346. The BoM established an AML/CFT unit in 2018, with five (Blicerswithin the
prudential supervision division antlad not yet commencedML/CFT inspections of
commercial banks and other financial institutions which are uitdepurview. BoM is
inadequately resourced (human, financial and technicaf)pgtementrisk-based supervision of
financial institutions under its purview, and sustain an effective supervisory programme.

347. The BoM hal assisted the South AfrinaReserve Bank and Central Bank of
Nigeria, respectively, on AML/CFT inspections carried out on BoM licenseeshvdre
subsidiaries of banks from these countries. The inspections were at the request of the two foreign
supetrvisory bodies, arabvered AML/G-T obligations.

348. At the time of onsite, ISSM had conductadurvey on 17 insurance businesses
through a questionnaireo determineknowledge of the AMICFT requirements within the
insurance sectorl he questionnaire requested insurance entities to tedidhey had AML/CFT
policies; internal controls; appointed compliance officers; independent audit; carried out
institutional risk assessments; compliance with STR reporting obligations; staff training and
awareness programmeSSM wasyet todevelop r§k based supervisory tools for the insurance
sectorandhadonly became aware dts AML/CFT supervisory role through efforteadeby the
GIFiM, a few months before the onsite visit.

DNFBPs

349. Generally, the DNFBP supervisorsdhaot startedsupervising and monitoring
entities under their purview for AML/CFT compliance, let alone having an understanding of the
concept of risk based supervision. Noesite inspections or offite monitoring hd been carried

out sincesupervisorgdid not have spervisory programs for their respective sectors. With the
exception of the GIFiM, most of the DNFBpervisorswere not aware of their AML/CFT
responsibilities. The GIFiM undeosidits supervisory obligations but thaot started supervising

the sectors nder its purview. The DNFBP supervisors ladikuman, financial and technical
resources to supervise or monitor their sectors for AML/CFT complianceenmashot applying

risk based approadb supervision. In line with the above, theves a low understating of the
ML/TF risks at the level of the DNFB$upervisos.

350. Some supervisors such as INAMI and OCAM, indicated that they were not aware
of their AML/CFT supervisory responsibility and that they were only hearing it for the first time

351. The country does not haedramework for regulation and supervision\bhs and
VASPs.

6.2.4.Remedial actions and effective, proportionate, and dissuasive sanctions

352. Under the AML Law, supervisory bodies have sufficient powers to issue
supervisory and enforcemeattions which can be applied to the reporting entities and/or their
directors, senior management, managers, employees and agents. The enforcement actions include
administrative sanctions suas monetary penalties, warnings, and publicationpehalties
imposedn the newspapers. With the exception of BoM, all the other supervisory authorities ha

not applied remedial actions on their sesfor AML/CFT violationg because thewereyet to

conduct AML/CFT inspections
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353. Some of the breaches identified e BoMincluded:inadequate board oversight,
ineffective compliance function, failure to identify customers, failure to report suspicious
transactions and poor record keeping. BeM had imposedemedial actions and sanctions
ranging fromrecommendationsperiodic reporting requirements and warningsosgactions
enabledbanks to develop and improve their systems to manage and mitigate the risks. In respect
of the mobile money service operator, the BoM issued a penalty for failure to conduct CDD.

354. BoM had applied sanctionsrom onsite inspections and offsite monitoriram

seven (7) commercial banks and one mobile money service provider amounting to
346,000,000MTUSD5,672,131.00 as well asa range ohdministrative penaltieor breaches

of the AML Law, over the period 20152019(see Tabld 9, below) The BoM imposed a further
257,350,000.00MT (USD4,218,852.00) in fines arising from intelligence regiatdasned from

the GIFiM, on conduct of certain banks.

355. The sanctions to the commercial banks weee@as sed on the basis of
mat eri al aodo, wh e ridentified flora angnspectioare summaed ephaadsthe total

is issued as one fin&Vhere breaches which occurred up to five (5) years back are identified

through inspections, the reletaenalties can be added up to constiuteccumulated penafty

356. To a large extenthe remedial actions taken by the Baid tothe time of the on
site, were triggered by the public debt scar{dak Box 6 below)nd were pursued ovespecific
period, and thereafter, ongoing supervisory actioesedone by the supervisofhe efforts by
BoM arecommendabl@andthe sanctions applied are effective, proportionate and dissuasive,
it resulted in increased reporting of STRs by commebzaks to the GIFiM

Box 6

Hidden Debt

Through a series of financial transactions between approximately 2013 and 2016, the
governmenowned companies, Proindicus, EMATUM and MAM, created to undertake
three (3) maritime projects of coastal surveillance, tuna fishing and shipgadds
borrowed in excess of $2 billion through loans guaranteed by the Mozambican
government. Each of the companies entered into contracts with Privinvest to provide
equipment and services to complete the maritime projects. Bmepmceeds were
supposed to baesed exclusively for the maritime projects, and nearly all of the borrowed
money was paid directly to Privinvest, the sole contractor for the projects, to benefit
Mozambique and its people.

In reality, the defetiants(Mozambican politians and civil selants), together with
otherg(officers from Privinvest, amongst othersjeated the maritime projects as fronts

to raise money to enrich themselves and intentionally diverted portions of the loan
proceeds to payat least $200 million in bribes and kicklacto themselves,
Mozambican government officials and others.

The BoM pursued banks which hedrried outransactiondinked to those companies
and imposed fines on those which had not filed suspicious transactions with the GIFiM.

430r example, if a violation which occurred in 2013 is detected during an inspection in 2018, a penalty for that violation will be assessed, and added

to the violations detected for year 2018.
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Table 19: Sanctions Issued to Fidy BoM - 20157 2019 for Breaches of AML Law 14/2013

Ref Financial Institution Amount of Reason for imposition of
Penalty Cumulative | penalty
Period of
Non-
Compliance
1 Bank 1 76,000,000.00 MT 2015 to| Lack of identification ang
(USD1,245,902.00] 2018 verification of clients as well g
ongoing monitoringf business
relationships
Failure to maintain documents
Failure to report suspicioy
transactions immediately
Bank 1 400,000.00 MT] 2018 Provision of incompdte
(USD6,557.00) information
2 Bank 2 28,000,000.00 MT 2014 to| Lack of ongoing monitoring of
(USD459,016.00) | 2018 transactions
Failure to report suspicioy
transactions immediately
3 Bank 3 24,000,000, 00 MT 2015 to| Lack of ongoing monitoringof
(USD393,443.0p | 2018 business relationships
Lack of identification ang
verification ofBOs.
Failure to report suspicioy
transactions immediately
Lack of special control o
certain transactions
Bank 3 36,800,000.00 MT 2016 to | Failure to report suspiciou
(USD603,279.0p | 2017 transactions immediately
Failure to create the client's rig
profile
4 Bank 4 24,000,000, 00 NI | 2016 to| Lack of continuous surveilland
(USD393,443.0p | 2018 of business relationships

Lack of identification ang
verification ofBOs
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Failure to report suspicioy
transactions immediately
Bank 4 20,150,000.00MT | 2013 to | Failure to report suspicioy
(USD330,328.0p | 2017 transactions immediately
5 Bank 5 10,000,000, 00 MT 2018 Lack of client identification ang
(USD163,934.0p verification
6 Bank 6 4,000,000, 00 NI ( | 2013 to | Failure to report suspicioy
USD65,573.0D 2018 transactions immediately
7 Lack of special control of
certain transactions
Bank 7 18,000,000.00MT 2017
(USD295,082.00 Failure to report suspicioy
transactions immediately
8 Bank 8 16,000,000.00MT | 2015 to| Failure to report suspicioy
(USD262,295.00) | 2016 transactions immediately
Source: Bank of Mozambique
357. BoM appliedcumulative sanctions to seven (7) banks and one (1) mobile money

operator ranging between 400,000.00Mo 76, 000, 000.00WM, (USD6,557.00 to
USD1,245,902.00petween 2037 2018 (see Table 18 aboveYhe penalties imposed were

mainly for failure to reporsuspicious transactions immediately to the GIFiM, failure to identify

and verify customer s 6 BO,ara failuie toicanductCDDn cl udi ng PEPSs

358. BoM had not fully applied the remedial actions at its disposalthe range of
supervised entitiegnder its purviewwhichmade it difficult to measure its effectiveness.

6.2.5.Impact of supervisory actions on compliance

359. Among financial sector supervisors, only tBeM has noted positive changes
among commercial banks in the level of awareness of their AML/CFT obligations, arising from
the penalties levied on some of the institutidriee GIFiMhasonly recently reached out to ISSM

to make them aware of their AML/QFsupervisory role and the impact of their supervisory
actions were yet to be registered in the insurance s@i6iBP supervisors had not commenced
any supervision of their sectors for AML/CFT compliance, and hence no impact has been
registered in thessectors.

360. The main focus oBoM has been on large foreignwned commercial bank¥he

various supervisory actioriakenagainst those targeted commercial batkksome extenhas
improvedther level of compliance witAML/CFT obligations. The fines im@ed for violations

of AML Law have raised the level of awareness, not only among the commercial banks, but
across the whole banking sector and other financial institutions, as these fines were published in
newspaperas adeterrenceAs a result of thgpenalties imposed by BoMhareholders of those
foreigni ownedsubsidiary banks lvarequired thento comply withAML requirements, in order

to protect their reputation and correspondent banking relationships.

361. The improvement in compliandeas beerevident by theincrease in transaction
monitoring and STR reporting to the GIFiM, by the commercial banks. Also, senior management
and compliance officers of banks have started to be involved with AML/CFT issues and now
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interact more frequently with BoM on AMCFT compliance. BoM has received requests from
other reporting entities undiés supervision, for AML training and awareness, but lack capacity
to offer the relevant training. However, the supervisory actions by &eMventdriven, and
targetedat spedfic commercial banksThis narrows the scope oB 0 M 8upervisory efforts on
the restof FIs underits purview, and does not provide a wider view on the extémetother
reporting entitiegmicro finance institutions, bureau de change, securities marketMVTSs)

are complying with AML/CFT obligations, as efforts are being made supervig them

362. ISSM hal not yet commenced AML/CFTisk-basedsupervision otheinsurance
sector, although some insurance businesses with foreign ownership, rely gatheirbodies

in implementing AML/CFT requirementsdowever, the supervisor had conducted only one
inspection on AML/CFT, as at time of onsite visit

363. All DNFBP supervisors have not yet commenced to implement AML/CFT-Risk
Based Supervision of their sectoasid therefore it was not possible to assess their impact on
institutions under their purvievelating to compliance

6.2.6.Promoting a clear understanding of AML/CFT obligations and ML/TF risks

364. The GIFiIM and BoM have engagesdich otherin promotingunderstanding of
AML/CFT obligations bybanksand improving on their understanding of ML/TF risk$ie
engagements between the two supervisen®to raise awareness among commercial banks, in
particular, in relation to the suspicious traniats arising from the public debt scandal, which
banks were not reporting to the GIFiM. Also, GIFiM has endagigh banks on the need to
provide complete information on the suspicions raised by the institutions. These initiatives have
enabled the banks understand the ML/TF risks in their institutions and the need to detect them
and report, and in the process, mitigate the risk. Further, the GIFiM has engaged with ISSM and
BAM, in promoting understanding of AML/CFT obligations and ML/TF risks, althahghwas

only a recent developmenfThe GIFiM has also taken the initiative, to ensure that UNSC
sanctions lists are disseminated to supervisors, for implementation by the reporting entities, as a
way of expediting the procesdtreugh the Ministry of Faeign Affairs haghatresponsibility.

365. The Mozambique Bankers Associati®mBA), in collaboration with BoMhrough

a Compliance Committee Task Foremgageshe banking industryjn promoting AML/CFT
complianceby banks. Th&IBA has engaged BoM and GlFjvespectively, taploadthe AML

laws and regulations on their website, to reflect the currentdneitd regard to AML/CFT
requirements, awareness raisimgnd training initiatives to all banks. Anancial inclusion
programmebetween the BoM and the Bankers Association has been initiated for the northern
part of the country.

366. Although there is guidance issued to banks, insurance and casinos, only BoM has
conducted post inspection follewps of banksand this has had positivéfect in the general
understanding of AML/CFT obligations and ML/TF risk$1e sanctions applied to sorakthe
commercial banks ha& triggered increased compliance levels by the institutiddther
supervisors acknowledged that no follow action has beemade by them to tirereporting
entities to ensure compliancgnce most of the supervisors were not aware of their AML/CFT
obligations

367. Although ISSM developed and issued AML/CFT guidelines in June, 20d8sit
too early to gauge their effectivenesbhe ISSM had recently undegken to promote
understanding of AML/CFT obligations artie ML/TF risks in the sectoby issuinga
guestionnaire to insurance businessAt.the time of the onsite, administration of the
guestionnaire was still in progress d&6M was not able to share the findingmwever, the

Second RounMER of MozambigueMay 2021
ESAAMLG



b 112

efforts dd not seem to follow a methodology with clear objectives on ighattended to be
achievel, and as a resulvas likely to have little impact on relevant supervisory actions. The
supervisor hd not allocated human and financial resources for AML/CFT supervision of the
sector

368. Among all DNFBP supervisors, only ti@&G hal recently issued sectapecific

guidance to casinos, with the resill to develop guidance for their sectoAll DNFBP

supervisorswere yet to implement rislbased supervisioand no work hal commenced to
promoteanunderstanding of AML/CFT obligatioremd ML/TF risks by reporting entities.

369. The BoM, Bankers Associaticsnd GIFiM have undertaken initiatives to create
awarenes®n ML/TF risks and AML/CFT obligations arising from the changes in laws and
regulationsamong reporting entitie¥ he financiakector supervisotsad conducted eleven (11)
seminars to the banking and insurance sectors between 2018 and 2019. Through these forums,
banks have been tasked to support Baid GIFiM, in dealing with corruption. The Bankers
Associationwasnot aware ofhe existence 0As and VASPdutwas going to engage relevant
stakeholders to find a way forward.

370. Overall, promotion of understanding of AML/CFT obligations by reporting entities
is limited to commercial banks, with the rest of the reporting entities et@ngagedy their
supervisors. All the supervisors lack adequate capacity and training to supervise their sectors.

Overall conclusions on 10.3

371. Fls and DNFBP supervisors in Mozambique lack understanding of ML/TF risks,
and have not yet sted implementing rislbased supervision of their sectoasmd do not have
resources for AML/CFT supervisiorMajority of supervisorshave not yetdevelomgd the
supervisory tooland programmefor use ineffectively supervising their sectocommensurate
with the identified risks The nature and level of coordination and cooperatietween
supervisorswith industry associations, through proingt awarenessaising amongeporting
entitiesof their AML/CFT obligatiors is still low. Mozambique does not have a regulatory and
supervisry framework for VASPs and VAs.

Mozambique has achieved bow level of effectiveness forrhmediate Outcome 3.
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7. LEGAL PERSONS AND ARRANGEMENTS

7.1.Key Findings andRecommended Actions

Key Findings

a)

b)

d)

a)

b)

Recommended Actions

Information on creation and types of legal persoravadlable in Mozambique
at the registry of legal persons.

The authorities are not aware of théL/TF threats and vulnerabiks which
could result in possible misusetbk different types of legal persons created in
Mozambique. A factor which could be affecting identification of cases where
foreign legal entities or arrangements have been used in domestit-ML
schemes, as no such cases were provided by the authorities.

Basic information is made publicly available through the registry managed by
the CREL. However, CREL is under resourced and it cannot take the appropriate
measures to ensure the accuracy of information held in the regisbgugh it

is empavered to obtin BO information at the time of registration of legal
persons, it does not do so.

Reporting entities are the only source of BO information on legal persons. This
information is often not availahlerinaccurate onotup-to-datewhen available
because foshortcoming in the understanding and implementation of BO
identification requirements by Fls and DNFBRsadditionnot alllegal persons
maintain a business relationship with reporting entéget is not a requirement

The level of sanctionghich can bémposed by authorities on entities that do
not comply with registration or licensing obligations or timely provisoén
information to other competent authorities are guisggnificantandcannot be
consideredo be dissuasive, effective and proportionafée authorities could
not demonstrate that they had imposed any of the sanctions.

There is no legislation allowingf the creation of trusts in Mozambique or regulat
the provision of trustee services to foreign trustsy foreign trustees

Conduct a comprehensive assessment of ML/TF risks to all types of legal persons
including foundations ah associations created in Mozambique to enable
identification of legal persons likely to be abused and misused for ML/TF
purposesUse the results to build awareness on ML/TF risks associated

with legal persons created in Mozambique.
Authorities shouldenforce current requirements émsure reporting entities

obtain and maintain accurate information on B@d timely accessof the
informationby competent authorities
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c) Provide adequate resources to CRi6lenable it to keepasic information held
in the register accurate and updatedtarstiart obtaining BO information during
registration of legal persoms required under the law

d) Broaden the understanding of the Competent Authorities on the cond@pt of
andassess ML/TFisks associated with legal persons created in Mozambique

e) The sanctions regime for violations by companies pertaining to filing updated
information with the companies registry and the timely provision of accurate and
adequate information to competent awities should be revised to make the
sanctions more effective, proportionate and dissuasive

f) Consider the extent of foreign trusts operating or being managed in Mozambique,
and adopt appropriate mitigating measures including to enable the identification
of trustees by reporting entities and competent autharities

372. The relevant Immediate Outcome considered and assessed in this chapter is 10.

The Recommendations relevant for the assessment of effectiveness under this sectigd-are R.
2544

7.2.Immediate Outcome 5 (Legal Persons and Armagements)

7.2.1.Public availability of information on the creation and types of legal persons and
arrangements

373. ThelLegal Entities Register (CREL) provides requirements on the creation of legal
persons and the types whican be created

374. CREL informed the assessors thafiormation on the creation and types of legal
persons which can be created (including legal provisions, incorporation processyastc.)
available online.lt further indicated that the onlineaformation included requirementfc
procedures involved (e.g. documentation and specific information requireel) making
changesafter incorporatiorf® Further, that after regisiag, the entities will obtain the license
from the Ministry responsiblfor the activity they intend to engagéin

375. CREL further informed the assessors tha-profit legal persons ¢undations
associationgreligious organisations, NGOgp through the same registration process like
with legal personsThe only difference according to it, wiee licensing authority, whicmight
be the Ministry of Foreign Affairsor the Ministry of Justicedepending on the type dhe
foundation or associatidialsosee 10 10)

44 The availability of accurate and tip-date basic and beneifit ownership information is also assessed by the

OECD Global Forum on Transparency and Exchange of Information for Tax Purposes. In some cases, the findings may

di ffer due to differences in the FATF anadd sGpeodb thd Forumbés
standards.

“https://www.portaldogoverno.gov.mz/por/Empresas/Registos/RedgsBnciedades/Procedimenies
documendicao Note has to be taken that although this link was made reference to by the authorities, no
translated information held on the website was eventually provided to the assessors to confirm the
submissions by the authorities.

46 However, thisinformation could not be verified as the link provided only provides information in
Portuguese.
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376. Theassessarwere further informed thdozambique does not recognise the legal
concept of a trust. Thefore thetype of legal entity "trust" is not included in the list of types of
legal persongarrangementshat can be created. Thus, a trust or a foreign/trusteecannot
develop commercial activity in Mozambigudowever, this could not be demonstrated by the
authorities as in practice no specific monitoring is being done

7.2.2.1dentification, assessment and understanding of ML/TF risks and vulnerabilities
of legal entities

377. There is no assessment of the ML/TF risks associated with the various types of
legal persons created and registered in Mozambique to identify the nature of vulnerabilities and
typologies of misuse for ML/TF purposes. Regardingnprofit personsauthorities have not
undertaken a comprehensive review to identifyich entitiesare particularly at risk of being
abused for TF purpos€also see para 32

378. Registries officers anMRA officers and other competent bodies do not seem to
understand the risks of ML/TF, in particuleggardng the ultimateeffective ownership of legal
persons. No statistics were provided on the number of registered companies in Mozambique that
do not engage in business activities. The Ministry of Justamgrezes that the number of entities

in this categorymust be hugas well aghe consequent risks. However, it states that it has no
powers to act, namely to dissolve those dormant entiles Ministry and thether authorities

do not seento beaware 6 the risks posedy theentitied e x p obsingabesedtfor ML/TF
purposes.The ML/TF risks of foreignlegal persons intending to be @wcorporated in
Mozambiqueare not assessk The authorities are therefore not aware of any possible ML/TF
risks which might be posed by foreign legal persons. Careful consideration of such risks could be
important i f consi der aHiddennDehd s chakemhoththe déurrentl
Mozambique, where companies and top government officials agedlte have defrauded and
laundered huge amounts of money belonging to both investors and the Government (see Box 6).

379. The SERNICandPPOcould not provideiny case involving the misuse of a legal

person for the purpose of money laundering or terrorist finanSIBRNIC and PPO officers do

not have much experience on how legal persamsbemisused for ML/TF.The LEAs do not

look at legal entities gsotentialML vehicles, whiclposea great risk for the whole system.

the absence of a risk assessment of legal persons the authorities are not able to assess the risks
associated with each type of legal person created in Mozambique.

7.2.3.Mitigating measures to prevent the misuse of legal persons and arrangements

380. Few contrd mechanisms are in place to mitigate ML/TF risks relating to legal
entities, such as public availability of information pertaining to legal entities, the use of an
electronic database and expansive access to information by competent authorities.

381. There arenomeasures in place to prevent the misuse of legal persons devefoped
identified ML/TF risks asno risk assessment has beeme for this sector

382. The standardization of theeation oflegal entitiesprocessand centralization of
this information iranelectronicdatabasare some of the measutaken inpreventing the misuse
of legal persons for ML/TFAccording to the CREL nformation on the legal owner, as well as
other supplementary information (e.g. company name, company resickaitang capital,
shareholder and company manager names, etc.), is required at thidHolvesezr, acording to
CREL, not all the legal persons complete the registration and licensing proEesther,
according to it,égal persons with shareholdiage obligedo keep a share register. This register
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