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Executive summary

In October 2018, thd=inancial Action Task ForceFATF) adopted changes to its
Recommendations to explicitly clarify that they apply to financial activities involving

virtual asset s, and al so added two new defini
“virtual asset ser vi cdFATFRevommendation 5guBd8) . The
that VASPs be regulated for amtioney laundering and combating the financing of

terrorism (AML/CFT) purposes, liceeed or registered, and subject to effective systems

for monitoring or supervision.

In June 2019, the FAT adopted an Interpretive Note to Recommendation 15 to further
clarify how the FATF requirements should apply in relation to VAs and VASPSs, in
particular with regard to the application of the fisdsed approadirRBA)-to VA activities

or operations and VASs; supervision omonitoring of VASPs for AML/CFT purposes;
licensing or registration; preventive measures, such as customer due diligence,
recordkeeping, and suspicious transaction reporting, among others; sanctions and other
enforcement measures; anteimational ceoperation.

The FATF also adoptegh earlier version of thighe-presenGuidancé on the application

of the RBA-risk-based approado VAs and VASPs!in June 2019. It is intended both
helpbethnational authorities in understanding and developing regulatory and supervisory
responses to VA activities and VASPs, and to help private sector entities seeking to engage
in VA activities, in understanding their AML/CFT obligations and how they can afébgt

comply with these requirements.

This Guidance outlines the need for countries and VASPS, and other entities involved in

VA activities, to understand theoney laundering and terrorist financilgLy/TF) risks

associated withheiVVA activities and dke appropriate mitigating measures to address

therthose risks In particular, the Guidance provides examples of risk indicators that

should specifically be considered in a VA context, with an emphasis on factors that would

further obfuscate transactionso i nhi bit VASPs’ ability to ident

The Guidance&xamines how VA activities and VASPs fall within the scope of the FATF
Recommendations. It discusses the five types of activities covered by the VASP definition
and provides examples of Vi&lated activities that would fall within the VASP definition
andalso thosehat wouldpotentiallybe excluded from the FATF scope. In that respect, it
highlights the key elements requiredqualify as a VASP, namely acting as a business on
behalf ofthecustomers andetivelyfacilitating VA-related activities.

The Guidancalescribes the application of the FATF Recommendations to countries and
competent authorities; as well as to VASPs and other obliged entities that ergage in
activities, including financial institutions such as banks and securities hilektars,
among others. Almost all of the FATF Recommendations are directly relevant to address
the ML/TF risks associated with VAs and VASPs, while other Recommendations are less
directly or explicitly linked to VAs or VASPs, thougheyare still relevanand applicable.
VASPs therefore have the same full set of obligations as financial institutiobs
BNFEBPR4glesigrated norfinancial businessemd professions

The Guidanceletailsthe full range of obligations applicable to VASPs as well as to VAs
underthe FATF Recommendations, following a RecommendéatpRecommendation
approach. This includes clarifying that all of the funds or valased terms in the FATF
Recommendationg(@, “property, proceeds, “funds,

1 This Guidance updates the 2015 FATF Guidance for a Risk-Based Approach to Virtual Currencies .
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cgaesponding value”) include VAs. Consequent
relevant measures under the FATF Recommendations to VAs, VA activities, and VASPs.

The Guidance explains the VASP registration or licensing requirements, in particular how

to determine in which country/ies VASPs should be registered or licerestea minimum

where they were created; or in the jurisdiction where their business is located in cases where
they are a natural person, but jurisdictions can alsosehto require VABs to be licensed |
or registered before conducting business in their jurisdiction or from their jurisdiction. The
Guidance further underlines that national authorities are required to take action to identify
natural or legal persons that carry out VA atiééd without the requisite license or
registration. This would be equally applicablgto countrieswhich-that have chosen to

prohibit VA and VA activities athe national level.

Regarding VASP supervisiothe Guidance makes clear that only compesertorities

and not selfegulatorybodies can act as VASP supervisory or monitoring bod#esd-rot
selfregulatery-beodies. They should conduct riskased supervision or monitoring, with

adequate powerdcluding the power to conduct inspections, pamthe production of

information and impose sanction$here is a specific focus on the importance of

international ceoperation between supervisors, given the ebogsr der nat ure of VA
activities and provision of services.

The Guidance makes cleaathVASPs, and other entities involved in VA activities, need

to apply all the preventive measures described in FATF Recommendations 10 to 21. The
Guidance explains how these obligations should be fulfilled in a VA context and provides
clarifications regarithg the specific requirements applicakbésgardingto the USD/EUR |
1000 threshold for VA occasional transactions, above which VASPs must conduct
customer due diligence (Recommendation 10); and the obligation to obtain, hold, and
transmit required originatand beneficiary information, immediately and securely, when
conducting VA transfers (Recommendation (6) h e ‘' t rAs theeguidance makes) |
clear, relevant authorities should-aalinate to ensure this can be done in a way that is
compatible withnhational data protection and privacy rules.

Finally, the Guidance provides examples of jurisdictional approaches to regulating,
supervising, and enforcing VA activities, VASPs, and other obliged entities for AML/CFT.

In [June 202], this Guidance wasgpdated to providéhe public and private sectors with
revised guidance. These revissdocused on six key areas where greater guidance from
the FATF was sought. These ai@ (1) clarify the definitions of VA and VASRo make
clear that these definitiorsge expansivand there should not be a case where a relevant
financial asset is not covered by the FATF Standards (either as a VA or as a traditional
financial asset)(2) provide guidance on how the FATF Standards applgcoalled
stablecoins, (3provide additional guidance on the risks and potential risk mitigants for
peerto-peer transactions, ($rovideupdated guidanocenthe licensing and registration of
VASPs (5) provide additional guidance for the public and private sectorsghe
implementation of h e ‘ t r, and (6)includewPlineiples of InformatieBharing and
Co-operatiorAmongstVASP SupervisorsThis document incorporates and supersedes the
2019Guidance.
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Section | - Introduction

Background

1.

New technologiesproducts, and related services have the potential to spur financial
innovation and efficiency and improve financial inclusion, but they also create new
opportunities for criminals and terrorists to launder their proceeds or finance their illicit
activities The riskbased approach is central to the effective implementation of the revised
Financial Action Task Force (FATF) International Standards on Combating Money
Laundering and the Financing of Terrorism and Proliferation, which FATF members
adopted in 202, and the FATF therefore actively monitors the risks relating to new
technologiesThe monitoring of new and emerging risks, including thesrigkating to

new technologies, should inforthe risk assessment processcofintries and obliged
entities andas per the riskbased approacishouldguide the allocation ofesourcess
appropriate to mitigattheserisks.

In June 2014, the FATF issuédirtual Currencies: Key Definitions and Potential
AML/CFT Riskdn response to the emergence of virtual curehend their associated
payment mechanisms for providing new methods of transmitting value over the Internet.
In June 2015, the FATF issued tBiidance for a RisBased Approach to Virtual
Currencies(the 2015 VC Guidance) as part of a staged approaatidiessing the money
laundering and terrorist financing (ML/TF) risks associated with virtual currency payment
products and services.

The 2015 VC Guidance focuses on the points where virtual currency activities intersect
with and provide gateways to andrn (.e., the on and off ramps to) the traditional
regulated financial system, in particular convertible virtual currency exchangers. In recent
years, however, the virtual asset space has evolved to include a range of new products and
services, business mels, and activities and interactions, including virieabirtual asset
transactions.

In particular, the virtual asset ecosystem has seen the rise of ancepmmétyced
cryptocurrencies (AECs), mixers and tumblers, decentralized platforms and exchadges,
other types of products and services that enable or allow for reduced transparency and
increased obfuscation of financial flows, as well as the emergence of other virtual asset
business models or activities such as initial coin offerings (ICOs) tseipr ML/ TRisks,
reludingfraud and market manipulatiaisks. Further, new illicit financing typologies
continue to emerge, including the increasing use of vittyairtual layering schemes that
attempt to further obfuscate transactions in a comparatively easy, cheap, and secure
manner.

Given the developmerof additional products and services and the introduction of new
types of providers in this space, the FATF recognized the need for further clarification on
the application of th€ATF Standards to new technologies and providers. In particular, in
October2018, the FATF adopted two new Glossary definitiefisv i r t u a | asset’”
“virtual asset s-eandupdated Recommendhtiom 15 (séeAmExR).
The objectives of those changes were to further clarify the application of the FATF
Standardgo VA activities and VASPs in order to ensure a level regulatory playing field
for VASPs globally and to assist jurisdictions in mitigating the ML/TF risks associated
with VA activities and in protecting the integrity of the global financial system. Aid-F

also clarified that the Standards apply to both virtaalirtual and virtualto-fiat
transactions and interactions involving VAs.
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6. In June 2019, the FATF adopted an Interpretive Note to Recommendation 15 (INR. 15) to
further clarify how the FATF requements should apply in relation to VAs and VASPs, in
particular with regard to the application of the fisksed approach to VA activities or
operations and VASPs; supervision or monitoring of VASPs forraatiey laundering
and countering the financind terrorism (AML/CFT) purposes; licensing or registration;
preventive measures, such as customer due diligence, recordkeeping, and suspicious
transaction reporting, among others; sanctions and other enforcement measures; and
international ceoperation (se@dnnex A).

7. The FATF adopted this Guidance at its June 2019 PleRalipwing the adoption of this
Guidance and the revisions to the FATF Standards, the FATF continued its enhanced
monitoring of the VA sectoandtheimplementation of the revised Standabgscountries
In June2020, the FATF completeits 12-Month Review of the Revised FATF Standards
on VAs and VASR®md released its findings in a reporhis report foundhat, overall, both
the public and private sectors had made progress in implementing the revised FATF
Standards The report found, however, challenges remain, witmso j ur i sdi ct i
AML/CFT regimes for VASPs not yet established or not yet operatiohal.rédportalso
identified areas where greater FATF guidance was necessary to thardyplication of
the revised FATF Standards. Simultaneously with this report, the FATF also released its
Report to the G20 on Smlled StablecoinsThis report sets out how the revised FATF
Standards apply to stalledstablecoins and considers the AML/CFT issle&eptember
2020, the FATF also releasadeport or'VA Red Flag Indicators of ML/Tfér useby the
public and private seats. Finally, in March 2021, tle FATF released it§uidance on a
Risk-BasedApproach to AML/CFTSupervision While this report addresses AML/CFT
supervision broadly, it includes a compendium of information for the AML/CFT
supervision of VASPs specifically

78.The 12month review report and G20 report bottmmitted the FATFRo release updated
Guidancefor the public and private sector on the revised FATF Standards and their
application to VAs and VASPs. In particular, these teports set out six main areas where
greaterGuidance was soughf.o address these six ase#his Guidance was updated in
[June 2021]to (1) clarify the definitions of VA and VASP to make clear that these
definitions are expansive and there shouldb@oé case where a relevant financial asset is
not covered by the FATF Standards (either as a VA or as a traditional financial asset), (2)
provide guidance on how the FATF Standards apply tcafled stablecoins, (3)rovide
additional guidance on the rslkand potential risk mitigants for peerpeer transactions,
(4) provide updated guidanos the licensing and registration of VASPSs, (5) to provide
additional guidance for the public and private sectorthien mp |l e ment ati on of
r ul e’ ta imdude(P@inciples of Informatie8haring and Coperation Amongst
VASP SupervisorsThe Guidance was also updated to reflect the passage of time and the
publication of the otheffATF reports including thoseoutlined aboveThe updates to this
Guidanceare summarised in Annex B.

Purpose of the Guidance

8.9.This updatedGuidance expands on the 2015 VC Guidance and further explains the
application of the ristbased approach to AML/CFT measures for VAs; identifies the
entities that conduct activities operations relating to VA-i.e., VASPs; and clarifies the
application of the FATF Recommendations to VAs and VASPs. The Guidance is intended
to help national authorities in understanding and developing regulatory resgonses
covered VA activities and VASPmcluding by amending national laws, where applicable,

For Official Use



https://www.fatf-gafi.org/media/fatf/documents/recommendations/12-Month-Review-Revised-FATF-Standards-Virtual-Assets-VASPS.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/12-Month-Review-Revised-FATF-Standards-Virtual-Assets-VASPS.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Virtual-Assets-FATF-Report-G20-So-Called-Stablecoins.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/Virtual-Assets-Red-Flag-Indicators.pdf

8 | FATF/PDG(2020)19/REY

in their respective jurisdictions in order to address the ML/TF risks associated with covered
VA activities and VASPs.

9.10. The Guidance also is intended to help private sector entities seeking to engage
VA activities or operations as defined in the FATF Glossary to better understand their
AML/CFT obligations and how they can effectively comply with the FATF requirements.

It provides guidelines to countries, competent authorities, and industry fdesign and
implementation of a riskased AML/CFT regulatory and supervisory framework for VA
activities and VASPs, including the application of preventive measures such as customer
due diligence, recorleeping, and suspicious transaction reporting, arotmg measures.

1011. The Guidance incorporates the terms adopted by the FATF in October 2018 and
readers are referred to the FATF Gl ossary def
service provider” (Annex A).

1312, The Guidance seeks to explain how theTFARecommendations should apply to
VA activities and VASPs; provides examples, where relevant or potentially most useful;
and identifies obstacles to applying mitigating measures alongside potential solutions. It is
intended to serve as a complement todRemendation 15 on New Technologies (R. 15)
and its Interpretive Note, which describe the full range of obligations applicable to VASPs
as well as to VAs under the FATF Recommendations, including the Recommendations
relating t o “propernt'y,”fungdrsocerdxo,t’her f larsck et
“corresponding value.” I n doing so, the Guida
national AML/CFT measures for the regulation and supervision of VASPs (as well as other
obliged entities) and the covered VAiaities in which they engage and the development
of a common understanding of what a fislsed approach to AML/CFT entails.

213, Whlle the FATF notes thaemege\emmen@me countrlelaavelmplementeape

aeqgulatory

regimes for \As andVASPs many anwunsdmﬂonsde—net—yet—h&ve—m—plabave not
yetput in placeeffective AML/CFT frameworks for mitigating the ML/TF risks associated

with VA activities in particular, even as VA activities develop globally and VASPs
increasingly operate across jurisdictions. The rapid development, increasing functionality,
growing aloption, and global, crogsorder nature of VAs therefore makes the urgent action
by countries to mitigate the ML/TF risks presented by VA activities and VASPs a key
priority of the FATF. While this Guidance is intended to facilitate the implementation of
the riskbased approach to covered VA activities and VASPs for AML/CFT purposes, the
FATF recognizes that other types of policy consideratisagarate from AML/CFTmay

come into play and shape the regulatory response to the VASP sector in individual
jurisdictions.

Scope of the Guidance

1314. The FATF Recommendations require all jurisdictions to impose specified,
activitiesbased AML/CFT requirements on financial institutions (Flepd-designated
nortfinancial businesses and professions (DNFBBs)l VASPsard ensure their
compliance with those obligations. The FATF has agreed that all of the- fundalue
based terms in the FATF Recommendatieng,( “pr operty,” “proceeds,’
or other assets,” and ot her tHatcountieeshquidindi ng va
apply all of the relevant measures under the FATF Recommendations to VAs, VA
activities, and VASPs. The primary focud the Guidance is to describe how the
Recommendations apply to VAs, VA activities, and VASPs in order to helprezsibetter
understand how they should implement the FATF Standards effectively.

For Official Use
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15. Further, the Guidance focuses on VAs that @oevertibleforto other funds or value, |
including both VAs that are convertible to another VA and VAs that are convertibé to fi
or that intersect with the fiat financial systefmving—+regard—to—the VA—and-VASP
definitions It does not address other regulatory matters that are potentially relevant to VAs
and VASPs €.g, consumegrnd investoprotection, prudential safety asdundness, tax,
antiHfraud or antimarket manipulation issues, network IT security standards, or financial
stability concerns).

16. This Guidancealso does not address central b&éskied digital currencie§ o r FATF' s
purposes, these are noAs. TheFATF Standards however apply to central bank digital
currenciesimilar toany other form of fiat currency issued by a central ba@kntral bank
digital currencies may have unighé /TF risks compared with physical fiat cuancy,
depending on their desigdowever their noninclusion in thisGuidance does not indicate
the FATF considers them unimportant. Rather, it is a product of the fact that they are
cateqgorized as fiat currency, rather than the VAs that this Guidance addresses.

1

1417, The Guidance recognizebat an effective riskbased approach will reflect the
natur e, di versity, and mat risk profilg of thefsector, count r y’
the risk profile ofindividual VASPs operating in the sector and the legal and regulatory
approach in the emtry, taking into account the crebsrder, Internebased nature and
global reach of most VA activities. The Guidance sets out different elements that countries
and VASPs should consider when designing and implementing -basgd approach.
When consideng the general principles outlined in the Guidance, national authorities will
have to take into consideration their national context, including the supervisory approach
and legal framework as well as the risks present in their jurisdiction, againtiofitgie
potentially global reach of VA activities.

15.18. The Guidance takes into account that just as illicit actors can abuse any institution
that engages in financial activities, illicit actors can abuse VASPs engaging in VA
activities, for ML, TF, sanctionsvasion, fraud, and other nefarious purposes. The 2015
VC Guidance, the 2018 FATF Risk, Trends, and Methods Group papers relating to this
topic, and FATF reports and statements relating to the ML/TF risks associated with VAs,
VA activities, and/or VASP&for example, highlight and provide further context regarding
the ML/TF risks associated with VA activities. While VAs may provide another form of
value for conducting ML and TF, and VA activities may serve as another mechanism for
the illegal transfer ofaiue or funds, countries should not necessarily categorize VASPSs or
VA activities as inherently high ML/TF risks. The crdssrder nature of, potential
enhancedéhnonymity associated with, and nfateto-face business relationships and
transactionsfacildt ed by VA activities should neverthel
of risk. The extent and quality of a country’ :
as the implementation of ridkased controls and mitigating measures by VASPs also
influencethe overall risks and threats associated with covered VA activities. The Guidance
also recognizes that despite these measures, there may still be some residual risk, which

Further information on central bank digital currencies is in Annex B of the FATF’s Report to the G20
on So-called Stablecoins.

See, for example, the July 2018 FATF report to G-20 Finance Ministers and Central Bank Governors;
the February 2019 FATF public statement on mitigating risks from virtual assets; and-the April 2019
FATF report to G-20 Finance Ministers and Central Bank Governors, the June 2020 12-month review
of the revised FATF Standards on virtual assets/VASPs, the June 2020 FATF report to the G20
Finance Ministers and Central Bank Governors on so-called stablecoins and the September 2020
FATF report on virtual assets red flag indicators of ML/TF. =
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competent authorities and VASPs should consider in devising appropriate solutions.
Jurisdictions should individually examine VAsd VASP activitiesn the context of their

own financial sectors and requlatory and supervisory systems to arrive at an assessment of
their risk.

19. Since the FATF finalised the revision to its Standards in June 2019, it has continued to
monitor trends in the use of VAer ML/TF purposes. As set out in i8eptember 2020
report onVirtual Asset Red Flag Indicators of ML/Tthe FATF has observed that VAs
arebecoming increasingly mainstream for criminal activity more broadly. The majority of
VA -related offences focused on predicate or dffiences. Notwithstanding, criminals did
make use of VAs to evade financial sanctions and to raise funds to support terrorism. The
types of offences reported by jurisdictions include ML, the sale of controlled substances
and other illegal items (includinfirearms), fraud, tax evasion, computer crimes (e.g.
cyberattacks resulting in thefts), child exploitation, human trafficking, sanctions evasion,
and TF. Among theséwo types of misuse stand out as the most comifibese ardlicit
trafficking in contolled substances, either with sales transacted directly in VAs or the use
of VAs as an ML layering techniquandfrauds, scams, ransomware, and extortion. More
recently, professional ML networks have started exploiting VAs as one of their means to
transfer, collect, or layer proceeds.

1620. The Guidance recognizes that “new” or inno:
engaging in, or that facilitate financi al act |
approaches and that jurisdictions should also assess the risks arising from and appropriately
mitigate the risks such new methods of performing a traditional eadregulated
financial activity, such as the use of VAs in the context of payment services or securities

activities, as well.

1721, Other stakeholders, includingASPs, Fls and other obliged entities that provide
bankingor other financiakervices to VASPs dp customers involved in VA activities
thatengage- i VASP-activititiemselves should also consider the aforementioned factors.
As with all customersFIs should apply a riskased approach when considering
establishing or continuing relationshipsthviVASPs or customers involved in VA
activities,evaluate the ML/TF risks of the business relationship, and assess whether those
risks can be appropriately mitigated and mandged Section IV)lt is important that Fls
apply the riskbased approach prapeand do not resort to the wholesale termination or
exclusion of customer relationships within the VASP sector witlioutppropriately

targeteda-properrisk assessment.

1822. In considering the Guidance, countries, VASPs and other obliged entities that
engae in or provide covered VA activities should recall the key principles underlying the
design and application of the FATF Recommendations and that are relevant in the VA
context:

a) Functional equivalence and objectivieased approachThe FATF requirements,
including as they apply in the VA space, are compatible with a variety of different
legal and administrative systems. They broadly explain what must be done but not
in an overlyspecific manner about how implementation should occur in order to
allow for different options, where appropriate. Any clarifications to the
requirements should not require jurisdictions that have already adopted adequate
measures to achieve the objectives of the FATF Recommendatiohartge the
form or substancef their laws andegulations. The Guidance seeks to support
endsbased or objectivesased implementation of the relevant FATF
Recommendationsrather than impose a rigid prescriptive eizefits-all
regulatory regime across all jurisdictions.
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b) Technologyneutrality and fture-proofing. The requirements applicable to VAs,
as value or funds, to covered VA activities, and to VASPs apply irrespective of the
technological platform involved. Equally, the requiremefisioare-retintended
to give preference to specific products, services, or solutions offered by commercial
providers, including technological implementation solutions that aim to assist
providers in complying with their AML/CFT obligations. Rather, the requirements
are intendedo have sufficient flexibilitysothat countries and relevant entities can
apply them to existing technologies as well as to evolving and emerging
technologies without requiring additional revisions.

_)_Levelplaylng fleld (functlonal treatment)—@eamnes—ad—me#—eempetent
© ) —aR-equarie . atery and

&nd—sewreesand%aseete#theaen%mﬁmehmmesﬁe@ggnes and
their competent authorities should treat all VASPs, regardless of business model,

on an eqal footing from a reqgulatory and supervisory perspective when they
provide fundamentally similar servicdsis an assessment of risks, based on the
nature of the products and services offered, that should guide countries in imposing
requlation and supeision. Moreover, allcountriesshould strive to ensuriheir
domestic regimes contribute@ven andfficientimplementatiorgloballyin order

to avoid jurisdictionabnd supervisorarbitrage although there is no impediment

to countriesmposing additional requirements that go beyond the FATF Standards
to respond to the | ur.lmsadditiontcountriressHouldo wn
aim to keep requlation and supervision for VASPs consistent with that which it uses
for Flsthat provde functionally similar services with similar ML/TF risks. As with

Fils and DNFBPs, countries should therefore subject VASPs to AML/CFT
requirements that are functionally equivalent to other entities when they offer
similar products and services with simitssks and based on the activities in which
the entities engage.

1923. This Guidance is nehinding and does not overrule the purview of national

authorities, including on their assessment and categorization of VASPs, VAs, and VA

activities, as pethe-county-orregional-circumstancethe prevailing ML/TF risks, and

other contextual factors. It draws on the experiences of countries and of the private sector

and is intended to assist competent authorities, VASPs, and relevarg.d;lbdnks
engaging in covwed VA activities) in effectively implementing the FATF
Recommendations using a rAbksed approach.

Structure

2024, This Guidance is organized as follows: Section Il examines how VA activities and

VASPs fall within the scope of the FATF Recommendations; Sediiatescribes the
application of the FATF Recommendations to countries and competent authorities; Section
IV explains the application of the FATF Recommendations to VASPs and other obliged
entities that engage in or provide VA covered activities, incudils such as banks and
securities brokedealers, among othemsadSection V provides examples of jurisdictional
approaches to regulating, supervising, and enforcing covered VA activities and VASPs
(and other obliged entities) for AML/CETand Section Visets out Principles for
International Ceoperation and InformatieBharing amongst VASP Supervisers.

- Annex A es-A-Brand-C-include-relevantresources-thataugment-this-Guidance,

ineluding—the—June—2014ATFVirtual—Currencies—Key—Definitions—and—Petential
AML/ICFTRiskspaper—the Juhe 2015 VCGuidaissts outthe updated text of
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Recommendation 15 and its Interpretive N
service provi dethé FATFeGlossaryAtnexoEhsets aui thelchanges
made to this Guidance in the June 20ptlate

Section Il — Scope of FATF Standards

22.26. Section 1l discusses the applicability of the +islsed approach to VA activities
and VASPs and explains how thessivities and providers should be subject to AML/CFT
requirements under the international standards. As described in paragraph 2 of INR. 15,
VASPs are subject to the relevant measures under the FATF Recommendations based on
the types of activities in whiicthey engage. Similarly, VAs are captured by the relevant
measures under the FATF Recommendations that relate to funds or value, broadly, or that
specifically reference fundsr valuebased terms.

2327. It should be underscored that when VASPs engage initnaaifiatonly activities
or fiat-to-fiat transactions (which are outside the scope of the vittaartual and virtual
to-fiat activities covered by the VASP definition), they afecoursesubject to the same
measures as any other equivalent traditigmstitution or entity normally would be under
the FATF standards.

Initial Risk Assessment

24-28. The FATF Recommendations do netdetermingrejudgeany sector as higher
risk. The standards identify sectors that may be vulnerable to ML and TF; however the
overall riskat a national leveshould bedeterminedy individual jurisdictionghrough an
assessment of the seeten this case, the VASP sectesianational-level Different
entities within a sector may pose a higher or lower risk depending on a variety of factors,
including products, services, customers, geographyiness modeland the strength of

ot e,

the entity’s compl i antsetsquttleegoopenf.the Boplicatianme nd at i

oftheriskb ased approach as follows: who shoul
those subject to the AML/CFT regime should be supervised or monitored for compliance
with the regime; how those subject to &dL/CFT regime should be required to comply;

and consideration of the engagement in customer relationships by VASPs and other obliged
entities involved in covered VA activities. Further, the FATF does not support the
wholesaleand indiscriminatderminaton or restriction of business relationships with a
particular sectord.g, FI relationships with VASPsegardles®f their risk profile where

relevant) to avoid, rather t h-basedaparoaahge, r

- dhoerrEhospecnes IR melee cadel e elobioto WA VA Hnaneln]
activities-or-operations—and-VASPs-Acceordinglynder the riskbased approach and in
accordance with paragraph 2 of INR. 15, countries should identify, assess, and understand
the ML/TF risks emergig from this space and focus their AML/CFT efforts on potentially
higherrisk VAs, covered VA activities, and VASPs. Similarly, countries should require
VASPs (as well as other obliged entities that engage in VA financial activities or operations
or provice VA products or services) to identify, assess, and take effective action to mitigate
their ML/TF risks.

26-30. A VASP's risk assessment should take
VASP as well as its competent authorities consider relevant, inglttai types of services,
products, or transactions involved; customer risk; geographical factors; type(s) of VA
exchanged, among other factors.
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2731. VAs can enable nofaceto-face business relationships or permit transastion

take place without the use, involvement or requlatory regime of a VASP oAsRiith

instantaneously and largely irreversiband to facilitate a range of financial activities

from money or value transfer services to securities, commodities or derivaiat=]
activity, among others. Thus, the absence of-tadace contacbr thelack of involvement

of a requlated VASP or Fh VA financial activities or operations may indicate higher
ML/TF risks, and thus may require appropriate risk mitigating measures to identify or
combat relevant illicit activities or frauds, such as the ofetrong digital identity
solutions* Similarly, VA products or services that facilitate pseudonymous or anonymity
enhanced transactiorsl so pose higher ML/ TF risks, par
ability to identify the beneficiaryFhetatterLack of customer and counterparty
identificatior+ is especially concerning in the context of VAs, which are ebasder in

nature. If customer identification and verification measures do not adequately address the
risks associated with neflaceto-face oropaque transactions, the ML/TF risks increase, as
does the difficulty in tracing the associated funds and identifying transaction counterparties.

28- The extent to which users can use VAs or VASPs globally for making payments or
transferring funds is ab an important factor that countries should take into account when
determining the level of risk. lllicit users of VAs, for example, may take advantage of the
global reach and transaction speed that VAs prowadewell asef-the-inadequateor
inconsisten regulation or supervision of VA financial activities and providers across
jurisdictions, which creates an inconsistent legal and regulatory playing field in the VA
ecosystem. As with other mobile or Interbatsed payment services and mechanisms that
canbe used to transfer funds globally or in a wide geographical area with a large number
of counterparties, VAs can be more attractive to criminals for ML/TF purposes than purely
domestic business models.

32.

29.33. In addition, VASPs located in one jurisdictiomay offer their products and
services to customers located in another jurisdiction where they may be subject to different
AML/CFT obligations and oversight. This is of concern where the VASP is located in a
jurisdiction with weak or even neexistent AMLICFT controlsor where there is a shortfall
in the ability of jurisdictiongo providethe widest range of internationeb-operation
Similarly, the sheer range of providers in the VA space and their presence across several,
if not nearly all jurisdictions can increase the ML/TF risks associated with VAs and VA
financial activities due to potential gaps in customer and transaction informatiais a
particular concern in the context of crdssrder transactions and when there is a lack of
clarity on which entities or persons (natural or legal) involved in the transaction are subject
to AML/CFT measures and which countries are responsible for regulating (including
licensing and/or registering) and supervising or monitoring those entitiesrigsliance
with their AML/CFT obligationsFurther, if a VA achieves sufficient global adoption by
customersuch that it isised as a medium of exchange and store of value without the use
of a VASP or other regulated financial institution, lack of AMLACEontrols and
compliance could pose especially high risk.

Box 1. So-called stablecoins and ML/TF risks

4 Further information on digital identity is available in the FATF Guidance on Digital ID .
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Sco-called stablecoins purport to overcome the price volatility isasssciated with VAs

by maintaiing a stable value relative to some reference asset or.asetsshare many

of the same potential ML/TF risks as so¥s, becaus®f their potential for anonymity,
global reach andiseto layer illicit funds. The degree to which these risks materialise
depends on the features of the-called stablecoin arrangement, the extent to which
jurisdictions have implemented AML/CFT mitigating measures, and also, critically, on the
extent to which there imassadoptionof the secalled stablecoin.

Some proposed a-called stablecoins have been sponsored by large technology,
telecommunications or financial firms and seem to have the potential for rapid scaling an
massadoption. In the same way as any other laggmle value transfer system, this
propensityfor massadoptionsignificantly increases their risk of criminal abuse for ML/TF
purposesin itsreport to G20the FATFconsideedthat secalled stablecoins with potential

for massadoptionare more likely to becentralised to some extent, with an identifiable
central developer or governance bo8uch central bodies will, in general, be covered by
the FATF Standards astleer a FI or a VASP. Scalled stablecoins may also be
decentralized without a clearly identifiable central developer or governance \Wbadg.
decentralised soalled stablecoins without such an identifiable central body, on the

face of it carry greater ML/TF risks due to their diffuse operatithwe, lack of a central
body mayreducethe likelihoal of massadoption.lt is important that ML/TF risks of so
called stablecoins, particularly those with potential for r@Ekstion, are analysed an
ongoing and forwariboking manner andthese risksare mitigated before such
arrangements are launched.

Importantly,the FATF Standards apply $o-calledstablecoins and their service providers
either asvVAs andVASPsor as traditional financial assets and their service providers. They
should never be outside the scopAML/CFT controls( s e e ‘ Wh a t belovgfor a V
further information about what entities have AML/CFT obligations in ealled
stablecoin arrangeamt)®

Peerto-peer transactions

34.'Peerto-p e e r (P2 P) are tVA aransferscconducteds without the use or
involvement of a VASP asther obliged entitysuch as VA transfrs between two unhosted
wallets. P2P transactiorme not explicitly subjecto AML/CFT obligations under the
FATF Recommendationslhis is becausthe FATF Recommendationgenerally place
obligations on intermediaries between individuals and the financial systdrar tharon
individuals themselveswith some exceptions, such as requirements related to targeted
financialsanctionsThis is similar to the approach taken with physical fiat curréoash)
transactionsalthough therera inherentdifferences between VA transfers and pbabk
cash traners

35.TheFATF recognises that P2P transacsioould pose heightened ML/TF risks they can
potentially be used to avoid the AML/CFT controls imposed on VASPs and obliged entities
in the FATF Recommendationf P2P transactiongain widespreadand mainstream
traction andarereadilyused as a means of payment or investment without a \GASP

5 See the FATF’s report to G20 Finance Ministers and Central Bank Governors on so-called stablecoins
for further information about the application of the FATF Standards to so-called stablecoins and their

ML/TF risks. Further information on so-called stablecoins, their characteristics and broader
regulatory and supervisory issues is set out in the Financial Stability Board’s 2020 Regulation,
Supervision and Oversight of “Global Stablecoin” Arrangements: Final Report and High-Level
Recommendations.
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the number and value of transactions not subject to AML/CFT controls could increase and
possibly lead to systemi®IL/TF vulnerabilities insome jurisdictionsMoreover, full
maturity of these protocols that enaBtPtransactions could foreshadow a future without
financial intermediaries potentially challenging the effectiveness of the FATF
Recommendation¥ASPs and otheobligedentitiesshould consider whether any VAs
productsthey plan to launclor transact withwill enable P2P transactioard, if so, how
ML/TF risks should be mitigatedrhe ML/TF risks are more difficult to address and
mitigate once the products are launchaad thus should be addressed in the design or
development phas&imilarly, VASPs and other obliged entities should consider the extent
to which their customenmsiay engage in, or are involved, in P2P activiguntries should
also consider how ML/TF risks d?2P transactions for some VAs may be mitigated
through, for example, blockchain analytieghich may provide greateisibility over P2P
transactions

Risk factorsrelating to VAs and VASPs

36. There existML/TF risks in relation to VAs, VA financial activities or operations, and
VASPs. In addition to consulting the previous FATF works on this sul§jectd the

FATF's gener al g u i d’mountries aodVASPis shkuld ansiderthe me n t

following_nonexhaustive list okelements, for example, when identifying, assessing, and
determining how best to mitigate the risks associated with covered VA activities and the
provision of VASP products or services:

Elements relating to VAs

a) The number and the vawf VA transfersthe valueand price wlatility of the VA
issuedthe market capitalisationf the VA; the value in circulationthe number of
jurisdictions of users and the number of users in each jurisdietimhhe market
share in paymenfsr a VA in each jurisdictionthe extent to which the VA is used
for crossborder paymentand remittance;

b) The potentialML/TF risks associated witifAs that are exchanged with/for fiat
currency and removed from thraditional financial systermndthe extent to Wwich
VA-based payment channfkstforms interact with, or are connected to-based
payment channelslatformsand digital services/platforms

c) The nature and scope of the VA payment channel or sys&m dpen versus
closedloop systems or systems intended to facilitate mpegments or
governmerto-person/perscto-government payments);

d) The number andalueof VA transfersandthoserelating to illicit activities €.q,
darknet marketplaces, ransomm&and hacking) in the following categories; (1)
between VASPs/othasbliged entities, (2) between VASPs/othebliged entities
and nonrobliged entities, and (3) between nobliged entities (i.e. P2P
transactions)

e) The technological development amgneral adoptiorof use of anonymizing

techniques of VA funds transfer and-al@onymizing techniguese{a, AECs,
mixing and tumbling servicesthe clustering of wallet addresses and risk

For example, the 2015 VC Guidance, 2018 FATF Risk, Trends, and Methods Group papers relating to

this topic, and FATF statements and reports relating to the ML/TF risks associated with VAs, VA

activities, and/or VASPs. Further information on VAs is also available in the FATF’s 2020 Virtual
Assets Red Flag Indicators of Money Laundering and Terrorist Financing .

7

For example, the 2013 National ML/TF Risk Assessment Guidanceand the 2019 TF Risk Assessment
Guidance.
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assessment of wallet addresses using topological patterns of Vé\tiandfewvia
blockdhain or DLT analytical tools

f) Exposure to Internet Protocol (IP) anonymizers such as The Onion Router (TOR),
the Invisible Internet Project (I2P) and other darknets, which may further obfuscate
transactions or activities and inhibiMdAS P’ s abi lity to know 1its
implement effective AML/CFT measures;

g) The size of the busingsthe existing customdrase, the stakeholders, and the
significance of the crodsorder activities of the issuer and/or the central entity
governing the arrangement (where this exists);

Elements relating to VASPs

a) The number and types of VASPs that are based in a jurisdiction and/or offerings
services to customers based in a jurisdiction and the number and amount of
trans&tions relating to each service

b) The sophistication of the ASP’' s AML/ CFT progr am, i ncludir
absence of appropriate oversight tools to monitor VA and/or VASP actjvities
includingwhetherthere is appropriate knowledge and expertise of the individuals
responsible for compliance witha AML/CFT program related tthe VA ;

c) Thesize and type of theustomer base of the VASkcludngh e VASP' s access
to data on its customers and their activity, both within the VASP and if there is
potential aggregation across platforms;

d) The nature and scope of tMA account, product or service.g.,small value
savings and storage accounts that primarily enable finaneiatiyded customers
to store limited value) that the \8R offers;

e) Any parameters or measures in place that may potentially lowgg th®@ vi der ' s
(whether a VASP or other obliged entity that engages in VA activities or provides
VA products and services) exposure to riskg( limitations on transactions or
account balance);

f) The specific business model of the VAS#d- whether that busess model

introduces or exacerbates specific risksd the business, organizational and
operational complexity of the VASP

—Whether the VASP operates entirely onlieeg( platformtbased exchanges) or in
erson €.g, trading platforms that facilitat ansactions

between individual use kioskbased exchanges);

g) The potential ML/TFand sanctions i sks associated with a VAS
and links to jurisdictions;

h) Whether the VASP implements theavelrule or not (sedRecommendatioh6 in
Sections Il and V)

i) Transactions from / to neobliged entities (meaning e.g. unhosted wallets, apps
etc.) and transactions where at an earlier stage P2P transactions have ;occurred

) The specific types of VAs that the VASP offerspbains to offer and any unique
features of each VA, such a®\AECs, embedded mixers or tumblers, or other

products and services that may present higher risks by potentially obfuscating the
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transactions or under wisoustomgrsaimmMen®ri®?’ s abif | i
effective customer due diligence (CDD) and other AML/CFT measures;

k) VASPS interaction with, or management of, any smart conttéicés may be used
to conduct transactions.

yt of fiat

models;

Prohibition or limitation of VAYVASPs

41.37. Some countries may decide to prohiiitimit VA activities or VASPsand those
VA activities carried out by nenbliged entities,based on their assessment of risk and
national regulatory context or in orderdopport other policy goals not addressed in this
Guidance €.g, consumenpr investorprotectionmarket protectionsafety and soundness,

In a VA context, a smart contract is a computer progvas protocol that is designed to

automatically execute specific actions such as VA transfer between participants without
the direct involvement of a third party when certain conditions are met
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or monetary policy). In such cases, some of the specific requirements of R. 15 would not
apply, but jurisdictions wald still need to assess the risks associated with covered VA
activities or providers and have tools and authorities in place to take action for non
compliance with the prohibitioar limitation (see suisection 3.1.1.).

FATF Definitions and Features of the VASP Sector Relevant for AML/CFT

42.38. The FATF Recommendations require all jurisdictions to impose specified
AML/CFT requirements on Flsard DNFBPsand VASPsand ensure their compliance
with those obligations. In the Glossary, the FATF defines:

a) “ Fi nanncsitailt uti on” as any natur al or | egal
one or more of several specified activities or operations for or on behalf of a
customer;

b) “ Virtual asset” as a digital representatio

transferrel and can be used for payment or investment purposes. Virtual assets do
not include digital representations of fiat currencies, securities, and other financial
assets that are already covered elsewhere in the FATF Recommendations; and

c) “Virtual eapsotvigdervi as any natur al or | ega
elsewhere under the Recommendations and as a business conducts one or more of
the following activities or operations for or on behalf of another natural or legal
person:

i.  Exchange between virtuaksets and fiat currencies;
ii. Exchange between one or more forms of virtual assets;
ii.  Transfef of virtual assets; and

iv.  Safekeeping and/or administration of virtual assets or instruments enabling
control over virtual assets;

v.  Participation in and provision dfi nanci al services relate
offer and/or sale of a virtual asset.

Background and general consideratiorisr the definition of VA and VASP

39.The purpose of adding the new definitions/é& and VASP to the FATF Glossary was to
broaden the applébility of the FATF Recommendatisto encompass new types of digital
assets and providers of certain services in those al$seds. notintended to subtract from
the existing definitions of “funds”qus “funds o]
financial services ncl uded under the def i mithe FATR of a *“f
StandardsMany of these termsre not defined and should be interpreted broadly, in
accordance with their risk context. Hencea dountrydetermine that a digtal asset falls
out of the definition of & A but is a financial assdahat asset istill covered bythe FATF
Recommendationsis a traditional financial assefherefore,the provider ofrelevant
serviceswith that asset may be deemed d&4.a

4340. Assetsshould not be deemed uncovered byFAd F Recommendationsecause
of the format in which they are offeradd no assethould be interpreted as falling entirely
outside theFATFE StandardsEach country must det®ine whether such assets and their
activity fall into the definition of VA or traditional financial assetsand VASPs or Fls,

° In this context of virtual assets, transfer means to conduct a transaction on behalf of another natural
or legal person that moves a virtual asset from one virtual asset address or account to another.
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Regardless, the FATF Recommendations apply similarly with only minor
accommodation$? When deciding how to defirAs in national law o which framework

to apply to a given product or provider, countries should consider whether their respective
existing AML/CFT regimes are suitable to handle the risks emanating from digital assets.
That is, jurisdictions should ensure that digital proslactd services which do not qualify
asVA and VASPs are adequately covered by the frameworks under which they will fall
instead and adjust their natiotalv orregulations as needed if not.

Box 2. How the FATF Standards apply to a new asset

New digital token
R

e

1. Doesthenew digital tokenmed the criteria of araditional financial asset in a country?

9 _(a) Does it meet the definition of a securitycommodity derivative or other
traditional financial asseindet he country’'s | aw?

0 Yes—qgoto 1(b)
0 No-—-Goto?

T (B)Ist he country’'s AML/ CFET r eqgi matableforr t h
addressing the ML/TF risks associated with the asset?

0 Yes—the assetsirequlated as a traditional financial asset

o No — the country shouldconsider adjusting their national laws or
requlationdo be suitabl®r consider requlating the asset as a(ga to 2)

2, As thenew digital tokenis not defined as a traditional financial assater the
c ount r ydbes thahewdigital tokenmeet the FATF definition of a VA?

1 Yes—thetokenis requlated as a VA

1 No-—thetokenis not covered by the FATF Standd&fds

NB: Depending on how country has implemented the FATFE Standards into their nationaldaligital
tokenmay be categorised differently in differguntisdictions

What is a virtual asset?

41. The definitionof VA is meant to be interpreted broadly, with jurisdictions relying on the
fundamental concepts contained in it to take a functional approach that can accommodate
technological advancements and innovative business models. In line with the overall ethos
of the FATF Recommendationghese definitions aim for technology neutrality. That is,

10 These are in relation to customer due diligence (Recommendation 10) and wire transfer rules

(Recommendation 16) (i.e. the travel rule). See Sections III and IV below for further explanation of
these obligations.
1 For example. this could might include airline miles, credit card awards, or similar loyalty program

rewards or points, which an individual cannot sell onward in a secondary market outside of the closed-
loop system
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they shouldbe applied based on the basic characteristics of the asset, not the technology it
employs. There are therefore a few key elements to elaborate.

42. Firstly, VAs must be digital, and must themselves be digitally traded or transferred and be
capable of beingsed for payment or investment purposes. That is, they cannot be merely
digital representationsf fiat currencies, securities and other financial assets ateat
already covered elsewhere in the FATF Recommenuatwaithout an inherent ability
themselves to be electronically traded or transferred and the possibility to be used for
payment or investment purposes.

43. For this reason, a bank record maintained iitaliéormat, for instance, which represents
a customer’'s owner s hVAplfitduhctidns ag & metewdeclarativec y 1 S no
record of ownershipr positions ima traditional financial asset that is alreachwveredby
the FATF Standardst is not aVA. However adigital assethat is exchangeable for
another asset, such as acsdled stablecoin that is exchangeable for a fiat currency
VA at astablerate,could stillgualify as aVA. The key question in this context is whether
the VA has inherent value to be traded or transferred and used for payment or investment
or, rather, is simply a means of recording or representing ownership of something else. It
bears repeating, however, that as#isdo not qualify ad/As should not b@resumed to
fall outside the scope of the FAT¥®andards. Instead, they may fall under other kinds of
traditional financial assets, such as securities, commodities, derivatives or fiat currency. In
choosing the terms “tr ad dedtibnally orebted & broadh sf er r e d’
general definition and these terms include the concept of issuahoeh could allow
multiple limbs of the VASP definition to overlap the same activityVA offers the
capability to change ownershipthe entity entitled tds value. This could include issuing
the asset, exchanging it for something else, transferring it to someone else, confiscating or
freezing it, or destroying it.

44.The FATF does not intend fanasset to be both VA andatraditional financial asset at
the same time. Themmay howevelibe instances where the same asset will be classified
differently under different national frameworks the same asset might be requlated under
multiple different categorizationsin cases whe a jurisdiction determines that an
instrument should qualify as a traditional financial asset, authorities should consider
whether theexisting regime governing traditional financial assets of that type can be
appropriately applied to the new digital essin questiond(.q, if the asset in question is
the functional digital equivalent of cash, a bearer negotiable instrument or bearer share,
how would the mitigation measures in this respect be applied to it).

45.In_instances where characterization prové$icdlt, jurisdictions should assess their
regulatory systems and decide which designation will best suit in mitigating and managing
the risk of the productudisdictions shoulédlsoconsider the commonly accepted usage of
the assete.q, whether it usd for payment or investment purpoyasd what typ®f asset
offers the best fitShould a jurisdiction choose to define an asset as a traditional financial
asset as opposed tWA , existingAML/CFT standards and the guidance that accompanies
traditionalfinancial assets would appl€onsistent with the technoloaneutral approach,
a blockchairbased asset that is defined as a tradititnahcialasset would likely not fall
under thisvA-focusedGuidance because the technology used is not the deciditag fia
determining whichFATF Recommendations apply. Elements of tldsidance may,
however, still prove helpful to jurisdictions and the private sector and should supplement
otherexisting guidancén the context of the riskased approachonethelessvery asset
for payment or investment should be subject to obligations applicable either as a VA or a
traditional financial asset.

46.The FATEF reaffirms previous statements that acalted stablecoin is covered by the
Standards as a VA or as traditional fical assetd.g, a security) according to the same
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criteria used for any other kind of digital asset, depending on its exact nature and the
requlatory regime in a countfy.

What is a VASP?

47.As stated in the FATEl os s ar vy, a “virtual natsra etegals er v
personwho is not covered elsewhere under the Recommendatiodsas abusiness
conducts one or more of the following activities or operation®r on behalf of another
natural or legalperson

i Exchangebetween virtual assets and fiat currencies;

ii. Exchangébetween one or more forms of virtual assets;

iii. Transfet® of virtual assets;

iv.  Safekeeping and/or administratiai virtual assets or instruments enabling
control over virtual assetand

V. Participation in and provision df i nanci al services rel
and/or saleof a virtual asset.

48. As with the definition ofVA, the definition of VASP should be read broadBountries
should take a functional approaemd applythe following concepts underlying the
definition to determine whether an entity is undertaking the functions of a M@&@mtries
should not apply their definitiomasedn thenomenclature or terminology which the entity
adopts to describe itself tire technologyt employs foiits activities.As set out abovdhe
definitions do not depend on the technology employed by the service proViuer.
obligationsin the FATF Standardstem from the underlying financial services offered
without regard t@an e n bpieratiprialsnodel, technological tools, ledger design, or any
other operating feature. To assist in illustrating the concepts of the definition, the section
below includes examples which use general terms to describe common business models.
However, thesshould not obscure the fact that the definition is meant to be applied based
on an assessment of whether the entity in question provides a qualifying service, not these
terms themselves.

49. Before looking at individual functions, there are a few common eisrihat must be
understood. As discussed in ¥A definition, to avoid repetition or overlap, the definition
of VASP only amoptl icesv droed ndlisgsdwvwlser‘e .lunder
excludes other types #fls or intermediaries covered elgeere in the FATFStandards.
Jurisdictions have to apply the definition thatti® most appropriate, based on an
understanding of the conceptual foundations of ebfmition. The primary difference
between VASPs and traditionkls from the standpoint fathis Guidance, as discussed
above, is the application of Recommendagi®f and 6, so jurisdictions may wish to apply
the definition that provides more thorough requlatomg supervisory coverade.

The FATF considers that the term "stablecoin" is not a distinct legal or regulatory classification for a

type of asset, and is instead primarily a marketing term. In order to avoid unintentionally endorsing
their claims, this document therefore refers to them as 'so-called stablecoins. See the FATF’s report to
G20 Finance Ministers and Central Bank Governors on so-called stablecoins for further information.
In this context of virtual assets, transfer means to conduct a transaction on behalf of another natural
or legal person that moves a virtual asset from one virtual asset address or account to another.

These are in relation to customer due diligence (Recommendation 10), to lower the CDD occasional

transaction threshold, and wire transfer rules (Recommendation 16) which apply in an amended way
to VA transfers (i.e. the travel rule). See Sections III and IV below for further explanation of these

obligations.
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50.The wersod ‘i n t h gefedsaotheentity that provides the capability, offers
the service, or facilitates the transant The person can be eithelemal person, such as a
company, or a naturéindividual) person

51.The plagadbesmess i s meant t o separ afuectiohdnas e who m:
very infrequent basis for nescommercial reasons from VASPs. To satisfy this portion of
a definition, theentity must carry out this function on behalf of another natural or legal
persoras opposed to on behalfitdelf,for commercial resons and must dsoon at least
a sufficiently reqular basis, rather than infrequenifhhe VASP will have customer due
diligence obligations at the time of tarding and on an ongoing basis in relation to the
customer.

52. A person whaneets these requirements will then be a VASP if it carries out one or more
of the five cateqories odctivity or operationdescribed in the VASP definition.€.,

“exchange” o f virtual/fiat, “exchange” of vir
admi ni stration,"” and “participation in and pr
i ssuer’'s offer and/or sale”). The coverage of

Exchange and transfer

53. The first limb of the definitiorof VASP refers to ag service in whichVAs can be given
in exchange for fiat currency or vice versa. If parties can payAsrusing fiat currency
or can pay usiny/As for fiat currency, the offerer, provider, or facilitator of this service
when acting as a business is a \RFASimilarly, in limb (ii), if parties can use one kind of
VA as means of exchange or form of payment for andfiderthe offerey provideror
facilitator of this service when acting as a business is a VASRould be emphasized that
limbs (i) and (ii) include the above activities, regardless ofrtfe theservice provider
playsvis-a-vis its customers asprincipal, as a central counterparty for clearing or settling
transactionsas an executing faciitor as another intermediary facilitating the transaction
A VASP does not have to provide every element of the exchange or transfer in order to
qualify as a VASPso long as it undertakes the exchange activity as a business on behalf
of another natural degal person

54.Limb (iii) in the definition of VASP covers any service allowing users to transfer
ownership, or control of A to another user. ThHEATF Standards define this to mean
“conduct[ing] a transact i oparsonthatrhoees aMirthal of anot |
asset from one virtual asset address or accoul
covers in pratice, it is useful to consider theurrent naturef the VA. If a new party has
custody or ownership of théA , has theability to pass control of théA to others, or has
the ability to benefit from its uséhen transfer has likely occurred. This control does not
have to be unilateral and multisignatiinerocesses are not exenfpée limb (iv) below)
where a VASRundertakes the activity as a business on behalf of another natural or legal

person

55. Where custodians need keys held by others to carry out transactions, these custodians still
have control of the ass&.user, for example, who ownsva\, but cannosendit without
the participation of others in a multisignature transactigrly still controls it for the
purposes of this definiin. Service providers who cannot complete transactions without a
key held by another party are not disqualified from fallinder thedefinition of a VASP
regardless of the numbers, controlling power and any other properties of the involved

15 In a multisignature process or model, a person needs several digital signatures (and therefore several

private keys) to perform a transaction from a wallet.
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parties of the signaturd@he limb is conceptually similar to what Recommendation 14 on
money and value transfer servicddMTS) covers for traditional financial asset&n
example of a service covered by (iii) includes the functidiaafitating or allowing users

to sendVAs to other individuals, as in a personal remittance payment, payment for non
financial goods or servicest payment of wagesA provider offering such a service will
likely be a VASP

56. Exchange or transfer services may also occur throughlssd decentralized exchanges or
pl atf or ms. “Decentralized or di stri btuted
refers to a software program that operates on a P2P network of computers running a
blockchain protocela type of distributed public ledger that allows the development of
other applications. These applications or platforms are often run on a distrémded but
still usually have &entral party with some measure of involvemsenth as creating and
|l aunching an asset, setting parameter s,
Often, a DApp user must pay a fee to the DApp, which is comnpaity/in VAs, for the
ultimate  benefit of the owner/operator/developer/community in _order to
develop/run/maintain the software. DApps can facilitate or conduct the exchange or
transfer of VAs

57.A DApp itself (i.e. the software program) is not a VASP unberRATF standards, as the
Standards do not apply to underlying software or technology (see below). However, entities
involved with the DApp may be VASPs under the FATF dé&bni For examplethe
owner/operator(s) of the DApp likely fall under the definition of a VASP, as they are
conducting the exchange or transfer of V#ssa businessn behalf of a customermhe
owner/operator is likg to be a VASPeven if other parties play a role in tlservice or
portions of the process are automatédtkewise, a person thatonducts business
devdopmentfor a DApp may be a VASP when they engage as a business in facilitating or
conducting the activities previously described on behalf of another natueajal perso.

The decentralization of any individual element of operations does not eliminate VASP
coverage if the elements of any part of the VASP definition remain in place.

58. Other common VA services or business models may also constitute exchdrayesfar
activities based on items (i), (ii), and (iii) of tRASP definition, and the natural or legal
persons behind such services or models would therefore be VASPs if they conduct or
facilitate the activity as a business on behalf of another person. These can include:

a) VA escrow services, including services involvisignart contract technology,
that VA buyers use to send or transfer fiat currency in exchange for VAs, when
the entity providing the service has custody over the funds;

b) brokerage services that facilitate the issuance and trading of VAs on behalf of
anaturbh _or | egal person’'s customer s;

c) orderbook exchange services, which bring together orders for buyers and
sellers, typically by enabling users to find counterparties, discover prices, and
trade, potentially through the use of a matching engine that matuhdmiy
and sell orders from usefslthough a platform which is a pumeatching
servicefor buyers and sellers of VAsd does not undertake any of the services
in the definition of a VASP would not be a VASRhd

d) advanced trading serviceshich mayallow users to access more sophisticated
trading techniques, such as trading on margin or algoititheed trading.

59. Exchange and/or transfer business models can include VA exchanges or VA transfer
services that facilitate the exchange of VA for real currem@or other forms of VA for
remuneratiorfe.g, for a fee, commission, spread, or other benefit). These models typically
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accept a wide range of payment methods, including cash, wires, credit cards, and VAs.

Traditional VA exchange or transfersiees carbe administrateaffiliated, nonaffiliated,

or _a thirdparty provider. Providers of kioskso f t e n called “ATMs , 7 bit
machines,” “bitcoin ATMway alsoddll intdb vhe mlsbven g mac hi
definitions because they provide or facilitateeed VA activities via physical electronic

terminals (the kiosks) that enable the owner/operator to facilitate the exchange of VAs for

fiat currency or other VAand/or the exchange of fiat currency for VAs.

Safekeeping and/or administratién

60. Limb (iv) of the VASP definition should also be read expansively. Any entity that provides
or facilitates control of assets or governs their use may qualify under part (iv) as this is the

conceptual meaning of t he wo'rldsmpléestedsi ni str ati
“safekeeping” c onsi st\A ootlie pivliteekeys ® ithe Vane o f hol o
behalf of acustomeAs i n t he def i,thiswouldincludeftircdmstaneesa s f er ”

where keys or credentials held by others are required in order to change the assets
disposition, such aswltisignatureprocessed n or der t o further cl ari f\
could alsanclude the concemif* management . ”

61.The term “control” should be understood as tF
destroy the/A. Parties that can usev&\ or change its disposition have control of it. This
does not mean the control must be unilateral, and the existence of-gignature model
or models in which multiple parties must use keys for a transaction to happen does not
mean a particular entityogs not maintain control.

62.This limb of the definitionwould include, for example, most custodial wallet service
providess because thelgold andbr keepVAs on behalf otustomers. Those who may offer
escrow_services, such as lawyers, should consider whether they provide this service
routinely as a business and whether the elements of control are actually offered by
themselves or by a party to whom they outsource thealpstich as a custodial wallet
serviceproviderto which they consign th&As. Providing the functions outlined in the
definition should be the determining factor rather than a categorization as a Miiger.
in doubt, the plain language of the definitgoshould be interpreted flexibly to encompass
any provider that helfisromotescustomers hold or use th&fAs or runs the functioning
oftheVAecosystem iitself. The explanation of “co
di scussion of n'thesseatiblaswe). contr ol 7 i

63. In the contexbf limb (iv) of the VASP definition, countries should account for services or
business model s that provide the function of
or the power to manage tmansferthe VAs, undethe assumption that such management
and transmission wild/l only be done according
Safekeeping and administration servicesild include persons that have control of the
private key associated with VAs belonging to theo person or control of smart contracts
to which they are not a party that involve VAs belonging to another person.

Fi nanci al services related to an issuer o6s

64. With respect to limb (vpf the VASP definition this elementof the definition includes
financial services provided by the issuer of a VA as well as semicesled by a VASP

16

» o«

The terminology used in this section (such as “safekeepin administration” and “ancilla
services”) are used and interpreted in the context of VAs/VASPs. They should not confused with the
usage of such terms in other situations (e.g. in relation to banking and other traditional financial
instruments or services).
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affiliated or unaffiliated with the issuer in the context of issuaaoffer, sale, distribution
ongoing market circulatiomnd tradingof a VA (e.g, including book building,
underwriting, market making, etchlowever, the licensor of a software may not, absent
further invovement, be covered by limb (\By contrast, an entity that provides software
to facilitate an issuance and performsy serviceidentified above on VAssuch as
procuring purchasers for the VA, or other financial services, may be covered liylhis

65. Natural or legal persons that facilitale issuance, offer, sale, distribution, ongoing market
circulation and trding of VAs, including by accepting purchase orders and funds and
purchasing VAs from an issuer to resell and distribute the funds or assets, may also fall
within the scope alimbs (i)-(iv) of the VASP definitionFor example, ICOs are generally
a meansd raise funds for new projects from early backers and the natural and legal persons
facilitating the issuance may provide services that involve exchange or transfer activity as
well as issuance offer and/or sale activity.

66. A jurisdi ctAMLICFTsobligapopd goverairy kegvice providers that
participate in or pr ovi de i$suancaoffec, sabdnd/mer v i

money transnssion requlations as well as its requlations governing securities,
commodities, or derivatives activities.

Box 3. Example of characteristics of initial coin offerings (1COs)

Digital assets can be issued and/or transferred usingbdisi ledger or blockchain
technologyOne mechanism for distributing such assets is through an event commonly
referred to as an ICO. In an ICO, an issuer or promoter typically offers a digital asset for
sale in_exchange for fiat currency or another VBOE typically are announced and
promoted online through various marketing materials. Issuers or promoters often release &
“white paper” describing the project and
prospective purchasers that the capital echisSrom the sales will be used to fund
development of a digital platform, software, or other projects and that, at some point, the
digital asset may be itself be used to access the platform, use the software, or otherwise
participate in the projecDuring the offering, issuers or promoters may lead purchasers of
the digital asset to expect a return on their investment or to participate in a share of the
returns provided by the project. After they are issued, the digital assets may be resold to
others in esecondary markee(qg, on digital asset trading platforms throughVASPS).

In determining how the definition of VASP applies to entities in an ICO, it is the facts and
circumstances underlying an asset, activity or service that will determinatdumorization,
rather than any labels or terminology used by market participants. For example, a person
creates a digital asset that meets the definition of a VA. The person sells the VA to
purchasers, even though the VA itself is to be delivered toutehaser at a later date and

the business uses the value received from the sale to develop the platform or ecosystem i
which the VA eventually may be used. In this scenario, the person selling the VA is a VASP,
as it provides financial services relatedhe issuance of the VA (limb (\Wf the VASP
definition)to customers. Any business which assists the person provides additional financial
services related to the offer and/or sale of the VA, regardless of whether they are formally
affiliated with the peson, would also be a VASP under limb (v) of the VASP definition. It
does not matter whether the customer intends to use the VA as an investment or as meatr

of payment
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Alternatively, the digital asset in the above example may be considered to be g securit
under the laws of a country. In this circumstance, the asset would be regulated as a securit
the issuer of promoter of the 1 CO woul d
laws (see Box 1). Therefore, whether the issuer of the digital agk&eveonsidered a
VASP or an issuer of securities will depend on the unigue facts and circumstances of the
ICO and the laws of the countr@ther jurisdictions maylsohave a different approach
which may include payment tokems.person may be engageaudactivity that may subject

them to more than one type of regulatory framework, and the digital assets used by such
person may similarly be subject to more than one type of regulatory framework.

Scope of the definition

67. Despite the many and frequentlyanging marketing terms and innovative business models
developed in this sector, the FATF envisions very few VA arrangements will form and
operate without a VASP involved at some stage if countries apply the definition correctly

68. As previously stated, the FATBRandards are intended to be technology neutral. As such,
the FATF does not seek to regulate the technology that underlies VAs or VASP activities,
but rather the natural or legal persons behind such technology or softwicatmns that
facilitate financial activity or conduct as a business the aforementioned VA activities on
behalf of another natural or legal person. A person that develops or sells either a software
applicationor a VA platform {.e., a software developerpay therefore not constitute a
VASP when solely developing or selling the application or platfarhey may however
be a VASP if they also use the new application or platform to engage as a business in
exchanging or transferring funds or conducting arthefother financial activity described
above on behalf of another natural or legal person. Moreaparty directing th&reation
and developmerntf the softwarer platformand launching ifor them toprovide financial
servicesor profit likely qualifies as a VASP, and is therefore responsiblecéonplying
with the relevanAML/CFT obligations. It is the provision of financial servigssociated
with that softwareapplication or platformand not the writingpor developmentof the
software itself, which isnh scopeof the VASP definition

69. The FATF alsodoes not seek to regulate as VASPs natural or legal persons that provide
ancillary services or products toVad network This includes the provision @ncillary
services to hardware wallet manufacturers or to rarstodial wallets, to the extent that
they do not also engage in or facilitate as a business any of the aforementioned covered VA
activitiesor operation®n behalf of their customersikewise, natural or legal peyss that
solely engage in the operationafVA network and do not engage in or facilitate any of
the activitiesor operation®f a VASPon behalf of their customers.(.,internet service
providers that offer the network infrastructure, cloud service providers that offer the
computing resources, and miners and validators that validate, creatmaddast blocks
of transactionsare not VASPainder the FATF Standardsyen if they conduct those
activities as a business$ndividual jurisdictionshowever may choose to extend their
AML/CFT regimes to include them as regulated entifiesthermore, companies affiliated
with  VASPs, which facilitate financial activities or carmd as a business the
af orementioned VA activities, shoul d be consi

70. Just as the FATF does not seek to regulate the individual users (not acting as a business) of
VAs as VASPs-though recognizing that such users may still be subject to camagli
obligations under a j ur i s draneworketime’ FATFs anct i ons
similarly does not seek to capture the types of ckdsed items that are netnansferable,
nonrexchangeable, and ndumngible. Such items might include airline miles, credit card
awards, or similar loyalty program rewards or points, which aivitual cannot sell
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onward in a secondary markettside of the closelbop systemRather, the VA and VASP
definitions are intended to capture specific financial activitiesopedationgi.e., transfer,
exchange, safekeeping and administration, issyaic.) and assets that are convertible or
interchangeable-whether  virtualto-virtual, virtual-to-fiat or fiat-to-virtual. The
acceptance of VAas payment for goods and services, as in the acceptance of VA by a
merchant when effecting purchase of goddsinstance, also does not constitute a VASP
activity. A service that facilitates companies accepting VA as payment wmwe@ver be

a VASP.

71.Conversely AML/CFT regulations will apply to covered VA activities and VASPs,
regardless of the type of VA inwed in the financial activityg.q, a VASP that uses or
offers AECs to its customers for various financial transactions), the underlying technology,
or the additional services that the platform potentially incorporates (such as a mixer or
tumbler orother potential features for obfuscation).

72 For socalled stablecoins a range of the entities involved in any-salled stablecoin
arrangement will have AML/CFT obligations under the revised FATF Stan&rdslled
stablecoinsnayhave a central developer governancbody. A governance body consists
of one or more natural or legal persons who establish or participate in the establishment of
the rules governing the stablecoin arrangemeny, (determine the functions of the-so
called stablecoin, who can access the arrangement and whether AML/CFT preventive
measures are built into the arrangement). They may also carry out the basic functions of
the stablecoin arrangement (such as managingtibdization function) or this may be
delegated to other entities. They may also manage the integration of -tadleso
stablecoin into telecommunications platforms or promote adherence to common rules
across the stablecoin arrangemeéiatch naturalidegal person constituting the governance
body could also be a VAS#Epending oithe extent of the influence it may have.

4473. Where such a central body exists, they will, in general, be covered by the FATF

Standards either ask (e.qg., as a business involvedtilhe ‘i ssui ng and man

of payment ') or a VASP (e. g. andacdrebe heldi mb
accountable foAML/CFT controls across the arrangement and takiegsto mitigate
ML/TF risks.}” This is particularly the case if the governance body carriesnalitple
functions in the smalled stablecoin arrangement (such as managing the stabilisation
function).If one or more parties have decisiovaking authority over structures that affect

the inherent value of a VA, such as changing reserve requirements or monetary supply for
a socalled stablecoin, they are likely to be VASPs as wielhending oithe extent of the
influence each party has. Again, this is not meant to implicate those degesoftware

code, but rather the decisiomaking entity that controls the terms of the financial service
provided. While not determinative on its own, another potential financial indicator for
determining who the VASP is in a given set of circumstancé® iparty that profits from

the use of a VAA range of other entities in the-salled stablecoin arrangement may also
have AML/CFT obligations,such as exchangesr custodial wallet servicesTo
demonstrate this, a hypothelicase study is set out Box 4. It is important to note that

the exact details ofany arrangement must receive independent scrutiny to make these
determinationg?

17

This is also consistent with the case of "New payment products and services (NPSS)" providers in the

18

FATF's report on prepaid cards, mobile payments and internet-based payment services for further
information:  http://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-RBA-

NPPS.pdf.
Further detail on the application of the FATF Standards to different entities in a so-called stablecoin

arrangement is set out in the FATF’s G20 report on so-called stablecoins for further information.
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Box 4. Hypothetical case study of a so-called stablecoin arrangement and the
application of the FATF Standards

Scenarid®
A c o mp aC@omparty™ ) i s de s-bagadiplatfgrm o isddid aldigital asset that is
intendedto actasasoal | ed sQ@omb) ecoin (“

The Coin will be backed by assets that are held in accounts at a number of global F
(collectively, the"Reserve Fund” )t h a't i s managed by the Caqg
value will be maintained in line with the value of the assets held in the Reserve Fund throug
the Authorised Participant mechanism. Only Authorised Participants will be able to
purchase or redeem Coins from the Reserve Fund through the Contpzdsr the
Company’s proposed ecosystem, t he Comp
"Validators") will operate a permissionedlockchain network using other third parties'
cloud infrastructure.

The Company, third parties and individual users will be able to access, use and transa
with the Coin.To connect to the network, any third parties, such as trading platforms and
custodal wallet providers, will need to obtain approval from the Comp@nin wallets will
permit users to send, receive and store the Coin, and any developers/third parties can of|
their customized wallets. Coins will be transferfedlowing the rules defiad by the
Company and assessed by regulators before commesmménation Merchants willalso be

able to use the Coin as payment for goods and services.

Obliged Entities and their AML/CFET obligationsinder the FATF Standards

The Company is a VASBnder the FATF Standar@s its functios include administering
the Coin andissuing/redeeming dhe Coin, which fall under the scope of lingfiv) and (v)

of the definition of VASPrespectively. The Company will have AML/CFT obligations in
addition tothose of other thirgharties with AML/CFT obligations in the ecosystddmder
the FATF Standardshe Compay canbe held accountable for the implementation of
AML/CFT controls across the ecosystem (e.g. in the design of the Coin).

Authorised ParticipantarealsoVASPs as their function includes facilitating the issuance,
distribution, and trading of VAs which falls under limb (@) the definition of VASP
Trading platforms are VASPs as their functions include exchanging bethv@€pins and

fiat currencies, transferring Coins, and safekeeping and/or administratiwCafins, which

fall under the scope of limb (i), (iii) and (iwf the VASP definition Custodial wallet
providers are VASPs as their functions include transferriomsCand safekeeping and/or
administration of Coins, which fall under the scope of limb (iii) and ¢ivthe VASP
definition. Developers are VASPs if they deploy programs whose functions fall under the
definition of VASPand they deploy those programsaasusinessn behalfof customers

19 The scenario included in this case study is adapted from the case study included in IOSCO’s March

2020 report on Global Stablecoin Initiatives. It has been amended to fit the AML/CFT context.
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Participants in the ecosystem who do not fall under the definition of VAStPe FATF
Standardsnclude; the globaFIs whose functions are only managing the Reserve Fund
(although they are covered under the FATF Standards asM@ators exceptfor the
Company whose functions are only validating transactions; cloud service providers whose
functions are only offering the operation of infrastructure; manufactures dfvare wallets
whose functions are only manufacturing and selling the devices; software providers o
unhosted walles whose functions are only developing and selling the software; merchants
which are only providing goods and services in exchange forsCaim individual users.

It is important to note that the exact details of any arrangement must receive prior adequa
and independenscrutiny to make these determinatioasd the exact application of
AML/CFT measures will depend on each individual country. Depending on the individual
country, laws relating to traditional financial assets suchsasurities, commodities and
derivatives may be implicated in this scenariowadl. Countriescan alsoadopt other
measures if the consider theML/TF risks are unacceptably higkuch as in relation to
potentialP2P transactions (see Section Il for further information on what measunesies

could take).

74. Some platforms and providers offer thlgility to conductVA transfersdirectly between
individual users. For platforms and services offeldgtransfersbetween individual users
as for all other service providers, the broad reading of the definitiong atith decide
whether parties to providing such a service are VASPs on a functional basis, not on the
basis of seldescription or technology employed. Only entities that provide very limited
functionality falling short of exchange, transfer, &&fping administration, control, and
issuance wilgenerallynot be a VASPFor example, this may include websites which offer
only a forum for buyers and sellers to identify and communicate with eachvatheut
offering, even in part, those services whichiapbuded in thedefinition of VASP.

75. For selfdescribed P2P platformmirisdictions should focus on the underlying activity, not
the label or business model. Where the platform facilitates the exchange, transfer,
saf&keeping or other financial activity involving VAs (as describetdimbs (i)-(v) of the
VASP definition, then the platform is necessarily a VASP conducting exchange and/or
transfer activity as a business on behalf of its customers. Launching a seevimesasess
that offers a qualifying function, such as transfer of assetggualify an entity as a VASP
even if that entity gives up control after launching it, consistenttétdiscussion dahe

lifecycle of VASPs below:. Some ki nds ofi n'dmatgd hisnreg”vi ore s

qualify as VASPs even if not interposed in the transaclibr. FATF takes an expansive
view of the definitionsof VA and VASP and considersnost arrangements currently in
operation, even if they setfategorize as P2Bplatforms may have at least some party
i nvol ved at some stage of the product'’
Automating a process that has been designed to provide covered services does not relieve
the controlling party of obligations.

76. The eypansiveness of these definitions represents a conscious choice by théesike
changing terminologgnd innovative business models developed in this sector, the FATF
envisions very few VA arrangements will form and operate without a VASP involved at
some stage. Where customers can access a financial service, it stands to reason that some
party has provided that financial service, even if the act of providing it was temporary or
shared among multiple parties. Jurisdictions should take particular essess any claims
that businesses may make as to models of decentralization or distributed services, and
conduct their own assessment of the business model in line with its risk and their ability to
mitigatethese risks
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77.The FATF recognisefioweverthat such an approach can bripgactical challenges to
competent authorities in identifying which entities are VA&R$ defining their requlatory
perimeter. When there is a need to assess a particular entity to determine whether it is a
VASP or evaluate a bimess model where VASP status is unclear, a few general questions
can help guide the answer. Among these would be who profits from the use of the service
or asset, who established and can change the rules, who can make decisions affecting
operations, whoenerated and drove the creation and launch of a product or service, who
possesseand controlghe data on its operations, and who could shut down the product or
service. Individual situations will vary and this list offers only some examples.

78. Flexibility is particularly relevant in the context of VAs and VA activities, which involve
a range of products and services in a rapalglving space. Some itemsr tokens—that
on their face do not appear to constitute VAs may in fact be VAs that éhaltfansfer or
exchange of value or facilitate ML/TF. Secondary markets also exist in both the securities
and commodities sectors for “goods and servi
example, users can develop and purchase certain virtoed tteat act as a store of value
and in fact accrue value or worth and that can be sold for value in the VA space.

79.The determination of whether a service provider meets the definition of a VASP should
take into account the lifecycle of products and sesviteunching a service that will
provide VASP services, for instance, does not relieve a provider of VASP obligations, even
if those functions will proceed automatically in the future, especially but not exclusively if
the provider will continue to colleétes or realize profits, regardless of whether the profits
are direct gains or indirect. The use of an automated process such as a smart contract to
carry out VASP functions does not relieve the controlling party of responsibility for VASP
obligations. Fo purposes of determining VASP statdaunching a self-propelling
infrastructure to offer VASP services is the same as offering them, and similarly
commissioning others to build the elements of an infrastructure, is the same as building

them.
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Section 111 — Application of FATF Standards to Countries and Competent Authorities

4580. Section Il explains how the FATF Recommendations relating to VAs and VASPs
apply to countries and competent authorities and focuses on identifying and mitigating the
risks associated with covered VA activities, applying preventive measures, applying
licensing and registration requirements, implementing effective supervision on par with the
supervision of related financial activities of FlIs, providing a range of effective and
dissuasive sanctions, and facilitating national and internatiorgpetion. Ainost all of
the FATF Recommendations are directly relevant for understanding how countries should
use government authorities and internationabperation to address the ML/TF risks
associated with VAs and VASPs, while other Recommendations are les8ydinec
explicitly linked to VAs or VASPs, thougtieyare still relevant and applicable.

4681. VAs and VASPs are subject to the full range of obligations under the FATF
Recommendations, as described in INR. 15, including those obligations applicable to other
enities subject to AML/CFT regulation, based on the financial activities in which VASPs
engage and having regard to the ML/TF risks associated with covered VA activities or
operations.

47382, This section also reviews the application of the-iaked approach bygervisors
of VASPs.

Application of the Recommendations in the Context of VAs and VASPs

Risk-Based Approach and National Gordination

4883. Recommendation 1. The FATF Recommendations make clear that countries
should apply a riskased approach to ensure thaasures to prevent or mitigate ML/TF
risks are commensurate with the risks identified in their respective jurisdictions. Under the
risk-based approach, countries should strengthen the requirements forrtsiglséuations
or activities involving VAs. Whe assessing the ML/TF risks associated with VAs, the
particular types of VA financial activitiesuch adP2P transactionfor instanceand the |
activities or operations of VASPs, the distinction between centralized and decentralized
VAsand whether theyra subject to control by a regulated VA®B discussed in the 2015 |
VC Guidance, will likely continue to be a key aspect for countries to consider. Due to the
potential for increased anonymity or obfuscation of VA financial flamd the challenges
associted with conducting effectiveupervisionandeustemetCDD, including customer |
identification and verification, VAs and VASPs in general may be regarded as higher
ML/TF risks that may potentially require the applicatiomafnitoring andenhanced due
diligence measures, where appropriated e pendi ng on the jurisdic|tio

84.Recommendation 1 requires countries to identify, understand, and assess their ML/TF risks
and to take action aimed at effectively mitigating those risks. The requiremensapplie
relation to the risks associated with new technologies under Recommendation 15, including
VAs and the risks associated with VASPs that engage in or provide covered VA activities,
operations, products, or services. Publitvate sector coperation mg assist competent
authorities in developing AML/CFT policies for covered VA activitiegy( VA payments,
VA transfers, VA issuance, etc.) as well as for innovations in related VA technologies and
emerging products and services, where appropriate afidadpp. Ceoperation may also
assist countries in allocating and prioritizing AML/CFT resources by competent
authorities.

85.The FATF amended Recommendation 1 and its Interpretive Note in October 2020 to
include a requirement for countries, financial insitns and DNFBPs to assess
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proliferation financing (PF) risks as defined under the Standddsher, separate
guidance is under development by the FATF to clarify these reneies.That guidance

is relevant fotheassessment and mitigation of PF risks by countrie¥&&Ps Countries
should identify, assess and take effective action to mitigate the ML/TF/PF risks related to
VAS.

4986. National authorities should undertake a-ozdinated risk assessment of VA

activities, products, and services, as well as of the risks associated with VASPs and the
overall VASP sector in their country, if any. The risk assessment should (i) enable all
relevant authorities to understand how specific VA products and services funciiao, fit

and affect all relevant regulatory jurisdictions for AML/CFT purposes},( money
transmission and payment mechanisms, VA kiosks, VA commodities, VA securities or
related issuance activities, etc., as highlighted in the VASP definition) andd{ijope

similar AML/CFT treatment for similar products and services with similar risk profiles.

5087. As the VASP sector evolves, countries should consider examining the relationship

between AML/CFT measures for covered VA activities and other regulatory and
supewisory measurese(g, consumerand investorprotection, prudential safety and
soundness, network IT security, tax, etc.), as the measures taken in other fields may affect
the ML/TF risks. In this regard, countries should consider undertaking simorionger

term policy work to develop comprehensive regulatory and supervisory frameworks for
covered VA activities and VASPs (as well as other obliged entities operating in the VA
space) as widespread adoption of VAs continues.

88. Countries should also require \&®s (as well as other obliged entities) to identify, assess,

and take effective action to mitigate the ML/TF risks associated with providing or engaging
in covered VA activities or associated with offering particular VA products or services.
Where VASPs a permitted under national law, countries, VASPs, as well as FIs and
DNFBPs—including FIs or DNFBPs that engage in VA activities or provide VA products
or services—must assess the associated ML/TF risks and apply -basdd approach to
ensure that appropte measures to prevent or mitigate those risks are implemented.

So-called stablecoins

89. It is important that ML/TF risks of soalled stablecoins, particularly those with potential

for massadoption and can be used for P2P transactions, are analyse@mg@ng and
forward-looking manner and are mitigated before such arrangements are launched. It will
be more difficult to mitigate risks of these products once they are launched.

90. Where there is a central developer and governancewbi is a Fl or a VASRt any

stage of development, it is critical that national AML/CFT supervisors ensure that the body
is taking adequate steps to mitigate the ML/TF risks, before launch where the preparatory
activities mean that the entity is a FlaoWASP, and on an ongoing bassich a bodgan

be held accountable for the implementation of AML/CFT controls across the arrangement
andfor taking steps to mitigate ML/TF risks.qg. in the design of the ®alled stablecoin)

This could include, for exmp | e , l i miting the scope of
anonymously and/or by ensuring that AML/CFT obligations of obliged entities within the
arrangement are fulfilled, e.qg. by using software to monitor transadimhsdetect
suspicious activity. Nadll socalled stablecoins may have a readily identified central body
which is a VASP or a Fone launched. Howevet,may be more likely that partyneec

to existto drive the development and launch of such an arrangement before its release. If
this enity was a business and carried out VASP functions, this would create scope for
regulatory or supervisory action in the fa@nch phase.
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P2P transactions

91. Countries should alsgeek tounderstand the ML/TF risks related to P2P transactods
how P2P transactions are being used in theisdiction Countries may consider the
following nonexhaustive list of options to mitigate risks posedP@Ptransactions at a
national level if the ML/TF risks are unacceptably highis includes meases that seek

to bring greater Visibility to P2P transac

P2P transaction§hese measuresay include:

a) controls thaffacilitate visibility of P2P activity and VA activity crossing between
obliged entities and noiwbliged entities (these controls could includ¥A
equivalents to currency transaction reports or reporting of -trmsker instrument

transfers);

b) ongoing enhanced supervision of VASPs and entities operating in the VA space
with a feature eabling unhosted wallet transactiorssg, on-site and offsite
supervision to confirm whether a VASP has compiled with the regusatigriace
concerning these transactions);

c) denying licensing of VASPs if they allofransactions to/from neabligedentities
(i.e., private / unhosted wallet¢¢.g,o bl i ge VASPs via the
transatdons only from/to other VASPS)

d) placing additional AML/CFT requirement®n VASPs that allowtransactios
to/from nonrobliged entitiefe.q. enhancerecordkeeping requirements, enhanced
due diligence (EDD) requirementsgnd

e) guidance fghlighting the importance 0fASPs applying riskased approach to
dealing with customers that engage in, or facilitate, P2P transactions, supported by
risk assessmentdicators or typologies publications where appropriate.

92. Additional measures that countries may wish to consigsist in understanding and
mitigatingthe risks ofP2Ptransactionsnclude

a) outreach tahe private sector, including VASPand representats from the P2P
sector(e.g. consulhg on AML/CFT requirements concernif®2Ptransactions);

b) issuing publicqguidance and advisoriesid conducting information campaigns to
raise awareness of risks posedA#Ptransactionsand

c) training of supervisoryElU and law enforcement personnel

93.In addition to P2P transactiohgetweenunhosted wallets, the FATF has identified other
potential risks which may require further action, including; VAs located in jurisdictions
with weak or norexistent AML/CFT framework (which would not properly implement
AML/CFT preventive measures) and VAs with decentralised governance structures (which
may not include an intermediary that could apply AML/CFT meastta@s$lese risks may
require jurisdictions or VASPs to identify VASBr countryspecific risks and implement
specific safeguards for transactions that have a nexus to VASPs and jurisdictions lacking
in regulation, supersion, or appropriate control§hese risks are particularly heightened
for so-called stablecoins withgtential for massdoption.

Prohibition or limitation of VAS/VASPS

94. A jurisdiction has the discretion to prohibit limit VA activities or VASPsand those VA
activities carried out by neobligedentities,based on their assessment of risk and national

26

See the FATF’s report to G20 on so-called stablecoins for further information.
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regulatory context or in order to support other policy goals not addressed in this Guidance
(e.g, consumernd investoiprotection, safetyand soundness, or monetary policyiis

can include a ban or limitation on the activity in general, or specifis balimitations on
products or services which are deemed to pose an unacceetablefrisk.

95.Where countries consider prohibiting VA activities or VASPSs, they should take into
account the effect that such a prohibition may have on their ML/TF rigigarBless of
whether a country opts to prohibit or regulatgivities inthe sector, additional measures
may be useful in mitigating the overall ML/TF risks. For example, if a country prohibits
VA activities and VASPs, mitigation measures should incldeatifying VASPs (or other
obliged entities that may engage in VA activities) that operate illegally in the jurisdiction
and applying proportionate and dissuasive sanctions to such ertitigghe risk that
services will be offered in that country by #&ASP based abroad Based on the coun
risk profile, prohibition should still require outreach and enforcement actions by the
country as well as risk mitigation strategies that account for the-bardsr element of
VA activities .9, crossborder VApayments or transfers) and VASP operations.

51.96. Recommendation 2 requires nationalaperation and cordination with respect
to AML/CFT/-CPF policies, including in the VASP sector, and is therefore indirectly
applicable to countries in the context of regalgtand supervising covered VA activities.
Countries should consider putting in place mechanisms, such as interagency working
groups or task forces, to enable policymakers, regulators, supervisors, the financial
intelligence unit (FIU), and law enforcementthorities to capperate with one another and
any other relevant competent authorities in order to develop and implement effective
policies, regulations, and other measures to address the NAHTIEks associated with
covered VA activities and VASPs. This should includeoperation and cordination
between relevant authorities to ensure the compatibility of AML/CFT requirements with
Data Protection and Privacy rules and other similar provisideg., data
security/localisation). National emperation and cordination are particularly important
in the context of VAs, in part due to their hightyobile and crosborder nature and
because of the manner in which covered or regulated VA activiagsmplicate multiple
regulatory bodies (e.g., those competent authorities regulating money transmission,
securities, and commodities or derivatives activities). Further, nationraperation
relating to VA issues is vital in the context of furtheringdstigations and leveraging
various interagency tools relevant for addressing the cyber and/or VA ecosystem.

Treatment of Virtual Assets: Interpreting the Fundser Value-Based Terms

5297. For the purposes of applying the FATF Recommendations, countries should
consider all fundsor valuebased t er ms in the Recommendati on
“proceeds,” “funds,” “funds or other assets,’

VAs. In particular, countries should apply the relevant measures under Recaatiomend

3 through 8, 30, 33, 35, and 38, all of which contain references to the aforementioned funds
or valuebased terms or other similar terms, in the context of VAs in order to prevent the
misuse of VAs in ML, TF, angbroliferationfinancing(PR and tke action against all
proceeds of crime involving VAs. The aforementioned Recommendatismse of which

may not at first appear directly applicable to VASPs and similarly obliged entities but are
in fact applicable in this spaeeelate to the ML offence,anfiscation and provisional
measures, TF offence, targeted financial sanctions,-prafit organisations, law
enforcement powers, sanctions, and internationalpawation.

5398. Recommendation 3. For the purposes of implementing Recommendation 3, the
ML offence should extend to any type of property, regardless of its value, that directly
represents the proceeds of crime, including in the context of VAs. When proving that
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property is the proceeds of crime, it should not be necessary that a person be convicted of
a predicate offence, including in the case of-kfated proceeds. Countries should
therefore extend their applicable ML offence measures to proceeds of crime involving VAs.

5499. Recommendation 4. Similarly, the confiscation and provisional measures relating
to “(a) property |l aundered, (b) proceeds fr om,
use in money laundering or predicate offences, (c) property that is used in, or intended or
allocated for use in, the financing of terrorism, terrorist acts, artstriorganisations, (d)
or property of corresponding value” also appl

55100. As for confiscation or temporary measures applicable to fiat currencies and goods,
law-enforcementauthoritiekEAS) should be able to request a temporary freeze of assets |
when there are grounds to establish or when it is established, that they originate from
criminal activity. To extend the duration of the freeze or to request the confiscation of
assets, LEAs should obtain a court order.

56101. Recommendation 5. Likewise, the TF offaces described in Recommendation 5
should extend to “any funds or other assets,’”
illegitimate source (see INR. 5).

57102. Recommendation 6. Countries should also freeze without delay the funds or other
assets-includingVAs—of designated persons or entities and ensure that no funds or other
assets-including VAs—are made available to or for the benefit of designated persons or
entities in relation to the targeted financial sanctions related to terrorism and terrorist
financing.

58103. Recommendation 7. In the context of targeted financial sanctions related to
proliferation, countries should freeze without delay the funds or other-aseetgding
VAs—of designated persons or entities and ensure that no funds or others—assets
including VAs—are made available to or for the benefit of designated persons or entities.

59.104. Recommendation 8. Countries also should apply measures, in line with the risk
based approach, to protect Aonmofit organisations fromerrorist-finaneind F abuse, as
laid out in Recommendation 8, including when the clandestine diversion of funds to
terrorist organisations involves VAs (see Recommendation 8(c)).

60:105.  Recommendation 30 applies to covered VA activities and VASPs in the context
of the applicability of all fundsor value-based terms addressed in-sggtion 3.1.2 of this
Guidance. As with other types of property or proceeds of crime, countries should ensure
that competent authorities have responsibility for expeditiously identifying, tracing, and
initiating actionsto freeze and seize \VAelated property that is, or may become, subject
to confiscation or is suspected of being the proceeds of crime. Countries should implement
Recommendation 30, regardless of how the jurisdiction classifies VAs in its national legal
framework {.e., regardless of how VAs are categorized legally with respect to the property
laws of the jurisdiction).

61106. Recommendation 33. The statistics that countries maintain should include
statistics on theuspicious-transactionrepor&IRS that thecompetent authorities receive |
and disseminate as well as on the property that the competent authorities freeze, seize, and
confiscate. Countries should therefore also implement Recommendation 33 in the context
of VASPs and VA activities and maintain sttitis on the STRs that competent authorities
receive from VASPs and from other obliged entities, such as banks, that submit STRs
relating to VASPs, VAs, or VA activities. As with other Recommendations that contain
funds or valuebased terms(g.,Recommedation 3 through 8, 30, 35, and 38), countries
should also maintain statistics on any VAs that competent authorities freeze, seize, or
confiscate, regardless of how the jurisdiction categorizes VAs with respect to the property
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laws of its national legal fmework. Additionally, countries should consider updating their
STRs and associated statistics to incorporate-réfated indicators that facilitate
investigations and financial analysis.

62.107. Recommendation 35 directs countries to have a range of effectivepprtionate
and dissuasive sanctions (criminal, civil or administrative) available to deal with natural or
legal persons covered by Recommendations 6 and 8 to 23 that fail to comply with the
applicable AML/CFT requirements. As required by paragraph 6 of INR countries
should similarly have in place sanctions to deal with VASPs (and other obliged entities that
engage in VA activities) that fail to comply with their AML/CFT requirements. As with
Fls and DNFBPs and other natural or legal persons, suchaenshould be applicable
not only to VASPs but also to their directors and senior management, where applicable.

63.108. Recommendation 38 also contains fund®or valuebased terms and applies in the
context of VAs but is addressed in further detail in-settion3.1.8 oninternational Co
operationand the implementation of Recommendations 37 through 40, as described in
paragraph 8 of INR. 15.

Licensing or Registration

109. Countries should designate one or more authorities that have responsibility for
licensing and/oregistering VASPs.

110. The FATFE standards allow jurisdictions flexibility in applying licensing or
registratiorto VASPs Many countries are confronting the decision of whether to fit VASPs
into an existing regime for licensing or registration or create a new one. Using an existing
regime is likely to offer countries a quicker path to implementation and will take advantage
of existing knowledge in the compliance community of how to operate the relevant
processes. However, a new regime could be putipodefor VASPs and not include
legacy aspects that may not apply to VASPs. For instance, such a regime could include
greater feus on technological capacity in AML/CFT analysis. While this decision
ultimately rests with jurisdictions, they may finidl is easier touse an existing
licensing/registration system, such as that for MVI&Gthe extentthat their existing
regimes are foctional andappropriate for VASPSs. It is necessary to confirm in advance
that the existing system canfficiently address the risk of VASP®/here countries have
created new laws and regulations explicitly for &/Aand VASPs a new
licensing/registratiorsystem may make more sense. Jurisdictions should base the nature
and stringency of the requirements and the type of regime they choose on an assgéssment
thedifferent kinds of VASPactivity.

Which VASPs should be licensed or registered

64111. Inaccordance with INR. 15 paragraph 3, at a minimum, VASPs should be required
to be licensed or registered in the jurisdiction(s) where thegraaed References to
creating a legal perséhinclude the incorporation of companies or any other mechanism
that is used domestically to formalise the existence of a legal entity, such as registration in
the public register, commercial register, or any equivalent register of companies or legal
entities; recognition by a notary or any other public officer; filifighe company bylaws
or articles of incorporation; allocation of a company tax number, etc.

112. In cases where the VASP is a natural person, it should be required to be licensed or
registered in the jurisdiction where its place of business is |loedtedldéermination of
which may include several factors for consideration by countries. The place of business of

2 See footnote 40 in INR. 24.
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a hatural person can be characterised by the primary location where the business is
performed or where the busi naswketethbmatudals and r e
person resides.€., where the natural person is physically present, located, or resident).
When a natural person conducts business from his/her residence, or a place of business
cannot be identified, his/her primary residence mayrégarded as his/her place of
business, for example. The place of business may also incluglesegsotential factor for
consideration, the location of the server of the business.

—Jurisdictions may also require VASPs that offer products and/or sergicestbmers in,
or that conduct operations from, their jurisdiction to be licensed or registered in the

jurisdiction. Host jurisdictions may therefore require reqistration or licencing of VASPs
whose services can be accessed by amage available to pete residing or living within

their jurisdiction, or may require VASPs that have employees or management located in
their jurisdiction. While coverage of these entities is not required byAl& Sstandards,

jurisdictions may find it to be useful in mititing risks, particularly in view of the inherent
crossborder availability of VAs. When in doubt, jurisdictions may consider that broader
coverage is the safer course, as VAs will introduce whatever risks they carry with them in
any jurisdiction in whichihey are accessible, regardless of the location in vhiaihlegal
entity- wascreatethey are incorporated

113. In order to identify those VASPs offering products and/or services to customers in
a jurisdiction without being incorporated in thisisdiction, supervisors may use a set of
relevant criteriaThis could includéhe location of offices and serveiscluding customer
facing operations such as call centempmotional communicatiantargeting specific
countries/markets, the language the VASP websitend/or mobile applicatigrwhether
the VASP has a distribution networkancountry(e.q, if it has appointed an intermediary
to seek clients or physically visit clients resident in the colrdind specific information
asked tacustomers revealing the targeted country.

How to identify VASPs for licensing or registration

114. Countries should take action to identify natural or legal persons that carry out VA
activities or operations without the requisite license or registration a opriate
sanctions, including in the context of traditiosakeredbligedentities that may engage
in VA activities or operation a bank that provides VAs to its customers). National
authorities should have mechanisms to monitor the VASPorsext well as other

coveredbligedentities that may engage in covered VA activities or operations or provide

covered VA products or services and ensure that appropriate channels are in place for
informing VASPs and othezeveregbligedentities of their obligation to register or apply

for a license with the relevant authority. Countries should also designate an authority

responsible for identifying and sanctioning unlicensed or unregistered VASPs (as well as
other obliged entities thangage in VA activities). As discussed above in the Guidance,
even countries that choose to prohibit VA activities or VASPs in their jurisdiction should
have in place tools and authorities to identify and take action against natural or legal persons
that fail to comply with their legal obligations, as required under Recommendation 15.

115. In_order to identify persons operating without a license and/or registration,
countries should consider the range of tools and resources they may have for investigating

the pesence of an unlicensed or unregistered VASP. For example, countries should
consider

a) blockchain or distributed ledger analytics toals well as other investigative tools
or capabilities
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b) web-scraping and opesource information to identify online adtising or
possiblesolicitations for business by an unregistered or unlicensed entity;

c) information fromthe general public anddustry circles (including by establishing
channels for receiving public feedback) regarding the presence of certain

businesses that may be unlicensed or unregistered,;

d) FIU or other information from reporting institutions, such as STRs or -bank

provided investigative leads that may reveal the presence of an unlicensed or
unregistered natural or legal person VASP;

e) nonpubically available information, such as whether the entity previously applied
for a license or registration or had its license or registration withdiaaweh

f) law enforcement and intelligence re j jstri tics
| T her | T | bilifies

Considerationdor licensing or reqgistering VASPs
4

116. VASPs that are licensed or registered should be required to meet appropriate
licensing and registration criteria set by relevant authorifiesse criteria should give
national supervisors confidence that the concerned VASPs will be able to comply with their
AML/CTF obligations. To that endhe criteriashould include, as for most Fls, the
obligation to demonstrate thaprior to launch their AML/CFT programs, including
policies, procedures and organization taking |
activity (i.e., types of VAsand transactions, targeted customers, distribution chanaieds)
implementedr able to be implemented omlaunchedl he assessmermf these criterias
all the more efficient when it is performed in the course of the licensing or the registration
processand when there is time to ensure risk controls are in place prior to launch.

117. When a jurisdiction establishés licencing or registration scheme foA8Ps,a
significant number 0¥ ASPs may seelkcencing or registration at the same tirie enable
a smooth process, relevant authoritiesyconsider howio ensure that sufficienleiibility
is built into their approach, to allow for prioritisation of incoming requests. This could
involve identifying and prioritising entities carrying out the highest risk activities for early
registration, monitoring key risk indicators, or increhsenphasis on aldoc onsite and
off-site reviews$y supervisorsand engaging regularly with industry bodiésconversely,
activities are suspended pending registration, jurisdictions may wish to consider beginning
with the easiest applications firstdathen moving on to theigherrisk or more complex
applicantghereafter Countriesmay consider a range of other factors but should prioritize
based ortheir judgementnd capacity

be able to

oW fic rvisory
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118. In the licensing or registration proce&gompetent authorities should take the
necessary legal or regulatory measures to prevent crimimwaigit and propetpersonor
their associates from holding, or being the beneficial owner of, a significant or controlling
interest, or holding a management function in, a VASP. Such measures should include

requiring VASPs t o seek aut horitiseirs’ prior

shareholders, business operations, and structures.

119. On the basis of rislquthorities may also impose conditions on VASPs seeaking
license or registration to be able to effectively supervise the VASRS. conditions could
potentially include, depending on the size and nature of the VASP activities, requiring a
resident executive director, substantive management presence, specific financial
requirements and/or requirements for VASPs to disclose thstnagain(s) / license(s)
which they hold in marketing materials, website and mobile applicatiariborities may
alsorequire thaappropriatéAML/CFT mitigations must be builinto products and services
before they are brought to markes itis much more difficult to do so later Therefore,
careful assessment of risks and thorough evaluation of mitigation measures at the licensing
and registration stage is especially importé@nce licensing and registratidrastaken
place, AML/CFT mitigatios which a@e built into products and services should be
maintained and be the subject of active supervision.

120. Like other entities subject to AML/CFT standards and sanctions obligations
through the FATFStandards, VASPs should put in place AML/CFT compliance prior to
launch when designing or building a new product or service pursuant$o Rnportantly,
jurisdictions may consider emphasizing thesguirements to VASPs through public
communication and eventsg,e ducati on campai gns, Hhther ums
VA ecosystem). Providing certainty concerning the legal framework through advisories or
guidance is another key measure to support a culture of compliance. Countries may also
consider the incentive effect of publicity of enforcement actions agaimmsgisterecbr
unlisensedVASPs. Furthermoresubject to their own discretiofurisdictions may also
consider designating all VASPs from countries which do not effectively implement
licensingor registratiorrequirements as high risk customers or coupégties, so that for
a VASP to deal with a counterpart in a country without an effective licensing regime is
designated high risk activity by the supervissond may incur additional reporting
requirements(also see the information on EDD in Recommendati®in Section Il and
on counterparty VASP due diligence in Recommendattin Hectiors |1l andlV).

67121. All jurisdictions should encourage a culture of compliance with ddilla
jurisdictions applicable legal and regulatory requiremeifisese mayddressa range of
policy objectives, including those related to investor and consumer protection, market
integrity, prudential requirements, and/or national and economi@gtée in addition to
AML/CFT. To that endsome jurisdictions may decide to underscis by not permitting
VASPs to obtain a license from prudential or other authorities which is separate from
AML/CFT -related _authorizationJurisdictions should also ensure that VASPs and
authorities devote sufficient resourcesttieir AML/CFT compliance dinctions to cope
with expected customer and transaction volume.

122. As previously noted, the distinguishitechnicafeature of secalled stablecoins is
a stabilization mechanism. An assessment of the ML/TF risks and mitigation of the risks
associated withhis mechanisnshould form parbf the licensingor registrationprocess.
Supervisors should be especially cautious of claims thaaled stablecoins involve no

For Official Use

0




44 | FATF/PDG(2020)19/REY

entity that qualifies as a VASBecause of the need for developers to create a stabilization
mechanism, even if it is automated once launched (i.e., an algorghcadedstablecoin),
so-calledstablecoins are even more likely themeVAs to involve a VASPRor Flin their
creation and launch. As discussed in the FATF report to thes@2@lled stablecoins may
alsobe more likely to reach mass adoption by the public as compaseth&/As, which
could potentially greatly increase the risks they pose if realizestefore the potential for
mass _adoption should be included as a faateriting consideration in the licensing or
registration procedure and risk assessment fovABPs As a general matter, however,
the AML/CFT aspects dficensing or registration procedure ¥ASPs and obliged entities
launching, or involved inso-called stablecoins shdd be similar to that foWAs, except
for the need to consider the stabilization mechanism.

2% Hro\, 5 A ; t may
naage , i i , LAE Eservices

ohibit VA
iies to

Co-operation with domestic and international partners

123. Co-ordination between various national authorities involwethe regulation and
licensing or registration of VASPs is important, as described previously in the context of
Recommendation 2, since various authorities may hold information relating to
unauthorised providers or activitiéBhis is particularly importat for situations where a
country has multiple different licensing or registration schemes for VASPs, rather than one

central regime.

124. International ceoperation in the registration and licencing process is also
important.Authorities may also inform thegounterparties that VASPwhichthey have
previously reqgistered or licensedreoper ating i n their counterpa

Countries should have in place relevant channels for sharing information as appropriate to
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support the identification and sanctioning of unlicensed or unregistered VASRsrities
should also consider the Principles InformationSharing and Coperation amongst
VASP Supervisors for further guidance on how teoperate with counterparts ihe
licensing or registration process (Seetion VI).

Supervision or Monitoring

125. Recommendations 26 and 27. As discussed below, Recommendation 15 requires
countries to subject VASPs to effective systems for AML/CFT supervision or monitoring.
As set forthin Recommendation 26 and 27, paragraph 5 of INR. 15 similarly requires
countries to ensure that VASPs are also subject to adequate regulation and supervision or
monitoring for AML/CFT and are effectively implementing the FATF Recommendations,
in line withtheir ML/TF risks. VASPs should be subject to effective systems for monitoring
and ensuring compliance with national AML/CFT requirements. VASPs should be
supervised or monitored by a competent authority, not aeglilatory body (SRB), which
should coduct riskbased supervision or monitoring. Supervisors should have adequate
powers to supervise or monitor and ensure compliance by VASPs (as well as other obliged
entities that engage in VA activities) with requirements to combat money laundering and
terrorist financing including the authority to conduct inspecti@gsess books and records, |
compel the production of information, and impose a range of disciplinary and financial
sanctions, including the power t oensewort hdr aw,
registration, where applicablelurisdictions should consider measures to make it
sufficiently clearto foreign counterparts whom to address foe widest range of
internationakco-operation

68~

69126. Giventhecrosbor der nat ur e @rid provisiBrPosservieesand vi t i es
the potential challenges in associating a particular VASP with a single jurisdiction,
international ceoperation between relevant supervisors is also of specific importance, as
underlined in paragraph 8 of INR. 15 (see ald®section 3.1.8). Jurisdictions could also
refer to the relevant work of other international standatting bodies for useful guidance
in this respect, such as the International Organization of Securities Commissions as well as
the Basel Committee on Bdng Supervisiorf®

#0:127.  As discussed in more detail in ssbction 3.1.9 of this Guidance, when a DNFBP
engages in VASP activity, countries should subject the entity to all of the relevant measures
for VASPs set forth in the FATF Recommendations, including veigipect to supervision
or monitoring?®

Preventive Measures

128. Paragraph 7 of INR. 15 makes clear that all of the preventive measures contained
in Recommendations 10 through 21 apply to both countries and obliged entities in the
context of VAs and VA finanaill activities. However, Recommendations 9, 22, and 23 also
have indirect applicability in this space and are discussed below as well. Accordingly, the

28

29

See, for example, Principles 3 (on co-operation and collaboration) and 13 (on home-host relationships)
of the Committee’s Core Principles for Effective Banking Supervision : www.bis.org/publ/bcbs230.pdf.
As outlined in sub-section 2.2, jurisdictions may call or term VASPs as “FIs” or as “DNFBPs.” However,
regardless of what countries may choose to call VASPs, they are still subject to the same level of
regulation and supervision as FIs, in line with the types of financial activities in which VASPs engage
and the types of financial services they provide.
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following subsection provides a RecommendatimpRecommendation explanation to
help countries in furtireconsidering how to implement the preventive measures in the
context of VAs. Relatedly, sukection 4.1 provides guidance specific to VASPs and other
obliged entities that engage in VA activities on how they should implement the preventive
measures dested below as well as other AML/CFT measures throughout the FATF
Recommendations.

129. In general, the preventive measures set out in Recommendation 10 to 21 apply to
VASPs in the same manner as,Mgth two specifioqualifications Firstly, theoccasional
transaction dsigmted threshold above which VASPs are required to conduct CDD is
USD/EUR 1 000 (rather thddSD/EUR 15 000). Secondly, the wire transfer rules set out
iNnRecommendation 16 apply to VASPs and VA tran
rul e’ ). This | silbelewpl ai ned i n more det

Financial institution secrecy laws

130. Recommendation 9 is intended to ensure that financial institution secrecy laws do
not inhibit the implementation of the FATF Recommendatidks with FIs, countries
shouldsimilarly ensure that secrecy laws do not inhibit the implementation of the FATF
Recommendations to VASPs, although Recommendation 9 does not explicitly include or
mention VASPs.

Customer due diligence

#4131. Recommendation 10. Countries and obliged entities should design CDD processes
to meet the FATF Standards and national legal requirements. The CDD process should help
VASPs (as well as other obliged entities that engage in VA activities) in assessing the
ML/TF risks associad with covered VA activities or business relationships or occasional
transactions above the threshold. Initial CDD comprises identifying the customer and,
where applicable, the customer’s beneficial o0
arisk bais and on the basis of reliable and independent information, data, or documentation
to at least the extent required by the applicable legal or regulatory framework. The CDD
process also includes understanding the purpose and intended nature of thes busines
relationship, where relevant, and obtaining further information in higher risk situations.

#2132.  In practice, VASPs typically open and maintain accolrgs éstablish a customer
relationship) and collect the relevant CDD information when they provide ssriocor
engage in covered VA activities on behalf of their customers. In cases where a VASP
carries out an occasional transaction, however, the designated threshold above which
VASPs are required to conduct CDD is USD/EUR 1 000, in accordance with INR. 15

paragraph 7(a¥

#3133. Regardless of the nature of the relationship or transaction, countries should ensure
that VASPs have in place effectipeocedures to identify and verify, on a risk basis, the
identity of a customer, including when establishing busingasions with that customer;
where VASPs may have suspicions of ML/TF, regardless of any exemption of thresholds;
and where they have doubts about the veracity or adequacy of previously obtained
identification data.

#4134.  Some jurisdictions may consider theeuws VA kiosks (which some may refer to as
VA “ATMs, "7 as described in the section above
occasional transaction, whereby the provider or owner/operator of the kiosk and the

30 The FATF agreed to lower the threshold amount for VA-related transactions to USD/EUR 1 000, given

the ML/TF risks associated with and cross-border nature of VA activities.
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customer usmg the kIOSk transact on a- ofieba5|s Other jUI‘ISdICtIOI’lS mar;equ#e
other

#nanerakmsﬂtuhené—g—as—a—meney—transmrtters}-and—mm consrder such transactions

to be occasionalvith resuling consequences for CDD obligations

#5135.  As discussed previously, VAs have certain characteristics that may make them
more susceptible to abuse by criminals, money launderers, terrorist financiers, and other
illicit actors, including their global reach, capacity for rapid settlement, abilithable
Cad— v --ba-H-—w-is-gPR Rtransactoresothetimes—referred-to-dspete 1
p—e—9, arid potential for increased anonymity and obfuscation of transaction flows and
counterparties. In light of these characteristics, countries may thegefurgher than what
Recommendation 10 requires by requidag-CDD for alHransactions-invelving-VASA
transfersor transactionperformed by VASPs (as well as other obliged entities, such as
banks that engage i n VA aamniswaicdtiih hwmgbgld i ncl
below the USD/EUR 1 000 threshold, in line with their national legal frameworks. Such an
approach is consistent with the rislised approach set out in Recommendation 1, provided

that it is justified on the basis of the country a s s e s s meg) throughf ther i s k s

identification of higher risks). Additionally, jurisdictions, in establishing their regulatory
and supervisory regimes, should consider how the VASP can determine and ensure that the
transactions are in fact onlpreducted on a oreff or occasional basis rather than a more
consistenti(e., norroccasional) basisn determining what approach to take émcasional
transactions countriesshould take into account the product and services provided by
VASPsin their jurisdiction Countries may request VASPs to identify low risk,-oifiev A

transfers where the VASPs are able to acc

approach to occasional transactions in the VA space.

136. As described in the Interpreé Note to Recommendation 10, there are
circumstances where the ML/TF risk is higher and where enhanced CDD measures must
be taken. In the context of \Afelated activities and VASPs, for example, countries should
consider countryor geographiepecific rek factors. VASP$ocated in or VA transfers
from or associated with particular countries present potentially higher riskadieey

laundering-or-terroristfinanchML/TF (see INR. 10, paragraph 15(b)).

Enhanced due diligence and simplified CDD

#6137. While theae is no universally agreed upon definition or methodology for
determining whether a jurisdiction, in which a VASP operates or from which VA
transactions may emanate, represents a higher risk for ML/TF, the consideration of country
specific risks, in conjoiction with other risk factors, provides useful information for further
determining potential ML/TF risks. Indicators of higher risk include:

a) Countries or geographic areas identified by credible sot@ggroviding funding
or support for terrorist actities or that have designated terrorist organisations
operating within them;

b) Countries identified by credible sources as having significant levels of organized
crime, corruption, or other criminal activity, including source or transit countries
for illegd drugs, human trafficking, smuggling, and illegal gambling;

31

“Credible sources” refers to information that is produced by reputable and universally recognised
international organisations and other bodies that make such information publicly and widely available.
In addition to the FATF and FATF-style regional bodies, such sources may include, but are not limited
to, supra-national or international bodies such as the International Monetary Fund, the World Bank,
and the Egmont Group of Financial Intelligence Units.

For Official Use

|

I di

pt



48 | FATF/PDG(2020)19/REY

¢) Countries that are subject to sanctions, embargoes, or similar measures issued by
international organisations such as the United Nations; and

d) Countries identified by credible sources as havingakv governance, law
enforcement, and regulatory regimes, including countries identified by the FATF
statements as having weak AML/CFT regimespecially for VASPsand for
which finaneta-nstitution¥ ASPs and other obligeentitiesshould give special
attention to business relationships and transactions.

##138. Countries also should consider the risk factors associated with the VA product,
service, transaction, or delivery channel, including whether the activity involves
pseudonyapnasymous tr a-facem-tteibusiness rélatiohshipsnor
transactions,” and/ or payasmstolcs at eeceihved fprm
(see INR. 10 15(c) as well as the examples of higher and lower risk indicators listed in
paragrapl81 of this Guidance). The fact that nearly all VAs include one or more of these
features or characteristics may result in countries determining that activities in this space
are inherently higher risk, based on the very nature of VA products, servicsagctians,

or delivery mechanisms.

#8139. Inthese and other cases, #ranced-due-diligence(EBDEDD measures that may

mitigate the potentially higher risks associated with the aforementioned factors include:

a) corroborating the identity information receivedrr the customer, such as a
national identity number, with information in thighrty databases or other reliable
sources;

b)) potentially tracing the customer’s | P addr
b)c) the use ofinalysisproducts such as blockchain analytjtsand

¢)d) searching the Inteet for corroborating activity information consistent with the
customer’'s transaction profile, provided 1
national privacy legislatio??

140. Countries also should consider #rghanced CBIEDD measures detailed in INR.
10, paragraph 20, including obtaining additional information on the customer and intended
nature of the business relationship, obtaining information on the source of funds of the
customer, obtaining information on the reasons for intended or performsddtians, and
conducting enhanced monitoring of the relationshipd transactionsAdditionally,
countries should consider the measures required for FIs that engagedenbatinated
activity that is norfaceto-face (such as mobile services) or that@nparable to VA
transactions in assessing their risks and developing mitigating controls accordingly.

141. Countries may alsencourage their VASPs to collect additional information on
high-risk customers and transactiongase their corporate clients engaggade finance
in order to identify, and avoid engaging in, prohibited activities, and to enable fatiow
actions. Such additional information may include:

a) thepurpose of transaction or payment;

b) details about the nature, end use or end user dtine

To date, FATF is not aware of any technically proven means of identifying the person that manages or
owns an unhosted wallet, precisely and accurately in all circumstances. Countries should be aware of

this and also note that the results of the analysis using such tools should be considered as reference

information only.
See 2015 VC Guidance, paragraph 44 as well as June 2013 Guidance for a Risk-Based Approach to New

Payment Products and Services, paragraph 66.

33
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c) proof of funds ownership;

d) parties to the transaction;

e) sources ofvealth and/ofunds;

f) the identity and theeneficial ownership of the counterparty; and

q) export control information, such as copies of exjeoritrol or other licenses issued

by thenational export control authorities, and argkr certification

Ensuring CDD infomationis upto-date

142. Additionally, countries shouldequire VASPs and other obliged entities that
engage in or provide VA products and services to keep documents, data, or information
collected under the CDD process-topdate and relevant by undertaking reviews of
existing records, particularly for highask customers or categories of VA products or
services, and conducting ongoing due diligence (see Section IV for further discussion on
ongoing due diligence and monitoring obligations for VASPs and other obliged entities).
Such transactional and recordviews are vital for effective supervisiand are an
important data source for the transfer of the requietelantcustomer information for

compliance with the ‘travel rul

Recordkeeping

e

(see

+9143.  Recommendation 11 requires countrie®tensure that VASPs maintain all records
of transactions and CDD measures for at least five years in such a way that individual
transactions can be reconstructed and the relevant elements provided swiftly to competent
authorities. Countries should requMASPs and other obliged entities engaging in VA
activities to maintain transaction records on transactions and information obtained through
CDD measures, including: information relating to the identification of the relevant parties,
the public keys (or edualent identifiers), addresses or accounts involved (or equivalent
identifiers), the nature and date of the transaction, and the amount transferred, for example.
The public information on the blockchain or other relevant distributed ledger of a particular
VA may provide a beginning foundation for recordkeeping, provided institutions can
adequately identify their customers. However, reliance solely on the blockchain or other
type of distributed ledger underlying the VA for recordkeeping is not sufficient fo

compliance with Recommendation 11.

144. For example, the information available on the blockchain or other type of
distributed ledger may enable relevant authorities to trace transactions back to a wallet
address, thougih may not readily link the wallet adeks to the name of an individual. The
wallet address contains a user code that serves as a digital signature in the distributed ledger
(i.e., a private key) in the form of a unique string of numbers and letters. However,
additional information will be nexssary to associate the address to a real or natural person.

Politically exposed persons

145. Recommendation 12 requires countries to implement measures requiring obliged
entities such as VASPs to have appropriate risk management systems in place to determine
whether customers or beneficial owners are foreign politically exposed persons{BEPS)

34

“Foreign PEPs” are individuals who are or have been entrusted with prominent public functions by a
foreign country, for example Heads of State or of government, senior politicians, senior government,
judicial or military officials, senior executives of state owned corporations, and important political

party officials (FATF Glossary).
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related or connected to a foreign PEP and, if so, to take additional measures beyond
performing normal CDD (as defined in Recommendation 10) to determine if andivalyen
are doing business with them, including identifying the source of funds when relevant.

Correspondenbankingand other similar relationships

80.146.  Recommendation 13 stipulates that countries should require Fls to apply certain
other obligations in addition to performing normal CDD measures when they engage in
crossborder correspondent relationships. Separate and apart from traditional Fis that may
engage in coveredA activities and for which all of the measures of Recommendation 13
already apply, some other business relationships or covered VA activities in the VASP
sector may have characteristics similar to clumsler correspondent banking
relationships. INR. 13tipulates that for correspondent banking and other similar-cross
border relationships, FIs should apply criteria (a) to (e) of Recommendation 13, in addition
to performing nor mal CDD measur esmpeyerOt her si
valde-transferservices-MVTS) when MVTS providers act as intermediaries for other
MVTS providers or where an MVTS provider accesses banking or similar services through
the account of another MVTS customer of the bank @&E5 FATF Guidance on
Correspondent Banking Rdlonship3.

147. As the FATF Guidance on Correspondent Banking expfains “ cor r espondent
banking” d o e soff tramdactions ar theindese meseagingti@teship in the
context of norcustomer relationships. Rather, it is characterised by itpow, repetitive
nature, with a more customiike relationship. Correspondent banking services encompass
a wide range of services which do not all carry the same level of ML/TF risks. Some
correspondent banking services present a higher ML/FT risk becausertkspondent
institution processes or executTetheextene nsacti on
that relationships in the VASP sectourrently have or may in the futifehave
characteristics similar to cro®rder correspondent banking relabips, countries
should implement the preventive measures set forth in Recommendation 13 to VASPs (and
other obliged entities operating in the VA space) that develop such relationghips.
particular wherestablishing their requlatory and supervisorymessfor VASPS countries
shouldconsider how VASPcan determingvhethertheir counterparty VASP relationships
should be categorised as a typecofrespondentelationship to which Bcommendation
13 applies.When the relationship involves consistdiiw of transactions, and the
execution of third-party payments, it may be regarded as fnigkh correspondent
relationship.If the relationship is not one wheRecommendatiod3 applies, the VASP
may still need to undertake a counterparty due diligence gsasmilar to that set out in
Recommendation 13 (sdkecommendation 16 for further information on counterparty
VASP due diligence).

MVTS

148. Recommendation 14 directs countries to register or license natural or legal persons

that provide MVTS in the country and ensure their compliance with the relevant AML/CFT
measures. As described in the 2015 VC Guidance, this includes subjecting MVTS operating
in the countryto monitoring for compliance with registration or licensing and other
applicable AML/CFT measures. The registration and licensing requiremants

35

Paragraph 135uidance on Correspondent Banking

36

For example, a number of researchers and analysts have indicated that they see great potential for
VASPs and VA protocols to connect directly to existing correspondent banking customers and enable
them to send and receive funds across borders, without the intermediation of traditional FIs,
potentially leading to quicker settlements and reductions in cost.
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Recommendation 15, however, apply to all VASPs, even those engaging in MVTS
activities €.g, domestic entiés that provide as a business convertible VA exchange
services between virtual and fiat currencies in a jurisdiction).

New technologies

81.149. Recommendation 15. In October 2018, the FATF adopted updates to
Recommendation 15, which reinforce the fundamentallbiéded approach and related
obligations for countries and obliged entities in the context of new technologies, in order
to clarify its application in the context of VAs, covered VA financial activities, and VASPs.
Recommendation 15 requires countries &niify and assess the ML/TF risks relating to
the development of new products and business practices, including new delivery
mechanisms, and the use of new or developing technologies for both new-amdsng
products. Notably, it also requires couesrto ensure that financial institutions licensed by
or operating in their jurisdiction take appropriate measures to manage and mitigate the
associated ML/TF risks before launching new products or business practices or using new
or developing technologiésee Annex A).

82.150. In line with the spirit of Recommendation 15, the October 2018 update further
clarifies that countries should manage and mitigate the risks emerging from VAs and ensure
that VASPs are regulated for AML/CFT purposes, licensed or regis@mddsubject to
effective systems for monitoring and ensuring compliance with the relevant measures
called for in the FATF Recommendations. INR. 15, which the FATF adopted in June 2019,
further clarifies Recommendation 15 and defines more specifically hewFATF
requirements apply in relation to VAs, covered VA activities, and VASPs, including in the
context of: assessing the associated ML/TF risks; licensing or registration; supervision or
monitoring; preventive measures such as CDD, recordkeeping, syidisus transaction
reporting, among others; sanctions and other enforcement measures; and international co
operation (see Annex A).

151. In the context of VA and VASP activities, countries should ensure that VASPs
licensed by or operating in their jurisdiaticonsider whether the VASP can manage and
mitigate the risks of engaging in activities that involve the use of anomgmitgncing
technologies or mechanisms, including but not limited to AECs, mixers, tumblers, and
other technologies that obfuscate ttieritity of the sender, recipient, holder, or beneficial
owner of a VA. If the VASP cannot manage and mitigate the risks posed by engaging in
such activities, then the VASP should not be permitted to engage in such activities.

Wire transfersil@odd the o6travel

152. Recommendation 16 was developed with the objective of preventing terrorists and
other criminals from having unfettered access to electronitadillitated funds transfers
for moving their funds and for detecting such misuse when it occurs. Anthetdrafting,

t he FATEF t er med s uc h In aceordaneewitls the' fumctional t r an

approach of the FATF Recommendations, the requirements relating to wire transfers and
related messages under Recommendation 16 apply to all providerd cfesuices This
includesVASPs that provide services or engage in activities, such as VA transfers, that are
functionally analogous to wire transfers.

Overview of R.16 and its application WAs and VASPs

153. Recommendati on 16 defines
behalf of an originator throughF by electronic means with a view to making an amount
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of funds available to a beneficiary person at a benefi¢frirrespective of whether ¢h
originator and the beneficiary are the same person.

154. Recommendation 16 then establishes the requirements for countries relating to wire
transfers _and related messages and applies to dwmtiesticand crossborder wire
transfers. In summary, countries ghb ensure thaFls include required and accurate
originator information andrequired beneficiary informatiqgron wire transfers and related
messaged:is should also monitor wire transfers to detect those which lack the required
originator _and/or _benefiary information and screen the transactions to comply with
relevant UNSCR resolutions (see Recommendations 6 and 7).

155. As set out in INR15, Countries should apply Recommendation 16 to VA transfers
and VASPsCountries should apply Recommendation 16 mlgas of whether the value
of the traditional wire transfer or the VA transfer is denominated in fiat currency or a VA.
However, recognising the unique technological properties of VAs, Recommendation 16
applies in an amended way to VAs as set out in papagr(b) of INR.15. The application
of the FATF's wire transfer r ¢raveliule e ment s

156. The requirements of Recommendation 16 apply to VASPs whenever their
transactionswhether irfiat currency or VA, involve: (a) &raditional wire transfer, or (b)
a VA transfer between a VASP and another obliged ergity between two VASPs or
between a VASP and another obliged entity, such as a bank or otfw(&la VA transfer
between a VASP andnhaunhosted wallet (i.e. aonVASP or norobliged entity) For
transactions involving VA transfeygountries should treat all VA transfers as ciosigler
wire transfers, in accordance with the Interpretative Note to Recommendation 16 (INR.
16), rather than domestic wire transfdyased on the crosmrder nature of VA activities
and VASP operation$:or transfes with unhosted wallets, thequirementsf R.16 aply
in a specific wayas explained below.

Requirements to obtain, hold and submit required and accurate originator and
required beneficiary information

83.157. Countries should ensure that ordering institutions (whether a VASP or other
obliged entity such as a Fl) involved in a VA transtétainandholdrequired and accurate
originator information and required beneficiary information andmitthe information to
beneficiary institutions (whether a VASP or other obliged ensiteh as a Fli), if any.
Further, countries should ensure that beneficianytiisins (whether a VASP or other
obliged entity such as a Flobtain and hold requiredt not necessarily accurdte
originator information and required and accurate beneficiary information, as set forth in
INR. 16(seeBox 4 below).

Box 4. Specific wording definition

Wire transfer rules for VAs/VASPs in INR. 15-7(b)

“Recommendation 16”: “Countri es should ensure that oI
and accurate originator i nf or nmant iva mr taumd ” rae

Foot hhost edief i ned i n | NR. 16, par agraph 6, dr

87 As per Figure 1, data accuracy is not required for the beneficiary VASPwhich receivesoriginator

informationfrom an ordering VASP. Themay assume that the data has been verified by the ordering
VASP.
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Glossary of specific terms used in INR. 16

Accurate:i S used to describe information that

Interpretive Note to Recommendation 16

6 .

I nformati on accompanying all gualifying

(_a ) namdw£the originator;

(b) t h e acoount mpmberavth@mr e s uch an account i s

(__ctBe originator’s address, or nati onal identity numb
or date and place of birth;

(_d ) naméwofthe beneficiary; and

(e) the beneficianaccount number where such an account is used to process the
transactio.

158. For therequired informationwhich the orderinginstitution must obtainandhold,

thisincludes the:

(i) or i gi ircrathesendirg custanmimmccufate (i.e. verified) full nane

(i i) originator’'s a c accounttis used tobpecess whh e r e

transactionIn the VA context, thicouldmean the' wa |l | e t of the \dArameds s ”
the“public key of the customer who is sending A transfer,

(i) originator’s physical (rumberg orap hi ¢

customer identification numbere., not a transaction number) that uniquely identifies
the originator to the ordering institution, or date and place of.dhtransmitting
the geographical address of the customer, that means the addiebshak been
verified for accuracy by the originator VASP as part of its KYC procsse (
‘Customer due), diligence’ above

(i v) b e n e f(iectheamame bffereceiaimy énstitutions customey). This is
not required to be verified by the orderimtitution for accuracy, bushouldbe
reviewed for the purpose of STR nitwring and sanction screenirend

(v) beneficiary account number where such an account is used to process the
transactio. In the VA context, thisouldmean the' wal | et of ¢he dArams s ”
the“public key’ of the person who iseceivingthe VA transferas applicable.

159. For therequired informationvhich thebeneficiaryinstitution musibbtainfrom the

originator institution andhold, thisincludes the:

(lDoriginator’”s name (i . e The bendiigary msitutohn n g
doesnonheedtobe er i f y t he daraccuiagy.eiit shouldseviantome
the purpose of STR monitoring and sanction screening

(i i) originator’'s account number wher
transaction. In the VA context, thpuldme an t he VA' s “wal |l e
customer who is sending tM&A transfer,

(i) originator’ s p hoysationahibentify qqembey.roe p hi c

customer identification number (i.e., not a transaction number) that uniquely identifies
the originator to the ordering institution, or date and place of birth;
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(i v) b e n e f i.ec thenanye’ofsthe neaeiviag irstt u § dustomé). The
beneficiaryinstitutionmu st ver i fy the beneficiary’s name
their customer has naqtreviously verified. Thus the beneficiary institution can
confirmifthebenef i ci ary’'s n a rheyobtairdfronatbecomeringgt number
institutionmatch withthdbenef i ci ary institution’”s verifie

(v) beneficiary’s account number wher e suc
transaction. In the VA context, thteuldme an t h e “sveftheé \MAtanda ddr e s
the" p u b | ioftthe bersgn’who is sending tHA transferas applicable

Figure 1. Data requirements for ordering and beneficiary VASPs in the travel rule

V_ Required, i.e. submittintpe V__Required, i.ethe keneficiary VASP

necessaryata toa beneficiary needs tabtainthe necessargata
VASP is mandatory. from ordering VASP

V Accurate, i.etheordering V Dataaccuracy is not reqted The
VASP needto verify the beneficiary VASPmay assuméhat
accuracy as part s CDD thedata has been verified lbiye
process ordering VASP

V__Required, i.esubmittingthe

V__Required, i.ethe keneficiary VASP

necegsgrgata tathe needs tmbtainthe necessargata
beneficiary VASPs .

from theordering VASP
mandatory

V Accurate, i.ethebeneficiary VASP
musthaveverified customer data
andneed to confirm if the received
datais consistent

V Dataaccuracy is not required,
butthe ordering VASP must
monitor to confirm no
suspicions arise

V__Obtainthe necessary
informationfrom its customer
andretain a record

Obtainthe necessary information
from the ordering VASPandretain
a record

V__Screen to confirm that the
beneficiary is not a sanctioned
name

Screen to confirm that the originat
is not a sanctioned name

Monitor transaction and report
when itraises asuspicion.

V Monitor transactiosand report
whenit raises auspicion.

160. VASPs mussubmitthe requirednformation to the beneficiary institution, where
this exists. It is vital that countries ensure that providers of VA trarsighether VASPs
or other obliged entitiestransmit the required originator and beneficiary information
immediatelyand securely This is particularly relevantgiven the rapid and cro$®rder
nature of VA transfers and in line with the objectives of Recommendation 16 (as well as
the traditional requirement in Recommendation 16 for originator and beneficiary
information [t.d “wacceonipraannys f er s "Wherentkerelisvi ng f i af
not a eneficiary institution, the VASP must still collect the required information (as set

out below).

161. “Immediately = in the context of INR. 15, paragraph 7(b) and given the €ross
border natte, global reach, and transaction speed of MAwans that providers should
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submit the required information simultaneously or concurrently with the transfer$self.
Section IV for additional information on these issues specific to VASPs and otheidoblige
entities.

162. “Securely, alsoin the context of INR. 15, paragraph 7(b), is meant to convey that
providers shouldransmit and store the required information in a secure manner. This is to
protect the integrity and availability of the required information to facilitate rekeegding
(among other requirementSacilitate the use of such information by receiving VASPs or
otherobligedentitiesandprotectthe informationfrom unauthorizedidclosure. Use of the
term is not meant to impede the objectives of Recommendation 16 or Recommendation 9.

163. The submission of originator and beneficiary information in eishacceptable,
as long asubmission occursnmediately and securebs per thdcATF Standards. Post
factosubmissiorof the required informatioshouldnotbepermitted(i.e., submission must
occur before or when théA transferis conductedl Countries should clarifyhat VASPs
or other obliged entities shoufdibmit the required information simultaneously with the
batchVA transfer itself.

164. It is not necessary for the information to be attached directly to the VA transfer
itself. The information can be submitted either directly or indirectly, as set forth in INR
155as |l ong as immediately asdwsécundéivt med ‘avail able upo
appropriate authorites Consi st ent wi t h -nduthak appFoAch, RHe s t ec
required information need not be communicated as part of (or incorporatedhiato) t
transfer on the blockchain or othBLT platform itself. Submitting information to the
beneficiary VASP could be an entirely distinct process from that of the blockchain or other
DLT VA transfer. Any technology or software solution is acceptable, pedvidat the
solution enables the ordering and beneficiary institutions to comply with the requirements
of Recommendation 16 (and does not, of course, impede their ability to comply with their
other AML/CFT obligations under the FATF Recommendations). Cmsrghould engage
with their private sectors on potential applications of available technology or possible
solutions for compliance with Recommendation 16 (see Section IV for additional detail
specific to providers and othebligedentities in the context of Recommendation 16k
also important to note that @peration and cordination among supervisory authorities
and among private sectorganisatios are crucial to _ensuithe interoperability ofthe
travel rule solutionsvhich VASPs adopt and to achieve the effective implementation of
thetravel rule globally.

165. For legal personsthe use of the Legal Entity Identifier (LEI) aslditional
information in payment messagesuld be possible on an optional ba%isLo allow for
the optional usage of the LEI, countries may encourage relevant stakshelde the
Payment Market Practice Group in the FIs space, industry associations of VASPs, working
groups in VASP sector) to work to define a common market prdoticghether and how
to include the LEI in the relevant VA data transfer messages alongside without changing
the current message structure.

166. Countries should require both the ordering and beneficiary institution under their
national frameworks to make theose required information available to appropriate

38 CPMI - Correspondent banking — July 2016. and BCBS - Guidelines Sound management of risks
related to money laundering and financing of terrorism(July 2020), “As recommended by the CPMI,

the use of the LEI as additional information in payment messages should be possible on an optional
basis in the current relevant payment messages (i.e., MT 202 COV and MT 103). Where available, the

use of the LET would facilitate the determination by the correspondent bank that the information in

the message is sufficient to unambiguously identify the originator and beneficiary of a transfer”.
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authorities _upon requestn line with the recordkeeping requirements set forth in
Recommendation 11.

167. Countries maychoose toadopt ade minimisthreshold for VA transfers of
USD/EUR 1 000, having regard the risks associated with various VAs and covered VA
activities.If countries cloose to implement such a threshold, there are comparatively fewer
requirements for VA transfeitselow the thresholdompared to VA transfers above the
threshold For VA transfers under the threshold, countries should require that VASPs
collect:

(1) the name of the originator and the beneficiand

(2) the VA wallet address for each or a unigue transaction reference number.

168. Such information does not need to be verifizoless there are suspicious
circumstances related to ML/TF, in which case information pertaininbecustomer
should be verified?

Sanctions screening for VA transfers

169. Countriesshould require both ordering and beneficiary institutions to take freezing
actions and prohibit transactions with designated persons and efitgiescreening
customersindrequired informatia relating toVVA transfesin order to comply with their
targeted financial sanctions obligatidriBhe ordering institution should hathe required
information about its customer, the originator, and the beneficiary institution should have
the required information about its customer, the beneficiary, in line withCIhB
requirements set forth in Recommendation Tife ordering and befieiary insfitutions
should have screendtkir customenamefor compliarcewith targeted financial sanctions
obligationsat the time of onboarding their respective custofard upon nhame changes)
They must then scred¢hne names of the other party (the originator or thefii@ary) when
they conduct the VA transfer (see Figure 1 above).

170. Countries should require VASPs or other obliged entities to implemezffective
control framework to ensure that they can compithwtheir targeted financial sanction
obligations. This framework should take into account the natuv\dfansfers Because
the required information identifying the originator and benefic@y be held separately
to the VA transfer systene(g, the blockchain), the VA transfer can bempletedeven
with such information missing or without screening titamsferto identify suspicious and
prohibitedtransactionsThereforeVASPs or other obliged entities should screen required
VA transfer infornation separately to sh direct settlemenThus VASPs should consider
remediation measures that fit their business proaessthe technical nature of VAs
Although blockchain technology is evehanging, examples of controls that a VASP or
other obligecentity could implement include:

a) put a customer wallet on hold until screening is completed and confiimaéao
concerns raised;and

b) arrange to receiva VA transferwitha pr ovi der ' s wal |l et t hat [
wallet. Move the transferred VA theircustomer walletonly after the screening
is completed and confirmed no conce&smaised.

171. Countries shouldbe awareof this nature ofVA transfeis, which is different from
thetraditional fiat wire transferThus countriesshouldrequire VASPs andther obliged
entities to document their remediation control action to facilitate effective supervision.

39 Recommendation 16, INR.16 paragraph 5.
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Potentially, countries could askbligedentities to document this control in their AML/CFT
risk assessment.

VA transfers to/from other VASPs and ceuparty VASRdentification anddue
diligence
172. FATF expectscountriesto implement paragrapfi(b) of INR15, taking into

account the unique nature of VA transfers and the future control framework for solutions
in the private sector (séRecommendation 16 BectionlV). A VA transfer can be directly
settled, i.e. throug distributed consensusn the blockchain between wallet addresses
alone, without the need for an intermediary. For a VASP to transmit required information
to another VASHRiowever, it is necessary for them dentify theircounterparty VASRnd
conduct due dilicence on their counterparty VASPA VASP needs to undertake
counterparty VASP dueliligence before they transmit the required informatitor
compliance withparagrah 7(b) of INR.15to their counterpartyVASPs do not need to
undertake the counterparty VASP due diligence process for every VA tramgéss there

is a suspicious transaction history indicating they should. Considering the concept of due
diligence, caontries shoul expect a VASPo refresh their counterparty due diligence
information periodically or when risk emerges from the relationship in line witin the
definedrisk-based approactontrol structureAccordingly, countriesshould expectheir
obliged VASR to implementthis control mechanism.

173. The best way to conduct counterparty due diligence in a timely and secure manner

is a challengé® There aréroadlythree phasgin this process:

a) Phase 1Determine whether the VAransferis with a counterparty VASP. A
customer may wish to transfer VAs to another VA8R)(a beneficiary with a
hosted wallet) or they may wish to transfer VAs to an unhosted wallet. The
originator VASP must therefore determine whether they will be transpeatith
another VASP. This determination process is not purely an AML/CFT requirement,
but rather arises from the technology underpinning ViAsdate the FATF is not
aware of any technically proven means of identifying the VASP that manages the
beneficiary wallet exhaustively, precisely, and accurately in all circumstandes
from the VA address alone

b) Phase 2tdentifythec ount er party VASP, as a VASP
counterparty VASP following the previous phage.VASP may idenfy a
counterparty VASPhemselves usinareliable database line with any guidelines
from a country on wheto relyonsuch data; and

a)x) Phase 3Assess a counterparty VASP if they areeligible counterparty to send
customer datto andto have ausiness relationshipith (see Recommendation 16
in_Section IV for further information on counterparty VASP due diligeacd
Recommendation 11 on recekdeping to appropriately store and manage that
customer data)

40

See paragraph 61 of the FATF’s 12-month review report.
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Figure 2. Overview of counterparty VASP due diligence process

Complete
Phase 1 Phase 2 Phase 3 courterparty VASP
Determine If the Identify a Assess the due diligence before
gﬁﬁgﬁx 33: Rl L CoUNBEIpLY R first transaction with

beneficiary VASP

Submit the required originator and beneficiary information
' securely and immediately to beneficiary VASP

- war B

Originator e
VASP Non-exclusive list of potential Non-exclusive list of potential Beneficiary
A data sources for Phase 2 data sources for Phase 3 VASP
e o .
® *  Regulated VASP list by * Regulator's notice of &
jurisdictions regulatory action against
. Registry of VASP data VASP
*  Member list prepared * Adverse media
by data transfer information search
* Required originator and platform * Obtaining a due diligence
beneficiary information questionnaire
* Counterparty VASP (optional)
174. To clarify the scope of this Guidance, competent authorities should implement

preventivemeasures ih P h a ® asse3s the counterparty VASHere VASPs first have

a business relationship, and then review the results of the due diligence periodically.
Countries should also maintain reliable, independent sources of informatiorPftra s e 2
to identify the counterparty VASPT his couldinclude regulated institutions list such as

VASP lists where available, registries of beneficial ownersitipre availablend other
examples mentioned in the BCEXRuideline** For the benefit of effective and efficient
counterparty due diligence, a requlatestitutions list may especialliput not exclusively
containgheVASP name and registered VASP addr&smsidering the increased usage of
digitalized processes in the financial industry, ddes should be encouraged use a

format that is machinesadable.A country need not impose a separate licensing or
registration systerfor VASPswith respect to natural or legal persons already licensed or
registered ad-ls (as defined by the FATF Recommendations) within that country.
Countries thahavesuch framewor&may clarify totheir private sectothat such-Is might

not be on the designated VASPs lists, or even not under the supervision of the same
regulator to avoid unnecessary isking.

175. In addition, countries should alskarify that their VASB should make a riskased

decision on whom to transact with, acknowledging that the risk mitigating measures taken
by each individual VASP may varin general, those business decisiare made by each

41 BCBS (2014, rev. 2020) Sound management of risks related to money laundering and financing of

terrorism: revisions to supervisory co-operation, Annex 2” 21. Banks should also consider gathering
information from public sources. These may include the website of the supervisory authority of the
respondent bank, for cross-checking identification data with the information obtained by the
supervisor in the licensing process, or with regard to potential AML/CFT administrative sanctions
that have been imposed on the respondent bank. This may also include public registries (see FATF
Guidance, paragraph 25). https://www.bis.org/bcbs/publ/d505.pdf,
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individual VASP based on thaisk-based analysis from an AML/CFT perspective, as well
as considering other compliance issuesluding data storage and securignd the
profitability of the business relationshipubject to their own discretion, jurisdiotis may

also consider designating all VASPs from countries which do not effectively implement
licensing or registration requirements as higk customers or count@arties.

176. TheFATF expects jurisdictiosito implement paragrapt{b) of INR15,takinginto
account the unique nature of VA transféEsuntries should take into account the unique
nature of VA transfers and the developing control framework for solutions in the private
sector to securely submit the required informatiddonetheless, countries are
implementing their AML/CFT frameworks for VASPs at a different pace. This means that
some jurisdictions wilkequire their VASP$o comply with the travel rule prior to other
jurisdictions {.e.,t h e ‘ s u n.iThisscan bé& shallange for VASPsegardingwhat
approach they should take in dealing with VASPs located in jurisdictibesethe travel
ruleis notyetin force Reqgardless of the lack of requlation in the beneficiary jurisdiction,
originating entities can requireavel rule compliance from beneficiaries by contract or
business practicén general, those business decisiare made by each inddual VASP
based on their riskased analysiS he level of compliance thatVASP implementsvith
paragraph 7(b) of INRL5 shouldform part ofthose decision8/ASPs andFlIs should take
into account the level of ML/TF risk of each individual customer/counterparty VASP and
any applicable risk mitigation measures implemented by a counterparty/customer VASP.

177. Given the ‘sunrise issue'’ in relati on
based approach in the assessment of thiedssmodels presented by VASE®untries
should considerthe full context oftravel rule complianceincluding whetherthere are
sufficient risk mitigation measures taken by the VASP to adequately manage the attendant
ML/TF risks. Regardless of the regulation in a certain country, a VASP may implement
robust control measures tomply with the travel rule requirement&amples include
VASPs restridhg VA transfers to within their customer base.(internal transfesof VAs
within the same VASP), only allang confirmed first-parly transfers outside of their
customer base.€., the originatoand the beneficiary amnfirmed to be the same person)
and enhancedmonitoring of transactions. The absence of relevant regulations in one
country does not necessarily preclude the effectiveness of measures introduced by a VASP
on its own.

VA transfers to/fPrsdm *intermediary VAS
178. Similar to wire transfers betweedtis, there may be VA transfer scenarios, either
noworintheneaf ut ur e, that involve “int eadbligeddi ary

entities or Fls that facilitate VA transfers as an intermediate element in a chain of VA
transfers. Countries should ensure that such intermediary institutions (whether a VASP or
other obliged entity) also comply with the requirements of Recommendatias $ét forth

in INR. 15, including the treatment of all VA transfers as ctmmsler qualifying transfers.

Just as a traditional intermediary@¥bcessing a traditional fiat crebsrder wire transfer
must ensure that all required originator and bersficinformation that accompanies a
wire transfer is retained with it, so too must an intermediary VASP or other comparable
intermediary institution that facilitates VA transfers ensure that the required information is
transmitted along the chain of VA tisfers as well as maintaing necessary records and
making the information available to appropriate authorities upon regaistlarly, where
technical limitations prevent the required originator or beneficiary information from
remaining with a requiredata submission, a record should be kept, for at least five years,
by the receiving intermediary VASP of all the information received from the ordering
VASP or another intermediary ASP. Intermediary institutions involved in VA transfers
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also have obligatns under Recommendation 16 to identify suspicious transactions, take
freezing actions, and prohibit transactions with designated persons and-eilisiekke
ordering and beneficiary VASPs (or other ordering or benefiadhged entities that
facilitate VA transfers).

VA transfer to/from unhosted wallets

179. The FATF recognizes that unlike traditional fiat wire transfers, not every VA
transfer may involve (or be bookended by) two obliged entities, whether a VASP or other
obliged entity such as a Fl. In iagsces in which a VA transfer involves only asdiged
entity on either end of the transf@.g, when an ordering VASP or other obliged entity
sends VAs on behalf of its customer, the originator, to a beneficiary that is not a customer
of a beneficiarynstitution but rather an individual VA user who receives the VA transfer
to an unhostedvallet), countries should still ensure that ti#iged entity adheres to the
requirements of Recommendation 16 with respect to their customer (the originator or the
beneficiary, as the case may b€puntries should also consider requiring VASPs to treat
such VA transfers as higher risk transactions that require enhanced sangtinpitations

180. The FATF does not expect that VASPs &gl when originating a VA transf, to
submit _the requirednformation to individuad who are notobliged entities. VASPs
receiving a VA transfer from an entity that is not a VASP or athégedentity (e.g, from
an individual VA useto anunhosted wallet), should obtain the requiggdinatorand
beneficiaryinformation from their customer. Countries shawduiretheir VASPs or other
obliged entities to implement mechanisms to ensure effective scrutiny of suspicious activity
reporting and to meet the requirements of sanctions implementsaithné discussion of
Recommendation 20 belgvand as discussed above nehoose toimpose additional
limitations, controls, or prohibiticdon unhosted wallets.

bo+rder—wi+re—transfers—Recommendansactonn 16 def |

hei . _whet! infi i | liti i nsfer,
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Relianceon third parties

84.181. Recommendation 17 allows countries to permit obliged entities to rely on third
parties to introduce business and/or perform part of the CDD process, including the
identification and verificat ihoweveprustbaiast omer s’
regulated entity that the competent authorities supervise and monitor for AML/CFT, with
measures in place for compliance with CDD and recordkeeping requiremesdslition,
reliance on a third party will not relieve tbeligedentity of its obligations or liability in
the event of a breach.

182. Countries may permit VASPs to act as third parties, in accordance with their status
under Recommendation 15. In addition to checking the regulated status of the third party,
obliged entities shouldonduct their selection on a risk basis. In the context of-grarty
VASPs, countries and obliged entities should consider the risks potentially posed by the
third party, the nature of the business or operation, thephadr t y VASP’' s cust omer
or target markets, and its business partners, where relevant. Where a VASP relies on
another VASP for business introduction or in the conduct of CDD, the M&SRASP
reliance for CDD, particularly in the context of VA transfers, should occur in a manner
congstent and compliant with the requirements of Recommendation 16.
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Internal controls and foreign branches asabsidiaries

183. Recommendation 18 requires countries to require obliged entities, such as VASPs,
to have internal controls in place with a view toabfishing the effectiveness of the
AML/CFT policies and processes and the quality of the risk management across its
operations, departments, branches and subsidiaries, both domestically and, where relevant,
abroad. Those internal controls should includerapriate governance arrangements where
responsibility for AML/CFT is clearly allocated and a compliance officer is appointed at
management level; controls to monitor the integrity of staff, which are implemented in
accordance with the applicable localigtion; ongoing training of staff; and an (external
or internal) independent audit function to test the system.

Higher risk countries

184. Recommendation 19 requires countries to require obliged entities, such as VASPs,
to apply enhanced due diligence measueebusiness relationships and transactions with
natural and legal persons from higher risk countries, which include countries for which
enhanced due diligence measures are called for by the FATF. This is of specific relevance
for VA activities and VASPgjiven the cros®order nature of their activities.

STRs and tippinoff

85.185. Recommendation 20 requires all Fls that suspect or have reasonable grounds to
suspect that funds are the proceeds of crime or are related to terrorist financing to report
their suspicions promptly to the relevant FIU. Accordingly, countries should ensure that
VASPs as welas any other obliged entities that engage in covered VA activities file STRs
(see Section IV for additional information specific to VASPs and other obliged entities).

86.186. Consistent with paragraph 7 of INR. 15 relating to the application of the preventive
measures and as discussed above in the context of Recommendation 16, countries also
should require VASPs to comply with all of the relevant requirements of Recommendation
16 in the countries in which they operate (again, see Section IV for additional itiloryna

187. In some jurisdictions that already implement comprehensive AML/CFT obligations
for VASPs and other obliged entities that engage in VA activities, STRs that reference VAs
have proven invaluable in furthering law enforcement investigative effortelassvfor
i mproving the FIU s ability to better underst
in the VA ecosysterft Countries should consider whether updates to their existing
reporting mechanisms or forms are necessaoyder to enable providews other obliged
entities to report specific indicators that may be associated with VA activity, such as device
identifiers, IP addresses with associated time stamps, VA wallet addresses, and transaction
hashes.

87-Although VASPs are not required to submigrified required information on the
beneficiary (see Recommendation 16 above), there could be the situation where a VASP
has suspicion on the accuracy of data it processes from any discrepancies that the VASP
has noted. Thesediscrepanciesould be idenfied with the support fromblockchain
analytic tools; information provided by its counterparty VASP; external authorities; or
based on its transaction history and records. If there are any discrepaedieshe wrong

43

For example, STRs filed both by depository institutions and VASPs (specifically, exchangers) enabled U.S. law
enforcement to take action in 2017 against BTC-e—an Internet-based money transmitter that exchanged fiat
currency as well as VAs and facilitated transactions involving ransomware, computer hacking, identity theft,
tax fraud schemes, public corruption, and drug trafficking—by helping them to identify VA wallet addresses
used by BTC-e and detect different illicit streams of activity moving through the exchange.
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information provided by its customén case of originator VASH, or originator VASP

(in caseof beneficiary VASB), thiscould generate some suspicions agaimcsiuamterparty.
Such recognitiorrould be highly valuable information for FIUs, LEAs and investigators.
Therefore jurisdictionsshouldrequiretheir VASPs to implement mechanisms to ensure
effective scrutiny of STRs and to meet the requirements of sanctions implementation.

188.

88.189. Recommendation 21 relates to the tippingff and confidentiality measures
applicable to Fls under the FATF Recommendations. Countries should also apply such
measures to VASPs, as set forth in paragraph 7 of INR. 15 relating to the application of the
preventive measures. \B®s, their directors, officers, and employees, where applicable,
should be protected by law from criminal and civil liability for breach of any restriction on
di sclosure of information and pobohibhi SERsShy |
as detded in Recommendation 21.

Transparency and Beneficial Ownership of Legal Persons and Arrangements

89.190. Recommendations 24 and 25. The FATF Glossary defines VASPsa®y natural
or legal person that conducts as a business the activities or operations specified i
VASP definition. Recommendations 24 and 25 explicitly note that countries should take
measures to prevent the misusdegfal persons and arrangements for money laundering
and terrorist financing. As with FIs and DNFBPs, countries should therekerenasures
to prevent the misuse of VASPs and consider measures to facilitate access to beneficial
ownership and control information by VASPs undertaking the requirements set out in
Recommendations 10 and 22.

Operational and Law Enforcement

90191. Recommendation 29. STRs filed by VASPs (or other obliged entities such as
traditional FlIs that may be operating in the VA space or engaging in covered VA activities)
under Recommendation 20 must be filed with the FIU. Additionally, FIUs should be able
to obtain additioal information from reporting entities in their jurisdiction, which include
VASPs, and should have access on a timely basis to the financial, administrative, and law
enforcement information that the FIU requires to undertake its functions properly.

91192. Reades of this Guidance should note tRecommendation 30 is addressed above
in the funds or valuebased terms section of the RecommendabiypRecommendation
analysis.

92193. Recommendation 31. As with FIls and DNFBPs, countries and competent
authorities should bebe to obtain access to all necessary documents and information,
including powers to use compulsory measures for the production of records, held by
VASPs. They should have effective mechanisms in place to identify whether natural or
legal persons such asA$Ps hold or control VA accounts or wallets and mechanisms for
ensuring that competent authorities have a process to identify assets, including VAs,
without prior notification to the owner. The application of Recommendation 31 is
particularly important forcountries and their competent authorities in addressing and
mitigating the ML/TF risks associated with covered VA activities and VASPSs.

93.194. Recommendation 32. Jurisdictions should take a riflased approach in
considering whether to apply Recommendation 3@oteered VA activities and VASPs.
Specifically, jurisdictions should consider in their risksed approach (a) whether the
activities of VASPs and with VAs fall under the parameters of transportation of physical
monetary instruments and (b) how establighiequirements for declaration and systems
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for detection of crosborder movement of such assets would work in practice as well as
how they would mitigate ML/TF risks in their jurisdiction.

94.195. As with Recommendation 30, readers of this Guidance should nate th
Recommendation 33 is addressed above in the fundsvaluebased terms section.

95196. Recommendation34i s a vit al component in countries
and addressing the ML/TF risks associated with VA activities and VASPs, as well as in
relation to the VAs themselves. The relevant competent authorities should establish
guidelines and provide feedback that will assist VASPs (as well as other obliged entities,
including traditional FIs) in applying national measures to combat money laundering and
terrorist financing and, in particular, in detecting and reporting suspicious transaetions
whether virtual/fiat or virtual/virtual.

International Co-operation

96.197. Recommendations 36 through 40. Given the crosd®order and mobile nature of
VA activities and the/ASP sector, international emperation and the implementation of
Recommendations 36 through 40 by countries and competent authorities is critical,
particularly the measures applicable to countries and competent authorities in
Recommendations 37 through. Mloreover, effective implementation of the requirements
relating to internationaleco per ati on is i mportant for | imitin
VA activities in one jurisdiction from having an unfair competitive advantage over
providers in other, gentially more regulated, jurisdictions and limit jurisdiction shopping
or hopping or regulatory arbitrage.

97198. Recognizing that effective regulation, supervision, and enforcement relating to the
VASP sector requires a global approach and a level regulatargefork across
jurisdictions, paragraph 8 of INR. 15 underscores the importance of the application of
Recommendations 37 through 40 for mitigating the risks associated with VAs, covered VA
activities, and VASPs. Countries should have in place the tookssety to coperate
with one another, provide mutual legal assistance (Recommendation 37); help identify,
freeze, seize, and confiscate the proceeds and instrumentalities of crime that may take the
form of VAs as well as other traditional assets assatiatgh VASP activities
(Recommendation 38); and provide effective extradition assistance in the context of VA
related crimes or illicit actors who engage in illicit activities (Recommendation 39), among
other international capabilities.

98199. As with other Recammendations that include funder valuebased terms,
countries should apply the confiscation and
laundered from, proceeds from, instrumentalities used in, or instrumentalities intended for
use in money launderingoredicate offences, or terrorist financing; or property of
corresponding value” in the context of VAs.

99200. Paragraph 8 of INR. 15 also specifically requests that supervisors of VASPs
exchange information promptly and constructively with their foreign copates,
regardless of the supervisors’ nature or stat
of VASPs (see subections 3.1.4 and 3.18 above).

100201. International ceoperation is also relevant in the context of VASPs that seek to
register or license thesmelves in one jurisdiction but provide products or services
“of fshore” to customers | ocated i-operatdé her j ur.i
and exchangeelevantinformation on relevant STRs with tlnecounterparts in a timely |
manner, especiglin relation to crosdorder VA activities or VASP operations. Sufficient
oversight and regulatory control of VASPs operating in their jurisdiction enables countries
to better provide investigatory assistance and other internatiorggdezation in the ¥
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space. At present, the lack of regulation and investigation capacity in most countries may
present obstacles to countries’ -opepation.i ty to pi
Moreover, many countries do not have legal frameworks that allow thenmmalize

certain VArelated ML/TF activities, which could further limit their ability to provide

effective mutual legal assistance in situations where dual criminality is required.

Authorities should also consider the Principles of InformaSbaring ad Ccoperation

amongst VASP Supervisors for further guidance on how supervisors agreraie with

their counterparts (seection V).

DNFBPs that Engage in or Provide Covered VA Activities

101202. When a DNFBP engages in VASP activigid, when a casino offe VA-based
gaming or engages in other covered VA activities, products, or services), countries should
subject the entity to all of the measures for VASPs set forth in the FATF Recommendations.
Countries should note, for example, that Recommendations®23aset out the CDD,
recordkeeping, and other requirements for certain types of DNFBPs in the following
situations: (a) casinos, (b) real estate agents, (c) dealers in precious metals and stones, (d)
lawyers, notaries, other independent legal professiarad accountants, and (e) trust and
company service providers. Recommendation 22 specifically notes that the requirements
set out in Recommendations 10, 11, 12, 15, and 17 apply to DNFBPs. Thus, in considering
how to regulate and supervise and apply tlewvgntive measures to DNFBPs that engage
in VASP activities, countries should refer to the application of Recommendations 10, 11,
12, 15, and 17, among other Recommendations relevant to VASPs, and apply the
appropriate CDD, recordkeeping, and other measaceordingly.

102203. Similarly, Recommendation 28 requires countries and competent authorities to
subject DNFBPs to regulatory and supervisory measures, as set out in the FATF
Recommendations. As stated previously, countries should subject VASPs, including
DNFBPs that engage in VASP activities, to a level of supervision and regulation on par
with Fls and not to DNFBfRevel supervision. Where a DNFBP engages in covered VASP
activities €.g, a casino that provides VA products and services or engages in covered VA
activities), countries should subject the DNFBP to a higher level of supervision (
“DNFBP plus” supervision), consistent with th
which is equivalent to the level of supervision and regulation for Fliidsout in
Recommendations 26 and 27. In such instances, the entity is, in essence, a VASP engaging
in specified financial activities and not a DNFBP, regardless of what a country may term,
call, or label such an entity, institution, or product or serpicerider. This approach by
countries will help to ensure a level regulatory playing field across the VASP sector
globally and a level of supervision for VASPs that is consistent with and appropriate for
the types of activities in which they engagee Setion | above for furtheiinformation as
to who a VASP is.

Risk-Based Approach to Supervision or Monitoring of VASPs

Understanding the ML/TF Risks

204. The riskbased approach to AML/CFT aims to develop prevention or mitigation
measures that are commensuratth vihe ML/TF risks that countries and the relevant
obliged entities identify. In the case of supervision, thelsesed approach applies to the
way in which supervisory authorities allocate their resources. It also applies to supervisors
discharging theifunctions in a way that is conducive to the application of thehdsled
approach by VASPs.
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103205. In March 2021, the FATF releasésuidance for supervisors on thisk-based
approach to AML/CFET supervisio his document sets out guidance for supervisors to
assist them in_undertaking riflasedsupervisionbroadly. It also includesdditional
guidanceand practical advictr VASP supervisorspecifically This document should be
read in conjunction with thiSuidance here.

104206. An effective riskb ased regi me should reflect a <cou
regulatory approach. The national policy, legal, and regulatory framework should also
reflect the broader eext of financial sector policy objectives that the country is pursuing,
including financial inclusion, financial stability, financial integrity, and financial consumer
protection goals, and consider such factors as market competition. The extent tthevhich
national framework allows VASPs to apply a risksed approach should also reflect the
nature, diversity, and maturity of the VASP sector and its risk profile as well as the ML/TF
risk associated with individual VASPs and specific VA products, sesymeactivities.

105207. Supervisors should also develop a deep understanding of the VASP market, its
structur e, and its role in the financi al syst
their assessment of risk in the sector. This may require investiragning, personnel, or
other resources that enable supervisors to gain the practical skillsets and expertise needed
to regulate and supervise the range of VA providers and activities described in the VA
services or business models at the onset of thidaBae.

208. -Supervisors should draw on a variety of sources to identify and assess the ML/TF |
risks associated with VA products, services, and activities as well as with VASPs. Such
sources should include, but ar eseatomkriskl i mi t ed t
assessments, domestic or international typologies and supervisory expertise, and FIU
guidance and feedback. Where competent authorities do not adequately understand the
VASP sector or broader VAcosystem in the country, it may be appropfiateompetent
authorities to undertake a more targeted sectoral risk assessment in relation to the VASP
sector and/or VA environment in order to develop a natitmall understanding of the
relevant ML/TF risks and to inform the institutional assessntbatshould be undertaken
by VASPs.

106209. A number of jurisdictions are using, or exploring using, blockchain analytics
services to assist with their supervision. The services can be used in a humber of ways,
including to pinpoint areas that supervisors mayhwis focus on during assessmeots
individual firms and helping to categorise the highest risk firms based on their activity.
There is a cost consideration with these tools and not all VAs are covered by all vendors.
Blockchain analytics are also widelged by VASPs and some FlIs to monitor their own
exposuredo risk .9, VA transferghat have passed through mixer servideésy.important
to considerany potentiaimplications for privacy and data protection in the use of such
tools, if they allow transparencythat is not otherwise availablée.g, on public
blockchain3.

107210. Access to information about ML/TF risks is fundamental for an effectivebaskd
approach. Recommendation 1 (see INR. 1.3) requires countries, including supetgiso
take appropriate steps to identify and assess ML/TF risks for the country on an ongoing
basis in order to make information available for AML/CFT risk assessments conducted by
Fls and DNFBPs, including VASPs. Countries, including supervisors, skeedthe risk
assessments tip-date and should have mechanisms to provide appropriate information on
the results to all relevant competent authorities, Fls, and DNFBPs, including VASPs. In
situations where some parts of the VASP sector have potentiailgdi capacity to identify
the ML/TF risks associated with VA products, services, or activities, countries, including
supervisors, should work with the sector to understand its risks and to help the private sector
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in developing its own understanding of tieks. Depending on the capacity of the VASP
sector, general information or more granular information and support may be required.

108211. In considering individual VASPs or particular VA products, services, or activities,
supervisors should take into accountlthe v e | of risk associated

wi t h

and services, business models, corporate governance arrangements, financial and

accounting information, delivery channels, customer profiles, geographic location,
countries of 0 p e r anpliancenwjth AMB/GHT snéasuteg, asenell ap f
the risks associated with specific VA tokens or products that potentially obfuscate
transactions or undermine the ability of VASPs and supervisors to implement effective
AML/CFT measures. Supervisors should alsokl at the controls in place in a VASP,

co

including the quality of a VASP’'s risk manage.:!

oversight mechanisms. Other information that may be relevant in the AML/CFT context

includes the fitness and propriety oéth VASP’ s management and compl i

109212. Some of the aforementioned information can be obtained through prudential
supervisors in countries where VASPs or other obliged entities that engage in covered VA
activities are subject to prudentiabulationsi(e., where VASPs are traditional FIs subject
to the Core Principle¥, such as banks, insurance companies, securities providers, or
investment companies), which therefore involves appropriate information sharing and
collaboration between prudial and AML/CFT supervisors, especially when the

responsibilities belong to separate agencies. In other regulatory models, such as those that

focus on licensing or registration of VASPs at the national level but have shared oversight
and enforcement ah¢ state level, information sharing should include the sharing of
examination findings.

110213. Where relevant, information from other stakeholders, such as supervisors

(including overseas supervisors and supervisors of payment systems and instruments as

well as gcurities, commodities and derivatives thereof), the FIU and law enforcement
agencies may also be helpful for supervisors in determining the extent to which a VASP
effectively manages the ML/TF risks to which it is exposed. Some regimes, such as those
thatonly require registration (without extensive background testing) may still enable law

enforcement and regulators to be aware of the existence of a VASP, its lines of business,

its particular VA products or services, and/or its controlling interests.

111214, Supevisors should review their assessment of the risk profiles of both the VASP
sector and VASPs periodically and when
relevant new threats emerge. Examples of existing country supervisory practices for
VASPs or the mader VASP sector as well as country examples relating to ML/TF risks
associated with particular VA products, services, or business models can be found in
Section V of this Guidance.

Mitigating the ML/TF Risks

112215. The FATF Recommendations require supervisorallocate and prioritize more
supervisory resources to areas of higher ML/TF risk. This means that supervisors should
determine the frequency and intensity of periodic assessments based on the level of ML/TF
risks to which the sector and individual VASBe exposed. Supervisors should give
priority to the potential areas of higher risk, either within the individual VASE, (o the

44 Under the FATF Recommendations, “core principles” refers to the Core Principles for Effective Banking

Supervision issued by the Basel Committee on Banking Supervision, the Objectives and Principles for
Securities Regulated issued by the International Organization of Securities Commissions, and the
Insurance Supervisory Principles issued by the International Association of Insurance Supervisors.
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particular products, services, or business lines that a VASP may offer, such as particular

VAs or VA services like AECs omixers and tumblers that may further obfuscate
transactions or undermine the VAQRficsgarabil i t‘y t
types of VASPYASPseperating—in—a—particularsect@.g, to VASPs that only or
predominantly facilitate virtuato-virtual financial activities or that offer particular VA
obfuscating products or services, or VASPs that facilitate VA transfers on behalf of their
customers to individual users that are not customers of another regulated entity, such as a
beneficiary instution), or VASPs operating from or in_highgsk jurisdictions If a |
jurisdiction chooses to classify an entire sector as higher risk, countries should still
understand and be able to provide some explanation and granularity on the categorisation

of individual VASPs within the sector based on their customer base, the countries they deal

with, and their applicable AML/CFT controls.

113216. It is also important that competent authorities acknowledge that in -aassd
regime, not all VASPs will adopt identical AMCFT controls and that single, unwitting
and isolated incidents involving the transfer or exchange of illicit proceeds do not
necessarily invalidate the integrity of a VAS
VASPs should understand that a flexibl&k+msed approach does not exempt them from
applying effective AML/CFT controls.

114217. Examples of ways in which supervisors can adjust their approach include:

a) Adjusting the type of AML/CFT supervision or monitorisgpervisors should
employ both offsite and oite access to all relevant risk and compliance
information. However, to the extent permitted by their regime, supervisors can
determine the correct mix of offsite and onsite supervision or monitoring of VASPs.
Offsite supervision alone may not be apprdgria higher risk situations. However,
where supervisory findings in previous examinations (either offsite or onsite)
suggest a low risk for ML/TF, resources can be allocated to focus on higher risk
VASPs. In that case, lower risk VASPs could be supenvistsite, for example
through transaction analysis and questionnaires.

b) Adjusting the frequency and nature of ongoing AML/CFT supervision or
monitoring supervisors should adjust the frequency of AML/CFT examinations in
line with the risks identified and awbine periodic reviews and ad hoc AML/CFT
supervision as issues emerge.g( as a result ofcredible whistleblowing,
information from law enforcement, analysis of financial reporting or other
supervisory findings). Other ridkased approaches to supemisicould include
consideration of the geographic location, registration or licensing status, customer
base, transaction type.§, virtual/fiat or virtual/virtual transactions), VA type,
number of accounts or wallets, revenue, products or services oftegednore
transparent services versus those products or services that obfuscate transactions,
such as AECSs), prior history of n@ompliance, and/or significant changes in
management.

c) Adjusting the intensity of AML/CFT supervision or monitoringd repating
requirements supervisors should decide on the appropriate scope or level of
assessment in line with the risks identified, with the aim of assessing the adequacy

of VASPs’ policies and procedures that ar ¢
Examples oimore intensive supervision could include detailed testing of systems
and files to verify the i mplementation and

reporting and recordkeeping policies and processes, internal auditing, interviews
with operation staff,senior management and the Board of Directors, where
applicable.

115218. Supervisors should use their findings to review and update their ML/TF risk
assessments and, where necessary, consider whether their approach to AML/CFT
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supervision and AML/CFT rules and gaitte remains adequate. Whenever appropriate,
and in compliance with any relevant standards or requirements relating to the
confidentiality of such information, supervisors should communicate their findings to
VASPs to enable them to enhance the qualitheif riskbased approaches.

General Approach

116219. Supervisors should understand the ML/TF risks faced by VASPs or associated with
the VASP sector. Supervisors should have a comprehensive understanding of higher and
lower risk lines of business or particular Vigroducts, services or activities, with a
particularly thorough understanding of the highiek products, services or activities.

117220. Supervisors should ensure that their staffféigied andequipped to assess whether
a VASP’' s pol i ci e 9lsargpapmoprate and mopqgrtioralind/ieveobthet r

VASP’ s ri sk assessment and risk management

understanding of the overall strength of measures in the VASP sector, countries could

consider conducting a comparative asalys of VASPs'’ AML/ CFT progr
further inform their judgment of the quality

118221. In the context of the riskased approach, supervisors should determine whether a

a

VASP's AML/ CFT compl i anc amisatdejuateitogikmeehther a g e me n't

regulatory requirements, and (ii) appropriately and effectively mitigate and manage the
rel evant ri sks. In doing so, supervisors
assessment. In the case of VASPs that operatesatifterent jurisdictions on the basis of
multiple licenses or registrations, given the cfogaler nature of covered VA activities,

the supervisor that licenses or registers the natural or legal person VASP should take into
consideration the risks to wdti the VASP is exposed and the extent to which those risks
are adequately mitigated.

222. As part of their examination procedures, supervisors should communicate their

shoi

findings and views about an individual VASP’

clearly theirexpectations of the measures needed for VASPs to comply with the applicable
legal and regulatory frameworks. In jurisdictions where VA financial activities may
implicate multiple competent authorities, supervisory counterparts within the jurisdiction
shoull also ceordinate with one another, where applicable, to effectively and clearly
communicate their expectations to VASPs as well as to other obliged entities that may
engage in VA activities or provide VA products or services. This is particularly inmporta

in the context of VASPs that engage in various types of regulated VA actvity VA

money or value transfer services or securities, commaodities or derivatives activity) or in
VA financial activities that may implicate various banking, securitiemynoodities, or

other regulators.

223. Where AML/CFT weaknesses are identifiad/ASPs supervisors should follow
up and assess the robustness of remediation actions taken to rectify the deficiencies, and to
prevent recurrencezor requlatory breaches, supervsashould have a broad range of
regulatory/supervisory measures available that can be applied to address the risks exposed
by the lack of complianceThis range could include warnings, action letters, orders,
agreements, administrative sanctions, penalied fines and other restrictions and
conditions on A fulvrian§ePf nseasarestshowd be applied.taking into
account the level of severity of the identified breaches in the context of unmitigated risks.
Priority should be given to thoskeficiencies that expose the system to the greatest ML/TF
risks. For further guidance on applying dissuasive, proportionate and effective sanctions,
see theF A T FGuglance on Effective Supervision and Enforcement by AML/CFT
Supervisors of the Financial Sector and Law Enforcement

For Official Use


https://www.fatf-gafi.org/media/fatf/documents/reports/RBA-Effective-supervision-and-enforcement.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/RBA-Effective-supervision-and-enforcement.pdf

FATF/PDG(2020)19/REY | 71

224, VASPs or Fls involved iso-called stablecoins, shoubtk supervised in the same
manner a¥/As or traditional financial assets as appropridt&e otherVAs, assessment
of their risks should form part of this process, angdalledstablecoins may tend to pose
higher risks, according to the judgement of supervisors, with attendant consequences for
the type and intensity of supervision. If a givercatied stablecoin qualifies as a traditional
financial asset, it should be supervised according to that determination in the same manner
as all othersimilarly categorized assetSiven the crosdordernature of VAtransers
international cooperation of VASP supervisors is very important.

Guidance

119225, Supervisors should communicate their expec
their legal and regulatory obligations and may consider engaging in a cansydtatess,
where appropriate, with relevant stakeholders. Such guidance may be in the form: of high
level requirements based on desired outcomes;beskd obligations, and information
about how supervisors interpret relevant legislation or regulatiotoe detailed guidance
about how VASPs might best apply particldL/CFT controls.

120226. Supervisors and other competent authorities may consider the guidance and input
of VA technical experts in order to develop a deeper understanding of the relevantsbusines
models and operations of VASPs, their potential exposure to ML/TF risks, as well as the
ML/TF risks associated with particular VA types or specific covered VA activities and to
make an informed judgment about the mitigation measures in place or needed.

121227. As discussed previously, providing guidance for and feedback to the VASP sector
is essential and is a requirement under Recommendation 34. The guidance could include
best practices that enable VASPs to undertake assessments and develop risk mitigation and
compliance management systems to meet their legal and regulatory obligations. Supporting
ongoing and effective communication between supervisors and VASPs is an essential
component of the successful implementation of alvesed approach.

122228. Supervisors of VAPs should also consider liaising with other relevant domestic
regulatory and supervisory authorities to sec
obligations and to promote a level playing field, including between VASPs and between
VASPs and othewbliged entities such as Fls and DNFBPs. Suclordmation is
particularly important where more than one supervisor is responsible for supergigipn (
where the prudential supervisor and the AML/CFT supervisors are in different agencies or
in separatalivisions of the same agency). It also is particularly relevant in the context of
VASPs that provide various products or services or engage in different financial activities
that may fall under the purview of different regulatory or supervisory authosities a
particular jurisdiction. Multiple sources of guidance should not create opportunities for
regulatory arbitrage, loopholes, or unnecessary confusion among VASPs. When possible,
relevant regulatory and supervisory authorities in a jurisdictionldlmmnsider preparing
joint guidance.

Training

123229. Training is important for supervision staff to understand the VASP sector and the
various business models that exist. In particular, supervisors should ensure that staff are
trained to assess the qualty oM@aASP’ s ML/ TF ri sk assessment al
adequacy, proportionality, effectiveness, and
procedures, and internal controls in ligtftits risk assessmentraining in blockchain or
other analytics may aldwe useful
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124230. Training should allow supervisory staff to form sound judgements about the quality
of the VASP's risk assessments and the adeql
AML/CFT controls. It should also aim at achieving consistency in the superaigprgach
at a national level in cases where there are multiple competent supervisory authorities or
when the national supervisory model is devolved or fragmented.

125231. Similarly, countries should consider opportunities for puptizate sector training
and colaboration to further educate and raise awareness among both operational and other
competent authorities and industry on various issues relating to VAs and VASP activities.

Information Exchange

126232. Information exchange between the public and private seétop@tant and should
form an integral part of a country’s strategy
and VASP activities. Public authorities should share risk information, where possible, to
better help inform the risk assessments of VASPs. Thedfmformation relating to risks
in the VA space that the public and private sectors could share include:

a) ML/TF risk assessments;

b) Typologies and methodologies of how money launderers or terrorist financiers
misuse VASPs, a particular VA mechanism oveothar €.g, VA transfer or
exchange activities versus VA issuance activities in the context of money
laundering or terrorist financing) or VAs more generally;

c) General feedback on the quality and usefulness of STRs and other relevant reports;

d) Information a1 suspicious indicators associated with VA activities or VASP
transactions;

e) Targeted unclassified intelligence, where appropriate and subject to the relevant
safeguards such as confidentiality agreements; and

f) Countries, persons, or organisations whosetas® transactions should be frozen
pursuant to targeted financial sanctions as required by Recommendation 6.

127233. Further, countries should consider how they might share information with the
private sector in order to help the private sector, including VAB&sr understand the
nature of law enforcement information requests or other government requests for
information or to help shape the nature of the requests so that VASPs can provide more
accurate and specific information, where applicable, to compeugmbrities.

128234. Domestic ceoperation and information exchange between the supervisors of the
banking, securities, commodities, and derivatives sectors and the VASP sector; among law
enforcement, intelligence, FIU and VASP supervisors; and between the Elthan
supetrvisor(s) of the VASP sector are also of vital importance for effective monitoring and
supervision of VASPs.

129235, Similarly, in line with Recommendation 40, crdssrder information sharing by
authorities and the private sector with their internatiocounterparts is critical in the
VASP sector, taking into account the crbssder nature and muijtirisdictional reach of
VASPs. Authorities should also consider the Principles of InformaSbaring and Go
operation amongst VASP Supervisors for furth@idance on how to eoperate with their
counterparts (segection V).
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Section IV — Application of FATF Standards to VASPs and other obliged entities that
Engage in or Provide Covered VA Activities

236. The FATF Recommendations apply both to countriesvels as to VASPs and
other obliged entities that provide covered -Y&lated services or financial activities or
operations (“other obliged e ndealdrs,anddthgr, includ
Fls. Accordingly, Section IV provides additionaligance specific to VASPs and other
obliged entities that may engage in covered VA activities.

130237. In addition to identifying, assessing, and taking effective action to mitigate their
ML/TF risks, as described undeecommendation 1, VASPs and other obliged tities in
particular should apply all of the preventive measures in Recommendations 9 through 21
as set forth above in Section Ill, including in the context of CDD, when engaging in any
covered VA activities. Similarly, DNFBPs should be aware of their ABRY obligations
when engaging in covered VA activities as set forth in INR. 15 and as descrided in
section 3.1.9.

238. Readers of this Guidance should note that the below paragraphs relating to
individual preventive measures and FATF Recommendations @meded to provide
additional specific guidance for VASPs and other obliged entities on certain issues. The
lack of a dedicated paragraph for each FATF Recommendation within the preventive
measures, as provided in Section lll, for example, does not meathéhaespective
Recommendations or preventive measures contained therein do not also apply to VASPs
and other obliged entities that engage in or provide VA activities.

2309. In general, the preventive measures set out in Recommendation 10 to 21 apply to
VASPs in the same manner as Fls, with two spegifalifications Firstly, theoccasional
transactiondecimatedthreshold above which VASPs are required to conduct CDD is
USD/EUR 1 000 (rather than USD/EUR 15 000). Secondly, the wire transfer rules set out
in Recommendation 16 apply to VASPs and VA| tr
rul e’ ). Thi s idetailbelewp! ai ned i n mor e

Customer due diligence

240. Recommendation 10 sets forth the required CDD measures that Fls must
implement for all customers, including identifying the customer and verifying the
customer’'s identity wusing reliable, i ndepende
identifying the beneficial owneynderstanding and obtaining information on the purpose
and intended nature of the business relationship; and conducting ongoing due diligence on
the relationship and scrutiny of transactions.

When to conduct CDD

131241. Recommendation 10 also describes the scenarios under which FIs must undertake
CDD measures, including in the context of establishing business relations, carrying out
occasional transactions above the designated threshold (USD/EUR 1 000 for VA
transactions)carrying out occasional transactions that are wire transfers as set forth under
Recommendation 16 and its Interpretive Note (also USD/EUR 1 000 for VA transfers),
where there is a suspicion of ML/TF, or when the Fl doubts the veracity or adequacy of
previously obtained customer identification data. While countries may adigt@nimis
threshold of USD/EUR 1 000 under their national framework for VA transactions that they
deem are occasional (as described in Section Ill) or for VA transfers, all of avkitieated
as crossorder qualifying wire transfers for the purposes of applying Recommendation 16,
it should be underscored that banks, bralesailers, and other FIs must still adhere to their
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respective CDD thresholds when engaging in covered VAitesivFor DNFBPs, such as
casinos, that engage in covered VA activity, they should applyemeinimighreshold of
USD/EUR 1 000 for occasional transactions and for occasional transactions that are wire
transfers as described in Section Il and as dised below. As noted in Section Il in the
context of countries, VASPs, in establishing their operating procedures and processes when
accepting customers and facilitating transactions, should consider how they can determine
and ensure that transactions ardact only conducted on a owdf or occasional basis

rather than on a more consistdre.( nonoccasional) basis.

242. Although the designated thresholds above which casinos and dealers in precious
metals and stones must conduct CDD for occasional trémissicand for occasional
transactions that are wire transfers are USD/EUR 3 000 and USD/EUR 15 000 respectively,
when DNFBPs engage in any covered VA or VASP activities, they are subject to the CDD
standards as set forth under INR. 16.(ade minimisthreshold of USD/EUR 1 000 for
occasional transactions and for occasional transactions that are wire transfers).

How to conduct CDD

132243. Regardless of the nature of the relationship or VA transaction, VASPs and other
obliged entities should have in place CDDgwdures that they effectively implement and
use to identify and verify on a risk basis the identity of a customer, including when
establishing business relations with that customer; where they have suspicions of ML/TF,
regardless of any exemption of threkts; and where they have doubts about the veracity
or adequacy of previously obtained identification data.

133244. Like other obliged entities, in conducting CDD to fulfil their obligations under
Recommendation 10, VASPs should obtain and verify the customer
identification/verification information required under national law. Typically, required
cust omer identification information includes
further identifiers such as physical address, date of birth, and a unique natiotiieide
number €.g, national identity number or passport number). Depending upon the
requirements of their national legal frameworks, VASPs are also encouraged to collect

additional information to assist ablBhengn i n veri.
the business relationshipg(, at onboarding); authenticate the identity of customers for
account access; hel p determine the customer'’

ongoing due diligence on the business relationship; and mitigate th&@FMrisks
associated with the customer and t he- customer
core identity information, which some VASPs currently collect, could include, for example

an IP address with an associated time stamp:lagation datadevice identifiers; VA

wallet addresses; and transaction hashes.

245. For covered VA activities, the verification of customer and beneficial ownership
information by VASPs should be completed before or during the course of establishing the
relationship®

246. Where VASP cannot apply the appropriate level of CDD, Recommendation 10
requires the VASP to not enter into a business relationship or carry out an occasional
transaction or to terminate an alreagksting businss relationship; and consideaking
aSTRin relation to the customer.

34—

45 See also2015 VC Guidance, paragraph 45.
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135247. Based on a holistic view of the information obtained in the context of their
application of CDD measureswhich could include both traditional information and non
traditional information as describ@bove—VASPs and other obleg entities should be |
able to prepare a customer ri sk profile in a
determine the level and type of ongoing monitoring potentially necessary and support the
VASP' s decision whether to enter into, continue, or feate the business relationship. |
Risk profiles can apply at the customer leveb( nature and volume of trading activity,
origin of virtual funds deposited, etc.) or at the cluster level, where a cluster of customers
displays homogenous characteristisg, clients conducting similar types of VA
transactions or involving the same VA). VASPs should periodically update customer risk
profiles of business relationships in order to apply the appropriate level of CDD.

248. If a VASP uncovers VA addresses thahds decided not to establish or continue
business relations with or transact with due to suspicions of ML/TF, the VASP should
consider making available its list of “blackl
the VASP' s jurisldidcscomen Ai VASPusthomer ' s and
addresses against such available blacklisted wallet addresses as part of its ongoing
monitoring. A VASP should make its own riblased assessment and deterghimbkether
additional mitigating or preventivactions are warranted if there is a positive hit.

249. VASPs and other obliged entities that engage in covered VA activities may adjust
the extent of CDD measures, to the extent permitted or required by their national regulatory
requirements, in line with the MTF risks associated with the individual business
relationships, products or services, and VA activities, as discussed above under the
application of Recommendation 1. VASPs and other obliged entities must therefore
increase the amount or type of inforinatobtained or the extent to which they verify such
information where the risks associated with the business relationship or VA activities is
higher, as described in Section Ill. Similarly, VASPs and other obliged entities may also
simplify the extent ofthe CDD measures where the risk associated with the business
relationship of activities is lower. However, VASPs and other obliged entities may not
apply simplified CDD or an exemption from the other preventive measures simply on the
basis that natural degal persons carry out the VA activities or services on an occasional
or very limited basis (INR. 1.6(b)). Further, simplified CDD measures are not acceptable
whenever there is a suspicion of money laundering or terrorist financing or where specific
highe-risk scenarios apply (see Section Il for an explanation of potentially higher
situations)

Ongoing CDD and monitoring

136250. Ongoing monitoring on a risk basis means scrutinizing transactions to determine
whether those transactions are consistent witheS P’ s (o ot her oblige
information about the customer and the nature and purpose of the business relationship,
wherever appropriate. Monitoring transactions also involves identifying changes to the
customer profile €.g t he ¢ usaug ose rof modutie Anal the amounts
involved) and keeping it up-date, which may require the application of enhanced CDD
measures. Monitoring transactions is an essential component in identifying transactions
that are potentially suspicious, includiitgthe context of VA transactions. Transactions
that do not fit the behaviour expected from a customer profile, or that deviate from the
usual pattern of transactions, may be potentially suspicious.

137251. Monitoring should be carried out on a continuous basismaay also be triggered
by specific transactions. Where large volumes of transactions occur on a regular basis,
automated systems may be the only realistic method of monitoring transactions, and
flagged transactions should go through human/expert andlysietermine if such

For Official Use



76 | FATF/PDG(2020)19/REY

transactions are suspicious. VASPs and other obliged entities should understand their
operating rules, verify theintegrity on a regular basis, and check that they account for the
identified ML/TF risks associated with VAs, produotsservices or VA financial activities.

138252. VASPs and other obliged entities should adjust the extent and depth of their
monitoring in line with their institutional risk assessmeheir -andindividual customer
risk profilesincluding the type of transactions that they allow (drgnsactiongo/from
unhosted wallets, or from/to a wallet that has previously carriedP®?Btransactions)
VASPs may considechoosing tdimit or prohibit transactions with unhosted wallets in
this regardEnhanced monitoring should be required for higiek situations (as described
in Sections Il and Ill) and extend beyond the immediate transaction between the VASP or
its customer or counterparty. The adequacy of monitoring systems and the facleexthat
VASPs and other obliged entities to adjust the level of monitoring should be reviewed
regularly for continued relevance to their AML/CFT risk programme.

253. Monitoring under a ristbased approach allows VASPs or other obliged entities to
create monetaryr other thresholds to determine which activities will be reviewed. Defined
situations or thresholds used for this purpose should be reviewed on a regular basis to
determine their adequacy for the risk levels established. VASP and other obliged entities
should document and state clearly the criteria and parameters used for customer
segmentation and for the allocation of a risk level for each of the clusters of customers,
where applicable. The criteria applied to decide the frequency and intensity of the
mornitoring of different customer (or even VA product) segments should also be
transparent. To this end, VASPs and other obliged entities should projeetynent,
retain, and communicate to the relevant personnel and national competent authorities the
resultsof their monitoring as well as any queries raised and resolved.

Politically exposed persons

254. Recommendation 12. For domestic PEP%and international organisation PEPs,
obliged entities, such aéASPs, must take reasonable measures to determine whether a
customer or beneficial owner is a domestic or international organisation PEP and then
assess the risk of the business relationship. For higdtlebusiness relationships with
domestic PEPs and international organisation PEPs, VASPs and other obliged entit
should take additional measures consistent with those applicable to foreign PEPs, including
identifying the source of wealth and source of funds when relé¥ant.

Correspondent banking and other similar relationships

“

255. Recommendation 13. Correspohkidagt Haes Roff t i ncl ud
transactionssee Recommendation 13 in tBection IlI), but rather is characterised by its
onrgoing, repetitive nature. VASPs should establisir control framework, by defining
and assessing the characteristics of tminterparty VASP relationsipnd whether they
are undertakingactivities similar to correspondent banking. Thssould include

46 “Domestic PEPs” are individuals who are or have been entrusted domestically with prominent public
functions, for example Heads of State or of government, senior politicians, senior government, judicial
or military officials, senior executives of state owned corporations, important political party officials
(FATF Glossary).

47 “Persons who are or have been entrusted with a prominent function by an international organisation”
refers to members of senior management, i.e., directors, deputy directors, and members of the board
or equivalent functions (FATF Glossary).

48 Further information on PEPs is set out in the 2013 FATF Guidance on Politically Exposed Persons
(Recommendations 12 and 22).
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considering theicompetent authoritiesviews on any identified high risk counterparty
VASP relationship. Further information on theounterparty VASP due diligengpeocess
is set out irRecommendation 16.

Wi re transfers and the oO0travel rul ed
256. Recommendation 16. As noted in Section Ill, providers in this space must comply
with the requirements of Recommendatidh_ i . e . t h e. Thistincluesrgthe r ul e’ )

obligation to obtain, hold, andransmit-submit required originator and beneficiary
information associated with VA transfers in order to identify and report suspicious
transactions, take freezing actioasd prohibit transactions with designated persons and
entities. The requirements apply to both VASPs and other obliged entities such as Fls when
they send or receive VA transfers on behalf of a customer.

Data submission technoloqy, intayperability andscalability of infrastructure

257. The FATF is technologyeutral and does not prescribe a particular technology or
software approach that providers should deploy to comply with Recommendation 16. As
noted previously, any technology or software solution is#atée, so long as it enables
the ordering and beneficiary institution (where present in the transaction) to comply with
its AML/CFT obligations. For example, a solution for obtaining, holding, and transmitting
the required information (in addition to colyimg with the various other requirements of

Recommendation 16) could be code that i's bui

transaction protocol or that runs on top of the DLT platfoerg (using a smart contract,
multiple-signature, or any otheed¢hnology); an independerite(, nonDLT) messaging
platform or application program interface (API); or any other effective means for
complying with the Recommendation 16 measures.

258. These technological solutions should enable VASPs to comply with thérus/e
in an effective and efficient manner if they enable a VASP to carry out the following main
actions:

a) enable a VASP tdocatecounterparty ASPsfor VA transfers;

b) enable the submission of required and accurate originator and required beneficiary
informationimmediately whera VA transfer is conducted on a DLT platform;

c) enable VASPs to submit a reasonably large volume of transactions to multiple
destinations in an effectively stable manner;

d) enable a VASP to securely transmit data, i.e. protect the integrity and availability
of the required information to facilitate recekdeping

e) protect the use of such information by receiving VASPs or other obliged entities as
well as to protect it from unauthorized disclosure in line with national prigad
data protection laws

f) provide aVASP with acommunication channel to suppéutther followrup with
a counterparty VASP for the purpose of

0 due diligence against counterparty VASRd

0 regwesting information oma certain transactioto determine if the transaction
is involving high risk or prohibited activities.

|~

259. VASPs or other obliged entitieshould implement mechanisms to ensure effective
scrutiny of STRs taking account ofthe information obtained through thabove
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communication infrastructureThis could be doneby combining other customer
information, transaction history, and additional transaction data thait# @yunterparty
VASP obtained from its customeVASPs should also ensure that they are screening
transactions to meet their sanctions obligatiomstHer information on this process is set
outin the discussion of Recommendation 16 in Section Il of this Guid&icenVASPs

or other obliged entitiesonsideiselecting dechnological solution for compliance with the
travel rule they should considéhe above control needs.

139260. VASPs and other obliged entities in VA transfers, whether as an ordering or
beneficiary institution, should consider how they might leverage existing commercially
available technology to comply with the requirements of Recomniendd6, and
specifically the requirements of INR. 15, paragraph 7(b). Examples of existing technologies
that providers could consider as a foundation for enabling the identification of beneficiaries
of VA transfers as well as the transmission of requineginator and beneficiary in near
reaktime before a VA transfer is conducted on a DLT platform include:

a) Public and private keyswhich are created in pairs for each entity involved in a
transmission and encrypt and decrypt information during the it of the
transmission so that only the sender and recipient of the transmission can decrypt
and read the information, wherein the public key is available to everyone while the
private key is known only to the creator of the keys;

b) Transport Layer SecusitSecure Sockets Layer (TLS/SSL) connectiméch
make use of public and private keys among parties when establishing a connection
and secure almost all transmissions on the Internet, including emails, web
browsing, logins, and financial transactionssweing that all data that passes
between a web server and a browser remains private and secure;

c) X.509 certificates which are digital certificates administered by certificate
authorities that use the X.509 PKI standard to verify that a public key belmngs t
the user, computer, or service identity in the certificate and which are used
worldwide across public and private sectors;

d) X.509 attribute certificateswhich can encode attributes (such as name, date of
birth, address, and unique identifier number),adt@ched cryptographically to the
X.509 certificate, and are administered by attribute certificate authorities;

e) API technologywhich provides routines, protocols, and tools for building software
applications and specifies how software components shaelcct; as well as

f) Other commercially available technology or potential software or data sharing
solutions.

Counterparty VASP identification and due diligence

261. Not all VASPs are the same. They vary in size from small independent business to
large multind i o n al corporations. Similarly, no count
exactly the same and countries are introducing their measures at different paces. Different
entities within a sector will pose higher or lower risks depending on a variety of factors,
i ncluding product s, services, cust omer s, geo
compliance program. VASPs should analyse and seek to understand how the ML/TF risks
they identify affect them and take appropriate measures to mitigate and manageksose ri
The risk assessment, therefore, provides the basis for thdasskl application of
AML/CFT measures. As long as global implementation of the FATF Standards on VASPs
remains lacking, managing these kinds of relationships will pose a continuinghgballe
This underscores the importance of implementation and suggests that VASPs will have to
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consideradditional contrd measures focountries with weak inplementation such as
intensive_monitoringpf transactios with VASPs based in the country, placinep@unt
restrictions ortransactionsor intensiveand frequentlue diligence. Otherwise, thNASP

may face a tough decision in whether to deal WikEPs based in that count’YASPs

and Fls should consider this Guidance in conjunction with the FATF Guidance on
Correspondent Banking Services. Although a counterparty VASP relationship may not be
a correspondent banking relationship, there are similarities in the approach tgamnt

due diligence which can be of assistance to VA®®sordingly, the process set out in
Recommendation 13 referencedn this Guidance.

262. When establishin@ new counterpartyWASP relationship, a VASP may obtain
informationset outoy Recommendatits 10 and 13 directly from tlmwunterparty ASP.
Under the requirements of those Recommendatibis jnformationshouldbe verified.
Examples of potential reliable, independent sources of information feetifeeation of
the identityand beneficiabwnershipof legalpersons and arrangements include: corporate
reqistries, registries maintained by competent authorities on the creation or regulated
institutions list (e.g. VASP lists maintained by each jurisdictions where available),
registries of beneficial ownership damther examples mentioned in the BCBS General
Guide on Account Openir.

263. Some examples of potential sources of information on level of risks include, but
are not limited to: the AML/CFT laws and reqgulations of the home country or the host
country where hite respondent institution is doing business and how they apply, public
databases of legal decisions and/or regulatory or enforcement actions, annual reports that
have been filed with a stock exchange, country assessment reports or other information
publisked by international bodies which measure compliance and address ML/TF risks
(including the FATF, FSRBs, BCBS, IMF and World Bank), lists issued by the FATF in
the context of its International Giperation Review Group process, reputable newspapers,
journak or other open source electronic media, third party databases, national or
supranati onal ri sk assessments, i nformatioh
and compliance officer(s) and public information from the regulator and supervisor.

264. TheVASP should assesstheo u nt e r p a AMLACFT\cédn8dks,similar to
the process set out FATF Recommendation 13, syaragraph (5Y. In practice, such an
assessment should involve reviewing the u n t e AMLACFT systems and controls
framework. Tle assessment should include confirming thattlieu nt e AMLAECFT v ' s
controls are subject to independent audit (which could be external or internal).

265. For clarity, aVASP needs to undertake counterparty VASP diligencebefore
they transmit the requiredformation for compliance witlparagraph 7(b) of INR.15 to
their counterparty. VASPs do not need to undertake the counterparty VASP due diligence
process for every VA transfer, but shouldfresh their counterparty dueildjence
informationperiodicallyor when risk emerges from the relationsimgine with therisk-
based approaatontrok defined by the VASP.

Submission of required information

266. As set forth in INR. 15, paragraph 7(b), it is vital that VASIRg other obliged
entities that engage in VA transfers submit the required information in a secure manner, so
as to protect the customer information associated with the VA transfers against
unauthorized disclosures and enable receiving entities to eéflsatiomply with their own
AML/CFT obligations, including identifying suspicious VA transfers, taking freezing

49 Annex 4, General guide to account opening, https://www.bis.org/bcbs/publ/d505.htm.
50 One of the tools that could be used as a starting point to refer is the Wolfsberg questionnaire.
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actions, and prohibiting transactions with designated persons and entities..-Furthas
highlighted-in-SectionHljt is essential that praders submit the required information
immediately—that is,simultaneously or concurrent with the transfer itsgdrticularly
given the crosdorder nature, global reach, and transaction speed of VA acti@iteshe
discussion of the travelile in Sedbn lll for further information.

267. VASPs must transmit relevant originator and beneficiary information as set out in
the INR. 16. Countries may adoptla minimisthreshold for VA transfers, below which
verification of the customer and beneficiary informatis not required uaks there is a
ML/TF suspicion That is, for occasional VA transfers below USD/EUR 1 000, or the
equivalent amount in local currency, or per defined in local regulations, the requirements
of the INR.16 apply and the name of the or&gor and of the beneficiary will be requested,
as well as a wallet address for each or a unigue transaction reference number. However,
such information will not have to be verified unless there are suspicious circumstances
related to ML/TF, in which casafiormation pertaining to the customer should be verified.

Internal controls and foreign branches and subsidiaries

66—

140268. Recommendation 18. The successful implementation and effective operation of a
risk-based approach to AML/CFT depends on strong senior maxeagéeadership, which
includes oversight of the development and implementation of thebaiséd approach
across the VASP sector. Recommendation 18 also requires information sharing within the
group, where relevant, regarding in particular unusual tréineacr activities.

269. VASP and other obliged entities should maintain AML/CFT programmes and
systems that are adequate to manage and mitigate their risks. The nature and extent of the
AML/CFT controls will depend upon a number of factors, including thareascale and
complexity of the VASP's business, the divers
diversity, its customer base, product and activity profile, and the degree of risk associated
with each area of its operations, among other factors.

STR reporting and tipping-off

141.270. Recommendation 20. VASPs and other obliged entities that engage in or provide
VA activities, products, and services should have the ability to flag for further analysis any
unusual or suspicious movements of funds or trammeetiincluding those involving or
relating to VAs—or activity that is otherwise indicative of potential involvement in illicit
activity regardless of whether the transactions or activities arm{fatt, virtual-to-virtual,
fiat-to-virtual, or virtuatto-fiat in nature. VASPs and other obliged entities should have
appropriate systems so that such funds or transactions are scrutinised in a timely manner
and a determination can be made as to whether funds or transactions are suspicious.

142271. VASPs and other olgled entities should promptly report funds or transactions,
including those involving or relating to VAs and/or providers that are suspicious to the FIU
and in the manner specified by competent authorities. The processes that VASPs and other
obliged entites put in place to escalate their suspicions and ultimately report to the FIU
should reflect this. While VASPs and other obliged entities can apply the policies and
processes that lead them to form a suspicion on aeis&itive basis, they should report
their ML/TF suspicions once formed and regardless of the amount of the transaction or
whether the transaction has completed. The obligation for VASPs and other obliged entities
to report suspicious transactions is therefore nothréded, nor does the awtreporting
discharge them from their other AML/CFT obligations. Further, VASPs and other obliged
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entities should comply with applicable STR requirements even when operating across
different jurisdictions.

272. Consistentwith INR. 15 and in relation tRecommendation 16, in the case of a
VASP (or other obliged entity) that controls both the ordering and the beneficiary side of a
VA funds or wire transfer, the VASP or other obliged entity should take into account all of
the information from both the ordeg and beneficiary sides in order to determine whether
the information gives rise to suspicion and, where necessary, file an STR with the
appropriate FIU and make relevant transaction information available to the FIU. The lack
of required originator or leeficiary information should be considered as a factor in
assessing whether a transfer involving VAs or VASPs is suspicious and whether it is thus
required to be reported to the FIU. The same holds true for other obliged entities such as
traditional Fls iwvolved in a transfer involving VAs or VASPs.

273. Where the VASP requests further information on a counteratrigformation
from its customer in case the VASP receiving a VA transfer from an entity that is not a
VASP or other obliged entity, it expects theirstomer to respond in a timely fashion and
provide documents/information to the level of detail reque$tdtbre theicustomer does
not answer, it may trigger concerns for a VASP on their customer being unable to
reasonably explain the soundnes#stransaction and leatle VASPto consider the filing
of a STR on their customéek request for information could be followed by a reassessment
of t he ctuilutesoanderisk’prefil@den necessary.

274. Further information on reflag indicatorsfor VAs that could suggest criminal
behaviour ar e ieudal AssatRediFlagindibatrs 6f MAn&y’'Laundering
and Terrorist Financing These indicators help VASPs and other ANBET obliged
entities to detect and report suspicious transactions involving K&\sindicatorsinclude:

a) Technological features that increase anonymguch as thenixers, tumblersr
AECs;

b) Geographical riskscriminals can exploit countries with weak, or absent, national
measures fovYAs;

c) Transaction patterns- including transactions whiclare structured to avoid
reporting orappearirreqular, unusual or uncommon which can suggest criminal

activity;
d) Transaction size if the amount and frequency has no logical business explanation

e) Sender or recipient profilesunusual behaviour can suggest criminal actphand

f) Source of funds or wealthwhich can relate to criminal activity
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Section V — Country Examples of Risk-Based Approach to Virtual Assets and Virtual
Asset Service Providers

Summary of Jurisdictional Approaches to Regulating and Supervising VA
Activities and VASPs

143275. Section V provides an overview of various jurisdictiongbraaches to regulating
and supervising VA financial activities and related providers, including approaches to
having in place tools and other measures for sanctioning or taking enforcement actions
against persons that fail to comply with their AML/CFT ghlions, which countries might
consider when developing or enhancing their own national frameworks. These countries
have not yet been assessed for their compliance with the requirements set forth in INR. 15.

Italy

276. In ltaly, Leqgislative Decree No. 231 o0@7, amended by Legislative Decrees No.
90 of 2017 and No. 125/2019, includes providers engaged in the five functional activities

as defined by the FATF, as recipients of the AML/CFT obligations.

145277. Service providers related to VAsearequired to be listed in a special section of the
regi st e Orgdnisnhodieglb Agenti e dei Mediatori ( OA M) . The registrat
precondition for service providers related to VAs in order to carry out their activity in Italy.
Work is currentlyongoing to implement the register.

146278. VASPs are considered obliged entities and are subject to the full set of AML/CFT
measures.

147279. On March 21, 2019, ltaly adopted the update of the National Risk Assessment
(NRA). It includes an assessment of the ML/TF risksueating from VAs. The results of
the updated NRA will be used in order to strengthen the national strategy. Obliged entities
and subjects (financial and nfinancial) are requested to take into consideration the
results of the updated NRA in order to cantdupdate their risk assessment.

148280. The STRs and the further analysis conducted by the ltalian FIU (UIF) permit it to
collect information about: i) VASPs operating in Italy, including business data (typology
of service provided); location; data on the besaf owner, administrator and other
connected subjects; ii) detailed information on single transactmgs (ate, amount,
executor, counterparts, and wallet accounts); data on the bank accounts ineajved (
holder, power of attorney, origin/use dfet funds, and general features of the financial
flows); iii) data on the personal and economic profile of the customer or the holder of the
wallet; information useful to match VA addresses to the identity of the owner of the VAs;
unambiguous identificatiodata €.g, fiscal code and VAT number); iv) wallet or account
information €.g, overall amount of VAs owned by one or more subjects; detailed
information on main movements of VAs traced back to the same subject or linked subjects
in a specific timeframewallet/account statement in an editable format; and v) type and
main features of VAs.
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149281. Since 2015, the Bank of Italy has warrmmhsumers on the high risks of buying

and/or holding VAsas well as supervised financial intermediaries about the possise ris

associated with VAs. In particular, it issued a warning for consumers and a communication
for supervised financial intermediaries (January 2015) as well as a new warning for

consumers which recalled the one issuedhgythree European financial authi@s—
European Securities and Markets Authority (ESMA), the European Banking Authority
(EBA), and the European Insurance and Occupational Pensions Authority (EIOPA) in

March 2018. The Italian UIF, in order to enhance the engagement with the private sector,

issued a Communication on January 30, 2015 about the anomalous use cassgido
addressing particularly the financial institution®.( banks and payment institutions) as
well as gambling operators, and underlining the necessity for these obligies émfocus

their attention on possible anomalous transactions, such as wire transfers, cash deposits and

withdrawals, use of prepaid cards, associated with cigpdets purchases or investments.

150282. The UIF is progressing its analysis, focussing on risksrand emerging trends.
An updated Communication was issued in 2019 to assist obliged entities in performing
their tasks. In particular, the UIF updated its 2015 Communication on the anomalous use

of cryptoassets by providing more details on recurrilegrents, operational methods, and
behavioral risk profiles identified in STRs related to VAs. The Communication sets out
specific instructions for filling in data in the psee t STRs’ format,
reference to information about: VASPs, trarigaxs, users/customers, and
wallets/accounts.

151.283. In December 2016 and July 2018, the UIF published collections of sanitized cases

of money laundering and terrorist financing that emerged in the course of financial
analyses, including typologies connectedhd anomalous use of VAs.

Norway

152284. VASPs have been subject to the Norwegian AML Act and its obligations since

October 15, 2018. The relevant provision of the AML regulation reads as follows:

Box 5. Section 1-3 Application of the Anti-Money Laundering Act to Virtual Currency

(1) Providers of exchange services between virtual currency and official currency are
obliged entities within the meaning of the AMbney Laundering Act. This shall apply
correspondingly to virtual currency custodianship services.

(2) By virtual currency is meant a digital expression of value, which is not issued by a
central bank or a government authority, which is not necessarily attached to a legally
established currency and does not possess a legal status of currency or moneghbut whi
is accepted as a means of exchange, and which can be transferred, stored or trade
electronically.

(3) By virtual currency custodianship services is meant the custodianship of private
cryptographic keys on behalf of customers, for purposes of tramgfesioring or
trading in virtual currency.

(4) The Financial Supervisory Authority may supervise compliance with the Anti
Money Laundering Act for the providers mentioned in paragraph 1. Providers as
mentioned in paragraph 1, shall be registered witlrith@ncial Supervisory Authority.

The following information shall be registered on the provider:

a) name
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b) type of enterprise and organisation number

C) business address

d) the service which is offered

e) name, residence address and personal identity muni@znumber on the

i) general manager or persons in a corresponding position
i) members of the board of directors or persons in a corresponding position
iif) any other contact person

153285. As of June 2019, six VAPSs have been registered, and more thare2® ABPs

have applied for registration, but have applications pending due to shortcomings in their
AML policies and procedures. Three VA ATMs have been shut down in November 2018
after cease and desist orders from the FSA, and no new ATMs have beesiset Liphe

FSA will commence inspections of the sector, but based on the registration applications in
the second half of 2019, it is clear that the field of VASPs registered, and attempting to
register, includes a range of actors with differences in simpetence, knowledge of
AML rules, and professionalism.

Sweden

154286. In Sweden, the Financial Supervisory Authority has considered bitcoin and

ethereum as means of payment since 2013, meaning that professional exchange services
are therefore subject to a lieng regimeé! and, following a successful application for a
licence, AML/CFT supervision. The regulation is not an explicit AML/CFT regulation of

VA exchange services as sug¢ke(they are not specifically mentioned in the law) but an
implicit recognitionthat they should be regulated. Once an exchange service obtains a
licence, all activitiesi(e.,no matter the VA in question) are subject to AML/CFT regulation

and supervision. Thematic supervision has been carried out. As a result, part of the sector
has ceased its operations. VASPs have submitted STRs to the FIU, and feedback from
operational authorities suggests that criminals are choosing to take their business to
unregulated exchanges elsewhere.

Finland

155287. The Act on Virtual Currency Provide(§72/2019) came into force on May 1st

2019. VASPs are required to register (authorization) with the Finnish Financial
Supervisory Authority (FINFSA)>? Those who already provided services before
legislation came into force, negdito be registered by November 1st 2019. New actors
hawe-had to be registered prior to starting their operations. The definition of VASPs
includes exchanges (both fiat to VAs and between VAs as well as VAs and other goods
such as gold), custodian wallet piters, andicOsssuers of virtual currencyThe
requirements for registration include basic fit and proper checks, requirements for handling
customer funds, and simple rules regarding markeitiegn obligation to give all relevant
information and arobligation for truthful information). VASPs are obliged entities as
defined in the AML Act (444/2017) anare-were required to comply with AML/CFT
obligations from December 1st 2019. VASP's AML/CFT risk assessment and their

51

52

It is not quite a comprehensive licensing regime in the prudential sense of the word, but for AML/CFT
purposes it is, including fit and proper testing of owners and management and an assessment of
whether the business will be conducted pursuant to AML/CFT regulation.
www.finanssivalvonta.fi/en/banks/fintech--financial-sector-innovations/virtuaalivaluutan-tarjoajat
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procedures and guidelines retatito AML/CFT are reviewed as part of the registration
process.

156288. FIN-FSA was given powers to issue regulationsguadaneeguidelineson certain
parts of VASP activityThe FIN-FSA draftregulatiors and guidelines entered into force
on July 15t 2019% was-published—forconsultation—on—May-215the draft-contains
regutatiomequlations contain regulatioan holding and protecting client money and
segregation of client money and own fun@siidaneeGuidelines conceris—given—on
compliance with AML/CFTregulatiotlegislation Fhe—aim-is-to-publish-theregulation
during-summer.

157289. Prior to the Act, the FINFSA hashadbeen working with organizers of ICOs from
the point of view of securities markets legislation and financial instruments. THe@sm
been to dentify when the VAwass a financial instrumenti.g., transferable security).
These assessments are still required occasionally. In order to facilitate the assessment on
the nature of the asset to be isstea-this-purpoesethe FINFSA has drafted a checklist
that is used in all IC@elatedenquiries. The checklist as well as frequently askeztstions
related to VAs are available at the FRSA website?

158290. The FIN-FSA supervisory experience has shown that VASPs are now willing and
keenon being regulated and trying to seek supervidamdorsement for their activities.
The challenge is to communicate to the general public that authorization does not equal

endorsemenFm—l%A—haSéea%me—m#ASP&a{mudMQNards—Fegem“e So

aala v ava _eg a alalV a¥a’ a aYa aValll o' ala’ models

%hreugh—theh—they—eemd—be—Fegma{edASPs have had challenges in openlng bank

accounts, which could partly explain the change in their attitude towards regulation.

Mexico

159291. In Mexico, Federal Lavior the Prevention and Identification of Operations with
Resources of lllegal Proceedss reformed in March 2018 to establish asuinerable
Activitythe exchange of VAs made by entities other than Financial Technolodytinss
and Credit Institutions.

160292. Likewise, in March 2018, Mexico published thew to Regulate Financial
Technology Institutionswhich indicates that Financial Technology Institutions may
operate with VAs provided that they have the authorization of Balexico and operate
with the VA that it determinates.

161.293. Subsequently, in September 2018, the standards that establish the measures and
procedures in terms of AML/CFT related to VAs were published.

162294, In March 2019, the Central Bank published the standardifine the internal
operations that the Credit Institutions and the Financial Technology Institutions directly or
indirectly pretend to carry out operations with VA.

163295. The Central Bank said that VAs carry a significant ML/TF risk, due to the ease of
transfering VA to different countries as well as the absence of homogeneous controls and
prevention measures at the global level. However, it seeks to promote the use of
technologies that could have a benefit, as long as these technologies are used internally
betveen Financial Technology Institutions and Credit Institutions.

53

https://www.finanssivalvonta.fi/en/regulation /FIN-FSA-regulations/organisation-of-supervised-
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entities-operations/04 2019/.
www.finanssivalvonta.fi/en/banks/fintech--financial-sector-innovations/virtuaalivaluutan-
tarjoajat/frequently-asked-questions-on-virtual-currencies-and-their-issuance-initial-coin-offering/
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1684296. Finally, later in March 2019, theisposiciones de caracter general a que se refiere
el Articulo 115 de la Ley de Instituciones Crédavere reformed, establishing the measures
and procedureghat the credit institutions must follow womply with the obligations
regarding AML/CFT related to VAs.

Japan

185297. Japan amended tHeayment Services Act and Act on Prevention of Transfer of
Criminal ProceedsRTCP Ac} in 2016 in response to the bankruptfya large VASP in
2014 and the 2015 FATF VC Guidance. Following the enactment of the laws in April 2017,
the JFSA established a VASP monitoring team in August 2017, composed of AML/CFT
and technology specialists.

166298. As a part of its registration procedurb,é¢ JFSA assesses applicanit
programs, with a focus on consistency between
business plan, through documdmatsed assessment and-sife or onrsite interviews with
them (as of March 2019, 19 VASPs are ragisd).

167299. The JFSA imposes a periodical repsubmission order on VASPs to seek
guantitative and qualitative information on inherent risk and controls. The JFSA utilizes
the collected information for its own risk assessment and monitoring of VASPs. The JFSA
has conducted esite inspections of 22 VASPs (including 13 thdeemed VASPSg,e.,
entities which were already in business before the enactment of the amended act, being
allowed to operate on a tentative basis) and has imposed adminigiiagigsitions (21
business improvement orders and six business termination orders and one refusal of
registration) by March 2019.

168300. The JFSA also closely emperates with the Japan Virtual Currency Exchange
Association (JVCEA), the setbgulatory body certiéd in October 2018, for prompt and
flexible response to VASRelated issues. The JVCEA functions as an educational body
and a monitoring body for the member VASPs. Compliance with-regiflatory
AML/CFT rules and guidelines is prepared by the JVCEA. JF®@A, in consultation with
the JVCEA, has conducted outreach, some of which was done in collaboration with other
authorities, sharing information and ideas with VASPs that would contribute to improving
their AML/CFT compliance.

169301. In addition, the JFSA:

o Estabh i s h e 8tudy Greup dn the Virtual Currency Exchange Business n
March 2018 to examine institutional responses to various issues related to the
VASP business. In light of suggestions made on a report compiled by the Group,
the JFSA, in March 2019, smiitted to the Diet a bill to amend the acts. The
amendment includes: the application of the Payment Services Act and PTCP Act
to service providers who conduct custodian service of VAs; and the introduction
of ex antenotification system concerning each oba of a type of VA dealt in by
VASPs taking into account the anonymity of VAs.

o Prepared and publicized red flag indicators of suspicious transactions, which are
specific to VASPs, in April 2019. The indicators cover several transactions where
anonymizatio technology was utilized.
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United States

Comprehensive and Technolaggutral Framework

176302. The United States has a comprehensive and techrolgyal regulatory and
supervisory framework in pl acfmandiabars sfegul atli ng
for AML/CFT that subjects covered providers and activities in this space to substantially
the same regulation that providers of fwbgital assets are subject to within the existing
AML/CFT regulatory framework fold-S—inaneialinstitutiorsSls. The U.S. pproach |
draws on the tools and authorities of various departments and agencies, including the U.S.

Department of the Treasury’s Financi al Cri mes
FIU and administrator of the primary U.S. AML law, the Bank Secrecy(BS®\); U.S.
Treasury's Office of Foreign Assets Control (

the U.S. Securities and Exchange Commission (SEC); the U.S. Commodity Futures
Trading Commission (CFTC); and other departments and agencies. FINCEN, thieelRS
SEC, and the CFTC in particular have regulatory, supervisory, and enforcement authorities
to oversee certain digital asset activities that involve money transmission; securities,
commodities, or derivatives; or that have tax implications, and theg aathority to
mitigate the misuse of digital assets for illicit financial transactions or tax avoidance.

171303. Where a person (a term defined in U.S. regulation that goes beyond natural and
legal persons) engages in certain financial activities involvingadagisets, AML/CFT and
other obligations apply. Depending on the activity, the person or institution is subject to
the supervisory authority of FInCEN, the SEC, and/or the CFTC to regulate the person as
a money transmitter, national securities exchangekdsdealer, investment adviser,
investment company, transfer agent, designated contract market, swap execution facility,
derivatives clearing organization, futures commission merchant, commaodity pool operator,
commodity trading advisor, swap dealer, mamap participant, retail foreign exchange
dealer, or introducing broker.

172304. I f the person falls under the regulatory d
federal banking agencieghe Board of Governors of the Federal Reserve System, Federal
Deposit Irsurance Corporation, Office of the Comptroller of the Currency, and National
Credit Union Administratioa-have authority, sometimes concurrent with that of the state
banking regulators, to regulate and supervise persons when they engage in financjal activit
involving digital assets. Moreover, existing general tax principles apply to transactions
involving digital assets in the United States because the IRS classifies them as property.

Box 6. Case Study: U.S. Regulation and Supervision (Including Licensing and
Registration) of Digital Asset-Related Providers

a-hationag
&
’

is a comprehensive term that refers to a range of assets in the digital financial services ecosystem, including
digital currencies—both national digital currencies and digital currencies that are not issued or guaranteed by

a national government, such as convertible virtual currencies like bitcoin—as well as digital assets that are
securities, commodities, or derivatives thereof.

For Official Use



88 | FATF/PDG(2020)19/REY

Money TransmissionAt the federal level, FINCEN regulates as money transmitters any
person engaged in the business of accepting and transmitting value, whether physical o
digital, that substitutes for currency (including convertible virtual currency, whether
virtual-to-virtual, virtuakto-fiat, or virtuatto-other value) from one person to another
person or location by any means. Under the BSA, money transmitters must register with
FinCEN as money services businesses and institute AML pregracordkeeping, and
reportingmeasures, including filing suspicious activity reports. The AML requirements
apply equally to domestic and foreitptated money transmitters, even if the foreign
located entity does not have a physical presence in the United States and regardless ¢
whereit is incorporated or headquartered, as long as it does business in whole or
substantial part in the United States. Since 2014, the IRS and FInCEN have conducted
examinations of various digital assetated providers, including administrators, some
of the largest exchangers by volumegdivdual-peero-peerexchangersallowing
exchanges betwedndividual usersforeigniocated exchangers, digital asset/crypto
precious metal dealers, kiosk companies, and numerous trading platforms as well as
registered ad unregistered financial institutions. Applicable state laws also require
relevant covered entities to obtain state money transmitter licenses in most states in
which they operate, regardless of their jurisdiction of incorporation or the physical
locationof their head office. Money transmitters also may be subject to other regulatory
requirements, including safety, soundness, and capital reserve requirements, dependin
on the U.S. state in which they are located or do business and whether or not their
opaations make them subject to the rules of other U.S. regulatory bodies.

Securities Activity.To the extent a digital asset is a security in the United States, the
SEC has regulatory and enforcement authority that extends to the offer, sale, and trading
of, and other financial services and conduct relating to, those digital assets. Platforms
on which digital assets that are securities are traded in the secondary market generally
must register as national securities exchanges or operate pursuant to anoexieomti
registration, such as the exemption under SEC requirements for alternative trading
systemsi(e., SEC Regulation ATS), and report information about their operations and
trading to the SEC. Even if the securities exchange, buadaler,investmeniadviser

or othersimilarsecuritiesrelated entity is a foreiglocated person and does not have a
physical presence in the United States, the person may be subject to SEC regulations
and jurisdiction when they offer, sell, oonduct activities relatingptissuesecurities
(including, digital assets that are securitegentialh—certaintCO-tekehdo U.S.
personserinvestersor otherwise affect the U.S. securities markets. Additional state
licensing obligations may apply depending on the activity irthvan entity is engaged

and on the state in which the activity is conducted. Certain trading in digital assets,
including trading on platforms, may still qualify as money transmission under the BSA
and state laws or regulations, as discussed above. dighal asset is a security, it is
subject to SEC jurisdiction and adgrivatives on the securitys-are subject to SEC
jurisdiction.

Commadities and Derivatives Activitin the United States,digital assetmay alsde

considered agualif-ascommoditiesor-derivatives-thereof—even-ifnota-seeurity, in
which-case-persons-dealing-in-such-digital-assetsubject to CFTC jurisdictioff.

56 4AEA #8&4# EAO AAOAOI ET AA OEAO OOEOOOAT AOOOAT AUd EO
section 1a(9). In re Coinflip, Inc., d/b/a Derivabit, an&rancisco Riordan, CFTObcket No. 1529, 2015
WL 5535736, [Current Transfer Binder] Comm. Fut. Rep. (CCH) paragraph 33,538 (CFTC Sept. 17,
2015) (consent order); In re TeraExchange LICETC Docket No. 233, 2015 WL 5658087 Current
Transfer Binder] Comm. Fut. L. Rep. (C@hhagraph 33,546 (CFTC Sept. 24, 2015) (consauer).
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With certain exceptions, the CFTC has full regulatory authority and exclusive
jurisdiction overall commodiy futures, options, and all other derivatives that fall within

over the sale of such assets and requires registration in connection with trading in futures
and options thereoor certain other derivatives on suchi commodities. Pursuant to

the Commodity Exchange Act and relat&kgulations, the CFTC has broad authority

to take action against any person or entity located inside or outside the United States
that is associated with or engaged in fraud or manipulatitrétst (e.g, U.S. CFTCv.

Blue Bit Banc).

Generally, a natural or legal person that transacts in securities, commodities or
derivatives is subject to additional oversight by a-ssfulatory organization. Securities
activities require registration withthe Financial Industry Regulatory Authority
(FINRA), and commodities and derivatives activities require registration with the
National Futures Association (NFA). Depending on its activities, a natural or legal
person may also require dual registration WAlRRA and the NFA, both of which have
statutory obligations under U.S. federal securities and commaodities laws. Additionally,
similar to money transmitter licenses, a natural or legal person must be licensed with
each state regulatpfor states in whiclthey do business.

Certain registrants of the SEC and CFTC also have BSA obligations, including
establishing AML programs, reporting suspicious activity to FinCEN, identifying and
verifying customer identity, and applying enhanced due diligence for cadegunts
involving foreign persons. The relevant regulatory and supervisory bodies also monitor
digital asset activities and examine registrants for compliance with their regulatory
obligations, including (for certain registrants) AML/CFT obligations uitdeBSA.

U.S. Law Enforcement, Sanctions, and Other Enforcement Capabilities

173305. U.S. law enforcement uses financial intelligence information from FINCEN to
conduct investigations involving digital assets. Such informatiehich is sourced from
the reportingand analysis that FInCEN collects and disseminates to competent U.S. law
enforcement authoritieshas been useful in developing evidence of criminal activity and
identifying individuals who may be involved in ML or TF activities. FInNCEN has access to
a wide range of financial, administrative, and law enforcement information. The
information at FinCEN'"s disposal includes tw
instrumental in detecting suspected ML or TF involving digital assets: (i) suspicious
activity reports (orSTRsSARSY filed by traditional reporting financial institutions, such as |
banks or brokedealers in securities for example, that have transmitted fiat currency for
conversion or exchange into a digital asset at a digital asset exchanger drivetitess
or that have received fiat currency from a digital asset exchanger or related business after
being converted or exchanged from a digital asset; arelifpicious-activity reporBARS ‘
filed by digital asset providers thatiten operating@s maey transmitters, receive funds
and convert them into a digital asset or allow for the storage and/or trading and exchange
of digital assets. FINCEN also colleather information, such &ereign bank account, |
currency and monetary instrument, and cwyemmansaction reporsall of which could

57

U.S.C. 2(a)(1)(A). The CFTC shares its swap jurisdiction in certain aspects with the SEC. See7 U.S.C.
2(a)()(C).
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contain investigative leads and evidence necessary to deter and prosecute criminal activity
associated with digital assets.

174.306. U.S. departments and agencies have taken strong civil and criminal enforcement

actions inboth administrative proceedings and federal court to combat illicit activity
relating to digital assets, such as by seeking various forms of relief, including cease and
desist orders, injunctions, disgorgement with prejudgment interest, and civil money
penalties for wilful violations and imposing criminal sentences involving forfeiture and
imprisonmenf2U.S. regulators and supervisors engage extensively with one another, state
regulators, the U.S. Department of Justice (DOJ), and other law enforcemecieade
support investigative and prosecutorial efforts in the digital assets space.

175307. A variety of criminal and civil authorities, policy tools, and legal processes exist to

assist U.S. government agencies in identifying illicit digital assated actiity,
attributing transactions to a specific individual or organization, mitigating threats, and
performing analysis relating to their respective regulatory or criminal investigative
functions. For such investigations and prosecutions, DOJ relies on & shistatutory
criminal and civil authorities, including federal laws governing money laundering, money
services businesses registration, financial institution recordkeeping and reporting
requirements, fraud, tax evasion, the sale of controlled substandesther illegal items

and services, computer crimes, and terrorist financing. The United States has charged and
prosecuted individuals operating as peepeer exchangers for violating the BSAfor
money laundering as well as foreigrcated personsnd organizations who violate U.S.
law, among other prosecutions relating to digital assets.

176308. Similar to FinCEN, SEC, and CFTC authorities, DOJ has broad authority
to prosecute digital asset providers and individuals who violate U.S. law, even though
they may not be physically located inside the United States. Where digital asset
transactions touch financial, data storage, or other computer systems within the United
States, for example, the DOJ has jurisdiction to prosecute persons directing or
conducting tbhse transactions. The United States also has jurisdiction to prosecute
foreignlocated persons who use digital assets to import illegal products or contraband
into the United States or who use Ul&ated digital asset businesses or providers or
financial institutions for money laundering purposes. In addition, forgated
persons who provide illicit services to, defraud, or steal from U.S. residents may be
prosecuted for violations of U.S. law.

177——OFAC, typically in consultation with other agencies, ausiers U.S. financial

sanctions and associated licensing, regulations, and penalties, all of which relate to digital
assets as well as most other types of assets. OFAC has made clear that U.S. sanctions
compliance obligations are the same, regardlesether a transaction is denominated in
digital eurrencyasset{whether national digital currency or noational digital currency

such as convertible virtual currency like bitcoin) or traditional fiat currency, and U.S.
persons and persons otherwise stiije OFAC jurisdiction are responsible for ensuring

they do not engage in unauthorized transactions prohibited by OFAC santtiens.C’ s
December 2020 enforcement action and associated fine for failures related to VA services
provides further confirmatioof this>°

58
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Select examples of U.S. enforcement, investigative, and/or sanctions actions include: 2015 civil money penalty
against Ripple Labs, Inc.; 2016 Operation Dark Gold; 2017 civil money penalties against BTC-e and concurrent
indictment of Alexander Vinnik; 2017 TF case, U.S. v. Zoobia Shahnaz 2018 sentencing of unlicensed bitcoin
trader; and 2019 identification of digital currency addresses associated with OFAC SamSam designation.
https://home.treasury.gov/system/files/126/20201230 bitgo.pdf.
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International Ceoperation is Key

178310. The inherently global nature of the digital asset ecosystem makes digital asset
activities particularly well suited for carrying out and facilitating crimes that are
transnational in nature. Customers and services can transact and operate with little regar
to national borders, creating jurisdictional hurdles. Effectively countering criminal activity
involving digital assets requires close international partnerships.

179311. U.S. departments and agencies, particularly U.S. law enforcement, work closely
with foreign partners in conducting investigations, making arrests, and seizing criminal
assets in cases involving digital asset activity. The United States has encouraged these
partnerships to support mujtirisdictional investigations and prosecutions, particylarl
those involving foreighocated persons, digital asset providers, and transnational criminal
organizations. Mutual legal assistance requests remain a key mechanism for enhancing co
operation. Because illicit actors can quickly destroy, dissipate, oeabdigital assets and
related evidence, the United States has developed policies for obtaining evidence and
restraining assets located abroad, recognizing that digital assets and the associated
transactional data and evidence may be stored or locateeclinological means and
processes not contemplated by current legal methods and treaties.

Section VI — PRINCIPLES OF INFORMATION-SHARING AND CO-OPERATION
AMONGST VASP SUPERVISORS

312. TheFATF Recommendations encourage providhefullest range of internatich
co-operation. INR15 states thatountries should rapidly, constructively, and effectively
provide the widest possible range of internationaloperation in relation to money
laundering, predicate offences, and terrorist financing relativ\& onthe basis set out
in Recommendations 37 to 40. In particular, supervisors of VASPs should exchange
information promptly and constructively with their foreign counterparts, regardless of the
supervisors'’ nature or st at orsstatasmiVASPs.f f er enc e
Further information on the application of Recommendations 37 to 40 to VAs is set out in
Section Il above.

Objectives

313. Each country must designate at least one competent authority as their supervisor of
VASPs for AML/CFT purposes. O than specifying that the competent authority cannot
be a seHregulatory body, th€ ATF Standards do not specify who the competent authority
should be. Countries have designated a range of different authorities as VASP supervisors,
including financial services supervisors, central banks, securities regulators, tax authorities,
FIUs and spealist VASP supervisors. Some countries have one single supervisor while
others have multiple supervisors. Some countries treat VASPs as a-leatlijable,
specific category of business, while others consider VASPs to besesabpreexisting
busiress categories (e.g. as money service businesses).

314. The FATF Standards make clear that supervissiisuld exchange information
promptly and constructively with their forgig
nature or status and differences e thomenclature or status of VASPs. Given the
pseudonymous, fagiaced, crosborder nature 0¥ As, international cebperation is all the
more critical between VASP supervisors. To facilitateoperation between counterparts
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and exchange relevant infornmat, the FATF has developé&dinciples of Information-
Sharing and Co-operation between VASP Supervisors. These principles are intended to:

a) provide a common understanding of the type of supervisory information and other
background knowledge that will beafsl for authorities to share with each other
and when to share such information;

b) outline possible triggers for proactive information sharing/requests, for example
when a cybersecurity incident has taken place that has potential AML/CFT impact
on other juisdictions or where a foreigmased VASP is potentially conducting
unregulated VASP activity in a jurisdiction;

c) set out possible methods of sharing and types of supervisory assistance/feedback
that could be adopted in certain circumstances (in line wahfidentiality

provisions)

d) set out possible roles and expectations where multiple AML/CFT supervisors are
working together on a specific case or issue;

e) suggest possible guidelines for jurisdictions, when dealing with issues with VASPs
in jurisdictions tlat do not have regulatory frameworks in place, or when seeking
to facilitate supervisory coperation for multijurisdictional VASPsind

f) set out best practice in relation to the types of information countries should maintain
on licensed/reqgistered VASPs, as part of their respective directories or websites.

315. These Principles aneon-binding on supervisors. They are intended as guidance
for supervisors. Supervisors are not obligegtimpt and implemerihese Principlesjor
areSupervisorobliged to share information or render@peration unless it is consistent
with their domestic frameworkéwvhich could condition c@peration and exchangs
information on the adoption of legal arrangements such as Memorasdam
Understanding)and d@snot contradict the obligations arising from R-487.

316. These Principles are, however, applicable to all countries, whether they permit or
prohibit VASPs Countries that prohibit VASPs must have a legal basis for permitting their
relevant competent authorities to exchange information on issues related to virtual assets
and VASPs. This competent authority may not be a supervisor, but may be, for example, a
law enforcement agency.

Principles of Information-Sharing and Co-operation

317. International ceoperation between Supervisors should be encouraged and based
upon a foundation of mutual trust. Informatisharing arrangements must recognize and
allow room forcaseby-case solutions to specific problems.

Identification of Supervisors and VASPs

1. Countries must clearly identify their Supervisor(s) of VASPs for AML/CFT
purposes. Where a country has multiple Supervisors, the country should clearly
identifythescop@ef each Supervisors’ regulatory ren

2. Supervisors should have a clear mechanism by which to receive inquiries relating
to VASPs. For example, this could be a specific email address for VéSted
inquiries.

3. To facilitate timely ceoperation,Supervisors should ensure that information on
licensed or registered VASPs under their purview is readily accessible by foreign
authorities. This could be dontor examplethrough the publication of public
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reqgisters of obliged entities, or the mainter@aot a licensed/reqgistered entities
database that can be querietbugh secure information exchange

Information exchange

4.

Supervisors should exchange relevant information on VASPs with foreign

Supervisors, regardless of their status. To this end, Sepesvshould have an
adequate legal basis for providing-@oeration on money laundering, associated
predicate offences and the financing of terrorism.

There are a number of methods by which supervisory information could be

exchanged. Most typically, informtion could be exchanged bilaterally, upon
request from one Supervisor to another. Where VASPs are multilateral in nature,
supervisors may also decide to share information multilaterally, with all other
regulators of the VASP. Lastly, less sensitive sugery information could be
sharedas necessaryat supervisory colleges organized by lead supervisors of
multilateral VASPs. Given the crog®rder nature of VASPs, the development of
supervisory colleges for larger multilateral VASPs could serve to ealmamzall
AML/CFT supervision of these entities.

The types of information exchanged between supervisors would depend on a range

of factors such as the trigger(s) for the exchange of information, statutory and/or
blockchain data obtained by tl8eipervisore nder i ng assi stance,
domestic legal frameworks. Where available and legally permitted, supervisors

should provide where relevant, i nfor matji

details of its shareholders and directdransactiorrelateddata and customer
information (which could have been obtained from supervisory activities, statutory
returns, and blockchain surveillance and analytical tools). Supervisors should also
consider exercising its supervisory powers to obtain further informétion the
VASP, where necessary.

A Supervisor requesting information should disclose, to the Supervisor that will

process the request, the reason for the request, and to the extent possible the purpose
for which the information will be used, and provideagh information to enable
the Supervisor receiving the request to provide information lawfully.

Supervisors should acknowledge receipt of requests, respond to requests for

information, and provide interim partial or negative responses in a timely manner.

Supervisors should not prohibit or place unreasonable or unduly restrictive

10.

conditions on exchanging information or providing assistance. In particular,
Supervisors should not refuse a request for assistance on the grounds that:

a. laws requireFls, DNFBPsor VASPs (except where the relevant information
that is sought is held under circumstances where legal privilege or legal
professional secrecy applies) to maintain secrecy or confidentiality;

b. there is an inquiry, investigation or proceeding underway in cthentry
receiving the request, unless the assistance would impede that inquiry,
investigation or proceeding; and/or

c. the nature or status of the requesting counterpart authority is different to its
foreign Supervisor.

Information received, processed, helddisseminated by requesting Supervisors

must be securely protected, exchanged and used only in accordance with agreed
procedures, policies and applicable laws and regulations.
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11.

Exchanged information should be used only for the purpose for which the

12.

information was sought or provided. Any dissemination of the information to other

authorities or_third parties, or any use of this information for administrative,

investigative, prosecutorial or judicial purposes, beyond those originally approved,
should be subf to prior authorization by the requested Supervisoa. minimum,

the requesting financial supervisor should promptly inform the requested
Supervisor of its legal obligation to disclose or report the information to a third

party.
Supervisors should baroactive in raising material issues and concerns with other

13.

Supervisors and should respond in a timely and satisfactory manner when such
issues and concerns are raised with them.

Supervisors should consider proactively sharing information or requesting

14.

information as necessary to carry out their supervisory functions. Possible triggers
for such a request include:

a. when a cybersecurity incident has taken place in alocal VASP that has potential
AML/CFT impact on other jurisdictions;

b. where a foreigibased VA® is potentially conducting unrequlated VASP
activity in a jurisdictionand

c. where a local VASP is strongly suspected to be facilitating illicit ML/TF
activity, and has substantial operations based in foreign jurisdictions.

Upon request and whenever possilsupervisors should provide feedback to their

15.

foreign counterparts on the use of the information provided, as well as on the
outcome of the analysis conducted, based on the information provided.

Supervisors should communicate emerging issues and deexiég of a material

16.

and potentially adverse nature, including supervisory actieitls,other relevant
Supervisors of the VASR a timely manner.

Supervisosshould sharawvith other relevanBupervisorsf the VASP jnformation

affecting the regulatedntity for which the latter have responsibility, including
supervisory actions, except in unusual circumstances when supervisory
considerations dictate otherwise.

Co-operation

17.

In some instances, a primary Supervisor could be identified if the VASP has

18.

significant proportion of its business operations in a jurisdiction. While supervisors
should work together to identify a primary Supervisor who could act as a focal point
through which to coordinate information sharing and-operation, such
identification B not mandatory and does not absolve other Supervisors of the
responsibility to supervise the VASP in their respective jurisdictions.

Supervisors should use the most efficient means fopeoate. If bilateral or

19.

multilateral agreements or arrangementshsaas a Memorandum of Understanding
(MOU), are needed, these should be negotiated and signed in a timely way with the
widest possiblerange of foreign Supervisors in the context of international co
operation to counter money laundering, associated predifi@nces and terrorist

financing.
Supervisors should be able to conduct queries on behalf of foreign Supervisors, and
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20.When requesting eoperation, Supervisors should make their best efforts to
provide complete, factual and, as appropriate, legal information including the
description of the case in concern. This includes indicating any need for urgency,
to enable timelyand efficient execution of the requests forop@ration.
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Annex A. Recommendation 15 and its Interpretive Note and FATF Definitions

Recommendation 15 — New Technologies

Countries and financial institutions should identify and assess the money laummalégngrist financing

risks that may arise in relation to (a) the development of new products and new business practices,

including new delivery mechanisms, and (b) the use of new or developing technologies for both new and

pre-existing products. In thease of financial institutions, such a risk assessment should take place prior

to the launch of the new products, business practices or the use of new or developing technologies. They
should take appropriate measures to manage and mitigate those risks.

To manage and mitigate the risks emerging from virtual assets, countries should ensure that virtual asset
service providers are regulated for AML/CFT purposes, and licensed or registered and subject to effective
systems for monitoring and ensuring compliandth ihe relevant measures called for in the FATF
Recommendations.

Interpretative Note to Recommendation 15

1. For the purposes of applying the FATF Recommendations, countries should
consider virtual assets as “preopetsy,” ofrpoobe
“corresponding value.” Countries should appl)

Recommendations to virtual assets and virtual asset service providers (VASPS).

2. In accordance with Recommendation 1, countries should identify, assess, and
understand the money laundering and terrorist financing risks emerging from virtual asset
activities and the activities or operations of VASPs. Based on that assessment, countries
should apply a riskased approach to ensure that measures to preventigateninoney
laundering and terrorist financing are commensurate with the risks identified. Countries
should require VASPs to identify, assess, and take effective action to mitigate their money
laundering and terrorist financing risks.

3. VASPs should be redped to be licensed or registered. At a minimum, VASPs
should be required to be licensed or registered in the jurisdiction(s) where they are'created.
In cases where the VASP is a natural person, they should be required to be licensed or
registered in thaurisdiction where their place of business is located. Jurisdictions may also
require VASPs that offer products and/or services to customers in, or conduct operations
from, their jurisdiction to be licensed or registered in this jurisdiction. Competent
authorities should take the necessary legal or regulatory measures to prevent criminals or
their associates from holding, or being the beneficial owner of, a significant or controlling
interest, or holding a management function in, a VASP. Countries shéelc¢tion to
identify natural or legal persons that carry out VASP activities without the requisite license
or registration, and apply appropriate sanctions.

4, A country need not impose a separate licensing or registration system with respect
to natural otegal persons already licensed or registered as financial institutions (as defined
by the FATF Recommendations) within that country, which, under such license or
registration, are permitted to perform VASP activities and which are already subject to the
full range of applicable obligations under the FATF Recommendations.

5. Countries should ensure that VASPs are subject to adequate regulation and
supervision or monitoring for AML/CFT and are effectively implementing the relevant
FATF Recommendations, to mitige money laundering and terrorist financing risks
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emerging from virtual assets. VASPs should be subject to effective systems for monitoring
and ensuring compliance with national AML/CFT requirements. VASPs should be
supervised or monitored by a competauthority (not a SRB), which should conduct fisk
based supervision or monitoring. Supervisors should have adequate powers to supervise or
monitor and ensure compliance by VASPs with requirements to combat money laundering
and terrorist financing includinghe authority to conduct inspections, compel the
production of information, and impose sanctions. Supervisors should have powers to
impose a range of disciplinary and financial sanctions, including the power to withdraw,
restrict or s uBssperredistratibnewhdfedapiicalde. | i c e

6. Countries should ensure that there is a range of effective, proportionate and
dissuasive sanctions, whether criminal, civil or administrative, available to deal with
VASPs that fail to comply with AML/CFT requiremexnin line with Recommendation 35.
Sanctions should be applicable not only to VASPs, but also to their directors and senior
management.

7. With respect to preventive measures, the requirements set out in Recommendations
10 to 21 apply to VASPs, subject teetfollowing qualifications:

8. (a) R.10- The occasional transactions designated threshold above which VASPs
are required to conduct CDD is USD/EUR 1 000.

9. (b) R.161 Countries should ensure that originating VASPs obtain and hold required
and accurateriginator information and required beneficiary information virtual asset
transfers, submithe above information to the beneficiary VASP or financial institution (if
any) immediately and securely, and make it available on request to appropriatgi@sitho
Countries should ensure that beneficiary VASPs obtain and hold required originator
information and required and accurate beneficiary information on virtual asset transfers,
and make it available on request to appropriate authorities. Other reguniseaf R.16
(including monitoring of the availability of information, and taking freezing action and
prohibiting transactions with designated persons and entities) apply on the same basis as
set out in R.16The same obligations apply to financial indiitns when sending or
receiving virtual asset transfers on behalf of a customer.

10. 8. Countries should rapidly, constructively, and effectively provide the
widest possible range of international-aperation in relation to money laundering,
predicate offencg and terrorist financing relating to virtual assets, on the basis set out in
Recommendations 37 to 40. In particular, supervisors of VASPs should exchange
information promptly and constructively with their foreign counterparts, regardless of the
supervie r s’ nature or status and differences

References to creating a legal person include incorporation of companies or any other mechanism that is used.
As defined in INR. 16, paragraph 6, or the equivalent information in a virtual asset context.

The information can be submitted either directly or indirectly. It is not necessary for this information to be
attached directly to virtual asset transfers.
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FATF Glossary

A virtual asset is a digital representation of value that can be digitally traded, or
transferred, and can be used for payment or investment purposes. Virtual assets do not
include digital representations of fiat currencies, securities and other financial assets that
arealready covered elsewhere in the FATF Recommendations.

Virtual asset service provider means any natural or legal person who is not covered
elsewhere under the Recommendations, and as a business conducts one or more of the
following activities or operatias for or on behalf of another natural or legal person:

i) exchange between virtual assets and fiat currencies;

i) exchange between one or more forms of virtual assets;

i) transfet of virtual assets;

iv) safekeeping and/or administration of virtuakets or instruments enabling control
over virtual assets; and

v) participation in and provision of financi al
sale of a virtual asset.

1 In this context of virtual assets, transfer means to conduct a transaction on behalf of another natural or legal
person that moves a virtual asset from one virtual asset address or account to another.

For Official Use



FATF/PDG(2020)19/REY | 99

Annex B. Summary of changes made to this Guidance

Note: This section will be addemhce the changes to the document are finalised.
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