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[bookmark: _Toc233201656]Chapter 1. Executive Summary 
1.1 [bookmark: _Toc233201657]Executive summary
Payments and value transfers underpin economic activity and social development worldwide, connecting people to financial services, enabling trade, and supporting remittances that millions of families depend on. But the same systems that move legitimate funds also move illicit ones. Payment chains have grown more fragmented with the arrival of new players and technologies, making it harder for financial institutions to detect suspicious activity and for authorities to access relevant information. Fraud has become the dominant proceeds-generating crime globally and a major predicate offence for money laundering. These developments prompted the update of FATF’s Recommendation 16 (R.16) adopted in June 2025.
R.16 sets out a framework for payment transparency that countries and financial institutions (FIs) must implement to combat money laundering (ML), terrorist financing (TF), proliferation financing (PF), and fraud. The revised R.16 clarifies the roles and responsibilities of FIs along the payment chain, strengthens information requirements, and introduces alignment checks to detect misdirected payments, and targeted requirements for cross-border cash withdrawals. Full implementation of revised R.16 is expected by the end of 2030.
The revised R.16 reflects the principle of "same activity, same risk, same rules": obligations follow the activity, not the type of entity performing it. Chapter 3 sets out its scope and interaction with other FATF Recommendations and global standards, including Recommendation 15 on virtual assets. Enforcing compliance beyond what R.16 prescribes may give rise to costs on payments or value transfers and pose financial exclusion risks without improving effectiveness. The Guidance incorporates financial inclusion considerations across a range of areas such as de minimis thresholds, fallback options, and simplified verification measures. Countries are strongly encouraged to implement the flexible options embedded in R.16 implementation and provide tailored guidance to financial institutions, including those operating in lower-capacity contexts.
Financial institutions involved in a payment chain should comply with responsibilities along the defined payment chain. The payment chain starts at the institution receiving the originator's instruction and ends at the institution servicing the beneficiary's account or providing cash to the beneficiary. Chapter 4 sets out the responsibilities of ordering, intermediary, and beneficiary FIs, provides guiding principles that should apply across various scenarios of payments or value transfers, and sets out practical steps to encourage payment market infrastructures to support the implementation of R.16.
Chapter 5 sets out what information must accompany a payment or value transfer and when. Requirements differ depending on whether a transfer is domestic or cross-border and whether it falls above or below the de minimis threshold. For cross-border transfers above the threshold, ordering FIs must verify the accuracy of originator information covering name, account number, address, date of birth, and where applicable a legal person identifier. The requirements for beneficiary information are less stringent: country and town name suffice for address, and no information regarding date of birth is required. For domestic transfers, only the account number or unique transaction reference number need accompany the message where full information can be made available within three business days. Where an ordering institution does not have an ongoing relationship with the originator that includes the ability to store value (e.g., in an account or wallet), additional information is required to identify the account and the institution from which funds are drawn. Account identifiers, including virtual account numbers, must not obscure the identity of the servicing institution or its country.
Chapter 6 addresses two distinct categories of card transaction. Card-funded person-to-person transfers, including top-ups of stored value accounts, are subject to full R.16 requirements. Card-funded purchases of goods or services are subject to simplified rules. The guidance provides actionable principles to determine which category applies. The card number must accompany all card-based purchases, and the name and location of the issuing and acquiring FIs must be available upon request, with card networks playing a central role.
Chapter 7 introduces a targeted regime for cross-border cash withdrawals. The cardholder's name should be sent to the acquiring FI upon request within three business of receiving the request. The guidance clarifies how the requirement applies to groups with equivalent access policies.
Chapter 8 provides granular guidance on how R.16 applies to instant payments, digital wallets, and mobile money, without creating separate rules. It addresses proxy identifier resolution, how to determine ordering FI in wallet transactions, and application to mobile money platforms serving vulnerable populations.
All chapters should be read alongside Chapter 9. Data protection and privacy considerations are not a separate layer but apply throughout the collection, storage, and transmission of R.16 information. The chapter provides guidance on how to set out the legal basis for processing personal data, explains how AML/CFT/CPF and data protection and privacy (DPP) frameworks are mutually reinforcing, and covers expectations for higher-risk data elements, card data, and holistic monitoring frameworks.
The revised R.16 introduces alignment check obligations for beneficiary financial institutions, responding to the serious and growing threat from fraud. For cross-border transfers above the de minimis threshold, beneficiary institutions must detect payments directed to an unintended beneficiary. Chapter 10 clarifies the notion of alignment as a graduated and risk-sensitive concept, sets out the three avenues available, and explains how identified misalignment should inform risk-based decisions and follow-up actions. 
R.16’s effectiveness ultimately depends on the consistent implementation of the standard. The FATF seeks to promote continued dialogue, underscoring the importance of concerted efforts among all stakeholders.
[bookmark: _Toc233201658][bookmark: _Hlk216606182]1.2 Legal standing of the Guidance 
The Guidance should be read in conjunction with R.16 and its Interpretive Note (INR.16) updated in June 2025[footnoteRef:1]. The Guidance is non-binding and does not create new obligations or change existing obligations established in the FATF Standards. Rather, it clarifies how the Standards apply in practice and illustrates approaches that countries and financial institutions can take to implement R.16 effectively. They are not prescriptive and may not apply in all circumstances. Any references in this guidance to specific approaches applied in a particular jurisdiction are provided by way of example and should not be considered FATF-approved or an endorsement of the effectiveness of any jurisdiction’s system. [1:  FATF updates Standards on Recommendation 16 on Payment Transparency] 

[bookmark: _Toc233201659][bookmark: _Hlk216606149]Chapter 2. Introduction 
[bookmark: _Toc233201660]2.1 Objective of R.16 
[bookmark: _Hlk216553499]R.16 applies to domestic and cross-border payments and value transfers and requires financial institutions and virtual asset service providers (VASPs) to, among other things, ensure that the required originator and beneficiary information accompany payments. This information enables FIs to detect suspicious or unusual payments or value transfers efficiently and facilitate the tracing of funds for analysis and investigative and prosecutorial processes by Financial Intelligence Units (FIUs) and Law Enforcement Authorities (LEAs). It also requires the FIs involved in the payment or value transfer to take reasonable measures to identify a payment or value transfer that lacks required information, and if identified, to determine when to execute, reject or suspend a payment or value transfer and appropriate follow-up action in accordance with risk-based policies.
 It is not the intention that R.16 negatively affects legitimate access to financial services, including for vulnerable communities. The interaction of R.16 with financial inclusion objectives is addressed in Chapter 3 by indicating cross-references to FATF’s relevant work and those already included in FATF’s previous work are integrated throughout this Guidance. Also, acknowledging the sensitive nature of payment data, Chapter 9 provides dedicated guidance for data protection and privacy. The FATF expects countries to ensure that legitimate access to financial services is not negatively impacted by R.16 compliance measures and that all R.16 data is handled securely and in compliance with any applicable privacy and data protection laws and standards.
R.16 sets out its objective of (1) preventing terrorists, perpetrators of money laundering and associated predicate offences, including fraud, and other criminals from having unfettered access to payments or value transfers for moving their funds, and (2) detecting such misuse when it occurs. 
Specifically, R.16 aims to ensure that basic information on the originator and beneficiary of payments or value transfers is immediately available:
(a) [bookmark: _Hlk185232735]to appropriate law enforcement and/or prosecutorial authorities to assist them in detecting, investigating, and prosecuting terrorists or other criminals, and tracing their assets; 
(b) to FIUs for analysing suspicious or unusual activity, and disseminating it as necessary; and 
(c) [bookmark: _Hlk216553510]to ordering, intermediary and beneficiary financial institutions to facilitate the identification and reporting of suspicious transactions, and to implement the requirements to take freezing action and comply with prohibitions from conducting transactions with designated persons and entities, as per the obligations set out in the relevant United Nations Security Council resolutions (UNSCRs) relating to the prevention and suppression of terrorism and terrorist financing, and the resolutions relating to the prevention, suppression and disruption of proliferation of weapons of mass destruction and its financing.
[bookmark: _Toc233201661][bookmark: _Hlk216553638]2.2 Background of recent updates to R.16[footnoteRef:2] - evolution of payment ecosystem [2:  As of the date of publication of this Guidance paper, R.16 refers to the version adopted in June 2025. ] 

The payment ecosystem, including payment methods, instruments, systems, technologies and service providers has evolved significantly since R.16 was adopted in 2012[footnoteRef:3].  [3:  FATF Recommendation – ‘Wire transfers’ was previously included as FATF Special Recommendation VII (last revised in 2008). ] 

[bookmark: _Hlk216553605]Innovations in financial technology have created new ways to make payments or value transfers. These developments have been accompanied by the emergence of various financial institutions providing payment services outside the banking sector that interface directly with customers. Such changes have led to uncertainty around the application of R.16. 
For example, the emergence of Third-Party Payment Processors/Providers (TPPPs) interacting directly with customers means that the FIs traditionally subject to R.16 (e.g., account servicing institutions) may no longer have direct visibility into the entire payment chain, and may not have timely or complete access to originator and beneficiary information. Increasingly fragmented payment chains also make it more difficult for FIs to have sufficient information to identify suspicious activity or transactions and comply with their AML/CFT/CPF obligations. They also make it harder for FIUs and LEAs to access relevant information. It is therefore important that R.16 clarifies the roles of FIs along the defined payment chain.
[bookmark: _Hlk216553731]The nature of illicit finance threats has also evolved. The number and value of fraud cases have grown significantly in recent years, and fraud is now the dominant type of proceeds-generating crime globally[footnoteRef:4]. Therefore, R.16 explicitly includes fraud in its objectives and introduces an alignment check obligation to mitigate the risk of misdirected payments, alongside broader tools to increase transparency of information accompanying cross-border payments or value transfers.  [4:  156 jurisdictions, or 90% of assessed jurisdictions, explicitly identify fraud as a major money-laundering risk. For further detail, please see Illicit Financial Flows from Cyber-Enabled Fraud (2023), ] 

[bookmark: _Toc233201662][bookmark: _Hlk216554071]2.3 FATF’s work on payment transparency under the G20 Roadmap  
[bookmark: _Hlk216554101]Payments and value transfers are important determinants for sustainable development. The G20 Leaders endorsed the Roadmap for enhancing cross-border payments at their November 2020 Summit to address identified challenges: high cost, slow speed, and insufficient access and transparency. These challenges are closely linked to frictions in the transmission and quality of payment data across increasingly complex and fragmented payment chains.
The updates to R.16 are a key deliverable under the G20 Roadmap (Building Block 5). It strengthens the FATF's payment transparency framework by reducing friction while maintaining the safety and integrity of cross-border payments, including by enhancing transparency in payment chains and strengthening FIs' ability to detect fraud and other illicit activity. The G20 identified these criminal activities as a key source of friction and loss of trust in payment services. The requirements are grounded in the principle of "same activity, same risk, same rules", ensuring that obligations follow the activity rather than the type of entity performing it. Enhanced transparency is therefore expected to reduce friction arising from illicit activity, alongside strengthening AML/CFT/CPF controls.
Clearer roles and responsibilities, consolidated information requirements, and greater use of structured data[footnoteRef:5] is expected to improve data quality and support straight-through processing, reducing errors, delays, and manual interventions. By promoting more consistent approaches across jurisdictions, the revision also reduces the regulatory fragmentation that has contributed to the cost and complexity of cross-border payments. [5:  See Chapter 5 about the notion of ‘structured data’ in R.16 context. ] 

[bookmark: _Toc233201663]2.4 Implementation timeline
[bookmark: _Hlk216556476]Full implementation of the updated R.16 requires a transition period to enable the private sector to implement the new requirements in an orderly way, and for Payment Market Infrastructures (PMIs) to make the necessary system updates to support this. FATF expects full implementation of all the revised requirements by the end of 2030. This guidance paper and FATF’s continued engagement with stakeholders aim to support the adoption of the updated obligations by regulators, standard setters and industry.


[bookmark: _Toc233201664]Chapter 3.  Scope of R.16
This Chapter aims to clarify the scope of application of R.16, key terms and the interaction of R.16 with other FATF Standards as well as with other global standards such as ISO 20022. 
[bookmark: _Toc233201665]3.1 Payment or value transfer
The original R.16 used the term ‘Wire transfers’ and focused on cases where the FI holding the account initiates a payment. As market practices have changed, FATF moved to update the term ‘Wire transfers’ to make R.16 payment-method-neutral and better aligned with the Standard’s objectives.
[bookmark: _Hlk216557459][bookmark: _Hlk221196979]The scope of ‘Payment(s) or value transfer’ is defined broadly as any transaction carried out on behalf of an originator through an ordering FI by electronic means with a view to making an amount of funds available to a beneficiary at a beneficiary FI, irrespective of whether the originator and the beneficiary are the same. The definition of ‘Payment(s) or value transfer’ also includes cash withdrawals. 
For the purposes of R.16, electronic money wallets and similar payment accounts should be understood as accounts. The account identifier, such as a wallet address or a phone number used as a wallet identifier, may serve the equivalent function of a traditional account number for R.16 purposes.
R.16 applies to all transactions falling within this definition, with obligations differentiated by transaction type and applicable de minimis thresholds. 
[bookmark: _Toc233201666][bookmark: _Hlk216557859]3.2 Domestic and cross-border payment or value transfers
[bookmark: _Hlk216557937]R.16 applies to both domestic and cross-border payments or value transfers. The key distinction lies in the location of the FIs involved in a payment chain, as set out in the FATF Glossary and below: 
Domestic payment or value transfer: the definition has two elements. It refers to a payment or value-transfer chain that takes place entirely within the borders of a single country, meaning that both the ordering and beneficiary FIs are located in the same country[footnoteRef:6]. Secondly, as noted in the INR.16, the term also refers to any chain of payments or value transfers that takes place entirely within the borders of the European Economic Area (EEA)[footnoteRef:7]. [6:  The location of the system used to transfer payment messages does not affect the determination of whether the payment or value transfer is domestic or cross-border.]  [7:  As of the publication of this Guidance paper, the EEA is the only jurisdiction designated by FATF as a supra-national jurisdiction for the purposes of R.16. Any entity may petition the FATF to be designated as a supra-national jurisdiction for the purposes of an assessment of compliance with any FATF Standards in accordance with process set out in the FATF Universal Procedures. ] 

Cross-border payment or value transfer: a cross-border payment or value transfer is defined as any transfer where the ordering FI and the beneficiary FI are located in different countries. The definition also covers any chain of payments or value transfers in which at least one of the FIs involved is located in a different country. 
[bookmark: _Toc233201667][bookmark: _Hlk216558144]3.3 Obliged entities under R.16
R.16 obligations apply to any entities that meet the FATF Glossary definition of “Financial institution”. This definition covers a broad range of entities and should be applied functionally with a focus on the activity performed, rather than the legal form or name of the entity. This reflects the principle of "same activity, same risk, same rules" and ensures R.16 captures all relevant payment actors in a payment chain. In the context of R.16, the relevant activities from the FATF Glossary definition include money or value transfer services, the issuance or management of means of payment, and the acceptance of deposits or other repayable funds from the public. As the payments landscape evolves, new types of entities may come within scope if they conduct activities falling under this definition. Countries should assess emerging payment actors against this functional test.
Entities performing money or value transfer services (MVTS) are explicitly included within the FATF definition of 'financial institution'. MVTS are defined in the FATF Glossary as financial services involving the acceptance of cash, cheques, other monetary instruments, or other stored value, and the payment of a corresponding sum in cash or another form to a beneficiary, by means of communication, message, transfer, or through a clearing network. This definition is intentionally broad to cover a wide range of transactions, including those using new payment methods or involving intermediaries (including where relevant, Mobile Money Operators). Unless otherwise specified, the requirements in this Guidance apply to all types of payment chains (e.g., virtual asset (VA) or hybrid). In addition to the standard obligations applicable to all types of FIs, where an MVTS provider controls both the ordering and beneficiary sides of a transfer, paragraph 32 of INR.16 applies.
The FATF definition of 'financial institution' explicitly excludes any natural or legal person that provides FIs solely with messaging or other support systems for transmitting funds. Such entities do not carry out payments or value transfers within the meaning of R.16 and are not obliged entities under this Recommendation.
While technical service providers and payment market infrastructure operators are not obliged entities under R.16, they play an important role in enabling FIs to meet their obligations. FATF encourages technical service providers, including messaging service providers, to support R.16 compliance by ensuring their systems can carry the required originator and beneficiary information along the full payment chain. 
Countries and supervisors should monitor the unintended consequences of R.16 implementation and take steps to avoid unnecessary disruption, particularly where technical constraints may be present.
[bookmark: _Toc233201668]3.4 Interaction with other FATF Recommendations
[bookmark: _Hlk216558732][bookmark: _Hlk221200298]Interaction of R.16 with R.10 obligations
Under Recommendation 10 (R.10), CDD is required when:
(i) establishing business relations; 
(ii) for occasional transactions (a) above the applicable designated threshold (USD/EUR 15,000) or (b) that are payments or value transfers in the circumstances covered by the INR.16;
(iii) there is suspicion of ML/TF; or 
(iv) the financial institution has doubts about the veracity or adequacy of previously obtained customer identification data.  
[bookmark: _Hlk216558753]R.16 does not itself prescribe the full range of CDD obligations that are set out in R.10. However, R.16 includes targeted verification requirements linked to payment transparency. For cross-border and domestic payments or value transfers above the applicable de minimis threshold, ordering FIs must verify originator information for accuracy. Below the de minimis threshold, verification is required only where there is a suspicion of ML/TF. In addition, for cross-border payments or value transfers above the de minimis threshold, beneficiary FIs are required to verify the identity of the beneficiary unless this has already been done. These verification requirements are distinct from the verification of alignment of beneficiary information, which focuses on detecting misdirected payments and reducing fraud risks and does not constitute customer identification or CDD. 
[bookmark: _Hlk216559197]Information collected through CDD under R.10 supports R.16 implementation by enabling financial institutions to include the required originator and beneficiary information in payment messages. 
Interaction of R.16 with R.14 obligations
Recommendation 14 states that countries should take measures to ensure that natural or legal persons that provide MVTS are subject to effective systems for monitoring and ensuring compliance with the relevant FATF Standards. Under the FATF Standards, any natural or legal person conducting MVTS activities is a ‘Financial institution’. Accordingly, R.16 applies to FIs, including MVTS providers, when they carry out a payment or value transfer. Paragraph 32 of INR.16 sets out distinct obligations for MVTS providers that control or are part of a MVTS network controlling both the ordering and the beneficiary side of the payment or value transfer (see Chapter 4 for more details).  
Interaction of R.16 with R.15 obligations
Throughout this guidance, references to FIs include VASPs since they are subject to R.16 requirements through Interpretive Note to Recommendation 15 (INR.15). Where this guidance sets out obligations of FIs, VASPs should read those obligations as applying to them in the same way, subject to any specificities set out in the section on Interaction of R.16 with Recommendation 15 (R.15) obligations below. In practice, VASPs must meet the same obligations as FIs, such as collecting and transmitting the required information, including verifying its accuracy where applicable. 
Where a VASP operates a VA-to-VA transfer, R.15 obligations apply (including the Travel Rule). Where a fiat transaction occurs at any point in a hybrid payment chain, that transaction falls directly under R.16. A hybrid chain remains a single chain where there is a single originating instruction, regardless of the means used to give effect to the transfer (see Chapter 4). For VA transfers subject to R.15, R.16 requirements still apply in modified form: required information does not need to be embedded directly in the VA transfer itself but must instead be transmitted to the beneficiary VASP through appropriate and secure means. VASPs are also subject to the new R.16 alignment check requirements.[footnoteRef:8] [8:  Across both public consultations, VASPs highlighted the need for greater flexibility in meeting these requirements, as they are not constrained by legacy payment infrastructures and often use modern travel-rule solutions. They also noted that pre-validation tools are already common in the VA sector, reflecting the instantaneous and irreversible nature of virtual asset transfers.] 

[bookmark: _Hlk216559227]The 2021 Updated FATF Guidance for a Risk-Based Approach to Virtual Assets and VASPs clarifies a number of specificities relevant to R.16 compliance: 
· custodial wallets should be understood as the functional equivalent of traditional bank accounts for R.16 purposes. In terms of R.16 compliance, it specifies that wallet addresses serve the same role as account numbers for the purpose of identifying originators and beneficiaries, and that VASPs are required to apply the same information and record-keeping obligations as FIs when participating in payment chains.
· countries should treat all VA transfers as cross-border for the purposes of R.16, irrespective of whether the originator and beneficiary are located in the same jurisdiction.
· The occasional transaction designated threshold above which VASPs are required to conduct CDD is USD/EUR 1,000 (not USD/EUR 15,000).
FATF will continue to support implementation of the Travel Rule in the virtual asset sector.
[bookmark: _Hlk216559392]Footnote 49 to paragraph 1(c) of INR.16 and TFS obligations
[bookmark: _Hlk216559280]During the consultation for R.16 updates, stakeholders highlighted that targeted financial sanctions (TFS) screening (‘sanctions screening’) has been a significant source of friction in payment or value transfer processing. In particular, R.16 had often been interpreted as requiring real-time sanctions screening based on its reference to financial institutions’ role in “processing” payments or value transfers when supporting compliance with TFS, as reflected in the following text:
‘Countries should ensure that, in the context of processing payments or value transfers, financial institutions take freezing action and should prohibit conducting transactions with designated persons and entities, …’ (Recommendation 16)
The revised R.16 clarifies this point through new footnote 49 to paragraph 1(c) of INR.16, which explains that R.16:
· does not alter the scope of existing TFS obligations, which are governed by other FATF Recommendations (e.g., R.6 and 7[footnoteRef:9]) and  [9:  In accordance with the FATF Standards and UNSCRs, core responsibilities in the implementation of TFS are to freeze without delay the funds or other assets of, and to ensure that no funds or other assets are made available to designated persons or entities.] 

· does not prescribe whether or how the information transmitted should be screened against sanction lists, given that various mechanisms may ensure compliance (…). 
The modality of sanctions screening used to comply with international standards is determined by national regulation and industry practice. FATF acknowledges the diversity of TFS implementation approaches (e.g., daily rather than real-time) and R.16 does not specify the modality to meet TFS obligations.

	Box 1. Case study – approaches to TFS screening in instant payments
To ensure effective compliance with targeted financial sanctions while reducing friction arising from the application of real-time transaction-based sanctions screening in instant payments, the EU’s Instant Payments Regulation requires financial institutions, instead of screening each transaction, to check at least once per calendar day and immediately following the entry into force of any new or amended EU (and therefore UN) sanctions list whether their clients are listed, and to freeze assets and ensure that no funds are made available to listed persons.
Source: European Commission


Interaction with other global standards (e.g., CPMI on Payment Market Infrastructures, SWIFT on ISO 20022)
[bookmark: _Hlk216857624]The FATF Standards do not directly apply AML/CFT/CPF obligations to PMIs. This is consistent with the definition of FI in the FATF Glossary, which scopes out natural or legal persons that provide FIs solely with messaging or other support systems for transmitting funds.  
PMIs, however, continue to play a key role in enabling compliance with the updated R.16 requirements, notably by ensuring that required information can travel from start to end of the payment chain. FATF will further aim to support this role by working together with the private sector (e.g., SWIFT) and other Standard Setting Bodies (e.g., CPMI). An example of future work will include the update of the ISO 20022 standard to permit the use of the originator’s date of birth only and without an accompanying place of birth, as well as the option to provide year of birth rather than full date of birth. This takes into account that the current format combines both data points in a single field. [footnoteRef:10]  [10:  FATF decided not to require place of birth information due to its more limited verifiability, especially in lower-capacity contexts. ] 

Interaction with the revised Recommendation 1 and the Guidance on Financial Inclusion 
When implementing R.16, countries should aim to ensure that the flexibilities and fallback options embedded in the revised R.16 are maintained and effectively implemented in domestic frameworks and supervisory practices. These features reflect the 2025 updates to the FATF Financial Inclusion Guidance[footnoteRef:11] and the revised R.1, which requires countries to apply AML/CFT/CPF measures proportionate to assessed risks and to allow simplified measures where lower risks are identified. [11:  FATF press release of the Guidance paper on Financial inclusion and AML/CFT measures ] 

In practice, disproportionate application of R.16 may occur, for example, when regulators, supervisory authorities or FIs act without due consideration of ML/TF risk:
a. systematically require information or verification beyond those specified in R.16, regardless of transaction type or threshold;
b. misclassify lower risks as higher;
c. do not implement simplified regimes that R.16 explicitly allows (e.g., de minimis thresholds); or
d. treat specific operational or technological solutions as mandatory where the Standards intentionally provide multiple implementation options.
As highlighted in the updated FATF Financial Inclusion Guidance, such overcompliance increases financial exclusion risks and may increase costs, introduce friction, and reduce access to regulated payment services, without improving AML/CFT/CPF effectiveness. 
When implementing the revised R.16, countries may consider:
· Setting out policies to clearly communicate how R.16 requirements apply in practice, including where flexibility exists and where it does not, in order to reduce the risk of misinterpretation and overcompliance.
· Ensuring that any measures going beyond R.16 are explicitly risk-based and justified, and that the rationale is transparent to both FIs and supervisory authorities, including by reference to risk assessments conducted under Recommendation 1. This may include applying risk-based supervision to implement R.16, also by identifying practices that create unnecessary barriers to payment or value transfer services.
· Recognising that the risk of disproportionate implementation is not limited to lower-capacity jurisdictions, especially on the collection and verification of information requirements. Vulnerable communities in more advanced economies may be equally affected, and supervisory practices should account for this.
· Noting that smaller FIs (e.g., credit unions) may face particular challenges in implementing R.16 due to more limited technical capacity and access to the tools needed to comply. Supervisors should aim to ensure that guidance sets out clear regulatory expectations proportionate to the risk and context of these entities.
· It should be further highlighted that Chapter 5 of this guidance includes multiple examples of alternative verification methods and identification approaches, with a view to reducing unintended impacts on financial inclusion, including in jurisdictions with less developed identification systems or in relation to customers lacking standardized postal addresses. Countries are encouraged to consider these when implementing the revised requirements.
Preserving risk proportionality in R.16 implementation is essential to enhancing payment transparency while supporting an efficient, less costly, inclusive, and well-functioning payment ecosystem.

[bookmark: _Hlk212200351]

[bookmark: _Toc228471489][bookmark: _Toc228473604][bookmark: _Toc233201669]Chapter 4. Responsibilities along the Payment Chain
[bookmark: _Toc233201670]4.1 Payment chain definition along the instruction route
The evolution of payment technologies and market structures has made it increasingly difficult to determine where the “payment chain” begins and ends. Amongst other developments, non-bank financial institutions are increasingly collecting and disbursing funds through electronic means and using domestic payment systems to perform cross-border transfers. In practice, this may result in obscuring the jurisdiction of origin or destination of the payment or value transfer, thereby impeding screening and monitoring, as well as supervisory and law enforcement actions.
A core element of R.16 is that the required information must be included in the payment instruction and must flow from the start to the end of the payment or value transfer.  Clearly defining the payment chain is therefore essential to ensure the respective obligations of FIs involved in a payment or value transfer, regardless of the type of institution involved, and a level playing field across different types of FIs. It also helps to avoid fragmentation of a single cross-border transfer into multiple apparently domestic transactions given an evolving payment ecosystem where different intermediaries and systems are involved. The FIs involved in a payment chain remain responsible for compliance with R.16 obligations regardless of who support operational functions (e.g., technical support by non-FI intermediaries).
In the context of R.16, a payment chain is defined as:  
· Beginning with the financial institution receiving an instruction from the customer (instruction route); and 
· Ending with the financial institution that services the account of the beneficiary or provides cash to the beneficiary.
4.2 [bookmark: _Toc233201671] Guiding principles of payment chain
Payment or value transfer flows are evolving rapidly and are expected to continue to do so in the future. This section provides a set of principles so that the payment chain definition can continue to be applied consistently to various forms of payments or value transfers as these change and evolve. Illustrative examples are attached in the Appendix to support the interpretation of how the payment chain definition, and its principles apply to several scenarios.   
The guiding principles include: 
· A payment chain is to be initiated by an originator’s instruction to make funds available to a beneficiary. For R.16 purposes, the originator gives this instruction to the ordering FI to execute the instructed payment or value transfer.
· When a third party, particularly a beneficiary FI, conveys the originator’s instruction to the ordering FI with the originator’s authorisation (sometimes referred to as a ‘pull payment’ or ‘direct debit’), this remains within the scope of R.16. The fact that an instruction may be passed on or conveyed to the ordering institution by a third party does not change the nature of the instruction.
· As the end point of a payment chain, beneficiary FIs are understood to be ‘making an amount of funds available to a beneficiary’,[footnoteRef:12] regardless of whether it is paid out in cash or equivalent form or is paid into the beneficiary’s account. [12:  In the FATF Glossary of definition under Recommendation 16, ‘Payment (s) or value transfer’ refers to any transaction carried out on behalf of an originator through an ordering financial institution by electronic means with a view to making an amount of funds available to a beneficiary at a beneficiary financial institution, irrespective of whether the originator and the beneficiary are the same. This includes cash withdrawals. ] 

· For the purposes of R.16, ‘account’[footnoteRef:13] refers to an account or payment instrument held in the name of the user, or for their benefit, to hold funds (including electronic money wallets).  [13:  In the FATF Glossary of definitions, ‘Accounts’ is explained as it should be read as including other similar business relationships between financial institutions and their customers.  ] 

· When a payment chain involves changes to the form of funds or transferred value (e.g., conversion from different forms of money to virtual assets, or foreign currency exchange) this does not necessarily constitute a new payment chain nor the end of a payment chain unless there is a new instruction from the originator.

4.3 [bookmark: _Toc233201672] Net settlement systems and bulk/batch transactions – duties for FIs involved
Financial institution-to-financial institution transfers[footnoteRef:14] [14:  Paragraph 13 of INR.16] 

Transfers or settlements between FIs, where both the originator and the beneficiary are FIs acting on their own behalf, are not subject to any of the information requirements of R.16. This envisions an interbank or other netting and delayed settlement to offset the debits and credits and manage liquidity exposures between multiple FIs acting on their own behalf. 
Net settlements resulting from payments or value transfers carried out on behalf of customers[footnoteRef:15] [15:  Paragraph 14 of INR.16] 

A net settlement allows FIs to offset transactions between customers (the underlying transactions) by making a single transfer to settle the net amount owed between the relevant FIs[footnoteRef:16]. Unlike batch transfers (discussed below), a net settlement transfer does not involve an individual customer as either an originator or beneficiary. Information about the underlying transactions is not required to accompany the net settlement.  [16:    Net settlement occurs after the associated individual underlying transactions. Other forms of ’settlement’ transfers may also occur beforehand (e.g. in some MVTS business models) or simultaneously with the underlying transaction--such transfers are not net settlement but may nonetheless fall outside Recommendation 16 where they constitute transfers between financial institutions acting on their own behalf.] 

However, the underlying transactions associated with a net settlement are still subject to the relevant requirements of R.16. This means that each individual underlying transaction settled by way of net settlement must independently satisfy the information requirements of R.16, in the same way as if each transaction were settled as a standalone transaction. 
Possible misuse of net settlement arrangements
Supervisors, ordering FIs and beneficiary FIs should consider the actual nature of payments or value transfers in practice when considering whether requirements under R.16 are met, not simply the message format used, and to help ensure that net settlement arrangements are not being misused for payments on behalf of underlying customers. There is no expectation that intermediary FIs will unbundle net settlement payments.
Correspondent banking message flows (cover payments)
The net settlement exception does not apply to cover payments, as defined in INR.16. A cover payment scenario involves a transfer being sent between the ordering FI and beneficiary FI via two routes: directly between the ordering and beneficiary institutions themselves, and in parallel via intermediary financial institutions involved in funding the transfer. Unlike a net settlement payment, a cover message includes the relevant data elements of the underlying customer payment or value transfer, i.e. both the cover payment and the underlying payment or value transfer must be accompanied by the required originator and beneficiary information, in line with R.16[footnoteRef:17].  [17:  Paragraph 3 of INR.16 prescribes that Recommendation 16 applies to cross-border and domestic payments or value transfers, including serial payments and cover payments. ] 


Example of a net settlement arrangement between two MVTS
[image: ]
	In this scenario, MVTS F in Jurisdiction L and MVTS G in Jurisdiction N each have customers making transfers to customers of the other MVTS. These transfers are subject to full R.16 requirements, and all required information on each of these transfers should be carried in the payment chain from MVTS F ⇒ MVTS G and MVTS G ⇒ MVTS F (Green arrows in the diagram).
To settle the transfers between their customers, MVTS F instructs its bank, Bank B, to transfer money to MVTS G’s account at Bank D (or MVTS G instructs its bank, Bank D, to transfer money to MVTS F’s account at Bank B). The instructing MVTS is required to ensure that the bank receiving the instruction is aware that the transfer constitutes a net settlement between FIs.
As a net settlement payment, this transfer is not subject to the requirements of R.16. Bank C in Jurisdiction M will also have no R.16 obligations regarding its role as an intermediary conducting the transfer between Bank B and Bank D on behalf of MVTS F and MVTS G (Orange arrow in the diagram).
Batch transfers[footnoteRef:18] [18:  Paragraph 15 of INR.16] 

A batch transfer involves multiple payments from a single originator to multiple beneficiaries bundled into a single file. A common example of batch transfer is where a government makes pension payments to multiple pension recipients in a foreign country.
R.16 provides flexibility with respect to the batch file accompanying a cross-border batched transfer. The batch transfer needs to include only the originator’s account number or a unique transaction reference number, as long as the accompanying batch file contains all applicable originator information and beneficiary information to meet the requirements of R.16 for each individual transfer in the batch, and the beneficiary information is fully traceable within the beneficiary jurisdiction. This exception can improve efficiency for high-volume originators by removing the need to duplicate applicable originator information for every individual transfer.
4.4 [bookmark: _Toc233201673] Responsibilities of FIs 
4.4.1 Overarching responsibilities applicable to all financial institutions
The objective of R.16 includes ensuring that the information on the originator and beneficiary of payments or value transfers is immediately available to the FIs involved in the payment chain to facilitate the identification and reporting of suspicious transactions and compliance with relevant targeted financial sanctions requirements.  
For example, through compliance with R.16, FIs may detect suspicious patterns of transactions that lack or appear to disguise the originator and beneficiary’s information or the nature of transactions. Accuracy checks of originator information, and the verification of the beneficiary’s identity could trigger the detection of suspicious transactions.[footnoteRef:19]  [19:  In relation to targeted financial sanctions screening, R.16 clarifies that various mechanisms may ensure compliance with applicable TFS obligations and R.16 itself does not specify whether or how the information on the originator or beneficiary should be screened against sanction lists.] 



4.4.2 ORDERING FINANCIAL INSTITUTION
According to the FATF Standards, Ordering financial institution refers to the FI that receives the instructions from the originator for the transfer of funds to the beneficiary. Therefore, in the context of R.16 implementation, the ordering FI is the starting point of the payment chain. 
Responsibilities of ordering FIs can broadly be divided into three categories: (1) ensuring that payment messages contain all required information and passing on the messages to intermediary FIs (or to the beneficiary FI if there is no intermediary FI), (2) keeping a record of collected originator and beneficiary information, and (3) conducting appropriate steps to determine whether to execute instructed payments or value transfers. These responsibilities remain unchanged in the revised R.16. 
(1) Ensure that payment messages contain all required information
Depending on the nature of the cross-border or domestic payment or value transfer and the applicable threshold, different levels of originator and beneficiary information are required to accompany the transaction. 
For cross-border and domestic transactions above the de minimis threshold, ordering FIs must ensure the accuracy of originator information. When ordering FIs receive instructions for a payment or value transfer above the threshold for an occasional customer, the ordering FIs must verify the originator information for each transaction through the use of reliable and independent sources. In circumstances where the originator is onboarded as a customer, ordering FIs normally use originator information that has already been verified for accuracy at onboarding or ongoing CDD rather than conducting verification for each single transaction.[footnoteRef:20]  [20:  It should also be noted that, even for the transactions below the threshold, originator information must be verified for accuracy where there is a suspicion of ML/TF. [Practical examples of verifications or originator information is explained in Chapter 5.]] 

The ordering FI is responsible for ensuring all required originator and beneficiary information is transmitted to the intermediary[footnoteRef:21]. Specifically, the ordering FI is responsible for ensuring that:  [21:    Ordering FIs are not required to ensure accuracy of beneficiary information.] 

· Information should be structured to the extent possible in accordance with the relevant payment messaging standard. 
· The relevant information accompanying the outgoing payment messages properly reflects the end point of the payment chain as instructed by the originator so that it can be ascertained if the payment or value transfer is a cross-border or domestic transfer. 	
(2) Maintaining a record of the originator and beneficiary information 
Originator and beneficiary information collected through the implementation of R.16 is subject to the record keeping requirement of FATF Recommendation 11. Ordering FIs must maintain all records on transactions for at least five years. 

(3) Measures to determine whether to execute instructed transfers 
Ordering FIs must not execute a payment or value transfer that does not comply with the R.16 requirements. To this end, ordering FIs must ensure the required information is contained in the payment messages. In those instances where required information is missing, the ordering FI should determine the appropriate action. In circumstances where the originator of a cross-border payment or value transfer provides only the beneficiary's name but does not provide beneficiary’s country and town name, or account number, the payment or value transfer should be suspended pending the obtaining of the information. In circumstances where the originator is unable to provide the requested information the payment should not be executed. 
4.4.3 INTERMEDIARY FINANCIAL INSTITUTION
The FATF Standards define intermediary financial institution as a financial institution in a payment chain that receives and transmits a payment or value transfer on behalf of the ordering FI and the beneficiary FI, or another intermediary FI. Intermediary FIs are key to the preservation of all the required information in the transmission of the payment message.
R.16 requires intermediary FIs to adopt the specific measures listed below. These responsibilities remain unchanged in the revised R.16. 
(1) Ensure originator and beneficiary information is retained
Intermediary FIs must ensure that all required information that has been transmitted by the ordering FI accompanies the payment or value transfer without alteration. 
R.16 provides that, where technical limitations prevent the required information accompanying a cross-border payment or value transfer when it is transmitted through a domestic payment system from remaining with a related payment or value transfer, the intermediary FI is required to keep a record, for at least five years, of all the information received from the ordering FI or another intermediary FI. Examples of such technical difficulties may be where legacy systems are not built to support the transfer of all required information or where there is a lack of interoperability between different payment networks used in the payment chain. Where several options exist, FIs should use the option that most effectively ensures compliance with R.16.
(2) Measures for transfers that lack required information 
For cross-border transfers, R.16 requires intermediary FIs to take reasonable measures to identify payments or value transfers that lack the required originator and beneficiary information. When doing so, intermediary FIs should take into account that R.16 permits fallback options for certain data fields, such as year of birth in place of full date of birth, or country and town name in place of a full address. A payment using these fallbacks is compliant and should be considered complete for R.16 purposes. R.16 does not require the blanket rejection of payments with missing or incomplete information. Examples of reasonable measures are where intermediary FIs have risk-based automated or procedural controls that can reasonably detect when the required information is missing or incomplete, such as the use of data validation rules to detect missing information or after-the-fact sampling and quality assurance to detect systemic failings. 
Intermediary FIs must have risk-based policies and procedures for determining: (a) when to execute, reject, or suspend a payment or value transfer lacking the required originator and/or required beneficiary information; and (b) the appropriate follow-up action.  
These policies should take into account the risk level of the transaction[footnoteRef:22], the institutions’ own risk appetite and the nature and frequency of the missing information from specific customers. The intermediary FI must be capable of deciding on a risk-basis when to execute, reject or suspend the payment or value transfer where missing information is detected before executing. Supervisors are strongly encouraged to actively discourage practices that undermine the simplified fallback options permitted under R.16. For example, following a risk-based approach, it may be appropriate to execute the transaction if the missing information is minor in nature or if the originator is low risk and the omission can be justified (i.e. a formatting issue or loss of text due to a system’s inability to carry the full name of an individual). On the other hand, the intermediary FI may decide to suspend or hold the transfer if the information gap raises concerns, but these concerns could be resolved with further clarification. The intermediary FI may reject the transfer if the missing data poses a material ML/TF risk (for instance repeated and unjustified non-compliance from a particular ordering institution). [22:  For example, a payment or value transfer from a high-risk jurisdiction, a large value, suspicious counterparties. 
] 

Examples of appropriate follow-up actions include requesting the missing information from the ordering FI, or where an intermediary institution identifies systematic issues involving an ordering institution or another intermediary institution, it should follow up with that institution to try to resolve the issue. The case should be escalated if the pattern or context suggests possible ML/TF. 
4.4.4 BENEFICIARY FINANCIAL INSTITUTION
The FATF Standards defines beneficiary financial institution as a financial institution that services the account of the beneficiary or remits cash to the beneficiary. The beneficiary FI is the end point in a payment chain.
A beneficiary FI is the sole financial institution that has direct contact with the beneficiary via an established customer relationship or occasional transactions. The beneficiary FI is the main regulatory anchor for the authorities in the country where the payment chain ends.  
(1) Measures for the transfers that lack required information  
R.16 requires beneficiary FIs to take reasonable measures, which may include post-event monitoring or real-time monitoring where feasible, to identify cross-border payments or value transfers that lack required originator information or beneficiary information. 
Beneficiary FIs are required to have risk-based policies and procedures for determining (i) when to execute, reject, or suspend a payment or value transfer lacking the required originator or beneficiary information or when a payment or value transfer has potentially been misdirected; and (ii) the appropriate follow-up actions[footnoteRef:23]. Examples of appropriate follow-up actions include requesting the missing information from the ordering FI or intermediary FI, or where a beneficiary institution identifies systematic issues involving an ordering institution or intermediary institution, it should follow up with that institution to resolve the issue. The case should be escalated if the pattern or context suggests possible ML/TF.   [23:  Including what beneficiary FIs should do according to paragraphs 30 and 31 of INR.16.] 

(2) Verification of beneficiary identity and record keeping 
For cross-border payments or value transfers above the de minimis threshold, a beneficiary FI is required to verify the identity of the beneficiary, if the identity has not been previously verified, and maintain this information at least for five years in accordance with Recommendation 11.
As provided for in R.10, verifying identity comprises verifying the identity of the beneficiary based on reliable independent information, data or documentation. The extent of these measures can be adjusted, to the extent permitted or required by national law, and in line with the ML/TF/PF risk (e.g., relevant risk assessments, including, but not only, the appropriate national risk assessment).  
In addition, beneficiary FIs are required to carry out alignment check of beneficiary information for cross-border payments and value transfers above the de minimis threshold. See Chapter 10 for details. 
4.5 [bookmark: _Toc233201674]Considerations for MVTS
MVTS providers should be required to comply with all of the relevant requirements of Recommendation 16 in the countries in which they operate, directly or through their agents[footnoteRef:24].  [24:  INR32 of INR.16] 

MVTS is a broadly defined term in the FATF Glossary that covers a wide range of business models for the provision of payment or value transfer services. MVTS may operate in similar ways to traditional financial institutions or may involve other payment or value transfer methods such as offsetting arrangements. 
MVTS do not include the services solely for the transfer of virtual assets on behalf of customers. Such businesses are VASPs and covered elsewhere in this Guidance, and payment or value transfer requirements apply to them under R.15. Nevertheless, it is open to countries to apply a common regulatory framework for MVTS and VASPs providing payment or value transfer services so long as the requirements of Recommendations 15 and 16 are met where applicable.
Relevant requirements for MVTS
Under R.16, countries should apply all relevant payment or value transfer requirements to MVTS. For policy makers and competent authorities, determining which requirements are relevant to MVTS providers will generally involve considering the technology and capabilities of MVTS providers in a jurisdiction and any risk-mitigating factors. Given the diversity of MVTS providers, there is unlikely to be a one-size-fits-all approach; for example, see the discussion of MVTS and structured data below.   
Payment or value transfer obligations are not intended to be a barrier to financial inclusion. It is generally possible for the requirements of R.16 to be applied to MVTS providers without increasing financial exclusion risk.
MVTS in the payment or value transfer chain
MVTS providers will be ordering (debtor) FIs, intermediary FIs and beneficiary (creditor) FIs where they fulfil respective functions defined in R.16. 
There are some particular considerations for MVTS providers:
· Under some MVTS including some services provided by hawala and other similar service providers (e.g., hundi, fei-chen), the ordering MVTS and/or beneficiary MVTS do not directly receive or exercise control of the funds to be transferred at any point in the payment or value transfer chain. Instead, the ordering and beneficiary MVTS settle the transfer through offsetting arrangements (i.e., net settlement), rather than moving funds for each individual transaction.
· Intermediary MVTS providers may also not receive or exercise control of the funds being transferred, but will still be subject to the requirements of R.16 where they receive and transmit the information accompanying the payment or value transfer.[footnoteRef:25]  [25:  The definition of ‘Money or value transfer services’ in the FATF Glossary: ‘It does not apply to any natural or legal person that provides financial institutions solely with message or other support systems for transmitting funds. See the Interpretive Note to Recommendation 16.’] 

As noted in the Glossary definition of MVTS, some beneficiary MVTS providers will provide the transferred value to the beneficiary in forms other than cash. This can include crediting the transferred value to an account held by the beneficiary and serviced by the beneficiary MVTS provider. It can also include providing the transferred value to the beneficiary in the form of cheques, or other monetary instruments and stores of value (e.g., bullion). 
MVTS and structured data
Countries should ensure sufficient flexibility around the structuring of data to take account of the diversity of business models used by MVTS and to reinforce financial inclusion. Many MVTS, particularly those operating in small MVTS networks, may use messaging formats other than ISO 20022. The FATF Standards provide flexibility in how information accompanying payments or value transfers should be structured, expressed through the qualifier “to the extent possible” so long as it is structured to the extent possible and is sufficiently detailed to enable identification of the originator and beneficiary. Structured data means each required data element occupies a dedicated field in the payment message, rather than being combined into a single free-text field. 




Requirements for MVTS networks
R.16 requires that an MVTS provider that controls an MVTS network controlling both the ordering and the beneficiary side of a payment or value transfer, and any MVTS that is part of an MVTS network, should be required to:
· take into account all the information from both the ordering and beneficiary sides in order to determine whether an STR has to be filed; and
· file an STR in any country affected by the suspicious payment or value transfer and make relevant transaction information available to the FIU.
MVTS networks are defined as follows:
	MVTS network refers to any or a combination of the two following elements: (i) an MVTS and its agents, or (ii) two or more MVTS bound by one or several agreements to proceed to payments or value transfers, including but not limited to the net settlement of those transfers. 



Under Recommendation 14, countries must either license or register agents of MVTS providers in their own right, or the MVTS provider should be required to maintain a current list of its agents accessible by competent authorities in the countries in which the MVTS provider and its agents operate.
At a minimum, countries should require MVTS providers, including MVTS network operators, that are incorporated or operate their business in their jurisdiction to report STRs to the country’s own FIU. While the FATF Standards are not prescriptive on how MVTS network providers are regulated, countries could consider, among other options:
· regulating MVTS network providers as obliged entities in their own right, or 
· extending STR requirements to MVTS network providers when they are intermediary financial institutions in a payment or value transfer chain.
Due to the cross-border nature of many MVTS, the legal grounds for filing STRs should be broad enough that a requirement to report is triggered where the MVTS suspects, or has reasonable grounds to suspect, that the funds transferred are the proceeds of ML, TF or predicate offences arising from conduct in another jurisdiction or are related to such offences. Restricting STR triggers solely to possible criminal activity within the MVTS’s own jurisdiction is too narrow.[footnoteRef:26]  [26:  Consistent with Recommendation 20, consideration of possible criminal activity in another jurisdiction should extend at least to funds that are proceeds of, or related to, offences that would have constituted a ML, TF or a predicate offence in MVTS provider’s own jurisdiction, or that are in one of the ‘designated categories of offence’ in the Glossary to the FATF Recommendations.] 

The STR requirement for MVTS providers should also require consideration of the activity of both the originator and beneficiary, whether or not they are the direct customer of the MVTS provider.
R.16 does not require that countries mandate MVTS network providers or other MVTS providers to file STRs with foreign FIUs. However, countries should ensure that their laws such as prohibitions against tipping off do not prevent MVTS providers operating in multiple jurisdictions from filing STRs as required in each jurisdiction.
4.6 [bookmark: _Toc233201675] Payment Market Infrastructures
4.6.1 Scope and purpose
PMIs provide the technical and procedural backbone for the transmission, clearing, and settlement of payment instructions.  Under the FATF Standards, PMIs are not themselves obliged entities; they are infrastructure providers underlying multiple obliged entities’ activities. However, their technical specifications, validation rules, and messaging formats directly affect financial institutions’ ability to comply with R.16 requirements. PMI design and rulebooks are therefore necessary enablers of FI compliance with R.16. This section provides an overview of practices that are relevant to R.16 compliance and that PMIs are strongly encouraged to consider across a number of relevant areas.
PMI limitations are most consequential for cross-border payments or value transfers since they might affect the possibility for the cross-border character of a payment to remain visible, and for the transaction information to remain traceable across the full payment chain. Therefore, PMIs should aim to design their systems, so they do not prevent FIs ability to identify:
· FIs involved in the payment chain;
· the originator and beneficiary; and
· the jurisdictional nature of the transaction (e.g., cross-border vs. domestic).
4.6.2 Practical steps to support R.16 implementation  
Three areas are of particular importance: (i) the last-mile leg of cross-border payment chains, where domestic PMIs may need to carry data they were not designed to transmit; (ii) the technical capacity of PMIs to transmit the full set of originator and beneficiary data elements required under revised R.16; and (iii) the potential role PMIs could play, for example as an added value service, in supporting alignment checks, particularly pre-validation mechanisms. 
Data availability and quality by design
PMIs should, to the extent feasible:
· support the transmission of required R.16 data in structured formats (e.g., ISO 20022 or compatible); 
· enable sufficient data fields to carry required originator and beneficiary information;
· support consistent use of identifiers across systems;
· avoid truncation or transformation that may lead to data loss in payment messages; 
· enable traceability and auditability across all legs of a transaction, including where multiple infrastructures are involved; and 
· adopt consistent approaches to mapping data between different PMIs, to avoid loss or distortion of information.

4.6.3 Mapping and gap analysis
PMI operators and national authorities should consider examining how required information is preserved through: (1) payment initiation; (2) throughout the payment chain; including (3) the last-mile leg. This identifies technical limitations such as:
· Data elements that cannot be transmitted
· Messaging formats that do not allow for structured data
· The inability to convey the cross-border nature of a transfer  
 It is recommended that the scope of this exercise be broad, including payments that move across different systems (e.g., from cross-border network to a domestic system for the last mile). 
4.6.4 Rulebooks and scheme rules
PMI rulebooks and technical specifications are strongly encouraged to clearly define: the types of payments and transaction flow the infrastructure supports; data standards and message requirements (including how to populate gaps correctly); validation rules for participation; and how participating FIs can identify all FIs involved in a payment chain and their respective jurisdictions. This gives participating FIs the clarity needed to use the infrastructure in an R.16-compliant manner and reduces ambiguity across the payment chain.
PMIs should also consider how they can best support alignment checks, including, where feasible, by enabling participating FIs to check beneficiary name and account number before a payment is executed (e.g., pre-validation mechanisms).
If PMIs designed primarily for domestic payments are also used to route cross-border payments or value transfers, they should consider stating explicitly in their rulebooks that full R.16 requirements apply to those transactions. Where an FI or PMI knowingly routes cross-border payments or value transfers but does not support those requirements, competent authorities should consider whether supervisory or oversight engagement is appropriate. 
4.6.5 Technical limitations in PMIs  
R.16 does not explicitly prohibit FIs from using a PMI solely because it cannot carry all required information. However, FIs do remain responsible for collecting required information from the beginning to the end of payment chain, and for ensuring it can be made available upon request where end-to-end transmission is not yet feasible.
In lower-capacity countries, implementation may require sequenced approaches that progressively enhance transparency without disrupting access to payments. Implementation efforts should focus first on higher risk/high-importance payment types, corridors and products. Simplified risk-based approaches can apply to lower-risk domestic payments.
During the transition period, until 2030, while PMIs are not yet equipped to carry all required data elements:
(a) Mapping, translation, or interim message specifications may help preserve required information while legacy infrastructures are upgraded, particularly where domestic PMIs are used for last-mile processing of cross-border payments.
(b) Interim solutions should be temporary. They should be accompanied by clear end-states, timelines, and milestones toward full capacity to support the revised R.16 requirements, including migration toward structured messaging standards (e.g., ISO 20022 or compatible formats).
Effective implementation in lower-capacity countries may also benefit from coordinated capacity-building efforts that complement domestic reforms and infrastructure upgrades. In particular, targeted support to modernise national payment infrastructures, developing practical guidance on structured data and transitional approaches, and strengthening supervisory and industry understanding of payment-chain transparency can accelerate progress and ensure a level playing field. Collaboration among authorities, PMIs, FIs, and external partners can help ensure that infrastructure constraints are addressed sustainably and that payment transparency objectives are advanced alongside financial inclusion. Technical assistance providers are strongly encouraged to consider the constraints described in this section when designing support programmes, particularly in lower-capacity contexts. 


[bookmark: _Toc233201676]Chapter 5. Information requirements 
5.1 [bookmark: _Hlk216860977][bookmark: _Toc233201677] Background of R.16 information requirements 
The objective of R.16 information requirements is to enable identification of the originator and beneficiary of a payment or value transfer by FIs and competent authorities. R.16 sets out that countries should ensure that FIs include the required beneficiary information as well as the required and accurate originator information on payments or value transfers and related messages. ‘Accurate’ refers to the information that has been verified for accuracy, and which is relevant to payments or value transfers above the applicable de minimis threshold.  (see Section 5.3 for verification of information accuracy)
Standardised information and enhanced data quality would improve reliable identification of the originator and beneficiary and increase efficiency, by facilitating automated processing and by reducing the number of false positives in sanctions screening. This would also be useful for the purpose of detecting suspicious transactions, and for investigations. 
This chapter sets out the information requirements under R.16, which focuses on those data elements most relevant for effective AML/CFT/CPF compliance. In line with the G20 Roadmap for Enhancing Cross-Border Payments, the required originator and beneficiary information under R.16 prioritises clarity and consistency by reducing optionality of data elements and strengthening the quality of information accompanying payments. At the same time, it also takes into account financial inclusion considerations by introducing targeted fallback options (year of birth when a full date of birth is not available, or town and country name in the absence of standardised postal address) in cases where certain data may not be fully available.
5.2 [bookmark: _Toc233201678] Structured data in accordance with messaging standards (e.g., ISO 20022)
In the current payments landscape, both cross-border and domestic payment or value transfers rely on various payment systems and PMIs, each operating with different technical capabilities, rulebooks, and message formats. ISO 20022 is an international financial messaging standard with the potential to enable more consistent and structured data in payment processing. Payment systems around the world are increasingly adopting ISO 20022 as a common messaging standard and the CPMI is promoting its harmonised use for cross-border payments. Use of a common and harmonised message standard, and the structured format of ISO 20022, enhances efficiency and transparency.
All relevant actors (e.g., FIs, VASPs, PMIs) should support transparency and progressively improve the quality of information flowing for payments or value transfers. R.16 requires that jurisdictions should ensure that information accompanying payment or value transfers is:
· Structured, to the extent possible, in line with the established standards of the PMI used – for instance, and where applicable, ISO 20022;
· Sufficiently detailed to identify the originator and the beneficiary[footnoteRef:27].  [27:  The terms "originator" and "beneficiary" are used in Recommendation 16 and its Interpretive Note. These terms are interchangeable with the terms "debtor" and "creditor" respectively.] 

Ensuring that information accompanying a payment or value transfer is sufficiently detailed to identify the originator and the beneficiary means, for instance, that FIs should take into account the risk of ambiguity from the perspective of the users of the payment information when determining how comprehensively the originator/beneficiary’s name should be recorded (e.g., full name against only initials and family name).
From an implementation standpoint, FIs should aim to use PMIs that can transmit and receive all required information end-to-end without truncation and maintain data integrity when converting between formats (for example, legacy MT message format and ISO 20022, or proprietary formats). Where applicable, ISO 20022 messages should be populated using dedicated structured fields (such as ultimate debtor or creditor, purpose, remittance information, account identifiers, and address fields), rather than free-text or multi-use fields. 
The absence or limited use of structured data in payment messages creates multiple challenges such as difficulties in identifying the parties involved in transactions with multiple actors, higher false-positive rates in sanctions screening, or manual and fragmented investigations as FIs must rely on free-text information and requests for information to reconstruct transactions.
Where space limitations prevent the transmission of all required information, FIs should apply clear prioritisation rules. An illustrative example may include the Basel Committee on Banking Supervision guidelines for the banking industry.[footnoteRef:28] In particular: [28:  Illustrative examples of industry guidance may include the Basel Committee on Banking Supervision’s guidelines on Sound management of risks related to money laundering and financing of terrorism, January 2014 (rev. July 2020), ] 

· Natural persons: if it is not technically possible to transmit all given names due to length, the ordering FI is expected to transmit at least the customer’s first given name and family name.
· Multiple parties to the payment or value transfer (e.g., joint accounts): if all parties’ names cannot be transmitted, the ordering FI is expected to transmit the account holder name as maintained in its customer records.
· Legal persons: where the full legal name cannot be transmitted, the ordering FI is expected to transmit the commercial or trading name, provided it allows identification of the legal person and it corresponds to the name recorded in official registers. Where available, the use of the connected BIC/LEI allows retrieval of information on the legal persons from public sources. 
	Box 2.  Best practices of structured data in payment messages 
Effective steps to promote the use of structured data include (1) integrating R.16 requirements into customer onboarding procedures, channel design, and payment or value transfer processing, and (2) ensuring that information is captured correctly at the source and preserved end-to-end, and (3) ensuring that their internal systems have clear lineage in their payment processing and control systems downstream to minimise transformation or amendment of data prior to handing off to the next FI in the chain.

In performing these actions, implementation of the requirement regarding structured data anticipates coordinated actions across regulators, PMIs, and any participants in payment and value transfers.

The following are examples of structuring data in ISO 20022 capabilities. 
· Using dedicated fields for debtor (originator) or creditor (beneficiary), purpose codes, and remittance information in dedicated fields. Also, using dedicated fields separately for name and the components of an address;
· Where a national registry identifier is used (e.g., national identification number for legal person customers), jurisdictions are encouraged to standardise the information of the identifier to support consistent and reliable identification of parties in the payment chain. FIs are also encouraged to indicate the registry relied upon;
· Leveraging standardised ISO 20022 Request for Information (RFI) messages to obtain required missing data (for example, address or additional identifiers) in structured form.


5.3 [bookmark: _Toc233201679] Obligations for cross-border payments and value transfers
Paragraphs 8 and 9 of INR.16 set out originator and beneficiary information that should accompany a cross-border payment or value transfer. Jurisdictions are allowed to adopt a de minimis threshold (no higher than USD/EUR 1,000). The following sections explain required information in the case of cross-border payments or value transfers and potential solutions to overcome challenges associated with R.16 implementation.
Certain categories of personal data such as address and date of birth can cause data protection and privacy issues if the information is not appropriately protected in the transmission and record keeping of data. Please see Chapter 9 for guidance about how to best process R.16 information requirements in line with DPP principles. 
	[bookmark: _Hlk216860281]Thresholds

	Below threshold 
	At/above threshold 

	The following information is required to accompany the transfer: 
(a) Name of the originator and beneficiary; and
(b) Account number of the originator and beneficiary where such an account is used to process the transaction.* In the absence of an account, a unique transaction reference number which permits traceability of the transaction.
The information need not be verified for accuracy unless there is ML/TF suspicion. 

* In cases where the funds are drawn from a financial institution other than the ordering financial institution, the account number, and the name of the financial institution from where the funds are drawn should also be included [footnotes 50 and 51 of INR.16].
	The following information is required to accompany the transfer: 
(a) Name of the originator and beneficiary; 
(b) Account number of the originator and beneficiary where such an account is used to process the transaction* In the absence of an account, a unique transaction reference number which permits traceability of the transaction;
(c) Address of the originator[footnoteRef:29] and the country and town name (or nearest alternative) of the beneficiary;  [29:  See INR.16 Footnote 52  ‘In the absence of standardised postal address information for the originator, the country and town name (or the nearest alternative) suffice.’ See more details in the following paragraphs. ] 

(d) Date of birth where the originator is a natural person (when full information of the date of birth is not available, only the year of birth is required); and
(e) the following information where this exists, and where the originator and/or beneficiary is a legal person: (i) the connected business identifier code (BIC), or (ii) the Legal Entity Identifier (LEI), or (iii) the unique official identifier.
Regarding originator information, the ordering FI must verify the accuracy of the above required information. The ordering FI is not required to verify beneficiary’s information.  

* In cases where the funds are drawn from a financial institution other than the ordering financial institution, the account number and the name of the financial institution from where the funds are drawn should also be included.


Verification of information accuracy for cross-border transfers 
Paragraph 20 of INR.16 sets out that the ordering FI should ensure that cross-border payments or value transfers above the de minimis threshold contain required and ‘accurate’ originator information, and required beneficiary information. FATF Glossary of terms’ definition of ‘accurate’ refers to the information that has been verified for accuracy.  For cross-border transfers above de minimis threshold, originator information should be verified for accuracy. For cross-border transfers below thresholds, information need not be verified for accuracy unless there is a suspicion of ML/TF.  
The verification required under R.16 is the process of confirming the accuracy of information. This is different from the requirement under R.10 (Customer Due Diligence) which requires verification of the identity of customers. To confirm the accuracy of information, FIs may use reliable, independently sourced/obtained documents, data or information. However, the extent of verification measures may vary according to the specific level of risk. The term ‘verify for accuracy’ in R.16 does not specify that FIs should check accuracy each time to process cross-border transactions above the de minimis threshold.  For example, when the originator is an existing customer, an additional source of information may not be necessary; rather, ordering FI can check the information based on data already held in relation to the customer’s behavioural patterns. This is particularly relevant for low-risk customers where simplified measures are being applied. Ordering FIs may meet their obligation to verify the accuracy of information if 
· The required originator information is consistent with information held by the financial institution about the customer;
· The FI has a reasonable belief that the information it holds is accurate (this would likely be picked up through ongoing CDD); and
· The information is validly formatted (e.g., the address is prima facie capable of being a real address).
Name
While insufficient in isolation to resolve false positives, name information is an essential foundation for AML/CFT/CPF purposes. In addition, the existing diversity of naming conventions adds complexity (e.g., reversed name orders, compound tribal names) and may cause a greater likelihood of mismatches during TFS screening or validating data. For example, to manage spelling or transliteration variations, FIs may apply fuzzy-matching rules or internal validation checks (e.g., name-to-account consistency checks). 
Also, FIs may have relevant policies for recording names in their systems and which of those names should be used for payments. Such information is normally verified as part of CDD and recorded as: 
· Full name of the customer for natural person customers
· Account holder name(s) for joint accounts
· Registered legal name, trading name, or name commonly abbreviated for legal person customers.  
[bookmark: _Hlk216860409]Account number
Account number and a unique transaction reference number (in the absence of an account number) are expected to ensure effective traceability. A unique transaction reference number must allow retrieval of the complete customer and transaction records; a reference limited to date and amount is insufficient for this purpose.[footnoteRef:30] [30:  In non-bank contexts, such as e-money or mobile money services, other identifiers may fulfil the role of bank account numbers, such as mobile phone numbers, wallet identifiers, or other relevant identifiers, provided they allow equivalent traceability. See Chapter 6 for further guidance.] 

Address
 For payments or value transfers above the applicable de minimis threshold, the originator and beneficiary’s address information should accompany the transaction. ‘Address’ is defined in the FATF Glossary as referring to the physical location of a residence or business. 
Concerning legal persons, industry guidelines may provide useful support. As an illustrative example, the Basel Committee on Banking Supervision guidelines[footnoteRef:31] for the banking industry recommend obtaining the address of the principal place of business. Address information should be sufficient to identify clearly the location for effective sanctions screening and AML/CFT/CPF monitoring.  [31:  Guidelines – Sound management of risks related to money laundering and financing of terrorism, January 2014 (rev. July 2020), Basel Committee on Banking Supervision] 

The ISO 20022 messaging standard allows for structured and granular data to be carried. The CPMI’s harmonised ISO 20022 data requirements recommend identifying all entities and persons involved in a cross-border payment in a standardised and structured way.[footnoteRef:32] Under R.16, there are different levels of address information required between originators and beneficiaries.  [32:  Data requirement 9 and 10: Updated report: Harmonised ISO 20022 data requirements for enhancing cross-border payments] 

            Address of the originator
· Standardised postal address information. To the extent possible, it should be fully structured. In the absence of a standardised postal address, country and town name (or the nearest alternative) are sufficient.
            Address of the beneficiary 
· Country and town name (or the nearest alternative) 
A town name may not be available in certain cases, particularly in remote areas. Where this is the case, R.16 allows the inclusion of a nearest alternative, meaning a country subdivision such as a province, state, region, or county, as specified under ISO 3166-2. In ISO 20022 messages, the country subdivision field is the next structured alternative to the town name field. 
	Box 3.  Verification of Address in Contexts of Limited Documentation

[bookmark: _Hlk215524764]In certain circumstances, formal or standardised address systems do not exist, and individuals may live in rural or informal settlements where structured postal addresses are unavailable. 

Originators may be able to state an address but be unable to verify it using reliable information, due to the absence of structured address systems, limited access to documentary proof (e.g., utility bills or bank statements), or broader constraints in civil and administrative registries. 

Authorities and financial institutions should distinguish clearly between situations where an originator:
· does not have a structured or formal address; and those where it
· has an address but lacks documentary proof to verify it.

Where customers cannot provide a structured address, financial institutions may use alternative methods to establish the correct town, country, or nearest available administrative subdivision. 

Where the originator can provide address information but cannot support it with reliable information, this does not automatically preclude compliance with R.16, provided that reasonable alternative verification measures are applied and documented.

Authorities should provide clear guidance clarifying that:
· The absence of traditional documentary proof of address does not, in itself, justify rejecting or refusing a payment, where alternative verification methods are available.
· Verification expectations should reflect operational realities and avoid “gold‑plating” that undermines financial inclusion or creates unnecessary friction in payment chains.
· Beneficiary financial institutions should not systematically decline payments solely because address verification relied on alternative methods, provided the information transmitted is complete and consistent with R.16 requirements.

Alternative verification methods may include:

· Local agent or community-based verification, where agents, community representatives, or local authorities confirm a customer’s residence based on local knowledge or supporting evidence.
· Checks against locally maintained administrative records, such as community or village registries, provided these can be reliably mapped to a recognised town, or subdivision.
· Use of descriptive or unstructured addresses (“the yellow house next to the market”), where such descriptions can be linked to a specific town or subdivision and verified through local knowledge.
· Information derived from SIM-card registration or mobile-number records, where these are reliably linked to a physical location or community. Such data may support verification but cannot replace the address field in payment messages.
· Sworn declarations before a recognised authority, which may serve as proof of residence where formal documents are unavailable.
· Digital ID systems or biometric identity databases, where these allow financial institutions to confirm a customer’s registered location.
· Geo‑location or device‑based location data (e.g. mobile device location at onboarding or transaction initiation) may be used as a supporting verification tool to corroborate the originator’s stated address, town or locality where documentary proof of address is unavailable. Such data can assist in assessing the plausibility and consistency of address information but does not replace the requirement to populate the address field in accordance with R.16.
· AI-based address structuring tools may support identification of the nearest available Town and Country equivalent from unstructured or legacy address data.

Throughout these processes, financial institutions should apply a risk-based approach, using simplified verification for lower-risk and lower-value transactions, and enhanced measures where risks are higher. 



[bookmark: _Hlk216860782]Date of birth
For payments or value transfers above the applicable de minimis threshold, the ordering FI is required to provide the originator’s date of birth when the originator is a natural person. When full information of the date of birth is not available, only the year of birth is required. No beneficiary date of birth information is required. Ordering FIs must ensure the accuracy of the date of birth they include.
‘Place of birth’ is not required under R.16, as it is harder to verify in certain contexts, such as lower-capacity countries. Accordingly, R.16 requires only the date of birth, but this will require an update to ISO 20022, which currently requires both data points when this element is used. 
Verification of date of birth for persons in and from fragile or lower-capacity contexts should be guided by using reasonable methods on a risk basis while mitigating financial exclusion integrity risks[footnoteRef:33]. It should be reiterated that verification for accuracy of originator information is not required for transfers below de minimis threshold unless ML/TF risks are posed.  [33:  According to UNICEF report, 150 million children under five remain unregistered and invisible to government systems and over 50 million children whose births are recorded lack birth certificates. ] 

	Box 4. - Verification of Date of Birth in Contexts of Limited Documentation

[bookmark: _Hlk215524653]In certain circumstances, full birth-registration data may not be available. 
Where full birth-registration data is not available, the year of birth may be used. When the year of birth is not documented, jurisdictions may use alternative identification and verification methods to establish or corroborate it, such as interviews, community-level confirmation, or checks against available administrative or population records. These methods can help determine the correct year of birth in those instances where traditional formal mechanisms may be scarce. 

Practical approaches that may support this process include:
· Local agents or community representatives confirming age information based on local knowledge and any available supporting evidence.
· Sworn declarations before a recognised authority where formal documents are unavailable.
· Digital identity platforms or biometric systems where these can reliably link individuals to population-level or administrative age records.
· Applying simplified verification measures for low-risk, low-value transactions, and enhanced checks where risks are higher.



Legal person identifier 
Where the originator and/or beneficiary is a legal person, the ordering FI must include at least one of the following identifiers in the payment message, where this exists, for payments above the applicable de minimis threshold. 
i) the connected business identifier code (BIC), or 
ii) the Legal Entity Identifier (LEI), or 
iii) the unique official identifier
To support efficient and reliable identification of the originator and beneficiary, FIs are encouraged to include the LEI, as it is a widely recognised and publicly accessible ISO standard-based identifier that provides standardised, globally interoperable reference data on legal entities, supporting more effective verification and monitoring. Unlike the LEI scheme, a unique official identifier may not provide access to standardised data and may not be publicly accessible.
A ‘Unique official identifier’ is defined in R.16 as referring to an identification scheme that is issued by the public sector in the relevant jurisdiction and that ensures that a given identifier refers to a unique entity and that a given entity only has one identifier in that scheme. Tax identification numbers are a widely used example.
Where multiple identification schemes exist in one jurisdiction, the jurisdiction of issuance is expected to promote schemes that meet the following criteria: reliability and availability of the identifier, and, where applicable, accessibility of reference data to support verification, including for cross-border use. 
The phrase 'where this exists', as used in paragraph 9 of INR.16, means that the absence of a legal person identifier is not grounds to reject a payment. The ordering FI must include the identifier where it reasonably ascertains that one exists, even if it has not been previously obtained by the ordering FI. The originator is primarily responsible for providing the beneficiary's information. Where the beneficiary's identifier has not been previously recorded, the ordering FI should ask the originator whether the beneficiary holds such an identifier. The ordering FI is not required to verify the accuracy of the beneficiary's information.    
For transfers above the de minimis threshold, the ordering FI must verify the accuracy of the originator's connected BIC, LEI, or unique official identifier. This verification may happen at customer onboarding, as part of ongoing CDD, or at the time of the transfer. Public and authoritative sources, such as the LEI system, can support this verification. 
	Box 5. - Leveraging legal person identifiers 

The adoption of LEIs varies and few organisations possess connected BICs.  In this context, reference to “connected” BICs relate to their use as a published, internationally standardised identifier (ISO 9362) that can be verified across the payment chain. 

Certain categories of entities, such as community-based organisations, associations, and informal clubs, may lack any formal legal identifier. Recognising these identifiers might not be available to all legal persons, INR.16 permits the use of more widely available unique official identifiers (e.g., tax identification numbers) as equivalent to LEIs or BICs.[footnoteRef:34] This Guidance further clarifies that payments should not be subject to blanket rejection solely where these identifiers do not exist. Under the FATF Standards for transparency of legal persons (Recommendations 24 and 25), such identifiers should be obtained and recorded by a company/legal arrangement to form part of the basic information where this exists. [34:  The R.16 Glossary defines Unique Official Identifier as an identification scheme that is issued by the public sector in the relevant jurisdiction and that ensures that a given identifier refers to a unique person, entity or legal arrangement, and that a given person, entity or legal arrangement only has one identifier in that scheme.] 


The FATF encourages public authorities to enhance access to national identification systems and, where feasible, provide validation mechanisms for identifiers that are issued. To implement identifier requirements in ways that support financial inclusion, both lower-capacity jurisdictions and their financial sector counterparts could apply the requirements including the recognition of equivalent regional identifiers (e.g., the African Entity Identifier), where funds, digitalisation levels and connectivity reasonably enable access to such identifiers. FIs, or their group-wide policies reflect this flexibility in their global internal policies.


5.4 [bookmark: _Hlk216861729][bookmark: _Toc233201680] Domestic transfers
The revised R.16 maintains the existing minimal requirements for domestic payments or value transfers, with a de minimis threshold of no higher than USD/EUR 1,000 applying to both domestic and cross-border transfers. This approach aims to emphasise efficiency and proportionality. 
In keeping with a proportionate approach to domestic payments or value transfers, R.16 imposes targeted responsibilities on FIs. For domestic transfers, the ordering FI is not obliged to include the beneficiary information in the payment message. The inclusion of the required originator information in the payment message is, however, critical in enhancing the transparency of domestic payment or value transfers, as it ensures that the account number of the originator, or a unique transaction reference number, allows the transaction to be traced back to the originator or beneficiary.
[bookmark: _Hlk216861116]The table below presents an overview of R.16 requirements for domestic transfers. 
	
	Thresholds


	
	Below threshold 
	At/above threshold 


	Simplified obligation (provided that the relevant originator information can be made available by other means within 3 business days)

	Account number of the originator, or a unique transaction reference number is required to accompany the transfer, provided that this number or identifier permits traceability of the transaction.

	If the transfers do not meet the above conditions – i.e., originator information cannot be made available by other means within 3 business days

	The following originator information is required to accompany the transfer: 
(a) Name; and
(b) Account number, or a unique transaction reference number which permits traceability of the transaction
The information need not be verified for accuracy unless there is ML/TF suspicion
	The following originator information is required to accompany the transfer: 
(a) Name;
(b) Account number where such an account is used to process the transaction. In the absence of an account, a unique transaction reference number, which permits traceability of the transaction;
(c) Address; 
(d) [bookmark: _Hlk198545936]Date of birth where the originator is a natural person (when full information of the date of birth is not available, only the year of birth is required); and
(e) the following information where this exists, and where the originator is a legal person: (i) the connected business identifier code (BIC), or (ii) the Legal Entity Identifier (LEI), or (iii) the unique official identifier.
The above required information needs to be verified for accuracy. 



Domestic transfers where the required information can be made available by other means (both below and above the applicable threshold)
To apply the above simplified regime, ordering FIs can leverage their ability to make the required information available by ‘other means’. Where the ordering FI can make the originator information available by other means within three business days of receiving the request from an intermediary or beneficiary FI or appropriate competent authority, it needs only include the account number or a unique transaction reference number in the payment message. Examples of approaches to making originator information available by ‘other means’ may include centralised databases of transaction information offered by PMI (e.g., national payment switch or clearing system), established communication channels between FIs, or legal obligations that enable swift data exchanges between FIs.   
While R.16 does not prescribe when full originator information must be collected or maintained, the ordering FI must nevertheless be able to provide originator information upon request and within three business days. 
5.5 [bookmark: _Toc228471501][bookmark: _Toc228473616][bookmark: _Toc233201681]Virtual account numbers
Background
A virtual account number (e.g., virtual IBAN)[footnoteRef:35] is an account identifier that serves as an alias linked to a “master” bank account identified by another account number/identifier (e.g., IBAN), meaning that a single account may appear to have several account identifiers. Taking the International Bank Account Number (IBAN) for example, a virtual IBAN (vIBAN) has the same format as a standard IBAN – beginning with a two-letter country code and check digits. It is linked with the master account.[footnoteRef:36]   [35:  Under the new EU Anti Money Laundering Regulation, a vIBAN is formally defined as “an identifier causing payments to be redirected to a payment account identified by an IBAN different from that identifier” (Art. 2(1)(26) EU Regulation 2024/1624, AMLR).]  [36:  It is important to note that there is no clear single definition on what constitutes a master account. However, most associate the master account with the account to which the payments directed to through virtual accounts. ] 

Virtual account numbers are popular for streamlining payment processing and supporting identification and reconciliation of funds within pooled or omnibus account structures. For example, a merchant may assign each buyer a unique virtual account number so that when a payment arrives, the merchant immediately knows which invoice it corresponds to. Then the virtual account simply redirects the payment to the master account.
While some virtual account number issuers may include distinct features to distinguish these identifiers from non-virtual account numbers, in most cases, other FIs are not able to identify whether an account number is virtual or not. In some cases, the FI servicing the account may not be the one issuing virtual account numbers. 
Risks in payment transparency
Virtual account numbers are used for legitimate purposes in most cases and may support efficient payment processing, reconciliation and account management. Also, they can contribute to increasing innovation in the payment process. Nevertheless, their use can present ML/TF/PF risks due to the potential lack of transparency on which financial institution is servicing the originator’s/beneficiary’s account and the country in which that institution is located[footnoteRef:37]. The risk is not uniform and may be heightened where the use of a virtual account number prevents relevant FIs or competent authorities from identifying the FI servicing the originator’s/beneficiary’s account and the country in which that institution is located. While R.16 is not intended to impose the inclusion of country information in all types of account numbers, nor to ban the legitimate use of virtual account numbers, such as virtual IBANs, the key concern is that an account identifier (including a virtual account) should not obscure the ability of relevant FIs and competent authorities to identify: [37:  For payouts from a virtual account (outbound payment scenarios), the FI of the payer is aware that a cross-border transfer is taking place and must be obliged to comply with R.16 by attaching the required information. Therefore, this Guidance explains how to meet the relevant obligation in the payments or value transfers where a virtual account is used in the beneficiary side. ] 

· which financial institution is servicing the originator’s/beneficiary’s account, and
· the country in which that institution is located.
From an R.16 perspective, the ordering FI may not be able to determine the location of the beneficiary's servicing FI from a virtual account number alone where no other information or safeguards are available. It increases the risk of obfuscating the FI servicing the beneficiary’s account and its jurisdiction. This may prevent FIs and authorities from taking appropriate AML/CFT/CPF control measures that are designed to apply according to the true nature of the transaction. Accordingly, the ability to identify which countries are involved is highly relevant to determine whether the transfer is a cross-border or domestic in an R.16 context.
Obligations to ensure Payment Transparency
R.16 requires that “information in the payment message should make it possible for all institutions and authorities […] to identify which financial institution is servicing the account of the originator and beneficiary respectively and in which countries these institutions are located. Financial institutions should ensure that account numbers should not be used to disguise the identification of the country where the financial institution that services the account resides.” 
[bookmark: _Hlk216861990]The intent of the principle-based obligation in R.16 is not to prohibit or reduce the opportunity of using virtual accounts or to impose the inclusion of country information in all types of account numbers. R.16 does not prescribe specific actions but requires that safeguards are in place to ensure that the use of a virtual account number does not obscure the identity nor the location of the financial institution servicing the account of the originator or beneficiary.
(1) This Guidance sets out a non-exhaustive list of measures to address the risk of misuse of virtual accounts to circumvent R.16 requirements. Given that ordering and intermediary FIs cannot distinguish virtual account numbers from standard account numbers, one or more of the following measures may support compliance. Additional information in the payment message: The ordering FI is expected to populate the appropriate message fields so that the beneficiary's servicing FI and the country where it is located are clearly identifiable. However, the ordering FI will not know that a virtual account is being used, so transparency should start with the FI that is issuing virtual accounts. The FI that is issuing virtual accounts should require its customers to disclose the relevant information, such as the true account owner and the FI servicing the master account, in their invoices or payment instructions.
In practice, this may involve using the ISO 20022 payment message to distinguish between the account-holding entity and the party on whose behalf it acts. 

	Box 6. – Illustrative example

A collection agent (e.g., a marketplace) provides a virtual account number (e.g., vIBAN) to receive funds on behalf of merchants. 

When requesting the transfer, the originator instructs the ordering FI to transfer funds to the beneficiary (the collection agent), which receives funds on behalf of the ultimate creditor (the merchant). The ordering FI may populate the beneficiary (creditor) with the collection agent and the “ultimate creditor” (i.e. the party on whose behalf the creditor acts) with the underlying merchant, including relevant identifier (such as LEI or national ID) and address information.    




Virtual account numbers may also be used on the originator side. Where the originator uses a virtual account number linked to a master account (for example, a vIBAN assigned by a non-bank financial institution, corporate treasury centre, or similar arrangement), payment transparency requires that the payment message clearly identifies the entity on whose behalf the debited account is operated. In such cases, the ordering FI should populate the “ultimate debtor” field with the underlying originator information (i.e. the party that ultimately owns or controls the funds), clarifying which FI is servicing the account of the originator and in which country this institution is located.
(2) Role of the FI issuing virtual accounts numbers in supporting payment transparency: One option is to treat the virtual account number as a genuine account with redirection capabilities, where the virtual account number redirects flows to a different financial institution than the one servicing the account where the funds are received. While this does not remove the risks attached to redirection, it ensures that third parties, including competent authorities, are not misled as to the servicing institution and jurisdiction applicable to the transaction.
The option can be achieved in combination with the roles of the FI issuing virtual account number. The issuing FI can support transparency on the final user’s virtual account number. FIs issuing virtual account numbers should consider (i) only issuing a virtual account number where a clear and documented legitimate purpose exists; (ii) identifying the virtual account number user, not only the master account holder; (iii) monitoring transactions at the level of individual virtual account numbers, not only at master account level; and (iv) where virtual account numbers are redistributed by an entity to its own customers, require that entity contractually to collect and share information on the user of that virtual account number upon request. This helps ensure that ordering FIs can populate payment messages accurately and that beneficiary FIs and authorities can identify the true nature of the transaction.
(3) Risk-based controls by the FI issuing virtual accounts numbers: This applies specifically to the FI issuing virtual account numbers, rather than to ordering or intermediary FIs. The issuing FI should apply a risk-based approach to the provision of virtual account number services, including by assessing the ML/TF risks associated with the service before offering it and putting in place proportionate mitigating measures. The issuing FI should also monitor virtual account usage on an ongoing basis to verify that it remains consistent with the purpose established at the outset of the business relationship, and take appropriate risk-based measures where it does not.
Greater transparency in the use of virtual account numbers could also be achieved through amendments to the relevant standards, for example, adding a prefix to virtual account numbers to flag that an account number in the payment message is virtual. Such a measure would only be viable after the relevant standards revisions are completed. 

	Box 7.
Case study 1 – Enhancing vIBAN transparency 

Up until now, credit institutions in Germany must promptly, accurately, and fully record every virtual IBAN that they issue to non-bank financial institutions in a database. In doing so, the FI must be recorded as the account holder, and the respective end customer or the underlying ultimate beneficial natural person must be recorded as the authorised user or beneficial owner.

Source: Germany

Case study 2 – Crypto-Asset Service Provider (CASP)

A CASP receives fiat payments from its customers for converting such payments into crypto. Such payments are received on a master account held in the name of the CASP by an account servicing financial institution. These payments are sent to a different vIBAN for each customer, allowing the CASP to ensure it allocates accurately the funds it receives for conversion. A good practice would be for the CASP to appear as the beneficiary in the payment message, the customer as the “Ultimate Creditor” (in the SWIFT gpi or pacs.008 formats). Registries of vIBANs can make the link between the vIBAN and the master account.

Source: France



5.6 [bookmark: _Hlk216862553][bookmark: _Toc233201682] Footnote of origin of funds
[bookmark: _Hlk216862133]5.6.1 Purpose and policy rationale 
The purpose of footnotes 50 and 51 is to address a specific typology where a payment is sent from a financial institution with which the customer does not maintain an ongoing customer relationship, and therefore the transaction is funded on an ad-hoc basis by drawing funds from an account held at another FI. In such cases, the institution which is the true origin of the funds would not be indicated in the payment message, and this could undermine the ability of risk-based controls and access to the information on the nature of the originator. The footnote will ensure that information on the true origin of funds (i.e., account number and the name of the FI) is included in the payment message, to ensure the FI that does have an ongoing account-based relationship and holds CDD information on the originator can always be identified. 
[bookmark: _Hlk216862279]5.6.2 Scope 
[bookmark: _Hlk216862251]Footnotes 50 and 51 apply to cross-border payments or value transfers above or below the applicable de minimis threshold, where both of the following conditions are met:
(1) The ordering FI does not have an ongoing relationship with the originator that includes the ability to store value (e.g., in an account or wallet). And 
(2) Upon an originator’s payment instruction, the cross-border transfer is executed by drawing funds from an account held at the FI other than ordering FI or by being funded with a payment card.
The footnotes do not apply where the transaction is funded with cash.
Also, the footnotes do not relate to pre-funded balances. Where an originator has previously deposited funds into an account held with the ordering FI, and subsequent cross-border transfers are executed from that account, the footnotes do not apply.
5.6.3 Information required under the footnotes
Where footnotes 50 and 51 apply, the payment message must include additional information identifying the account from which the funds are drawn, namely:
· the account number from which the funds are drawn; and
· the name of the financial institution that services that account.
Where footnotes 50 and 51 apply to transactions funded with a payment card, the card number (i.e. primary account number (PAN)) must be included in the payment message as a substitute for ‘the account number from which the funds are drawn’, alongside the name of the issuing FI. 
Practically, an ordering FI is to be informed of the required information under the footnotes by the originator when the originator makes an instruction of a payment or value transfer. When a card is used for the origin of funds, the name of the card issuer FI is communicated through the card payment scheme between the card issuer and the ordering FI. 
5.6.4 Illustrative example
[bookmark: _Hlk214464207]The footnotes address a specific case where a payment is sent through an ordering FI with which the originator does not have an established account relationship.  This may be prevalent in the business models of, amongst others, money remitters, digital wallet providers, and e-money issuers, in particular when they accept occasional cross-border transactions or provide pass-through accounts to their customers.
· Customer X does not hold an account with the ordering FI (MVTS F) and instructs MVTS F to draw the necessary funds from their account with another FI (Bank A) to execute a cross-border transfer. 
· In this scenario, funds are drawn from Bank A upon customer X’s instruction to the ordering FI (MVTS F). As the FI receiving the instruction and the FI holding the funds are not the same, footnotes 50 and 51 apply. 
· MVTS F will be responsible for correctly identifying when additional information in the payment message should be included,  namely the account number and the name of the FI holding the account from which funds are drawn (Bank A). 
[image: ]
[bookmark: _Hlk216862584]To convey the information required under footnotes 50 and 51 in a payment message, a potential solution would be enhancing ISO 20022 through the introduction of a dedicated field (e.g., ‘Source of Funds Agent’) so that, where applicable, it allows intermediary and beneficiary FIs to identify the financial institution from which the funds are drawn. 



Cases where funds are drawn from a third jurisdiction
In cases where funds are drawn from an FI located in a different jurisdiction than the ordering FI (e.g. from an FI in a third jurisdiction to MVTS F in jurisdiction L), the ordering FI (MVTS F) should take appropriate risk-based measures (e.g. transaction monitoring) to mitigate ML/TF risks associated with the source of funds, including in scenarios where the footnotes  may not be applicable (e.g. domestic transfers).
	Box 8.
Case study – Application of the origin of funds footnotes to card funding  

The following scenario illustrates cases involving card funding where footnotes 50 and 51 apply: 

Payment Instruction   
· MVTS F receives a payment instruction from an occasional customer (originator: Customer X), located in jurisdiction L, to transfer funds to the beneficiary account of Customer Y in jurisdiction N.
· In this instruction, Customer X specifies that the cross-border transfer be funded by drawing funds from a credit card.

What information needs to be transmitted by MVTS F
· Originator and beneficiary information required for cross-border transfer, and  
· the card number and the name of card issuer financial institution 

Application of payment chain definition in Chapter 4 context
Card funding refers to the use of credit, debit, or prepaid card to move funds to an account, wallet, or payment instrument. This constitutes a payment or value transfer for the purposes of R.16, and it is a person-to-person transfer rather than a payment for goods or services (See Chapter 6 for more details). 
Payment chains start from an instruction by an originator. In certain circumstances i.e., where the ordering FI does not have an ongoing relationship with the originator, additional information will be required, which will include the funding source.

There are two payment chains.
Chain 1 – card funding 
· The starting point is a card issuer, Bank A. Bank A is the ordering FI for the card funding leg as it receives a request for authorisation from the acquirer FI about the intent of the originator to make a transfer to MVTS F. 
· Required originator/beneficiary information[footnoteRef:38] should be carried through the payment chain from Bank A to MVTS F.  [38:  The set of required information may be different depending on whether the transfer is domestic or cross-border.  ] 

Chain 2 – cross-border transfer initiated by MVTS F
· Start point is MVTS F. MVTS F is the ordering FI for the subsequent cross-border transfer as it receives the payment instruction. The intermediary institution is MVTS G. The beneficiary FI is Bank E as the end point of the payment or value transfer chain. 
· Then required originator/beneficiary information as well as the information required under the footnotes 50 & 51 should be carried through the payment chain from MVTS F to Bank E (end point). 



5.7 [bookmark: _Hlk216862664][bookmark: _Toc233201683] Financial inclusion considerations in relation to de minimis threshold
From a financial inclusion perspective, any requirements to change or expand payment information entail a risk that those who cannot easily provide or verify such information, or for whom the costs of obtaining and verifying this information are too high, may as a result be excluded. Such an outcome would increase financial exclusion ML/TF/PF risks and would be contrary to FATF’s and the G20’s policy intent. 
Prior to its 2025 revision, R.16 had the provision that ‘Countries may, nevertheless, require that incoming cross-border wire transfers below the threshold contain required and accurate originator information.’ However, this was deleted from R.16 to avoid encouraging overcompliance. R.16 allows a broad set of payments to benefit from the lenient requirements below a de-minimis threshold. For example, a large majority of transactions of instant payment systems fall within simplified requirements under these regimes. Implementation of the de minimis thresholds can help promote financial inclusion and mitigate financial exclusion integrity risks.
In practice, differing de-minimis thresholds across jurisdictions create significant operational challenges for financial institutions. If, for example, one jurisdiction were to apply a USD 500 threshold and another USD 1,000, such divergence could result in incomplete information being transmitted in cross-border payment chains. This, in turn, would likely lead to requests for additional data, processing delays, or rejected transactions.
To minimise these issues, jurisdictions are encouraged to align thresholds with that of counterparts, especially in key payment corridors, when determining their thresholds and in setting out applicable legal provisions. Where alignment is not possible, it would be essential that public authorities provide clear and accessible transparency about the applicable threshold, suggest practical solutions so that industry can design appropriate controls, and aim to monitor the effectiveness of the selected approach, including any potential impact on financial exclusion integrity risks. In the absence of harmonisation, financial institutions would be expected to adopt practices that meet the most stringent requirements likely to apply.
	Box 9.  Implementing de minimis thresholds 
The use of de minimis thresholds enables the application of a simplified information regime to smaller payments or value transfers (e.g., remittances). Such approaches can have a significant impact on widening access to and usage of formal payments or value transfers, especially by helping to reduce their cost. Implementing de minimis thresholds helps ensure a successful balance between financial inclusion and AML/CFT objectives; countries are strongly encouraged to consider doing so on a risk- basis.
Among the key considerations in doing so:
1. Given that diverging or inconsistent thresholds are a key obstacle to effective implementation, jurisdictions are encouraged to engage with other countries—especially those in key payment corridors—to explore:
a. harmonised approaches to these thresholds, including aligning with R.16’s maximum threshold of USD/EUR 1,000; or
b. developing common risk-based approaches to address practical challenges, such as sudden fluctuations in currency value.
2. A clear definition of the threshold and the applicable regime for transactions below it (e.g., simplified information requirements).
3. Provision of clear guidance to FIs on when and how to apply these requirements, including supervisory expectations to ensure effective implementation and prevent over- or under-application.




[bookmark: _Toc233201684]Chapter 6. Obligations applicable to card transactions 
6.1 [bookmark: _Toc233201685][bookmark: _Hlk216863066]Scope 
[bookmark: _Hlk216862772]Purchases of goods or services made using a credit, debit, or prepaid card are not subject to the full information requirements of R.16 (the “card exemption”), irrespective of the amount of the transaction and whether it is domestic or cross-border.  
Changes in the market have blurred the distinction between purchases of goods or services and other payment or value transfers, creating potential ambiguity around the scope of the card exemption. As part of the work to update R.16, efforts were made to ensure that the card exemption is not misused for purposes other than the original objectives. For that purpose, the scope is clarified by adding footnote 54 to paragraph 16 of INR.16 clarifying what is meant by ‘purchase of goods or services’.
Also, R.16 was reviewed to enhance payment transparency in the payment chains, including for transactions of purchases of goods or services using cards. R.16 requires inclusion of the card number; in addition, the name and location of the card issuing and merchant acquiring financial institutions must be made available upon request.    
When a credit or debit or prepaid card is used to effect payments or value transfers for the purchase of goods or services, regardless of the initiation method, the ‘card exemption’ applies. When a credit or debit or prepaid card is used to effect payments or value transfers that are not purchases of goods or services (e.g., a person-to-person transfer), the transaction should be subject to the applicable R.16 requirements outside the ‘card exemption’.[footnoteRef:39]  [39:  R.16 sets out distinct requirements for transactions of cash withdrawals using cards. See Chapter 7 more details.  ] 

Definition of cards 
[bookmark: _Hlk216862890]Payment cards have undergone significant transformation, from early cardboard versions to plastic magnetic stripe cards, which stored sensitive data in plain text, to EMV[footnoteRef:40] chip cards that encrypt information for enhanced security. With the rise of e-commerce, new digital payment methods have emerged, such as virtual cards that exist purely as digital representations; these obfuscate physical card details to protect against fraud. [40:  EMV is a payment technology that uses a chip embedded in credit and debit cards to make card transactions more secure. Developed mid-1990s, EMV has become the standard for secure card payments. EMV technology is overseen by EMVCo, which includes among its members major credit card companies like Mastercard, Visa, American Express, Discover, JCB, and UnionPay.
] 

Types of cards. In order to make a purchase of goods and services, a person can use a credit[footnoteRef:41], debit[footnoteRef:42], or prepaid[footnoteRef:43] card, either in their physical or digital form. R.16 sets out equivalent requirements between credit, debit or prepaid cards. Among them, prepaid cards may demonstrate unique features. For example, CDD is sometimes not conducted on prepaid cardholders. Prepaid cards could be passed on to third parties that are unknown to the issuer (e.g., multiple cards can be issued with a single registration). Prepaid cards are reloadable, for example through small retail shops that are not regulated entities for AML/CFT/CPF. Outside the measures of R.16, appropriate control measures should be employed on a risk basis, such as transaction amount caps and velocity limits. [41:  According to the glossary issued by the BIS, a credit card is a card indicating that the holder has been granted a line of credit. It enables the holder to make purchases and/or withdraw cash up to a prearranged ceiling; the credit granted can be settled in full by the end of a specified period or can be settled in part, with the balance taken as extended credit. Interest is charged on the amount of any extended credit and the holder is sometimes charged an annual fee. Glossary available in: https://www.bis.org/cpmi/glossary_030301.pdf ]  [42:  According to the glossary issued by the BIS, a debit card is a card enabling the holder to have his purchases directly charged to funds on his account at a deposit-taking institution (may sometimes be combined with another function, e.g. that of a cash card or cheque guarantee card). Glossary available in: https://www.bis.org/cpmi/glossary_030301.pdf ]  [43:  According to the glossary issued by the BIS, a prepaid card is a card on which value is stored, and for which the holder has paid the issuer in advance. See also electronic purse, limited-purpose prepaid card, multipurpose prepaid card, stored value card. Glossary available in: https://www.bis.org/cpmi/glossary_030301.pdf] 

Regardless of their physical or digital form, which will likely continue to evolve, card-based transactions are distinguished by a set of core functional characteristics bound by card network systems. A physical or digital card transaction is a payment initiated by a payer using credentials issued under a card scheme arrangement that typically involves an issuer and an acquirer. A credit, debit, or prepaid card transaction qualifies for the card exemption under R.16 when a card is used for the purchase of goods or services. 
Closed-loop card transactions may not fall within the scope of R.16. Such card transactions are typically restricted to specific use cases and lack the ability to carry out payments or value transfers[footnoteRef:44]. Examples include digital or physical cards issued by a merchant or retailer for commercial purposes, such as gift cards, loyalty programs, or store credit, as well as cards issued by public authorities to enable the public to receive designated services, such as transit-only fare cards for subways or buses. These instruments function within limited, proprietary networks. [44:  ‘Payment(s) or value transfer’ refers to any transaction carried out on behalf of an originator through an ordering financial institution by electronic means with a view to making an amount of funds available to a beneficiary at a beneficiary financial institution, irrespective of whether the originator and the beneficiary are the same. This includes cash withdrawals.] 

Clarification of “purchase of goods or services”
[bookmark: _Hlk216863097]Card transactions that are for the purchase of goods or services may take advantage of the card exemption.  Such purchases must be from entities/individuals who are onboarded by the relevant FI or its sponsored entity to accept card payments following the required CDD in respect of such activity (Footnote 54 of INR.16[footnoteRef:45]).  In other words, purchases must be from merchants, as generally understood in the operating rules of card networks. [45:  Footnote of 54 of INR.16 ‘The purchase of goods or services refers to purchases from individuals/entities who are onboarded by the relevant financial institution to accept card payments following the required CDD in respect of such activity.’] 

Merchants should be understood as business entities, broadly defined to also include sole traders, that accept card payments from cardholders for one or more card schemes. A merchant has a contractual relationship with a “relevant financial institution” – i.e., an acquirer or its designee[footnoteRef:46] – to accept the scheme’s cards. This relationship can be direct or indirect[footnoteRef:47], such as via a payment aggregator or payment facilitator.  The acquirer, in turn, has its own contractual relationship with a card scheme, unless the card scheme acquires its own merchants directly. The merchant’s actual activity and location, as represented by the “relevant financial institution”, should correspond to that for which it was onboarded. [46:  It is possible for a merchant that sells goods or services to have a contractual relationship with a payment aggregator (or payment facilitator) and not with an acquirer.  This could be referred to as a “Sponsored Merchant Agreement”.]  [47:  In the card market, a significant number of individual/entities that sell goods or services are onboarded by acquirers through payment aggregators (or commonly referred to as payment facilitators). In the case that a payment aggregator/facilitator holds the direct merchant relationship, they are the obligated entity under R16.] 

Relevant clarifications
The card exemption does not apply when a credit or debit or prepaid card is used to effect a payment or value transfer that is not for the purchase of a good or service (e.g., a person-to-person transfer).  In the case of such transactions, the full requirements for domestic or cross-border payments or value transfers apply. 
The card exemption does not generally apply to card-funded transfers that are not for the purchase of goods or services (e.g., wallet top up).[footnoteRef:48] Card-funded transfers are subject to the full scope of R.16 requirements when both of the following conditions are met:  [48:  In line with the relevant provisions under R.16 applicable to ‘purchase of goods or services’ and the definition of ‘Payment(s) or value transfer’, it should be interpreted that the card transactions that used to move funds from the originator (cardholder) with a view to making an amount of funds to a beneficiary on behalf of the originator constitutes a person-to-person transfer except where the transactions are made solely for purchase of goods or services, even where the beneficiary and the originator are the same person.] 

· Funds are transferred to the account or wallet of storing values, and the transferred funds are not immediately credited to a merchant; and
· The transferred funds can be used for purposes other than the purchase of goods and services, such as person-to-person transfers or cash withdrawals, or the funds are drawn for onward person-to-person transfer.  


	Box 10.  Examples of card-funded transfers  
Case 1 (purchase of goods or services, the exemption applies): A card is used to transfer funds for the top up of a stored-value account or wallet offered by a merchant (e.g., shops, public transportation operator, media subscription). In this case, transferred funds will be credited to the merchant who provides goods or services, i.e., the funds are disposable only for the goods or services provided by the merchant. 
Case 2 (person-to-person transfer, the exemption does not apply): A card is used to transfer funds for the top-up of a stored-value account that can be subsequently used to effect person-to-person transfers. Such stored-value accounts are sometimes called “digital wallets” and are typically provided by a financial institution.
Case 3 (person-to-person transfer, the exemption does not apply): A card is used to fund a back-to-back-person-to-person transfer. For example, this would apply when an individual walks into an MVTS location and uses a debit card to fund a person-to-person transfer from that MVTS.


Other non-purchase transactions may exist within each card scheme’s operations. If financial institutions in a payment chain use intermediaries (e.g. aggregators/facilitators) to process their transactions, these FIs (issuer and acquirer) must ensure that their associated intermediaries have measures in place to guarantee the integrity and confidentiality of the information for each transaction.
6.2 [bookmark: _Toc233201686][bookmark: _Hlk216863485]Responsibilities in the payment chain
Key participants. Card payments are facilitated by two key intermediaries: the issuer, which provides the card to the cardholder and manages the account linked to the card, and the acquirer, which enables merchants to accept card payments. For R.16 purposes, card issuer and merchant acquirer should be considered FIs under the FATF Standards. Both operate under contractual agreements and adhere to uniform rules established by the card scheme operator. This structure is commonly referred to as an “open loop network” model, where cardholders can use their cards at any merchant that is connected to the network through an acquirer or through a payment aggregator (also known as payment facilitator) that may serve in a delegated function for an acquirer within a card network. A payment aggregator or facilitator enables merchants to accept card payments and contracts with an acquirer who retains responsibility for allowing merchants to access a card network. A sponsored issuer (also commonly referred to as a third-party issuer) issues payment cards, under a formal sponsorship agreement with a principal issuer of a major card network.
Card networks. Cards are issued under a card scheme (network) that establishes standardised message protocols, security measures, and other technical specifications to support domestic and cross-border processing. Overall, in a card transaction, the transfer of funds follows the scheme’s defined processes for authorisation, clearing, and settlement. These processes use a scheme-governed identifier (e.g., card number, PAN or its tokenised equivalent), regardless of the underlying technology used to initiate the payment (e.g., contact, contactless, online, payment application services, or digital wallets). Card payments are generally intermediated by issuers and acquirers, which have contractual relationships with cardholders and merchants, respectively, that operate according to standardised rules set by the scheme operator. Some card schemes, such as American Express and JCB, issue cards and acquire merchants directly.
The following diagram illustrates key participants of card transactions: 

[image: A diagram of a network

AI-generated content may be incorrect.]
R.16 establishes that the credit or debit or prepaid card number should accompany all transfers for the purchase of goods and services. Additionally, the name and location of the card issuing and merchant acquiring financial institution should be made available upon request. In this sense, the following indicates the information held by each participant in the card payment chain.
(1) Issuer – Retains all cardholder information for the cards it directly issues. Particularly, regarding their sponsored entities, issuers retain their name and location. Although they may not necessarily hold the information of their sponsored entities’ cardholders, issuers are responsible for ensuring the data quality, accuracy, and security of information of such entities. 
(2) Card network– has visibility on domestic and cross-border transactions with its cards processed within the network, as well as KYC information on issuers and acquirers.
(3) Acquirer– Retains all information related to the merchants it directly onboards. With respect to sponsored entities, acquirers retain their name and location. While the acquirer does not necessarily hold the information of the merchants serviced by its sponsored entities, it remains responsible for ensuring the data quality, accuracy, and security of the information pertaining to those entities.
(4) Payment facilitator (also known as payment aggregator)- retains all the merchant's information, inclusive of merchant location and merchant activity.
(5) Sponsored Issuer (or commonly referred to as Third-party Issuer) –retains all the cardholder's information.

6.2.1 Card number
[bookmark: _Hlk216863346]R.16 requires the card number (i.e. the Primary Account Number (PAN)) to accompany all transfers flowing from the card transaction.  This means that the full card number associated with the card used to make a given purchase should be included in all messages between issuers and acquirers (and their sponsored entities, like payment aggregators or issuers operating under a sponsored licence with another issuer) related to that purchase. For purposes of this Guidance, the term “card number” also includes tokens associated with a respective card number– i.e., tokenised card numbers.
Role of acquirers and issuers.  Both issuers and acquirers must make the card number information available for every transaction. This requirement applies both to traditional and tokenised card numbers which clearly associate with an issuing financial institution. 
Tokenised card numbers. Tokenised card numbers can be used to authorise transactions securely without exposing the cardholder’s information[footnoteRef:49]. In practice, a token represents a substitute for the original PAN that allows payment transactions to be conducted only within card payment systems that have the necessary authorisations to trace it back to the actual data. R.16 expects that card numbers can be used by competent authorities to trace transactions back to the cardholder where necessary. Tokenisation should not affect traceability of the card number to the issuing or acquiring FI, and tokenisation can be offered by either of these institutions to their respective cardholders or merchants. Issuers and acquirers that use tokenised card numbers are expected to be able to obtain the original card number from a tokenised one.  [49:  The card number is aligned with international standards. ISO 8583, an international standard for messaging card-based financial transaction uses a specific term to refer to the card number (Primary Account Number - PAN).] 

6.2.2 Name and location of issuer and acquirer
Entity identification. Competent authorities often have difficulties determining the parties involved in a given card transaction, particularly the identity of the cardholder.  
Cardholder information resides with the card issuing FI, so it is necessary to first identify the issuer before obtaining cardholder information by issuing a subpoena or other means (likewise with acquirers). It may not be apparent from transaction data which FI issued the card, or which FI holds the account relationship with the merchant.
Requirement. R.16 requires the name and location of the card issuing and merchant acquiring financial institutions to be made available upon request for purchases of goods or services using a credit, debit, or prepaid card (paragraph 16 of INR.16).  It specifies that this information should be made available to all other FIs in the payment chain and through them to competent authorities, and that information should be available in a timely manner (Footnotes 55 and 56 of FATF Standards).  This information should make it possible for appropriate law enforcement and/or prosecutorial authorities, financial intelligence units, and FIs involved in the payment chain to identify which FIs are in possession of the full cardholder and full merchant information, and in which countries those institutions are located (Footnote 55 of FATF Standards). Under these provisions, FIs involved in a card transaction have an obligation to provide the name and location of the issuer and/or acquirer to competent authorities or other financial institutions involved in the transaction.  This information should indicate the financial institution that actually holds the full cardholder or full merchant information.  In situations in which issuers or acquirers sponsor other entities to issue cards or onboard merchants, the sponsoring entities should indicate the sponsored entity that onboarded the cardholder or merchant and has their full information.
The Bank Identification Number (BIN), part of the PAN, uniquely identifies the issuer. Nevertheless, the official BIN directories maintained by card networks are not publicly available.  Furthermore, identification of the relevant FIs can be further complicated by BIN sponsorship and merchant sponsorship arrangements, whereby the issuer and acquirer indicated by the BIN and transaction message data are not the entities that have direct relationships with the cardholder and merchant, respectively. In such cases, it is necessary that, upon receiving a request for information, additional steps are taken to identify the entities that have a direct relationship with the cardholder or the merchant.  So, for example, if a Payment Service Provider (PSP) (e.g., a non-bank FI) issues cards under a BIN sponsorship arrangement with a bank, where the bank is a member of the card scheme and the PSP is the entity that has onboarded the cardholder, the information should indicate the name and location of the PSP, and not the sponsoring bank.  Likewise, if a merchant goes through a payment facilitator to accept card payments, where the facilitator in turn has an account at an acquirer that is a member of the card scheme, the information should indicate the entity that has onboarded the merchant and is in possession of the full merchant information. In these cases, the sponsoring entities, upon receiving a request from competent authorities, should indicate the sponsored entity that onboarded the cardholder or the merchant and holds their full information.
[bookmark: _Hlk216863394]Role of card networks. When processing a card transaction, card networks must always include the card number, and provide, when requested by a financial institution or an authority through the respective financial institution, the name and location of the issuer or acquiring entity, in a legible format (encrypted or not). It is expected that card schemes, or networks, will likely need to play a role in facilitating access to issuer and acquirer information, as they have registered information on issuers and acquirers – their customers – per the completed KYC processes and already play a central role in transmitting messages between issuers and acquirers.  There are many different potential solutions, such as scheme-operated BIN search mechanisms or Application Programming Interfaces (APIs), and this Guidance does not seek to be prescriptive in this matter. This paragraph should be read in conjunction with the dedicated PMI section in Chapter 4. 
Illustrative Example: Law enforcement authorities in Country A obtain card-transaction data from a merchant indicating suspicious activity (e.g. fraud). The authorities take this data to the merchant acquirer or the entity sponsored by the acquirer (e.g., payment facilitator) and request the name and location of the issuer, which holds the account for the cardholder that conducted the transactions. If the acquirer or the sponsored entity has this information in its transaction records already, it can provide it directly.  If not, it would request this information through the card scheme, which would provide it to the acquirer, which in turn would provide it to the competent authorities. Card networks should consider revising scheme rules that do not provide the function of supporting such information sharing. 
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[bookmark: _Hlk224560295]

[bookmark: _Toc233201687][bookmark: _Hlk217396200]Chapter 7. Cross-border cash withdrawals 
7.1 [bookmark: _Hlk216863830][bookmark: _Toc233201688] Rationale for differentiated obligations for cross-border cash withdrawals
To combat financial crime, it is important that law enforcement can determine the identity of the cardholder that conducted the transactions.  A review of case studies showed a concentration of illicit finance typologies in cross-border cash withdrawals.  Therefore, R.16 applies targeted requirements to this category of card transactions, which are not covered by the full requirements applicable to other payments or value transfers. 
7.2 [bookmark: _Hlk216863671][bookmark: _Toc233201689] AML/CFT challenges associated with cross-border cash withdrawals.
The lack of systematic and efficient access to cardholder information by law enforcement in the jurisdiction where the cash withdrawal took place poses challenges for the FIs and jurisdictions concerned. An FI that facilitated the cross-border cash withdrawal is currently not able to identify the cardholder initiating the withdrawal. For example, if a competent authority requires information pertaining to a cross-border cash-withdrawal transaction, they need to make multiple requests to foreign counterpart authorities to identify the parties and the financial flows involved. This situation can obstruct the investigation and prosecution, making them much slower than they would be if basic information on the cardholder were made available swiftly in the jurisdiction where the transaction took place. The following case example illustrates challenges in the context of cross-border cash withdrawal.
Box 11.
Case example
· Person X, who resides in country A, opens one or more accounts in countries B and C, deposits funds, and is issued payment card(s). 
· Person X returns to their home country A. 
· Person X uses payment card(s) (issued in countries B and C) to make frequent or large cash withdrawals at Automated Teller Machines (ATMs) in home country A. 
· No information on the identity of the cardholder is available to financial institutions in country A. Cardholder information is available only to the card issuers in countries B and C. 
· Information about person X's activity is fragmented, preventing the detection of illicit activity. Person X could therefore circumvent domestic AML/CFT controls by financial institutions and authorities in country A. A lack of transparency in these activities also prevents law enforcement authorities from accessing information when necessary to trace transactions.
7.3 [bookmark: _Toc233201690] Information requirements for cash withdrawals.
Domestic cash withdrawal requirements. The only information required for domestic cash withdrawals is the account number or card number.  This applies for traditional and tokenised card numbers as indicated in Chapter 6 of this Guidance.
Cross-border cash withdrawal requirements. For cross-border cash withdrawals made using a credit, debit, or prepaid card, where cash is withdrawn from an entity other than the card issuer, the following requirements apply:
(a) The card number should accompany the cash withdrawal; [footnoteRef:50] and [50:  Practically, ‘The card number should accompany’ means that the card number should be transmitted to acquiring FIs in all transactions of cross-border cash withdrawals. This is equivalent to the R.16 requirements applied to card payments for purchase of goods or services and domestic cash withdrawal transactions. ] 

(b) The name of the cardholder should be sent to the acquiring entities upon request, within three business days of receiving the request.
Same institution exception.  As explained above, the rationale of the requirements for cross-border cash withdrawals is the underlying challenges competent authorities face in obtaining the information on the cardholder withdrawing cash outside of the cardholder’s jurisdiction. That said, the requirements for cross-border cash withdrawals can be exempted in certain circumstances. The requirements do not apply to the withdrawals from ATMs operated by the same financial institution where the account is held, provided that the card number and cardholder’s name are shareable between branches and subsidiaries under group-wide policies and procedures (footnote 57 of FATF Standards). This must ensure the equivalent effect of information access for cross-border cash withdrawals outside a group, i.e., the name of the cardholder should be accessible within three business days upon request by competent authorities. 
Roles each entity must play. A request for cardholder name should be directed to the issuer, which has the customer relationship with the cardholder. The acquiring entity should make the request, either on its own behalf or on behalf of a competent authority that has requested this information. Requests should be made when further information is required due to suspicious activity or law enforcement investigations. Acquirers should indicate the purpose of their request to issuers. In ATM cash withdrawals, acquiring (beneficiary) FIs should be understood as the FIs servicing or sponsoring the ATM where cash was withdrawn. An ATM operator that provides acquiring (beneficiary) FIs solely with machines or support systems is not required to receive cardholder information. Issuers must send the cardholder’s name to the acquirer within three business days of receiving the request. The acquirer is only expected to use the information received for the purpose specified in the request: R.16 does not require the acquirer to perform any additional actions, such as sanctions screening, enhanced due diligence, or further investigation, based on the disclosed data. R.16 obligations rest with the FIs involved in the card payment chain, not with the merchant. Under R.16, a merchant is not expected to receive cardholder information nor play a role in providing cardholder information to the acquiring FI or competent authorities. 
Types of transactions. These requirements apply to cash withdrawals, which refer to transactions in which a cardholder accesses cash using a payment card, including via an ATM and cash-back transactions from a merchant. The requirements apply independently of the amount of the transaction.
Expected role of card networks. While R.16 only places requirements on obliged entities, it is expected that card schemes will play a significant role in facilitating the transmission of cardholder information between issuers and acquirers. Bilateral arrangements between issuers and acquirers, absent coordination through card schemes, would likely be prohibitively costly and largely ineffective. This Guidance does not aim to be prescriptive about what such a technical solution should look like.
Handling cardholder information. Ensuring appropriate data protection mechanisms of cardholder information is critical at each stage of processing by participating FIs, card networks, and competent authorities. To prevent data theft of cardholder information, particularly cardholder name, secure data transmission and storage systems are key.   
When safeguarding any cardholder information subject to R.16, acquirers must comply with local data protection and privacy laws and regulations, as well as with the specific international card network rules for handling sensitive information. (See Chapter 9 for more details)
Acquirers should take precautions to safeguard any cardholder information they receive, consistent with industry security standards such as Payment Card Industry (PCI) standards for card numbers when storing, processing or transmitting cardholder data.  This could include segregating card number and cardholder name in transaction records.
In addition, competent authorities that request and receive cardholder data play a key role in protecting this data.  They should manage information in line with relevant DPP frameworks, for example by implementing the PCI Data Security Standard (DSS) and/or other applicable DPP rules governing the handling, use, and safeguarding of such information.
The card issuing institution is responsible for the quality and accuracy of the cardholder information it transmits in response to requests from acquirers.  Card schemes that do not have a direct relationship with the cardholder, while likely playing a key role in the transmission of such information, are not responsible for its quality or accuracy.



[bookmark: _Toc233201691]Chapter 8. Application of R.16 to methods of payment or value transfers 
[bookmark: _Toc233201692]8.1   	Guiding principles
This chapter aims to clarify the application of R.16 to selected payment methods that are increasingly relevant in modern payments, including instant payments, digital wallets, and mobile money. It does not create separate rules for the payment methods covered here and should be read together with other chapters, particularly Chapter 4 (payment chain), Chapter 5 (information requirements), Chapter 9 (data protection and privacy), and Chapter 10 (alignment checks). These methods remain subject to the full R.16 requirements, even when used for purchases of goods or services. Examples in this Chapter are illustrative and not exhaustive.
Design choices intended to improve speed, user experience, or interoperability, such as the use of proxy identifiers, or aliases, do not remove or replace R.16 obligations. Where such features are used, systems should incorporate mechanisms to ensure that required information accompanies the payment message and is available to downstream FIs and authorities. The application of R.16 should be assessed based on the role performed by the relevant FI in the payment chain for the specific transfer.
[bookmark: _Toc233201693]8.2	Applicability to Instant Payments
8.2.1    Defining Instant Payment Systems 
For the purposes of this chapter, this guidance aligns with the terminology developed by the BIS-CPMI[footnoteRef:51] and the terms instant, fast, and real-time are used interchangeably.  In this context, instant payments are payments in which the transmission of the payment message and the availability of funds to the payee occur in real time or near-real time on as near to a 24-hours-per-day and seven-days-per-week basis as possible. Issues covered in this section, such as the use of proxies, may also be common in other payment methods. [51:  CPMI-BIS November 2016 – “Fast Payments – Enhancing the speed and availability of retail payments”] 

8.2.2 	Key considerations in the application of R.16 to instant payments
Use of Proxy Identifiers Instead of Account Numbers
In many digital payments, identifiers such as mobile numbers, virtual payment addresses (VPAs),[footnoteRef:52] aliases, or tokens are increasingly used to improve customer convenience and interoperability. While these proxies are effective for transaction routing and user experience, they may not always satisfy the requirement for transmitting the names of the originator and beneficiary. These challenges can be addressed by resolving proxy identifiers upstream, that is, translating them into the underlying account and customer name information, so that the required information accompanies the payment message. [52:  VPAs are unique identifiers that serve as the user’s identity when using a service.  ] 


	Box 12.  Ensuring transparency in proxy identifiers

India
In the Unified Payments Interface (UPI), proxy identifiers are resolved before the payment message is generated and the customer data (account number, name, and other identifiers) is included in the message. This ensures that proxies do not replace required originator and beneficiary information and preserves traceability for downstream financial institutions.

European Union
Payment solutions using euro instant credit transfers with proxy identifiers (e.g., phone numbers) process transactions under the SCT Inst scheme rules. As per the scheme rules, the mandatory originator and beneficiary information must be included in the payment message regardless of whether proxy identifiers are used to initiate the transaction.

Hong Kong, China
The Faster Payment System (FPS) provides an addressing service which allows users to represent a bank account number using proxy identifiers (e.g. mobile phone numbers, email addresses or unique identifiers assigned by FPS).  A payer can initiate a credit transfer request by inputting the payee’s proxy identifier, and then the FPS provides the payee’s masked account name for confirmation by the payer. When completing the credit transfer, all required originator and beneficiary information is included in the payment message.    




Capacity to transmit all relevant data
Certain instant payment systems, such as those built for domestic payments, were originally engineered to prioritise speed and low latency, relying on fixed-length or proprietary message formats with limited data fields. While effective for high-volume real-time processing, such designs may lack the capacity to transmit the structured originator and beneficiary information required under the revised R.16 (e.g., supporting all the required data fields). This is particularly relevant in situations such as when domestic instant payment systems are used to complete the last-mile leg of cross-border payments (see Section 4.6 on Payment Market Infrastructures).
Jurisdictions should address such fragmentation risks by embedding interoperability and data integrity requirements at the design and governance stage of instant payment systems.
	Box 13.  Case study – Ensuring sufficient data carry capacity by design

India’s UPI uses a native messaging format designed for rapid processing and operational flexibility. To support enhanced data requirements and cross-border interoperability, structured mapping mechanisms translate UPI data elements into ISO-aligned formats when messages interface with ISO 20022-native systems. 
Source: India


 
Verification of beneficiary information
The revised R.16 requires beneficiary FIs to take reasonable measures to verify beneficiary identity (paragraph 29 of INR.16) and to detect misdirected or potentially suspicious payments, including through alignment checks (paragraph 30 of INR.16). In instant payment environments, implementing these controls without creating undue transaction friction is therefore a key consideration. The speed and irrevocable nature of instant payments highlight the materiality of this challenge: once executed, a misdirected or fraudulent payment may be difficult or impossible to recover within seconds. In this context, pre-validation checks, such as confirmation or verification of payee, or real or near-real time transaction monitoring may be particularly well-suited, as they can mitigate the risks arising from instant payments by detecting misalignments before execution (see Chapter 10). This underlines the importance of embedding adequate risk mitigation measures in instant payment systems to balance speed, cost and safety. 
	Box 14.  Embedding real-time verification and controls in instant payments

India
In India’s UPI, FIs have adopted different approaches to support beneficiary verification and alignment checks in real-time environments, including:
· integrating AML/CFT and fraud-monitoring tools directly into transaction-processing flows, enabling automated checks without delaying execution; and
· relying on pre-existing customer due diligence and account-based controls to ensure that payment identifiers are reliably linked to verified customers.



[bookmark: _Toc233201694][bookmark: _Hlk225157190]8.3 Digital wallets payments
8.3.1 Introduction and scope
For the purposes of this guidance, a digital wallet (also referred to as an electronic wallet or e-wallet and involving forms of e-money) is an application or service that electronically stores monetary value (excluding virtual asset–related instruments) and enables payment or value-transfer functions (e.g., PayPal, Alipay). Digital wallets may also offer technical services that allow users to make pass‑through payments using their bank accounts (e.g., Wero, Bizum) or payment cards (e.g., Google Pay or Apple Pay). 
Digital wallets differ in how they hold, route, or intermediate funds. These may include:
a) transactions funded directly from linked payment methods (such as bank accounts or payment cards);
b) transactions executed from balances stored by the wallet provider; or
c) transactions involving separate funding and payment stages.
Digital wallets may support transfers between accounts maintained by the same wallet provider (intra-wallet transfers) or between accounts maintained by different wallet providers (inter-wallet transfers). 
This section illustrates how R.16 obligations should be interpreted in common transaction structures. It should be read together with Chapter 4 on payment chain. For the purposes of R.16, the relevant distinction may not be the wallet as a product, but how a specific payment or value transfer is executed and the role of the wallet provider in it. In practice, and depending on the specific transaction structure, wallet providers may be acting as FIs (stored value or staged wallets) or technical service providers (pass-through wallets).

	Box 15. Case study – ensuring proxy transparency in wallet payments or value transfers 
The industry has established coding rules for digital wallet accounts, where specific digits in the account number represent elements such as country, currency, and institution. When initiating inter-wallet transfers, wallet providers need to transmit the originator’s account number. For intra-wallet transfers - that is, transfers between two customers holding accounts with the same wallet provider - proxy identifiers (e.g. email addresses or mobile phone numbers) are used in the initiation of transfers. Wallet providers internally map these proxy identifiers to the corresponding account numbers.
Source: China


8.3.2. Key principles for applying R.16 obligations to different digital wallet arrangements
Digital wallet arrangements should be assessed based on the role of each actor in the payment chain, rather than by reference to specific wallet types. Consistent with the payment chain definition, the key determinant is the FI that receives the payment instruction from the originator (including wallet providers, where they perform FI functions).
The ordering FI is the entity that receives a payment instruction and initiates (i.e., executes) the transfer. Where a wallet provider only provides technical services, such as securely transmitting an instruction on behalf of the customer, another FI receives and executes the payment instruction from the underlying customer account or card. That FI should be considered the ordering FI. 
Where the wallet provider itself receives the payment instruction and executes the transfer, the wallet provider should be considered the ordering FI. This applies in two scenarios:
a. where the wallet provider holds the underlying funds and executes the payment from its own balance; and 
b. where the wallet provider initiates the transaction by drawing funds directly from a linked account or payment instrument held at another FI. 
In both cases, the key consideration is the entity that receives and acts on a payment instruction, irrespective of whether funds are drawn from an existing balance or from a card or an account issued/held at another FI (e.g., a card issuer or an FI holding a linked bank account).[footnoteRef:53]  [53:  See ch. 4 section 4.6 for general guidance on the application of the origin of funds requirements] 

Another key consideration in a digital wallet arrangement is whether the wallet provider, acting as an FI, executes one or more transactions on the basis of a single customer instruction or multiple distinct customer instructions.
Where a single customer instruction triggers separate funding and payment legs, two payment chains generally arise under R.16 with origin-of-funds requirements potentially applying to the second chain. The exception is where an entity acts solely as a technical pass-through, conveying the instruction to the executing FI without generating a new instruction: in that case, a single chain applies. Where the underlying method may be a payment card, the applicable framework will be the same as if the purchase of goods or services had been effected directly with the card. Where a customer first funds a stored-value wallet and subsequently initiates a separate transfer from that balance, each leg constitutes a distinct payment chain. R.16 obligations apply independently to each leg, and there is no requirement to carry information forward from the first chain into the second.
 8.3.3 Transfers within or between wallet providers 
On intra-wallet and inter-wallet transfers:
a. Where both the originator and beneficiary balances are held by the same FI in the same jurisdiction, the required originator and beneficiary information is already held by that FI. In such cases, the information does not need to be transmitted with the transfer but must remain available to competent authorities in accordance with R.16.
b. Where a transfer occurs between accounts maintained by different wallet providers, the FIs involved should ensure that the required originator and beneficiary information is transmitted along the payment chain in accordance with R.16 (including wallet-to-bank and bank-to-wallet transfers).
[bookmark: _Toc233201695]8.4 Mobile Money payments
8.4.1 Definitions
This section aligns with the definitions used in the IMF Financial Access Survey and the relevant industry guidelines (e.g., GSMA).[footnoteRef:54] Mobile money is a payment service offered by a mobile network operator or partner entity, or independent entities that provide similar services, through which customers store and transfer value using balances stored in mobile money accounts and accessed via a mobile phone (e.g., M-Pesa, Orange Money, MTN Mobile Money, GCash, Tigo Money). Agents such as local retail stores typically facilitate account registration and cash-in and cash-out transactions. [54:  IMF’s Financial Access Survey Guidelines and Manual (2019); and GSMA Glossary.] 

8.4.2 Key considerations in the application of R.16 to mobile money payments
 R.16 requirements apply to mobile money transactions in the same way as to other methods of payment or value transfer. Mobile money systems should be able to transmit or reliably associate the required originator and beneficiary information. [footnoteRef:55] [55:  IN.R1 §2: countries may also, in limited circumstances and where there is an assessed low risk of money laundering and terrorist financing, decide not to apply certain recommendations to a particular type of financial institution or activity. This flexibility is narrow and does not exempt jurisdictions from the obligation to ensure that mobile money systems can support R.16 requirements more broadly.] 

Some mobile money arrangements rely on communication channels such as USSD (Unstructured Supplementary Service Data) or SMS (Short Message Service) to initiate transactions. These channels are designed for basic messaging and may not support the transmission of fully structured payment data within the transaction message. Transactions may therefore be initiated using identifiers such as mobile phone numbers acting as proxy identifiers. In such cases, the proxy identifier should be resolved upstream by adding the required originator and beneficiary information collected through CDD,[footnoteRef:56] before the payment message is transmitted through other channels. During the transition period, supervisors should support mobile money operators with dedicated guidance on how to implement R.16 requirements, including on the use of available simplified measures (e.g., fallback measures, alternative verification methods) or the implementation of alignment checks (see Chapter 10 for more information).  [56:  Due to the geographical scope and client base of mobile money systems, often operating in low documentation contexts, the full set of R.16 information may not be easily available or verifiable (e.g., tiered CDD accounts - inability of full date of birth or address information). In addition, mobile money systems often rely on agent-based onboarding, which could lead to a variability in the quality and completeness of customer information.] 

In a domestic context, R.16 allows required information to be made available by other means. Mobile money arrangements that transmit only an identifier (e.g. a phone number)[footnoteRef:57] may therefore be consistent with R.16 where the required information is automatically and reliably linked to that identifier and can be made available without delay to the beneficiary institution and competent authorities. Where the originator and beneficiary wallets are held by the same FI in the same jurisdiction, the required information does not need to be transmitted with the transfer, but should remain available to competent authorities as required by R.16. Relevant cross-border requirements, including any relevant de minimis thresholds, will apply to cross-border payments or value transfers.  [57:  In many mobile money systems, the telephone number functions as the unique wallet identifier, comparable to an account number in traditional banking systems.] 


	


[bookmark: _Toc233201696]Chapter 9. Data protection and privacy (DPP) considerations
9.1 [bookmark: _Toc219998265][bookmark: _Toc233201697]Basis for the collection, processing and transmission of information under R.16
[bookmark: _Hlk225763568]R.16 requires obliged entities to collect and transmit originator and beneficiary information. Because this information often includes personal data,[footnoteRef:58] its processing must comply with DPP frameworks in a manner consistent with the objectives of R.16 implementation. These objectives must be met in a way that is compatible with the DPP principles listed below and without unintended consequences for DPP. DPP considerations are particularly relevant to: (i) the collection and cross-border transmission of originator and beneficiary information required under R.16; (ii) the cross-border cash withdrawal requirement; and (iii) the sharing of card issuer and acquirer information upon request. Jurisdictions are expected to review existing DPP frameworks where needed to support the AML/CFT/CPF objectives of R.16. [58:  The term “personal data,” also referred to as “personally identifiable information” or “PII,” is broadly defined in most legal frameworks. The National Institute of Standards and Technology (NIST) defines personal data as “[i]nformation that can be used to distinguish or trace an individual’s identity, either alone or when combined with other information that is linked or linkable to a specific individual.” NIST SP 800-37, Rev. 2, at 102. Similarly, the EU General Data Protection Regulation defines “personal data” as “any information relating to an identified or identifiable natural person...; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.” GDPR, Art. 4(1).] 

The following are key conditions for how personal data should be lawfully collected, processed, transmitted, stored and protected:
a) [bookmark: _Hlk216342395]Lawfulness: FIs collect, process, and transmit personal data to pursue public interest objectives of AML/CFT/CPF in accordance with R.16 obligations established in domestic law. These objectives underpin the requirement that specific information accompany a payment or value transfer and provide the legal basis for processing such data. Jurisdictions are expected to ensure alignment between AML/CFT/CPF and data protection frameworks and promote coordination between relevant authorities to provide clear and consistent guidance.
b) Effective and efficient transaction processing: Collecting, processing, and transmitting personal data under R.16 facilitates a transaction requested or initiated by the originator, and supports FIs in  transaction monitoring, TFS screening, and identification of discrepancies that may indicate misdirection, error, or suspicious activity (e.g., fraud). The transmission of structured data along the payment chains also facilitates timely access by competent authorities, notably FIUs and law enforcement authorities, in line with applicable legal frameworks.
9.2 [bookmark: _Toc219998266][bookmark: _Toc233201698] Key principles 
[bookmark: _Toc219998267]Data minimisation: R.16 limits the required personal data to those elements essential for AML/CFT/CPF compliance, as set out in Chapter 5 of this guidance[footnoteRef:59]. R.16 does not require the collection or transmission of additional personal data beyond what is necessary to meet these objectives. [59:  For instance, in the two public consultations carried out during the R.16 revisions (2024 and 2025), stakeholder feedback noted that including date of birth in payment messages can improve the treatment of transaction-screening alerts. This helps distinguish designated persons from customers with similar names, reduces false positives and manual reviews, and can therefore support both effective TFS implementation and proportional use of personal data.] 

Proportionality: R.16 only requires processing of personal data that is relevant and proportionate to the intended transaction and AML/CFT/CPF purposes, and not excessive in relation to those purposes. It also applies differentiated requirements depending on the type and value of the transaction. Fallback options (e.g. simplified address requirements or the use of a year of birth in specific circumstances) and the applicable de minimis thresholds are integrated into these differentiated requirements and should be reflected in a domestic regulatory framework. Countries should ensure that domestic laws and supervisory expectations:
· recognise and permit the use of these fallback provisions, which are as necessary, relevant, and reasonable as the initial requirements; and
· ensure that DPP frameworks do not inadvertently restrict their application, particularly in low-capacity countries or cross-border payment chains involving multiple jurisdictions.
Data accuracy: AML/CFT/CPF obligations under the FATF Standards require FIs to ensure that personal data collected, transmitted and stored in compliance with R.16 is accurate, complete and kept as up to date as necessary for the purposes of the processing. CDD processes under R.10 complement R.16 duties in this regard. Accurate and structured personal data reduces operational errors, false positives, misdirected transactions, and suspicious transactions, notably fraud. It also supports effective AML/CFT/CPF monitoring and is essential for speeding up FIUs’ and law enforcement authorities’ investigations and disrupting illicit activity. When individuals identify errors in information maintained about them, FIs should correct such errors following appropriate procedures for accuracy in recordkeeping.
Auditing and Record Keeping: FIs should establish effective methods of demonstrating the lawfulness of their processing of personal data, including through the use of logs containing the purposes of transactions and processing operations related to a payment, as well as other forms of records. FIs should also establish specific retention periods for records containing personal data, the object of which is to ensure that personal data is retained for the period required by applicable law, and not retained for longer than is necessary and appropriate. Such retention periods should take into account the purposes of processing, legal requirements, the nature of the data and the authority processing it, the impact on the relevant rights and interests of affected persons, and domestic legal requirements.
Transparency: FIs should ensure that individuals are notified about the processing of their personal data, as required by law, typically including: 
· purposes of processing of such data; 
· purposes for which the data may be shared with other entities, including public authorities; 
· laws or rules under which such processing takes place; and
· any rights of access, correction or rectification, and redress that may be available.

9.3 [bookmark: _Toc233201699] Transposition of R.16 requirements into domestic regulation
For the effective implementation of R.16, countries should establish, in domestic law, the legal basis, scope and conditions under which FIs may collect, process, transmit, and store the personal data required to accompany payments and value transfers. 
Gap analyses between AML/CFT/CPF and DPP frameworks can help identify inconsistencies or legal uncertainty at an early stage and support smooth implementation of the revised R.16 requirements. To achieve alignment between both frameworks and better enable FIs to comply without conflict, domestic frameworks should consider: 
· Establishing a clear lawful basis for the processing of personal data required under R.16, where such processing is necessary to comply with a legal or contractual obligation.
· Specifying the types of personal data elements that FIs are required to collect, transmit and store under R.16, in line with the Standards, and explicitly recognising the use of fallback options where permitted.
· Clarifying the use of “availability by other means” for domestic transfers, ensuring that DPP rules do not unintentionally prevent FIs from making required information available within the timelines set out in R.16.
· Establishing a clear basis for the cross-border transfer of personal data between FIs and competent authorities for AML/CFT/CPF purposes.
· Setting up appropriate administrative, technical, and physical safeguards to protect personal data processed, transmitted or stored under R.16, by aligning with the applicable storage periods, against unauthorised access, data breach or data theft, including against cyber and data-security risks, in line with domestic legal frameworks.
In implementing the above, AML/CFT/CPF and DPP authorities should coordinate closely to provide clear, consistent expectations to FIs and avoid conflicting interpretations. These expectations should draw on the experience gained through the transmission of data under the current R.16. However, FIs may encounter situations where DPP requirements in a destination jurisdiction create uncertainty about the transmission of specific R.16-required data elements, or where implementation of the R.16 data transmission requirements is uneven during the transition period to 2030. 
Many DPP frameworks impose restrictions on cross-border transfers of personal data to ensure that appropriate DPP safeguards apply to the data in transmission, use, and storage, wherever the data is transferred.[footnoteRef:60] In some frameworks, a data protection authority may assess whether a recipient country's DPP laws adequately protect personal data, referred to as a finding of adequacy or equivalence. Where a country has not been deemed “adequate,” some frameworks allow safeguards to be implemented through contracts between private entities, such as the originating FI, any intermediate processors, and the beneficiary FI. Other mechanisms may also be available to ensure that appropriate safeguards accompany the personal data. [60:  Some jurisdictions have established data localization rules that severely restrict cross-border transfers, which can result in fragmentation of financial services.] 

To reinforce the legal basis for transferring personal data, countries should clearly articulate in domestic rules, regulations and guidance that transfers of personal data for AML/CFT/CPF purposes are required under applicable laws for law enforcement and national security purposes and constitute transfers in the public interest, which can provide an exception to certain transfer restrictions in some legal frameworks. This will assist FIs in having a clear basis for transmitting R.16-required data cross-border. 
In cases where uncertainty persists, jurisdictions should ensure that AML/CFT/CPF and DPP authorities engage proactively to identify and resolve conflicts between R.16 obligations and domestic DPP frameworks, including through coordination with counterpart authorities in other jurisdictions where needed. Authorities should recognise that R.16 obligations require specific information types, and often personal data, regardless of the destination jurisdiction.
Where DPP frameworks in the destination jurisdiction are less developed, this increases rather than reduces the importance of applying robust safeguards on the sending side. Practical measures include: transmitting only the data elements required under R.16 and no more; including data protection clauses in the relevant agreements with receiving FIs; limiting use of transmitted data to AML/CFT/CPF purposes; and maintaining audit trails of what data was transmitted, to whom, and when. FIs should seek guidance from their competent authorities where specific conflicts between R.16 obligations and applicable DPP rules persist.

	Box 16. – Example of national implementation of DPP and R.16 requirements

The European Union
Regulation (EU) 2016/679 on general data protection (GDPR) sets out rules on the protection of natural persons with regard to the processing of personal data and the free movement of such data. It establishes requirements concerning, among others, the lawfulness of processing, conditions for consent, the processing of special categories of personal data, the rights of data subjects, and the responsibilities of controllers and processors, including data minimisation, data protection by design and by default, and security of personal data. Under the GDPR, safeguards for the sharing of personal data apply regardless of the transmission channel, including both the transmission of personal data through payment messages and the provision of such data upon request.

In parallel, the EU has transposed the substance of the previous Recommendation 16 through its Regulation on information accompanying transfers of funds and certain crypto-assets (Transfer of Funds Regulation). Article 25 of the TFR clarifies that the processing of personal data under that Regulation is subject to the GDPR, thereby providing legal certainty to financial institutions on the interaction between AML/CFT obligations and data-protection requirements. Prior to the adoption of the TFR, the European Data Protection Supervisor was consulted.

In the case of a data breach, the GDPR provides that the data controller shall be immediately informed, and if the breach meets certain thresholds, the competent data protection authority shall also be informed.




Countries and financial institutions should ensure that the safeguards described above are applied consistently across payment chains. In practice, this may include ensuring purpose limitation for AML/CFT/CPF objectives, maintaining confidentiality and security of personal data during transmission and storage, applying appropriate technical and organisational safeguards, and ensuring retention and cross-border data transfers are handled in line with domestic legal frameworks and Recommendation 11.
	Box 17. – Examples of mechanisms for cross-border transfers of personal data and associated safeguards

Joint agreement between countries (adequacy decision)[footnoteRef:61] [61:  US and EU Approve Framework for Personal Data Transfer] 

The US and the EU have settled on a framework for transfers of personal data. The so-called “EU-US Data Privacy Framework” provides individuals with safeguards and redress mechanisms protecting transfers of their personal data from the EU to participating US companies and to US government agencies who may access personal data for law enforcement or national security purposes.  

Contractual arrangement: EU Binding Corporate Rules (BCR)[footnoteRef:62] [62:  EU Binding Corporate Rules] 

The EU’s BCRs set out the general data protection principles and enforceable rights needed to ensure appropriate safeguards for intragroup data transfers. EU companies must submit BCR for approval to the DPP competent authority. The EU maintains a list of the BCRs approved. Contractual arrangements of this kind assist in the implementation of safeguards.




	Box 18. – Security in information sharing channels
SWIFT implements mandatory security controls through its Customer Security Control Framework (CSCF), based on international standards (NIST, ISO 27000, PCI-DSS). These include end-to-end encryption and mandatory attestation processes. Such measures illustrate the type of robust safeguards expected when personal data accompanies payment messages cross-border.

With the increasing popularity of control mapping, organisations that implement security standards frameworks such as NIST Cybersecurity Framework 2.0 or ISO 27001:2022 are able to demonstrate how their security controls align with, or map to, controls in other security standards.  This alignment makes it significantly easier for an organisation to certify their compliance with another organization’s requirements, compared to the adoption of security standards without international recognition. 

FIs that utilise internal assessors to assist their organisations in achieving and maintaining certifications under one of these frameworks may reduce the risk of unfavourable audit findings from a required external auditor.



9.4 [bookmark: _Toc219998270][bookmark: _Toc233201700] Information security expectations and higher-risk data elements 
FIs should implement appropriate administrative, technical, and physical controls to ensure the security and confidentiality of personal data and protect against threats or hazards, including accidental or unlawful destruction, accidental loss, and unauthorised disclosure, alteration, access, or other processing. 
Certain categories of personal data required or permitted under R.16 may present heightened DPP risks if compromised, particularly when combined with other data elements. These may include unique official identifiers, account numbers, address information, and date of birth.
Countries and FIs should recognise that higher-risk data elements may warrant stronger safeguards, commensurate with their sensitivity and potential misuse, while avoiding prescriptive or technology-specific requirements. Appropriate measures may include enhanced access controls, heightened encryption or other security measures in transmission and storage, logging of access, and proportionate retention policies aligned with Recommendation 11.
Where such data elements are collected or transmitted solely for AML/CFT/CPF purposes, frameworks should ensure that appropriate safeguards apply throughout the payment chain, including where R.16 information is processed by entities other than FIs, such as technical or ICT service providers operating systems on behalf of FIs. Where FIs rely on such third-party providers, contractual arrangements should require those providers to implement relevant safeguards.
FIs are encouraged to explore the use of privacy-enhancing techniques (PETs), where appropriate and consistent with R.16 obligations, to support more effective safeguarding while limiting unnecessary data exposure. Such approaches are illustrative and non-prescriptive.[footnoteRef:63] PETs are one tool that can help safeguard the confidentiality of information; however, the use of PETs alone will not satisfy the need for other robust data protection and privacy protections. PETs must be implemented within a larger framework for protecting personal data and privacy. [63:  See, Financial Action Task Force, (2022), Partnering in the Fight Against Financial Crime: Data Protection, Technology and Private Sector Information Sharing, https://www.fatf-gafi.org/en/publications/Digitaltransformation/Partnering-in-the-fight-against-financial-crime.html. ] 

FIs, regardless of size, have a significantly challenging data breach response environment that requires continuous monitoring of applicable laws, regulations, and guidelines. FIs seeking guidance on how to deploy their breach response resources most strategically are encouraged to consult recent publications, such as NIST SP 800-61 Rev. 3.
FIs should also evaluate whether their breach response processes sufficiently address challenges specific to FIs, including:
· Loss of Suspicious Transaction Reports (STR);[footnoteRef:64] [64:  FATF Guidance - Private Sector Information Sharing (2017) https://www.fatf-gafi.org/en/publications/Fatfgeneral/Guidance-information-sharing.html] 

· Detecting anomalous customer behaviour or changes to customer information;[footnoteRef:65] and [65:  Data breaches and AML/CTF considerations – AUSTRAC. https://www.austrac.gov.au/industry-and-business/obligations-and-guidance/additional-guidance/data-breaches-and-amlctf-considerations#mitigate-and-manage-ongoing-customer-risks] 

· Adequate coordination between breach response and fraud detection functions.
9.5 [bookmark: _Toc219998272][bookmark: _Toc233201701] Specific considerations for card payments and cross-border cash withdrawals
The revised R.16 introduces targeted requirements for card-based transactions and cross-border cash withdrawals. (See Chapters 6 and 7)
A card number is basic information under R.16 to be transmitted between card issuer and acquiring FIs. Apart from that, regarding card payments for the purchase of goods or services, upon request, access to the name and location of the card-issuing and acquiring FIs is expected to be enabled through existing or developing directory services operated by card schemes, without requiring the inclusion of this information in payment messages. For cross-border cash withdrawals, R.16 requires the cardholder’s name to be made available to the acquiring FI upon request. 
In the wrong hands, information about card numbers and cardholder names may be used to initiate fraudulent payments and value transfers. Due care must be given so that card information is protected in transit, at rest and in process. 
Implementation of R.16 requirements on card transactions is expected to rely on secure channels that ensure controlled access, confidentiality, auditability and compliance of DPP rules. As an industry effort, PCI DSS[footnoteRef:66] has been established to preserve data security of payment card transactions. Financial institutions involved in card transactions are expected to meet industry DPP standards such as PCI DSS. Card networks already operate global data-protection frameworks that can apply to the information security of cross-border flows of card transaction data between issuers and acquirers. These existing arrangements, which FIs participate in today, can accommodate the cross-border transmission of card data across jurisdictions with varying DPP frameworks. Where R.16 requires card or cardholder data to be shared across borders, FIs should ensure that such transmission occurs through the secure channels and is consistent with applicable DPP rules. Compliance with PCI DSS by the receiving institution may serve as a practical indicator of adequate safeguards for card data specifically. [66:  PCI DSS was developed to enhance payment account data security of payment cards. It facilitates the broad and global adoption of consistent data security measures. PCI DSS provides a baseline of technical and operational requirements designed to protect account data with the principles such as building a secure network and systems and implementation of strong access control measures. ‘Account data’ under PCI DSS is defined to include: Primary Account number (PAN), cardholder name, card expiration date and service code.  ] 

For data protection of card transaction data, the roles of competent authorities are also essential. Competent authorities are already able to obtain card and cardholder information for AML/CFT purposes if necessary, mostly for investigation purposes. However, relevant public authorities should consult with DPP authorities to be appropriately guided on DPP under the R.16 information requirements applicable to card transactions. 
First, public authorities who may request the FIs’ card transaction information under R.16 should be familiar with local laws on handling, use and safeguarding of such information. Developing internal DPP rules is also important to solely address data sensitivity and the risks of data leakages. When developing such DPP rules and handling the data of card transactions, competent authorities are expected to be well informed about industry DPP rules (e.g., PCI DSS). 
9.6 [bookmark: _Toc219998273][bookmark: _Toc233201702] Data protection considerations in holistic ongoing monitoring frameworks
Holistic monitoring frameworks may rely on a broader set of data elements than those prescribed under R.16 and may be subject to Artificial Intelligence (AI) legal frameworks, including for the use of behavioural indicators, historical transaction patterns, or in some cases network-wide information. While such approaches could significantly enhance the detection of fraud and other illicit activity, their use should be risk-justified, proportionate, and reasonable in relation to the purposes of their use given their data-intensive nature, and should be supported by human oversight where needed.
Under many DPP legal frameworks, decisions producing significant adverse actions concerning the relevant interests of individuals should not be based solely on the automated processing of personal data without human involvement, unless authorised under the respective legal frameworks of both originating and beneficiary country, and with appropriate safeguards that include the possibility to obtain human intervention.
As noted in section 9.4, FIs may also explore the use of PETs to support more effective monitoring while limiting unnecessary data exposure, where this is appropriate and consistent with R.16 obligations.
FIs should ensure that holistic monitoring frameworks are supported by appropriate governance, transparency towards the individuals, access controls, secure processing environments and oversight.


[bookmark: _Toc225192736][bookmark: _Toc233201703][bookmark: _Hlk225858158][bookmark: _Hlk224038917]Chapter 10. Alignment-Check Mechanisms
[bookmark: _Toc225192737][bookmark: _Toc233201704]10.1 Rationale for alignment-check duty  
R.16 aims to ensure that basic information on the originator and beneficiary of payments or value transfers is immediately available to ordering, intermediary, and beneficiary financial institutions to facilitate the identification and reporting of suspicious transactions, amongst others.  Conducting alignment checks, i.e., checking if the beneficiary shown in the payment message is the same person to whom the originator intends to send funds, can prevent errors, detect fraud and other suspicious activity, and improve the quality of information available to beneficiary FIs for AML/CFT/CPF purposes. 
Misdirected payments may result from money laundering, fraud, or error. Proceeds of fraud frequently move through payment systems by exploiting misdirected or falsified payee information. Effective alignment checks can therefore support fraud detection and complement other anti-fraud measures carried out by beneficiary FIs.
The risks of misdirected payments vary across jurisdictions, payment sectors, corridors, products, and services. Alignment checks should be implemented in line with a risk-based approach proportionate to those risks. 
[bookmark: _Toc233201705][bookmark: _Toc225192738]10.2 Overview of implementation options
For cross-border payments and value transfers above the de minimis threshold, countries should require beneficiary FIs to take measures to mitigate the risk of payments being made to an unintended beneficiary. To meet this obligation, INR.16 provides beneficiary FIs with different avenues to check the alignment of beneficiary information, recognising differences in payment methods, business models, and implementation capacity. In line with INR.16 paragraph 30, the duties in this section are primarily addressed to beneficiary FIs. 
INR.16 requires beneficiary FIs to carry out at least one of the following measures: 
a. For each transaction, the beneficiary FI should check the extent to which the name and account number of the beneficiary in the payment message align with the information held by the beneficiary FI; or 
b. The beneficiary FI should conduct holistic ongoing monitoring to identify anomalous accounts, transactions, and activity, including misaligned beneficiary information, following a risk-based approach; or 
c. Where the beneficiary and ordering financial institutions both participate in a pre-validation mechanism such as confirmation/verification of payee to check, for each transaction, that the name and account number of the beneficiary in the payment message align with the information held by the beneficiary FI, then the beneficiary FI may use this approach instead of (a) or (b) above. 
The following sections set out the concepts of alignment and scope that underpin these options.
[bookmark: _Toc233201706]10.3 Notion of alignment
Verification of the beneficiary’s identity and alignment checks by the beneficiary FI operate at different stages and serve distinct purposes. Verification of the beneficiary’s identity forms part of a beneficiary FI’s CDD obligations and relates to establishing and maintaining the customer relationship. 
By contrast, alignment checks are transaction-level controls applied only to cross-border payments and value transfers above the de minimis threshold. Their purpose is not to re-verify the beneficiary’s identity, but to assess whether the beneficiary information contained in the payment message is reasonably consistent with the information already held by the beneficiary FI, specifically the beneficiary name and account identifier. Alignment checks therefore aim to ensure that a payment is directed to the intended, already identified, customer and to reduce the risk of misdirected, erroneous or fraudulent payments, while supporting the quality and reliability of beneficiary information in payment messages.
Consequently, “alignment” should be understood as a reasonable degree of consistency rather than an exact match between the beneficiary name and account number in the payment message and the information held by the beneficiary FI. Alignment is a graduated, risk-based concept, not a binary one. For example, FIs can apply fuzzy-matching or other techniques to assess whether beneficiary information is:
· clearly aligned;
· broadly aligned with minor discrepancies; or
· materially misaligned.
A wide range of variations are legitimate and should not normally be treated as misalignment. These include, among others: minor spelling or typographical errors; abbreviations or contractions typically associated with legal entity names (e.g. “Ltd” versus “Limited”); use of a trade or brand name instead of a legal name; variations in name order; omission of middle names or initials; absence of accents or special characters; transliterations from non-Latin scripts; or the presence of only one account holder’s name in the case of a joint account. Such variations can generally be addressed through fuzzy-matching or other techniques (e.g. spelling mistakes that do not exceed a defined set level, such as applying a defined tolerance level like the Levenshtein distance) rather than strict character-by-character comparison. The use of such techniques should be adapted to each FI’s risk and context.
The expected degree of alignment should be assessed in light of the risk and context of the transaction. Relevant factors may include, among others, the customer’s risk profile, the nature and purpose of the payment, where available, transaction amount and frequency, country or sector risk, and the payment channel. A stricter assessment may be appropriate for higher-risk or unusual transactions, while a more flexible approach is generally suitable for low-risk, routine payments.
Material misalignment would normally arise where the beneficiary name in the payment message is wholly different from the name associated with the beneficiary account; clearly incompatible with the type of account (for example, an individual name provided for a corporate account); or does not correspond to any customer associated with the beneficiary account information held by the beneficiary FI (e.g., in the case of joint accounts). The materiality of misalignment may also be assessed beyond what is prescribed in paragraph 30 of INR.16 by leveraging other data points (e.g., address). Such cases should be treated as potential indicators of misdirected payments, error, fraud, or other illicit activity and should trigger appropriate follow-up actions in line with a risk-based approach.
[bookmark: _Toc225192739][bookmark: _Toc233201707]10.4 Scope of alignment
Alignment checks are required, at a minimum, between the beneficiary’s name and the beneficiary’s account identifier for cross-border payments and value transfers above the de minimis threshold. This reflects the core policy objective of ensuring that payments are directed to the intended beneficiary and of reducing the risk of misdirected, erroneous, or fraudulent transfers.
The scope of the mandatory alignment check is deliberately targeted. It is limited to those data elements that are consistently available, of high utility, and most directly linked to the risk of misdirected payments, namely the beneficiary’s name and account identifier. Alignment checks do not require FIs to verify the accuracy of additional beneficiary data elements for each transaction, nor to perform a full re-verification of customer information.
[bookmark: _Hlk226650755]For beneficiary legal persons, FIs may perform alignment checks on other data elements that unambiguously identify the identity of the beneficiary, such as a fiscal number, legal entity identifiers (e.g., LEI or BIC), or other official identifiers, where those same data elements are available. The use of these identifiers may enable FIs to meet alignment check obligations more effectively than traditional name-matching. 
10.5 [bookmark: _Toc233201708] Avenues to implement alignment checks
10.5.1 Transition period and operational considerations
Transition considerations are most likely to affect pre-validation approaches, which require both FIs to participate in a common scheme. A beneficiary FI's alignment check obligations apply regardless of its counterparty's implementation status. Where a beneficiary FI's chosen approach cannot function as intended because the ordering FI does not yet participate in the relevant scheme or mechanism, the beneficiary FI should apply an approach it can implement unilaterally, such as post-validation checks or holistic ongoing monitoring.
Supervisors should set clear expectations for how FIs should manage alignment check obligations in cross-border transactions involving counterparties in non-implementing jurisdictions during the transition period.
Effective implementation of alignment checks requires countries and FIs to consider how approaches will interact with those of counterparty FIs. 
10.5.2 Post-validation checks (INR.16 para 30.a)
Post-validation checks apply where a beneficiary FI does not rely on pre-validation mechanisms or holistic ongoing monitoring to meet its alignment-check obligations. This option provides a fallback avenue to help ensure that beneficiary FIs remain always able to identify misdirected payments, including in cross-border contexts or lower-capacity countries where other solutions may not be available.
[bookmark: _Hlk226651035]Where post-validation checks are used, they should be carried out for incoming cross-border payments or value transfers above the de minimis threshold on a transaction-by-transaction basis. For each transaction, the beneficiary FI should assess whether the beneficiary’s name and account identifier in the payment message align with the information it holds.
[bookmark: _Hlk226651071]As a general principle, and to the maximum extent possible, post-validation checks should be conducted before funds are made available to the beneficiary, before crediting the beneficiary’s account. Where operational, regulatory or scheme-related constraints make this impracticable (e.g., in some instant payment environments), beneficiary FIs may, in line with a risk-based approach and where allowed by the relevant legal framework, apply a short delay in crediting funds to the beneficiary in order to carry out a post-validation check and any necessary follow-up measures thereafter. Any such approach should be reasonable and proportionate, balancing the risk of misdirected payments against the need to avoid unnecessary friction in cross-border payments. These checks can also be used alongside other alignment checks (e.g. holistic ongoing monitoring) as a follow-up where misalignments require closer review.
Post-validation checks should be supported by appropriate processes and systems to identify cases of material misalignment and to enable timely follow-up action in accordance with the beneficiary FI’s policies and procedures.
	Box 19.  Country Example: Post-validation checks 
Hong Kong, China

The Hong Kong Monetary Authority (HKMA) requires banks acting as beneficiary institutions to conduct a mandatory name matching process on domestic fund transfers effected on a real-time basis through the Faster Payment System (instant payment system in Hong Kong, China) and intra-bank fund transfers of similar nature.  If the payee name on the payment message does not match that in the beneficiary institution’s record, the beneficiary institution will reject the payment.  Banks should adopt a risk-based approach in the name matching process, particularly on setting the monetary threshold for matching.  In any event, the threshold should not be higher than HK$1,000 (~ USD 130).  


[bookmark: _Hlk214985622]10.5.3 Holistic ongoing monitoring frameworks
Countries may allow a beneficiary FI to meet its alignment-check obligations through holistic ongoing monitoring (HOM) frameworks, applied in a risk-based manner. In assessing the effectiveness of HOM frameworks, supervisors should evaluate the framework as a whole, including the range of factors and data points it draws on, rather than assessing individual controls in isolation. For the purposes of R.16, HOM frameworks analyse transactions and behavioural patterns of a beneficiary’s account on an ongoing basis to identify anomalous activity, including material misalignment between the beneficiary name and account identifier in a payment message, and the beneficiary information held by the beneficiary FI,  for cross-border payments or value transfers above the de minimis threshold. 
[bookmark: _Hlk226651272]These frameworks may analyse both individual transactions and broader customer behaviour or transaction patterns and may incorporate indicators defined by the FI under its RBA. To do so, these frameworks go beyond transaction-per-transaction analysis to also leverage behavioural and other risk factors defined by the FI on a risk-based basis. In payment systems that support cross-border payments, HOM frameworks should operate in a manner compatible with the speed and characteristics of the relevant payment system depending on the payment and risk context. Where feasible, and to the extent possible, HOM checks should take place prior to execution, clearing, settlement or crediting of funds to mitigate the risk of rapid fund dissipation.   
For the purpose of meeting paragraph 30(b) of INR.16, HOM frameworks should be designed so that misalignment of beneficiary information is a meaningful input into monitoring, rather than an incidental or purely retrospective consideration. In practice, beneficiary name ‘misalignment’ is one of several indicators used to detect anomalous accounts, transactions or fraud typologies. Indicators used in such frameworks may include, amongst others, recurring misalignment patterns, payments involving beneficiaries associated with known fraud risks, first-time payment relationships between originators and beneficiaries, or other risk indicators identified by the FI. Frameworks may combine real-time, near real-time and ex-post monitoring processes as part of an overall control environment. Frameworks that rely solely on compliance-focused periodic review, sampling, internal audit, or other ex-post assurance processes are not, on their own, sufficient. This is particularly the case for payment systems that process transactions on an instant or near-instant basis. However, ex-post processes may form part of a sufficient framework where they complement real-time or near-real-time monitoring where this is appropriate to the risk of money laundering, fraud or error. 
In assessing whether a HOM framework is adequate to support alignment-check obligations, relevant considerations may include, among others:
· Timing - whether monitoring takes place sufficiently promptly, taking into account the speed and characteristics of the payment system (e.g., instant payments systems), and whether checks may occur before or after execution, clearing, settlement, or crediting of funds where feasible and appropriate to the assessed risk;
· Scope - whether the framework covers key alignment-relevant indicators, including beneficiary name and account identifier misalignment, alongside other indicators of anomalous activity; and
· Interaction with other controls - how the framework complements post-validation or pre-validation checks where these are also used.
[bookmark: _Hlk226651204]A HOM framework may combine different types of monitoring, including:
· customer-level analytics and profiling, such as CDD information, customer risk scoring, and expected behaviour or transaction patterns; and
· transaction-level analytics, such as transaction monitoring, sanctions screening, fraud detection tools, behavioural analytics, and other indicators used to identify anomalous patterns.
Within such frameworks, beneficiary name misalignment may be used as one indicator among others, including the identification of recurring mismatches linked to specific upstream FIs, customers, or payment corridors, or patterns indicative of fraud or money mule activity (for example, many-to-one payment patterns followed by rapid onward transactions).
10.5.4 Pre-validation checks
[bookmark: _Hlk226651308]Countries and financial institutions can fulfil alignment check duties through pre-validation systems, such as Confirmation or Verification of Payee (CoP/VoP). CoP/VoP schemes allow the ordering FI to send a request to the beneficiary FI, which may enable the originator to verify whether the beneficiary’s name and account identifier provided in the payment message align with the information held by the beneficiary FI, before the payment or value transfer is initiated. FIs may also perform pre-validation checks also on different data elements that unambiguously identify the beneficiary, such as a fiscal number, legal entity identifiers for legal persons (e.g. LEI or BIC), or other unique official identifiers, where those same data elements are available. These may enable FIs to meet their alignment check duties more effectively than traditional name-matching.
[bookmark: _Hlk226651330]Because these systems require direct communication between ordering and beneficiary FIs, they can only be used where both institutions participate in the same pre-validation mechanism or apply a common set of rules and technical standards. Such participation should enable CoP/VoP checks to be performed for each transaction on the beneficiary’s name and account identifier contained in the payment message. Where ordering FIs allow customers to pre-register payees, CoP/VoP checks may be carried out at the point of registration rather than on a transaction-by-transaction basis. Exceptions may arise in specific cases, such as bulk payments, legal persons, or where a customer opts out of the service, where permitted under the applicable rules.
Pre-validation mechanisms may also extend beyond name and account identifier matching. In some payment schemes, participating FIs follow a standardised pre-transaction confirmation flow, defined and enforced by the scheme's rules, in which the beneficiary FI confirms before the transfer is committed that the beneficiary account can receive the payment, including that relevant conditions are met (e.g., account is active, transaction limits are not breached, or relevant CDD requirements are satisfied). The beneficiary FI returns this confirmation to the ordering FI through the scheme, and the transfer proceeds only if the ordering FI and the originator accept the terms. Where technical controls lock the agreed terms prior to execution, this may help to provide an additional guarantee that the transaction will reach the intended beneficiary before it is committed. Countries should strive to ensure regulatory frameworks support emerging approaches, provided they satisfy R.16's alignment-check objectives.

	Box 20.  CoP/VoP schemes 
The availability of CoP/VoP schemes is increasing as part of regulatory momentum to provide payment verification systems that can help reduce fraudulent or misdirected payments in real time. 

European Union
The EU’s Instant Payments Regulation (Regulation 2024/886) mandates all FIs located in the Euro Area to provide their clients with the CoP/VoP service in relation to all intra-EU transfers denominated in euro from October 2025.[footnoteRef:67]  [67:  This obligation will be extended to FIs located in non-euro EU Member States by July 2027.] 

· This obligation applies to instant and ordinary, non-instant, euro transfers; and 
· This obligation does not apply to other methods of payment, such as direct debits or virtual asset transfers.

Under the Regulation, all FIs must implement a mechanism that allows originators to verify, prior to authorising a payment order, that the beneficiary’s account identifier (e.g., IBAN) matches the name of the beneficiary provided. In the EU context, technical service providers are assisting FIs in the implementation of CoP/VoP capabilities.

United Kingdom 
The UK rolled out its name-checking service (CoP) in 2020 for UK domestic payments. Account-holding FIs can choose to participate directly in the UK’s CoP scheme by building a solution in-house or using the services of a specialised technical provider. 

Since launching in 2020, over 300 organisations have already implemented CoP, with more than 2 million checks being completed every day. The Payment System Regulator mandated the expansion of CoP capabilities in 2024.

Hong Kong, China
To minimise possible misdirected payments, the Faster Payment System (FPS) allows a payer to confirm the name of the payee through an addressing service before confirming the payment instruction with the payer institution.  When the payer initiates a payment or value transfer request by inputting the payee’s proxy identifier or account numbers, the FPS provides the payee’s masked account name for the payer’s confirmation.  This can largely reduce the risk of authorised push payment scams and input errors by the payer.  Using a masked account name can also help protect the privacy of the payee. 

India 
The Reserve Bank of India introduced a beneficiary account name look-up facility for Real Time Gross Settlement (RTGS) System and National Electronic Funds Transfer (NEFT) System, apart from the Unified Payments Interface (UPI) and Immediate Payments Service system (IMPS), all of which enable an originator to verify the name of the beneficiary before initiating a payment transfer[footnoteRef:68].  [68:  Introduction of beneficiary bank account name look-up facility for Real Time Gross Settlement (RTGS) and National Electronic Funds Transfer (NEFT) Systems] 


Singapore
Nexus, an initiative[footnoteRef:69] connecting instant payment systems across multiple jurisdictions, incorporates a cross-border CoP/VoP feature that allows originators to verify the intended recipient before a payment is executed. When initiating a cross-border payment, the originator may enter a proxy identifier (e.g. a mobile phone number) used in the recipient’s country. The originator’s financial institution sends a proxy-resolution request to Nexus, which queries the destination country’s proxy directory.  [69:  Project Nexus was a Bank for International Settlements Innovation Hub (BISIH) project to standardise the way instant payment systems interconnect to each other. Several interested central banks (India, Indonesia, the Philippines, Thailand, and Singapore) have joined to set up Nexus Global Payments and move into production.] 


If the proxy is linked to an account, the directory returns the associated account details and the recipient’s name. The originator’s FI then asks the originator to confirm that the name matches the intended recipient before the payment proceeds. Depending on the applicable data protection requirements applicable to the beneficiary, the name may be displayed fully or partially masked.


From a technical perspective, CoP/VoP schemes typically rely on automated interfaces, such as APIs, and structured payment data (e.g. ISO 20022 formats). Jurisdictions should also consider governance and operational requirements when establishing CoP/VoP schemes, including:
· a common technical standard for name–account matching;
· clear participation rules for sending and responding FIs;
· service-level requirements for response times;
· defined error-handling and retry processes; and
· a robust legal basis for data sharing.
Existing schemes, such as Pay.UK’s CoP service and the EU’s VoP framework, illustrate the importance of a shared rulebook, minimum performance obligations, auditability, and appropriate oversight arrangements. Countries designing CoP/VoP systems should ensure that comparable standards are in place so that pre-validation functions consistently, interoperably, and reliably across providers.
The CoP/VoP process generally involves an automated exchange between FIs:
(1) the ordering FI submits a verification request to the beneficiary FI;
(2) the beneficiary FI responds with a status indicator (e.g. “match”, “close match”, or “no match”); and
(3) the outcome is communicated to the originator before the payment is authorised. In all cases, where a “close match” or “no match” result is returned, the decision to proceed remains with the originator, taking into account the information provided and other relevant risk indicators. The extent of information disclosed to the originator (e.g., the account holder’s full or partial name in addition to the match outcome) will depend on the relevant DPP frameworks.
[image: Verification of Payee VOP SEPA]


	Box 21. Case example – Schemes in CoP/VoP systems

European Union
The European Payments Council (EPC) has defined the VoP Scheme Rulebook. The VoP Rulebook provides a harmonised set of rules, standards, and operational practices that support interoperability among thousands of FIs across Europe offering VoP services to their customers. The Rulebook defines:
· the roles of the main actors involved in the process. 
· the scheme of the service provided 
· the time for the response and the possible results
· when the result has to be communicated (e.g., before the payment is executed)

All scheme participants need to know how to reach each other (i.e. the network address of the other party) and have the information needed to interoperate. Therefore, the EPC has introduced an EPC Directory Service (EDS) as a mechanism to facilitate reachability and interoperability across scheme participants.



10.5.5 Combining approaches
Countries may allow beneficiary FIs to combine multiple approaches to meet their alignment-check obligations, including post-validation checks, holistic ongoing monitoring, and pre-validation mechanisms, provided that the overall framework remains effective in identifying and addressing material misalignment of beneficiary information. 
In practice, beneficiary FIs may, for example:
· rely on pre-validation mechanisms where available, particularly in real-time or near-real-time payment systems;
· apply holistic ongoing monitoring as a baseline control to identify anomalous patterns, including repeated or systematic misalignment; and
· use post-validation checks as a fallback or complementary control where pre-validation is not available or not performed; or in cases where holistic ongoing monitoring flags issues requiring further examination (e.g., as a follow-up measure).
[bookmark: _Hlk226650852]Where approaches are combined, beneficiary FIs should ensure that roles and responsibilities across controls are clearly defined, that material misalignment is not overlooked or addressed inconsistently, and that follow-up actions are coherent and proportionate to the risks identified. Combining approaches should not result in lower overall effectiveness than relying on a single approach, nor should it create unnecessary friction for legitimate transactions. FIs should be required to fully implement at least one of the three approaches, even if they also incorporate elements from the others.
	Box 22. – Implementing alignment checks in lower-capacity countries

Payment systems and FIs operate with widely varying levels of technical and operational capacity. While this challenge may be more acute in lower-capacity countries, payment infrastructures may not yet support functions such as pre-validation mechanisms or sufficient data flows for holistic ongoing monitoring more broadly.

The revised R.16 recognises these operational realities and therefore embeds flexibility in how beneficiary FIs may meet their alignment-check obligations. In such contexts, countries are encouraged to avoid one-size-fits-all approaches and instead set clear, feasible, and proportionate expectations for implementation (e.g., combination of approaches).

In practice, this may involve:
· using post-validation checks as a minimum operational baseline for cross-border payments or value transfers above the de minimis threshold when pre-validation or real-time monitoring is not technically feasible;
· allowing phased or incremental implementation of more advanced controls, such as enhanced monitoring or pre-validation, as payment systems and data quality improve;
· prioritising higher-risk payment corridors, transaction types, or customer segments for more timely or automated alignment checks, in line with a risk-based approach; and
· ensuring that, where multiple approaches are combined, roles and responsibilities are clearly defined and material misalignment is neither overlooked nor inconsistently addressed.

While ISO 20022 enables richer and more structured data to support alignment checks, adoption remains uneven across jurisdictions and payment methods. To address these challenges, countries should draw on international work aimed at improving cross-border payment data and interoperability, including the CPMI’s Harmonised ISO 20022 data requirements for enhancing cross-border payments. These measures highlight the importance of consistent use of unique account identifiers, clear identification of all entities involved in a payment chain, and standardised representation of relevant parties.

Recognising these constraints, competent authorities should provide practical supervisory guidance on how beneficiary FIs can meet alignment-check obligations within existing system limits, make use of the full R.16 toolkit as appropriate, and ensure that implementation remains risk-sensitive and does not create unnecessary disruption.



[bookmark: _Toc233201709]10.6 Follow-up actions in cases of misalignment 
[bookmark: _Hlk226651514]Where a beneficiary FI identifies a potentially misdirected payment due to material misalignment of beneficiary information, it should apply effective, risk-based policies and procedures to determine the appropriate action, including whether to execute, suspend, recall or reject the transfer and any necessary remediation actions. [footnoteRef:70] Actions taken should be recorded. Beneficiary FIs should ensure that their internal policies clearly define the available follow-up actions and the circumstances under which each action applies, in line with applicable legal and regulatory requirements. [70:  Including monitoring of the beneficiary account for signals of fraudulent or mule-like patterns.] 

Depending on the risk and context, such policies and procedures may allow the beneficiary FI to:
· place funds on hold while the misalignment is assessed;
· seek clarification from the relevant customer, where appropriate; or
· escalate the case internally (e.g. to the Money Laundering Reporting Officer or relevant compliance or fraud function).
Where indicators of ML/TF (incl. fraud) are present, cases should be escalated in line with internal procedures. Repeated misalignment involving the same ordering FI or payment corridor may indicate broader weaknesses and should be assessed accordingly, including whether additional safeguards or engagement with relevant parties are warranted. To the extent permitted by applicable laws and regulations, beneficiary FIs should aim to inform customers clearly and promptly of any holds or recalls.
In the context of pre-validation mechanisms (e.g. CoP/VoP) and for incoming payments, mismatches should not be treated in isolation or as a conclusive indicator of fraud. A beneficiary FI should not suspend or return a transaction solely because of a pre-validation mismatch if the originator, having been informed of the result, decides to proceed with the payment. 
Material misalignment may be assessed in conjunction with other relevant risk indicators, such as behavioural patterns, account history, transaction characteristics, and the broader context of the payment. Where this assessment gives rise to a suspicion of ML/TF/PF, the beneficiary FI should consider filing a suspicious transaction report in accordance with national requirements. Follow-up action (e.g. reporting to competent authorities) is strongly encouraged where beneficiary FIs identify repeated misalignment involving the same ordering FI, as this may indicate pattern of misdirected payments warranting further scrutiny.
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[bookmark: _Toc233201710]Appendix: Payment chain diagrams 

1. This appendix provides illustrative examples to explain the principles to determine whether a single payment or value transfer chain exists, or whether multiple chains exist through several scenarios that can be commonly seen in payment market practices. The purpose of these illustrations is to support understanding of a payment chain with a focus on the starting and ending points. Only information required to illustrate the principle is shown—the examples are not exhaustive, nor do they necessarily capture all ancillary payments or settlements that may be involved in a payment or value transfer service.

Principle: ‘Payment or value transfer’ must be understood holistically

Principle: A new instruction begins a new payment or value transfer chain

Principle: Instructions may be given directly by the originator to the ordering institution, or passed on from the originator via a third party to the ordering institution

Principle: The methods used to give effect to a payment or value transfer do not affect the existence of a payment or value transfer chain




Principle: ‘Payment or value transfer’ must be understood holistically
The term ‘payment or value transfer’ should be understood holistically as covering ‘any transaction carried out on behalf of an originator through an ordering financial institution by electronic means with a view to making an amount of funds available to a beneficiary at a beneficiary financial institution’. There may be several steps involved in giving effect to a payment or value transfer, involving different kinds of institutions (e.g., banks, MVTS or VASPs), but which remains a single payment or value transfer.
This example below illustrates a cross-border person to person remittance effected through intermediary FIs to disburse funds to the beneficiary via a local bank.  
There are increasing numbers of cases where a non-bank financial institution executes the payment or value transfer upon receipt of a payment instruction from the originator. This scenario also clarifies that there is a single payment or value transfer for which required originator/beneficiary information must travel from the start to the end of a payment chain without any disruption even if there are MVTS and banks involved, and even if a domestic payment market infrastructure is used in the last leg of the payment (e.g., for the transferring funds to the beneficiary’s account in a local bank). 













Payment Instruction:
· Customer X (the originator) instructs MVTS F (the ordering institution) in jurisdiction L to transfer funds to Customer Y (the beneficiary) by depositing them into Customer Y’s account with Bank E (the beneficiary institution) in jurisdiction N. 
Start/End points of the payment chain and associated obligations:
· The starting point of the chain is MVTS F. MVTS F receives a payment instruction from the originator, Customer X. MVTS F is the ordering financial institution for that cross-border transfer.
· The end point is Bank E. Bank E holds Customer Y’s account. Customer Y is the beneficiary of payment. Bank E is the beneficiary financial institution.
· Then required originator/beneficiary information should be carried through the payment chain from MVTS F ⇒ MVTS G ⇒ Bank D ⇒ Bank E (end point). MVTS G is required, as an intermediary institution, to ensure that Bank D is aware that the transfer is a cross-border payment or value transfer.
· MVTS F is responsible for ensuring that all the required information is included in a payment message. MVTS G and Bank D, as intermediary financial institutions, are responsible for ensuring that all required information received from MVTS F is retained with the transfer. Even when MVTS F and MVTS G are part of the same MVTS group, all required information still needs to be transmitted. MVTS F is responsible for sending the complete required information to MVTS G which is then required to pass on to Bank D. Bank D passes it on to Bank E (beneficiary FI).
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Principle: A new instruction begins a new payment or value transfer chain

There may be related but separate payments or value transfer chains, instead of a single payment or value transfer chain. A new instruction from an originator to an ordering FI is one indication that a previous payment or value transfer chain is completed, i.e., the initial instruction has been fulfilled and any further payment or value transfer requires a new instruction.
The example below illustrates a case where the originator makes an instruction to make funds available to a beneficiary via: (1) depositing it into the beneficiary’s account or digital wallet with an MVTS, including arrangements beyond traditional bank accounts, or (2) a cash payout to the beneficiary at a MVTS. 










Payment Instruction 
· Customer X (the originator) instructs MVTS F (the ordering institution) in jurisdiction L to transfer funds to Customer Y (the beneficiary) at MVTS G (the beneficiary institution) in jurisdiction N. 
· Unlike the previous case, Customer X’s instruction does not state that the money is to be transferred to another institution such as a bank. 
· Customer Y may subsequently instruct MVTS G to make those funds available in cash or by depositing them into a bank account in Jurisdiction N. This would be a new payment or value transfer.
Start/End points in the payment chain and associated obligations
· The starting point is MVTS F. MVTS F is the ordering financial institution for that cross-border transfer as it receives the payment instruction. The beneficiary FI is MVTS G as the end point of the payment or value transfer chain and is the beneficiary institution.
· MVTS F must collect the required originator/beneficiary information, verify the required originator information, and ensure the required originator and beneficiary information accompanies the transfer when sent to MVTS G. Even when MVTS F and MVTS G are part of the same MVTS group, all required information should be transmitted.
· Once the funds are credited to the beneficiary’s account or wallet in MVTS G, Customer Y instructs those funds to be cashed-out or transferred onwards to a different account, this would start a new and separate payment chain.
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Principle: Instructions may be given directly by the originator to the ordering institution, or passed on from the originator via a third party to the ordering institution When a third party, particularly a beneficiary institution, conveys the originator’s instruction to the ordering institution, this is sometimes referred to by financial institutions as a ‘pull payment’. The fact that an instruction may be passed on or conveyed to the ordering institution by a third party does not change the nature of the instruction. It remains an instruction from the originator to the ordering institution. Without the underlying instruction or authorisation from the originator, the beneficiary cannot unilaterally instruct the ordering institution.

Examples of this include:
· Direct debit payments, in which the originator authorises the beneficiary FI to request funds from the originator's FI. The direct debit authorisation is an instruction from the originator to the ordering FI, even where it is conveyed by the beneficiary institution. The underlying contractual relationships effecting debit payments may vary.
· Credit, debit and prepaid card ‘pull payments’, in which the cardholder (originator) provides an instruction by means of a merchant terminal. The merchant acquirer (beneficiary institution) conveys an instruction to the card issuer (ordering institution) which then determines whether to effect the payment or value transfer. Note that R.16 only requires the card number to accompany the transfer (and be received by the merchant acquirer) where the transfer is a payment for goods and services.

For R.16 purposes, the payment chain begins at the FI that receives and acts on the instruction (the originator's FI as ordering institution), regardless of which FI conveyed the request (e.g., under an authorisation to charge regular monthly payments or under card scheme rules). 


Principle: The methods used to give effect to a payment or value transfer do not affect the existence of a payment or value transfer chain
Giving effect to a payment or value transfer may involve the use of a variety of payment methods, e.g. conversion of value from one form to another. This does not break a payment or value transfer chain. 
Examples of this include:
· Intermediary institutions may convert a payment or value transfer from one currency to another (under correspondent banking relationships)
· MVTS may use virtual asset ‘rails’ for the cross-border leg of a payment or value transfer to transfer fiat currency to the beneficiary. This is distinct from the use of virtual assets for settlement between MVTS providers.
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