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Abreviations and Acronyms

AML/CFT
AMLPOCA
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FIU
LEAs
ML
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MoFA
NCCD
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NPS
NTFAP
PCCB
POCA
SARPCCO
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TCAA
TIRA
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TISS
TRA
ZAECA

Anti-Money Laundering and Combating the Financing of Terrorism
Anti-Money Laundering and Proceeds of Crime Act
Assd Recovey Inter-rAgencyNetwork of Southern Africa
Asset Recovery and dnsnational Crimes Division
Bank of Tanzania

Capital Markets and Securities Authority

Criminal Investigations Division

Drugs Control and Enforcement Authority

Director of Public Prosecutions

Defence and Security Organ Committee

Financial Crimes Unit

Financial Intelligence Unit

Law Enforcement Agencies

Money Laundering

Ministry of Legal and Constitutional Affairs

Ministry of Foreign Affars

National Commission for Control of Drugs

National Conte Terrorism Centre

National Identification Authority

National Prosecution Services

National Task Force Against Poaching

Prevention and Combating of Corruption Bureau
Proceeds of Crime Act

South African Regional Police Chg€ooperation Organisation
Tanzania Airport Authority

Tanzania Civil Aviation Authority

Tanzania Insurance Regulatory Authority

Terrorist Financing

Tanzania Intellignce and Security Services

Tanzania Revenue Authority

Zanzbar AntiCorruptionand Economic Crimes Authority
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Executive Summary

1.  This reportsummariseshe AML/CFT measures in place the United Republic of Tanzania
(URT) as at the date of ¢honsite visitfrom 1 to 12 July 2019t analyses the level of comptiee with

the FATF 40 Recommendations and the level of effectivenddRd6 s A ML/ CFT sy st em,
recommendations on how the system could be strengthened.

Key Findings

1. The AML/CFT regime of URT dates back to early 20@0dovertheyearsthe auhorities have put
in placelegal and institutional frameworke comply with international AML/CFT Standards an
enhancdher e g i effectivenessDespite thamprovementsthere arestill significantgaps in the
legal framework as highlighted in the F@Gnex.

2. URT has demonstrated a reasonably fair understanding of ifERvilsks, the risks in the regulatg
sectors and high proceeds generating crim®&erall, the risk assessmentpapred reasonable
However, dieto limited information, assessment of Misks associated with legal persons, le
arrangements and NPOs wamsiderednadequateFurthermorethe understandings affected by
the fact thathe 2016 NRA report wasnly approvedand shared with the stakeholder019, and
that it ha not be@& updated to take into account the evolMiAlg TF risk environment

3. The level of understanding of ML/TF risks and AML/CFT obligations varies across the FIs.
large and medium l@t and foreign owned or controlled banks including MVTS Providers hg
robust understanding of the ML/TEks, there is low understanding of ML/TF risks and AML/C
obligations by NBFIs (excluding MVT$roviderg and the DNFBP sectewhich is attributale to
lack or limited supervision and awarene$elated to this,ite AML/CFT supervisors have not ys¢
adopted and started implementing AML/CFT #isksed supervision. The majority of the DNFE
do not have designated AML/CFT supervisors and therefore mat being supervised or monitor
for compliance with their AML/CFTequirements.

4. URT does not havevritten AML/CFT policies informed by the identified ML/TF risksOn the
other hand, URMeveloped an Action Plahatdoes noinclude activitiedo address some specifi
ML/TF vulnerabilitiesand proceeds generating crisrieatwere rated high Even before th&IRA
was conductedsome competent authorities chastartedcarlying out activities to address som
major proceeds generating crimes such asliféldrimes, corruption and tax evasitimt are not
included in the Agon Plan.

5. There is limited access and use of financial intelligence by competent authorities. While t
produces financial intelligence reportdese products are béng underutilzed in the ML/TF
investigation and prosecution value chaimd also bysupervisory bodiesLEAS rely on other
sources of informatioito detect and investigatdL and pursue confiscatioithe authoritiehave
alsonot prioritised ML investigations buhavefocussed on conventional investigationpoédicate
offences URT has ot demonstrated that it has effectively detected, investigated, mitigate
disrupted TF incidencesonsistent withits risk profile. Confiscation resultsare not largely

Second RounER of TanzaniaJune 2021
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consistentith the ML/TF risk profile ofthe country

6. URT does not have aadequée legalframeworkand mechanism® implement targeted financi
sanctions (TFS)n TF. Supervisory authorities have not issued guidance to asgstting
institutionsand other pesonsto effectivelyimplement their TFS obligationIRT has not identiéd
the nature of threats posed by terrorist entities to the NPOs which are at risk as well as,
terrorist actors abuse those NP®Bere is also no legal framework and coortiovaframework in
place to implement UNSCRs related to PF.

7. Competent atmorities in URT have not identifiedissessed and understood ML/TF vulnerabili
of legal persons and legal arrangement, created in the country, and the extent to which the
or are being misused for ML/TH.he legal and regulatory framework to aiot and maintain BQ
information is inadequate. The authoritie®® not have adequatesupervisory capacity an
mechanisms to ensure that the basic information being kept by legal psrsalegjuate, accural
and current.

8. URT has in place a good legahd irstitutional framework to cooperate and exchange informg
with foreign counterparts in respect of mutual legal assistance (MLA) and other for
international cooperation. Howev&JRT has appliedhese measures mainly on predicaftences.
Theeffeciveness of cooperation imderminedy lack of information in relation to BO.

9. Overall, he competent authorities do not have adequate capacity to effectively carry ol
AML/CFT responsibilities

Risksand General Situation

2. URT carried out aNational Risk AssessmentNRA) in 20152016 and established that
significant percentage of criminal proceeds which are laundered in dasiRihatefrom within the
country mainly from the following crimes corruption, tax evasion, illicit drug trafficking,
countefeiting goods, illegal mining and illegal trading in precious metals and stonegp@athing

and unlawful dealing in government trophibksview of its geographical position anddealinks with
neighbouring countries, the country is also exposed idgiorML threat arising from smuggling of
goods, drug trafficking, human trafficking and the criminal proceeds are suspected to be channelled
through the hospitality industry artide real estate sectotJRT is used as a transit route for drags

and from Asia, Latin AmericaEuropeand Southern Africa

3. According to the NRA report)RT faces TF threats arising from neighbouring countries where
there are active terrorist groupgoss bader activities and the vulnerabilities in the NPO sector,
hawala operars and mobile network operatorfhe Assessors are of the strong view that the
aut hori ti es 6 overalldTE risk matre timiteddn view of the inadequate analysis of
crossborder currency movements and international funds transfers and iteel linformation which

was available during the NRA exercise in relation to the NPO sector.
Overall Level of Compliance and Effectiveness

4. Since its last mutual evaluation in 2009, URAas strengthenedts AML/CFT system with a
view to make it effectiveandcomply with international standardBhe country has enacted laws and
amended existing ones, enhadthe capacity of existing institutions and established task forces to
facilitate interagency coordination and cooperatidfurthermore, URT carried outrational risk
assessmerih order toenhance its understanding of ML/TF risks facing the country as a basis for
developing and implementing a riflased AML/CFT regime.
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5. In particular with respect to technical compliance, the legal framework has beeaviespby
introducing provisions such as those which addrdesignation of the FIU as a national centre;
expansion of the scope of reporting entities, requirements of targeted dinsauections relating to
TF, requirements of crodsorder currency trap®rtation,stronger CDD measures. Notwithstanding
this, there are other areas which require significant improversaotsas designation of supervisory
authorities for all DNFBPs, traparencyand beneficial ownership of legal persons; targeted financial
sanctions relating to P&tc

6. In relation to effectivenessiotable achievements have been made in the area of investigating
and prosecuting wildlife crimes, operational-alination anong law enforcement agencies and
prosecutors, international cooperatiand implementation of AML/CFT measures by the financial
sector.However, major improvements are needed to strengthen supervisiepafing entities
ensure that financial intelligee is fully exploited, enhance ML identification, investigation and
prosecutionconfiscationof proceeds of crime and identification of TF activities.

Assessment of risk, coordination and policy setting (Chapter 2; 10.1, R.332 34)

7. URT hasidentified, assessed and édnpeda fair understanding of its ML/TF risks, thigks in

the regulated sectors and high proceeds generating crimes based on the NRA exercise and
i nformation gathered i n t Generadyihe hisk @sessmert appearecph er at
reasonabl@s it involved analysis of threats andnedability factors using data on criminal offences,
activities of public sector entities and the legal framewétkwever, due to limited information,
assessment of ML/TF risks assdeih with legal persons and NPOs was inadequatghermore,

URT has a ignificant informal economy and that most of financial transactions arebees,

outside the regulatorgversight.In addition,as highlighted abovahe assessment of TF risk was
consideredlimited in scope dueto inadequateassessmenbf vulnerabilites associated with
international fundsransfers, th&NPO sectarcrossborder currency transportatiamdmobile money
operators.

8. Authorities identified the following crimes as the sh@revalent crimes that lead to ML (listed

in the descending order): rcaption, tax evasion, illicit drug trafficking, counterfeiting goods, illegal
mining and illegal trading in precious metals and stones and poaching and unlawful dealing in
governmentrophies. With regard to ML risk in the sectors, the real estate, déalprecious metals

and stones, motor vehicle dealers and informal value transfer (hawala) services were considered to
pose high ML risk. The sectors of banking, casinos and otheingaantivities, bureaux de change,
electronic money issuers, lawyers,tarees and other independent legal professionals were rated
medium high in terms of ML risk.

9. Although the country does not have AML/CFT policies informed by the identified ML/TF risks,
it developed an Action Plan and some competent authorities have catiactivities which seek to
address some of the major procegédseratingcrimes such as wildlife crimes, corruption and tax
evasion. There are formal and informal mechanisms tgosuprational coordination and cooperation
on AML/CFT at policy and opeational levels. This was particularly evident in relation to
coordination among LEAs and prosecutors.

Financial intelligence, ML investigations, prosecutions and confiscation (Cha@gelO.6,
7,8 R.1, 3, 4,2932)

10. The Financial Intelligence Unit is theational central agency which is responsible for receiving,
requesting financial information fromeporting personsnd analysing the information to produce
financial intelligence thats disseminated t&.EAs and othercompetent authoritiesThe FIU is
opaationally independent with a budglte (within the national budgetp deliver on its core
mandate. The FIU has a robust ICT infrastructure that enables it to carry out workflentatugly.
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The FIU is housed in a secure location and has installathdedt security features to prevent
intrusion into its resources and unauthorized access to its prethisesgell-structured in terms of its
organizational setup with staff recrudteén all relevant departments. There is neeowever, to
strengthen thé&/onitoring department by recruiting more staffview of the increasingworkload
and enhance the production of financial intelligence.

11. Competent authorities in URTo some extenthave access to financial intelligence that is
necessary to develop eeice and trace criminal proceeds related to ML, associated predicate
offences and TF. There, ibowever limited range of sources and scope of the use of the financial
intelligence asevidenced by utility of disseminations frotne FIU andthe numberof requess for
information made by LEAs to the FIU. The FIU receives disclosures mostly from commercial banks
with very few from othenon-bankfinancial institutiondNBFIs) and DNFBPsOf particular interest

are mobile money transfer servipmviders that ae widespread and have a high market penetration
but have few reports filed to the FIU. The FIU also receives cross border currency declaration reports
However it not clear whetheor notthe authorities utilize these reports to link individuals to ML or

TF activities.

12. URT authorities identified and investigated ML offences to a limited exiémt.number of ML
investigations and prosecutions were relatively low anage & the time of the onsite, the risk
profiles of the offences in the NRA had noeheupdated, consistency with the prevailing threats and
risks of ML could not be ascertaingdenerally, competent authorities focussed more on
investigation and prosecution of predeaffences than ML investigation. However, it was noted that

the county registered remarkable progress in the fight against corruption, tax evasion and wildlife
crimes which are major proceeds generating predicate offfeeshermore, sanctions did rappear

to be proportionate and dissuasiviehe pattern of sanctions imost of the cases reviewed by
Assessors showed that they were minimum penalties provided by the law despite the fact that the
circumstances were different.

13. To some extent, URT pursu@nfiscation as a policy objective. LEAs have dedicated units
responsik@ for tracing and recovery of assets. However, the confiscations constituted mainly (but not
solely) of instrumentalities and were not consistent with the risk profile of URTfthernore, a
significant number ofconfiscationswere alsoin relation to traficking in humans and migrant
smuggling which were not designated as high risk in the NRW. confiscation of falsely and non
declared or disclosed cross border currencies and beggetiable instruments is rarely investigated
to establish any link to Mto TF. The authorities mainly focsisdon imposing fines to the culprits
and leaving the falsely and naeclared currency and BNIs with them, which means confiscation of
such currenies is not being used as a way of applying effective, proportionateliasdasive
sanctions by the authorities. The sanctions for falsely anedeclared or disclosed cross border
currencies and BNIs are therefore not effective, proportionate andstissua

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R, 4, 58, 30 31 & 39)

14, There are moder at e Tksclinonalisatiom suchmaga crinimalisivgthé 6 s
financing of terrorist individualand financing of individuals whtvavel to a state other than their

state of residence or nationality fpurposes of the perpetration, planning or preparation of, or
participation in, terrorisacts.In addition, here ae no provisios that provide for the offence of TF

to have been comitted without requiring the funds to have been actually used to cairigr doeing

linked to a specific terrorist act. For these reasons, TF is not criminalised in a manner consistent with
the FATF Standards hendgRT does not have the ability to fullpply measures to ensure that the
entire scope of TF and associated pratdi offences can be effectively prosecuted.

15. In addition, URT has not prosecuted any type of TF activity and no convictions for the TF
offence have been secured. Assessors are therefahe view that lack of TF prosecution and
conviction is not consisetn t wi t h t he countryos ri sk profil

Second RounMER of TanzaniaJune 2021



b 11

understanding of TF risks as the TF assessment in the NRA, which was the basis of that
understandingwas not compreheive in scope and analysis of TF threats and vulnerabilities. In

addition the authorities did not thoroughly assess the potential abuse of the NPO sector for TF (in

view of limited information, vulnerabilities arising from hawala activities and ecposde
transportation of currency). Investigation and prosecution of TF il idRcoordinated by the

National Counter Terrorism Centre, a body set up administratively and comprising seconded officers

from relevant institutions involved in TF policy formulatiddRT6s count erterrori sim
aligned to the regional counttrrorism strategies including those of East Africa and SADC.
However, the Strategy is not informed by the TF risks existing in the country

16. URT has not identified a competent authowiy a court with responsibility for proposing

persons or entities to thelevant UNSC Committee for designatidn. addition, URT has not

established a mechanism(s) for identifying targets for designation, based on the designation criteria

set out in therelevant United Nations Security Coundilesolutions (UNSCRs). The cunte

procedures for communicating designations pursuant to UNSCR 1267 to reporting fgensons
consistentvi t h t hat set out in URTO&s | egalemdntrtteme wor k
UNSCRs without delay

17. URT does not have mechanisms on TFS irgato proliferation financingPF) and neither is

this requirement being implemented in practice. There has not been any investigations or
interventions relating tdPF. Further, Supeisory authorities have not issued instructions and
guidelines on PFhave not established mechanisms to implement the relevant ditbdo not
monitor the entities under their supervision compliance with the requiremen@verall, theURT
agencies, Fland DNFBPs do not adequately implement UNSCRsoonbating PF

Prevertive measures (Chapter 5; 10.4; R.93)

18. The AMLA and AMLPOCA, are the primary legislations providing the legal framework for
application of preventive measures for FIs and DNFBPs iff.lHbwever, the scope of the legal
framework does not cover some Fls d@&NFBPs such as set out Section, 1.4.4 and TC Anre

(R10 and R.2R Generally, the large/medium local and foreign owned or controlled banks, MVTS
providers and foreign owned bursademonstrated an-depthunderstanding of their ML/TF risks

and obligéions. They have also developed and applied appropriate AML/CFT controls and processes
to mitigate risks, including CDD and transaction monitoring, as well as EDD measures on a risk
sensitive basis. Such understanding and application of controls was Ismaler banks and other
nonbankingFls. Their AML/CFT controls and processes, risk mitigation programmes are generally
low when compared to the large/medium banks, Mi&idersandforeignowned bureaus.

19. There was relatively little to no understandiof ML/TF risks and obligations among the
DNFBP sector.The low levels of understanding could be attributed to inadequate AML/CFT
supervision. Thebligation to file suspicious transamts to the FIU is well understood and applied
satisfactorily by the baing sector, MVTS providers and globally affiliated bureadewever, the
same cannot be said about other financial institutions and DNWwBiek have over the periodnder
revieweither filed negligible number of STRs or not filed at all.

Supervision (@apter 6; 10.3; R14, R26i 28, 34, 35)

20. The banking sector and real estate sectors are exposed to high ML threat as they are
considered to be main sectors through which proceeds ot i chandled. Licensing and
registration controls to prevent crimlaand their associates from entering the financial anBEMN

sectors are generally strong and effective except for theestatle sectowhere there are no entry
controls.Trust andCompany Service Provider§CSP$ are not designated as reporting pessand
therefore not subject to AML/CFT compliance monitoring.

21. Financial sectoAML/CFT supervisors hee a good understanding of the general ML/TF
risks in the financial sector. Howew they generally had a low level of understanding of the
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ML/TF risks tat exist at individual financial institutiotevel. Financial sector AML/CFT
supervisorsntegrate AML/CFT supervision withitheir prudential supervisory programmédhe
supervisoryprogrammes and resource allocations are not informed by ML/TF Aslsich, all the
financial sector AML/CFT supervisors VY&not yet developed ofimplemented AML/CFT risk
based supervision thahowedthe frequency and intensity of AML/CFT examinationgre
determined on the basis of ML/TF risksThe CMSA ha developed &asic framework for the
implementation of AML/CFT riskbased supervision but ¢éh&ot yet implemented it at the time of
the onsite visit.

22.  With the exception of the BoT that $appliedsanctions in a limited number of instances
where AML/CFT compliance bezhes were identified, the rest of the financial sector AML/CFT
supervisorshad notyet started to apply sanctions but rather directed financial service providers to
apply remedial meaures to address the identified breaches. With regard to DNFBPs, &otcept
casinos and accountants, the testenot beensupervised or monitored for compliance with their
AML/CFT requirements and, as such, DNFBP supervisore mot detected any AML/CF
compliance breaches requiring application of remedial actions aacticns.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

23. The following types of legal persons and legal arrangements can be registered in URT: public
companies; pviate companies limited by shares; private companies limited by guarantee
unlimited private companies; partnerships; trusts and societies. The registration of legal persons is
undertaken by the Business Registrations and Licensing Agency (BRELA), antiZgeAgency

under the Ministry of Industry and Trade for Tanzania Néeid. BRELA is responsible for
registration of Companies, Business Names, Trade and Service Marks and also grants patents and
issues general business licenses under the Businessd.isendNo. 25 of 1972. In Zanzibar, the
Business and Property Registratidgency (BPRA), an Executive Agency under the Ministry of
Trade and Industries of Zanzibar, is responsible for administration and regulation of laws concerning
registration of Compaas, Societies, Business Names, Industrial Property and Documentsngcludi
partnership deeds. BPRA is established under the Zanzibar Business and Property Registration
Agency Act of 2012 and replaced the f harecatei ons
9,451 companies registered in URT. The Registration, Insolvamcy Trusteeship (RITA) is
responsible for formation of legal arrangements on the Mainland. In Zanzibar, legal arrangements are
administered under the Societies Act which is one of I#yslations administered by BPRA.
Registration of Partnership DeedTianzania Mainland is undertaken by the Registrar of Titles under
the Registration of Document Act Cap. 117.

International cooperation (Chapter 8; 10.2; R.3610)

24. URT has agood legal framework that enables authorities to process MLA in relation to
collecion of evidence; tracing, identification, freezing, seizure and confiscation of assets and
extradition requests. Most of thdLA and extradition requests appear to have been handlad in
timely manner with MLA requests being processed in an average ef tiwaths and extradition
requests being processed on an average6@fidnths depending on the respective complexity of
each case and the efforts being made are to some egtanienstate with the risk profile of the
country. The MLA and extradition regsis relate to various predicate offences as well as few money
launderingcasesbut not TF. However, it was difficult to determine the level of effectiveness in
terms of the risk proféd of the country as there was no foreign threat assessment done omeTF. T
MLA requests mainly related to collection of evidence, recording of statements, tracing and freezing
of assets. The number of requests made by URT is however low when comparstthgasguests
made to URT. URT is able to provide information to ceupérts through the use of informal
channels such as EAPCCO, RRCCO, ARINEA, ARINSA, ICAR, Egmont and a number of
bilateral agreements entered into between competent authorities T dvig their foreign
counterpartsURT has also sought assistance fromnterparts. However, feedback received from
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international partners confirms that the assistance provided by BoT was not in general done timely
and in a constructive manner. There israquirement in the URTor company registrieto obtain

and maintain BOinformation. URT is therefore generally unable to exchange BO information.
However, the FIs and DNFBPs are required to obtain and maintain BO information.

Priority Actions

URT shoutl undertake the following priority actions tetrengthents AML/CFT system and
enhancehe level of effectiveness:

1. Update the NRA so that there is a comprehensive antb-date understanding of the
ML/TF risks obtaining in the country. The update shoulclude riskassessment of lega
personsand legalarrangements inrde to identify their vulnerabilities t@abusefor ML as
well asthe NPO sector tmentify subsectors oNPOs that are exposed to &buse.

2. Develop national AML/CFT policies or strafies which are informed by the risks identifie
through the NRA exercisee-orient the National Action Plan so that it is in Iwé&h results
of the NRAand build capacity of competent authorities to implement the Action Plan

3. Develop capacity to etect,investigate, mitigate and disrupt TF incidences throwgii-
coordinatel and collaborated joint operationsn addition, URT should develop and
operationalise sufficient mechanisms and coordination to implement UNSCRs relating
and PF.

4. Designate aseporting entities, FIs and DNFBPs which carry out services specifidtein
FATF Glossary In addition, URT should consider designatiimgtitutions which were
identified as having high ML risk in the NRA repas reporting entities or designate them
high risk and require Fls and DNFBPs to apply enhanced CDD measutesion t

5. Develop and implement mechanisms that promote and enhance ML/TF risk understang
the smaller banks, NBFIs (with exception of MVTS and foreign owned bureaus), DNFB
well as their AML/CFT obligations, in particular, application of EDD, impletiven TFS
(UNSCRs), identification and verification of BOs, STR reporting and application of -a
based approach

6. URT should adopt and implemetigk-based AML/CFT supervisiofor all Fls and DNFBPs,
which should be informed by risk profile of the sectansl individual institutions. Allcaion
of supervisoryresourcesshould becommensurate witlthe sectoal and individual risk
profiles

7. Authorities charged with the responsibilitgf financial investigation and prosecution ¢
predicate crimes and ML/TF suld make use of the FIU by obtaining useful financi
intelligence and information to support their operational needs
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Effectiveness & Technical Compliance Ratings

Effectiveness Rangs!

0.1 10.2 0.3 104 105 106 10.7 10.8 09 10.10 10.11
Low Modeate Low Low Low Low Low Moderate Low Low Low
Technical Compliance Rating$
R.1 R.2 R.3 R.4 R.5 R.6 R.7 R.8 R.9 R.10
PC PC PC LC PC NC NC NC LC PC
R.11 R.12 R.13 R.14 R.15 R.16 R.17 R.18 R.19 R.20
LC NC PC LC PC PC NC NC NC LC
R.21 R.22 R.23 R.24 R.25 R.26 R.27 R.28 R.29 R.30
C PC PC PC NC PC LC NC LC C
R.31 R.32 R.33 R.34 R.35 R.36 R.37 R.38 R.39 R.40
PC PC PC PC PC LC LC LC C LC

! Effectiveness ratings can be either aHiglE, Substantial SE, Moderate ME, or Low i LE,

level of effectiveness.

2 Technical compliance ratings can be eithe€ & compliant,LC i largely comfiant, PCi

partially compliant oNC i non compliant
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MUTUAL EVALUATION REPORT

Preface

This repot summarises the AML/CFT measures in platéhe United Republic of Taaniaas at the

date of the orsite visit. It analyses the level of compliance with the FATF 40 Recommendations and
the level of effectiveness of the AML/CFT system, and recommends thewsystem could be
strengthened.

This evaluation was based on the 2ATF Recommendations, and was prepared using the 2013
Methodology. The evaluation was based on information provided by the country, and information
obtained by the evaluation teantithg its onsite visit to the country frort'to 12" July 2019

The evaluation was conducted by an assessment team consisting of:
ESAAMLG Secretariat:

| Tom Malikebu,Senior Financial Sector Expert (Team Leader)
1 Joseph Jagada, Principal Expert,

1 MulukenYirga Dubale, Senior Legal Expert

1 John Muvavarirwa, Senior Financtaédor Expert

Assessment Team:

1 James Manyonge, Legal Expert, Financial Reporting Centre, Kenya

1 Preesha Bissoonauthsing, Law Enforcement Expert, Independent Commission against
Corruption,Mauritius

q Vincent Chipeta, FIU Expert, Financial Intelligence Authgritlalawi

1 Joseph Munyoro, Financial Sector Expert, Bank of Zambia, Zambia

1 Koongalele Chube, Financial Sector Expert, Financial Intelligence Agency, Botswana
Observer

T Peter Sekgothé-inancial Intelligence Centre, South Africa

The report was reviewed bthe FATF Secretariat, Mary Tshuma, Director General, Financial
Intelligence Center, Zambia and Titus Mulindieputy Legal CounsgBank of Uganda.

URT previously underwentraESAAMLG Mutual Evaluation in 2009, conducted according to the
2004 FATF Methdology and the MER was adopted by the Council of Ministers in December. 2009
The 200OMER waspublished ands available ahttps://www.esaamlgrg.

That Mutual Evaluation concluded that the country was comphé&ht2 Recommendations (i.e..FO
and R20); largely compliant with 27, partially compliant withl2 Recommendations.€., Recs 4, 14
18, 5, 28, 30, 31, 35, 36, 38, I and40 and vn-compliant with34 Recommendations (i.e.eRs.1, 2,
3,6,7,8,9 10, 11, 2, 13, 15, 16, 17, 21, 22, 23, 24, 26, 29, 32, 33, 345838, II, lll, VI, IV, V, VI,
VII, VIII and SRIX. United Republic of Tanzani@JRT) was therefore rated compliant largely
compliant with3 of the 16 Core and Key Recommendations.
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URT entered theenhancedollow-up process in 2D and exited the process April 2019 still with
outstanding deficiencies dR.3, R. 36, 87, SRIl and SRVIIIl. The reason for exiting théollow-up
process was thal R T assessment under th& Round of Mutal Evaluations commenced in October
2018and the onsite visit was scheduled for July 2019
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CHAPTER 1. ML/TF RISKS AND CONTEXT

25. The United Republic of Tanzania (URT) consists of Maid Tanzania and Tanzania
Zanzibar (Zanzibar). The country covers 888,&fuarekilometersof land and 61,500 square
kilometers of water, making it the Slargest nation in the world URT is located in Eastern
Africa and shares its border with theléaling countries: Kenya and Uganda (North), Rwanda,
Burundi and Democrat Republic of Congo (WestMalawi, Mozambiqueand ZambigSouth) and

the Indian Ocean (East). According to the World Bank Country profile report, URT had a
population 0f59.1 millionin 2018 &7.4 million people in 2017 Swabhili and English are the main
business languages. Its capital city is Dodoma while Dar es Salaam is the commercial hub and
major sea port for Mainlan@ianzania The port also servawighboringlandlocked countgés of
Burundi, Democratic Republic of Congo, MalawkRwanda, Ugandand Zambia URT 6 s Gr os s
Domestic Product (GDHp 2018stood at USCB9.1billion. The manufacturing and construction
sectors spearheaded the overall expansion, with output growth isdxithrs accelerating notably

from the previous quarter. TI&@DP per capa of URT in 2018 wa4JSD 1,000.

Political profile
26. URT is a Republic and attained its independence in 1A5tate authority in the United
Republic is exercised and controlleg the Government of the United Republic of Tanzania and
the Revolutionar Government of Zanzibar. The President of the United Republic of Tanzania is
the Head of State and Government for both jurisdictions. Each Government has three organs: the
Executivethe Judiciary and the LegislatutdRT is a parliamentary democracy wahmultiparty
political system. It has a clear separation of powers, defined by the ConstiRatveer. is vested in
the people, who are represented by the elentethbers ofparliamen . Parl i ament és |
include enacting laws and overseeing the oparatiof the government. Judicial powers are
exercised by independent courts of law.

Legal system
27. The URT legal system is based on the English common law and statutes as enacted by
Parfament. The Constitution of tHeRT and the Constitution of Zanzibar dtee highest laws of
the land. Laws may, in general, be grouped into three categories: those applicable to (1) both
Mainland Tanzania and Zanzibar, (2) only mainland Tanzania andn{@) Zanzibar. More
specifically under the Constitution of théRT forma t er s deemed t o’ thee A UNi o
Parliament of thaJRT has the authority to pass laws applicable to both Mainland Tanzania and
Zanzibar. Otherwisdor matters thatarenotdeeed t o be A Uni ono matter s, t
authority to pass lawthat are applicable only to Mainland Tanzadiiso, under the Constitution,
for matters not deemed to be fAUniond matters, 1
authority © pass laws that are applicable to Zanzilbar instance, ML is not cadered as a
AUNni ondé ma tforeMainlaachTanzanih and anzibar have separate AML legiskation
On the other hand, TF is considered as a sedsgtiega n d t h er e f mattex. Hancedtheén i on 6
Prevention off errorismAct applies to both Mainlan@lanzania and Zanzibar.

8 https://www.worldatlas.com/af/tz/wheig-tanzania.html
4 http://pubdocs.worldbank.org/en/325071492188174978/tmamdf

5 Refer to Annex | which repduces the list of Union Matters as set out in the First Schedule of
the URT Constitution.
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1.1 ML/TF Risks and Scoping of Higher Risk Issues

Overview of ML/TF Risks

28. The analysis of ML/TF risks made by the assessment team is based on the information
submitted by the country before and during the ongisé, which includes the national risk
assessment (NRAgportand information obtained from other credible external sources.

29. URT carriedout an NRA exercise using the World Bank Tool from Septemb@t52to
December 2016Prior to this, there had not been any ML/Teator risk assessmengt a
national,sectoral or agency leveThe NRA exercise was championed by the Ministry of Finance
and Economic Planning and coordinated by the Financial Ireatty Unit(FIU) and Bank of
TanzanigBoT).

30. The main outcomes of thesessment were the detection of threats and vulnerabilities which
led tothe overall ML rating for the country as medium high while TF risk was rated as
medium. The following crimeswere identifiedas the most prevalent crimes that lead to money
laundering (listed in the descending order): corruption, tax evasion, illicit drug trafficking,
counterfeiting goods, illegal mining and illegal trading in precious metals and stones and poaching
and unlawful dealing in government trophies.

31. With regard to ML riskm the sectors, the real estate, dealers in precious metals and stones,
motor vehicle dealers and informal value transfer (hawala) services were considered to pose high
ML risk- channe$ through which most of the proceeds of crime are laundéhede werdollowed

by the banking, casino, bureaus de change electronic money issuers, lawyers, notaries and other
independent legal professionals. In terms of \kalperabilities these were ehtified as:

9 long and porous borders which include the Indian Oceanradquate human and financial
resources to support effective controls of the borderilting into trade routder illicit flows

of goods and funds

Inadequate specialised/ tedtad expertise in financial investigations and ML prosecution.

Lack of implementation of crossorder currency requirements.

Limited availability of beneficial ownership information

Lack of AML/CFT supervision in the DNFBP sectors and absence of licénsgiptration
requirements for real estate market players

1 Inadequate@mpliance functions in bureaus de change

1 Large size of the informal economy go@tdominanuse of cash in financial transactions

E

32. In relation toterrorist financing TF), the risks dentified in theNRA were basedon the
assessment of various threats amdnerabilities surrounding URTWith regard to threajsthe
assessment considered such factorexastence of terrorist groups in the neighbouring countries.
Vulnerabiliy of the URT to TF emanate from existence of informamoney transfer services
(hawala), free movement of people within East Africa regiback of implementation of cross
border currency requirements, weaknesses in the regulation of mobile money operations,tmadequa
information during the NRA related to then-profit organisatios (NPOS3.

1.1.1 Co u n tRiskyA8sessment Scoping of Higher Risk Issues
33. As indicated above, URT carried ot NRA exercise using the World Bank Tool from
September 2015 to December 20&td the NRA report was published in May 2019he
publication delayed bacise theuthoritiesrequired aproval from Government to make the report
public. According to the NRA report, the exercise involved assessment of 19 sectors: banking,
insurance, secities, real estate, electronic money issuers, dealers in precious arelastones,
saccos, accountants and auditors, lawyers, roi@dit institutions, bureau de change, informal
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financial groups, money remitters and transfer agents, informal monefetrrarvices, pension

fund managers, operators of gaming activitiesalets in works of art, auctioneers and motor
vehicle dealers. The authorities analysed the threats and vulnerability factors using data on criminal
offences, activities of public sectdodies (e.g. supervision, investigations, border controls,
internatioral cooperation, prosecutions, confiscations) and the legal frameworks in order to
determine the inherent ML/TF risk levels faced by individual sectdrs ML risk for the country
wasassessed as medium high while the TF risk was rated medium.

34. The authories acknowledged that there was limited information to use for purposes of
assessing legal persons and the NPO sector. In addition, it was also noted that independent TCSPs
were not icluded since they are not designated as reporting entities and theratffanebject to
AML/CFT supervision. Furthermore, although bureaux de change were rated medium high in terms
of ML risk, the authoritiessubsequentlyconducted an operation which lea the closure of 188
bureaux de change in 2018 and a further 103 burdaushange in the first quarter of 2019 for
reasons that included suppression of hawala services arabngaliance with capital requirements.

The assessment team is of the view thatmieasures the authorities took (including encouraging
banks to fill tre void that was left by the closure of bureau de change) moderated the residue risk of
the bureau de change sectamd limited the displacement of foreign exchange servibgs
undergound operations

35. Except for obligations of reporting entities, URT leglsamework does not have
requirements for registering and retaining beneficial ownership (BO) informalfiois is a
significant vulnerability, given weaknesses in AML/CFT supervisispecially lack of coverage

of DNFBPs by the AML/CFT frameworklt is difficult to establish the extent to which the
reporting persons obtain and maintain BO informat@&ating to its customersThe weaknesses in

the DNFBP supervision are areas of cem especially considering the sustained growth in the real
estate angrecious metals sector and opportunities for legal professionals to exploit weaknesses
that can facilitate the abuse of legal persons. The absence of coverage of domestic politically
exposed persons (PEPshalsoanother significant vulnerability, whidk particularly noteworthy in

the context of a country where corruption is a major predicate offence andwtadenterprises

play a dominant role in the economy.

36. The authoritiesdentified TF as medium risk based on the assessment of various timekats a
vulnerabilities surrounding URT. The assessment considered such factors as the terrorist bombings
in Dar es Salaanwhich happened in 1998 with the involvement of Tanzanians ant Ni&@s,
proximity to countries where terroristic organisations such laShababare based, vulnerabilities

of money transfer services, NPOs and existence of informal value transfer services. However, the
assessment team is of the view that the assessamehtsubsequent ratings of threats and
vulnerabilities was limited in spe@ (see detailed analysis under IOR9r instance, the value of

cross bordercurrency declared at the entry ports and the destination of the cawvgezsnot
adequatelyanalysed inthe context ofTF sincethe enabling Regulations were only issued in
Segember 201@nd actual implementation started in 2017 and 2018 (for Mainland Tanzania and
Zanzibar respectively)in addition, he assessment team noted that the destinations included
unstable countries which have also been associated with terrorist acbupies and that the
authorities do not obtain information on the purpasfethe currency/ BNIgsee details under 10.6

and 10.8).

37. Overall, he results of the NRA have helpec thuthorities tenhance theiunderstandingf
ML risks in URT. Howeverthe understanding could be enhanced by expanding the scope of the
sectors covered as described above.
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Scoping of HigheRisk Issues

38.

In deciding what issues to prioritise for incredsfocus,the assessors reviewed materials

provided by URT on the ML/TFsksidentified, especially through the NRA procéas described
above) information from credible third-party sources (e.g. reports of other international
organisations)and the preious MER, including progress reports within the context of the
ESAAMLG Post Evaluation Implementation Process. In particularafisessors focussed the
following priority issues:

1

Preventive measures The NRA identified the banking sector as the magjeted sector by
money launderers. Furthermore, some DNFBP sectarls as real estate and dealers in
precious metals and stones whialkere assigned a high ML risk rating wenet being
supervised for AM/CFT purposes. Therefore the assessment team exgd the
understanding of ML/TF risks as well as implementation of AT obligationsby these
sectors Special attention was also given to regulatory and supervisory measuresntaken
relation to sectors which were identified hghrisk sectors, inclushg the application of
sanctionsagainst norcompliance with AML/CFT oligations.

Money/ Currency Exchange market URT authorities closed88 foreign exchange bureaus
in 2018 and a further 103 in20196. According to open sources, the reasons were tha¢ som
bureax de changevere operating without a licence while others wadhkeged to be involved in
ML . However, the NRA had determined that
risk was considered to be medium high. In this regard, the assdstmaen wanted to
determinemeasures taken to avo&mergence or increa in underground or illegal forex
currency exchange activitiésllowing the closure of the foreign exchange bureaus.

ML Investigations, Prosecutions and ConfiscationThe NRA found tht the most prevalent
proceeds generatingrimeswere corruption, tax veasion, drug trafficking, counterfeiting of
goods, illegal mining and trading in precious metals and stones and wildlife poathang.
Assessment team focused on how cases involvingepds from the main predicate offences

t

are investigated and prosecutadd proceeds are confiscated. They assessed the use of

financialintelligence tadentify and confiscate criminal proceeds.

International Cooperation: The NRA highlighted that there &gnificant number of foreign
proceeds which are laundered in URT &mat proceeds of crime from URT are also laundered
outside URT In this respect, ssessent teanexamined the measures in place with respect to
international cooperation generalfpr instancein relationto outwardcrossbordercurrency
transportationdrug traffickingand wildlife crimes.

Terrorist financing: The NRA rated terrorist financing as medium and identified NPOs,
informal money transfers (hawala) and mobile money providerbeing vulnerable to TF.
Given the limited TF analysis in the NRA andsufficient information on NPOs, the

assessment team paid particular attention to the level of awareness of TF risks among key

authorities and the mitigating measures that are bekaptaThe team also focused on the use
by authorities of the domestitsting mechanisms and the implementation of international and

domestic sanction lists by the private sector. Given the historical and geographical context, the
assessment team also exaed the level of awareness of authorities regarding current TF risks

in the NPO sector and the adequacy of oversight measures.

6 As at the 30 June 2019, the number of ofregebureaux de change had reduced to 5.
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1 Mobile Money Payment System URT is one of the top countries in the region which offer
mobile money service$-or this purposeassessorganted todetermineregulatory measures in
place and theirféectivenessn preventingthe abuse of thmobile moneyservices for ML/TF
purposes.

1.2 Materiality

39. In terms of GDP, URT O s e c o nAfrimanregian.Adcerdgng s econd
to the World Bank, the volume of GDP in 2018 was USD 59libbilAgriculture accounts for the
largest share of GDP followed by ctmgtion, trade, manufacturing, mining & quarrying, financial

& insurance sectorsAnother point tonote is thatthe size of the informal economy in URT is
estimated to be between-60 percentof the formal sector output (GNPJalling within the highest
bracket in Africa. An informal sectpalso described as a shadow economy is associated with
prevalence of taxvasion, corruption, organised crime atl, among other characterisficét is
possible that there are many illicit financial transactions which take place which are not detected by
the authoritiesand not reportable under the AML/CFT regime. The presearica significant
informal economy mayhereforemake it easier for aminals to conceal serious criminal activity
which mayalso affectthe effectiveness of investigation and prosecution of ML, TF and predicate
offences.

40. The real estate sector is onetlog biggest sectors in the economy of the URT. It contributed

2.7 percen t of the cou®trymdse gGiDsPt eirne d2 Ollo c al agent s
commonly used in real estate transactions. The real estate sector is particularly significant in the
context of URT where proceeds of corruption (the top predicate crimne)l@undered through
investments in commercial and residential real estidaever, in view of tk factthatthe number

of real estatagentss not known (since thegre not requiretb be registerédandthatthe volume

of transactions they handle istdaown, their significance would be difficult to determine. It is
alsopossible thasomeproperty owners deal directly with tenants.

41. Lawyers, notaries and other independent legdiegsionals are involved in facilitating real
estate transactions thrdugpreparation of sale contracts as well as performing property
conveyancing services. In this regard, lawyers are likely to prepare for, or carry out, transactions
for their client corerning buying and selling of real estate connected to proceeds wptaamr

Given the significance of the real estate transactions and the fact that lawyers are not being
supervised or monitored for compliance with their AML/CFT obligations, the Mds 1i$ lawyers

are therefore significant.

42. The URT is endowed with vatig minerals, precious metals and precious stones. In 2014, the

URT exported $1.52 billion worth of precious metals and stone equivalent to 24 percent of total
exports (DTIS Extractivenidustries Report, 2016). The minerals sector contributed 4 percent of

the countryo6s GDPMedember2018, there werk 215 aprécioes metals and stones

dealers in the URT. Given the size of the DNFBP sector and considering that preciogsantetal

! IMF Working Paper WP/17/156, July 2017 available at
https://www.imf.ag/en/Publications/WP/Issues/2017/07/10Ah®rmalEconomyin-Sub-SahararAfrica-
SizeandDeterminantsA5017

8 http://ijecm.co.uk/wp-content/uploads/2015/10/31044.pfl

9

Source: https://www.nbs.go.tz/index.php/en/censugveys/nationahccountsstatistics/na
publications/48-highlightsfor-the-secondquarteraprjun-gdp-2019
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stones dealers are not being supervised or monitored for conw®ligith their AML/CFT
obligations, their ML risks are significant.

1.3 Structural Elements

43. URT has all the key structural pillars necessary to support an effective AML/CFT system
such & political stability, governmental effectivenessécountability rule of law and an
independent judiciaryThe country is ranked at 25.7, 34.6 and 28.37 on political stability, rule of
law and government effectimess respectively according to the WorlBiank Worldwide
Governance indicator in 2017 (whe@ecorrespondgo the lowest rank and 100 represents the
highest rank).URT, while ranking in the top half of the continent in overall governance,
demonstrates a negative trend since 204drely driven byweakened performance in human
rights and sustainable economic oppoaititii

44. Furthermore, Government has established necessary institutions involved in the AML/CFT
effort. Political commitment has been demonstrated through amendments of AML/CFT related
laws and regulations to address deficiencies identified in the previatisahevaluation and to
incorporate new requiremeritgaroducedn the FATF Recommendations of 2012.

1.4  Background and Other Contextual Factors
45. The current administration of URT heaakéen serious steps to eradicate corruption in public
institutions. Thecountry removed more than 10,000 ghost workers from the public sector payroll
in a crackdown on corruptioin April 2017, the President sacked 9,932 public servants found with
fake acdemic certificate, following a verification proa@s In addition to ighting corruption,
Government has also demonstrated the desire to foster improvement in service,detiweting
investigation and prosecution of ML/TF cases and predicate offences

1.4.1  AML/CFT strategy

46. According to the AML Act and AMLPOCAthe National MultiDisciplinary Committee is
responsible for developing national policies and measures to combat ML and TF in the URT. As at
the end of the onsite visit, URT did not havetien AML/CFT Policies and Strategnd it would

be difficult to highlght anything in that regard. It is however noteworthy that, following the NRA
exercise, the authorities came up with a National NRA Action Bdamering the period 2017 to

2021 The Pla cdegorised activities in terms of High Priority, Medium Priority,i€uWins and

Other Actions. The concerimowever, is that the Plan does not address some of the areas which
deserve high priority such as sectors which were rated highly vulnerable émd/high proceeds
generating predicate crimes.

47. On the other hand, dete absence of written AML/CFT Policy and Strategy, URT
authorities haveaken action to mitigate some identified risks with the help of various broader
institutional and intesectora strategies against crimeThe country has registered remarkable
progess in the fight against corruption, poaching and illegal wildlife trad¢set more details
under 10.1)

10 MO Ibrahim Index of African Governance: Tanzania available at
http://static.moibrahimfoundation.org/u/2015/1#02457/49 Tanzania.pdf

11

Tanzania Economic  Outlook 2017 published by Deloitte available at
https://lwww?2.deloitte.com/content/dam/Deloittelincuments/tax/Ebudgeteconomieoutook
2017.pdf
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1.4.2 Legal & Institutional framework

Legal framework

URT criminalised theoffences of ML in the AML Act and AMLPOCA while TF is criminalised
under Prevention of Terrorism Act (POTA). The associated predicate offences are criminalised in
various statutes. The laws are further complemented by AML RegulatidséPOCA
Regulationsand POTA Regulations. The legahmework addressesome of theobligaions set

out in the FATF Recommendatian

Institutional framework
The country has established various agencies/institutions and mechamispusible for
formulating and implementingML/CFT policies, some oWwhich are as follows

Ministry of Finance and Planning: is responsible for formulating and overseeing implementation
of AML/CFT policies. Itis also mandated to appoint additional members of the Ndiggiplinary
Committee on ML/CFT and it championed the natiorddL/TF risk assessment in 2015.

National Anti-Money Laundering and Combatting the Financing of Terroris@ommittee - is

a multicoordination agency established in terms of s. 8 of AML Act. The Committdmised by

the Bank of Tanzanidts membership is set out in the Act and the Mgier has powers to appoint
additional members. As at the time of the onsite, the members were: Bank of Tanzania, Ministry
of Finance and Planning (from both Mainland Tanzania and Zamnzibttorney Gener al 6 s
Chambers (from both Mainland Tanzania and Zaax3i Directorate of Criminal Investigation
(from both Mainland Tanzania and Zanzibar), Ministry of Foreign Affairs, FIU, CMSA, Tanzania
Intelligence and Security Services (TISS) anévention and Combatting Corruption Bureau
(PCCB). The main functions othe Committee are to: formulate, assess and improve the
effectivenessof the policies and measures to combat ML and TF, advise Government on
legislative, regulatory, and policy refornmsrespect of AML, CFT and predicate offences.

Ministry of Foreign Affairs: -i s responsi bl e for managing the co
other countries and international organizations and sharing information with relevant stakeholders
including the FIU on the UNSCRs relating to targeted financial sanctions.

Financial Intelligence Unit (FIU): is the central authority responsible for receipt and analysis of
transactions reports and dissemination of the results of the analysis to relevant ienesmd
agencies.

Bank of Tanzania:responsible for licencing banksyoney and value transfer servicdd\(TS)
providers andredit institutions, andML/CFT supervision.

Tanzania Insurance Regulatory Authorityresponsible for licencing insurance comganibrokers
and agents, andML/CFT supervision.

Capital Market andSearrities Authority: is responsible for licensing of capital market players and
also AML/CFT supervision of the licensed institutions.

National Prosecution Service@Mainland) and Director of Public Prosecutions (Zanzibar) are
responsible for prosecuting) arimes, including ML and TF.

Prevention and Combatting Corruption Bureau (PCCB) and Zanzibar Aatirruption and
Economic Crimes Authority(ZAECA): are responsible for investigatioend prosecution of
corruption, ML and other offences uncovered in¢barse of investigating corruption in Mainland
Tanzania and Zanzibar respectively.
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Attorney General 6s Of f iiscrespofsibla foradiafbing édwsaintlddinglai nl an
AML/CFT laws,mutual legal assistance and extradition as the centrabrityttand prosecution of
civil matters on behalf of the URT Government

Tanzania Police Force:is responsible for investigation and prosecution of all crimes including
ML/TF offences.

Gaming Board of Tanzania (GBT)is responsible for licensing casinasd other gaming activities

in Tanzania Mainland and is a designated AML/CFT supervisor and has explicit powers under the
AML Act to take enforcement actions against its regulated estitor norcompliance with
AML/CFT obligations.

Tanzania Revenue Authaty (TRA): is responsible for conducting investigation and prosecution of
tax crimes. It also manages crdmsrder currency and beaneegotiable instruments declarations at
ports of etry and exit.

Business Registration and Licensing Authority (Mainlandand Business and Property
Registration Agency (Zanzibar)responsible for incorporation of legal persons in Mainland and
Zanzibar respectively and also obtain basic ownership infawmédr the legapersons

Tanzania Intelligence and Security Servicd31SS): - is responsible for gathering, analysing
terrorism and TF intelligence and disseminating the information to the investigating authorities and
the FIA

The Registration, Insolvecy and Trusteeship (RITRA - is responsible for formation of legal
arrangements in the Mainland.

1.4.3 Financial sector and DNFBPs
Structure and Size of the Financial Sector

48. The financial sector total assets in the URT represksfd.83percent of GDRn 2018 The
financial sector is dominated by banks. Total assetaukdamounted to US$12,517.93 million

and represente8B percent of the total financial sector (Tabl&)1 As at end 2017, the total assets

of the banking sector represented 18.5 gatrcompared to the global average for 2017 of 62.48
The size othe financial sector in URT is, therefore, relatively sm@lbmmercial bank total assets
accounted for95.44 of the banking sector total assets. The rest were accounted for by six
communiy banks, and five microfinance banks. The major activities of comrhéaniks revolve
around proving plain vanilla credit, deposit and payment products. In this regard, the banking
sector is characterized by intermediation of domestic deposits for predision (predominantly

to the corporate sector) and investment imegoment securities.

49. Much of the business activities of the financial service providers are geared towards serving
domestic customers. In this regard, themal financial sector as whole has limited exposure to
crossborder financial flowsHowever, he NRAreport indicated existence of haadlusiness and

that it is mostly used inrossborderfinancial flows In view of the confidentiality and anonymity
involved, authorities do ndnow the size of this sectohpart from the informal MVTSURT has

a significant informal financialgroups sectofwhich compriseAccumulated Savings and Credit
Association, Rotating Savings and Credit Associations, Village Savings and Loan Assqciibns
Savings and Credit Associations). These are not licensed oteredisand not subjected to
AML/CFT requirements. According to the NRA report, there were over 200,000 inféimaacial

1212 hitps://lwww.theglobaleconomy.com/rankings/bank _assets GDP/
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groups, with estimated capital of oveZ3 500 billion. Althoughthe ML risk was rated Medium
Low, Assessors are of the view that criialis can abuse them for ML purposes in view of absence
of entry controls and supervisooyersight®.

50. The nonbank financial institutions sector includd®8 bureaux de change, four [Eon

funds, and nine securities brokers/dealers and 31 insurance demffare of which were life
insurance companies with total assets amounting to US$104.3 million d@eeedthber 2018).

Group life schemes accounted for ab80tpercent of life insuraze products. Individual life
insurance productsincluding credit lifeinsuranceconstituted abouR0 percent The securities

market players include the stock exchange (Dar es Salaam Stock Exchange), brokers, investment
advisors, dealers, collective inwe®nt schemes, funds managers, underwriters and custodians. As
of March 2018, there were 28 listebmpanies witha total market value of approximately USD

8.37 billion (TZS 19,078.16 billior?).

51. The NRA assessed the ML risk of bureaux de change as medijm Bubsequento the

NRA findings, the authorities conducted an @pen which led to the closure of 188 bureaux de
change in 2018 and a further 103 bureaux de change in the first quarter of 2019 for reasons that
included suppression bhwalaservicesand norcompliance with capitalequirements.

Table 1.1: Structure and Size of the Financial Sector as at December 2018

Type of FIs No. of | Total Assets Locally Foreign

Fls (USD million) Majority Majority
Owned Owned

Banks 50 12,517.93| 21 29

Financial leasing | 3 44.95 3

MVTS 6 N/A | 3 3

Bureaux & | 108 N/A | 4 1

change

Life Insurance 5 243.64| 2 3

General Insuranc( 26 703.93| 8 18

Insurance brokerd 109 4.84| 109 0

Pension Funds | 4 4968.Y | 4 0

Collective 9 205.82| 9 0

Portfolio

management

Assets

management*

Securities 62 12,378| 62 0

13 Subsequent to thensite visit, the BoT has begun to addressitifiermal financial service
providers through delegated supervision. The BoT will capacitate the Local Government
Authority to supervise nodeposittaking community microfinance groups. The SACCOs will

be supervised through the SACCO Regulator. In loaes, the BoT will retain the ultimate
responsibility of AML/CFT supervision of these entities.

14 |nformation sourcedrom https://www.dse.co.tz/
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Investment 13 5.14| 13 0
dealers**
Investment 13 67.98| 13 0
Advisor
CISs 9 188.24| 9 0
Administrator
Manager

Asset Managers | 9 62.85| 9 0

Development 2 450.97| 2 0
Financial
institutions
Mortgage 1 59.27| 1 0
refinancing
Institution
(TMRC)
Mortgage 1 9.22|1 0
Financing
Institution
Electronic Money, 6 3,048.36| 1 5
issuers
Total 34,959.1
Source: Information provided by the Authorities.
Exchange rate TZS 2,300/1 USD

Structure and Size of the DNBP Sector

52. All DNFBPs are present in URT and are licensed by varioesdiog authorities except for

real estate agents and TCSPs. All DNFBPs were not being supervised or monitored for
compliance with their AML/CFT requirements, except for casinos anduatants (Tablel.2).

This situation raised theerception oML/TF risks for sectors such as real estate agents, lawyers
and dealers in precious metals and stones.

53. The real estate sector is one of the biggest sectors in the economy of the URTiblateahtr

3.2 percent of the countrydesntGDPkrnanwn2 0alss . i Malldnar|
commonly used in real estate transactions. The real estate sector is particularly significant in the
context of Tanzania where proceeds of corruption (beptedicate crime) are laundered through
investments in commercial anelsidential real estate.

54. Lawyers, notaries and other independent legal professionals are involved in facilitating real
estate transactions through preparation of sale contracts dsasveperforming property
conveyancing services. In this regard, lawyare likely to prepare for, or carry out, transactions
for their client concerning buying and selling of real estate connected to proceeitseof Given

the significance of the reaktate transactions and the fact that lawyers are not being supervised
monitored for compliance with their AML/CFT obligations, the ML/TF risks of lawyers are
therefore significant.

55. The URT is endowed with various minerals, precious metals and psestiones. In 2014, the

URT exported $1.52 billion worth of precious mistand stone equivalent to 24 percent of total
exports (DTIS Extractive Industries Report, 2016). The minerals sector contributed 4 percent of the
countryds GDP i-Decerd2dl8, therd we288 precieus thetals and stones
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dealers in the UR. Given the size of the DNFBP sector and considering that precious metals and
stones dealers are not being supervised or monitored for compliance with their AML/CFT
obligations, theiML/TF risks arealsosignificant.

56. Accountants are designated as repgrpersonsHowever, it is not known how many engage
in the activities covered by the FATF RecommendatididSP providers are not designated as
reporting entitiesln this regardtrust and compangervicesprovided by entities other than lawyers
(in regect of the creation of legahtities) arenot covered.

Tablel.2; Structure and Size of the DNFBP Sector2018

Type of | Law under | Licensing/ | Number AML/CFT Comments
DNFBP which entity | Registering supervisa
is licensal/ | authority
registered

Casinos Gaming Act,| Gaming 10 land | Gaming Designated a

(including Cap. 41 Board of| based Board of | reportingentities in

internet Tanzania casinos Tanzania Mainland Tanzanig

casinos) Six internet

casinos Casinos arg

prohibited in
Zanzibar

Red Estate| None None The number None Designated a

Agents is not reporting entities in

known. URT

Dealers in| Mining Act, | Ministry of | 283 None Designagd as

precious Cap. 123 Minerals reporting entities i

metals URT

Dealers in| Mining Act, | Ministry of None

precious Cap. 123 Minerals The number

stones provided is for
both deales in
precious metals
and stones.

Legal The Regidrar At least| None Designated a
professionalg Advocates High Court| 5,000 reporting entities in
Act, Cap.| i Tanzanial members of URT

341 Mainland Tanganyika

(Tanzania Law

Mainland) Society.

and The | Registrar At least 100| Zanzibar Designated a

Legal High Court| memlers of| Law Socety | reporting entities in

Practitioners | i Zanzibar | Zanzibar URT

Decree Law

(Zanzibar) i Society. Zanzibar Law

practicing Membership Society has not ye

certificate is voluntary started dischargin
its AML/CFT
supervisory role
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Accountants | The Auditors| National 22 None Designated a
and Board of| accounting reporting entities in
Accountants | Accountants| and 232 URT
(Registration | and Auditing
) Act No 33| Auditors firms in NBAA has started
of 1972 (NBAA) 2018. monitoring

accountants fo
compliance  with

AML/CFT
obligations
Trust  and| None None Not Known | None Not designated a
compalry reportirg persons
Service
Providers

57. On account of the relative materiality and risk in the context of the URT, positive and
negative aspects of supervision for the reporting entities were weighted most Hegauihe
banking sector, heavily for important sectors (real estatatgglwyers and dealers in precious
metals and stones), moderately heavy for the securities saudobureau de changand less
heavily for less important sectors (casinos, accotsitarCSPs, life insurance companies and all
other norbank financial sevice providers under the supervisory ambit of the BoT).

1.4.4 Preventive measures

58. The AMLA, AMLPOCA, AML Regulations, AMLPOCA Regulations and their subsequent
amendmentarethe legalframework for application of preventive measures fardfid DNFBPs in

URT. In relation to Mainland Tanzania, the AML Regulations are tabled in Parliament as

required under s.38 of the Interpretation of Laws Act. Hence, for purposes of assessing

compliancl wPHDUT w1dhyOwUl 1 Ul w1l T UOEYU DS Uegady fou EOOUDE
Mainland Tanzania, when assessing compliance with some criteria of R.10 which must be

b Ow s O Ewherau theDrEquirements have been set out in these Regulations, Assessors

have raUl EWUUET wEUDPUI UPEWEUws Ol Uz 6 w. Ow@rk hotdgd0T 1 Uwli E
EI I OUIl w/ EUOPEOI OUB w200whki 1 OWEUUI UUDOZanzbaiD U1 UPE u
I EUWEIT 1 OwU E Thepreverd@ thaadureb inciu@®D, STRreporting, tpping off and

record keeping which are applicable to reportpeysons.The FIU has issued sector specific

AML/CFT Guidelines for BoT, CIS, CMSA and Insurers to assist in the implementation of
preventive measures. Further, the FIU issued guidelines foethiEation of customer identities to

all reporting personsihe AML/CFT laws and regulations are broadly in line with requirements of

the FATFStandards. However, some technical deficiencies remain, as outlined in the TC Annex

The scope of AMLA and AMPOCA in relation td~Is doesnot cover all the FIs designated under

the FATF Glossary, in particular, fund managers and investment dealers, other than securities
dealer/ broker (AMLA), and financial leasing, fund managers, investment dealers, other than
securities/broker (AMLPOCA). In addition, the definition of Politicallyxfiosed Person (PEP)

provided under both AMLA and AMLPOCA covers foreign PEPs beisdot extend to domestic

and International Organisation PEPs. In relation to DNFBPs, the legal fakawes not

15 |_egal basis of Requirements on Financial Institutions and DNFBFEF Recommendations.
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designate TCSPs as reporting persons and therefore thegtasubject to the requirements set out

in the AML/CFT legal framework. On the other hand, URT has designated customs officers and
auctioneers as reporting persons. The designatsnnet based on an ML/TF risk assessment. The
NRA report of 2016 indides that auctioneers hawe rating of medium to low ML/TF risk.
Although motor vehicle dealers were assigned a high ML risk rating, URT hatesignatedhem

as reporting persons.

1.4.5Legal persons and arrangements

59. The following types of legal persoasd legal arrangements can be registered in:Rflic
companies; private companies limited by shares; private companies limited by guarantee and
unlimited private companies; partniiss; trusts and societies. The registration of legal persons is
undertken by the Business Registrations and Licensing Agency (BRELA) an Executive Agency
under the Ministry of Industry and Trade for Tanzania Mainland. BRELA is responsible for
registrationof Companies, Business Names, Trade and Service Marks and alsoPgit@mis and

issues general business licenses under the Business License Act No. 25 of 1972. In Zanzibar, the
Business and Property Registration Agency (BPRA), an Executive Agency theddinistry of

Trade and Industries of Zanzibar, is responsible famiadtration and regulation of laws
concerning registration of Companies, Societies, Business Names, Industrial Property and
Documents including partnership deeds. BPRA is establishddruhe Zanzibar Business and
Property Registration Agency Actof 20d2nd r epl aced the functions of
Office (RGO) Thereare 9,451 companies registered in URT.

60. The Registration, Insolvency and Trusteeship (RITA) is responsibleoforation of legal
arrangements on the Mainland. In Zanzibar, legalngements are administered under the
Societies Act which is one of the legislations administered by BPRA. Registration of Partnership
Deed in Tanzania Mainland is undertaken by the Regi®f Titles under the Registration of
Document Act Cap. 117.

Table 1.3: Types and Number of NPOs

Sector Number of | Authorised/ Estimated Financial flows throug
Entities  within | Registered by the sector (Tshg million)
the Sector

2015 2016

Health 266 DNGO 33,000 128,000

Education 202 DNGO 17,000 21,000

Religious - -

Social 682 DNGO 30,000 15,000

Protection

Agriculture 137 DNGO 7,000 6,000

Environment | 228 DNGO 7,000 8,000

Gender 115 DNGO 3,000 6,000

Good 312 DNGO 3,000 5,000

governance

Multi Sector | 1,004 DNGO 17,000 6,000

Energy 8 DNGO 5,000 -

Water 9 DNGO 4,000 -
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61. URT conducted the National Risk Assessment (NR#)20152016 in order to assess
elements of ML/TF risks and vulnerabilities in the country. The assessment did not however
idenify, assess and understand the risks, vulnerabilities and the exteritidio legal persons
created in the country can be, or are being misused for ML/TF.

62. There is no mandated legal structure for-poofit organizationgNPOs)relating to the subset
of NPOs that might be subject to TF exposure and abuse. Most of theszatigas are set up as
associations, charities, churches, clubs, cooperatives, societies and NR@s.may also be
companies limited by guarantees but not shaféere are two sepate legal frameworks for
regulating and coordinating NPO sector in tiRT. The laws regulating NPOs in Mainland
Tanzania include the NGO Act (2002), as amended in 2005, and the NGO Regulations (2004).
Societies Act No.6 of 1995 and Societies Rules oc1@Qulate activities of NPOs in Zanzibar.
There is separate designategtjistrar of NPOs for registration and coordination of NPOs in
Mainland Tanzania and Zanzib&RT has not conducted specifisk assessmemd identify NPOs
which could be at the tksof abuse for TF purposeBhere is a need for effective outreadiivities

to protect the sector from possible terrorist financing abuse.

1.4.6 Supervisory arrangements

63. The responsibility for supervision and oversight of financial service provideshared
among three financial sector supervisory authorities, nartteyBoT, CMSA and TIRAThe BoT

is responsible for licensing and supervision of banks and other financial service providers (e.g.
development finance institutions, mortgage refinancempamies, housing finance companies,
financial leasing companies, andréau de change) for both prudential and AML/CFT. MVTS
providersare affiliated to banks and, therefore, the BoT supervises them agf plaet financial
productgservicesof banks. Molle money service providers are also licensed and supervised by
BoT

64. The CMSA is responsible for licensing capital market intermediaries that include securities
brokers/dealers, securities custodians, collective investment schemes, nominated advisond, and f
managers. It is also responsible for both prudential and AML/GIpErsision of the capital
market intermediaries. However, the CMSA does not have a legal basis to be the AML/CFT
supervisor of capital market intermediaries established in Zanzibaudes.18A of AMLPOCA

does not include the CMSA among the AML/CFT swjsarrs in Zanzibarlife and general
insurance companies are licensed by the TIRA which also is responsible for their prudential and
AML/CFT supervision.

65. All DNFBPs are present in URTExcept forreal estate agents and TCSENFBPs are
subject to licensigiregistration by various authoritiesTrust and company services are largely
provided by lawyers and accountants but any other natural or legal person can provide this service
without being specifically licenséregisteredo do so. Although the AMLA anAMLPOCA have
designated AML/CFT supervisors for some DNFBP sectors, the AML/CFT supervisors for real
estate agentslealers in precious stones/metascountants and lawyers (in Tani&a Mainland)

have not yet been designated. BeyondLifa® Society ofZanzibar andsBT thatwere designated

as AMUCFT superviers of the entities they licenser register there were no designated
supervisorsesponsibldor supervisingor monitoringother DNFBPs for AML/CFT compliance.

66. Despitethe fact that the AML/CFT sugrvisor for accountants has not yet been designated,
the NBAA has proactively taken on the responsibility for AML/CFT supervision of accountants and
auditors. In addition, sing s. 6(k)of AMLA, under which the FIU has power to conduct
inspections on theeporting persons for purposes of detecting any ML/TF activities, the FIU has
conducted AML/CFT supervision of some financial service providers either jointly with AML/CFT
supervisors oon its own.
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1.4.7 International cooperation

67. URT has ratified internathal instruments relevant to AML/CFT, which it has domesticated to
support its international cooperation requirements. The legal framework for extradition and MLA is
set out in the Mutal Assistance in Criminal Matters Act (MACM Act), 1994 and the Extialit

Act, 2002 which arenot unduly restrictive In addition, URT has entered into bilateral and
multilateral agreements (e.g. the Harare / Commonwealth MLA Scheme and South African
Regional Police Chiefs Cooperation Organisation (SARCO) as well as withther countries) to
facilitate international cooperation. ML and TF are extraditable offences in URT.

68. The LEAs and the AG ©ffice through DPP (which handles MLA and extradition regsjest
have made and received requests on cases with their foreign cactstéyt few cases are related

to ML and no case on TF. The FIU has signed 17 MoUs with other FIUs including FIUs in the
ESAAMLG region to facilitate exchange of information. As at dage of the onsite visit, the FIU

had exchanged information with courgtarts such athosein Kenya, United Kingdom and South
Africa. The BT and other supervisory agencgide someextent, cancooperate and exchange
information with foreign counterparts.
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CHAPTER 2: NATIONAL AML/CFT POLICIES AND COORDINATION

2.1

Key Findingsand Recommended Actions

Key Findings

a)

b)

d)

e)

f)

Recommended Actions

a)

URT has demonstrated a reasonably fair understanding of its ML/TF risks, the risks in
regulated sectors and high proceeds generating critmes are laundered in various ways. This
understanding is essentiallgged on the NRA exercise which was carried out from 2015 to 201
i nformation gathered in the authoritieso
various platforms for AMLCFT coordination and cooperation

Identification and assessent of ML/TF risks associated with legal persoasd NPOs was
inadequatalue to limited informationin addition, existence of a significant informal economy
combined with a largely cadiased sciety and hawala, further complicdt¢éhe identification
and assessmeaof ML/TF risks.Furthermore, the NRA has not been updated to take into accoy
evolving ML/TF risks.Hence, thecurrentunderstanding oML/ TF risks might be negatively
affected by thee factors.

URT isyet to develop national AML/CFT policies to addsédL/TF risks identified in the NRA
report. The Action Plan developed in 20lfbes not speak tsome ofthe high proceeds
generating crimes and high ML risk sectors highlighted in tRANOnN the other handthe
authorities haveaaken measurew® address Wdlife crimes, corruption and tax evasion which
were identifiedduring the NRAas the major proceeds generating crinaesivities which started
prior to the NRA exercise

The resuls of the NRA do not appear to have resulted in a sufficiently consgajuehange in
approach to high risk scenarios or the employment of appropriate mitigation measures to {
areas noted as high rislAlthough motor vehicle dealers were identifiedpgiesenting a high ML
risk, they have not been designated as reposimifies nor are Fls required to apply EDD
measures on thenConversely, customs officer and auctioneersstiledesignatedas reporting
persons although they were not identifiegpasinghigh risk.

There are a variety of formal and informal irégrerty coordination and cooperation in URT,
which enjoy high level supportRT established a National Mulisciplinary Committee and
there arealso specialised task forces facilitate interagencycoordinationamongst LEAs and
prosecutors However, thereés no direct link between these task forces and the Nation
Committee which is responsible for policy mattdesirthermore thereare no mechanisms to
facilitate @ordinationin theimplemenéationof UNSCRsrelated to PF

URT has not taken adequate aciont o pr omote reporting enti
national ML/TF risk assessment.

Update the NRAo take into account the evolving ML/TF risksorder to enhance the level of
understanding of ML/TF risk in URTThe upé@te should include &king a more systematic,
holistic andin-depth assessmepf the ML risks posed by misuse of legal persord legal
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b)

d)

e)

arrangement, thasaformal economyhawalaamong ¢hers TF risk assessment should involve a
broad range of areas suchTds threats and vulnerabilities arising from NP@awalaactivities,
mobile money operators and crelerder currencyransportation.

Develop national AML/CFT policieand/ or strategeswhich are informed by the risks identified
through theupdatedNRA exercise and rerient the National Action Plan so thie activities
contained therein arim line with the results of the NRAURT should continue withhe fight
against poachingax evasion, corruptioand other high proceeds generating crimes

Usethe results of the ML/TF risk assessment to justify exemptions and support the applicatio
enhanced measures for higher risk scenarios or simplified measures for lower risk sceng
Consider designating entities which were identi#sgosing highML risk in the NRA report as
reporting entities for AML/CFT purposes designate them as high risk and require Fls to appl
EDD measures on the Considerreviewing the efficacy ofmaintining designation of some
sectors/ entities as reporting entities vilhihave not been identified in the NRA as posing ML/TF.

Put in place mechanisms which will facilitate coordination between the work of the operatig
committeestask forces and the MurDisciplinary Committee to ensure that the work of the task
forces & taken into consideration at the national policy making level.

URT should undertake extensive outreach to ensure that the private sector and comg
authorities which did not partjgate in the NRA exercise aesvare ofML/TF risks facing the
country awl urge them to develop appropriate mitigating measures.

The relevant Immediate Outcome considered and assessed in this chapter is 10.1.

Recommendations relevant for the assesswiegtfectiveness under this section aré,R, 33and 34

2.2 Immediate Outcome 1 (Risk, Policy and Coordination)

221 Countrydés understanding of its ML/TEF

69. URT has demonstrated a reasonably fair understanding of its ML/TF risks, the risks in the

regulated sectors and crimes which generate high proceeds for launddrimginderstanding is

The

r

s k

essentially based on the NRA report, i nformati

and information exchanged in various platforms for AML/Cbrdination and cooperatioithe

finding is based on the review of tidRA report produced by the authorities and interviews

conducted during the onsite and Face to Face meetings.
70. URT carried out a national ML/TF risk assessment exercise from SeptembeioAD&écember

2016 to identify, assess, and understand ML/TF risksrdReptatives of private sector entities

participated in the NRAxercise The ML risk for the country was assessed as medium high while

TF risk was rated as medium. The NRA exercise ezemspleted in December 20b&it publication
of the NRA report was donen May 2019 Furthermore, URThas not conductedny update or

Ssubsequent sectoral ri sk ass es sofmbemptevaiting ML/TRpr ov e

risks. Thethreeyear delay in communicating the results of the NR#ight haveaffecied the
countryo6s ofMdEriskd andi ng

71. The URT authorities which the Assessment Team met generallydagide the NRA
conclusions as far as the main procegelserating crimes posiniylL threat and the vulnerabilities
of the sectors are concerned. Hoeevhe NRA did not adequatelgover legalpersons, legal
arrangements, NeRrofit Organisatioa (NPOs)andtrust and company service providefsCSPS.

Therefore, the ML/TF risks of sh organisations, persons and arrangements are not

comprehensively undgtood. In addition, although the NRA identified corruption, tax evasion, illicit
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drug trafficking, counterfeiting goods, illegal mining and illegal trading in precious metals and
stones and poaching and unlawful dealing in government trophies as highepigenerating
crimes, the Assessors are of the view that the risksdpmgether crimes such as trafficking in
human beings and migrants smuggling westadequately assessed andenstood.

72. With regard to ML risk in the sectors, the real estate,edeah precious metals and stones,
motor vehicle dealers and informal value transfer (hawala) services were conssl@esinghigh

ML risk. The sectors of banking, casinos and otfening activities, bureaux de change, electronic
money issuers, lawyersotaries and other independent legal professionals were rated medium high
in terms of ML risk. As indicated in the NRA report, the presence of a significant informal economy
combinedwith a largely caslbased society and hawala, further complidate identification and
assessment &fiL and TFrisks

73. Furthermore, the assessment team is of the view that there is merit in some refinement or
updating the NRA. For instance, the ML rigk the foreign exchange bureaus sector was rated
medium high. Some of b r easons on which that rating was
comprehensive AML | egal framewor ko, 6high effec
and O0hi gh oédntryeantrolé@ Hewewerdsring 20172019period, theauthorities tosed

291 foreign exchange bureaus in Mainland Tanzaknereas the authoritiesidicated that the

closure was in relation to naemompliance with new capital requirements introduce@0d7, the
mediaalsoquoted the central bank governor as having d@t the foreign exchange bureaus were

closed because they were involved in ML /andperating without dicenceé®. If all the foreign

exchange bureaus which were closed were involvédLirand opeatingwithout a licence, then the

reasons supportingthe MLat i ng of O6medi um highd might not b
also established that one of the people who was convicted for illegal poaching and wildlife trade, was
operaing a foreign exchange bureau which was used to launder the procesdgpdaching.
Furthermore according to the NRA reporand discussions held with the MeuBisciplinary

Committee some foreign exchange bureaus were linked to haaglgities and unlavful funds

transfers. Subsequent engagement with URT authorities rededhat here was no common
understanding among the authorities on the facilitation of hawalaul®aux dechange. Basedn

the foregoing observations, the assessment teanthe vew that the authoritds underoft andi n
ML risk in the bureauxie chaigesectorwaslimited.

74. The authorities identified TF as medium risk based on the assessment of various threats and
vulnerabilities surrounding URTThe assessment of TF threat of was sectors was largely based

on intelligence reportasthe authorities did not use any quantitative datasassors arhereforeof

the view that the assessment and subsequent ratings of threats and vulnerabilities was limited in
scope as expounded beloFor instance, the authorities did not consider the threat arising fr
individuals or entities resident in URT whoight be sympathisers of terrorist or terrorist
organisations operating in other countriaed who might be involved in making financial
contributions to foreign terrorists or terrorist organisations. The icapeint is anational from a
neighbouring countrywho was extraditedrom URT in 2015 at the request of theeighbouring
country The personlived in URT, had 4 bank accounts, vehigcknd houses dRT. Indications of

TF came to the attention of the haotities after the individual had been extraditedrthermorethe

NRA report indicated that thereas limited CFT knowledge among reporting persarmd the
relevant authorities

75. With the benefit of a hindsight, authoritiesere aware that the terrorisbmbing at the US
embassy in Dar es Salaam which occurred in 1998 involved sdt@B8 Bind 2 Tanzanians. The

18The Citizen (newspaper), Friday, June 21, 2019
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discussions with authorities showed that theeeeno specific requirements initiatives which hd
been introduced to detect or curb TF transactin the NPO sectoAlthough there was no adequate
sectoral risk assessment undertaken on the Bd@orfor TF purposes, the level of risk on the
sector was rated Medium LowOn the basis of these factors, th&ssessors concluded that
understanding of F risk in the NPO sectavasvery limited.

76. In addition,the TF threat for mobile money operators was rated medium hilghassessment
was also based on intelligence reports didchot use any datdn view of this, Assessors are of the
view that tle wlnerability of this sector could be higher for the following reasons. Based on the
regulatory framework as at the time of the NRA and onsglig, customeravere allowed to make
crossborder payments but thergere no regulatory measures to curb abusthisf facility for TF
purposes. Although there was a transaction limit of §sB million, there were nmbligationsto
identify beneficiaries; there were no limisn numberof wallets a person couldhold etc.
FurthermoreML risk in the hawala sector waiated high while the TF threat in relation to hawala
was ratednedium. Sincehawala activitiedake place undergrounthe authoritiesdid not explain

the reasons which supported thedium ratingConsidering lack of statistics on hawala activities to
facilitate a quantitative assessment, there is a greater likelihood that the TF threat could be higher
than medium.In addition, at the time of conducting the NRA exercise, URT had ebstgrted
implemening crossborder currency declarations requiremeatsl the NRA findings were not
supported by anguantitative andjuantitative data

77. In view of the aforementioned gaps in the assessment of TF risk, the assessment team is of the
view thatthe understanding of TF rig&limited.

2.2.2 National policies b address identified ML/TF risks

78. URT hasnot yet developed AML/CFT policies to addrasentified ML/TF risks and its
activities do not adequately address the identified ML/TF riskis fifiding is based on the NRA
Action Plan and interviews with key sttiolders.

79. URT hasanNRA Action Plan whichwas prepared after the NRA exercise. The Action Blan
divided into three categories: High Priority, Medium Priority and Quick Wins. WithénHigh
Priority there are the following planned activities: create Adlareness, amend AML Act, amend
AMLPOCA, Amend AML and AMLPOCA Regulations, review AML/CFT Guidelines, NIDA to
fast track issuance of national IDs, employ adequate AML/CFT supenssidiy collection of
required AML/CFT data and statistics for mutuablesation, policy formulation and future NRA.
URT has conducted AML/CFT awareness for reporting entities, LEAs, judiciary, and Members of
Parliament. In addition to this, competent avities have issued Regulations to facilitate
implementationof crossborder currency requirements, electronic funds transfers, cash threshold
reporting, risk assessment requirements. Furthermore, the FIU has recruited additional staff
members, NIDA has régfered over 80% of the population and mobile network operatense-
registering all Simcard holders using biometrics.

80. However, wth reference to high proceeds generating crimes and high ML risk sectors
highlighted undelCore Issuel.l above, the ActiorPlanhas notput much focus on areas of high
ML/TF vulnerabilities and risks identified in the NRA Notwithstanding thissome competent
authoritieshave continuedo take action to address some of the identified risks (see detaits
Corelssue 1.4 ahlO. 7), which URT had started doing prior to the NRA exercise
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2.2.3 Exemptions, enhanced and simplified measures

81. URT has not used the NRA results to justify exemptions and support application of enhanced
measures fosomehigher risk scenarios or simfiid measures fosomelower risk scenariosThe
finding comes from th&lRA report, AMLA, AMLAPOCA and Regulations.

82. URT conductd a Financial Inclusion Risk Assessment alongside the national ML/TF risk
assessment in 2015/2016 to asg&ss arising from existing as well amerging productsand
propose measures to mitigdke identified risks. However, the exercise did not specifically identify
any low risk scenarios nor did it recommend products or services that would justify the application
of simplified customer due diligence (CDD) or exemptions. On the other handlatiomreto
Mainland Tanzania reporting entities are permitted to apply simplified measures datingyput a

ML/TF risk assessment ardktermine that the business relationship orsation presents a low
ML/TF risk.

83. Despite the fact that the NRA repdalid not identify any circumstances which would justify
exemptions from application of some FATF Recommendations,8UR@al framework exempts
reporting entities from identifying andetifying the identity of other reporting entities (see
discussion undeR.1). This means that whenever foreign exchange bureaus, real estate agents,
dealers in precious stones and metals, etc want to open a bank account, they are not required to
produce i@ntification documents for purposes of verifying their identity. Thia matter of concern
considering that the NRA report shows that ML risk for institutions such as real estate agents and
dealers in precious stones and metals is.hitjere is no prove low risk of ML/TF to support the
exemptions.

84. In relation to Mainlandranzaniacompetent authorities amendé@ AML/CFT Regulationgn

2019 to include requirements faeporting persons to undertakeDD in the following
circumstances: where high ML/Tlisk has been established, a transaction or business relationship
with a person established in a high risk jurisdiction, ctomsler correspondence relationship, where

a potential customer is a PEP or family member of a PEP or known close associaiPofadnéye

a customer provided false or stolen ID, where a transactionmplex or unusually large, unusual
patterns of transactions and transactions with no apparent economic or legal idas@ver, he
application of EDD to PEPs is limited foreignPEPs and is applicable only Mainland Tanzania

(see analysis in R.)2

85. Furthermore, reporting persons in Mainland Tanzania subject to the AML Law are required to
adopt a RBA to applyinlAML/CFT measureswhich includes analysis of the following factors
customers; products; services, delivery channel risks and geogtapélisa The outcome of this
analysis helps the reporting persons to determine the extent of CDD measures to take in order to
manage the ML/TF risks.

86. Although motor vehicle dealers wadentified in the NRA report as presenting a high ML risk,
authoritieshave not designated them as reporting entiti@s the other hand, apart from the
reporting persons covered by the FATF stanglaitte URT includes some categories as reporting
personsunder the AML/CFT Law. These include customs officer and auctiondergever, URT

hasnot explained the basis under which these were designated as reporting persons and the NRA
report does not include them on the list of higdk sectors or entities.

2.2.4  Objectives and activities of competent authorities

87. In the absencef written AML/CFT policies, Assessors could not establish the extent to
which objectives/ activities of the competent authorities are consistent with evolving AML/CFT
policies.Activities undetaken by the authoritiesvere not adequately alignedth the NRA resuts.

This finding is based on the Action Plan and interviews.
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88. As described above, the URT developed an Action Plan with a view to address the ML/TF risks
identified in the NRAreport. Some of the activities which competent authorities have uriaerta
include: NIDA has beerfasttrackingissuance of IDSBRELA introducedonline searcHor basic
ownership information However, the Action Plan does not contain some specific ML/TF
vulnerabilities which were rated high (such as those related to thengasdctor, real estate sector,
dealers in precious metals and stones, hawala). In addititimities to addresthe high proceeds
generating crimes are not reflected in the ActicanPlI

89. Notwithstanding the foregoing observation, the URT Governmentriauke some reform
measures such as establishment of Economic and Corruption Division of High Court in 2016
whereby some offences like corruption, money laundering, drug traffickingriade under that

court. Furthermore, mplementation of the crodmorder declaration of currency and bearer
negotiable instruments started on 1st October 2017 for the Tanzania Mainland and on 1st July 2018
for Zanzibar.

90. In addition, URT established a NatainTask Force on ArfPoaching in 2016 consisting of

the Tanzania Pole Force, Tanzania Intelligence and Security Service, Prison, Immigration,
National Prosecution Office, PCCB and Tanzania Revenue Authority. The main reason for
establishing the Task Far wasto ensurehighly coordinated and intelligended, joint anti
poaching operations. The authorities realised the benefits of coordinated actions against poaching,
sharing resources and exchanging information. As highlighted under 10.7, the Task&®omade
noteworthy achievements in investigating wildlife crimeSimilarly, Assessors noted that some
competent authorities also continued with activities (whiahdtarted before the NRA exercise) to
address some major proceeds generating crimesasuchrruption and tax evasion although URT

had not included them in tifction Plan.

2.2.5 National coordination and cooperation

91. URT established a National Muldisciplinary Committee on Money Laundering and Terrorist
Financing (National Committee on AMCFT) whose functions include formulating, assessing and
improving effetdiveness of the policies. It is comprised of representatives from various Government
Institutions: BoT, MoFP (Tanzania Mainland), MoFP (Zanzibar), AG (Tanzania Mainland), AG
(Zanzibar),DCI (Tanzania Mainland) and DCI (Zanzibar), MoFA, Commissioner of Blthe
Deputy Chairperson, PCCB, CMSA, National Intelligence Services. The Deputy GowEBwr is

the Chairperson. The Committee does not have standingosuimittees, however, it naco-opt any
member or establish Working Groups on-Aatc basis to hamel specific assignment as the case was
during the NRA. In addition, the Committee does not receive direct reports from other Task Forces
which exist as described below.

92. There are alsosome formal and informal arrangements that support cooperation and
coorination between the authorities. These include the National Task Force eRcacting, the
National Counter Terrorism Centre, the National Criminal Justice Forum, Task Force aus Serio
Crimes. The National Criminal Justice Forum helps relevant autt®tii cooperate and coordinate
strategic issues in the administration of criminal justice including AML/CFT through meetings and
discussions. The Forum joins together relevant agefices prosecution, investigation, judiciary,
intelligence, prisons, saiwelfare, local Government, immigration services, Government chemist,
academia, civil society and law society.

93. Based on the foregoing, it is noted that there are important mechadnigtage to coordinate
activities. Nonetheless, the assessment tedmvbe that the coordination framework could be
strengthened to ensure better accountability for delivery of mitigation programmes. While the
separate Task Forces are making achievesrtbste is no link with the MulDisciplinary National
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Committee. Absece of that link does not provide the National Committee the opportunity of getting
information which would feed into AML/CFT policies.

94. In relation to TF, there is a National Countegribrism Centre which consists of security
agencies and it coordinatastivities related to terrorism affd-. However, Assessors noted that in a
case related to mational of a neighbouring countwho was residing in URT and was linked to a
terrorist cae which happened ithat country the Police did not inform or seek &incial information

from the FIU.In terms of the POTA Regulations, authorities are supposed to cooperate in
disseminating information on UNSCRs amongst each other and to the repersoggHowever,
cooperation in this area has been inadequate (se@ f@r.hnalysis). In additiqrthere is no legal
framework and coordination framework in place to implement UNSCRs related to PF (see 10.11 and
R.7).

95. Overall, dthough URT established Mlultidisciplinary Committee, in the absence of written
AML/CFT policies, Assessors could not establigixistence of cooperation in relation to
development and implementation of polici€here has not been cooperation in relation to financing
of PF.Nevetheless, there has been formal and informal cooperation in the astioftcompetent
authorities to combaomepredicate offences.

226 Private sectorodos awareness of ri sks

96. URT hasmade some efforts to ensure that the private sector is aware of th& M&KS in the
country by involving some representatives of the privatéties when it carried out the NRA
exercise. Each of the following private sector associations provided one representative: Tanganyika
Law Society, Zanzibar Law Society, Tanzania Bais Association, Tanzania Stock Exchange
Brokers Association, NationaBoard of Accountants and Auditors, Zanzibar Association of
Accountants and Auditors, and Association of Tanzania Insurers. Following the completion of the
NRA exercise in December 201the authorities published the NRA report on the FIU website in
May 2019. However, he delays in publishing the NRA report might have affectedvth&F risk
awareness of the private sectbhe Assessment Team did not get information indicating that the
private sector was informed about the availability of the NRA reporthenFIU website Some
private sectorepresentativeshich met the Assessors were not aware oNR@ report

97. Apart from the publication of the NRA report on the FIU website, thesenbibeen any direct
engagement with the private sector on the resdiltte NRA by the MultiDisciplinary Committee,

FIU, supervisors responsible for the financial and DNFBP sectors. Considering that there was a low
private sector representation in tiiéorking Groups which conducted the NRA, the Assessment
Team concludedhat the efforts to ensure that FIs, DNFBPs and other sectors are aware of the
results of the national ML/TF risk assessmeatarnadequate.

Overall conclusions on 10.1

98. URT is rated as having alow level of effectiveness for 10.1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1 Key Findings and Recommended Actions

Key Findings
Use of Financial Intelligence (Immediate Outcome 6)

a) URT competent authorities use financial intelligenproduced by the FIU or derive
from other sources in their investtgms to a very limited extent. Only a few M
investigations have been conducted by the LEAs based on the financial intell
reports. LEAs also do nabutinely seek financial intéilgence to support their ongoir
investigations nor to identify and t@ criminal assets. LEAs have not proactively u
financial intelligence to detect or investigate TF. There seems to be challenges Vv
LEAsSG overall understanding of theelevance of financial intelligence to thei
investigations.

b) The FIU is establised as the national centre and autonomous body for the rece
analysing financial information and disseminating financial intelligence to comg
authorities.It is located in aecure area surrounded by government institutions. T
are adequate masures for physical security, personnel security and network
information resources securifjhe FIU joinedEgmontGroup in2014.

c) The FIU receives STRs mainly from the banking secide quality of the report
according to the authorities, is satigtag. Howeverthe FIU receivevery few STRs
from other reporting entities sucks mobile money operators, MVTS providers 3
DNFBPs. Despite the increase in numbers of STRs subnattdte FIU over the pas
years, the overall level of reporting to thkJFemains low given UR3 ssk profile and
the size of its economy. There were also inconsistences in the number of S
reporting persons and statistics provided by the FIU.

d) The FU has to some extentdemonstrated the ability to produteancial intelligence
reports of good quality with useful informatiom the LEAs.However, the low level o
STR reporting, lack of access to some information sources and the insufficient s
of the FIU do not allow it to achieve significant results in operatianalysis

e) The FIU conducts strategic analysis to some extent, however, the depth of the ar
could be improved Dissemination of strategic intelligence products does not reach
widest relevant audience.

f) Domestic cooperation and exchange of infation is done to a limited extent in th
URT as signified by very few requests for information from domestic agencies tc
FIU. The FIU provides information to competent authoritidgough spontaneous
disclosures The FIU has to some extent been inv@dl in joint investigations with
LEAs and other relevant Competent Authorities

Second RounMER of TanzaniaJune 2021



40b

ML Investigation and Prosecution (Immediate Outcome 7)

a) The URT has identified and investigated few pagnnhoney laundering cases. Th
authorities do not routinely conductrplel financial investigations to detect Mithen
investigatingmajor proceeds generating offences such as corruption, drug trafficl
wild life crimes, trafficking in human beings érsmuggling immigrants. ZAECA, in
Zanzibar, is only investigating ML sas from financial intelligence reports
disseminated by the FIU, and has not detected ML from any other source.

b) LEAs such as the TPF, the PCCB, the ZAECA are adequately staffed. Whesst
up NPS has a good organisational structure, but staff comjliofie¢he Division of
Fraud, Money Laundering and Corrupti®ffences inot adequate. Howevehere is
a need for capacity building of all LEAs to acquiredepth skills to detect, westigate
and prosecute ML and associated predicate offences

c) The NPS ad PCCB have demonstrated an ability to prosecute all types of
offences, including one case which is predicated on a foreign offédocwiever, no
legal person or legarrangementdsbeen prosecuteas yetfor ML.

d) The URT has had recourse to Task lEsrcomprising LEAs, and also engaged in joi
investigations with investigators from other jurisdictions, for successful investigat
in ML and associated predicate offences.

e) Despitethe absence of any national policy (see 10 1), LEAs have prioritised
investigation of and prosecuted some ML and associated predicated offences
with the risk profile identified by the authorities in the NRA. However, the assessi
team could not determine with certainty whether the investigation and prosecatiol
ML associated with major predicate offences in Tanzania are consistent with
countryds pr ehreats, hshenechasmées kosipdatenta the NRA repd
Proceeds gending offences such as trafficking in human beings and smugg
immigrants, generating offences which have not been considered as high risks
NRA, are not being considered for ML charges, but simply being prosecuted fo
predicate offences only.

f) The URT did not demonstrate that it regulailyvestigates falselgndnon-declared or
disclosed cross border currencies and bearer negotiable instruments

g) The sanctions regim®r ML is notbeing implemented as an effective, proportiong
anddissuasive masure Howeverthe URThas,in cases where prosecution for ML o
asseiated predicate offences could not be pursued, targeted the recovery of
proceeds. When suspects cannot be arraignedrésecution, theJRT resorted to
specific provisions of # law which enabled the court to make a finding of guilt, sy
that forfeiture proceedings may be initiated. Also, in another case, author
maintained prosecution of a deceased party, found with proceeds, with a vie
initiate confiscation proceedjs.

Confiscation (Immediate Outcome 8)

a) LEAs, vested with the investian and prosecution of ML offences, have dedicé
units for tracing and recovery of assets atNIRS, TPFand ZAECA Trained personneg
aredeployed within the PCCB, and the officktioe DPP in Zanzibar. To that extent, {
URT has pursued confiscatias apolicy objective
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b) Confiscations made doot reflectthe 2016 NRA findings on ML/TF. Conversely
large number of confiscations have been undertaken in cases pertainingdkinigaff
human beings and smuggling immigrants, which may indicatetttbaéconstitute high
risks despite not having been identified as such in the NRA.

c) Assets confiscated constitute essentjdilyt not sadly, of instrumentalities.

d) Confiscation is nt being used as an effective, proportionate and dissuasive sanc
falsely and nofdeclared or disclosed cross border currencies and bearer neg
instruments.

e) In the absence of any asset sharing mechanism, the URT has not yet underta
repatiation of assets, after having frozen assets, furtherRoreignForfeiture Order.

f) The URT hasa functional mechanism for managnent of confiscatedsses, albeit
there was lack of comprehensive record keeping.

Recommended Actions
Use of Financiallntelligence(Immediate Outcome 6)

a) URT should prioritize the use of finantiatelligence by the LEAs by making request
to the FIU on regular basis and proactively seeking financial information from @
sources to investigate ML, TF and predicate offences

b) The authoritieshouldensurehat the FIU is properly staffed, espédigidts Monitoring
Department, to be able to conduct operational and strategic analysis more effec
thereby increasing the quality and number of disseminations to LEAsotued
relevant competent authorities.

c) The Authorities should ensure accur&iR and other relatedtatistics are kept by the
FIU throughout the intelligence lifecycle.

d) The Authorities are encouraged to ensure widest and timeous circulation of strg
intelligence reports to relevant stakeholders. Strategic intelligence isisgfiyl when
thereportsare accessed by the intended audience and at the right time.

e) The FIU is encouraged to proactively engage with the LEAs through feedback
mentoring session® tincrease the use of financial intelligence in their investigatio
The FIU isalsoencouraged to participate in more joint investigations with LEAs.

ML Investigation and Prosecution (Immediate Outcome 7)

a) The URT should formulate its national anibrey laundering policy to enable
LEASs to accordingly prioritise the detemn, investigation and prosecution of money
laundering offences in line with its risk profile.

b) The LEAs should use the FIU more often to get information supporting th
investigations

c) LEAs should undergo capacity building in order to detect, investayatgorosecute
potential ML cases, including legal persons and legal arrangeméngsry and
standalone money laundering cases by conducting parallel financial investigatig
URT should continuously increase the staff complement in the Fraud, ML a
Corruption Division within the NPS to meet the required numbers.
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d) The URT should ensure that falsely and -declared or disclosed cross border
currencies and bearer negotiable inseuats are properly investigated with a view to
determine the source afich property and the cause for false or-denlaration.

e) The URT should implement the sanctions regime such that it is effecti
proportionate and dissuasive.

f) The URT should improve &h collection of consistent, comprehensive, nationg
statistics on all M investigations, prosecutions and convictions to ensure that th
the URT has access to up to date national statistics

Confiscation (Immediate Outcome 8)

a) Enhance capacittp trace, bcate and pursue the confiscation/forfeiture of proceeds
crime and poperty of corresponding value and equally proceeds relating to TF w!
it is detected.

b) Implement frameworks for sharing with and/or repatriating to foreign compe
authorities proceds and instrumentalities of crime that have been confiscatec
enfored in the URT.

c) Should apply confiscation as an effective, proportionate and dissuasive sanct
falsely and nofdeclared or disclosed cross border currency and BNI.

d) Should improvehe collection of consistent, comprehensive, national statis
on all confiscations andncrease efficiency inthe management of asset
confiscated.

The relevant Immediate Outcomeonsidered and assessed in this chapter 10.6-8. The
Recommendationsetevant for the assessment of effectiveness under this sectiBrlake 3, R.4 and
R.2932.

3.2 Immediate Outcome 6 (Financial Intelligence ML/TF)

Background

99. URT established an FIU which is an operationally independent statutory body under the
oversightof the Ministry of Financeand Planning The FIU is mandated to receifinancial
information from reporting entities and make disclosures of results of its analysis of the financial
information to relevant competent authorities such as those chargedhwitiesponsibility of
AML/CFT supervision and investigating ML/TF arather financial crimes. It has three core
departments namely; Monitoring, Inspection, and Management Information Systems; five support
departments; Legal Services, Finance and Accolmi=sinal Audit, Administration and Human
Resources, and ProcuremenheTFIU is adequately resourced and has seen the last two years
being fully funded on their budgetary allocations, which has enabled effective performance of its
core functions. The Flblas embarked on an organizational growth path that will see it inétease
operational capacity. During the time of the onsite, the FIU had 21 members of staff but was
planning to reach 33 in the medium term and about 100 in the long term (5 years)UThasF

been a member of Egmont since June 2014, having been admiite@Zf plenary meeting in

Lima, Peru.
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3.2.1 Use of financial intelligence and other information

100. Competent authorities in URT have powers to access financial intelligence ancetethantr
information held by reporting entities and public institutioresessary to develop evidence and
trace criminal proceeds related to ML, associated predicate offences and TF. However, there are
concerns with regard to the range of sources and sfdpe use of the financial intelligence. The
sources are considerethlted and the use of the financial intelligence is at varying levels across the
competent authoritie))RT competent authorities use financial intelligence produced by the FIU or
derived from other sources in their investigations to a very limited ext@enty a few ML
investigations have been conducted by the LEAs based on the financial intelligence k&#sts

also do notroutinely seek financialintelligence from the FIU to support their ongoing
investigations nor to identify and trace criminal assetsax evasionThe conclusions have been
derived from factors such as disseminations from the FIU to LEAs, STR statistics, requests made to
the FIU by competent authorities for bankommation, account statements and mandatadistics

on crossbordercurrency and BNIs, andiscussions with a wide rangeldEAs.

Use of Financial Intelligence by the FIU

101. Despite the fact that I®.relatedo the use of financial intelligence by comp#tauthorities
generally (and not just assessment of the)Fthle Assesors consider the FIU to be the central
pillar of URTO sAs a&fddult, Bd-absessmegtiofnuse. of financial intelligence has
placed significant weight on the FIU.

102. The mainsource of financial transaction informationsigspicious transactioreports from
reporting entitiesparticularly the banking sectoin addition, the FIU also receivesoss border
currency reports from TRA. lalso hasaccesdo BO information throughhe reporting entities,
where the concerned subject is their cli¢twwever, pactically, this does not ensure appropriate
timeliness of information acceds addition, the FIU has also access to shareholder and taxpayer
information from BRELA and TRAAs highlighted under 3.2.2 below, the FIU had not yet started
receivingcash transaction reports and electronic funds transaction reports.

Table 3.1: Other Sources of Information for the FIU

Institution/ Type of Information Mode of Access

Agency

NIDA ID information Electronic

BRELA Sharehol der a| Manual
information

TRA Taxpayer information Manual

103. Regarding lack of access to information on real estate and motor vehicles, the assessment
team considers this as a concern considering tmelesions in the NRAreport about the
vulnerability of these sectors ML. In addition, as noted from the above TaBl&in the majority

of the agencies, access to the information is papsed which impacts on timeliness and can
potentially present clianges to investigations and confiscations as the assets may dibsijoate

the information is accesse@verall, the FIU does not appear to have a broad range of sources of
financial intelligence informationlt is alsothe view of theAssessors thah¢ FIU is marginally
using information resources at its disposal todpoe financial intelligence that is useful for
investigating ML and TFFurthermore, as discussed below, the information in the FIU is not
adequately used to inform ongoing investigasicor initiate new investigations of ML, TF or
predicate offences.
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Access and Use of Financial Intelligence and Other Information by LEASs

104. L E A aczess and use financial intelligence and other information to identify and trace
proceeds, and to supportvestigations and prosecutions of predicate offences, but do so to a
limited extent for AML andCTF purposes.

105. The primary source of information are financial intelligence reports from the FIU. The
TanzaniaPolice Force through DC) has a dedicated seniofficer (Deputy Commissioner) who

is in charge of receiving FIU intefjencereports The disseminations received are recorded in a
manual register. A docket is opened for the disclosure and DCI acknowledges receipt of the
information. If the informationd not clear the DCI engages the FIU for clarity and there is
continuedfeedback with the Commissioner FIU. Statistics provided by the authorities show
underutilization of financial intelligence to develop eviderioe ML investigationsand trace
proceeds bcrime and TF activities. Very few disseminations have resulted ititdoibwn ML
investigations (se€able 35 andlO.7).

106. In addition to disseminations of financial intelligence or in relatibm ongoing
investigations, LEAs request information from tR&J or other competent authorities. The
turnaround time for requestsas significantly improved from an average of 2 months at the
beginning of the period under review to 15 days. Alssessors are of the view that thedHy
average turnaround time walhave a negative impact on urgent investigations.

Table 3.2: DomesticRequests 6r Information made to the FIU

Institution/ Year
Agency 2015 2016 2017 2018 Total
1 DCI 5 1 6
1 PCCB 5 ” 4
1 NCTC 1 1
1T TRA
1 BOT 1 1
1 CMSA 1 1 1 3
1T TIRA 1 1
1 TISS 1 1
Total 8 2 3 4 17

107. The number of requests made to thkJ Flemonstrates a system that has room for
improvementin terms of use of financial intelligence and other information. For instance, tax
crimes and corruption were identified as higbgeeds generating crimes in URT. Therefore, zero
request from TRA andnly 4 requests from PCCB show that the scope and volume of information
requests do not correspond to the needs of these LEAs and the risk profile of the éssesgors
observed tha compared to the number of investigations related to predicate effethe statistics
provided suggest that the requests for information recorded during the period under review (see
Table 3.2 above) were low relative to investigations of predicatanadte involving financial
crimes. For instance, the authorities investiggl an average of 3,000 cases of corruption per year
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during the period 2015 to 2018. However, the agencies responsible for investigating corruption

made only 4 requests to the FIU othe same period. The assessment team is of the view that
LEAscoudhg e benefited a | ot by seeking information
transactions. There are concerns that by not approaching the FIU for information on the predicate
offences being investigated, the opportunity to detect proceeds of aricheother financial

transactions associated with the predicate offences from available information may be missed. The

FIU attributed the low number of requests to the informal arrangesntieat the authorities use for

some of the some of their engagemaerith LEAS.

108. It is evident that LEAs lack proactive approach in requesting and obtaining financial
intelligence from the FIU. Nevertheleshe authorities indicatetthat apart from th&IU sources,

the LEAs have access to a wide range of financial intellice from other government agencies
throughout the lifecycle of an investigation. They als® powers to obtain information from
reporting persons either directly (see R.31 for dgtailgshrough the FIU. For instance, they make
requests for informatioto the FIU to obtain bank accounformation. ThePCCB andZAECA,

have directorates responsible for intelligence gathering. The authorities demonstrated that they are
able to obtain iformation from a number of formal and informal sources in pursuitibéty and
corruption casesHowever, he Assessors could not verify the extent to whieh authorities are

using the other sources of intelligence to pursue ML and trace proceeitsef ¢

109. It was observed from the interactions with authoritieBlRII that TF is another area that
has not benefitted from the use of financial intelligence. Authorities responsible for TF
investigation did not use the FIU to provide information that wdwde assisted in their
investigation in a case that involved a foreimational who had a number of bank accounts and
properties inJRT.

110. Whilst the authorities agree with the medium rating of TF in Tanzania NRA, they do not
have the benefit of the use witelligence that could be obtained from mobile money operator
disclosues. The mobile money market in Tanzania is significant in terms of users and
transactional volumes. The statistics show that there was minimal reporting of STR by the sector
hence théntelligence gap. The FIU would benefit a fam thresholdeportsfiled by the mobile

money operators

111. During the period under review, NCTC received 7 reponisuspected Tkom the FIU

that were analysed but did not result into investigationss thé view of Assessors that the
presence of intelligence hubs withimetagencies may be hindering access and use of intelligence
from the FIU

3.2.2 STRs received and requested by competent authorities

112. The FIU receives STRs, crebsrder currency repa@t from reporting persons and TRA
respectively Cash transaction repsrfequivalent of USD10,000 or morend electronic funds
transfer (of transactions of amounts equivalent to USD 1,000 or me@jrting requirements
were introduced in May 2019 and thathorities had not yet started receivihg reports by the
time of he onsite visit.

113. The FIU is the sole authority mandated by the AMLA and AMLA POCA to receive STRs

It alsorequests additional information from reporting entities in relation to ihertse submitted.

Most of the reporting entities submit the STRs thtoggp AML solution. The platform offers
opportunity for the users (RESs) to upload STRs into the system via dedicated dashboard. The FIU
receives few STRs physically where reporting pessdirectly submit the STR by hand or courier

in case of reporting eniges outside Dar eSalaam. The reports contain relevant and accurate
information, which greatly assists the RidJconduct its analysis.
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Table 3.3: Number of STRsreceived by theFIU per Year

Type of 2014 | 2015|2016 | 2017 2018 Total
Report
STRs 81 197 | 248 477 1,095 2,098

114. As reflected in Tabl@.3, the FIU received a total of 2,098 STRs from all reporting entities
over a period of 5 year&lthough there has been general positinend in the receipt of STRs

from REs over the fivg e a pesod,this has been concentrated in the banking sgsee Table

5.1 under 10.4 for breakdown by sectadut of the total number of STRs received, 2,056 STRs
were from the banking sector, whicepresented 98% of the total STRs. This means that STRs
from the rest bthe reporting persons were negligible despite the fact that majority of those
reporting persons were identified as being highly vulnerable to ML risks. It was unclear why the
other setors had very few STRs despite the FIU having issued STR reportidgligas. This

may be a result of lacking in supervision and inability of the reporting entities to detect suspicious
transactions. In addition, within the banking sector, two major 9adkised that they had filed
1,263 STRs during the period 262819, vhich accounted for 62% of total STRs submitted by
the banking sector. In view of tmamber of reporting entitiethe FIU agreed with the assessors
that the level of STR reportinghay not be commensurate with the size of the economy.
Nevertheless, the mber of STRs received has been increasing steadily over the number of years,
with a notable increase of 130% from 2017 to 2018. According to the FIU, predicate offences
related to the BRs filed were consistent withe risk profile of Tanzania as presahie the NRA

report Generally, the FIU finds the quality of STRs to be of good quality, especially those filed by
the banks. The FIU expressed concerns in relation to STRs submittied i®st of the reporting
persons. The STRs include details of thespes involved, the amount, account nhumbers and
description of the suspicion, and are also supported by relevant documents. In some cases, the FIU
requests for additional information adldrification from the reporting persons.

115. The FIU acknowledges receipf STRs but does not provide specific feedback to the
reporting entity on the progress or outcome of the STR filed. However, some of the reporting
persons expressed a need for feebaw specific STRs, which would further improve the
compliance with reprting obligations and the STR quality. The assessment team has concerns
about the fact that only around 7% of the STRs resulted in disseminated reports to LEAs. While it
is appreciatethat, in practice, each STR does not necessarily lead to a dissemiadi that one
dissemination may arise from more than one STR, 7% is still considered to be low, bearing in
mind that majority of the STRs come from banks and banks submit STRs ofjgaldy.

116. The low levels of STR reporting, lack of reports from sonidFBPs which have been
designated in the NRA report as high risk and unavailability of BO information at the company
registries
share accurate and timely financial Ihgence to relevant agencies. For more information and
details on STR reporting, refer to Table aldoveand 10. 4 and for details on BO information,

see analysis under 10.5. In adlgiit to information contained in the STRs, the FIU also obtains
financid intelligence from a number of sources in the course of case analysis in order to enrich its
financial intelligence report. For example, the FIU requests additional informationdpmriing
persons and gets information from company registries (BRELERAs, TRA, NIDA, etc. The

FIU has direct access to NIDA database and this enables the FIU to obtain identity information in
real time. For the rest of the agencies, access is throttglslef request. It is anticipated that

ac c e s smwilbbe B&sible dnbest is suly autoenated. In addition, the FIU
has a focal person for each agency to fast track the requests for information.

di rect

ar e

s ome
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Bility cotpmpedy analyse and ne g at i \
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117. In addition to STRs, the FIU also réees crossborder currency reportéstarting from
October 201y from the TRA which has been charged with the responsibility of administering the
form. The FIU received a total of 805 declaratioaad 6806declarations in2017 and 2018
respectively As Talbe 3.4 shows, over 6,000 crod®rder declarations in relation to outda
carriers with the total value of amounts of USD 227 mil were declared in 2018. Majority of the
declarations (over 80%) were madetkgvellersgoing to China antHong Kong The authaties

do notfind out the intended purpose of the currency. Basedhemurrent cases, the crdssrder
currency reports have not been linked to ML or TF activities. In addition, beyond access of the
reports by the FlUthe crossborder cash declaratiorse not accessed and used by other URT
LEAs (e.g. the Police, PCCB, NC) for intelligence or investigative purposes.

Table 3.4: Number of Cross-Border Currency Declarations Received and Amounts Declared
2018

Jan | Feb | Mar | Apr | May | Jun | Jul | Au | Sep| Oct | No | De | Total

g \Y; c

Export| No  of
Reports [ 551 | 154 | 800 [ 630 | 591 | 587 | 652 | 462 | 647 | 649 | 526 | 557| 6,806
Value
declared
(UsSD 227.9
mil) 18.214.0 | 26.0(19.4|18.4|22.9|22.7|15.1| 21.2| 20.2| 19.5| 20.3
Import | No  of
Reports | 13 20 17 17 21 29 |41 (42 |31 |31 |49 |34 | 345
Value
declared
(USD 56.7
mil) 15 |21 |21 (41 |37 (47 |70 |71 |63 |51 |77 |54

3.2.3 Operational needs supported by FIU analysis and dissemination

118. The FlI Ub6s analysis and dissemination support
reasonable extent. The corgilon is based on the data and information provided in relation to the
investigation and prosecution of ML, predicate offences, confiscation of criminal proceeds and TF
investigations.

119. The FIU has three officers in the Monitoring Unit. All the three effichave received
adequate training in analysis and have been expogawdtical FIU analysis work in a number of
model FIUs across the world. The current staffing levels in the department may not be adequate to
effectively discharge duties to commensenaith the workloadThe FIU conducts analyses based

on the Operation@nalysis Manual which acts as its Standard Operating Procedures for receipt,
analysis and dissemination of financial intelligence.
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THE CURRENT ORGANISATION STRUCTURE OF FINANCIAL INTELLIGENCE UNIT

MINISTER

COMMISSIONER (1)

FINANCE AND ACCOUNTS @NIT ADMINISTRATION AND HUMAN RESOUR
MANAGEMENT UNBY

PRINCIPAL ACCOWNIT

PRINCIPAL ADMINISTRATIVE/HR OFFIC

INTERNAL AUDIT UNIT

L PROCUREMENT MANAGEMENT UNIT (1)
PRINCIPAL INTERNAL AUDITOR

PRINCIPAL SUPPLIES OFFICER

LEGAL SERVICES UT

PRINCIPAL LEGAL OFFICER

MONITORING UNIT INSPECTION UNIT MANAGEMENT INFORMATION SYSTEH
ONHT
ASSISTANT COMMISSIONER ASSISTANT COMMISSIONER
@3) 3) ASSISTHT COMMISSIONER
(3)

120. The analytical procesis primarily based on an STR and the analysis includes review of the
financial information, crosshecking of the information in the FIU databases and additional
information obtainedrbm Fls, foreign FIUs, LEAs or other government agencies. This Hedps

Second RounMER of TanzaniaJune 2021



b 49

FIU to identify links/ relationships, movement of funds, assets likely to be proceeds or
instrumentalities of crime. These financial intelligence reports include all relevant|factua
information, an analysis and assessment sections, which includle detshe identified ML/TF
suspicion and patterns. The FIU produfieancialintelligence reports of reasonable quality from
utilizing the reports that it receives, analyses and essickith obtainable information to solve
complex cases using its ICTaplorm.

STR received by Commissioner
Start the > reviews and
Commissioner prioritizes STR

v
Commissioner
assigns case to

Analyst based on

skill level

y
Analyst carries
out preliminary
analysis and
recommends
action to
Commissioner

Commissioner
makes own
Recommendation
and directs Analyst

Commissioner Analyst works on

the case and
approves
Dissemination/ submits report/ h
Holding/ Closing product to

Commissioner

121. The STRs are prioritized into three categories: High, Medium and Low. For High priority
STRs, the FI U has desi gn atea ahse.2Pioritizatiamn ingovesper i od
number of shared indicators sua$ a laid down threshold ZS 1Billion, transactions involving

public fundsor TF.

122. The FIU has contribed to ML investigations by providing KYC and bank statement
information to LEAs The FIU has also been involved in interagency investigations wheye t

have applied their financial analysis skills. Most of the LEAs indicated that they conduct parallel
financial investigations in which the FIU has not only provided documentatioiéyhave also

been supportive in financial analysidowever, theinformal arrangements or collaborations in
investigations could not be verified by statistics and documents provided by the authbhnigies

FIU, to some extenproduces disseminations treddress the needs of respective LEAs based on
the areas of expertis€he FIU provided samples of its disseminations, which were found to be of

a reasonable quality. As seen from the case examples reviewed, these financial intelligence
reports somehowaontribute to the identification of new connections, natural and legities,
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financial and reakstateassets and financial transactions which LEAs find us&alow is an
example of a case that was disseminated by the FIU to LEAs.

Box 3.1 Example of adissemination by the FIU

Background:

In 2013, the FIU received a reqp that USD account for organisation Y at Bank X recei
about USD 6,000,000 from the Government coffers being advisory services fee in rel
Government borrowing of USD 600,0000. Within a period of 10 daypproximately,
USD 5,260,000n cashwas withdrawn from the Organisation Y account.

The suspicion was categorized as high basically due to the following; subscribe
Chairman of Organisation Y were domestic PBRs,amount involved was significantl
large with no apparent legal nor ecomc rationale the source of funds was Governme
coffers, and transactions mode and pattern were unusual compared to amount and
profile.

Action taken:

Thorough analysis andssemination to relevant LEAs.

Continuous clarifications and discusssoowith relevant LE& of f i ci al s
investigations.

Current position:

On prosecution

123. On the othethand, theFIU has disseminated a total of 175 reports to LEAs and other
competent authorities during the period under revisge Table 3.5 bel). The disseminations
included ML and TF as well as reports on other suspicious activities fawarydsupervisory
bodies.The Table shows that over the period 2@04.8 only two dissminations from the FIU to
LEAs resulted into convictions. Further,etmumber of investigations triggered by financial
intelligencereportsto DCI was only at 50% utility throughout the period under review. The table
below shows the number of investigasothat were triggered by financial intelligence reports
from the FIU.Further, the PCCB investigated about 50% of the FIU dissemisatri of the
submissions from the authorities, it appears that onl{piehas turned FIU dissemination into an
ML investigation that resulted in single conviction in 2015 and 2016 résggctOther LEAS
such asPCCBand TRA have primarily focused on predicate offen@&®A indicatedthat it had

not recovered any tax based on the reports from the FIU. FIU reports dtavenefitted TRA to
curb tax evasion.Based on these statisticAssessors are of the view thahe LEAs are not
converting financial intelligence into usable investigative ingredients for ML, TF or predicate
offences.

Table 3.5: Disseminations by the FIUto LEAs: 20152018

2015| 2016 2017 2018 Total
Disseminated to DCI 17 14 17 20 68
1 Investigated 7 7 8 12 34
1 Conviction 1 1 ) ) 2
Disseminated to PCCB 9 10 7 6 32
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1 Investigated 1 10 1 4 16
9 Conviction ) _ _ ) 0
Disseminated to TRA 6 12 5 21 44
1 Investgated 17 13 16 12 58
9 Conviction ) _ _ ) 0
Disseminated to NCTC 2 2 3 0 7
f Investigated _ . 7
1 Conviction } _ _ } 0
Immigration Department 0 7 3 2 12
Investigated 3 4 5 12
Conviction
Drugs Control and 6
Enforcement Athority 0 2 4 0
1 Investigation 3 1 4
9 Conviction . . . -
DCI-Z 0 0 0 1
T Investigation
9 Conviction
Bank of Tanzania 1 0 1 2
1 analysed 3
y 2 1
9 action taken
Yes Yes
CMSA 0 1 0 0 1
1 analysed 1 1
M action 1
1
TISS 0 1 0 1 2
1 Analyzed 1 1
 Action taken Yes
DCI-Z 0 0 0 1 1
1 Investigation
T Conviction
Drugs Control and 6
Enforcement Authority 0 2 4 0
1 Investigation 3 1 4
1 Conviction ) ) ) ) 0
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124. In addition to operational analysidiet FIU also conducts strategic telligence analysis to

some extent. However, it is unclear how effeetithe FIU has disseminated the strategic
intelligence analysis products to the relevant stakeholders. Further, the single sanitized strategic
analysis report seen by the assessors lackiepth analysis. During the time of the onsite, the
stakeholders we not aware of any reports, bulletins or advisories from the FIU on strategic
intelligence. For example, the FIU receives cross border declaration which they have analyzed and
producedstrategic intelligence but the reports have not reached the intearged &t the ports of

entry and exitThe FIU directsts reports to heads of various institutions and they have not been
able toreachwidest audience. Further, details of the subjecthe crossborderdeclaration forms

are stored in the FIU databadbat is accessible to Analysts as is the case for information from
other reporting entities for futurese.The FIU utlilizes its powers and delivers its on mandate with

the resources ailable to produce relatively good operational analysis products. W&oweEAS

could benefit from mentoringnd regularfeedback sessions to ensure optimal utilization of
financial intelligence.

3.2.4 Cooperation and exchange of information/financial intteyence Domestic Cooperation

125. The cooperation between the FIU and LEMso are the recipients of disseminations from

the FIU is generally satisfactory. The collaboration space in the fight against the ML/FT can be
enhanced with the FIU engaging more imterfollowing up on disseminations. Due to low uptake

of FIU disseminabns and ineffective follow up process, the FIU has changed the modus operandi
by forming ad hoc taskforces to collaborate on cases disseminated to LEAs. The system is
relatively new ad the FIU is piloting the approach with the Police and PCCB withxpeatation

of involving all relevant stakeholders in the short term.

126. The authorities cooperate to some extent and make use of international channels to access
information that is usefuin unveiling financial crime. The box below illustrates how the FIU
processednformationwhich it receivedrom a Law Enforcemenigency andhe outcome ledo
measures being taken including deportation a fraudster.

Box 3.2:Example oftheF| Uds & nal ysi
SUSPICIOUS ACTIVITY

Background:

In 2016, the Financial IntelligerdJnit received intelligence relating to an individual, g
well as the companies he represented from other foreign FIUs and domestic agenc
the individual had been going to diffeten Af ri can Governments
be offering businessedls that turned out to be a scam. He is linked to various finan
scams.

Action Taken:

FI Ubs initial analysis was in coll abo
wasable to connect the dots and found out that subject had been vi#iRihgeveral timeg
and met with Senior officials with the intention to finance different projects. The
confirmed that information regarding the intended and discussed project werd tm
some financial scam. His activities would have caussgidraficant lossf he succeeded i
the scum.

Current Status: Subject was deported and other serious security measures we
taken.
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127. The FIU has been utilizing other domestic agencies to ataltdormation for use in its
analysis. There was a drop in requasésie in 2017 from 49 to 17 in 2017 with a rebound in 2018

of 34 requests which was not explained by the authorities. The assessors consider the period which
it takes for the competent thorities to respond to the request for information from the FIU to be
long. Although in general, the period may depend on the complexity of the requests, there are
concerns that obtaining a response in 30 and more days may hamper effective perforrttence of
case analysis by the FIU, especially where the issue concerns TF.

128. The FIU hasalso signedan MOU with the PCCB on cooperation and exchange of
information. Other LEAs do not require MOU to cooperate and collaborate with the FIU. It was
established thdtEAs often visit the FIU to seek clarification on disseminationgtice the times

it would take to correspond using official communication channels.

Table 36: Domestic requests fronthe FIU to Other DomesticAgencies

Year
2015 | 2016 | 2017 | 2018 Total
Number of domestic | 42 49 17 34 142
requests for informatio
received
Number of requests | 42 49 17 34 142
granted
Number of requests 0 0 0 0 0
refused
Average time required| 60 60 30 30 180
to respond to a reques

129. Despitesignificantefforts by the FIUfinancial intelligence is used marginally by LEAs in

URT. LEAs have noproactively sought financidhtelligence toenrich their investigations in ML

and asset tracing. The authorities have demonstrated minimal cooperation and exchange of
information. Aralysis illustrates the minimal use of financial intelligence rangmgflack of

request for information from the FIU to the few disseminations that have resulted into fully fledged
ML investigations by law enforcement.

130. FIU premises are secure and haveus#y personnel manning the street entrance. The offices
are locatedn an area surrounded by secure state installations or buildings. Visitors to FIU are
processed using official identification and their details are capturediog book at the street
entrance. The FIU shares its premises with other departments withifidangp belonging to the
Ministry of Finance. The FIU occupies the entire third and last floor of the building. Entrance into
the FIU is controlled by biometric access control systerhithenonitored by relevant staff. The
entrance hall has a security lyagtanner.

131. The FIU has adequate counter measures for eventualities such asnbyefaie and or
network intrusion. The offices are monitored byttsur CCTVcameraand intruder alarmystems
complete with a backup generator. Critical ICT resources aatdd in a secure space and have
redundant backup solutions. Monitoring and Analysis staff are connected to two sepbowaids
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to facilitatea safe and secure operating environmehie analysis network isot linked tointernet
to eliminatethethreatof compromise.

International cooperation

132. The FIU relies on the Egmont Secure Web to exchange information with its fellow members.
It has exchanged information with a number of jurisditdi during the period under review. Prior

to joining Egmont, the FIUsed a number of bilateral arrangements to exchange information with
nonEgmont FIUs.

133. TheFIU does not require an MOU to exchange financial intelligence with foreign RIUs.
hashowever,signed17 MOUs to enhance its capacity in international cooperati@tes Foreign

FIUs are free to make requests for information to the FIU.Hblereceiveds8 incoming requests

and spontaneous disclosures from 32 jurisdictions. The low number of teques disclosures

mghtbe attri buted to t gneont Grodpli s envisaged that fraffic wili ng o f
gradually increase to reflect the countryods ric
did not provide the actualuratiors within which the FIU responded tequestsand therefore
Assessorsauld not determine timeliness of such responses.

134. During the same period, the FIU made a total of 77 requests for information and spontaneous
disclosures to 43 jurisdictions. The infortioa requested was solely for the purpose of intelligence.
The FIU use financial intelligence from other jurisdiction to develop or enitshintelligence
packagesThe FIU has found information from its international cooperation useful in its analytical
work. For example, the FIU used information provided by other FlUdigupt a scannvolving

an individual who was defraudingovernmentaunder the pretext of offerinfyicrative financing

deals. (see Box 3above.

Overall conclusions on 10.6
135. URT is rated as having dow level of effectiveness for 10.6.

3.3 Immediate Outcome 7 (ML investigation and prosecution)
3.3.1 ML IdentificationandInvestigation

136. The LEAs investigating ML offences are the Tanzania Police Fare&), the PCCB (a

specialised agencwyith the mandate to combat corruption and related offences in Tanzani
Mainland), ZAECA (with a similar investigative mandate to PCCB, but without deiggated
prosecutorialpowers). The Nati onal Prosecution Services (NI
office for Zanzibar, guide or lead investigations into ML offences frooeption of the

investigation to ultimate determination of the cases.

137. LEAs detect and identify potential ML offences from parallel financial investigations, media,
referrals made by otheagencies such as TRA, regulatory authorities, other departmentg of th
police, as well as financial intelligence reports and other information from the FIU. Joint
investigations are carried out between different agencies.

138. Tanzania Police Force(TPF) - The Financial Crimes Unit (FCU) within the Central
Investigation Divisionof the TPF handles all offences of a financial nature, including ML. It is
manned by 33 officers hailing from different professional disciplines, predominantly legal (7),
accounting (6)information technology (5), economics (2) and 1 officer (with othedifications).
Training on AML/CFT and in investigation techniques endow these officers with the relevant
expertise to detect and investigate ML offences. The FClnkastigated on&IL case, involving

a legal person and it has not prosecuted anyTyet.dficials demonstrated how they would carry
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out financial investigations, from making requests, for available information on a legal person, legal
arrangements, to competent agensiesh as RITA and extracting information from utility bills in
order b determine the BAQURT did not provide the total number of potential ML cases detected,
investigated and outcome of ML investigations, if any, which did not result into any ML
prosecuibn. Howeverthe FCU demonstratethat it was able to detect and intigate potential ML

cases both from the FIU and other sources.

139. The FIU providedvarying figures (65, 68 and 83) of the number of financial intelligence
reports disseminated to the FCThe FCU investigate@8 financial intelligence reports with the
following results: successful prosecutions in 3 ML cases, 27 reports investigated for predicate
offences, while no offence was detected in 12 of the reports, and 26 cases were still under
investigation. Whilst thd=CU demonstrated thétprovidedfeedback tahe FIU, on the udalness

of the financial intelligence and other information received, timely feedback and regular interaction
would have resulted in better case managementingmrbvedquality of FIU reports An example

of a case whiclwas triggeredy afinancial intelligence repofftom the FlUis set out in Box 3.3

below.

Box 3.3 Tanzania Police Force Summary of Joint Investigation of Money Laundering
Case(Tanzania, Kenya & USA) 2017

In 2011, theTPF initiatedan investigation following receipt of financial intelligence
report involvingan accounsuspected to have been opened in order to facilitate the tr:
of funds amounting to over US$ 17.1 Million, which were being diderie®m a
government project. The investigation led to the detectfoanother suspicious bar]
account which was used to launder proceeds of fraud amounting to US$ 5.4 Million
prejudice of thaJSA TreasunyDepartment.

The first accused, a Kenyarational, made and filed false tax returns with the Un
States Depament of the Treasury. The US Treasury Cheques, generated by fa
returns, were mailed to parties (acolyts) in the USA, who in turn, mailed these Tr
Cheques to the first agsed, who causetiem tobe deposited and paid in 3 bank accot
in URT. The accountsvere opened with the assistance of a lawyer and 2 bankers
proceeds were then withdrawn and shared.

The investigation identified four suspedis;luding one whowvasarrested while crossin
theborder fromKenyainto theURT whilst thethree others remained in Kenya

The URTsought anabtained MLAfrom 3 jurisdictions, namely U.S.A, U.A.E and Keny
Kenyan investigators collaborated in the pursuit of the key Kenyapests. Howeve
there was no response to the extradition requestsriga for the three suspects.

Proceedings were lodged in 2011. In the courséheftrial, the prosecution sought
produce the evidence obtained from US authorities through MLA. eVigence was hel
to be inadmissible for failure to comply with thequérements ofsection 38of the
MACMA as some of the documents were only signed and stamped as per section 3¢
without being accompanied by Certificate of Authenticity as requoyesection 38 (2) (b)
The mattewas withdrawn. The said evidencesxannelledagain to the U.S.Afor the
Authorities to provide evidence meeting all the domestic evidentiary requirements.

In 2017 the case was reinstituted as Criminal Case No. 77/Z0# rectified evidence wa
admitted in court and all the accusedspeis were found guilty in all counts charg
including Money Laundering.
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140. 94% of the cases prosecuted by FCU emanated from other sources including the public and
Bureau of Intelligencewhich is a department within the TPFH.om the statistics presentetie

TPF has detected and identified potential cases of ML. However, the relatively low number of FIU
reports which resulted in prosecution indicates that TPF is not making optimunfi thee FiU
database, and its other products. The lack of any providiichvempowers the LEAS, including

the TPF to seek information from the FIU, may also be a factor as to why the TPF is not tapping on
financial intelligence from the FIU

141. PCCB: T h e s man@aiedncludes the investigation of corruption and related offences
and ML predicated on such offences. The PCCB can either prosecute its own cases or do so jointly
with the DPP but requires the consent of the DPP to prosecute anyesbtimmic crimeffences.
Investigators at PCCB are divided into 10 teams. The officeme from diverse academic
backgrounds such as banking, finance, engineering, accounting and legal. In addition, the officers
receive regular trainings in different aspects of ingasidon including ML. The knowledge
acquired enables them to identifydamvestigate financial crimes including ML. The PCCB has
trained personnel for its mandate. At the time of the onsite, the PCCB was in the process of drafting
an Investigations Manu#&b guide its investigations.

142. The exact number of financial intelligenmeports whichwere disseminated anceceived

could not be ascertained dievaryingfigures providedy the FIU. The PCCB demonstratit

7 reports had resulted into prosecutions ¥IL which led to 1 conviction anl casesvere being

heard before coti The interaction between the PCCB and FIU was not supported by any feedback
mechanism, which may indicate that the PCCB was not making full utilisation of the financial
intelligencereports as at no time did PCCB demonstrate any fellpvior more infomation from

the FIU on any of the reports or having initiated its own requests for assistance with information
from the FIU.The Tables below provide a breakdoofrcaseslealt by the ECB.

Table 37: Prosecution and Convictions of Predicate Offences

Files opened No. of cases filed in
c on an annual court on annual No. of
Predicate ases basis upon . . prosecutions  [No of
Yearjreported . basis following .
offences analysis of . completed convictions
on an completion of .
anual reports investioation (cumulative)  |(annual
annua received g basis)
basis
giﬂﬁgﬂon 5173 3136 443 389 191
Y 12015
20168346 3787 435 439
241
5454 161
2488 495 465
2017
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Table 38: Investigations, prosecutions and convictions by the PCCB involving ML

Year 2015 2016 2017 2018 2019 TOTAL
Number of
investigations 19 5 60
conducted 12 14 10
involving a ML
component
Number of ML
prosecutions 12 20
initiated on annual
basis
Number of 9 17
convictions for ML 2 2 2 2
on annual basis

143. The number of investigations with ML component has varied over the years, with a peak in
2018, whilst thdow number for2019 reflectghe figureat thetime of the onsite. Exapt for 2017,

there has been a steady rise in the number of ML prosecutions initiated. Out of the 57 ML cases
prosecuted for the period 2012019, the PCCB, secured 17 ML convictiohke total number of
convictions compared to the number of ML casegstigated and eventually prosecuted appears

on average to show the capacity of PCCB to identify and investigate ML cases. The PCCB has
conducted 13 joint investigations with the TRA tax evasion. In the course of the investigation

of 9 such cases, thespect admitted his tax liabilities and agreed on payment, 4 cases were lodged
before the Court. In one case, the accused party entered intoaodganing whilst in another tax

upon adnission case, the tax was compounded. The PCCB and thev&rRAnvesigating a case

during the onsitewhichwas beinded by the NPS, involving a legal person, on forgery, failure to
pay tax and ML in respect of vehicles from the UAE. Vhhicleshad leen imported purportedly

for the exclusive use of tourists in the URTowever, these vehicles weneither resoldnor re
exported, asequired, after a period of one year. Further, the vehicles were also not registered for
home use, upon payment of impduties.

144. In Zanzibar, ZAECA is the specialist authority responsibleditecting and investigating
corruption, economic and ML crimes. It has a total of 82 investigators. The Directorate of
Investigations oversees 4 teams, which are led by Head of Ueiising Parastatals and Asset
Recovery, andntelligence and Operaitns. ZAECA demonstrated that the officers have undergone
training although it also highlighted that the absence of any provision in law for academic or
professional entry requirementsirice an investigator is simply defined in the law as a person
authorigd by the Director General or the DPP), is being viewed as a lacuna in the law.

145. At the time of the onsite, ZAECA had received 4 financial intelligence reports from the
FIU. The 4 repds corresponded to the total number of ongoing ML investigations egpbyt the
ZAECA. This meanthat ZAECA had not detected ML cases using parallel financial investigations
to identify proceeds of corrupt activities, on its own, or from any other soubceing the period
20152019, ZAECA sent 109 files for consideratiom the DPP and 19 cases proceeded to
prosecution, whereas further investigation was recommended in 44 caseach2leswere re
submitted to the DPP upon new evidence being gatlarddheother 20cases were still under
investigation. The number ohises recommended for further investigation suggests that ZAECA is
facing challenges in conducting qualipd efficientinvestigations of ML and associated predicate
offences as demomated by the statistics in Table93below. Considering the high numbef
reported or detected corruption cases, the number of the actual prosecuted cases is very low with
only one conviction in over 4 years.
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Table 39: Number of corruption cases repored, detected, prosecuted and
convictions- ZAECA
Number of Number of Number of | Number of
Corruption detected’ cases convictions
cases cases prosecuted
reported (cumulative)
77 44 1 Nil
2015
119 97 3 Nil
2016
187 121 5 Nil
2017
209 189 7 1
2018
592 451 16 1
Total

146. ldentification and investigation foML relating to cases of nedeclaration or false
declaration of cross border currency and BNI are not effective. The cases were being mostly
investigated perfunctorily, and were omlgnt for prosecution when the person did not agree for the
offence tobe compounded-herefore, no meaningful investigation to proceed to identify ML cases,
including carrying out parallel financial investigations was being done.

147. The Division of Fraud, Mney Laundering and Corruption Offences in NS guidesand

leads idatification, investigation and prosecution of ML cas@s the time of the onsite, the
number of State Law Attorneys in the Division (which did not include focal persons in Regions and
District NPS offices), was as follows: 14 in the Fraud and ML sectidnjn the Corruption
Offences section; and 14 in the Environmental Crimes seclio®.Attorneys regularly attended
training on AML, and their retention demonstrates that their deploymas consistent with the
training although the authorities did noeatly demonstrate that the NPS was fully operational in
terms of resources and capacitjoreover,therewas aneed for proper record keeping and case
management, as the statistics a$es prosecuted were neither complete nor comprehensive, besides
preseting discrepanciegin terms of the outcome of some of the cases) when compared with the
records of the FCU. The NPS explained its lack of comprehensive and complete records on
accountof an absence of compilation/consolidation at Headquarters] dfe cases which were
being dealt with by regional offices.

148. The records of the FCU (summarised in Tabledglow), show that out of 85 cases
prosecuted (2 of whiclvere predicated on foign cases), 23 resulted into convictions, 9 were
withdrawn and there we acquittals in 3 cases, 1 case was abetted upon the demise of the accused.
Other (50) casewsere at varying stages of mention, awaiting judgment or hearing. It was noted that
4 of the85 cases prosecuted were triggered from financial intelligence rémmrighe FIU(2 of
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which led to convictions, including one predicated on a foreign offence, 1 case was withdrawn and
onewas pending ircourt).

Table 3.10: The summary results of ML cases identified and investigated by

the FCU
S/N Outcomes Numct.:)er of ML Percentage
ases
1. |Conviction 23 65.7%
2. |Acquittal 3 8.5%
3. |Withdrawn 9 25.7%
4. |Hearing & Mention |50

149. The office of the DPP in Zanzibar instituted criminal proceeslingfore the couit 1 ML
case, which hatleen investigatedy the TPFas set out in Box 3.4 below but has notigstructed
anyML prosecutioron ML investigation by the ZAECA

Box 3.4 ML case investigated by the TPF in Zanzibar

The suspeds being posecuted for the offence of a Scheme intended to unlawfully manig
the exchange rate adl. The investigation was initiated in February 2018, when the Acc
was apprehended at Amani Abeid Karume International Airport (Zanzibar) on his W
(DUBAI) with foreign currency in 8 different denominations as follows: (i) 8% Oman
Rials, (i) 1547 Euros(iii) 3974 in USD, (iv) 152 in Pound Sterling (v) 10 Dubai Dirham,
6 Canadian Dollars (vii) 5 Australian Dollars and (viii)) 19 Swiss Franc, anmautdia total of
868,343.74 USD

Investigations were carried out andtsiments recorded from all relevant witnesses. 1
accused person was arraigned in August, 2018 before the High Court awddoalgoing.

150.Although potential cases of ML have beentedted and investigated, the priority of the
authorities is still on th detection and investigation of predicate offences rather than ML offences.
There is limited enhancement of identification and investigation of ML cases using the FIU.
However, therdnave been efforts to detect ML cases thropagtallel financial investjations. Also,

the numbef predicate cases prosecuted is on the low side compared to the high numbers of such
cases detected. Capacity is still required in identifying and investigetcomplexML cases.

3.3.2 Consistency of ML investigations and presutions with threats and risk profile,
and national AML policies

151.The URT has not yet formulated its national AML policy, further to the NRA. The predicate
offences thendentified in he NRA as major proceed generatioffences arecorruption, tax
evasio, illicit drug trafficking, counterfeiting of goods, illegal mining and illegal trading in
precious minerals and stones, poaching, illegal smuggling of goods and unlawful posseafsion an
dealing in government trophies.

152.The records provided by the TPF filve 70 cases, referencdtbm 2015, before the courts,
show (1) ML case arising from corruptactices; 2) ML cases arising from proceeds generated
from tax crimes; (5) ML cases arigifirom proceeds generated from poaching (wildlife crimes); (1)
ML casearising from proceeds generated from illicit trafficking in drug offences; and two (2) ML
cases arising from proceeds generated from mining offences.
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153.The PCCB has investigated ML antbgpecuted cases predicated on corruption and bribery.
There have been71ML convictions on theéMainland. Although over the years, the number of
corruption reports lhincreased in Zanzibar, only 1 case tbe predicate offence Habeen
prosecuted and thehad notbeen any ML charge predicated on corruption yet. The litkdmn

wild life crimes and corruption was also emphasised by the NTFAP. IrEcas&4/2019, Republic

vs BN and 5 othersa magistrate and a prosecutor were arrested in Arasigaofthe towns in
URT) for alleged involvement in the commission of wildliédated crimes

154.Despite the absence of any national policy, LEAs have made some efforts to focus on the
investigations/prosecutions of ML offences based on the major proceed genefétinces
identified in theNRA. Whilst law enforcers were conversarithwthe findings of theNRA, they
werereluctant to pronounce themselves as to whether these findings would still apply in 2019, three
years after the assessment. All were keen toigigththat the measures which had been taken had a
positive and curbingmpact on the level of major proceeds generating crilmgistheycould not
determine whether there had been any evolution in the siske the NRAAt the time of the on

site, it beame difficult to ascertain whether ML investigations/prosecutions stteconsistent

with the high proceed generating offences identified during the risk assessment in 2016 as it had not
been updated.

155.LEAs either do not take the initiative or do notvbahe ability, on the basis of cases dealt

with, to make informed detenination in respect of trends which would indicate the prevailing risk
profile. For instance, the authorities rated the risks posed by trafficking in human beings and
smuggling immigrats, which had been identified as Medium, in the NRA as Low, merethen

basis that these cases were simple cases. In fact, both the records referred to in the NRA, and the
number of cases wherein confiscation had been undera&el® 8) indicatetherisks to be on the

high side. The assessment team considergtibaauthoritiesfailed to detect the ML limb, with
transnational features, in the case of Republic v of Omprakash Singh Babu (please see paragraph
191 in 10 8) wherein Bengali girls wehered to theURT, purportedly for dancing, but were in fact
sexually expldged. The accused was prosecuted for trafficking in human persons, only, and there
was no parallel financial investigation to determine thesicdlle orfrequency of the illegal actity.

156.The Drugs Controland Enforcement Agency OCEA) and the Zanzibar Afi-Drug
Commission deal with drug cases. At the time of the onsite, investigations were ongoing against
legal persons for Trafficking precursor chemicals for sale in legal and ill@ggl(tiversion), and

other cases against natural persons for traffigckiveroin). From the interaction with the authorities,

and the examples provided, it became evident timatparallel financial investigation or ML
investigation was carried out in any thhe offences involving drugs wherein suspects, including
foreign natonals, had been arrested, at the airport whilst about to export heroin to other countries.
despite the extraterritorial characteristics of these crimes. The authorities did not pnsiggrcor
proceed on the understanding that the setting up of a kasioe drug trafficking with links in
different countries was in most cases indicative of the operation of a network, ratheraiman a
personoperation hence making investigations tdlyf appreciate the extent of the network and
detect or identify moneyaundering offences, essential. In only arresting the offenders for the
offences of drug trafficking, in two of the cases (Bo%)3the authorities lost opportunities to use
other meas of investigative techniques such as controlled delivery to idertiiy kingpins
involved and possibly detect or investigate them for ML.
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Box 35: Drug Trafficking Cases

1. A citizen of IvoryCoast, abouto export 5 kilograms of heroin to Italy, was atexl at
the Abeid Amani Karume International Airport, in Zanzibar. Warities from the UK|
and ltaly came to the URT to investigate all the leads on the syndicate involved
identify properties owned by the trafficker who lived in Italy. However, abeused
person was arrestearaigned angs now being prosecuted fdrug trafficking, only.

2. The arrest of a Malawiawoman, abouto export 5 kilograms of heroin to Europe
India, at the Abeid Amani Karume International Airport Eanzibar, ledto
collaboration between URT and the Malawian authorities. Intelligerutainzd
through infor mal cooperation with f
lawyer was staying in Zanzibar illegally. The charges before courtfaarelrug
trafficking, forgery and staying in the country illegally with the authorities irttigal
that no further action had been taken to identify the major kingpins involved v
view to establish whether they were not involved in ML.

157. The creation in 2016 of a muligeny task force (NTFAP) to fight wildlife crimes,
undeniably ranks as omé the major achievements of the URT. The NTFAP has managed to reduce
the threat of wildlife offences through effective prosecution led and guided investigations, which
resulted insucessful prosecutiorand conviction of syndicates involved in such csmé&he
NTFAP is composed of officers from Public Prosecution, Police, Department of Wildlife, Tanzania
Intelligence and Security Services, and the PC@®Bich wasformed with the main gbctive of
tackling wildlife crimes and making it a ngmofitable bugess for criminals. The NTFAP
developed with the UNODC, a Rapid Investigation Guide for its operafitiosough investigation

and analysis had led the NTFAP to identify the variousleuaf syndicates involved in such crimes

as illustrated below:

* Are money Launders/Dealers. Those who communicate with outside dealers. Financers of the
criminal syndicates. Those who receive the orders.

* Employed by the dealers/Money Launders. Those with direct communication, planners and
facilitators

» Transporters/Couriers. Brokers/communication links

« lllegal hunters (shooters). Those who participate in the actual killing.

* Some people living within wildlife dispersal areas. Unethical Law enforcers. Other people who
facilitate poaching for example Sangoma

€€€E€CL

158.However, even in cases which involved Levels 4 and 5 operators wherein convictions were
maintained on appeal, and confiscation of the assets involved was ordered, the authorities had not
included any charge of Mlllustrated below in Box 3.6 are two such esis
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Box 36: Prosecution of Predicate Offences

Case I.

2 parties, were charged with two count
in government t r20fhndes diversealates beawednldnyaryi 2009
and 23 October,at different locations within Dodoma and Dar es Salaam Region, orgg
and managed a criminal racket of collecting and selling government trophies namg
Elephant Tusks valued dtanzania shillings One Billion Nine Hundred and Twenty N
Million three hundred thousand (1,929,300,000 which is about USD 844, 333),
constitutes the property of United Republic of Tanzania without permit from the Direg
Wildlife. Prosecutorsdrom National Prosecutions Service in conjunction with the Nati
Taskforce on AntiPoaching, coordinated the investigation. The prosecution tendered in
as evidence, the motor vehicle which had a hidden compartment used to conceal the
tusks during transportation. The other motor vehicle which was tendeoediity with the aid
of a sniffing dog had been found with particles of the elephant tusks. In the Tabora H
another motor vehicle, which the main accused had given as a giftotachep, was seize
The parties were found guilty and sentenced toydérs imprisonment for the offence
Leading Organized Crime, 2 years imprisonment for the offence of Unlawful Deali
Trophies and the court ordered the Forfeiture of the threerMathicles.

Case llYan Feng Lan (Queen of Ivory)

The accused perssiwere charged with two counts of Leading Organized Crime and
count of Unlawful Dealing in Government Trophies to wit 860 pieces of elephant {
valued at Tanzania shillings 5,4865,000 without permit from the Director of Wildlife.

The accused payss in between January 2000 and 22nd May 2014 within the city and 1
of Dar es Salaam carried on a business of buying and selling of elephant tusks withou
deal er 6 s hel Natioeah Presecutiohs Service coordinated the investigatio
conjunction with the LEAs. In the course of investigations, it was revealed that the
elephant tusks were concealed at the farm of the Ivory Queen which was located in |
District inthe Tanga Region. Financial investigations linked the Ivory Quetmtié other
co-accused persons via a bank statement. In the end, prosecution managed to prove
beyond reasonable doubt whereby the court proceeded to find all the accuses geitso
as charged.

159. Moreover, theapproach gee paragraph 149) ielation to false and failure to declare cross
border and BN1, renders the URT vulnerable to drug dealing and trafficking which are often
associated with cash payments aided by mostactings in URT being conducted in cash.

160.The closure of a good numbef Bureau de Change which occurred in 2019 was also
consideredThe NRA indicated that ML threat to the bureau de change sector was rated Medium
High (MH) due to intelligence reports whidinked many bureaus de change to unlawful hawala
schemes and othemlawful transfers. The authorities indicate that a forensic investigation by
competent authorities including the PCCB had been undertaken (Please see Chap 1 and 10 3). No
arrest or invetigation of criminal cases emanating from the closure was reported.

161.0re case in the mining sector for dealing 1in
investigation. Information on the frequency in illegal operations in precious stones or jgweller

could not be ascertained as there was only one case provided. edbe ls|ad however been

identified as an area of high risk by the authorities in the 2016 NRA, which makes the next to nil
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number of prosecutions inconsistent with the risk profile ofdbentry, although as noted (see
paragraph 154), two ML cases werergeprosecuted.

162. As already indicated (see paragraph 146), LEAs have conducted joint investigations in
certain matters, particularly those arising from TRA relating to tax evasion. Imab@fethese

cases, the parties had admitted the tax liabilities sesddsy the TRA. The TRA conducted 13 joint
investigations with the PCCB with a total value of Tsh40,989,273,788 (around USD17,836,933,76),
during the period under review and 3 with tlo¢ige. Out of the 13 reported cases of tax evasion, 3
high value onedlustrated the trends in the disposal of tax evasion cases through apcaseds o h 6 s
plea bargaining with the NPS and paying assessed fines an approach which ultimately might not be
punitive enough. No parallel financial or ML investigation was initiatecespect of these offences.

163. Investigations and prosecutions of predicate offences are to some extent consistent with some
of the high risk proceed generating offences identified ilNfRA conducted in 2016. However, at

the time of the ossite, the risk pofile of the offences had not been updated to ensure the
investigations and prosecutions were still consistent with the threats and risks of ML identified
then.

3.3.3  Types of ML casepursued

164. Selflaundering is the most common type of laundering deidtit by the authorities in URT.

The categorisation by the FCU of the types of ML investigations and prosecution indicated the
following: 84 cases of seldundering, and one stand aloré.of the 84 cases hagtl-laundering
coupled with other types sucts #hird party laundering. The 23 convictions were essentially in
respect ofself-laundering with one stand alone and one case predicated on a foreign offence. The
PCCB indicated that bbf its ML cases related to sddundering.

165. Although, the authoriéis have successfully investigated and prosecuted all 3 forms of money
laundering, the dominance of stdfindering in investigations and prosecutions by authorities is
reflective of theability of the LEAs to apprehend and detect this type of ML offenteerahan
indicative of the actual different ML activities taking place within the jurisdiction as clearly
indicated by less cases investigated relating to standalone laundering. Mbdtiastdid not
demonstrate that all types of ML cases were beingasty detected, identified and investigated in

drug related cases, corruption, tax evasion as well as in cross border currency or BNI incidences.
Activities described by the authoritieslating to bureaus de change and related hawala services
were not toa large extent being investigated to establish if there was any ML and possible types of
ML involved.

166. Whilst the URT has not yet prosecuted any lggakon forML, the case in Box 3.6elow,
clearly indicates that legal persons have been used for thesidin of funds and laundering of
proceeddut theyhave not been prosecuted.

Box 3.7: Case study- Republic vs Justine Katiti & Others [TTCL case (PCCB)]

Accused parties were proseatifer several offences, including ML.

The 1st accused was the emplogéd&anzania Telecommunication Limited (TTCL)
the accounts department. The 2nd accused person, an employee of TRA at th
Tax Payers Department made false entries to the ta@nsytst show that TTCL ha
paid VAT. The first Accused sent bank chequédsch were attached with TISS for
at the NBC Corporate branch, which employed the 3rd accused person, pay
TRA as VAT for large tax payers. The money was diverted and paid trtoeint of
UEE Tanzania Limited, which employed the 4th accused perBoom UEE the
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amount was credited to the accounts of the companies of the 6th and 7th §
personsThe investigation identified the movements of tainted funds, and prose
estdlished that there was no economic rationale for these funds tot tiarisie
accounts of legal personfhese funds were subsequently withdrawn and laung
through construction and purchase of assets and properties. The accused pers
convicted. The court imposed a custodial sentence and ordered confiscation
assets and properties involved including 4 lavish motor vehicles, 8 other vehi
apartment building, 6 houses and 2 plots of land.

3.3.4 Effectiveness, proportionality and dissuasness of sanctions

167. The details of the sanctions provided were neitoenplete nor comprehensive. The PCCB
reported 17 convictions while the TPF indicated 23 convictions which would result in 40
convictions for the URTHowever only 32 cases were proved to show the sanctions regime of

URT on ML: 6 had convictions but t#ls for sanctions were not provided, 8 out of 17 convictions

had the same minimum sentence of a fine of TSHs100m or 5 years imprisonment and the rest had
varying amounts of fines. Themwas a conditional discharge in one case. The pattern of sentencing
in the 8 different cases heard at the same court (Kisutu Magistrates Court) where all the offenders
were sanctioned to minimum penalties provided by the law do not show that the sametiens
applied proportionally. Given that the circumstances of thesesoaere different it is not clear how

the courts could have come up with the same type of sanction for the 8 different cases, which create
the impression that due weight of the circuemses of each case in determining the proportionality

of the sanctiorapplicable was not appropriately considered. Also, no legal person had yet been
sanctioned in URT due to lack of prosecution, all factors which weaken the effectiveness of an
efficient s@anctioning regime. Therefore, the sanctions are not being appliea ieffective,
proportionate and dissuasive manner.

3.35 Use of alternative measures

168. There is neither any robust strategy for prioritising ML prosecutions nor did the officials
demastrate any other avenue or the outcome of ML investigations whichodicesult into any

ML prosecution. However, it is noted that once an ML offence had been detected, there was no
impediment in law to proceed with prosecution even when the accuseabbednded prior to
arraignment or passed away in the coursetriai, althoughin one ML case predicated on
counterfeit, the proceedings were abated, upon the demise of the Accused. In other cases, when it is
not possible to arraign the individual, the taarities have proceeded with an applicatfon the

person to be deerdeo have been convicted (s. 9(1) (a) and 12 (b) of the PC Act [Cap 256 R.E.
2002]). Two of the cases are illustrated in Bod&sand Tabl&.11 below.

Box 38: Examples of Alternative Measures

ATTORNEY GENERAL Vs. PASTORY FRANCIS MAYILA

In Criminal Cae No. 92 0R016,the Defendant, who had absconded, was charged for Fo
Obtaining Money by False Pretences, and ML, in absentia. Although the court issued sU
by way of substiited service through publication to secure his appearance, the Defdit
not put in any appearance. The court made a finding that the Defendant had abscond
had not complied with the published accused summons, (AG 53B) as reguodedsectior
4(1)(c) of The Proceeds of Crime Act [Cap 256 R.E. 2002]. The Caasepded to convict th
person which enabled conviction based forfeiture of the assets involved to take place.
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Table 3.11:
S/N | CASE NO | PARTIES | COMPLAINTS COURT | JUDGMENT | STATUS
AGAINST / RULING
COMMISSION
6 Economic| R v. Raija | Possession d Resident Accused
Case. No.| Edwad | minerals carat{ Magistat died and
13 of 2013| Mabanga | 66.06 of| e Court, the
diamonds with the Kisutu process tg
value of Tshg before finish the
79,303,530 Hon. case in on
contrary to| ALLYA going
section 18 of the
Mining Act,
Cap.123.1po
chiniya
Mheshimiwa Ally

Overall conclusions on 10.7
URT is rated as having alow level of effectiveness for 10.7.

3.4 Immediate Outcome 8 (Confiscation)

3.4.1 Confiscation of proeeds, instrumentalities and property of equivalent value as a policy
objective

169. The operational structure in URT for confiscation of proceeds, instrumentalities and property
of equivalent value, comprises of dedicatatdts of officers trained on asset regery within the
prosecuting authority (NPS), FCU and/or deployed iwitgencies such as the PCCB on Tanzania
Mainland; and the ZAECA and the High Court and Court of Appeal Prosecutorial Unit within the
Office of the DPP in Zanzibar.

170. In 2018, the NPS (whbh was set up as an independent body, in 2008) introduced a new
institutional structure, whichprovides for an Asset Forfeiture, Transnational and Specialized
CrimesDivision to among others, perform asset recovery duties. The setting up of dedicated units
and/or divisions together witlthe allocation ofresources for traing on asset recovery for
investigatory and prosecuting authorities involved in the investigation of ML offences,
demonstrates to some extent t he IURehtalises and mmi t me
property of corresponding value as an objective. Hssets Forfeiture, Transnational and
Specialized Crimes Division guides the LEAs in the recovery of illicit proceedsFThk (see
paragraph 36) in the TPF, is the Unit responsible fonplementing the provisional measures,
including for identificationtracing, freezing, seizing and confiscation of illicit proceeds of crime
and instrumentalities throughout the URT. Generally, the TPF relies on the Police General Order
(PGO) 222 and Z2 which enounces procedures in conducting investigations and meastines
recovery of proceeds, instrumentalities and property of corresponding value throughout the URT.
The measures on recovery of proceeds of crime are incluspr@wigional andcorfiscation which

LEAs in URT rely on when conducting their investigato

171. The details of confiscation provided by the authorities suggest that the URT has targeted
mainly instrumentalities when dealing with predicaffences,as characterised by assetgls as
vehicles used fooffences oftransportation of illegal immigrds, trafficking in persons, and
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smuggling of illegal immigrantgrafficking in narcotic drugsnlawful possession of government
trophies. The results of the 97 cases provided by #8 No not demonstrate-depthskills to
identify, trace, recover preeds and property of corresponding value.

3.4.2 Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

172. URT6s asset forfeit sedandthaeforemeemphass is orosecuringd i o n
conviction to then embartin the forfeiture process. Relevant evidence is elicited friimesses in

the course of the investigation for purposes of establishing the elements of the offence to enable a
conviction to be secured during trial and have proceeds of crime identitiegdirfrozen or seized

to be used as exhibits where necessary and forfeited to the State upon conviction of the accused.

173. The authorities demonstrated the above through citing andimixplasarious cases. The

case in point is that of Pastor Mayilla (s8ex 38), wherein, the accused person could not be
arraigned for trial, and the authorities initiated an application for conviction. The pronouncement of
a guilty verdict by the courtenabled the authorities to subsequently proceed and make an
application for asset forfeiture which was supported by an affidavit by the DPP to the effect that the
assets in possession of the property holder were on a balance of probabilities eithetsmoceed
instrumentalities of crime. The court accordingly granted théicgtipon and ordered the forfeiture

of the assets whichwere 5 vehicles and 6 houses. Another example where the authorities
demonstrated that they pursue the conviction of an accusednpar order to ultimately have
proceeds of crime forfeited to the ®awas a case where the authorities pursued prosecution
against an accused, who had passed away. He had been found in possession of 66.06 carats of
diamonds valued at Tshs 79, 303,534 paragraph35 underUse of alternative measuregjhe

caseis st | continui ng wbdngto tbtaiea a dnviatiorewhish wouldjermable iti v e
to later apply for confiscation of the diamonds.

174. Restraining orders are effectively implertesh by way of a state attorney making an
application through deposing sworn affidavit setting out the grounds upon which the request is
being made to the courts. According to the authorities there is no impediment in terms of
expediency of the court presses, or likelihood of the proceedings being unduly protracted on
acount of the application being made inter party(ies). These applications are generally granted
within a short frame of time. The court, when determining whether to grant any applitakties,

into consideration the fact that the investigation of the case iw its final stages to enable the
accused person to be arraigned before the courts. However, if inadequate precaution is taken, the
process followed could easily provide the accusexdgn with an opportunity to dissipate the ill

gotten proceeds well e the restraining order is issued or enforced. In fact, the authorities did
reveal, during the onsite that in one case the property had already been dissipated by the time they
obtaired theorder. TheDPPhas proceeded lway of a freezing order in thease below.

Box 39: Application for Freezing Order against Geofrey John Gugai

The PCCB6s i nte arsappliogteorn foroan fredzimgdorder in respect of sev
properties, inclding 7 double storey buildings, apartments on 3 plots and 3 blodksises,
several plots of land and moteehicles under ownership of the Respondent. The investig
had revealed that Respondent, a Chief Accountant did not have the lawful incotaeite all
the above properties.

His employment in the Public Servidgought atotal income of Tshs. 852, 183,160.46. |
income, together with loans which he obtained from financial institutions added to those
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spouses could not account for the itreased to acquire those properties.

The investigation had establesththat the sum of Tshs. 3,634,961,105.02 was not commen
with the Respondent's lawful income, more so as during interrogation he was unable to
how he came into possessidrtite properties.

An application for freezing assets, in ligfttheinvestigation which was being conducted by
PCCB, was successfully made by the Director of Public Prosecutions under certificate of {
as provided s.38(ly) &(b) of the Prevein and Combating of Corruption Act, No. 11/2007 4
was supported bgn affidavit by the State Attorney.

The Court was satisfied that reasonable steps had been taken and that investigation is it
stages for the accused person to be arraignededttfe Court.

The Court granted the application in order to mairgéatus quo of the suspected properties.

This order prohibitedhe Respondent, his agents and all other persons acting on his behg
disposing off or transferring ownership and tdging the properties mentioned and directed
Registrar of Titledo register as encumbrance a restraining Order against the properties as
directing the Assistant Registrar of Motor vehicles not to approve any intended transfel
said progrties until when the Court directed otherwise.

175. The authorities (ECB) have had recourse to a Prohibitory Notification issued by the DPP
during the period from 2015 to 2019, in about 40 cases. This is an administrative measure which
does not requirerg court process to prevent any dealing with the property. This iid faal 6
months within which the matter must be formally lodged before the court. Even then, depending on
the complexity of the case, it will not be in the early phases of the invistidmut can be issued
anytime within the six months before lodgingtbé matter in court. In the Criminal Appeal Case

No. 346/2015 (CAT), the court held that the renewal of the Prohibitory Notification by the DPP was
illegal as the law did not providerfguch extension or renewal. Therefore, the sale of the house by
the Appellant, againstvhom the purported renewed Prohibitory Order had been issued by the DPP,
was held by the same court to be legitimate as the renewed/extended order was not vahddt law
at the time of the sale of the property.

176. The right of innocenthird parties whose properties might have been used in the commission
of a criminal offence are protected in the URT. In Criminal Appeal Case No. 220/2011 AG vs
Mugesi Anthony and 2 Othhg a 2013 case, the DPP made an application in respect of a motor
vehicle which was being used by the driver, (who was not the ownélgdally deliver drugs. The
application arose after a special birnitcompartment had been discovered on the madbicle

being driven by the suspect used to hide the drugs. The liadckherefore been considered as an
instrumentality. However, the court determined that the motor vehicle owner, who was not being
prosecuted, was an innocent party who had simply hivedrehicle out to ferry blasting materials.

The State had not managed prove that she had knowledge of the hidden compartment in her
truck, and in any event the narcotics had not been found in the hidden compartment such that her
interest should be pretted. In contrast, investors in a pyramid scheme in what is knowheas
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DECI casé®, were not successful in their application for their interests to be excluded as they were
unable to offer evidence and satisfy the court that they were innocent parties.

177. In another matterthe accused person had pleaded guilty to unlawfdsgssion and
transportation of 5 368.3 grams of gold minerals without appropriate licence/permit and the trial
court had ordered him to pay a fine of Tshs 10,000,000 and royalty anfolsti2¥,000,00(ut
orderedthe Mining Commission to return the gold the accused person, a decision which had
prompted the DPP to appeal against the part order to return the gold. The decision was overruled on
appeal by the High Court which ordered girecious minerals to be forfeited to the State on top of

the paid fineand royalty®.

178. In Zanzibar, confiscation of assets related to drug cases have been effected under the
Criminal Procedure Act. A seizumase presentlynder prosecution (see Box 3.4) weféected

under the AMLPOCA. The authorities explained that in one aalkich was still in court, an
interception had led to seizures of almost up to 800 kilograms of a psychotropic substance, and
other drugs as well as houses. However, despite the pnegabé cases related to drug trafficking

cited by the authorities, wth were transnational in nature, there hatlbeen angrossborder ML
investigation, through techniques like controlled delivery, leading to confiscation of assets of the
people involed, in two or three cases where couriers were intercepted and aaestedlocal

airport, Abeid Amani Karume International AirpoSde B0xX3.5).

179. The assessment team considers that the URT did not demonstateth skill both at the

level of investyation and prosecution in tracing proceeds and property of correagovelue in
Criminal Case Number 227/2014, United Republic vs Om Prakash Singh Babu Prakash (see 107).
The Accused was prosecuted for the offence of Trafficking in persons and folldviéng
convictions, 3 Motor vehicles were confiscated. The lack of amgllel financial investigation or

ML charge, on what may constitute a foreign predicate offence, resulted in only 3 Motor vehicles
being confiscated although the authorities were atietehe might have had other property.

180. The authorities demonstrated|beit some of the records were incomplete (please see
paragraph 183)mechanisms for the management of assets. Assets confiscated/forfeited have been
redeployed with forfeited vehicldseing allocated to the law enforcement agencies, and drugs and
medicad equipment being distributed healthcentres

181. The URT has been engaged by foreign jurisdictions to enforce confiscation orders in respect
of property located within its jurisdictiolThe URT received one request for confiscation from the
UK in June, 2Q9, as set out in Box B0 below. Its execution was in its final stages at the time of
the onsite with an Asset Sharing Agreement being finalised.

Box 310 Foreign Forfeiture request: UK NATIONAL

A UK National, involvedin the importation and onward gfiibution of multiple
Kilograms of Controlled Drugs within and outsidbee United Kingdom was arrested i
the UK. The investigation revealed that she hssets in th&K andin othercountries
including the United Republic of Tanzania (URT), whtresuspecthadregistered fout
companies In January 2016, the URT, received a request from Police and (

18 Criminal Application No. 42/2019 DPP vs Jackson Sifael Mtares & 3 Others

19 High Court (Mwanza) Criminal Appeal No. 22 of 2019 DPP vs BAAREND VAN BRAKEL
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Prosecution Services of the United Kingdom for mutual legal assistance imalr
matters inrespect of funds in bank accounts of the legal persdhs. financial
investigation conducted by LEA and analysis of Bank Statements for the ac
mentioned in theequest establishadlink betweerthe aforesaiéccounts and other Bar
Accounts maintained with one of the local banks.

The local bank, in aapliance with AMLA requirements, required their clients to proy
the ultimate beneficial owner (UBOAII eight accounts when analysed revealed s
wasthe UBO and funds in the @ounts were restrained in 2016 pending enforceme
the forfeiture oder from the UK

Following her conviction, the UK Authorities sent Borfeiture orderto be executed by,
URT authorities. The execution of the Forfeiture Order is in process, as tfie
Authorities are presently finalizing a Memorandum of Undergtgn@dOU) on
sharing of the assets forfeited

182. A period of 11 3 months, which is reasonable, had been taken to process the applications.
None of the requests involved Zanzibar but i ¢élvent of any such request, the NPS would send it
to the DPP in Zanbar to coordinate with authorities on the domestication and implementation of the
order. The URT had not yet repatriated any asset at the time of-ie aisit.

183.The authorities haviaken measures to restrain the properties of a foreign nationaUigamda

who had been extradited back in 2015 on suspicion of having committed Murder in Uganda. The
properties were restrained pending the outcontbeMurdercase in Uganda (See 10 ). a third

case, the authorities had applied for a restraining amdem c er ni ng a suspect 6s
which included houses and 3 motor vehicles but had later withdrawn the application opting to file a
forfeiture application instead. At the tinoé the onsite the authorities did not indicate any further
follow up action taken on the matter

184. The discussions and supporting information provided by the authorities indicated that URT
must put in place an adequate sharing of foreign assets mechardsalsa to ensure that its
confiscated asset case management mechadsquately captures all the relevant information on
confiscation cases handled to enhance the efficiency of the asset forfeiture regime. Initially, the
assessment team was provided waithable of 119 cases which had involved domestic confiscation
during the period between 20152018 but their details were neither complete nor comprehensive.
38 cases did not involve any of the offences cited as high risk by the authorities; 8 casats did
indicate the offence; 14 cases did not provide the value of wéastconfiscated; and 9 cases had
inadequate information, not to mention that some of the cases were cited more than once. There was
only 1 confiscation from ML. Subsequently the NPS jmed a table of 97 cases showing
confiscation resultéseeparagraph 89).

185. The cases shown in Table 3.14, below, extracted from the table of 119 cases provided by the
authorities, are only in relation to confiscations relating to crimes identified bytheréies as high
risk during the NRA.

Table 3.14: Criminal proceedsconfiscated from identified high risk crimes

Ref No. Offence Property confiscated | Value

CC224/2015 | Unlawful  entry | Motorcycle make | Not provided
into game reserve | SAN LG
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CC75/2015 Unlawful M/V 1 Mitsubishi | Not provided
possession of | Fuso
narcotic drugs

Eco. 1/2015 | Unlawful M/V i Toyota Prado | Not provided
Eco 1/2017 | POSSession — ofl \\n i Tovota pickup | Not provided
government
trophies
EC81/2017 Unauthorised 18.5 kgs of gold & | -18.5kgs of gold valued at
exportation of | forex in different | USD669,289
minerals currencies amounting

-denominations of forex

to Tshs 908,09979. equivalent to Tshs 908,091,979

Crim  Appl | Forgery, uttering, | -3 Residential plots 3 Residential Plots:1) Tshs
100/2028 false pretences & ‘M/Vs: 517,700,000; 2) Tshs
(18) ML ' _ 47,000,000; & 3) Tshs
Toyota Land cruiser | 19,000,000
Cadillac Escalade; .
BMW x 2; Range 6 M/Vs:
Rover; & Toyota | 1) ToyotalLand cruiseri Tshs
Land cruiser | 82,800.00; 2) Cadillac Escalady
Discovery -Tshs 89,500,000; 3) BMW
Tshs 47,158,000; 4) Range
Rover i Tshs 60,00@00; 5)
BMW- Tshs 97,500,000;

& 6) Toyota Land Rover
Discoveryi Tshs 60,500,000

3.4.3 Confiscation of falsely or wundeclared crod®rder transaction of

currency/BNI

186. Generally, the @ssborder transportation of currency and BNI regime of the URT was no
being effectively implemented. There were no indication that these cases were probed with a view
to determine why there has been false or undeclared cross border transaction oj/@Ntefmbe
authorities explained that where false or undeclared dyos$er transaction of currencies were
involved and once the Customs officer has decided to temporarily restrain or seize with the
intention to determine the intended purpose of carrjfregamounts involved, the currencies are
deposited in the special accu which is held by the FIU but no case example was provided.

187. At the level of the Customs, the officers explained that usually it is only when the person
does not agree to compounditingit the matter is sent for investigation and prosecution. Otherwise
the trend is for compounding, as was done in about 10 cases provided by the authorities with
varying amounts of undeclared currency. It was noted that in one case of undeclared tyrgency
foreign national fronByria, theamount was compounded based lo& éxplanation provided by the
person at the time of flying back to Syria without further verification of the origins of the cash
amounts claimed by the person to have been changec &ultaus De Change after having
purportedly conducting business in TR
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188. In two cases the circumstances appear to be similar, R. v. Anuwat S/O Charcentum,
Criminal Case No0.18 of 2018 and R. vs Nada D/O Zailoon, Criminal Case No. 309/2018, the two
courts eached different decisions. In Case No. 309/2018, the court accanitedischarged the
accused person of the offence of false declaration after being satisfied that the source of the
undeclared money was legal and that her failure to declare the sardeestadanguage barrier. In
contrast, in Case No. 18 of 2018, thewsed person had failed to declare about USD53,000 on the
basis that he did not understand either Swahili or English and therefore the laws of the country. He
was intending to use the mey to start business in Tanzania. He was convicted of failing tardecl

the amount. He was fined Tshs100,000,000 to be deducted from the confiscated amount of
USD53,000 and the balance, half of it was to be returned to the accused person to enable him to
sustain himself whilst in Tanzania and the other remaining half wée tforfeited to the State.
However, the court proceedings do not provide clear indication, other than that the accused had
admitted to bringing the money and not having declared ittduas failure to understand the
language and the reason for bringihg money which was to do business, that the reasons were
fully probed by either the prosecution to determine if the funds were proceeds of crime being
brought to Tanzania for ulterianotives or by the court that the explanation proffered by the
accuseaf failure to understand the language and therefore the laws of the country was not genuine,
before the conviction of the accused

189. Due to the inconsistencies in the sanctions appliasledisas the court decisions reached in
some of the cases, applicatimi confiscation regarding false or ndeclared crosborder
movement of currency or BNIs is not being applied as an effective, proportionate and dissuasive
sanction by the authorities.

3.4.4 Consistency of confiscation results with ML/TF risks and tianal AML/CFT
policies and priorities
190. In the absence of national AML/CFT policies and priorities, the assessment team has noted
the breakdown othe totalof 97 confiscation resultprovided bythe NPS bet the period of 2015

2018 as illustrated in Tabld.15 below Theseincluded 5confiscations in respect to ML: 2
predicated on Forgery, 1 on stealing, 1 on Tax evasion ancobtiining propertyy deception.

Table 3.15: Number ofConfiscations implemented from 20152019

Total No.of confiscations 97
Type of predicate offence No of confiscations per predica
offence
1. | Unlawful possession of government trophies. 14
2. Trafficking in persons and traportation of illegal| 14
immigrants

3. | Forgery, Stealing & one pyracthscheme case 12
4. | Unlawful possession of forestry products 6
5. | Unlawful possession and exportation of minerals 4
6. | Drug related offences 2

Second RounMER of TanzaniaJune 2021



72b

7. | Tax evasion 2
8. | Game Reserve viations 21
9. | Other different types of offences 22

191. The confiscatiomesults above show, to certain extent, that the URT is pursuing confiscation
in respect of some of the offences which were identified to be high risk in the NRA with the

exception of theffences of trafficking in persons and transportation of illegal ignamts which

were notidentifiedas high risk offences in the NRA. As indicated from the results of confiscations

done on the cases of trafficking in persons and immigrant smugglinggiifscations), the

numberis sufficientlyon the high side to have wanted the authorities to consider the risk posed

by such offences to be among the high risk offences (also paragraph 157).

Overall conclusions on 10.8

192. URT is rated as havihg amoderate level of effectiveness for 10.8.
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CHAPTER 4. TERRORIST FINANCING AND FINANCING OF

PROLIFERATION

4.1 Key Findings and Recommended Actions

Immediate Outcome (TF investigation and prosecution)

a)

b)

d)

Immediate Outcome 10 (TF preventive measures and financial sanctions)

a)

Key Findings

TF offence is not criminalised ia manner consistent with the FATF Standafs such URT]
does not havehe ability to fully apply measures to ensure that the entire scope of T
associated predicate offences can be effectively prosecuted.

URT has not prosecuted any type of TF agtigihd no convictions for the TF offence have b
secured. The lack of F pr osecuti on and <conviction

profile. Therefore, he effectiveness, proportionality and dissuasiveness of the sanctions a
other measurewhich could be implemented by the authorities to deter TF activitiekl not be
determined.

The NCTC received and analysed a number of reports inclegiwngnintelligence reports fron
the FIU. After analysis, the NCTC concluded that the reports didrawaint further investigatio
on terrorism or TFSincethere has ndbeen any TF investigation in URT, it has not been pos
to identify the specific role played by the terrorist financier.

URT has a counterterrorism strategy whillignedto the egional counterterrorism strategies
East Africa Community (EAC) andsouthern Africa Development Corporation (SAD
However, he Strategy is not informed by the TF risks prevalent in the country. Since there
TF investigation, it was difficult taletermine to what extent the investigation of TF is integr
with the Strategy.

URT has not identified a competent authority or a court with responsibility for proposing p
or entties to the relevant UNSC Committee for designation. In additione ikeno mechanism(s
for identifying targets for designation, based on the designation criteria set out in the r
UNSCRs.

The procedure for communicating designations of UNSCR/ 6 set out in law differs fror
what is done in practiceln addition both the existing legal framework and the existi
communication procedures would Hatilitate implementation of the UNSCR267 designatior
without delay.

Ther e hasno tnatibreparsuanata YNSGR 1373pd lack of any designation do
notco respond with URTO6s TF r i s kinmpacewould netallow
for the domestidesignatiorof a person/ entity and the freezing of his/its assets withoug.dela
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d)

e)

f)

Immediate Outcome 11 (PF financial sanctions)

a)

b)

d)

Recommended Actions

Immediate Outcome 9 (TF and investigatipnosecution) URTshould:

a)

b)

d)

No guidance has been issued by URT authorities to assist repantitigs in understanding the
obligations as it relates to UNSCRs 1267 and 13A3 a result, there is little understandi
amongst reporting entitieof their obligations on UNSCRE267 and 1373. Therefore, reporti
entitieswould notimplement theJNSCRs withoutlelay.

URT has not yet conductedarisk assessmenif the NPOs sectoto identify the nature ol
organizations, objectives, activities, threats and vulnerabilities of N&®DE abuse. As a resu
URT has not been able to apply a risk bamgtoacho supervision of the sector

Due to lack of TF cases, it was not possible for the Assessadletd¢ominethe extent to whicli
terrorists, terrorist organizations and terrofisanciers are deprived (whether through crimir
civil or administraéive processes) of assets and instrumentalities related to TF activities.

URT does not have mechanisms TFS relating taoroliferation of weapons of mass destructi
and neither is this requirement being inmpénted in practice, as there has not been
investigations or interventions relating to financing of proliferation.

Supervisory authorities have not issued instructions and guidediméshave not establishg
mechanisms to implement the relevant TFSy do they monitor the entities under th
supervision irthis regard.

The URT agencies;ls and DNFBPslo not adequately implemedtNSCRs on combating PF at
this is due to the absenad comprehensive procedures, instructions or mechaniSins
awarenessf the TFSrequirementén relation to PF is weak.

There are no administrative or voluntary mechanisms in place for reporting entities tq
measures relating to identified assetd Aimds held by designated persons or entities.

URT should revise its legal framework with regard to the TF offence in order to make it con
with the FATF Standals which would in turn allow authorities to be able to detect andpditine
full scope of TF and associated predicate offences.

Conduct a comprehensive TF Risk Assessment in order to clearly understand its TF risdes
the understanding of the TFkiprofile of the country to develop and implement a compreher
national counter financing of terrorism strategy.

Build operational capacity to identify, investigate and prosecute TF aagesnsur¢hat the TF
identifications, investigations and preséions are consistent with the TF risk profile of UR
This capacityshould be built with the provision of specialised TF trainings. In this regarg
roles and responsibilities of the agencies involved in the identification and investigation
shoud be clearly outlined as this will enable targeted capacity buildimpng the relevar
agencies

Improve measures to disrupt TF activities by, for examfaggeting sources of funding fo
terrorism for disruption.
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Immediate Outcome 10 (TF preventiveeasures and financial sanctions)

a)

b)

e)

The current procedures for communing designations pursuant to UNSCR 1267 to repor
persons should be reconcil ed wiaddition Hotahe legak
framework and the existing conumication procedures need to be revised to effectively coord
andimplement the UNSCRs without delay by amongst others, ensuring that all reporting
are notified and that this happens without delay.

URT should identify a competent authorityacourt with responsibility for proposing persons
entities to the elevant UNSC Committee for designatioRurther, URT should establish
mechanism(s) for identifying targets for designation, based on the designation criteria set o
relevant Uited Nations Security Council resolutions (UNSCRS).

URT authorities shuld sensitise the reporting entities and issue appropriate guidance to ass
understand their TFS obligation and effectively implement requirentgntfNSCRs1267 and
1373.

The Authorities should undertake a detailed study of the NPO Sectomtiifydie vulnerability of
the sector to TF risk, identify NPOs which might be most vulnerable to TF abuse an
appropriate measures to mitigate their exposure to the TF risk.

URT slould ensure that the NPO regulator has adequate capacity to carnmyslebased
supervision and monitor the activities of NPO for any possible abuse for TF purposes.

Immediate Outcomd.1 (PF financial sanctions)

a)

b)

c)

d)

URT should put in place a mechanism to iempént, without delay, TFS relating to PF. In
interim, Accountablepersonswith knowledge of TFS relating to PF should be encourageg
voluntarily implement the UNSCRmn PF with appropriate guidance from the authorities.

URT should ensure that desigioas and obligations regardin@FS relating to PF arg
communicated té&Is, DNFBPs, LEAs and other relevant sectors in a timely manner.

URT should ensure that funds or other assets of designated persons and entities (and thg
on their behalf or aheir direction) are identified and such persons and enditeepreentedfrom
operating or from executing financial transactions related to proliferation.

URT should ensure that FIs and DNFBPs understand their obligations regéfdinglating to PH
and comply with these requirements.

The FIU, supervisors and law enfement agencies, should be sensitised and should also
sensitisation and awareness raising amongst FIls and DNFBPs on the implementg
requirements regardintFS relatingo FF.

URT should ensure that the FIU and relevant competent authomit@estor and ensurin
compliance by FIs and DNFBPs with their obligations regarding TFS relating to PF.

The relevant Immediate Outcomes considered and assessed in this chapter dre [he
Recommendations relevant for the assessment of effectivendéssthis section are R, 4, 58, 30,
31 and 39
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4.2 Immediate Outcome 9 (TF investigation and prosecution)

Background

193. The laws dealing with TF in URT are POTA, the AMLA and the AMLRPOORT has also
acceded to or ratified the relevant UN instrumentseiation to the countering of terrorism and
terrorist financing. AMLA is applicable in Tanzania Mainland, AMLPOCA in Tanzania Zanzibar
while POTA is applicable in both Tanzania Mainlaardl Tanzania Zanzibar.

194. These laws empower the Tanzania Police Fardevestigate terrorism and TF in URT while

the NPS from the Mainland and the Zanzibar DPP have powers to prosecute for terrorism and TF in
mainland Tanzania and Zanzibar respectiveBsi8es, the FIU, National Counter Terrorism Centre
(NCTC) and TanzaaiIntelligence and Security Service (TISS) are also designated to deal with
issues in relation to terrorism and TF.

4.2.1 Prosecution/conviction of types of TF activity consistentwithe countr yds
risk-profile

195. The NPSon the Mainland, and the DPP offioe Zanzibar are the prosecuting authorities
responsible for the ultimate decision on whether or not to refer any TF case before the court for
prosecution. The system is structured in @anner that there is a prosecutied investigation on

TF matters. At the NPS, cases from the LEAs follow their route to specialised Divisions,
depending on the nature of the investigation. If a case transcends a Division or hdg/iiossl

issues, itwill proceed to theCase Management, Coordination of Criminal CaBédgsion
(CMCCCD), which is responsible for setting out the standards. TF cases are channelled to the
Assets Forfeiture, Transnational and Specialized Crimes Dividibe Division has 4rained
specialised attorneys who were trained to deal with TF aratitan cases. In relation to Zanzibar,

the Chief Prosecutor of the High Court and Court of Appeal of the Zanzibar DPP has a similar
power on TF matters. However, as it was highlightethenNRA report, tere is need to create
more CFT awareness and tiaig to the prosecutorial authoriti€Bhere is also need to build the
operational capacity to identify, investigate and prosecute TF cases including through specialized
trainings consista with the TF risk.

196. As noted in Chapters 1 and 2, URT has conduatedtional TF risk assessment in 2016
which concluded that the overall TF risk for the countrgs medium. According to the NRA
Report, URTborders with countries that face terrorist #tsfrom different terrorist groups and
peoplewho are able to easilynove in and out of the country due to the porosity of borders.
Furthermore, URT suffered a terrorist bomb attack byQAkda at the US embassy in Dar es
Salaam in 1998. The TF assessnierhe NRA, which was the basis of that understanding, was not
compehensive enough as not all regulated sectors had been assessed for TF vulneaalilihes
assessment dhe potential abuse of the NPO sector for TF, vulnerabilities arising fromldnawa
activities and crosborder transportation of currengyas considesd inadequateFurthermore, the
assessment did not consider the domestic and foreign TF threats and vulnera®itittes. basis of

the foregoing observations, the Assessors are ofitwe that authorities do not have a reliable
understanding ofthe TiFi sk profil e of the country. Mor eover
as the law does not cover the financing of an individual terrorist and travelling of foreign terrorist
fightersas TF offenses. This is a significant deficiency in the light offfa¢hreats in URT.

197. URT has not prosecuted any type of TF activity. The lack of TF prosecution and conviction
is not consistent with the countryoés risk profi
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4.2.2 TF identification and investigation

198. After the terrorist attack at the US Embassy i Ba Salaam in 1998Tanzanian and
American authoritiesindertookjoint investigations into the incidenthe investigations led to a
realisation by the Tanzanian authorities for the neezboperate and coordinate national efforts to
deal with future teworist related issues. Accordingly, a National Task Force comprising the Chiefs
of Defence of Security Organs namely, Defence Forces, Police, TISS, Immigration and Prisons
Department watrmed to recommend on measures to deal with terrorism and rektesd.is

199. The Defence and Security Organ Committee (DSOC) recommended the establishment of the
National Counter Terrorism Centre (NCTC) comprising experts from all security and defence
orgars to coordinate national efforts on terrorism as well as to liaiferegional and international
partners. TF Policy is undertaken by all the (Law Enforcement) Agencies but coordinated by the
NCTC.

200. The NCTC was set up administratively and commencedatipas in 2009 as a coordinating
entity. It comprises seconded offisefrom relevant institutions involved in TF policy formulation

and investigations. NCTC receives strategic policy directives from the DSOC while the Supervisory
Body to the NCTC is respsible for providing directives and monitoring functions on behalf of
DSOC. The NCTC is headed by a-Galinator assisted by a Deputy-Galinator. There are three
departments responsible for Liaison, Finance and Administration, Analysis, OperationsTand IC
The functions of the NCTC include, coordinating national coumreorism efforts; advising the
National Defence and Security Organs on the best countermeasures against terrorism; assessing and
evaluating levels of terrorism threats in the country;rdimating capacity building initiatives for
stakeholders in countéerrorism efforts; developing counté&grrorism strategies; providing
complementary assistance to other intelligence communities; developing information collection,
analysis and dissemitian plans and monitoring and reviewing current and emerging trends i
terrorism. Any information on terrorism or TF is forwarded to the NCTC for analysis and follow up.
NCTC alsoreceives information from various sources including other LEAs, the FlWhangublic

at large. Under the assessment period, NCTC receivedamaigsed more than 100 reports
including the7 reports from the FIU. The results of the analyks®vever revealed that there was

no link of the reports to TF and therefore, the repatdccnot lead to TF investigations.

201. The core staff of the NCTC arelseted from the permanent members of the Defence and
Security Organs. However, in order for the NCTC to have intended-agacy and mulki
disciplinary setting, it includes staff (onet basis) from vital stake holders, such as: TRA, FIU,
Ministry of Hedlth and Social Welfare (MoHSW), Fire and Rescue Services (FRS), Tanzania
Atomic Energy Commission (TAE), Tanzania Airports Authority (TAA), Tanzania Ports
Authority (TPA), Tanzania @il Aviation Authority (TCAA), Tanzania Communication
Regulatory Autbrity (TCRA), Surface and Marine Transport Regulatory Authority (SUMATRA),
National ldentification Authority (NIDA) and angther government entity that may be deemed
appropriate. Giverhiat all the agencies involved in investigating TF or TF related reaite based

at the NCTC, this should make coordination and follow up of terrorism and related activities a
relatively smooth process in URT. It is howevbe Assessoésview that thisis notthe case as
highlighted herein below. In addition, the lackio¥estigation angbrosecution of a TF case net
consistentwi t h URT&6s TF risk profile.

202. The TPFis the lead investigating agency for terrorism and TF while the Ministry of Home
Affairs provides administrative supporthe Criminal Investigations Divisio(CID) handles TF
matters in the PoliceThe CID has seven sections or Chiefdoms and TF matters within CID are
investigated by the Terrorism and Transnational Organized Crime Sectionn \fYighTerrorism

and Transnational Organized Crime Section, theassjgecial bureau responsible for terrorismeTh
bureau also deals with extremism and radicalization. The agencies responsible for the Military,
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Immigration andPrison havespecial sectionto deal with terrorismHowever, itis not clear if these
agencieslso deal with TF.

203. There were 7 cases referred by the FIU to the NCTC between 2014 and 2018. The NCTC
analysedhe 7 intelligence reports from the FIU and concluded that they were rfadito TF.

The NRA further indicated that there was 1 STR on TF. [testhis, there has not beamy
investigationon terrorism or TF

204. At the time of the ossite visit, there had not been any TF threat analysis carried out by CID
Apart from the 7 finanail intelligence reports from the Fliub case had been identified eferred

by anyinstitutionssuchas TISSor investigationselating to TF. The Police require a court order to
access financial information whilst FIU has posver access the informatadirectly from theFls.
However, the authorities have not used thgseers for TF investigations as no case has been
identified. Though there has not beaty dF investigation, the authorities indicated that URT had
nevertheless taken a number of initias to combat potential incidents of TF in the country. These
measues include countrywide outreach programmes conducted by Police, capacity building to
LEAs, the establishment of NCTC to coordinate counter terrorism initiatives. The agencies involved
in TF investigationshavealso received training on TF investigationsl appear to be adequately
resourced.

205. Gi ven URT 6 the Abdessarasedfitha \gew that the measures put in place, may for

the moment appear to be dieimsdfa tisedomestiovTFttieatisRT 6 s
concerned. Howevegiven URT6 s geogr aphi cal positioning and t
the Horn of Africa, these measures may not be adequate to address international TF threats hence
the need for URT to aewider allocating and /ateployingmore resources including additebrTF

training for LEAs andfinancial investigation tools. For example the case where Bganda

national wasextradited from URT to face murder charges in that country, the authamitieRT

did not pick out potential TF threat during tartraditionproceedings until after the fugitive had

been extradited (See Box 4.1). In addition, there was another instance where three nationals of URT
were extradited to anothaeighbouringcountryto face terrorism related charges. Though the URT
authorities coopeated with the authorities of the neighbouring countryyttiiel not however look

into the TF related aspects of the case or initiate TF investigations.

206. In its interaction with the authibies of URT, the Assessment Team is of the view that
officers at theNCTC and TISS appear to have a reasonably good understanding and awareness of
TF but this understanding is not shared across the board or with other LEAs. As indicated above,
given thatall agencies involved in combating terrorism and TF are representied NCTC, there

ought to have been coordination to guide the relevant investigative agencies to also pursue TF
investigations in the two aforementioned cases. There is thereforeoneedreater TF awareness

and coordination amongst the LEAs, partiiyl those charged with investigating TF related
matters. Though the NCTC received over 100 reports including reports from the FIU, the analysis
of these reports did not however reveal Ankage to TF. This could be an indication of challenges

in TF ideriification. Authorities should therefore undertatewnstream sensitisation of relevant
stakeholders in TF identification.

207. Despite the measures mentioned above, URT still faces chalemdé- identification for

the following reasons: (a) the NRA acknedded that the financial sector does not have the
capacity to detect TF transactions. This is compounded by the fact that TF threat of the mobile
money operators was rated medium high;Abthorities do not receive arahalyse international

cross bordefinancial transactions conducted by the private sector. In addition, some FIs do not
have automated systems for detecting UN listed persons/ entities; (c) It is permissible to send
money outside URT by mobile phonddowever, authorities have not put place regulatory
measuresuchasmonitoringthe transactions, limitg number on mobile wallets a person can hold;

Second RounMER of TanzaniaJune 2021



b 79

mandatory ID ofbeneficiariegd) absence of analysis of cross bordereangy reports (sekD. 1
andl0.6) andfalse or undeclared currencyNBs are not seized. Based on the above analysis, the
Assessors concluded that TF identification and investigation in URTcareed outto a very
limited extent.

4.2.3 TF investigationintegrated with and supportive afnational strategies

208. URT has not ndertaken investigations on TF. The authorities, however, indicated that TF

i nvestigations ar e i nt etgrrordsin atchtegy. mhisostratepyencidesu nt r y
involvementand awareness of officials at the regional and village level imgudell groups

(Nyumba Kumi).

209. URT 6 s deorarignt strategies are aligned to the regional codatesrism strategies
including those of East Af rtiategy to aealdwithSTK &S .the Par t
enactment of the POTA in 2002. Howeyvthe Strategy is not informed by the TF risks prevalent in

the country and since there has not been any TF investigation, it was difficult to determine the
extent to which the investigan of TF is integrated with the Strategy.

210. Part of URTiacude€the ngumbakunme igitiative (derson cell group) which
collects information on suspicious persons and activities from village level, district level, regional
level and nationalevel. Refugees are deemed as high risk for terrorism and TF psigudere
monitored accordingly.

211. There is also an Inter Religious Committee under the trusteeship of Regional Commissioners
whose objective is famongst othex, look at the ideology die of terrorism and radicalization by
engaging religious leaders tarficipate and make interventions as necessary in all peace seeking
related matters such as when there are religious or political challdngde absence of TF
investigations, itisth As s es s or s 6 the hyamba KummiatiativetistpartwogQlRT 6 s CT
strategy, TF investigation is however not integrated with, and supportive of the national CT
strategies of URT.

4.2.4 Effectiveness, proportionality and dissuasiveness of san@ion

212. As indicated in the TC Annex under ¢.5.6, natural persons who doffmoffences are

liable to a term of imprisonment of 15 to 25 years, depending on the TF activities. However, the
legal framework does not include monetary penalties against both ratdridgal persons. On this
basis, it is concluded that the monetaayctions do not apply to legal persons. Comparing the TF
penalties with penalties prescribed for other terromelated offences, the Tpenalties fallon the

upper scale. However, tleehas not been any prosecution and therefore no conviction for &F as
the end of the osite. Furthermore URT had not designated any domestic individuals or groups to
any of the UN bodies. The effectiveness, proportionality and dissuasiveness ofdfiensssnd

any other measures to deter TF activities could therefirbe determined.

4.2.5 Alternative measures used where TF conviction is not possible (e.g. disruption)

213. URT has notprosecutedl'F. The authorities indicated that they, dowever utilize other
measures to disrupt potential TF activity. In the case @ité@ 2 below involving deportation of a
national of a neighbouring countrihat persorwas saido be involved in terrorist activities inis

country In this case however, neither wasTF investigation or TF prosecution undertalen
soughtin the first instance.The consideration for TF investigation came after the deportation and
the fact that a TF investigation or prosecution was not sought in the first instance is suggestive that
the authorities in URT do not focus on TF investigations and praeasut
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