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EXECUTIVE SUMMARY

1. This report provides a summary of the antimoney laundering and combating financing of
terrorism (AML/CFT) measures in place inthe Holy See/Vatican City State (HS/VCS) as at the date

of the on-site visit (30 September to 12 October 202Q)It analyses the level of compliance with the
Financial Action Task ForceRATH 40 Recommendations and the level of effectiveness©f3 7 6 # 3 6 O
AML/CFT system and provides recommendations on how the system could be strengthened.

Key Findings

1) The authorities have a generally good higlevel understanding of money laundering
(ML)/ terrorist financing (TF) threats and vulnerabilities. In a range of areas, there is a detailg
understanding of risk. The authorities originally concluded that the main risk of MLrase from
tax evasionby non-residents. It later became clear that tax evasion is no longer considered by t
authorities to be the main source of ML. Cases which have received wide coverage in the me
have raised a red flag for potential abuse of the INBCS system by midevel and senior figures
(insiders). The activities leading to these cases were uncovered by the authorities and have leg
positive actions since 2014. However, these domestic cases are not addressed within @eneral
Risk Assessmen{GRA, which raises some concerns as to the degree to which these matters ¢
formally recognised and acknowledged by all authorities and can be fully addressed by, a
calibrated with, jurisdictional AML/CFT policies. The authorities have advised that theconsider
the risk of abuse of office for personal or other benefits presented by insiders and related ML
be low. However, theassessment teamAT) disagrees with this conclusion and is of the view thal
risks presented by insiders are important.

2) The FBE D1 AUO A AAT OOAT OT 1 A xEOEEIIts daykical
reports are the main source used by th®ffice of the Promoter of Justice@PJ to initiate ML
investigations. The OPJ considers these analytical reports to be of a good qualitgl belpful in ML
and predicate offence investigations and in tracing the proceeds of crime. In developing ML/1
investigations, sources of information other thansuspicious activity reports (SAR$ have been
used, whereas insufficient attention seems to begiven to information provided in incoming
mutual legal assistanceNILA) requests. The quality of SARs received by the FIU has varied duri
the period under review. The authorities met onsite commetA A DI OEOE OAI
responsiveness, proactivenessand overall engagement and assistance in ML and predica
offence investigations. The central role exercised by the FIU, however, place strains on its alrei
limited resources and, at times, detracts from it carrying out its core functions. Whilst no MILF
typology studies tailored for the HS/VCS had been produced, one strategic analysis had b
carried out by the time of the onsite visit.

3) Most ML investigations conducted by the OPJ and the Corps of the Gendarmerie (C
arise from FIU reports or other derts from the Auditor General or thesole authorised institution.

Few, if any, ML cases have been generated by parallel financial investigations in dome
proceedsgenerating offences. ML investigations have been protracte@artly because of late
responsesto HS/VCS MLA requests by foreign counterparts and partly because of uneg
resourcing on both prosecutorial and law enforcement sides, and insufficient specialisation
financial investigators until comparatively recently. Equdly, a priority has beengiven to tracing
and seizing the proceeds of crime vig-vis their laundering. The results in court are modest: twg




convictions for selflaundering z one in 2018 and one in 2019. ML activities investigated and
prosecuted so far ae, in general, consistentwith risks identified by the jurisdiction. Actual
sanctions imposed in ML cases where there have been convictions are below the statutg
thresholds for the ML offence and appear rather minimal. Arguably, they are not proportionat
and dissuasive.

4) Confiscation is mandatory upon conviction for ML and other proceedgenerating

predicate offences. The importance given to confiscation as a policy objective is further illustratg
by the legislative reform undertaken in 2018- the adoption of a robust framework for non

conviction based confiscation which has since been used in a highofile case - and results
achieved in seizing/freezing of assets/funds, either domestically or abroad. Two confiscatio
orders, amounting to EUR B million were made during the period under review, both as a result
of convictions for ML.Although the competent authorities (OPJ and Gd@}e tracing and seizing
proceeds effectively, there is a considerable gap between the amounts seized and th
confiscated The HS/VCS has effective controls in place to detect and confiscate crimsder

currency/ bearer negotiable instruments BNIs) that are suspected to relate to ML/TF/predicate
offences or that are falsely or not declared. Seizures and confiscations laggedlate to the offences
which constitute the main ML risks.

5) No incidents of TF have been identified so far. Thus, there have been no prosecutions
convictions for TF. The TF risk is considered to be low. These risks have been conside
proactively and the absence of TF prosecution is in line with the risk profile of the jurisdiction
The Economic and Financial Crime Unitof the CdG(ECQGFIN Unit) is responsible for TF
identification and investigation. Whilst there have been no recent terrorist incidentsin the
HS/VCS, EC®IN Unit officers understand that there should be a parallel financial investigatior
alongside an investigation into any future terrorist attack. This notwithstanding, the H¥CS
strategy documents, security plans and force instruction$or terrorism do not set out a clear
requirement for the conduct of parallel financial investigations. In the absence of
prosecutions/convictions for TF, no conclusion could be made on proportionality an(
dissuasiveness of sanctions. On the other hand, sanctions for natural persons as foreseen by
Criminal Code(CC)are proportionate and dissuasive.

6) The HS/VCSas a domestic mechanism that allows it to give effect to United Nations (U
sanctions for TF and financing the proliferation of weapons of mass destruction (PRjithout
undue delay. However, theAT found that one designation and an update related to USkcurity
Council Resolution (UNSCR)L267 had not been transposed to the national list by the time of th
on-site visit and there had been a delay in transposing ampdate related to UNSCR 1718This
raises some concerns over the effective implementation off F and PFrelated targeted financial
sanctions (TFS)No funds or other assets have been frozen in relation to designated persons
entities as there have beenno matches.A detailed ML/TF risk assessment for nonrprofit
organisations (NPGs) was conductedin 2020 but did not identify the subset vulnerable to TF
abuse.

1 Another conviction was achieved in the L, C and S case on 21 January 2021 (discussed under 10.7).
2 |In addition to these confiscations, on 21 January 2021, the court pronounced conviction (at first instance)
and confiscation in the L, C and S case.



7) Overall, theSupervisory and Financial Information Authority (ASIF) authorised institution
has a sound understanding of its ML/TF risks which it assesses as medidaw. In general,
customer due diligence CDD and record-keeping obligations have been applied diligently ang
there is a rigorous riskbased transaction monitoring programme that requires the collection of
CDD information and documentation as necessary throughout the course of a mess
relationship. Customer risk assessments are automatically reviewed on a monthly basis. Effect
measures are applied to address higher risk customers. The AT considers the number of SAR
be reasonable and the qualityn recent yearsis good. Intenal control measures and procedures
have significantly improved in recent years and the measures put in place are generally effecti

8) The AML/CFT supervisory team at the ASIF has relevant experience. Controls
implemented by theauthorities prevent criminals and their associates from sitting on théboard
of the ASIF authorisednstitution or in the Commission of Cardinalswhich represent the Holy
Father - as shareholder Adequate controls are in plae over senior managementThe ASIFhas a
good to very good understanding of the risk profile of the ASIF authorised institution and its mos
recent inspection took place in 2019and before that 2014). Coverage and quality look to be ver
good, includingconsideration of risks presented by insiders Overall, supervision has some ver
good elements of a riskbased approach(RBA) but the AT is not persuaded that full scope
AML/CFT onsite inspections everyfive years, supplemented by targeted inspections beteen
assessmentsis enough.Four sanctions have been imposed by the AStiiring the period under
review (in 2015) which is in line with the risk profile and application of preventive measures.

9) There are only a small number of legal persons that servadg mission of the HS/VCS an
the Catholic Church. None have shareholders or complex control or ownership structure
Registration is conditional upon prior authorisation, which includes the application of fit and
proper checks to controllers. In addition,there is significant ongoing oversight of activities,
including changes to controllers. The authorities have a good understanding of the ML/TF rig
presented by legal persons that are NPOs and risk assessments are underway for other l¢
persons. Basicnformation is held centrally. Given the nature of legal persons established in th
HS/VCS, thebeneficial owner BO) will be the person or persons controlling the legal persor
through the role held (i.e. members of the administrative body) and so this infmation is also
held centrally and is up to date.

10) The HS/VCS exchanges information and cooperates with its foreign counterpar
(principally with Italy and Switzerland) in relation to ML, associated predicate offences and T}
Incoming MLA requests are exaded on a timely basis and the AT noted no particular obstacle
in this area. In the context of providing constructive international cooperation, the authorities will
not only include the information requested by a foreign counterpart, but also other releant
information gathered during the process of executing the request. An overall increase in t
number of incoming and outgoing MLA requests has been observed since 2018.

Risks and General Situation

2. Alimited financial sector is present in the HS/VCSvhich supports the mission of the H8/CS
and provides basic services to entities of the Catholic Churchhere is only one authorisedinancial
institution ( FI) and no designated nonrfinancial businesses and professionsONFBP$ or virtual
asset service providers YASP$. Given the global reach of the Catholic Churamost customers of
the ASIF authorised institutionare nonresident. Legal persons are not established to pursue private



industrial or commercial purposes and they do nothave shareholders or complex ownership
structures.

3. Significant donations pass through the HSCSeach yearz through public authorities, NPOs
and customers of the ASIF authorised institutionDonationstypically come from the most developed
regions of theworld and are directed to developing regions, some of which are in, or close to, conflict
zones and which do not have a fully developed financial system or do not permit (or make it very
difficult) for institutions of the Catholic Church to open a bank @ount.

4, ML threats aremainly linked to foreign predicatesand the authorities have concluded that

the main risk of MLin the HS/VCSarises from laundeiing the proceeds of crimes committed abroad

by non-residents. Cases which have received wide coverage tine mediahave alsoraised a red flag

for potential abuse of the HS/VCS system biyid-level and senior figures within the jurisdiction

(insiders) for personal or other benefits. Anumber of changesOT OEA EOOEOAEAOQEIT 1 8
framework have been madeto promote greater transparencyand others are planned. These are

explained in Chapter 1.

5. According to the GRA, the risk of ML is mediwtow, and risk of TF is low.
Overall Level of Compliance and Effectiveness

6. Since the last evaluation, the HS/VCS has taken steps to improve its AML/CFT framework.
New legislation has been introduced to strengthen the overall AML/CFT framework, which includes
amendments to theAML/CFT law(most recently in October 2020), theMotu proprio of the Supreme
Pontiff and the laws on Criminal Matters (11 July 2013) and thilotu Proprioof the Supreme Pontiff

(8 August 2013) subjecting NPOs to theAML/CFT law. Other actions were taken, which include the
admission of the ASIF to the Egmontr@up of Financial Intelligence Units, closure of accounts at the
ASIF authorised institution not having a direct relationship with the HS/VCS or Catholic Church, and
the establishment of two Pontifical Commissions to study the economic and administrative
structures of the VCS and the various offices which serve the universal mission of the Catholic
#EOOAE8 (1 xAOAOR OI I A AAEEAEAT AEAO OAIT AET ET OEA
7. A substantial level of effectiveness has been achieved in internatidn@ooperation,
supervision of the financial sector, applying AML/CFT preventive measures by Fteansparency of
legal persons and investigating and prosecuting TF. A moderate level of effectiveness has been
achieved in understanding and assessing MILFrisks, using financial intelligenceinvestigating and
prosecuting ML, confiscating proceeds and instrumentalities, and implementation of TF and PF
related TFS.

Assessment of riskpordination,and policy setting (Chapter 2; 10.1, R.1, 2, 33 & 34)

8. The authorities have a generally good higHevel understanding of ML/TF threats and
vulnerabilities, aided by the limited financial activity that takes place in the jurisdiction and action
taken in recent years to improve transparency of HS/VCS institutions. Inrange of areas, there is a
detailed understanding of risk. However, the GRA does not generally describe who is presenting a
ML threat, where they are, or how they are doing it, and there has been some uncertainty as to the
main ML risk.

9. The authorities originally concluded that the main risk of ML arose from tax evasion by nen
residents. It later became clear that tax evasion is no longer considered to be the main source of ML.
The dominant typologies suggested by cases and SARs include predicate offenoédraud,
misappropriation, giving and receiving bribes, and abuse of office. Overall, ML risk is assessed as
medium-low.



10. Cases which have received wide coverage in the media have raised a red flag for potential
abuse of the HS/VCS system by midvel and senior figures for fraud (insiders) for personal and
other benefits (embezzlement, fraud and abuse of office as per the)CtThe activities leading to these
cases were uncovered by the authorities and have led to positive actions since 2014. However,¢hes
domestic threats are not addressed within the GRA, which raises some concerns as to the degree to
which resulting risks are formally recognised and acknowledged by all authorities and can be fully
addressed by, and calibrated with, jurisdictional AML/CFPolicies.

11. The authorities have advised the AT that they consider the risk of abuse of office for personal
or other benefits presented by insiders and related ML to be low. However, the AT disagrees with
this conclusion and is of the view that risks preseted by insiders are important. The AT has
concluded that the GRA process cannot be fully complete without a comprehensive assessment and
articulation of the risks presented by insiders and the risks in relation to public authorities.

12. The limited resourcesavailable to prosecute cases during the period under review had not
been identified as a vulnerability, except to the extent that conflicts may arise from parts of the
prosecution team practicing law in a foreign jurisdiction.

13. TF risks have beerconsidered proactively and rated as low risk, which is consistent with the .
1 460 OEAx8 4EA '4 ATiT i1 AT A0 OEA AOOEIT OEOEAO A& O b
their understanding of the risk profile of NPOs.

14. Jurisdictional policies and activites have addressed ML/TF risks in the GRA and those
presented by insiders.

15. It is not clear that all highrisk scenarios are subject to enhanced due diligence measures.
Simplified measures that are permitted for lower risk scenarios may not be in line witlhe risk
profile of the HS/VCS.

16. Activities are consistent with action plans and with AML/CFT risks identified in the GRA.
AML/CFT policies set for competent authorities are not sufficiently comprehensive or rounded.

17. There are effective coordination andcooperation mechanisms in place for the development
and implementation of AML/CFT policies and activities at national level. There are also mechanisms
in place in relation to PF. Cooperation is strong with respect to operational activities.

Financial intdligence, ML investigations, prosecutions and confiscation (ChaptdQ6, 7, 8; R.1, 3, 4,

29732)

18. 4EA &)5 DPIAUO A AAT OOAI OiI1 A xEOEET OEA (376#
are the main source used by the OPJ to initiate ML investigations. The OPJ considers these reports to

be of a good quality and helpful in ML and predicate offence\iastigations, and in tracing the

proceeds ofcrime. In developing ML/TF investigations, sources of information other than SARs have

been used, whereas insufficient attention seems to be given to information provided in incoming
MLA requests.

19. SARs are thanain source used by the FIU in preparing its analytical reports. Their quality
OAOEAA AOOET ¢ OEA DPAOEI A O1 ARO OAOGEAx8 ! 101 AAO
motion, some of which were based on media articles anather types of opensource infarmation.

Intelligence from other sources, particularly incoming MLA requests and crodsorder cash
declarations, has not triggered any ML investigations in the HS/VCS, as these sources of information

are not sufficiently considered.



20. Theauthoriesmeton€ OA AT i 1 AT OAA BT OEOEOAIT U 11 OEA &)5
and overall engagement and assistance in ML and predicate offence investigations. The central role
exercised by the FIU in the AML/CFT framework, however, places strains on its already ilied

resources and, at times, detracts from it carrying out its core functions. Whilst no MLF typology

studies tailored for the HS/VCS had been produced, one strategic analysis had been carried out by

the time of the onsite visit.

21. The OPJ and the CdGearesponsible for investigation and prosecution of all crimes
committed in the HS/VCS, including economic crime and ML. The CdG works under the direction of
the OPJ, and its EGBIN Unit is responsible for conducting parallel financial investigations intte
cases assigned to it by the OPJ or on its own initiative.

22. Most ML investigations arise from FIU reports to the OPJ, whereas other public authorities
may and did submit crimerelated alerts to the OPJ. It is noted that some of the most complex cases
were triggered by alerts from authorities other than the FIU, in particular a higiprofile investigation
which received significant media coverage in 2020. At the time of the esite visit, five cases had
been brought to judicial or administrative proceedings some of which have been completed or are
still in the trial stages.

23. No domestic investigation into any report submitted to the OPJ generated a ML case before
the Tribunal until 2018. The most complex ML case investigated and brought before the Tribursal

far was initiated in 2013. It was not concluded in the Tribunal at the time of the onsite viSitThe AT
remains concerned that the OPJ is still insufficiently resourced to handle simultaneously several
complex economic and financial cases in a timelyay4.

24. Overall, the results in the court are modest: two convictions for selaundering z one in 2018
and one in 2019 - had been achieved by the time of the esite visit. This notwithstanding, ML
investigations/prosecutions/convictions are generallyii 1 ET A xEOE OEA EOOEOAEA(

25. Actual sanctions imposed in ML cases where there have been convictions are below the
statutory thresholds for the ML offence. Extenuating and aggravating features can be considered in
sentencing to reduce or mcrease statutory penalties. Sanctions imposed so far appear rather

minimal. Arguably, they are not proportionate and dissuasive.

26. The lack of a formal statement on the policy objective to pursue confiscation has been
compensated, at least to a certain eght, by an important legislative development. The introduction
of robust non conviction-based confiscation in 2018, providing a preventive confiscation tool in
relation to goods in the possession of a person who cannot justify their legal origin, considdralong
with the results achieved so far in seizing/freezing of assets (in the jurisdiction and abroad) indicate
that confiscation is pursued as a policy objective.

27. During the period under review, two confiscation orders were executed. The first ever
confiscation order in the HS/VCS was imposed in December 2018. The overall amount of assets

3 Guilty verdicts were returned on 21 January 2021.
4 A fourth prosecutor joined the OPJ shortly after the osite visit and a fifth prosecutor was also recruited soon
after.

5 Another conviction was achieved in the L, C and S case on 21 January 2021.
10



confiscated so far is approximately EUR 1.3 million. Considerable amounts have been frozsthér
domestically or abroad at the request of the HS/VQSpending completion of the criminal
proceedings. Whilst this confirms a preactive approach and effectiveness in identifying and tracing
the proceeds, the fact remains that the value of confiscation orders executed during the period under
review is far below the amounts fozen. This appears to be a consequence of lengthy investigations
and the fact that final convictions have yet to be achieved in numerous cases with significant
confiscation requests.

28. While no false declaration on cross border movements of currency/BNI hdseen detected,
one investigation was triggered by a SAR submitted by the ASIF authorised institution. This involved
a non-declaration of cross border transportation of cash withdrawn from a safety deposit box. This
case was not investigated by the ECBIN Unit at the time and was passed to the Governorate which
issued an administrative sanction, subsequently reduced on appeal to EUR XGD.

29. Two confiscations orders executed so far reflect, in part, the assessment of jurisdictional
risks.

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1,28,530, 31 & 39.)

30. In the period under review, there have been no prosecutions or convictions for TF offences.
AEA 14 AT T OEAAOO OEEO O1 AA AOT AAT U ET 1TETA xEOE
31. The ECGFIN Unit (which would investigate any case of TF), the CdG as a whole, and all the

HS/VCS authorities are acutely aware of the exposure of the HS/VCS as a potential target of terrorist
and extremist activities, given the highly visible nature of the Sareme Pontiff in his pastoral role.

32. TF investigations would be identified by SARs, by police intelligence or instituted in the
context of a terrorism investigation. Any SAR containing TF elements is given priority by the ASIF.
Each ML or predicate offene-related SAR is analysed by the ASIF also from a TF perspective. One
TFrelated SAR has been submitted so far, but no TF elements were found. On the other hand, there
has been one situation where a preliminary investigation/inquiry into TF suspicion wasarried out

by the CdG. The analysis confirmed that there were no TF elements and the case was then archived.
Being fully aware that TF can involve small sums, it is commendable that EEIN Unit is also
developing preventive strategies, such as spot checks persons carrying cash below the EUR 10
000 threshold. The application of this measure allows the CdG to identify movements of funds which,
together with other information, may either indicate that ML or TF might be taking place, or, may
exclude such pssibility

33. The CdG has a comprehensive a#tgrrorism strategy for protecting the HS/VCS. This
strategy forms a part of the overall security plan of the jurisdiction. However, the evaluators have
not noted in the strategy documents, security plans and foecinstructions shown to them a clear
requirement for the conduct of parallel financial investigations in any terrorist enquiry.

34. In the event of any TF investigation failing to produce sufficient evidence to prosecute for
TF, then other terrorism offences may be considered, especially if the financier was part of the group
involved. Since no concrete indication of TF has ever emenjethere has been no need to apply
disruptive measures.

35. Despite not being a member of the UN, the HS/VCS has committed itself to implementing the
UN Security Council TF and Rfelated TFS. To this end, it has adopted a domestic mechanism that
11



allows it to give effect to such sanctions without undue delay. However, the AT found that, on three
occasions, updates related to UNSCR 1267 and UNSCR 1718 were either not transposed or
transposed with asignificant delay into the HS/VCS national list. This raises ste concerns over the
effective implementation of TF and PHelated TFS by the competent authorities.

36. The transposition of designations under UNSCRs 1267, 1373 and 1718 to the national list
takes place in accordance with a practice that is not fully docum&sd. This may affect the overall
effectiveness of the practice.

37. A detailed NPO risk assessment for ML/TF was conducted in 2020 which, inter alia, collected
information through a selfassessment questionnaire. The residual risk derived from the risk
assessnent is presented in the sectorial report as an aggregate of both ML and TF risk. As a result,
the subset of NPOs vulnerable to TF abuse was not identified by the authorities. At the same time,
based on information provided by the HS/VCS competent authorés, there are indications that
some other charitable legal entities might fall within the scope of the FATF definition of NPOs.

38. Representatives of the NPO sector met onsite were aware of the results of this sectorial risk
assessment. They confirmed that th selfassessment questionnaire completed at the request of the
authorities had helped them advance their understanding of potential ML/TF risk and expressed
APDPDOAAEAOGETT &£ O OEA OOPAOOEOI OU AOOET OEOBA OB
of TF risk is considered by the AT to be at an embryonic stage. The ASIF adequately monitors and
ensures compliance by the ASIF authorised institution with its obligations regarding Ptelated TFS.

39. No funds or other assets have been frozen in relatido designated persons or entities under
the TF and PHelated TFS regime and there have been no international requests (formal or informal)
for assistance.

Preventive measures (Chapter 5; 10.4;23)

40. Overall, the ASIF authorised institution has a soungnderstanding of its ML/TF risks which

it assesses as mediunfow. This is considered to be a reasonable assessment, though it is not split
between ML and TF. Nonetheless, the methodology followed to assess risk needs some further
refinement. The institution has a very thorough understanding of its AML/CFT obligations.

41. In general, riskbased mitigating measures are applied that are commensurate with risk. All
of the necessary elements are in place, including a framework to measure ML/TF risk and a
comprehengve customer risk-rating mechanism that enables the institution to identify when and
what mitigating measures are to be applied. The mechanism, however, may benefit from some
refinement in one particular area

42. In general terms, CDD and recor#teeping obligations have been diligently applied. CDD
information and documentation is collected at the time of onboarding andcustomer risk
assessments are automatically reviewed on a monthly basis. addition, relationships arereviewed
periodically based on risk. There is a rigorous ristbased transaction monitoring programme that
requires the collection of CDD information and documentation as necessary throughout the course
of a business relationship.

43. Effective measures are aplied to address higher risk customers. Use is made of screening
tools to ensure that the institution complies with obligations related to politically exposed persons
(PEPSs), wire transfers, TES and higher risk countries.

12
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44. The AT considers the number of JRs to be reasonable, and that the reporting obligations
have been met throughout the assessment period by the ASIF authorised institution. However, until
2019, there had been some delays in the reviews of transaction alergd it seems that there was a
degree of overreporting in earlier years. The quality of SARs in recent years is considered to be
good, though it is not clear whether reports are in line with risks identified in the GRA, since this is
not monitored.

45. Internal control measures and procedues to facilitate and ensure compliance with
AML/CFT obligations have significantly improved in recent years and the measures put in place are
generally effective.

Supervision (Chapter 6; 10.3; R.14, R2®, 34, 35)

46. The AML/CFT supervisory team in placén the ASIF has relevant private sector experience.

Officers are supported by senior management with substantial supervisory experience in the
jurisdiction. The AT considers that the right skillset is in place to applghe ! 3) &6 0 | - , T# &
Supervisory Methodlogy, recognising that it has authorised just one financial institution (with a

simple business model) and thaskilled external resourcesare brought in as necessarpn occasion

(to support full scope onsite inspections every few years)

47. Controls implemented by the ASIF authorised institution and supervisor prevent criminals

AT A OEAEO AOOTI AEAOCAO &EOI I OEOOEIC 11 OEA EITOOEO
senior management. The Commission of Cardingtsvho represent the Holy Father (ashareholder)
-AT A OEA O0OAT AGA AT 110 AEOAAOI U Z£AI1l xEOEET OE.

subject to exante canonical checks by th&ecretariat of Stateand expost checks by the ASIF. These
sufficiently address fitness and propriey.

48. The supervisor has a good to very good understanding of the risk profile of the ASIF
authorised institution. It has received, and receives, a substantial level of information from the
institution and meets routinely with the FIU.

49. Based on its current asessment of AML/CFT riskthe ! 3) &6 O ! - , 7T#&4 | AOE
provides for a full scope onsite inspection of the ASIF authorised institution every four/five years,
supplemented by targeted inspections in between. The most recent full scope inspection took mac

in 2019 and, before thatin 2014. Coverage of the inspection and its quality look to be very good,

including consideration of domestic threats identified in Chapter 1 Overall, supervision has some

very good elements of a RBA However, the AT is not pesuaded that full scope AML/CFT onsite
inspections every four/five years is enough. There is scope for the approach to be enhanced to allow

for a more demonstrably sophisticated and systematic approach and to better address potential

abuse of the HS/VCS syam by insiders for personal or other benefits.

50. To date, four sanctions have been imposed by the ASIF (203l orders to remediate. This

is on the basis that the severity of other breaches during the review period has not justified the
imposition of sanctions. This is in line with the risk profile and application of preventive measures
of the ASIF authorised institution. There is no lack ofommitment or will by the ASIF to seek
imposition of sanctions when appropriate, but the absence of formal polies/procedures is not
helpful in demonstrating this further. Under theAML/CFT law, the ASIF would present a case to the
Governorate for the imposition of a more serious sanction; this body has no experience in applying

13



sanctions for breaches of supervisorgtandards and policies/procedures have not been established.
Hence, the AT is left with a concern about the robustness of this part of the framework.

51. Supervisory actions are having an effect on compliance with th®ML/CFT law. The quality

of the interaction with the ASIF has developed to a level which is not only informative and reliable
but also has elements of comprehensiveness. The ASIF has promoted a clear understanding of
AML/CFT obligations and ML/TF risks by the ASIF authorised institution.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

52. There are only a small number of legal persons. None are established to pursue private
industrial or commercial purposesz rather they exclusively serve the mission of the HS/VCS and the
Catholic Church which makes the sector of legal persons very homogeneous overall. No legal person
has shareholders or complex control or ownership structures.

53. The different types, forms and basic features of legal persons of the HS/VCS are described to
some extern in the Code of Canon Law, the Law on Civil Legal Persons, the LawhenRegistration
and Supervision ofNPOs and the Law on Regulation of Voluntary Activities, all of which are publicly
available. However, there is no guidance or overarching law that emwrehensively addresses
registration, administration and winding up of legal persons.

54, A comprehensive and irdepth assessment of the ML/TF risk presented by legal persons that
are NPOs has been conducted for the first time in 2020 and the authorities hawe good
understanding of ML/TF risks. A ML/TF risk assessment of other legal persons is underway. The
ML/TF risks of these legal persons are readily comparable to those of NPOs as they pursue the same
activities (i.e. support of the mission of the HS/VCS drthe Catholic Church).

55. Legal persons register with the Governorate and this is conditional upon prior authorisation.
This authorisation vets the natural persons that will be involved in the management and oversight
of such legal persons and prevents crimals or their associates from sitting on either the
administrative or control bodies (corporate bodies). There is also significant ogoing oversight of
activities of legal persons at different levels, which further prevents their misuse. This includes
ongoing reviews of minutes of meetings, budgets, and financial statements, together with-arte fit
and proper checks where there are subsequent changes in composition of the administrative or
control bodies. In their totality, these checks form a robust andffective supervision of legal persons.

56. Basic information is held centrally. Given the nature of legal persons established in the
HS/VCS, the BO will be the person or persons controlling the legal person through the role held (i.e.
members of the administrative body) and so this information is lso held centrally.

57. The adequacy, accuracy and currency of basic and BO information held is ensured by two
complementary measures: (i) the Governorate conducts checks of basic and BO information every
six months to ensure that information is updated regudrly; and (ii) as noted, it is practice for a
change to a member of the corporate bodies to be approved in advance. Competent authorities can
access basic and BO information kept in the registers held by the Governorate on a timely basis.

58. No enforcement ations for infringements of the information requirements of R.24 and R.25
have been taken by the competent authorities as no opportunities have presented themselves.

59. Regarding legal arrangements, the AT has satisfied itself that the administration of fogai
trusts in the HS/VCS can be virtually ruled out in practice.

14



International cooperation (Chapter 8; 10.2; R.380)

60. As explained above, ML threats are generally external. Most predicate offences are
committed outside the jurisdiction and most customers othe ASIF authorised institution are non
resident. Accordingly, international cooperation is important in the context of the HS/VCS. Most ML
investigations relate to alleged criminal activity that has been committed in Italy or involve Italian
citizens. Urder the Lateran Treaty, the HS/VCS enjoys enhanced cooperation with Italy.

61. The HS/VCS provides legal assistance to other jurisdictions based on provisions for judicial
cooperation set out in international conventions ratified by the HS/VCS. An overall irgase in the
number of incoming and outgoing MLA requests has been observed since 2018. When it appears
necessary for execution, or when it may facilitate such execution, additional information is requested
from the requesting state. Incoming requests arexecuted on a timely basis and no obstacles noted.
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Priority Actions

9 Inthe next iteration of the GRA (2021), the authorities should: (i) focus more intensively on th
articulation of threats (both foreign and domestic), including thoseresented through abuse o
the system by insiders for personal or other benefits, and related ML; (ii) articulate residu
risks (including likelihood and consequences (e.g. reputational risk)).

1 The authorities should complete the assessment of ML/TF ridkr public authorities and ensure
that findings are fully incorporated into the next iteration of the GRA.

1 The HS/VCS competent authorities should enhance the use of financial intelligence in crimi
investigations with a view to proactively pursuing paallel financial investigations and ensure
that evidence is gathered in a timely manner.

9 Policies and procedures of the competent authorities should be reviewed in such a manner
as to ensure that intelligence and information originating from other soures, particularly
incoming MLA requests and cros®order cash declarations, is appropriately assessed
determine whether an analysis or an investigation in the HS/VCS is warranted.

I The implementation of an effective FIU staff retention strategy is heceggato reduce the high
rate of staff turnover, including the risk of institutional memory loss. As a matter of priority, staf
should undergo specialised training on operational and strategic analysis. Also, the FIU shqg
ensure that all new staff joiningits operational and strategic analysis teams have sufficiel
AML/CFT experience and expertise.

9 The authorities should: (i) recruit more prosecutors with practical experience of prosecutin
financial crime in other jurisdictions, and ensure all new prosecutrs work exclusively for the
HS/VCS; (i) strengthen the expertise of the EG®) . 51 EO8 O AET A1 AEAI
the need for additional inrhouse accountancy or other relevant technical expertise for comple
financial analysis; (iii) introduce a protocol/operational procedures to be followed by all
prosecutors to facilitate investigations and prosecutions of ML and serious financial crime
setting targets for initial review of new ML and serious financial crime cases, and targets 1
progressing such cases to indictments; and (iv) establish a comprehensive procedure
petitioning the Holy Father when requesting consent to pursue a criminal prosecution again
cardinals and bishops.

9 The authorities should ensure that money trails are followedhoroughly in all complex financial
investigations in order to trace all direct and indirect proceeds and instrumentalities used.

9 The authorities should establish a fully documented mechanism ensuring the effecti
communication of designations and transpsition of all UNSCR TFS designations into t
national list without delay.

9 The ASIF should enhance its approach so that a more comprehensive and systematic appr(
to its supervision is adopted, in particular reviewing the frequency of full inspectiongnd the
selection of topics for targeted inspections so as to address all relevant risks mq
demonstrably.
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Effectiveness & Technical Compliance Ratings

Effectiveness Ratinds

10.1 z Risk, policy
and coordination

ME

10.7 Z
investigation
prosecution

ML
&

ME

10.2 Z International
cooperation

SE
10.8 7 Confiscation

ME

10.3 Z Supervision

Technical Compliance Ratings

R.1 - assessing risk
& applying risk -
based approach

LC

R.7- targeted
financial sanctions
- proliferation

PC

R.13 Z
Correspondent
banking

NC
R.19 z Higher -risk
countries

LC
R.25 -
Transparency & BO
of legal
arrangements

LC

R.31 z Powers of
law  enforcement
and investigative
authorities

LC

R.37 z Mutual legal
assistance

LC

R.2 - npational
cooperation  and
coordination

LC

R.8 -non-profit
organisations

PC

R.14 z Money or
value transfer
services

LC
R.20 z Reporting of
suspicious
transactions

C

R.26 z Regulation
and supervision of
financial
institutions

LC

R32 2
couriers

Cash

LC

R.38 z Mutual legal
assistance: freezing
and confiscation

LC

SE
10.9 z TF
investigation &
prosecution
SE
R.3 - money
laundering offence
LC
R.9 z financial

institution secrecy
laws

C

R.15 Z
technologies

New

LC

R.21 z Tipping -off
and confidentiality

LC

R.27 z Powers of
supervision

PC
R.33 - Statistics

C
R.39 z Extradition

LC

10.4 z Preventive

measures
SE

10.10 Z TF

preventive

measures &

financial sanctions

ME

R.4 - confiscation &
provisional
measures

LC

R.10 z Customer
due diligence

LC
R.16 Z Wire
transfers

PC
R.22 - DNFBPs:
Customer due
diligence

LC

R.28 z Regulation
and supervision of
DNFBPs

LC

R.34 7z Guidance
and feedback

LC

R.40 z Other forms
of international
cooperation

LC

Legal
and

05 7
persons
arrangements

SE

10.11 z PF financial
sanctions

ME

R.5 - terrorist
financing offence

LC
R.11 z Record
keeping

LC

R.17 z Reliance on
third parties

N/A

R.23 7z DNFBPs:
Other measures

LC

R.29 z Financial
intelligence units

LC
R.35 - Sanctions

LC

10.6 z Financial
intelligence

ME

R.6 - targeted

financial sanctions

Z terrorism &

terrorist financing
PC

R.12 z Palitically
exposed persons

LC
R.18 2
controls and
foreign  branches
and subsidiaries

LC
R.24 Z
Transparency & BO
of legal persons

PC
R.30 Z
Responsibilities of
law  enforcement
and investigative
authorities

LC
R.36 Z
International
instruments

Internal

C

6 Effectiveness ratings carbe high (HE), substantial (SB, moderate (ME), orlow (LE) levels of effectiveness.
7 Technical complianceratings can becompliant (C), largely compliant (LC), partially compliant (PC), or non
compliant (NC).Recommendations can be not appliable (N/A).
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MUTUAL EVALUATIONREPORT
Preface

This report summarises the AML/CFT measures in place as at the date of thesite visit. It analyses
the level of compliance with the hancial Action Task Force (FATF)40 Recommendations and the
level of effectiveness of the AML/CFT system and recommends how the system could be
strengthened.

This evaluation was based on the 2012 FATF Recommendations and was prepared using the 2013
Methodology. The evaluation was based on information provided by the country, and information
obtained by the Assessment Teanduring its on-site visit to the country from 30 September to 13
October 2020

The evaluation is not an investigation of past or preserallegations of criminal activities linked to

the HS/VCS nor an audit of any particular HS/VCS public authority or financial institution, except to
the extent covered by the 2013 Methodology. The evaluation does not extend to Catholic institutions
outside the HS/VCS, such as dioceses and parishes, which are subject to the legislation of the
jurisdiction where they operate.

The evaluation was conducted by an assessment team consisting of:

Assessors

1 Ms Tatevik Nerkararyan Head of Legal Compliance Division, Financial MonitorinGentre,
Central Bank of Armenia, Armenidlegal expert)

1 Mr John Ringguth Barrister-at-law (Gray's Inn), former prosecutor and Cechair of the
MONEYVAIWorking Group (legal expert)

1 Mr Alfred Zammit, Deputy Director, Financial Intelligence Analysis Unit, Malta(law
enforcement expert)

1 Mr Albert Kaufmann, Head of Foundation Supervisory Authority, Office of Justice,
Liechtenstein (financial expert)

1 Mr Richard Walker, Director of Financial Crime Policy andnternational Regulatory Adviser,
Policy & Resources CommittegeGuernsey(financial expert)

MONEYVAL Secretariat

1 Mr Andrew Le Brun, Deputy Executive Secretary diIONEYVAL

il Mr Lado Lalicic, Head of Unit, MONEYVAL

1 Mr Panagiotis Psyllos, Senior Project @ter

The report was reviewed byMr Matis Maeker, Head of the AML/CFT and Supervision Department,
Financial Supervision and Resolution Authority, Estonia, Dr Lajos Koropacting Head of Division,

- AOGOT P11 EOAT 0071 OA fabditie 6ATO Secréa®st AAh ( 01 CAOU

The Holy See (including the Vatican City Statg)reviously underwent a MONEYVALMutual

Evaluation in 2012, conducted according to the 2004 FATF Methodology. Ti#912 evaluation
report, including the 2013, 2015 and 2017 progress reportiave been published andare available
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at https://www.coe.int/en/web/moneyval/jurisdictions/holy see . Inlil A xEOE -/ . %96! , 8§ C
of Procedure,monitoring was discontinued in 2019.

That Mutual Evaluation concluded that the country was compliant witl3 Recommendations; largely
compliant with 19; partially compliant with 14; and noncompliant with 9. The HS/VCSwas rated
compliant or largely compliant with 8 of the 16 Core and Key Recomendations.
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1. ML/TF RISKS ANDCONTEXT

1. The Holy See, the Catholic Church and the Vatican City State are three different legal entities
with different status under international law.

2. The Holy See (HS) is a sovereign entity enjoying full legal personality uner international

law with the same rights and obligations as other states. It maintains diplomatic relations with 183
states and is a member state, or observer state, of several international organisations. It is an
observer state to the United Nations (UNGeneral Assembly and to the Council of Europe (CoE). It
enjoys a treaty making capacity in international law and has become a party to a number of
multilateral conventions, including several negotiated under the auspices of the UN. As an observer
state o the CoE, the HS/VCS may choose not to abide by all CoE conventions. As such, the jurisdiction
has not become a party to the 1990 CoE Convention on laundering, search, seizure and confiscation
of the proceeds from crime or its successor, the Warsaw Convém of 2005. The notion of the HS
refers to the Roman Pontiff and, unless the contrary is clear, the Roman Curia (offices and bodies
supporting the Roman Pontiff).

3. The Catholic Church is a nonterritorial faith -based community with members all over the
world. Whilst the Supreme Pontiff presides in charity over the College of Bishops, local bishops have
autonomous authority within their own dioceses and cannot be regarded as agents or
representatives of the HS. The HS is thus responsible for ensuring theityrof faith and governance

in the Church while respecting the prerogatives and responsibilities of individual bishogsThe HS
does not exercise jurisdiction, as that term is understood in international law, over individual
Catholics andnstitutions located outside the territory of the Vatican City State. Catholic institutions
outside the Vatican City State, such as dioceses and parishes, are subject to the legislation of the
jurisdiction where they operate. The administration and supension of their assets fall under the
competence of local ecclesiastical authorities (bishops etc).

4, In the context of this report, the AT has limited itself to those activities and entities that

legally fall within the direct jurisdiction of the HS/VCS. Astated above, local churches (dioceses)

outside the immediate jurisdiction of the VCS are subject to AML/CFT legislation in the jurisdiction
in which they are based and do not fall, therefore, to be considered in this mutual evaluation report
(MER).

5. The Vatican City State (VCS) is a sovereign and independent state that was established in
1929 pursuant to the Lateran Treaty. It covers 0.44 km2 and is a walled enclave close to the Western
bank of the River Tiber surrounded by the territory of the Republic oftaly. Its population is around

620, of which just over 450 are resident citizens. It is the smallest sovereign state in the world. The
VCS has a monarchical form of government in which the Roman Pontiff has full legislative, executive
and judicial powers. However, those powers are exercised through the governmental organs
established by the Fundamental Law of the VCS. The VCS is a party to various bilateral and
multilateral treaties but does not maintain diplomatic relations with other states; ambassadorare
accredited not to the VCS but to the HS. It is not a Member State of the European Union (EU) but has

8 Vatican Council Il, Dogmatic Constitution Lumen Gentium, nn. 20, 23, 27; 1983 Code of Canon Law, cc.375, §
1,381,81,391, §1.
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signed a Monetary Agreemenitwith the EU (2009) in order to have the euro as its official currency.
The Canonical legal system is the supreme sourcélaw of the VCS and the first point of reference
for statutory interpretation. Additional sources include the Criminal Code (CC) and Code of Criminal
Procedure (CCP). Italian law is applied where there are gaps or where it is not possible to apply
domestic lawt0. Pursuant to the Lateran Treaty, crimes committed in the VCS may be prosecuted by
the Italian authorities upon explicit request by the HS.

1.1. ML/TF Risks and Scoping of Higher Risk Issues
1.1.1. Overview of ML/TF Risks

6. Overall, the HS/VCS faces mediuaiow money laundering (ML) risk and low terrorist
financing (TF) risk.

7. The overall crime rate in the HS/VCS is low mainly petty crimes, e.g. robbery and theft,
committed by visitors. There are approximately 18 million visitors annually to the VCS.

8. ML threats are, instead, mainly linked to foreign predicates. Most suspicious activity reports

(SARs) are linked to foreign citizens and jurisdictionsvhere assets (mainly bank balances and
investments) are held and/or managed in the HS/VC3/ost of the ML investigtions initiated by the
OPEAOAhRh AO OEAEO OOAOOET ¢ PIEI Oh OEA &)5860 AT AI U
have submitted eight ML/predicate crimerelated criminal complaints directly to law enforcement.

The most complex cases of eocomic crime, including ML, haveincluded, inter alia, domestic

criminal activity (embezzlement).

9. The most recent risk assessmentonducted by the authorities shows that the predicate
offences reported most frequentlysince 2013are cumulatively (in order z domestic and foreign: (i)

tax evasion (25.3%); (i) fraud (21.3%); (i) embezzlement (18.7%); (iv) goods fictitiously
registered in the VCS (9.3%); (v) insider trading and market abuse (6.7%); and (vi) bribery and
corruption (6.7%). Between 2013 and Sptember 2019, there were 32 outgoing requests for mutual
legal assistance (MLA) concerning cases related to ML predicate offences (i.e. mainly fraud and tax
evasion), andMLA was granted in 20 cases relating to economicrime issues. Estimated proceeds
from criminal activity (domestic and foreign)vary between EUR2.7 million in 2019 and EUR26.9
million in 2015,

10. Italy is identified in risk assessments as presenting a crodsorder threat, given that it
surrounds the VCS and accounts for a significant penatage of crossborder transfers. Italian firms

are the principal suppliers to the HS/VCS and about 90% of employees are resident or domiciled in
Italy. Also, about 70% of customers accessing financial services in the HS/VCS are resident or
domiciled in Italy. Considering the limited types of person able to access financial services,
agreements in place between the HS/VCS and lItaly, and crdssder cash controls, no specific
residual risks with Italy have been identified.

11. Sgnificant donations for religious and humanitarian purposes pass through the HS each
year, including through public authorities (which have operated on a decentralised basidponations

91n 2014, an Ad Hoc Arrangement was agreed to apply relevant EU principles andes to entities carrying
out financial activities on a professional basis.

10 Under the conditions underlined by Art 3(1)(2) of Law on the Sources of the Lawi(XX]) of 1 October 2008.
11 Excludes attempted operation in respect of LP case of EUR 520 mifliccee 10.7.
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come from the most developed regions of the world and are directed to developing regions, some of
which are in, or close to, conflict zones and which do not have a fully developed financial system or
do not permit (or make it very difficult) for institutions of the Catholic Church to open a bank account
(though transactions to high risk countries are lovwy. However, no specific residual risks have been
identified. Further details on donations are set out in section 1.2.

12. Whilst the HS/VCS is not a regional financial centre, most of the customers of thee entity

- the Institute for the Works of Religion- that has been authorised to carry out financial activitiesire
non-resident (hereafter referred to as the ASIF authorised institution) Accordingly, the volume of
international transactions is high, but with low transaction volumes to high riskcountries (1.5% of
outgoing crossborder transfers (EUR 25 million) and 0.35% of incoming wire transfers (EUR 121
400)). No specific residual risks have been identified. Further details are provided under section
1.4.3.

13. The use of cash in the HS/VCS ialling as a result of measures taken by the authorities. In
particular, the amount of cash declared in incoming crosborder cash declarations between 2015
and 2019 has fallen by 52% (to EUR 4.7 million in 2019) and outgoing declarations have dropped
by the same amount (to EUR 11.8 million in 2019). Cash transactions in the VCS now account only
for a third of all transactions (a much lower percentage than in Italy). No specific residual risks have
been identified.

14. The HS/VCS is exposed to terrorist threatdue to the high symbolic and religious profile of
the Roman Pontiff. Nevertheless, there is no evidence of potential TF threats based on SAdgsiests

for international cooperation or intelligence exchange in this respect between the CdG and its
counterparts. In the small population, there is no evidence of the presence of radicalised groups and
there are only a limited number of nonprofit organisations (NPOs) linked to humanitarian and
charitable activity abroad.

1.1.2.#17 O1 OOUB O 2EOE ! OOHighe RigkilstuesQ 3 AT PET C 1 &

15. The first national risk assessment of the HS/VCS (the GRA) was adopted in November 2017

(and subsequently published in an abridged form). It was prepared based on the methodology
AAOGAT T PAA AU OEA 7101 A "ATEGO . AOEIsifrém the-WorldAT A 4 &
Bank provided technical support. The process identifies and assesses ML/TF threats and
vulnerabilities. There have been three subsequent updatgsadopted in December 2018 (this update

considered also the FATF Methodology), December 2018chSeptember 2020 (focussed on actions

taken).

16. A specific ML/TF risk assessment for NPOs has also been completed in 2020, and ones for
public authorities and legal persons are ongoing.

17. The Financial Security Committee (FSC) is the competent authority festablishing criteria
and procedures and approval of the GRA. The Committee created two technical Working Grogps
one for national threats and vulnerabilities and a second for vulnerabilities in the financial sectar
which operated from 2016 to the adopion of the first GRA (2017). These have now been replaced
by a technical secretariat. Recently, a technical stgroup on countering the financing of the
proliferation of weapons of mass destruction (PF) has been constituted.

18. The GRA assesses ML/TF risk aational level and sectorial level. The risk assessment was
carried out in three phases: (i) familiarisation with the World Bank tool; (ii) identification of input
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variables z data, information and documents; and (iii) assessment of relevant factors. Thegaess
involved the ASIF authorised institution.

19. All the risk levels indicated in the GRA are "residual risks", which were determined
considering the effectiveness of the legal and institutional system, as well as the quality of
preventative measures in he ASIF authorised institution.

20. The assessment team (AT) believes that the conclusions reached in various iterations of the
GRA are reasonable. However, as explained under 10.1, there are some concerns as to the degree to
which domestic threats are formaly recognised and acknowledged by all authorities.

21. The AT identified several areas requiring increased focus in the evaluation through an
analysis of information provided by the authorities and by consulting various open sources.

22. As a result of some higkprofile cases reported by the media in recent years, the AT paid
attention to potential threats posed by orruption of senior public officials, including fraud against
public authorities.

23. The AT explored the extent to whichTF risks identified in the GRAare understood and
preventative measures are in place, and considered methods used to provide humanitarian aid. The

team also considered whether the absence of TF investigations and prosecutions is consistent with

OEA EOOEOAEAOQOEI T80 OEOE DOl £EI1 A8

24. The AT onsidered risks presented by strong connections between the HS/VCS and lItaly,

taking account of threats identifiedin) OAT U8 O 1T AOET T Al OEOE AOOAOGOI AT O
25. Following its two-month suspension from the Egmont Group at the end of 2019, the AT
exploredtheexterO O1 xEEAE OEA £ET AT AEAT ET OAT 1 ECAT AA O |
26. Assessors considered the capacity of the Office of the Promoter of Justice (OPJ) and the Corps

of the Gendarmerie (CdG) and approach taken to progressing goddL investigations an d
prosecutions , including complex cases and crodsorder cases, and whether results on the law
enforcement and investigative/judicial side have improved since the last MER. The team considered

also whether the provision of services in Italy byadjunct Promoters of Justice and judges could

create a potentialconflict of interest .

27. The team discussed strategies in place f@utonomous prosecution of crimes related to
foreign jurisdictions, as well as the methods for coordinating and requesting investigativectvities.
More generally, it explored the extent to whictproceeds of crime were seized and confiscated
and whether law enforcement objectives and activities have evolved to address ML/TF threats.

28. ML has a significant cros$order element in the HS/VVCS athso the existence of robusMLA
mechanisms and other forms of international cooperation were considered.

29. Just one financial institution (FI) is registered with the Supervisory and Financial
Information Authority (ASIF) (supervisor). Accordingly, the teamexplored the scope of financial
and other activity in the HS/VCS, including whether business is conducted on a professional basis
by professionals based outside the jurisdiction.

30. The majority of the cusbmers of the ASIF authorised institution are resident  outside
the HS/VCS and their use of cash is still common, though in decline. Assessors explored the

AOOET OEOEAOGE AT A ET OOEOOOEI T80 O1 AAOOOAT AET C 11
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(and around 4,800 relationships terminated up to 2015), appropriateness of client risk
segmentation, focus on mitigating measures, and understanding and implementation of reporting
obligations. Reasons for the high number of transactions carried out in cash and extent to which the
ASIF authorised institution isused to depositdonations made to the Catholic Church were also
considered.

31. Wire transfers are the principal source of financial inflows and outflows. The majority come
from, and go to, Italy whilst a relatively small number are linked to higher risk counies. Assessors
focussed on the effectiveness of preventive measures and supervision in this area.

32. The team considered factors impacting theeporting regime , including termination of
accounts referred to above. It considered whether the quality of SARs$ improved during the
assessment period and whether the ASIF authorised institution receives enough guidance on
reporting.

33. The AT considered the recent assessment of ML/TF risk prepared folPOsand extent to
which the sector adequately understands its AML/CTF obligations. It also considered whether any
TF typologies involving NPOs.

34. The AT considered the reasons for the decreaseladrder controls and the effectiveness of
such controls to detectfalse crossborder cash declarations, identify ML/TF suspicions and identify
non-reporting. The use of intelligence obtained from such declarations was also explored.

1.2. Materiality

35. In 2019, reported HS revenue was EUR 307 million, its expenditure EUR 318 lroit and net
assets valued at EUR.402 billion.

36. Reported HS revenue consists mainly of: (i) the proceeds of sovereign financial activities and

assets (around 50%); (ii) contributions from local dioceses and donations (around 20%); and (iii)
commercial adivities (around 15%). Revenue covers the sixty institutions at the service of the

Supreme Pontiff in the HS (e.g. Administration of the Patrimony of the Apostolic See (APSA) and the
Secretariat of State (So0S)) and so excludes other activities of the Cdith&hurch, such as episcopal
conferences, dioceses, parishes, congregations and religious institutes. Reported revenue also
AoAl OAAO 6#3 OAOAT OA j OEAO EO OEA "1 OAOT T OAOGAQ j
and Pontifical Missions Societ, the ASIF authorised institution, and several foundations that
collaborate with various departments.

37. 4EA 6#3 AT AO 110 EAOGA A POl AOAOEOA OUOOAI AT A
its activities or calculate the cost of goods and serviceonsumed. It does not measure its gross

domestic product. VCS revenue EUR 293 million in 2018z is composed of the management of

patrimony and services provided to the general public (e.g. admission to museums and postal
services).

38.  Together, the assetd £ OEA (3h 6#3h O0AOAO6O 0AT AARh OEA
pension fund and foundations are valued at about EURbfllion 12.

12 https://www.vaticannews.va/en/vatican -city/news/2020 -10/vatican -balance-sheetinterview -querrero-
secretariat-economy.html
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39. Most donations are received through three offices: (i) Pontifical Missions Societies (to

support missionary activities aswell as charitable and humanitarian activities) (USD 89 million in
¢cnmpwdqn j EEqQ OEA |/ £AFEAA 1T £ 0AOA0O8O 0AT AA | 61 0OODPD
(iii) the Office of Papal Charities (to support the poor) (EUR 2.4 million in 2019 see Chapter 2.

Large donations are also received by the Congregation for the Oriental Churches (EUR 13 million)
xEEAE EO A AEAAOOAOU ji ETEOOOUQ8 )1 ¢mpwh O0AOAO
expenses of the HS. Not all donations are recordién the financial records of the HS. For example,

Pontifical Missions Society donations are generally made directly from one diocese to another

through accounts held at the ASIF authorised institution.

40. There is only one entity that has been authorised by the ASIF to carry out financial activities.
It takes deposits, lends, and manages wealth for a limited category of customers (mostly non
resident) and does not offer products or services to the generglublic. There are no foreign FIs. No
designated nonfinancial businesses or professions (DNFBPs) operate in the jurisdiction and virtual
asset service providers (VASPs) are prohibited.

41. Given the size of the jurisdiction and restrictions placed on businesgctivities, there is no
informal sector or shadow economy. Given its geographical position, the jurisdiction has very strong
links with Italy.

1.3. Structural elements

42. The key structural elements (political stability; highlevel commitment to address AML/CFT
issues; stable institutions with accountability, integrity and transparency; rule of law; and a capable,
independent and efficient judicial system) which are necessary for an effective AML/CFT regime are
generally present in the HS/VCS.

43. However, there are egular media reports alleging financial misconduct in the HS/VCS in
relation to abuse of the system and unauthorised profiting from church funds. The most recent one
concerns an investment in London property in 2014 (USD 220 million) by the Se®ased onadvice
from parties outside the VCSin a fund that held property and various investments in securities. The
investigation conducted in this regard has revealed several anomalies and criminal offences,
including speculative investments inconsistent with nstitutional purposes, conflicts of interest and
misappropriation of funds by some members of the SoS. In October 2019, as part of an ongoing
investigation, searches were carried oug on the authorisation of the OPJat the ASIF and SoS. -n
depth investigations have also required use of international judicial cooperation. The offences
currently being considered against the suspects are embezzlement, misappropriation, fraud, ML and
abuse of office. Other details of this ongoing investigation remain conédtial. The suspects are
expected to be brought to trial by summer 2021.

44, One other highprofile case where action has been taken involves former senior managers of
the ASIF authorised institution who were charged with embezzlement of EUR 57 million in rea
estate in 2004. The indictment also included self and thirgharty ML. The third-party element was
introduced into the case when a further defendant was added to the indictment in 2018. The
investigation was formally launched in 2013 and conviction achiexd on 21 January 2021.
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45. Since the last mutual evaluation, there has also been a further prominent leak of official
documents referred to as Vatileaks Il (2016)z on the basis of which some have alleged abuse of
power and a lack of financial transparency.

46. Further to these developments, the AT paid particular attention to the legislative provisions
which regulate criminal proceedings/criminal liability of senior clergy vis-a-vis the principles of
Canon Law. The Canon Law of the Catholic Church is supremehia tivil legal system of the VCS and
so there was a need to clarify possible repercussions of this supremacy on the criminal prosecution
of cardinals and bishops. The Law on the Judicial System of the VCS, in particular 24t states that
OOEA #das&ibn isithonly forum competent to judge, with the prior consent of the Supreme
Pontiff, the Most Eminent Cardinals and the Most Excellent Bishops in criminal cases, apart from the
cases provided by canon 1405(1) of th€odex luris Canoniéi 8  4ifly thif\rhafe® long and fruitful
discussions were held with the HS/VCS authorities on the exact meaning, interpretation, and
jurisprudence in applying this norm. HS/VCS authorities advanced that, in general, no immunity
from criminal prosecution exists in the VCS, apart from the immunity granted to the Supreme Pontiff.
This conclusion is inferred from their interpretation of both civil law and Canon Law and is further
supported by Art. 3 of the CC, which states that anyone who commits a crime in the teary of the
State is punished under VCS law.

47. 4EA AOOET OEOEAO pOI OEAAA Al 1T £ZZEAEAI ET OAODPOA
01 1T OE £/ 624 ¢f hedsaidDldwdis a f@rd of authorisation which resembles similar principles

in other European jurisdictions where some coercive actions against officials (e.g. arrest or house

search against members of the parliament; trial against a minister) require prior authorisation by
parliament. Given the structure of the state authorities in the VC®is power is given to the Supreme

Pontiff. Consequently, the Supreme Pontiff is informed by the OPJ in case an
investigation/prosecution against cardinal(s)/bishop(s) is underway, and then he decides whether

to grant or deny a consent to pursue with thertal. With regard to the jurisprudence in this matter,

OEA AOOET OEOEAO AEOAOOOCAA A AAOA xEAT A AEOEI B A
request for a serious crimez a fact which per se shows that there is no immunity from criminal
investiggOET T 08 &OOOEAO DPOT AAAAET ¢cO EI OEEO AAOA xAOA
investigation was still ongoing. Finally, the other exception made in the afonmentioned Art. 24, in

relation to cases provided by canon 1405(1) of th&€€odex lurs Canoniciconcerns the violation of
ecclesiastical laws related to spiritual matters and thus has no influence on criminal liability of senior

clergy.

48. In order to promote greater transparency, several reforms have been undertaken. In 2014,
three new bodies were created: (i) Council for the Economy; (ii) Secretariat for the Economy (SfE);
and (iii) Office of the Auditor General. Inter alia, the SfE is responsible for: (i) monitoring the
administrative and financial activities of HS entities; (ii) an annuatisk assessment of the financial
and asset situation of the HS; and (iii) preparation of the annual budget for, and financial statements
of, the HS. The Auditor General is responsible for auditing the financial statements of the HS, the
Governorate of theVCS and the individual dicasteries and institutions connected to the HS or that
refer to it. The Office of the Auditor General now also has the role of arruption authority for

the HS/VCS and its intervention helped to trigger investigation of the Lalon property acquisition
referred to above.

49. More recently, vulnerabilities were identified in the procurement of public contracts, and so
Rules on Transparency, Control and Competition of Public Contracts of the HS/VCS (the
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Procurement Code) were promulgéed (June 2020) along with related implementing regulations.
The Procurement Code creates a register of vetted contractors who can bid to supply goods and
services to the HS/VCS and centralises approval of acquisitions under APSA or the Governorate
(except some cases concluded directly by the SoS and the Governorate which are overseen by a
Commission on Confidential Matters). The Code excludes any contract with operators that have a
conflict of interest in the deal or which have been convicted for corruptin, fraud, ML, TF or human
trafficking.

50. Looking forward, whilst management of the majority of investments is already centralised
in the APSA and many other investments made by institutions linked to the HS take place through
the ASIF authorised institution,a programme to further centralise investmentsz led by the Council
for the Economy- is underway in order to promote greater transparency and more precise control.
The objective of this programme is for all investment decisions to be reviewed and takennteally.

1.4. Background and Other Contextual Factors

51. The Law on the Economic, Commercial and Professional Order (ECPO) creates what is in
effect a public monopoly regime within the territorial jurisdiction of the HS/VCS. In particular, the
Law states that nobaly is entitled to set up a private industrial or commercial business of any kind
without obtaining authorisation by the Governorate of the VCS (ECPO, Afj. Accordingly, there is

no free market in the economic, financial and professional sectors. Thererio financial market, nor
public debt instruments, capital instruments or securities. There is no privatehpwned real estate
and no private business is carried on. There is no tax system.

52. Goods and services are imported mostly from Italy and the labouoifce largely originates in
Italy.

53. Entrance to the VCS is controlled through four gates, except for free access for visitors to St
OAOAO8O 3NOAOAR 30 O0AOAOCBO " AOEI EAA AT A 6AOEAAI
border transportation of cashis in place, statistics for the period 2011 to 2019 show a progressive
reduction in the instances of crosshorder transportation of cash. This trend is linked mainly to the

progressive increased use of other forms of transfer of values, e.g. wire transfer

54. Almost all customers of the ASIF authorised institution are employees of the HS/VCS or
entities of the Catholic Church. The latter are engaged in charitable and missionary activities,
consistent with humanitarian support offered by the Catholic Churchso that the most developed
regions of the world are net exporters of financial resources, which are then transferred to
developing countries (by wire transfer).

55. In 2013, an international consulting and auditing firm was appointed to screen all the
customer relationships of the ASIF authorised institution. In 2015, under the close monitoring of the
ASIF, the closure of all relationships no longer in line with customer policies was completed.

56. There are 20 NPOs, 3 voluntary organisations and 21 other charitiblegal persons
registered in the HS/VCg engaged in charitable and missionary activities.
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1.4.1. AML/CFT strategy

57. Each GRA has included suggested actions to be taken in order to mitigate identified ML/TF
risks. In addition, the FSC has adopted an action plandarequested each competent authority to
prepare its own action plan. A plan identifying five priority measures and related timelines has been
adopted by the Committee (January 2020).

58. Under its action plan, the FSC has four objectives: (i) to coordinateet adoption and regular
updating of policies and procedures for combating ML, TF and PF; (ii) coordination of the
preparation and delivery of individual actions plans for each of the competent authorities in order
to consider their effectiveness in mitigaing risks; (iii) monitoring of threats, vulnerabilities, and
mitigation measures in order to identify and mitigate risks; and (iv) preparation of updates to the
GRA. Noting that threats have not diminished and the evolving environment in terms of
transparency and control of financial activity, the Committee has agreed a Strategic Plan which
describes the lines of action regarding identification and assessment of risks, strengthening of
preventative and enforcement mechanisms, and coordination of relevant thorities.

1.4.2. Legal & institutional framework

59. The Financial Security Committee (FSC) (established in 2013) promotes coordination

amongst relevant authorities and is responsible for adoption and maintenance of the GRA and
suggesting actions. It also has the duty to monitor, evaluate and coordinate policies, procedures and
measures adpted by members in order to mitigate risks identified. In addition to all the bodies

listed below (except for the Tribunal), its membership also includes the Pontifical Swiss Guards Corp

and the SfE3 (supervisor of public authorities). The# 1 i | EOOAAEO DOAOEAAT O EA
secretariat to support its work.

60. The institutional framework involves a broad range of authorities.

61. The Secretariat of State (SoS) is responsible for: (i) setting AML/CFT strategies and
policies; (ii) implementation and adherence to international treaties and agreements; (iii)
participation in international organisations and intergovernmental bodies; (iv) supervision of NPOs
and other charitable legal persons; and (v) receipt and coordination of incoming requests f&fLA
and dissemination of outgoing requests (at the instigation of the OPJ).

62. The Governorate of the VCS, is responsible for: (i) the adoption of preventive AML/CFT
measures; (ii) application of administrative sanctions; (iii) adoption and maintenance of #hlist that
names persons that threaten international peace and security; (iv) maintaining the four registers of
legal persons that have their registered office in the HS/VCS; and (v) supervision of voluntary
organisations.

63. The Office of the Promoter of Justice (OPJ) is responsible for the investigation and
prosecution of ML/TF offences and related predicate offencés It is also competent for cases of
administrative liability of legal persons registered in the VCS resulting from criminality. An ad hoc

13 Under a MoU dated 13 February 2020, the SfE carries out analyses of budgets and financial statements of
NPOs for the SoS.
14 The Office may also ask the CdG to carry out investigations or may do so itself.
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Section for Economic and Financial Crimes (established in 2017) is led fan adjunct Promoter of
Justice. Since 2017, the Office has had premises separate from the Tribunals in order to enhance the
distinction between prosecutorial and judicial functions.

64. The Tribunals of the VCS are responsible for judicial activity, including ML/TF cases. The
Tribunals consist of: (i) a Single Judge who deals with simple cases such as traffic violations; (ii)
Tribunal - court of first instance in criminal and civil cases with do not fall under the jurisdiction of
the Single Judge; (iii) Court of Appeal; and (iv) Court of Cassatipthe highest court.

65. The Corps of the Gendarmerie (CdG) (part of the VCS Directorate of Security and Civil
Protection Services) is the police fare of the VCS with general competence, and so responsible for
conducting economic and financial crime investigations, including ML/TF. Officers investigate under
the direction of the OPJ. Offices working on financial crime are: (i) External Relations Offidivided
into the Interpol Office andthe Economic and Financial Crime UnitECGFIN Unit) (operating as a
specific unit for AML/CFT since 2016); (ii) Judicial Police Unit; (iii) Security Operations Centre; and
(iv) Anti -Terrorism Unit. TheECQOFIN Unitincludes an agent who carries out coordination activities
on the control of crossborder currency movements.

66. The regulatory and supervisory regime in the HS/VCS has been completely overhauled since
the last mutual evaluation. TheASIFis responsible for: () the regulation and supervision of Fls and
DNFBPs, including the application of some administrative sanctions; (ii) receipt, analysis
(operational and strategic) and dissemination of financial intelligence; (iii) ML/TF training; and (iv)
assessment of te ML/TF risk of reporting entities, also indicatingz in agreement with the
competent supervisory authority z the recommended actions. It has been responsible for (i) to (iii)
since 2015.

67. The Office of the Auditor General (established in 2014 and operatimal since the autumn
of 2015) carries out audits of entities of the HS and VCS and, since 2019, has exercised the function
of anti-corruption authority.

68. The FSC is also responsible for coordinating policies and operations to counter PF.

69. Given its natureas a public legal entity and its mission (which is aligned, broadly speaking,
with the HS/VCS), theASIF authorised institution has a stronger role within the institutional
framework than what would usually be expected of an FI. It has been treated as ddfithe purposes

of this MER, based on the definition of Fl in the FATF Standards. Nevertheless, the institution is an
atypical institution: it is a public legal entity in the form of a foundation established as a canonically
recognised legal person cread by the Holy Father, separate and independent from the HS/VCS,
which carries out activities by right of the Holy Father, as well as commercial or private acts.

70. The AML/CFT system was introduced in 2011 and consolidated into the Apostolic Letter for
the Prevention and Countering of ML, TF and PF (August 2013) and AML/CFT law (October 2013).

71. As well as establishing preventative measures and reporting requirements, the AML/CFT
law sets out: (i) the AML/CFT supervisory functions and powers of the ASIF and aaaility of
administrative sanctions; (ii) functions and powers of the ASIF in respect of the receipt, analysis and
dissemination of financial intelligence; (iii) prudential functions and powers of the ASIF and
availability of administrative sanctions; (iv) basis for the ASIF to share information with domestic
and foreign authorities; (v) the creation of a national list of persons who threaten international peace
and security to enforce, inter alia, UN Security Council Resolutions (UNSCRs); and (vi) thgutation
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fifth AML/CFT Directives.
72. The ASIF has issued a number of regulations pursuant to provisions of the AML/CFT law.

These are listed under ¢.34.1 in th@C Annex. In addition, three instructions have been adopted,
which are again listed under ¢.34.1 in the TC Annex.

73. The Law on General Norms on Administrative Sanctiond.aw No. X 2013)regulates the
imposition of administrative sanctions.

74. The 1889 Crimind Code of Italy (as subsequently amended by domestic legislation in the
HS/VCS in line with emerging threats) establishes ML and TF offences. Powers to confiscate, freeze
and seize property, including preventative measures, extradite, natural persons and tooperate
internationally are set out in the CC and CCP.

75. Other relevant laws include: (i) Law on the Registration and Supervision of NPOs (Law on
NPOs); (ii) Law on Regulation of Voluntary Activities; and (iii) Ordinance No. CCCLXIV which
requires legal persons and voluntary organisations to apply preventative measures to combat ML,
TF and PF, including conducting risk assessments, reporting suspicious activity and preparation of
accounting records.

1.4.3. Financial sector, DNFBPs and VASPs

76. The limited financial sector present in the HS/VCS supports the mission of the HS and
provides basic services to entities of the Catholic Church. It is therefore extremely limited. There are
no DNFBPs and VASPs.

77. The ASIF authorised institutionz situated exclusively on thesovereign territory of the VCS

is authorised as a FI to carry out financial activities on a professional basis and is under the
supervision of the ASIBF8 ) OO0 DOOPI OA EO O001I DPOI OGEAA £ O OEA |
and immovable property transferred or assigned by natural or legal persons and intended for works

I £/ OAITECEIT 10O AEAOEOU6h xEEAE EI Al OAAO OEA poOIi
services to the general public and has just over 100 employees.

78. At the time of the onsite visit, the ASIF authorised institution had just under 15000

customer relationships (11000 for individuals), of which 97% are domiciled in foreign jurisdictions.

Ordained clergy in the Roman Catholic Church, including cardinals, bishops and nuns, ampleyees

and retired employees of the HS/VCS account for more than 96% of this figure. Dioceses, institutes

of consecrated life and causes of beatification account for more than 75% of legal persons. The total

value of assets held, including assets underanagement, is EUR 5.26 billion (September 2019).

During 2019, the ASIF authorised institution processed more than 5800 crossborder transactions,

amounting to approximately EUR 1.35 billion, with 137 countries.

15 In the previous mutual evaluation, the APSA vgaalso treated as a Fl. By the end of 2015, all narstitutional
accounts held by the APSA had been transferred to the ASIF authorised institution or closed. The SfE now
exercises supervisory control over APSA.
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79. In addition, the Vatican Post Office cared out limited money transmission services for
residents until September 2020 but was covered by an exemption and so not subject to the AML/CFT
law. Amounts were not material.

80. There are no longer any DNFBPs in the HS/VCS. Whilst the last MER in 2012 aéack that
external accountants licenced in Italy were providing services to legal persons within the HS/VCS,
this is no longer the case, due to the introduction of stronger governance arrangements (see above).
Functions previously exercised by external a@untants are now undertaken by public authorities.

In addition, a requirement for all legal persons registered in the HS/VCS to establish an internal
control body has been introduced. This has eliminated the need for external accountants (except for
the audit of the ASIF authorised institution).

81. There is no property market in the HS/VCS as all real estate is owned by the State. As regards
DPMS, all activities in relation to dealing with goods are solely exercised by the State, and as regards
TCSPs, the typs of legal persons established in the HS/VCS do not involve professional directors or
secretaries or make use of thireparty addresses. Casinos are legally forbidden in the HS/VCS.

82. Whilst there are state lawyers practising in the HS/VCS, they do not cargn DNFBP
activities in the situations set out in R.22. The services of lawyers who are enrolled in the register of
VCS lawyers held by the Chancellery of the Tribunal are only limited to legal representation in front
of the judicial offices of the HS/VCS.

83. There are state notaries practising in the HS/VCS who provide mainly the following services:
(i) drawing up of wills, including safekeeping and publication; (ii) establishing civil legal persons
through notary deeds; and (iii) public certification of powels of attorneys, minutes and other deeds.
The drawing up of wills and notary deeds can be qualified as the creation of a legal arrangement and
legal person respectively, therefore, constitutes a DNFBP activity under R.22. However, since 1995,
only employeesof the Governorate of the VCS have been appointed as notaries. At the time of the
assessment, there are two notaries acting in this capacity as public officials of the HS/VCS. These
notaries do not receive any additional commission or compensation for prming these public
services. As there are only notaries in the HS/VCS who are civil servants, they do not provide clent
facing services.

84. It is forbidden to provide virtual asset (VA) services in the HS/VCS (AML/CFT law, Art. 5).

85. The only professionalfirm falling under the remit of the AML/CFT law is the auditor of the
ASIF authorised institution, but its services are outside the scope of the FATF Standards (which do
not cover auditing).

1.4.4. Preventive measures

86. Preventative measures apply through théAML/CFT law to all the activities covered by FATF
definitions for FI and DNFBP, except casinos which are forbidden, to real estate transactions for
which the value of the transaction amounts to less than EUR D00 and to the Vatican Post Office,
which benefits from an exemption. VASPs are also prohibited. In line with EU Directives, the
AML/CFT law extends also to: (i) all activities of auditors, external accountants and fiscal advisors;
(i) persons who trade in goods or services in relation to cash tramstions of EUR 1M00 or more
(including linked transactions); (iii) persons trading or acting as intermediaries in the trade of works

of art, where the value of the transaction or series of linked transactions amounts to EUR Q@0 or
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more; and (iv) persas storing, trading or acting as intermediaries in the trade of works of art when
this is carried out by free ports, where the value of the transaction or series of linked transactions
amounts to EUR 1®00 or more.

87. Public authorities and legal persons (icluding NPOs) of the HS/VCS are required to: (i)
identify, assess, manage and contain the risk that their activities are exploited for ML/TF purposes
(AML/CFT law, Chapter Il of Title 1I); and (ii) report suspicions of ML/TF to the ASIF in respect of
fulfilment of their institutional purposes (AML/CFT law, Chapter VI, Title II). Whenever there are
reasonable grounds to suspect that funds or other assets, activities, projects or transactions are
linked to ML/TF, an NPO must also file a report with the ASIFhder the Law on NPOs (Arfr)1s, and

a voluntary organisation or a canonical or civil legal person must file under Ordinance CCLXXIV (Art.
2).

1.4.5. Legal persons and arrangements

Legal persons

88. As described above, there is a closed market economy in the HS/\M@8ch prevents the
incorporation of legal persons for any private purposes. In fact, no legal persons are established in
the HS/VCS to pursue private industrial or commercial purposegrather they exclusively serve the
mission of the HS,VCS and the CatHiz Church and are set up in cooperation with public authorities

of the HS/VCS. This cooperation ensures, even before the establishment of a HS/VCS legal person,
that it is structured in such a way that its purpose is in accordance with the mission of th¢S VCS

and the Catholic Church.

89. Legal persons may be incorporated under Canon Law, Civil Law or both. The Code of Canon
Law and the Law on Civil Legal Persons are therefore the primary legal sources for the incorporation
of all legal persons in the HS/VCSVith regard to the latter, however, it should be noted that this law
consists only of a reference to the Italian Civil Code and, accordingly, the relevant legal provisions
are to be foundin that foreign source

90. Once established, a canonical or civil legperson may be required to register also as an NPO
or voluntary organisation on the basis of the provisions of the Law on NPOs and the Law on
Regulation of Voluntary Activities respectively. Legal persons that primarily engage in raising from
and distributing funds to the public for charitable purposes are qualified as NPOs, and voluntary
organisations are characterised by the fact that members make their time and work available to the
Church for the realisation of projects. NPOs and voluntary organisatisnare thus subject to the
provisions of the respective special law in addition to Canon Law, Civil Law or, both. These special
I AxO OAO OANOEOAI AT OO OEAO AOA T1 OI AT 1T U £ OTA
91. Legal persons that do not meet the criteria of an NPO woluntary organisation are subject
exclusively to Canon law, Civil Law or, both. These are a mixture of sovereign and smvereign
legal persons.

16 Motu Proprioof 8 August 2013.
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92. The Governorate keeps the following four separate registers of legal persons: (i) canonical
legal persons; (i) civil legal persons; (iii) NPOs; and (iv) voluntary organisations. Registration is
possible in several registers at the same time, e.g. canonical register, civil register and NPO register.

93. For the purposes of this assessment, legal persons are classesl follows: (i) sovereign
instrumentalities; (ii) NPOs; (i) voluntary organisations; and (iv) other charitable legal persons that
do not primarily raise funds from, and distribute them to, the public (other charitable legal persons).
Although the latter category is covered by the FATF definition of NPO, the authorities do not classify
them as such because raising funds from, and distributing them to, the public is not their
predominant activity. This category is discussed further under 10.10.

94. Sovereign irstrumentalities are set up by public authorities, are operated as an integral part
of that authority, the members of their corporate bodies are appointed by the HS/VCS, their activities
(e.g. transactions) are monitored by bodies of the HS/VCS, and theg aolely funded by the HS/VCS.
This includes theASIF authorised institutionand four other state owned legal persons such as Radio
Vatican. Given this close relationship with the HS/VCS, sovereign instrumentalities are considered
to be outside the scope bthe assessment under 10.5 and R.24.

95. At the time of the assessment, all legal persons registered in the HS/VCS establishedin

the legal form of a foundation or an association. The two Pontifical Academies mentioned below
qualify as associations and @ also entered as such in the registers. While the Law on NPOs and the
Code of Canon Law only permit the legal forms of foundations and associations, the Law on Civil
Legal Persons and the Law on Regulation of Voluntary Activities do not restrict the usiother legal
forms. However, according to the authorities, only the foundation and the association are permitted
as legal forms, and accordingly only these two legal forms are admitted for entry into the registers

Table 1: Numbers of legal persons registered in HS/VC&at 31 December 2019

Type of legal person Number
Sovereign instrumentalities

Foundations!” 11
Associations (Pontifical Academies) 2
Non-profit organisations

Foundations 19
Associations 1
Voluntary organisations

Associations 3
Other charitable legal persons

Foundations 16
Associations 5
Total 57

96. All legal persons are required to set up two corporate bodies, namely an administrative body,
which is usually the board of directors, and a control body. The control body is an internal body
responsible for keeping the accounts and drawing up the finandiatatements.

17 Including the ASIF authorised institution and 4 stateowned legal persons that have been integrated into the
Dicastery for Communication, but which have been suspended.
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97. In the HS/VCS there are no branches or similar of foreign legal persons.

98. In addition, foreign legal persons hold assets through the ASIF authorised institution.
According to the GRA, 454 legal persons were customers at 30 September 2019ybof 14 930
customers)z mostly foreign institutes, societies, dioceses, parishes and other entities of the Catholic
Church.

Legal arrangements

99. The laws of the HS/VCS do not provide for the creation of trusts or any other legal
arrangements and the VCS ot a party to the Hague Convention of 1 July 1985 on the law applicable
to trusts and their recognition.

100. Accordingly, only the administration of trusts or other legal arrangements established under
foreign law by professional and/or nonprofessional trustees in, or from within, the HS/VCS and the
establishment of business relationships between the ASIF authorised institution and foreign trusts
have to be considered in the assessment of 10.5 and R.25.

101. In addition to regulation under the AML/CFT law, the Geernorate has implemented an
authorisation regime for DNFBPs which catches professional trustees of foreign trusts (see under
10.3). The CdG and the Pontifical Swiss Guard constantly physically monitor all access points to the
HS/VCS in order to ensure imfgmentation with authorisation requirements and there is currently

no intention to grant authorisations to any DNFBP (including professional trustees). On the basis of
these checks, it can be ruled out that trustees travel to the HS/VCS and carry on bussthere on a
temporary basis. According to the authorities, there is no evidence to suggest that residents of
HS/VCS are acting as trustees. Moreover, the authorities have confirmed that the ASIF authorised
institution does not have any business relationsips with a foreign trust.

1.4.6. Supervisory arrangements

102. The ASIF is the central authority for the regulation and supervision of Fls and DNFBPs and,
to this end, supervises compliance with AML/CFT requirementsAML/CFT law, Art. 46). It is
forbidden to provide VA services AML/CFT law, Art. 5). The ASIF has authority to carry out esite
and offsite inspections and has access to, and can require production of, documents, data,
information, registers and books for the purposes of supervision.

103. The ASIF also has access to documents, data, information, registers and books from legal
persons which are registered in the HS/VCS in relation to beneficiamwners/ ownership (BO),
including members of management and senior management.

1.4.7. International cooperation

104. As explained above, ML threats are generally external. Most predicate offences are
committed outside the jurisdiction and most customers of thé\SIF authorised institutionare foreign
citizens. Accordingly, international cooperatbn is important in the context of the HS/VCS. Most ML
investigations relate to alleged criminal activity that has been committed in Italy or involve ltalian
citizens. Under the Lateran Treaty, the HS/VVCS enjoys enhanced cooperation with Italy.

105. The HS/VCS an provide legal assistance to another country based on provisions for judicial
cooperation set out in international conventions ratified by the HS/VCS. The central authority for
incoming and outgoing MLA requests is the SoS. Incoming requests for MLA ardinarily put
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forward by the OPJ at the request of theSoS and executed by the Tribunal. When it appears
necessary for the execution, or when it may facilitate such execution, additional information may be
requested from the requesting state.

106. As regards informal cooperation, the CdG is able to cooperate bilaterally with counterparts
worldwide and has cooperation agreements in place with the Arma di Carabinieri and Guardia di
Finanza (GdiF)of Italy. It also has a cooperation agreement with the Nation#&olice in Colombia.
The VCS is a member of Interpol and the CdG is responsible for direct cooperation with this
organisation.

107. The ASIF is a member of the Egmont Group and exchanges operational information with

similar units in other countries through thel AOOAO6 O OAAOOA Al i1 O1T EAAQEI
exchange of financial intelligence is conditional upon both reciprocity and basis of memoranda of
understanding (MoU), the ASIF has signed agreements with 62 foreign financial intelligence units. A

similar requirement governs the exchange of supervisory information, and the ASIF has sigiéoUs

with eight foreign AML/CFT supervisors.

108. The HS/VCS has concluded agreements in 2015 to enhance cooperation and exchange of
information on tax matters with Italy and the United States
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

2.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 1

a) The HS/VCS published its first national risk assessmerin 2017 and it has been
undertaken regularly since The authorities are to be commended fothis. The authorities have a
generallygood highlevel understanding of ML/TF threats and vulnerabilities, aided by the limited
financial activity that takes place in the jurisdiction and action taken in recent years to improve
transparency of HS/VCS institutions. In a range of areas, there is a detailed understanding of r
However, theGeneral Risk Assessment3RA does not generally describe who is presenting a M
threat, where they are, or how they are doing it, and there has been some uncertainty as to t
main ML risk.

b) The authorities originally concluded that the main risk of ML arose from laundering of thg
proceeds of crimes committed abroad by nomesidents, with tax evasionseen as the dominant
typology (followed by fraud). It later became clear that tax evasion is no longer considered to
the main source of ML. The dominant typologies suggested by cases and SARs include pred
offences of fraud, misappropriation, givng and receiving bribes, and abuse of office. Overall, N
risk is assessed as mediurpw.

c) Cases which have received wide coverage in the mediaem tohave raised a red flag for
potential abuse of the HS/VCS system by midvel and senior figures (insider$ for personal or
other benefits (embezzlement, fraud and abuse of office as per the CC) and. Nlhe activities
leading to these cases were uncovered by the authorities and have led to positive actions si
2014. However, hese domestic threats are not adkressed within the GRAwhich raises some
concerns as to the degree to which resulting risks are formally recognised and acknowledged
all authorities and can be fully addressed by, and calibrated with, jurisdictional AML/CFT policie

d) The authorities have advised the AThat they consider the risk of abuse of office for
personal or other benefitspresented by insiders and related MLto be low. However, the AT
disagrees with this conclusion and is of the view that risks presented by ingids are important.
The AT has concluded that the GRA process cannot be fully complete without a comprehens
assessment and articulation of the risks presented by insiders and the risks in relation to publ
authorities.

e) The limited resources available tgprosecute cases during the period under review had ng
been identified by the country as a vulnerability, except to the extent that conflicts may arise fro
parts of the prosecution team practicing law in a foreign jurisdiction.

f) TF risks have been consided proactively and rated as lowrisk, which is consistent with
OEA | 4 8re AD Eokimends the authorities for proactively finding ways to substantially
address their understanding of the risk profile of NPQs

9) Jurisdictional policies and activities (esablished through action plans) have addresse
ML/TF risks in the GRA and those presented by insiders.

h) Since the GRA does not expressly identify how ML/TF threats to the HS/VCS manifi
themselves, requirements to apply enhance@DDmeasures(EDD) in higher risk scenarios may
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not cover all necessary scenarios. Simplified measurésat are permitted for lower risk scenarios
may not be in line with the risk profile of the HS/VCS

i) Activities are consistent with action plans and with AML/CFT risks identifiedn the GRA
AML/CFT policies set for competent authorities are not sufficientlgomprehensiveor rounded.

)] There are effective coordination and cooperation mechanisms in place for th
development and implementation of AML/CFT policies and activities at national level. There a
also mechanisms in place in relation to proliferation financingCooperation is strang with respect
to operational activities.

Recommended Actions
Immediate Outcome 1

a) In the next iteration of the GRA (2021), the authorities should: (i) focusiore intensively
on the articulation of threats (both foreign and domestc), including those presented through
abuse of the system by insiders for personal or other benefits, and related M(i) articu late
residual risks (including likelihood and consequencege.g. reputational riskK).

b) The authorities shouldcomplete the assessmenbf ML/TF risk for public authorities and
ensure that findings are fully incorporated into the next iteration of the GRA

C) In light of the reinforcement of resources in the OPJ tea(after the on-site), theauthorities
should conduct an impact analysis on the extent to whickonflicts that may arise from parts of
the prosecution team practicing law in a foreign jurisdictioncould limit resourcesand/or produce
professional incompatibilities.

d) In light of elaborated risk scenaros, the authorities should review and expand a
necessary the circumstances in whichustomer due diligence CDD measures must be enhanceqg
Also, the authorities should assess the circumstances in whickimplified CDD measures are
currently permitted in order to ensure that they are consistent with the risks of the jurisdiction
and amend those measures as appropriate.

e) At the conclusion of the next iteration of the GRA, individual authorities should prepar
more comprehensive and rounded riskbased poliges, drawing on ML/TF risks identified, for use
in performing their institutional activities. In due course, these documents should be adopted b
the FSC and reviewed periodically.

109. The relevant Immediate Outcome considered and assessed in this chapterl@.1. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, 2, 33 and
34.

2.2. Immediate Outcome 1 (Risk, Policy and Coordination)
221.#1 01 OOUB O O1 AAOOOAT AET C 1T &£ EOO -, 7T4& OEOEO

110. The HS/VCS published its first national risk assessment, the GRA, in 2017 with the
participation of almost all authorities and the only registered Fl, theASIF authorised institution
Update assessments have been undertaken regularly since, albeit the 2Qgfilate was a report on
progress on suggested actions arising from the previous reports. In addition to these exercises, some
risks have been identified and considered but not formally assesseshd documented
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111. The authorities have a goodhigh-level understanding of their ML/TF threats and
vulnerabilities, aided by the limited financial activity that takes place in the jurisdiction and action
taken in recent years to improve transparency of HS/VCS institutions (described in Chapter.1)
Indeed, n a range of areassuch as for NPOs, use of cash, organised crime and financial services
activity, there is a detailed understanding of risi(see below). However,the GRA does not generally
describe who is presenting a ML threat, where they are, orolw they are doing itand, as a result,
there has been some uncertainty as to what the main ML risk is facing the jurisdictidfuture GRAs
would benefit from: (i) more intensity of focus on the articulation of threats (both foreign and
domestic); and (i) articulation of residual risks (including likelihood and consequences(e.g.
reputational risk)).

112. While there is scope for a more comprehensive assessment and understanding of both ML
and TF risks, this requires amendments to a weklbstablished process réher than a substantial
change of approach. The HS/VCS #&arities are to be commended for their proactivity in
undertaking annual risk assessments. A risk assessment of NPOs and the final report have also been
completed. In addition, an assessment of publauthorities has been undertaken jointly by the ASIF
and the SfE the report is relatively near completion but has been delayed due to the COVID
pandemic. In light of the issues analysed below, the completion of a comprehensive assessment and
the report is important. Some narrowly scoped and geliminary information has been shared with

the AT. In addition, an assessment of legal persons (that are not NPOs) is in train.

ML (assessed as presenting a medidow risk)

113. From a variety of data sources used fothe GRA, including international requests for
assistance made to the HS/VCS, the authoritiesiginally concluded (although did not specify in the
reports) that the main risk of ML ansefrom laundering ofthe proceeds of crimes committed abroad
by non-residents. Laundering to facilitate tax evasiorwas seen as the dominant typology by the
authorities (followed by fraud). Numerous predicate offences giving rise to SARs appeaito have
been committed abroad (2014 to 2019), and most frequently involveal tax offences committed in
Italy (where undeclared assets hd been held at theauthorised institution). Some caseswvere also
presented, including oneon an HS/VCS employeehose bank accounthad beenused by a relative
in order to evade paying tax in Italyon work undertaken in the HS/VCSAs the evaluation process
undertaken by the AT moved towards its conclusion, it became clear that tax evasion is no longer
considered by the authorities to be the main source of ML

114. The AT acknowledges that tax evasionds been a dominant typology butgreesthat the
risks of ML from tax evasionhave diminished. This typology is no longer recognised by thé\SIF
authorised institution , which regards it as an historical problem (see 10.4) which has been addressed
through Italian tax amnesties and its role as a de facto tax agent (through agreements between the
HS/VCS and Italy and the US). It has observed a sharp decrease in tax criet@éed SARsIt was also
apparent to the AT that the CdG applies very good controls in ation to the transportation of cash
across the HS/VCS border and that these controls and their outcomes do not suggest any use of such
transportation for tax evasion or ML purposes. As part of these controls, the CdG follows up with the
ASIF authorised irstitution in relation to cash brought to the VCS (e.qg. collections in churches outside
the VCS after mass which are taken to the institution to be depositedpstead, the dominant
typologies suggested by cases and SARs include predicate offences of frausiappropriation, giving
and receiving bribes, and abuse of office.
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115. More generally, the foregoing highlights the importance of detailed conclusions in risk
assessment documentation which reflect consistent views of, and current thinking by, all authogs.
This will help to ensure that understanding is consistent and mitigation measures are aligned.

116. Cases which have received wide coverage in the mediaem tohave been a substantial
concern for the authoritiesin practice. These casealso seem tchave raised a red flag for potential
abuse of the HS/VCS system both by midvel and senior figures within the jurisdiction (insiders)
for personal or other benefits(embezzlement, fraud and abuse of office as per the CC) and.Mhe
activities leading tothese cases were uncovered by the authorities and have led to positive actions
since 2014 (outlined in Chapter 1 and elsewhere in this report). The actions in detecting cases of
abuse of office for personal or other benefitare an indication that the auhorities are aware of, and
have at least some practicalinderstanding of, such risks. However, these domestic threats are not
addressed within the GRA although three aspects of the GRA are relevant to some extent in various
ways. First, there is a list ®basic, aggregated, figures in relation to crime (which include abuse of
office for personal or other benefitsand fraud) provided in a table in the 2019 GRA report, but the
analysis focusses on international tax fraud and evasion. Second, there was aggahassessment of
public authorities in 2016 in relation to donations and humanitarian work (see below) which
considered matters such as corporate governance and internal controls, and this consideration will
have been indirectly relevant to risks involvihg abuse of office for personal or other benefitand ML
by insiders. Third, some information on the risk profile of public authorities was provided in the
2020 update to the GRA.

117. The authorities have advised the Athat they considerthe risk of abuse & office for personal

or other benefits and ML risks presented byinsiders to be low, pointing to the actions they have
taken, the low number of individuals involved in the cases relative to the population of the VCS and
the prevalence of the actual/allegd criminality in relation to those cases taking place outside the
VCS. However, the AT disagrees with this conclusion and is of the view that the risks presented by
insiders are important. A combination of the following factors raise a complex and signiant
network of considerations which merit further analysis by the authorities so as to understand the
risks that insiders present in detail and identify appropriate mitigating measures: (i) theignificance

of cases where midevel and senior figures arainder investigation; (ii) vulnerabilities identified by
the authorities themselves in relation to procurement of public contractsand (iii) identification by
the OPJ of crimes against the public administration as an emerging threat in its 2018 annual repo
Taken as a whole, His issue is particularly important in the context of the HSVCS,including
consequences for the reputational standing of the HS/VCS.

118. The significance of these rislscenariosin the context of the HS/VCS is apparent from 10.7,
reports in the media and also ira more detailed breakdown of the statisticon underlying predicate
offencesin an updatedtable in the 2019 GRA report In addition, the 2020 GRA updatenhich does
consider public authority risks to some extent,states that the residual ML/TF risks of such
authorities are Gubstantially moderated (i.e. not low). The authorities have considered it best to
await concrete conclusions(i.e. convictions)to be reached for the allegations underlying at least
some of the cases before conducting a formal, articulated, risk assessment, notwithstanding that they
have been ongoing for a number of years and take up enormous amounts of time. Whilst this strategy
is practical, it hasalready been three years since the first GRA. Without recognition of these domestic
cases in the GRA, the AT has some concerns as to the degree to which resulting risks: (i) are formally
and consistentlyrecognised and acknowledged bylbauthorities; and (ii) can be fully addressedy,
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and calibrated with, jurisdictional AML/CFT policies.The AT has concluded that the GRA process
cannot be fully complete without a comprehensive assessment and articulation of the risks
presented by insicers and the risks in relation to public authorities.

119. Whilst significant assets continue to be held directly by dicasteries and othepublic
authorities, funds of these public authorities within the HS/VCS are increasingly held centrally
within APSA. Even bfore the emergence of the ongoing cases highlighted in the mediad for wider
reasons of governance, control and economic efficienajne authorities had decided to strengthen
controls in relation to sovereign finance These changes alsmitigate the risk of potential abuse of
office for personal or other benefitsand ML. This process has been accelerated by the current COVID
19 pandemic in order to address liquidity concernsand the large majority of HS assets had been
centralised by the time of the onge visit.18 The degree to whichdecentralised managemenmight
present risks, including ML risks, has not been articulate@ut it would appear that much of any
crime risk that might be presented by norcentralised assets has already been mitigatedd more
discrete and articulated analysis of threats and vulnerabilitiesn relation to the management of
assets is needed.

120. In order to finance its activities, the HS (directly or through its instrumental entities)
receives donations from local churches (dioceseasnd parishes) and religious institutes as well as

AOT 1T OEA EAEOEAZAOI 8 4EAOA Ai 1T AOGEITT O AOA OECI EEEAA
institutional goals. In particular, donations are made to the Pontifical Missions Societies for the
PropadA OET T 1T £ OEA &AEOEh |/ £Z£EAA 1 £ 0 AdAongrégatoh 1 A Ah

for the Oriental Churches (see Chapter 1). The original GRA considered whether there was a risk that
any of these donations may be the proceeds ofiminal activity . This assessment covered the public
authorities which were most involved in receiving donations and in humanitarian work (covering
the vast majority of the assets of the Roman Curia and the vast majority of such donations/work).
The analysis includeda range of issues, including the nature of activities; internal governance
decision-making processes and internal control systems; accountability in relation to the transfer of
funds; external supervision of the authorities; understanding of AML/CFT obligins; the nature of
donors; the percentage otlonations made incash; and controls in relation to humanitarian support.
The residual risk was considered at that time to be low.

121. The source and pattern of donations in relation to key public authorities wer explored by

the AT with the authorities. The patterns differ as between e.g. receipt of cash from collections in
Italy after mass on a Sunday and receipt of wire transfers from corporate donors and the AT saw no
information to suggest anything other tharlow ML or TF risk from donations. The AT retains a small
degree of concern as to an absence of written consideration around the risks as to whether insiders
within the framework might be able to use their influence for ML purposes (e.g., by adding to, dad
directing the destination of, funds). This concern should not be over emphasised in light of the
overall actions taken by the HS/VCS. Separate to the GRA there has been centralisation of
administration of donations and the GRAed to positive actionsin relation to public authorities
engaged in humanitarian activity (i) the matter was discussed by the=SC (ii) information on

18 Subsequent to the end of the onsite examination, an apostolic letter issuddotu Progio by the Pontiff
transferred ownership of the funds and bank accounts, movable and immovable investments, including
shareholdings in companies and investment funds, from the SoS to APSA.

40



AML/CFT reporting requirements were subsequently provided to the officesof the public
authorities referred to above (along withother public authorities that receive donations); (iii) red
flags for donations were included in ASIF RegulatiolNo. 5 (SARS; and (iv) case examplesof
donations providedin the 2017 GRA and 2019 GRA update repolt the case of the latterexamples
emanate from a combination of SARs to the FIU and a foreign intelligence request to the FIU,
indicating that the jurisdiction is drawing upon varied sources to understand risk

122. The vast majority of intelligence and casesvhich have been, or are being, investigated
include a nexus in ltaly. Understanding of risk hadeen facilitated by substantial liaison by
authorities with their counterparts in Italy, including between the CdG ad Italian police force. The
risks of OCG#n lItaly using the HS/VCS for ML have been considered by the authorities, which have
concluded that they are very lowSuch an assessment appears appropriatdonetheless, measures
have been taken which may be useful in the event that this risk should agisSpecifically, article 25
of the Law on amendments to theCCand CCP(July 2013) provides for the crime of criminal
association, which is similar to the crime of mafidype association envisioned in the ltaliarCriminal
Code. Consideration of OCGs is nfirmally included in the GRASs to date but is planned for a future
update.

123. Notwithstanding a focus on Italy, risks arising from other jurisdictions are understood. In
particular, the ASIF pays attention to payments to and from higher risk countries when feviews
information received in the context of updating the GRA and when it reviews thieusiness risk
assessment from the ASIF authorised institutioneach review is on an annual basis.

124. Notwithstanding some of the issues reported under 0.7 and workloaof the OPJ, the limited
resources that hal been available tanvestigate andprosecute cases during the period under review
had not been identified as a vulnerabilityin the GRA, except to the extent that conflicts may arise
from adjunct Promoters of Jusice practicing law in a foreign jurisdiction. Wthout recognition of this
general vulnerability, the AT has some concerns as to the degree to whitltould have been: (i)
formally recognised and acknowledged by all authorities; and (ii) fully addressed bwand calibrated
with, jurisdictional AML/CFT policies.On a positive note, though not one that can be considered, the
AT has noted that prosecutorial resources have increased subsequent to the site visit.

125. There is just one registered FI that falls witin the scope of theFinancial Action Task Force
(FATB requirements. As a resultit has a stronger role within the institutional framework than what
would usually be expected of an FI. The product and service rangkthe ASIF authorised institution

is limited and stable, its customer base is linked to the mission of the Catholic Church and HS/VCS
employees (and so includes very few foreigipolitically exposed persons PEPSs), and it has no
subsidiaries or branches. It is not a VASP and products/servicas/olving VAsare not permitted. As
explained under 10.3, the ASIF receives information routinely from th&SIF authorised institution
This means that the ASIF and other authorities have a very good basis for understanding the

126. A substantial review of the customer basef the ASIF authorised institutionwas undertaken

by third party consultants in 2013 to ensure that its business model would be better focussed on the
Catholic Church andhe mission of the HS/VCS. This led to a classification of all accounts by type and
the closure of a large number of them, though many were closed at the request of customers.
Information on all closed accounts, including those subject to a SAR, was pa®rd to the FIU which
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base.

127. There are no DNFBPs or VASPs providing services to customers in the HS/VCS. This means
that a range of common types of risk a& not present in the HS/VCS and this significantly simplifies
OEA AOOET OEOEAOS OAOE 1T &£/ AOOAOOET ¢ OEOES

128. Legal persons, including NPOsgxclusively serve the mission of the HS/VCS and the Catholic
Church and are set up in cooperation with public authoritieof the HS/VCS. Alare based in the
jurisdiction and none are established to pursue private industrial or commercial purposes.
Customers of the ASIF authorised institutionare not selecting a vehicle within the HS/VCS through
which to open and operate an ecount. The ML/TF risks of legal persons are therefore well
understood by theauthorities and supported by a good assessment of risks presented by NPOs (see
below and also 10.5 and 10.10). A comprehensive risk assessment of other legal persons is underway.

129. Use of cash has been a considerable focus and risks are understood by the country. The
authorities have assessed risk from a number of perspectives, namely: (i) cash transactions within
the HS/VCS; (ii) transactions in cash by customers of tHeSIF auttorised institution ; and (iii) cross-
border transportation of cash (including both declarations and random border checks).

130. Economic activity within the HS/VCS is carried out by the State and there is no shadow
economy. Transactions are monitored closely byhe Governorate, and this is facilitated by the
absence of commercial entities within the jurisdiction. The entities which can sell goods (e.g.
museums, pharmacy, post office) constitute a monopoly owned by the HS/VCS and are monitored,
with particular analysis on matching the pattern of purchases to customers and risk categorisation
based on the profile of the customer, the location of the transaction, the value of the transaction and
the frequency of transactions. Linked with this, there are value thresilds which lead to increased
identification requirements in relation to the transaction and seniority of signoff based on the value

of a transaction. Use of cash in the HS/VCS is decreasing as a result of action taken by the authorities.
While the overallfigures are still high this is largely attributable to the sale of museum tickets. The
value of individual cash purchases is low (with the average being EUR 25 and cash transactions over
EUR 1000 being prohibited).

131. TheASIF authorised institutionrequires confirmation that any proposed cash deposits with

it by customers above the statutory threshold have been declared. In addition, on a weekly and
monthly basis theinstitution checks the flows of cash entering and leaving thastitution so as to
verify whether there are any situations that may involve a risk of ML/TF, triggering the need to
submit a SAR to the FIU and statistics to the ASIF for the purposes of monitoring its liquidity level.
The CdG considers not only croskorder declarations but also intercepts the crossborder
movement of cash with values lower than the threshold for statutory declaration. The rationale for
each occasion when cash has been declared or intercepted has been reasonable. The AT commends
the HS/VCS authorities for the frenework in place in relation to cash transactions.

TF (assessed as presenting a low risk)

132. HS/VCS authorities are mindful of the need to understand terrorism and TF risk following
an attack against the therSupreme Ponitiffin 1981. TF has been assessed ingliGRA process. In light
of the absence of any concrete elements within the jurisdiction or information received from outside
Pl ET OET ¢ O A EECEAO OEOEh OEA AOOEI OEOEAO EAOA
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view. TF risks havealso been considered proactivelyat an operational level The authorities have
advised that every authority examines the possible involvement of TF elements when reviewing ML
data. For example, SARs for ML are also analysed by the FIU for the possibility of Tkatdrs (with
cooperation from the CdG where needed) and investigations by the OPJ consider whether cases are
linked in some way to countries exposed to TF risk. The SfE and Office of the Auditor General also
consider TF risk whilst exercising statutory owersight of public authorities. Notwithstanding this,
there is scope to bring the articulation of the TF assessment as a whole up to the level of the
methodology used for NPOs (see below.g. misuse adupport for humanitarian activities in or near

high risk countries and classification of country risk This calls for refinement of theprocess rather
than a substantial change of approach.

133. A small number of NPOsxclusively serve the mission of the HS/VCS and the Catholic Church
and are set up in cooperation with public authoritiesThis has allowed the authorities to understand
the risks presented by NPOs through the period under review. In addition, a formal kassessment

of legal persons categorised as NPOs by the authorities was carried out in 2020 using, amongst other
things, a good quality questionnaire presenting ML and TF questions covering: (i) geographical areas
of activity; (ii) volume and amount of asets, activities, and transactions; (iii) benefit provided; and
(iv) organisational structure and controls. The responses to this questionnaire and other sources of
information support agood understanding of riskby the authorities. Overall, the HS/VCS atlnorities

are commended by the AT for proactively finding ways to substantially address understanding of
the risk profile of NPOs.

134. Country understanding of risk is assisted by the fact that the majority of NPOs are customers
of the ASIF authorised instituion and are therefore subject to its AML/CFT measures, including risk
assessment, though it is not clear whether this majority includes all NPOs that continue to be
financed by donations. The pattern of donors has been considered by the authorities and, ilwh
noting occasional issues (mentioned in the GRA), the sector is assessegrasenting on average a
medium-low residual ML/TF risk. With regard to the most recent full calendar year prior to the visit
by the AT (2019), each NPO received on average 23@ndtions with a value of EUR 800. However,
this figure is distorted by one very large NPO, an outlier, that had received85 donations totalling
EUR 3.7 million, and some 40% of NPOs did not receive any donations at all and another 40%
received fewer than 40. The largest individual donations made in 2019 (all relating to the largest
NPO) had a value of some EUR 1000, with seven such payments being made in that year. The
pattern of donors across the third sector comprises Fls, foundations linked to $;lother well know
foundations, reputable individuals and legal persons based in Italy and elsewhere in Europe,
together with other occasional donations from the faithful. Of these groups, by value, donations are
mostly made by natural and legal persons s@dent and/or domiciled and/or having their registered
office in Italy. Often, donors have a tangible link with the mission of the NPO, with only two NPOs
using a third party to manage fund raising. In these two cases, and in almost all cases, donatioes ar
made with a traceable means of payment.

135. $1 1 AOEI 16 AOA OAAAEOAA AU OEA .0/860 OAPOAOAI

NPO, donations are paid to national operations by e.g. local churches or EU bodies, which in turn
fund the central aspectof the NPO in the HS/VCS. NPOs are required to perform due diligence on
their donors and assess the risks related to donations.

136. All NPOs operate directly with the persons who benefit from their activity rather than
funding other organisations; with one exeption (the largest,which works through its own national
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operations) NPOs do not work with local operations. Therefore, vulnerability to foreign partners is
reduced.

137. NPOs account for an important proportion of HS/VCS humanitarian work. As indicated
abowve, the HS also supports work by local churches through public authorities such as the Pontifical
Missions Societies. Risk assessment activity in relation to these public authorities, which was also
Apbl EAAAT A O 4&h EO AAOASdH Arduhd theAniplridnceg offlrtheée © OE A
assessment in relation to public authoritiesand articulation of the results).

138. Whilst the HS/VCS State is not a financial centre and does not have a market economy that
favours the collection or movement of funds foterrorist purposes, the authorities are conscious of
monitoring use of cash and wire transfers and assessing the TF risks in relation to them. The analysis
above in relation to cash also applies to TF. The authorities have presented a list of externalrses
that are used to identify countries with an elevated TF risk. This includes countries listed by the
FATF (high risk countries) and some other reliable sources (medium and mediufrigh risk
countries). This allows the authorities to understand whether tansfers are being made to countries
with a higher exposure

139. FTFs are not a feature of the HS/VCS and there is no apparent suggestion that the HS/VCS
has been used by those evadingrgeted financial sanctions TFS or for secondaryTF.

2.2.2. National policies t 0 address identified ML/TF risks

140. Jurisdictional policies and activities have addressed ML/TF risks: (i) set out in the GRA, and
(i) in cases that have raised a red flag for potential abuse of the HS/VCS system by insiders to a good
extent.

141. Until the start of 2020, suggested actions specified in the various iterations of the GRA
constituted such policies and plans to improve the framework for countering ML/TF. These have

now been complemented by stanehlone action plans for each authority (including the FS) and an
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not led to conflicting actions or uncertainty over priorities and they are discussed at regular
meetings of the FSC (made up of representatives frooompetent authorities z see Chapter 1).

142. Rather than have a separate action plan or plans, the HS/VCS incorporated suggested actions
within each GRA. These have included: (i) gathering further evidence on the effectiveness of public
authorities; (ii) capacity within the ASIF, law enforcement and the judiciary (including, for the latter,
the approach to international investigations and international cooperation); (iii) a review of
legislation relating to public procurement (iv) outreach to HS/VCS public auttrities on donations

and AML/CFT obligations; (v) training for Fls in specific areas such as the HS/VCS list of PEPs,
customer risk profiling and reporting of suspicion; and (vi) specifically in relation to TF, outreach to
NPOs engaged in humanitarian actities.

143. The mostrecent GRA update (2020) has updated these suggested actions which now include:
(i) measures in relation to internal prevention mechanisms to improve AML/CFT compliance
supervision of public authorities, NPOs and legal persons; (ii) refsher training for these authorities

in connection with the identification of suspicion; and (iii) procedures for NPOs and public
authorities, including in relation to financial flows. Specific actions with regard to TF include
measures to: (i) strengthen pevention and compliance monitoring in relation to the reporting of
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suspicion; (ii) strengthen supervision of NPOs; (iii) undertake more detailed onsite inspections in
connection with financial flows; and (iv) define high and low risk situations.

144. The FSCGand member competent authorities have now also developed staralone action
plans to mitigate the risks identified in the GRA (see section 2.2.4 below). Progress with
implementation of these plans were also considered in the most recent GRA update (2020he
action plan prepared by the FSC has identified five actions picked up from the 2019 GRA that have
highest priority and set timelines for their implementation. These cover the adoption of MoUs,
adoption of legislation and guidelines, and training. Thelan did not prioritise actions needed to
address possible conflicts that may arise fronadjunct Promoters of Justice practising law in a
foreign jurisdiction , which are considered by the AT to be important since they may limit availability
and therefore investigation and prosecution resources. The Committee is also coordinating a
working group of committee members which has been established to facilitate cormgilon of the
action plan. In light of the coordination of the action plans of individual authorities by the Committee
and accountability to the Committee for compliance with them, these plans can also be considered
to be aspects of national policy. See @ 2.2.4 below.

145. ' O A EECE 1 AOAT h OEA #1111 EOCOAA8O AAOGEIT 1T DI Al
plan itself addresses AML/CFT, in practice elements of it are relevant to PF. In addition, while not
envisaged in the plan, a working group &s been set up to prevent and counter PF.

146. The AT notes that, since 2017, the profile of planning and actions has developed so that there
is: (i) more intense focus on TF in particular and, more recently, PF; (ii) some focus on measures
relevant to combating institutional fraud and abuse of office for personal or other benefits; (iii) a
greater assertiveness in connection with developing the capacity of individual authorities; (iv)
greater outreach; and (v) to some extent, ristbased activity.

147. The Commitiee is seen as effective by the AT.
2.2.3. Exemptions, enhanced and simplified measures

148. There is one exemption from preventative measures based on risknoney transfers by the
Vatican Post Office (which would be covered by the activity of transferring of funds).

149. Using this power, by Ordinance, the Vatican Post Office has not been designated as an obliged
subject. The full rationale for this is set out in an Ordinance of the ASIF, and it has been explained
that money remittance is limited in terms of volumes (in &solute and relative terms) and the ML/TF

risk is considered extremely low (see c.1.6). Whilst the Ordinance explains why there is a low risk of
ML, it appears that there is no restriction on beneficiaries of transfers to Italy though they are
generally utility companies. Accordingly, it is not entirely clear that the exemption occurs only in
strictly limited and justified circumstances. Howeveriransfers cannot exceed EUR 999 99 and so
occasionaltransactions (but not business relationships) would likelybe outside the scope of CDD
measures even without the exemption. In any event, the number and value of monemittances

has not been material.

150. As indicated under c.10.17, Fls are required to apply EDD in cases of high ML/TF risks, e.g.
risks associatedwith the category and country or geographical area of the customer, or the type of
relationship, product or service, operation, or transaction, including channels of distribution. CDD
must be carried out in a manner proportionate to these risks. To this ehin line with findings in the

45



GRA, supervised entities must apply EDD in the case of relationships, operations or transactions with
persons directly or indirectly connected to high risk states. However, since the GRA does not
expressly identify how threas to the HS/VCS manifest themselves, there may be other scenarios
where enhanced measures are necessary but not required by the HS/VCS.

151. With reference to ¢.1.8 and c.10.18, based on risk assessments, the ASIF may identify by
regulation, sectors and typolgies of relationship, product, service, operation, transaction and
channels of distribution which are low risk, and authorise the adoption by obliged entities of
simplified measures in such cases. This has been done through ASIF Regulation No. 4 (CD®). Int
alia, this states that simplified CDD measures may be applied to the following categories of
customers: (i) public authorities of the HS/VCS (notwithstanding that significant donations may be
handled by such authorities and information shared on the agssment of public authorities); (ii)
residents of the VCS (notwithstanding some of the cases that have been reported in the media); (iii)
legal persons (notwithstanding that many are NPOs which are assessed in the recent risk assessment
as presenting a me@im-low risk); and (iv) employees of the VCS (notwithstanding a case where an
Al 1 TUAAGO AAAT O1 O xAO OOAA AU A EATEI U 1 AI AAO
VCS). Also, obliged entities can apply simplified CDD measures where their assesgrnécustomer

risk is low in line with these factors, as well as wealth management. The authorities have advised
that the (potential) application of simplified CDD to all four categories is consistent with the GRA,
and that categories (i), (ii) and (iv) ae consistent with examples of potential lower risk that may be
taken into account when assessing risks under the EU framework while category (iii) is congruent
with the disclosure and other legal requirements in the HS for legal persons. However, whiletimy

that the provisions in the Regulation are permissive rather than compulsory; that they cannot be
applied when there is a suggestion of ML or TF or where there is high risk; and that there is no
suggestion in practice that the provisions have been abad, the AT has a degree of concern arising,
in particular, from the risks presented by VCS insiders (which have themselves not been articulated
comprehensively in writing) combined with the absence of an express assessment of the
appropriateness of the appoach to simplified CDD that is taken in the Regulation.

152. In addition, even in the absence of such regulations, the ASIF can authorise the application
of simplified CDD measures for any Fl in the case of low ML/TF risk. In such a case, the ASIF must
consider the GRA and risk assessment that has been prepared by the FI. This provision has not been
used in practice.

2.2.4. Objectives and activities of competent authorities

153. The objectives and activities of individual authorities are coordinated by the FSC.

154. Standalone action plans, informed by the GRA, have been developed by the SfE (which
includes proliferation financing), the SoS, the OPJ, the CdG, the ASIF, the Office of the Auditor General,
the Tribunal and the Governorate, and agreed by the Committee in early ZDHowever, these action
plans reinforce the suggested actions arising from the GRA rather than setting out more
comprehensive and rounded riskbased policies to be followed by individual authorities in
addressing risk; the suggested actions are a singlsect of this more comprehensive approach. In

the case of the supervisor, for example, such a policy might set out: (i) its functions; (ii) its role in the
GRA,; (iii) the effect of findings in the GRA on the performance of its supervisory functions, eff: o

site analysis, type and number of inspections, inspection themes and outreach informed by risk; and
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(iv) action points to address GRA risks. Notwithstanding this, activities of the competent authorities
are consistent with action plans and with ML/TF rgks identified in the GRA.

155. With regard to prevention, the ASIF takes account of risks in the GRA and has some very
strong elements of riskbased supervision. It is demonstrably endeavouring to achieve
comprehensive riskbased supervision in line withtheE OOE OAEAQETI 1 6 0 OEOEOS
156. The Governorate conducts significant oversight of legal persons, which prevents their
misuse. AML/CFT inspections of legal persons have begun recently. The ASIF is committed to
carrying out inspections of all legal persondased on risk. At the date of the onsite visit, one NPO
had been subject to such an inspection.

157. As the FIU, the ASIF plays a central role in the AML/CFT network. The quality of analytical
reports it disseminates has improved and, particularly with regard & recent reports, it has been
commended by the investigative authorities. Feedback is provided to the ASIF authorised institution
for every SAR received. Motivation to fulfil its role is high but, as 10.6 indicates, there have been
constraints on its ability to undertake its role.

158. A number of highprofile cases, involving significant assets, are still under investigation or at
trial stage. In the eight years since the last MER, in part as a result of limited prosecution resources
available, two convictiors for ML have been achieved, suggesting that the overall results are modest.
In both cases, convictions were for seffaundering and confiscation orders executed. The cases
prosecuted so far reflect, in general, the risks present in the jurisdiction (sedsa 10.7).

159. Effective international cooperation (facilitated by effective cooperation between the
authorities at domestic level) is a priority.

2.2.5. National coordination and cooperation

160. There are effective coordination and cooperation mechanisms in place ftre development
and implementation of AML/CFT policies and activities at national level. In the case of the HS/VCS
the small size of the jurisdiction facilitates effective coordination and cooperation. The FSC is the
main coordination mechanism; its coordhation of measures to address proliferation of weapons of
mass destruction (including PF) has recently been complemented by the establishment of a
dedicated working group. The Committee is administered by a secretariat provided by the ASIF and
works closdy with the Council for the Economy to, inter alia, protect assets of the dicasteries of the
Roman Curia and institutions collected to the HS. This PF cooperation mechanism is less developed
than others.

161. Meetings of the Committee have been held routinelyof several years and the AT was
provided with a good level of information about the scope of its discussions since 2015. These have
included: (i) the methodology and scope for the first GRA, progress on its completion and
publication, action plans and subequent updates; (ii) implementation of legislation (e.g. for legal
persons, NPOs and procurement), codes (e.g. procurement &0@, policies (for public authorities)
and the UN Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substascl1988;
(iif) ML, TF and PF risks, e.g. donations (including monitoring mechanisms) and public procurement;
(iv) resourcing levels and capacity, e.g. establishment of specialised economic and financial crime
teams; (v) cooperation and information exchangee.g. between the intelligence, investigative and
judicial authorities and MoUs; (vi) matters related to obliged entities, e.g. the closure of several
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supervision to the SfE; (vii) media coverage; and (viii) consideration of whether to undertake a
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identified areas for improvement in domestic and international cooperation andin the legal
framework.

162. Ona monthly basis since February 2020, the secretary of the Committee has prepared a brief
report on progress in meeting suggested actions (including to what extent individual authorities
have met their own standalone action plang, indicating whether or not the timelines for
implementation have been observed.

163. On a bimonthly basis, updates on progress have been provided to the Committee by the
secretariat and individual authorities have reported progress in relation to their ation plans and on
the implications for the mitigation of observed risks. During each meeting, members have also
described their view of threats and vulnerabilities, with the Committee being able to discuss the best
approach to mitigation.

164. As a result ofthis coordination and cooperation, positive measures to mitigate identified
risks have been undertaken, including for fraud and abuse of office for personal or other benefits,
and laundering of the proceeds of these crimes by HS/VCS insiders. At a preveatevel, the closure

of foreign accounts and return of capital to APSA (requested by the Council for the Economy in 2018
and April 2020) and procurement regulations that centralise all purchases in APSA (June 2020)
(consistent with a Motu Proprio on awardng public contracts) provide for an improved framework

to address potential fraud and abuse of office for personal or other benefits. Measures are also being
taken to establish an ethical investment committee to consider the nature of investments (in line
xEOE OEA #EOOAEGSO O AEAI Ai AOOET Agq AT A OEAEO
General was appointed as the antiorruption authority in 2019. In order to monitor the use of cash,
the CdG has developed a strategy to risk categorise basansactions and, by way of deterrence, a
three tiered strategy (on a risk basis) to identify breaches of the cash declaration system, identify
sums of money or other assets transported, and analyse data on individuals crossing the border and
when they ae within the HS/VCS.

165. With regard to resources, the CdG and the OPJ have established dedicatedtion for
Economic and Financial @mes. Still, the AT has concerns with regard to the resources available
when carrying out complex ML/predicate offences inestigations (see also 10.7) and additional hires

at the CdG are currently on hold due to the current economic environment. Consequent to the
reorganisation of the ASIF, three additional positions have been created and are to be filled. The ASIF
authorised institution, whose representatives took part in preparation of the GRA, has also
benefitted from proactive intervention by the ASIF, which, amongst other things, has led to improved
governance and internal controls both within the institution and in relaton to customers.

166. Cooperation between domestic authorities has developed in recent years and is strong with
respect to operational activities. The ASIF has substantial liaison with the FIU and it is clear to the
AT that it is proactive in assisting and alsseeking information from other authorities so as to help
other authorities undertake their roles and to better fulfil its functions. Numerous case studies
provided under 10.6, 10.7 and 10.8 confirm this statement and regular trilateral meetings (at least
three times per month) are held between the OPJ, CdG and FIU to examine issues of common interest,
share information about cases under investigation and provide feedback. The OPJ and the
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investigating officers of theECGFIN Unit regularly review (almost an a weekly basis) progress made

in economic crime investigations. Where a FIU report triggers an investigation, FIU analysts will take

part in these reviews. Intensive interagency cooperation is also observed when seizure/freezing

measures are applied. Ware the FIU freezes an account or when it suspends a transaction (as
administrative measures), the OPJ is immediately notified. If, within the timeframe of application of
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measures, could, de facto, be prolonged. Their nature would, of course, no longer be administrative

but criminal. This practice minimises the risk of dissipation of assets. Cooperation between the
Governorate and SoS is strong in relatioto the registration of legal persons, and between the ASIF,

the SfE and the SoS in respect of the ongoing supervision of NPOs.

167. Beginning in May 2020, the authorities have signed a series of MOUs in order to formalise
their arrangements for cooperation and information exchange. These reflect already strong
relationships. MOUs have been signed between: (i) the ASIF and the Office of the Auditor General
(2019, updated in 2020); (ii) the ASIF and the OPJ (2019); (iii) the ASIF, the SfE and the SoS (2020);
(iv) the ASIF and the SfE (2020); (v) the ASIF, the CdG and the OPJ (2020); (vi) the ASIF, the CdG, the
Governorate and the OPJ (2020); and (vii) the Office of the Auditor General and the SfE (2020). These
MoUs cover the intelligence and criminal justice as#s of the system in particular, together with

other themes such as the more recent focus on NPOs. This focus is consistent with the broader
concern to improve these aspects of the system.

226.0 OEOAOA OAAOI 060 AxAOAT AOGO 1T £ OEOEO
168. The ASIF authorised institutionparticipated in the original GRA and each of the updates. A
full copy of the GRA and each update has been provided to the institution by the ASIF. Also, a

summary of the first GRA has been placed on the website of the ASIF; this is planned also for the
2020 update. In addition, the ASIF has issued an Instruction on suspicion indicators.

169. Representatives of the NPO sector met onsite were aware of the results of the NPO risk
assessment, this area having been covered in an NPO outreach event (February 20R0addition,

the authorities led similar outreach events in 2020 to legal persons (other than NPOs) (September
2020). These too covered the GRA but did not touch on the specific risks faced in each sector.

Overall conclusions on 10.1

170. Overall, with one exception, the authorities have a good higlevel understanding of ML/TF
threat and vulnerabilities, though future risk assessments would benefit from more intensity in
focus on the articulation of threats and residual risks. The main gapin relation to the identification

and understanding of risks presented by insiders in domestic cases which are significant in the
context of the jurisdiction. These have not been articulated and the AT considers that the GRA cannot
be regarded as commte until the risks have been comprehensively assessed, articulated and
disseminated within the HS/VCS so that all authorities have an informed and consistent
understanding in relation to insiders and public authorities, and the efficacy of mitigating measges
can be properly measured. The authorities consider the risks presented by insiders to be low; the
AT considers this to be the most important risk and cannot agree that the risk (currently) is low.

171. There is a range of strong elements relating to comigince with 10.1 but the AT places
significant weight on the matters raised above.
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172. The HS/VCS is rated as having a moderate level of effectiveness for 10.1.
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1. Key Findings and Recommended Actions

Key Findings

Immediate Outcome 6

a) 4EA &)5860 AT Al UOEAAI OADPI 00O AOA OEA
investigations. The OPJ considers these analytical reports to be of a good quality. Whilst the
i AU AT T £ZEOiI OEAO OEA NOAI EOU 1 £ O&dssedip lasdydar
or so, there is little evidence that financial intelligence haseen used extensively in the
investigations shared with the AT.

b) In developing ML/TF investigations, sources of information (i.e. media reports; FIU to Fl
requests) other than SARs have been used broadly. As regards intelligence from internatior
requests for information, in particular MLAs, the AT is of the view that such information is ng
sufficiently considered to trigger ML investigations.

c) The FIU serves as the nainal point of contact on AML/CFT matters and cooperate
closely, on operational and policy matters, with all domestic counterparts. The responsivene
and proactiveness of the FIU, including its overall engagement and assistance in ML and predig
offences investigations is commeded by all HS/VCS authorities. The central role exercised by tk
FIU, however, strains its already limited resources and at times detracts it from carrying out it
core functions.

d) In the aftermath of the October 2019 search of h &) 58 0 1 A£AFEAAO
suspension of access to the Egmont Secure Web by the Egmont Group of FIUs, some meal
were put in place to better protect FIU information. The AT did not identify any issues concernir,
OEA &) 580 1 DA OAeRkdconAdentidity okiAf@mation AT A

e) Staff turnover in the FIU has been particularly high. The complete and rapid change of {
entire intelligence team, including its topmost senior officials, has created a real risk that the FI
suffers from instituti onal memory loss Further, the FIU did not have a comprehensive manual ¢
a guidance document in place to guide analysts through operational analysis regards the new
intelligence team, its AML/CFT, FIU or law enforcement experience prior joining the HS/VCS
FIU is very limited.The FIU has a significant number of cases whighe-date 2020 and some date
back to 2014.

f) No ML/TF typology studyor adequate strategic analysis with ML/TF typologies to guide
reporting entities in the identification of suspicion and to provide law enforcement agencie
(LEAS) with essential information on ML methods and trend&ias been produced by the HS/VCS
Some strategic analysis was carried out, albeit undocumented, that served to identify the anom
indicators relevant to the HS/VCS that are indicated iASIFRegulation No. YSARS)

9) The quantity and quality of SARs received by the FIU has varied during the period und
review z from defensive reporting, which to a certain extent characterised the period up urilt
2018, to good quality SARs.

h) The FIU frequently requests information both from domestic authorities and its foreigr|
counterparts. A MoU is required for exchanging information with the latter. Although the FIU hg
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a policy to sign as many MoUs as possibldelays may result in cases where one is not in plag
Confidentiality arrangements are in place protecting the information it receives and processes.

Immediate Outcome 7

a) Most ML investigations conducted by the OPJ and the CdG arise from FIU reports or ot
alerts from the Auditor General or the ASIF authorised institution. Few, if any, ML cases have bg
generated by parallel financial investigations in domestic proceedgenerating offences.

b) ML investigations have been protracted, partlypecause of late responses on MLA reques
by foreign counterparts and partly because of underesourcing on both the prosecutorial and law
enforcement sides and insufficient specialisatio of financial investigators until comparatively
recently. Equally greater priority was given to tracing and seizing the proceeds of crime vésvis

their laundering.

c) No domestic investigation into a SAR/FIU report to th€©PJ since 2012 generated any ML
case before the Tribunal until 2018. This is partly because, up until 2018, the OPJ preferred to w|
for convictions for predicate offences despite the express language of the ML offence.

d) The results in the Tribunal are modest: two convictions for sellaundering z one in 2018

and one in 2019°. Both of these cases were consistent with one identified ML rigithe use ofthe

ASIF authorised institution accounts to launder the of proceeds of foreign tax or other frau
offences, by the accused for himself orof a family member. Other ML related
investigations/prosecutions also generally reflect the risks identified and further discussed unde
10.1.

e) No conviction for 3¢9 party laundering has been achieved. In one of the cases where the
was a conviction for seKlaundering, the other defendant was acquitted of thireparty laundering,
as insufficient evidence was led by the prosecution from which the court could properigraw
inferences from facts and circumstances.

f) Sanctions in respect of natural persons for ML offences, as established by the relev
provisions of the CG are proportionate and dissuasive. However, actual sanctions imposed in N
cases where there have l#n convictions are all below the statutory thresholds and appear rathe
minimal. Arguably, they are not proportionate and dissuasive.

Immediate Outcome 8

a) The legal framework for provisional measures and confiscation of proceeds ar
instrumentalities under the CCand CCPwas upgraded after the 2012 evaluation. Confiscation i
now mandatory upon conviction for ML and other proceedgenerating offences.

b) 'l OET OCE OEAOA EO 11 OOAE A OOAOAI AT O H
is pursued as golicy objective. This is further illustrated by the legislative reform undertaken in
2018 - the adoption of a robust framework for norrconviction based confiscation which has sinc
been used in a higkprofile case. Furthermoreyesults achieved in seizingfreezing of assets/funds
i AEOEAO AT i1 AOGOEAATT U 10 AAOI AA AO OE by tlieHd
authorities in pursuing proceeds of crime.

19 Another conviction was achieved inthe L, C and S case on 21 2ap2021 (discussed under KF g) and under
10.7 in more depth).
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C) The OPJ and thECGFIN Unitof the CdG are tracing and seizing proceeds effectively. T}
notwithstanding, there is a considerable gap between the amounts seized and those confiscat
Only two confiscation orders were executed by the time of the esite visit- first was made in
December 2018, in an owrproceeds ML conviction, where the Tribunal enfiscated EUR 1.2
million which had been seized by the authorities in April 2014. A further confiscation order wa
made upon conviction of a second person, in 2019, also for owmoceeds ML, where EUR 4899
was confiscated. No other final confiscationrders have been made by the time of the oesite
Visit20,

d) HS/VCS has effective controls in place to detect and confiscate crdssder currency/
bearer negotiable instruments(BNIs) that are suspected to relate to ML/TF/predicate offences o
that are falsely or not declared. Cash and BNIs transported crebsrder have to be reported to
both, the CdGand the ASIF. Apart from regular controlthe ECOFIN Unit also analysed, in more
detail, a significant number of declarations made so faMVhile no false declaration has beer
detected, one investigation was triggeredfollowing a non-declaration of cross border
transportation of cash As a consequence, an administrative sanctidras been imposed.

e) Seizures and confiscations relaten generalto the offences which constitute the main ML
threats and risks.

Recommended Actions
Immediate Outcome 6

a) The competent authorities should enhance the use of financial intelligence in crimin
investigations with a view to proactively pursue parallel financial investigations and ensure tha
evidence is gatheed in a timely manner.

b) The policies and procedures of the competent authorities should be reviewed in such
manner so as to ensure that intelligence and information originating from other source
particularly incoming MLAs and crossborder cash declarations, is appropriately assessed t¢
determine whether an analysis or an investigation in the HS/VCS is warranted.

c) 4EA AOOET OEOEAO OEI Ol A EIT AOAAOA OEA &
resourced to carry out its core functions effectivly alongside its coordinating role within the
EOOEOAEAOQEI T80 ! -, T#&4 AEOAI AxT OES

d) The FIU should implement areffective FIU staff retention strategy to reduce the high rate
of staff turnover and the risk of institutional memory loss. As a matter of priorityits members of
staff should undergo specialised training on operational and strategic analysis. Also, the F
should ensure that all new staff joining its operational and strategic analysis teams have sufficie
AML/CFT experience and expertise.

e) As a mater of urgency, the FIU should clear the backlog of active operational analys
cases and review its analytical process to ensure that backlogs are not created, and cases
processed in a timelier manner.

20 In addition to these confiscations, on 21 January 2021, the court, when pronouncing conviction (at first
ET OOAT AAQ ET , h the cénfisdatiod of fhd Dshalrebd) deikadtAeAORYor an amount equal
01 OEA AiT1 010 AGEOOEI ¢ AO OEA AAOGA T &£ OEA OAEUOOA

Enforceability of the confiscation order is suspended until the conviction becomes irrevocable.
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f) The FIU should put in placeand keep upto-date a comprehensive analysis manuato

cover, as a minimum: (i)the most prominent typologiesand red-flagsin the HS/VCS (ii) a list of
open source information and tools that analysts mayse; and (i)OEA &) 56 0 A@DA
an analysis should be aaied out, including the analysis and visualization of transaction data a
well as other information.

9) As regards SARs,he FIU should (i) improve the retention of SARrelated statistics,
particularly on the anomaly indicators and suspected predicate offare(s) (where known) of
reported SARs and (ii) conduct strategic analysis with the aim of identifying trends, typologieg
and red-flags taking into account the risks and context of the jurisdiction, and share the resul
with the reporting entities.

h) Theauthorities should considerremoving the requirement for the FIU to enter into a MoU
in order to exchange information with foreign FIUs. In the event that this requirement is not lifted
the FIU should intensify its policy to sign as many MoUs as possible.

Immediate Outcome 7

a) The authorities shouldrecruit more prosecutors with practical experience of prosecuting
financial crime in other jurisdictions, and ensure all new prosecutors work exclusively for the
HS/VCS; strengthen the expertise dinancial investigators in the ECEFIN Unit and consider the
need for additional in-house accountancy or other relevant technical expertise for comple
financial analysis.

b) The authorities should introduce a protocol/operational procedures document to be
followed by all prosecutors to: (i) facilitate investigations and prosecutions of ML and serious
financial crime by setting targets for initial review of new ML and serious financial crime case
and targets for progressing such cases to indictments; (igstablish a comprehensive procedure
for petitioning the Holy Father when requesting consent to pursue a criminal prosecution agains
cardinals and bishopsThe OPJ should monitor progress against these targets.

C) The authorities should prepare an operational manual to assist new investigators ang
prosecutors responsible for ML cases, which includes: (i) the importance of proceeding in N
cases without waiting for a conviction for the predicate offence; (ii) setting out the current Ml
risks to the HS/VCS identikd in GRA updates and typologies used to launder the proceeds; (i
minimum evidential requirements for the prosecution of standalone and 3¢ party laundering in

the absence of a conviction for the predicate offence; (iv) tools and mechanisms to be u$ed
gathering evidence relevant for conversion, transfer and integration of illicit proceeds; and (v) th
types of evidence required to be adduced for the court properly to draw inferences from facts ar
circumstances (in respect of the physical and/or metal elements of the ML offence);.

d) The authorities should include performance indicators in the/ 0< amnual reports and
report against them on all serious prosecutions, including ML and other financial crime cases.

e) The authorities should analyse andreview sentencing practices for ML with a view to
developing a greater understanding of the need for a sanctioning regime which would ensure th
dissuasive sanctions are applied, proportionate to the harm caused by ML.

Immediate Outcome 8

a) The authorities should ensure in all complex financial investigations that the money trails
are thoroughly followed in order to trace all direct and indirect proceeds and instrumentalities
used through all the stages of the ML process (placement, layering and integration). Thiscal
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includes timely information exchange and coordination with foreign counterparts in cases whe
there are suspicions that proceeds are located abroad

b) The authorities should make appropriate use to the extent possibleof the new non
conviction confiscdion provisions based on suspicion, where criminal proceedings cannot b
taken against persons who appear to have enriched themselves from their positions in tf
HS/VCS.

) The authorities should develop an operational manual which would set out the policy
objectives, procedures and relevant practices for the use of all available freezirand seizing
measuresby the OPJand CdG with a view toconfiscation. Themanual should be kept up to date
and should underline the need for early freezing measures in procds-generating cases, and the
need for swift freezing action by the Promatr of Justiceunder the CC in appropriate cases, wher
the FIU has used its powers to suspend transactions;

d) The authorities should prepare, in conjunction with other relevant stakehdders,
operational guidelines on management of different types of assets (e.g. assets valuati
preservation, disposal, etc.)for the future management of assets by judicial administrators

e) The authorities should ensure that accurate statistics continu¢o be kept on freezing,
seizing and criminal confiscations (property orders, value orders and confiscation ¢
instrumentalities) and on orders for confiscation based on suspicion. These statistics should th¢
be used for the overall performance review whih would identify and inform areas where further
improvements are needed.

173. The relevant Immediate Outcomes considered and assessed in this chapter are 8.6 he
Recommendations relevant for the assessment of effectiveness under this section are R.1, R.4,
and R.2932.

3.2. Immediate Outcome 6 (Financial Intelligence ML/TF)
3.2.1. Use of financial intelligence and other information

174. The competent authorities of the HS/VCS use, to a certain degree, financial intelligence and
other sources of information to trigger ML/TF/predicate offence investigations and trace proceeds
of crime.

HS/VCS institutional framework

175. The FlUconstitutes an important source of information for initiating investigations into ML,
TF and predicate offences. It is the central agency for financial intelligence analysiad it provides
the OPJ and other competent authorities with analytical reportshiat indicate potential ML/TF
activity, predicate offence(s) and their proceeds. Apart from being responsible for operational and
strategic analysis, the FIU also plays a critical central and coordinating role within the HS/VCS
institutional framework, as further explained in core issue 6.4. The FIU sits within the ASIF as one of
its three Units z the other two being the Supervision Unit and the Regulation and Legal Affairs Unit
Z with each Unit having a manager. At the time of the onsite, it had three offis dedicated to the
ET OAT 1 ECATAA AT AT UOGEO OI1 A0G8 4EEO AZECOOA ETAI OAA
and Deputy Director, which bring the total number of persons having direct FIU responsibilities up
to five. As further explained incore issue 6.3, the AT finds that the FIU requires more resources. The
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HS/VCS authorities with criminal investigative responsibilities are the OPJ and the CdG. The OPJ
exercises prosecutorial powers and is the central recipient of the FIU analytical repsttand theECQO

FIN Unit of the CdG is a special unit which exercises law enforcement powers and carries out
financial investigations. Based on the reports received from the FIU, the OPJ initiates, in case there
are reasonable grounds that a ML/TF/predicateoffence has been committed, an investigation in
which the office would be assisted by the ECBIN Unit. The ECOFIN Unit may also initiate
(autonomously) a ML/TF/predicate offence investigation based on other sources of information, or
upon request from freign counterparts.

Other sources of intelligence

176. The FIU does not receive other type of reports (other than SARs and crdssrder cash
declarations), such as thresholebased reports. Apart from SARs, which are a primary source of
intelligence for the FUJ, operational analyses are also carried out upon information received from
other sources.As explained further on in this 10, some cases which were opened by the FIU on its
own motion also resulted in the dissemination of reports to the OPJ. In total, tRéU opened 70 cases
which were not based on SARs. Most of these were based on press or open source information (18
cases) and on incoming foreign FIU requests or spontaneous intelligence reports (43 cases).

Insufficient use of intelligence

177. Nevertheless,some sources of information appear not to have been sufficiently used by the
competent authorities of the HS/VCS to develop intelligence. More specifically, intelligence
stemming from LEA investigations into offences other than ML/TF and information fromnicoming
MLA requests have not triggered any ML/TF or predicate offence investigations so far. During the
review period, the HS/VCS processed 24 incoming MLAs, and the authorities reassured the AT that,
in every case, an analysis by the OPJ had been undketato determine whether there was potential
for an ML/TF investigation. Despite this, given the risks and context of the jurisdiction, in particular,
OEA (376#3860 OOO0i-dorGer tAreas agdrdded dknowledybddrdts GRA, the AT
is not entirely convinced that opportunities for the authorities to pursue ML/TF/predicate offences
were not missed. Also, some doubts remain as to whether all potential avenues for seeking
information are persistently explored.

Analytical process

178. 4 EA &) 5twdD prokdsd begins when a SAR or information from other sources is
received/observed. SARs are prioritised manually by the manager of the FIU using two classification
levels, urgent and norurgent, in accordance with its internal circular for operationd analysis. SARs
which concern persons who are known to be under investigation in the HS/VCS or in other
jurisdictions, and SARs concerning suspicions of TF are invariably given priority. Approximately
30% of the cases analysed by the FIU are classifieduagent.

Information requests and access to information

179. The FIU, the OPJ and the CdG have the power to request information from any authority,
institution and legal person within the HS/VCS. Overall, in the period 20152020 (October), the FIU
sent 96 requests for information in relation to 1 066 legal and natural persons to the different
authorities and other entities in the HS/VCS. The FIU has direct access to all declarations of the eross
border movement of currency and the lists of subjects threatentpinternational peace and security
(hereinafter national list). The FIU has direct access to some external sources, including the
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Pontifical Yearbook, the HS/VCS registry of the legal entities, and the Governorate registers. The FIU
also explained that ithas no difficulty in obtaining information from the authorities, and it is satisfied
with the level of cooperation and exchange of information in the HS/VCS. The table below daaés
lists the databases which the FIU, the CdG and the OPJ have direct ades

Table 2: Access to databases by the competent authorities

FlU CdG OPJ
National list National list National list
Crossborder currency Crossborder currency Crossborder currency
declarations declarations declarations
Register of legapersons Register of legal persons Register of legal persons
Pontifical yearbook Pontifical yearbook Pontifical yearbook
Other commercial databases Other commercial databases Other commercial databases
Internal SAR databases (JOAML Interpol Database Internal database

and ASIFapplication)
Operational analysis
180. 4EA &)5860 #EOAOI AO &£ O /I PAOAOGEITAI 11T Al UGEON
the AT (see core issue 6.2), outlines the checks and controls that are to be performed in order to
enhance and enrich the analysis of SARs. Typically, an analysismmotences by carrying out checks
IT OEA &)5860 ET OAOT Al AAOAAAOGAORh 1T PAT O1 OOAA AAOG/
on crossborder cash declarations. It continues with the analysis of transactions and financial
profiling of the persons cancerned using goAML. Although no reference is made in the Circular, the
&)5 1T EAEFEAAOO DPAOAI Of AT AT UOGEO 1T £ AEAEEAOAT O OOAT «
analyst, the analytical report is sent to the manager of the FIU, together with anycemmended
actions, including the possible suspension of a transaction, the pamptive freezing of a bank
account, and other information (e.g. cros®order checks, etc.). After a review by the manager of the
FIU, the analytical report is forwarded to the ector or the Deputy Director for their approval.
Reports sent by the FIU to the OPJ are thus approved and signed by the Director or his deputy.

Reports received by the OPJ

181. As a matter of process, upon the receipt of a report submitted by the FIU, theJ3Rarries out

a preliminary analysis to determine whether there are sufficient grounds to proceed with a criminal
investigation. If the preliminary analysis identifies the need for additional information or
clarifications, the case is passed by the OPXihe ECGFIN Unit. Also, where the OPJ determines that
a criminal investigation is warranted, the investigation is typically passed on to the EGEN Unit,
although this is not necessarily the case, and the OPJ may proceed with an investigation without
involving them.

182. Inthe period 2014-2020, a total of 96 reports were disseminated by the FIU to the OPJ. The
majority of these reports resulted from the analysesf 1617 SARs received during the period under
review. Out of 96 reports, 42 were new reports indiating that an offence (or more than one offence)
was/were committed, and the rest were supplementary reports to others submitted previously. The
96 reports disseminated to the OPJ also include 8 cases initiated by FIU on its own motion (based on
information from the press, from individuals or from its own intelligence). In addition, 8
reports/criminal complaints on potential ML were submitted directly to the OPJ by entities other
than the FIU (such as by the ASIF authorised institution, the Office of theditor General, and the
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Governorate). In such cases, the OPJ informs the FIU and requests any information it has or may
obtain in relation to the subjects referred to in these reports. In fact, some of the most complex cases
where initiated by the reports produced and sent to the OPJ by these institutions (10.7 elaborates on
these cases in depth).

Table 3: Use of financial intelligence

Year SARs Reports sent by the FIU ML related Investigations launched ”
received to the OPJ criminal S% 2% &
bythe FIU  Basedon  Basedon  CcOmplaints Basedon FIU  Basedon 35 3 '% S g
SARs other infa? sent to the reports other 22 S22 2
OPJ byother AGOEI O 88 5T §
authorities 2 criminal as O<S O
complaints
2014 468 3 1 1 4 1 1-2
2015 545 7 1 0 8 0 1-2 1 0
2016 208 5 1 1 6 1 1-1 0 0
2017 150 1 3 0 4 0 1-2 1 1
2018 83 5 1 1 6 1 1-1 1 1
2019 95 5 0 3 5 3 0 0 0
2020 68 7 2 2 9 2 0 0 0

183. The 42 new FIU analytical reports sent to the OPJ gave rise toiB@estigations, whilst the
remaining 16 were archived as there were no grounds for a complete investigation. Investigations
have so far resulted in three prosecutions for ML in relation to five persons (see 10.7), and two
prosecutions against three persongor predicate offences. By the time of the osite, the HS/VCS had
reached two convictions for ML.

BOX 1
Case Study 1 (ML investigation triggered by a FIU report)

Following a SAR submitted in March 2014, the FIU began its analysis on the subjedhefSAR. The
SAR referred to a former APSA client, whose account was closed, and his funds were transferred to
another bank account in country A. This closure predates the closure period of all namstitutional
accounts by APSA.

In order to conduct its analysis, the FIU requested information on the reasons for opening the

account, the persons authorised to operate it and other information. It also requested the ASIF
authorised institution whether it had any relationship with the subject of the SAR. Moreover,
information was requested from the FIU of country A concerning th&O of the abovementioned

AAAT 61 6h OEA 1 x1 A060O bPOI £E1 Anh OEA 1T OECET 1 £ AOIT /
account.

The FIU completeditsandl OEO AT A OAT O A OADPI 06 O OEA /0* EI
report, the OPJ initiated an investigation and ordered the seizure of all existing materials (both paper

and electronic) related to the subject in APSA. In the meantime, the FIU senspontaneous
dissemination to the FIU of country B, where the subject conducts his business, including

21 Governorate, Auditor General, etc.
2%8C8 | AAEA OADPI OOOh ET &£ OI ACET 1T OAAAEOAA AU ET AEOEAOQ,
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information collected from its analysis. Also, the OPJ sent a letter rogatory to country B through the
SoS. Subsequently, following press articles, theUFlof country C spontaneously communicated
information concerning an investment fund attributable to subject of the investigation. In light of the
dissemination, the FIU sent an information request to the FIU of country D related to the account
held by thefund to a bank of that jurisdiction. No relevant information emerged.

Last but not least, as there was an egoing investigation on the subject in country B, based on the
information initially disseminated by the FIU its foreign counterpart, the subject vas convicted for
market manipulation and obstruction of the supervisory functions of a bank. As a result, EUR 2.5
million were seized. The HS/VCS criminal proceedings against the subject were archived.

Case Study 2 (Embezzlement)

An entity submitted a SARo the FIU in relation to some anomalous financial transactions carried
out by the Chairman of the Board of Directors of a Hospital and President of a Foundation. The SAR
specified that subject acted by virtue of proxies authorising him to operate on thremirrent accounts

held at the ASIF authorised institution by the Foundation, the Hospital Dedicated Fund and the
Hospital; as well as on two accounts opened at the APSA, in the name of the Foundation and the Fund
respectively. By virtue of these mandatesa total of seven transfers were made between January and
July 2014, all in favour of a foreign company, for a total amount of EMR2 005.

Upon receipt of the report, the FIU submitted a request to the institution in late March 2014. The
institution continued providing information for the following eight months.

The FIU analysis identified anomalies concerning the said transactions, as they were destined for the
renovation of an apartment by the foreign company whose sole administrator is Mr Xx. The FIUted
that the Foundation did not have as one of its purposes to finance and carry out renovation work on
buildings destined for private residence.

On the other hand, in the case in question it emerged that for the same contract (concerning the
apartment and the common parts of the building), substantial payments were made by two different
Entities of the State, without anybody knowing about the payments made by the other. It also
emerged that there was no public procedure, or a comparison of several bider the awarding of
the contract, since the company entrusted with the works was recommended directly by a cardinal.

In November 2014, having its analysis concluded the FIU submitted a report to the OPJ. As a result,
the Director of the hospital and the teasurer of the Foundation were indicted for the crime of
embezzlement. The case was closed, and Mr x was sentenced to imprisonment for one year.

Investigation

184. Although a number of ML investigations were launched on the back of FIU intelligence, it
needs tobe noted that the vast majority of these investigations are still ogoing, and some of them
have registered very limited progress despite the passage of years (see 10.7).

High-profile complex investigations

185. The AT acknowledges that a number of higprofile complex investigations were taking
place when the onsite took place, and that intelligence has been actively used in these ongoing
investigations. Nevertheless, the ongoing investigations have yet to come to fruition.
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186. The AT observed a number of undei UET ¢ AAAOI OO0 xEEAE EAOA
effectiveness in making use of financial intelligence to pursue ML and predicate offences. These
ET Al OAA AT 1 OEAAOAOET T O OAI AOET ¢ O OEA AOOOAT O
of expertise in financial crime, both of which are analysed in further detail under 10.7. The high rate

of staff turnover in the FIU, coupled with a backlog of operational cases, also constitutes an
underlying factor.

Use of THelated intelligence

187. Inthe period under review there has been only one TF related SAR. It was submitted by the
Office of Auditor General. The analysis carried out by the FIU confirmed that the suspicion was not
grounded and thus no dissemination to the OPJ was made. Consequently, finainmtelligence
gathered so far did not provide any basis for launching a TF investigation so far.

Spontaneous disseminations to foreign FIUs

188. In 2018, the FIU made 22 spontaneous disseminations to its foreign counterparts in
connection with 158 subjects.In 2019, the equivalent statistic stood at 51 spontaneous reports on
310 subjects. Representatives of the FIU explained that anytime a SAR relates to a suspicious activity
involving a foreign jurisdiction, in that the activity, or part thereof, was carriedout in a foreign
jurisdiction, or their analysis uncovers information that may be pertinent to a foreign jurisdiction,
such information is shared with the relevant foreign FIU.

Table 4: Number of spontaneous disseminations sent by the FIU foreign FIUs
2015 2016 2017 2018 2019 2020

Spontaneous disseminations sent 49 36 6 22 51 18

BOX 2
Case Study 1 (FIU spontaneous dissemination triggered by a NPO information)

In 2016, a NPO registered in the HS/VCS received a donation frorocenpany registered in a foreign

E |

O

OOAOA i £#ZOEIT OA EOOEOAEAOEI T Q8 4EA xEOA OOAI OFAO

%001 PAAT AATE O OEA .0/60 AATE AAAT O1T O EAI A
supervising the NPO filed an SAWith the FIU. The FIU started an irdepth analysis of the case, which
included spontaneously sharing information with and requesting cooperation from foreign FlUs.

The exchange of information between the FIU and the foreign FIUs resulted in:

(i) the discoverythat the BOof the foreign company was a foreigiPEP;

(i)  the tracing of the assets of the company to proceeds of corruption;

(i)  the prosecution and arrest of the PEP in a foreign jurisdiction and the resulting confiscation of
assets;and

(iv) the bank holding the NP® account was subject to an inspection from its supervisory authority
for failing to submit an SAR.
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Offences reported to OPJ

189. The AT noted that the highest number (19 cases) of predicate offences reported by the FIU
to the OPJ pertain to the offence of tax evasion. Of these, 14 were sent to the OPJ before 2017and the
remaining 3 in 2017. According to the HS/VCS competent authoigs the said reports gave rise to 1
investigation, whilst the remaining were archived after preliminary investigations were carried out.
Other predicate offences indicated in the FIU reports to the OPJ relate to fraud (17 cases) and
misappropriation (14 cases).

190. Based on the findings of the GRA, which highlights tax evasion as one of the main predicate
offences noted in the HS/VCS in ML typologies, it would appear that the type of ML suspicions and
DOAAEAAOA 1T ££AT AAO EECEI| BEOREarhdnerdly refldivd of &g isksOf OA DI
the jurisdiction. The authorities of the HS/VCS also gave examples of the typologies observed in the
HS/VCS with regard to tax evasion. In particular, a typology was the use of bank accounts with the

ASIF authorsed institution by relatives or friends of account holders who knowingly or
unknowingly permit their account to receive funds that are undeclared. However, as acknowledged

by the AT under 10.1, this typology is no longer topical as a result of the increascontrols put in

place by the institution and two recent agreements concluded by the HS/VCS with Italy and another

with the United States on the sharing of information for tax purposes.
Domestic information exchange and cooperation

191. In relation to domestic information exchange, the interaction between the FIU, the OPJ and
the CdG is extensive. Given the size of the jurisdiction, fateface meetings are often held where
cases are discussed and information is exchanged. TA€ observed no impediments to nformation
exchange.

Table 5: FIU outgoing requests for domestic cooperatioi

2014 2015 2016 2017 2018 2019 2020

OPJ 0 0 0 0 0 0 1
CdG 0 1 6 9 8 7 2
APSA 5 1 6 1 2 2 7
Gen Auditor 0 1 1 0 0 0 0
Governorate 1 1 1 2 0 4 3
SoS 0 0 2 2 0 0 0
SfE 0 3 2 2 1 0 0
Other 0 2 5 4 1 2 4
Total 6 9 23 20 12 15 17
Persons 11 108 67 86 230* 522** 53
involved

* The spike is caused by a single request for information sent to APSA on 163 subjects linked to a case of corruption
and ML in Argentina

23 The statistics presented also include requests made by the FIU for information from the CdG database,
including criminal records.
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** Thespike is caused by a single request for information sent to the Governorate on 109 subjects (customers of
the Philatelic and Numismatic Office residing in Higlsk jurisdictions) and a single request to the CdG on 218
subjects.

BOX 3
Case Study 1 (C and G caseSAR triggering domestic and international cooperation)

In December 2018, a SAR was submitted by the ASIF authorised institution related to a subject who
attempted to grant powers to operate on his current account to two foreig citizens. At the same
time, the subject asked not to be held accountable for the transactions made on his current account
by two foreign citizens.

Although the FIU did not file a report with the OPJ, in less than two weeks after receiving the SAR, it
sent a spontaneous dissemination to the CdG and a request for information to a foreign FIU. The CdG
initiated an investigation in collaboration with its foreign counterparts. Information provided by the
foreign FIU highlighted the presence of several anomalndicators connected to the two persons,
such as involvement in fraud and fraudulent bankruptcy cases. The joint investigation found that the
operation reported to the FIU was connected to an attempted operation to launder, through the ASIF
authorised institution, the proceeds of illicit activities committed in a foreign jurisdiction. The
investigation led to several arrests for ML in the foreign jurisdiction.

3.2.2. STRs received and requested by competent authorities

192. The FIU acts as the central authority for the receipt of SARs from the reporting entities and
the public authorities of the HS/VCS. The reports received from the ASIF authorised institution
(main SARs contributor) are of good quality and contain relevantral accurate information that
assist the FIU to develop operational analysis.

193. Since January 2014, the FIU receivdd602 SARsTheASIF authorised institutionfiled a total

of 1,534, with the remaining 63 SARs originating from public authorities and otheentities or
persons in the HS/VCS. Five SARs were submitted by APSA in 2014. APSA was a supervised entity
up until 2015.

Table 6: SARs (2014 2020)

Entity Type 2014 2015 2016 2017 2018 2019 382@
314 Q

Supervised entities 462 537 192 136 77 86 67

HS/VCS Authorities

NPOs

Other

Total SARs 468 545 208 150 83 95 71

SARs submitted by the ASIF authorised institution

194. Asforthe SARs submitted by thASIF authorised institutionin the period between 2014 and
2020 374 werenew SARs and 181 were supplemental SARs that were filed following previous SAR
on the same subjects. The number of SARs (including supplemental) peaked in 2015 and started
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decreasing in the following years. A further explained in 10.4, the spike in SARs was primarily due
to the remediation process of theASIF authorised institution, and a combination of other factors,
such as the reduction of its customer base among others. Since 2018, SARs submitted byABIE&
authorised institution are filed electronically through goAML.

SARs submitted by public authorities and other reporting entities

195. As regards public authorities, such as the SoS, thiEE&nd the Office of the Auditor General

among others, andother reporting entities, they submit SARs in hardcopy sent by hand delivery.

When received, the FIU manually checks them for completeness and subsequently inputs the SAR
information into its IT system. Given that such SARs are few and far between, thi®pess is not seen

Oi EAOA A 1 AEIT O AAAOET ¢ 11 OEA &)560 AAEEEAEAT AL
institution , there appears to be a need for improvement in the quality of SARs from the authorities

of the HS/VCS and other reporting entities. dtably, out of 34 SARs submitted by public authorities

in the period between 2015 and 2020, 15 were deemed not to be in line withSIFRegulationNo.5

(SARSs) (e.g. insufficient description of suspicion). In such instances, the FIU requested further

inform ation from the public authorities, and also provided feedback.

Table 7: Number of SARs not in line with FIU Standard (Reg. 5)

2015 2016 2017 2018 2019 2020

Public 6 5 1 5 5 5

authorities
Requests for additional information

196. The FIU explained that a request for additional information from the reporting entities had
been made in relation to 18% of SARs, including SARs filed by tASIF authorised institution,
received during the review period. This does not necessarily relatetthe incompleteness of SARs,
but rather the need for documents or account statements referring to longer periods of time.

Timeliness of FIU analysis

197. The FIU advised that the period needed to analyse and further disseminate a SAR depends

on whether information from external sources, in particular foreign FIUs, is needed. Overall, the FIU
explained that between the period 2017 and 2020, the average time varied from 33 to 13 days.

Although the AT considers this to be a reasonable time period, as indicatedther on, some cases

have wellexceeded such timeframes. SARs which do not result in any dissemination are stored in

the FIU database. This also applies to information obtained by the FIU in carrying the analysis of
3120h AO xAl 1 A0 yied feposs) SuchihfortnatiGnfamd ddtd, which id dtored in

OEA &)580 ETOAIT 1 ECATAA AAOAAAOGAR EO OAAOAEAAT A Al
in cases when a new SAR or other intelligence received by the FIU, including internatioreduests

for information, is connected to intelligence already held by the FIU.

Table 8: Average time of SARs analysis by the FIU

Year Average time (in days)
2020* 13
2019 27
2018 27
2017 33

* Between January and October 2020.
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198. Atthe time of theon-site visit, it was observed that the FIU had 43 active cases, with a backlog
of 27 cases that predate 2020z some dating back to 2014. The FIU explained that a few of these
cases had previously been closed, but were4@pened upon the receipt of new iformation, including
international requests for information. However, this is not the case for a backlog of 16 of the 27
cases that predate 2020.

199. The FIU acknowledged that in some cases the time to complete an analysis exceeded the
average, mainly as a rault of delays to receive information from its international counterparts. The

AT however is of the view that a lack of resources at the FIU coupled with a high rate of staff turnover

and other concerns raised further in this immediate outcome, have alsowtributed to such delays

AT A NOAOGOEI T O OEA &)560 AZ£EEEAEAT AU AT A AEEAAOEOA
SARs Statistics on predicate offences

200. With regard to the predicate offences concerning SARs reported to the FIU, the HS/VCS
authorities were unable to provide statistics on he underlying suspected predicate offences. It is
therefore difficult for the AT to form a view as to whether the reporting of SARSs is in line with the
risk profile of the country.

201. The FIU informed the AT that in every SAR received through the goAML systdhe anomaly
indicators and suspected predicate offence(s) (where known) may be indicated by the reporting
entity, however, this is not done in practice. Further, if the FIU, in the course of conducting its
analysis, concludes that a SAR may be relatedTtb rather than ML, it inputs such information in the
system accordingly. The FIU indeed confirmed that since 2017, every incoming SAR is systematically
checked to verify whether any THelated indicators are present. Furthermore, ASIF Regulation No.

5 (SARs) which was enacted in September 2018, contains a set of anomaly indicators specifically
referring to TF, among other typologies. So far, no analytical report has been put forward as-TF
related from this process.

Feedback

202. Following the completion of a SR8 O AT Al UOEOh OEA &) 5ASIBOT OEA/
authorised institution . This approach is followed for every SAR that is closed, indicating whether the

SAR was archived, or whether intelligence was used from the SAR in a report to the OPJ. If no
feedbad is provided, it is taken to mean that the analysis of the case is still ongoing. TASIF

authorised instituion OADT OOAA OEAO EO EO OAOU OAOEOEAEAA «x
contributed to the improvement of the quality of SARs. The discussioi®ld when onsite with the

FIU and the ASIF authorised institution confirmed the usefulness of this practice.

Training & guidance

203. In order to improve the quality of SARs from all reporting entities and public authorities, the
FIU implemented a training pogramme in 2020 which covered among other areas general anomaly
indicators, case studies, and specific anomaly indicators for legal persons and VOs. The first training
initiative was carried out in early 2020 and targeted the NPO sector of the HS/VCS, #ezond took
place in June 2020 and targeted public authorities, and the third took place in September 2020 and
targeted legal persons. Since 2017, only one SAR (in 2020) has been submitted from the NPO
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sectorz4. These training initiatives are therefore raher recent, and as further explained in core issue
6.3, no typology studies have been produced using financial intelligence in the HS/VCS that would
guide reporting entities in the identification and reporting of suspicious activity.

Crossborder cash ddarations

204. With regard to crossborder cash declarations, data are registered in the proprietary
database of the FIU and are used for operational analysigypically to verify whether there is any
relevant data linked to subjects of SARs. As further elakated in core issue 6.3, the information from
cross-border cash declarations is also used for the purposes of strategic analysis and to compile
statistics. That said, no case was opened by the FIU based on cilogsler cash declarations data.

205. Itis interesting to note that the ASIF authorised institution has been authorised by the ASIF

to accept crossborder cash declaration forms in the HS/VCS. In fact, it is actually the institution that
AEEAAOEOAT U OAOOAO AO OEA ( 37T andGuigéng trdséhdrdezdsA AE OET ¢
AAAT AOAGEIT &I Oi 08 il & O0i 6 AOA OEAT &I OxAOAAA
policy is not to accept cash deposits exceeding EUR Q00 unless a crossborder cash declaration

form is presentedtothe IO OEOOOET 18 )T DOAAOEAAKh OE AtoEd EOIOEDOOOE
where persons entering the VCS may complete the declaration form and immediately deposit such

funds.

206. Taking the above into account, and the very limited opportunities for usingatge amounts of
cash within the confines of the VCS, it is unsurprising to note that during the review period, cases of
undeclared or falsely declared incoming cash were few and far between. There has, however, been
one case of a failure by an individuala declare outgoingcash as further illustrated in the case study
below.

BOX 4z Cross-border cash declaration case study
4EA &)5 OAAAEOAA AT 312 11 A AOOGOI i1 A0 AAEOAO OO
movements. Further analysis carried out byhe FIU revealed that the customer withdrew a sizable
amount of cash exceeding EUR 3 million from his private account, which was then deposited in three
safety deposit boxes at theASIF authorised institution. The customer then gradually withdrew the
cashfrom the sakty deposit boxes and transported it to Italy without presenting declarations of
cross-border transportation of cash.
4EA &)5 1T OARAOAA OEA OOODPAT OET 1 ty Heositthbxks aAdDaBO 1 | A0S
instructed the institution to bloAE OEA AOOOI i AO6O AAAT O1 068 4EA
communication and request for information to the Italian FIU and transmitted a Report to the OPJ.

Jointly with the OPJ, the FIU inspected the safetieposit boxes, and reported the case to the
Governaate as a potential breach of the duty to declare the crodsorder transportation of cash.

The Governorate of the VCS imposed a pecuniary administrative sanction in the region E258 000

on the person in question for the failure to declare the crosborder transportation of cash. The
customer challenged the decision. The Tribunal of the HS/VCS confirmed the sanction; however, it
lowered it to EUR 114000.

241n 2017 theLaw on NPOs came into force.
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Border controls

207. Between the period from 2016 and 2020, a total of 705 checks were carried out by tkEG

at the borders of the VCS as further indicated in the table below. When -eite, the authorities
informed the AT about a new approach taken by the CdG on crassrder cash controls. In particular,
since early 2019, the EC@EIN Unit started carrying out subthreshold controls, and in a number of
instances, persons carrying suthreshold amounts of cash were still requested if they wished to
complete a cash declaration form. Since early 2019, 54 declarations of amounts of less thaiREO
000 were made, of which approximately 20 in 2020. These controls are intended to monitor small
cash flows within the HS/VCS. The acquired information from this process is used as a source of
intelligence and shared by the CdG witthe ASIF and the OPds needed.

Table 9: Crossborder checks carried out by the CdG

2016 2017 2018 2019 2020 Total
Total 170 80 77 244 134 705

BOX 5z Sub-threshold cross -border cash declaration case study

In 2019, during a crossborder check for subthreshold values, it emerged that a subject was carrying

a quantity of cash to be deposited at thASIF authorised institution The final destination indicated

by the bearer of cash seemed to be a higlsk country. Checks were carried out by the CdG using the
tools and systems available to them, including their databases and open source checks among others,
to verify all the information acquired on the subject and to verify if there were any elements of
interest. In addition, information was requested from other domestic authorities. The outcome of
the checks was negative, excluding any hypothesis of criminality or ML/TF.

Crossborder currency declarations

208. In the period 2014 z 2019, atotal of 8 719 declarations of cross-border transportation of
currency were registered, including those made at thASIF authorised institutionwhich were then
forwarded to the FIU (see table below). Overall, the AT is satisfied with the cash declarations system
in place and the contols applied by the competent authorities, which provide a clear view of the
transportation of cash in and out of the HS/VCS.

Table 10: Crosshborder currency declarations

Year In Out
Volume Value (in EUR) Volume Value (in EUR)

2014 429 11235606 1111 22044 025
2015 367 9697570 1196 24144 340
2016 380 9626 657 1357 23972122
2017 367 4223154 1439 13072 222
2018 291 7416789 948 18 668 597
2019 206 4659 479 628 11 726 020
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3.2.3. Operational needs supported by FIU analysis and dissemination

209. 4EA &)560 &£ET AT AEAT AT Al UOEO 0OOBDPI OO0 OEA
investigation of predicate offences and ML/TF. The quality of its work, particularly in recent times,

has been commended by the investigative authoritieg a view with which the AT concurs on the

basis of discussions held osite and sample reports (capturing the period from 2018 to 2020)
provided on-site.

Quality of reports

210. Samples of the FIU reports presented to the AT demonstrate that the analytical products
disseminated to the OPJ are of good quality. The reports include the analysis of the SAR and
information that accompanies it (transactions, CDD documents, BO information and ownership
structure, etc.), as well as the sources of additional information conkad for the purpose of the
analysis. It also includes an analysis of the money flows, information on the persons (natural, legal
or both) connected to the case and, when known, informatioan the suspected predicate offence.
The documents received by thé-IU from reporting subjects together with SARs, which are used to
conduct its analyses, (e.g. copies of transactions data, CDD information, etc.) remain confidential and
stored in the FIU archives.

211. 11 AT OEOEAO 1 AO 11 OEOA AltrhelyAdsporsibenessi aEit® E OAT U

willingness to engageand assist where needed, especially in more recent years.

Table 11: Number of FIU disseminated reports per annum

2015 2016 2017 2018 2019 2020*
OPJ% 22 24 8 11 15 16
CdG 1 7 6 8 5 4
ASIF 0 0 2 0 0 0
(supervisor)

*updated to 12 October 2020
*2Figures include supplemental reports disseminated by the FIU to the OPJ as updates to previous reports

BOX 6- Case Studyz FIU Dissemination

On 8 January 2018, the FIU informed the CdG that an employee of the HS/VCS carried out a series of
withdrawals below the threshold. The withdrawals were considered to be "linked transactions", or

"as a single activity carried out through one or more oper&bns at different stages or times", in
compliance with current laws provisions. The dissemination took place in the context of
strengthening the monitoring of cash flows attributable tothe ASIF authorised institution account
holders, in order to prevent ay circumvention of the EURLO 000 threshold.

As a result of this disclosure, the CdG carried out an investigation on the subject. Initially, the CdG
carried out a deskbased analysis of the CdG archives, including bank movements provided by the

ASIFauth®@ EOAA ET OOEOOOEI T h AO PAO #A' 80 OANOAOOS
Following its analysis, the CdG deemed it necessary to collect additional intelligence from its

international counterparts, specifically, the Italian GDF. In light of the information collected from the
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investigation carried out and, from the information gathered through a "testimonial information"
interview, no anomaly emerged.

In the meantime,the ASIF had also requested the Italian FIU for assistance, which confirmedthe
ASIF that no adverse information was regtered in their databases concerning the person of
interest. Thus, the case was archived.

Circular of operational analysis

212. At the time of the onsite visit, the FIU did not have a comprehensive manual or a guidance
document in place to guide analysts throgh an operational analysisAs noted in core issue 6.1, the

FIU carries out operational analysis in accordance with its internal procedures detailed in its
O#EOAOI AO 1T £ 1 DPAOAOGET T Al AT AT UOGEO 1T £ OOOdEeRET OO /
2019 and updated in August 2020. Prior to September 2019, there were no documented procedures

in place. The circular covers the various stages of the analysis workflow, from the receipt of a SAR to

the closure of a case.

213. While covering several interral procedural aspects, the Circular does not provide guidance
AOG O Eix Al 1 PAOAOGEITAI AT AT UOGEO OEIT OI A AA AA
expectations in terms of how a financial analysis, including the analysis of transaction data, is®
performed. It does however provide a list of opersource information and tools that analysts may
refer to in the conduct of their work, however this may be improved. Lastly, with regard to anomalies
and red flags, although the Circular makes no mentioof what analysts are to look out for, the FIU
explained to the AT that the operational analysis team refers tASIFRegulation No. §SARs)in the
conduct of their work. This regulation provides a comprehensive list of anomaly indicators on ML,
and separdely on TF, as well as other specific indicators by theme, such as on donations, public
procurement, tax evasion, and cross borders transportation of cash, which are all relevant to the
HS/VCS. The AT is of the viethat the FIU should put in place a commhensive analysis manual
covering: (a) the most prominent typologies in the HS/VCS; (b) reflags indicative of such
typologies; (c) a comprehensive list of open source information and tools that analysts may refer to
or use in the conduct of their work; ad (d) relevant parts of ASIFRegulationNo.5 (SARs)in a user
friendly manner.

Requests for domestic cooperation

214. During the review period, the FIU received a total of 13 requests for domestic cooperation

from the OPJ and the CDG. Both value the FIUs sapppThe figures show that there has been an

uptake in the number of requests made by the CDG and the OPJ to the FIU since 2019, demonstrating

Al ET AOAAOGAA APPAOEOA AU OEAOA AOQOOEI OEOEAOC O1 ¢
Examples were alsanade available to the AT (se®ox 7 below). Apart from the abovementioned

requests, the FIU also received 9 requests from the SoS as part of the vetting process it carries out

on potential donors. The FIU cooperates with the SoS providing it with the available information that

it can share, and which the SoS uses in determining whether or not it will accept the donation.
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Table 12: FIU incoming domestic requests for ceperation. These are requests sent by domestic
authorities to the FIU

2014 2015 2016 2017 2018 2019 2020
OPJ 0 0 0 0 0 1 1
CdG 0 0 0 1 1 4 5
Total 0 1* 3* 3* 1 5 19*

*Differences in the total are due to incoming requests for domestic cooperation from authorities other than OPJ
and CGD, such as theSs

BOX 7- Case Studyz CdG request for cooperation

In 2019, on the initiative of the CdG, specifically thECGFIN Unit, a request for cooperation was
made to the FIU in order to acquire useful financial information on the account of an employee of
the HS/VCS who appeared to lead a lifestyle that wast in line with his income.

Following verifications with the ASIF authorised institution, the FIU communicated relevant
information regarding the subject and submitted the statements of account under analysis.

As a result of the analysis of the documentian received, it emerged that the subject was the actual
and sole employee of company A, with a registered office in country A, operating on the web sales
market and selling models and collectibles.

Because of his business activity, there were countlesghsactions in country B, and it appeared that
he held several current accounts in country C and country A.

Last but not least,as a result of the analysis of the account statements in question, no particular
issues of concern emerged and for this reasahe investigate activity was closed and the file was
archived.

Strategic analysis

215. Strategic analysis is an area where further efforts need to be invested in and this has also
been noted by the FIU. By the time of the esite visit, the FIU had produced onl one documented
strategic analysis report. The report in question focussed on the crodmrder movement of funds
between 2015 and 2019z both in the form of cash (crossborder cash declarations) and also
transactions carried out through wire transfers. Itwas completed in August 2020 and had yet to be
shared with the authorities of the HS/VCS. The main aim of the strategic analysis was to provide a
representation of these financial movements. In the analysis, apart from providing an overview of
the worldwi de regions to or from where funds originated, particular attention was also given to
understand the exposure to highrisk countries and tax havens. The analysis was thus rather high
level and factual, providing general information on the trends in relationto crossborder cash
declarations and wire transfers. From the analysis it was observed that there was a downward trend
in incoming and outgoing crossborder cash declarations, and that wire transfers to and from high
risk countries or tax havens remain éw and stable. The analysis did not seek to identify any
particular ML/TF -related findings or to propose any mitigating measures.

216. It however transpired that no documented strategic analysis was carried out by the FIU to
identify any ML/TF typologies or red flags. To some extent, some strategic analysis was carried out,
albeit undocumented, the results of which were used in the GRA of the HS/VCS, and also in 2018 that
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served to identify the anomaly indicators relevant to the HS/VCS that are indicated iASF
Regulation No. 5§SARS)

&) 5860 OOOOAOOOA AT A OAOT OOAAO

217. 400TET ¢ OI OEA &)580 OOOOAOOOA AT A OAOI DOAAON
and strategic analysis. These analyses are loosely assigned to two teams. The operational analysis
team, at the time of the onsite visit, had a staff complement of two analysts and a vacant position

for a third. The strategic analysis team, on the other hand, was temporarily staffed solely by the
manager of the FIU, who was supported in this process by th¢ B 6 O -rAeAtiori@dtwo analysts.

The manager of the FIU is responsible for leading both the operational and strategic analysis teams.

The AT is of the view that, although the size and nature of the jurisdiction may not necessitate a-full

time employee dealicated solely to strategic analysis, the responsibilities that come along with the

Of1TA T/&£ OEA T ATACAO T £ OEA &)5 i AU AARAOOAAO OEAO
218. Further, the AT observed that the staffing situation in the period between 2015 an2019

was rather concerning. The role of a deputy director ithe ASIF did not exist, as it was introduced

in 2020. TheFIU had a staff complement of only two employees, and for 70% of that period (from

June 2016 to November 2019), it was managed by the samemployee (the former manager of the

FIU). The AT observed that apart from the former manager of the FIU, the remaining post was
characterised by a high rate of staff turnover, and for some time, the FIU had only one employee (its

former manager). The Fllexplained that the staff turnover rate was partly due to the uncompetitive

staff benefits and remuneration packages offered by the FI.EA EI PAAO 1T £ OEA OEAI
resources can be seen among others in the quality of its reports and thamber of incoming and

outgoing requests for cooperation.

219. At an operational level (therefore excluding the President and the Board of the Directors),
the FIU of the HS/VCS is composed of a Director and a Deputy Director, the manager of FIU who is
also responsible for the strategic analysis (on an athterim basis), and two operational analysts.
There is therefore a total of five persons withirthe ASIF having direct FIU responsibilities; six, once
an additional analyst is hired. Needless to say, the Directand the Deputy Director are also involved
and responsible for all the other functions othe ASIF, such as AML/CFT and prudential supervision.
Considering the roles exercised by the FIU and its personnel within the HS/VCS AML/CFT
institutional framework, also as further explain under core issue 6.4, the AT is of the view that the
FIU requires additional resources.

220. The FIU has undergone a degree of turmoil towards the end of 2019 and early 2020 following

a search carried out by the CdG on order of the ORXhe offices of the former director of the FIU.

$O0ET ¢ OEEO OEIi Ah OEA &)560 DPOAOGEAAT Oh AEOAAOQOI O .
Al bl T Ui AT 68 "U OEA AT A 1T &£ ¢npwh OEA &)580 OAAI E.
221. The current manager, the Headfdhe FIU, and the operational analysts all joinethe ASIF in

or after January 2020. With regard to the Deputy Director, prior to taking on this role, he was
previously in charge of the supervisory functions othe ASIF. Nonetheless, from the interviews

carried out, the AT team is convinced that he was pivotal in providing some continuity to the
operations of the FIU.
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222. The AT did not have an opportunity to hold interviews with any of the former employees of

the FIU. Therefore, the AT is not in a position ttorm a holistic view on the capacity of the FIU and

its staff prior to 2020.

223. #1 1 OEAAOET ¢ OEA AiTipi AOA AT A OAPEA AEAT GCA EI
risk of loss of institutional memory z or in other words, the stored knowledge within he FIUz has

resulted. This is further exacerbated by the fact that none of the new employees within the FIU have
previous FIU or financial crime law enforcementelated experience, the lack of documented
strategic analyses carried out by the FIU prior t2020, and the absence of a comprehensive guidance
document on how operational and strategic analysis ought to be performed. The authorities
explained that this risk is somewhat mitigated by the digitalisation of all of the cases analysed by
ASIFsinceg mpo8 !'1 OET OCE OEA '4 AT ii AT AO OEA AOOEIT OEOE
on several occasions throughout the ME process, it noted their difficulty to reply to some of the
questions posed by the AT concerning the activities of the FIU duririge said period.

Staff training

224. In terms of training, the FIU analysts employed at time of the esite visit, including the

manager of the FIU, received little training on AML/CFT since joining the FIU. This was in part due

to the onset of COVIEL9 in 2020 which foiled training plans that the FIU had in place. The training

received was limited to onthe-job training, some of which was provided by the former outgoing

manager of the operational analysis team. Moreover, none of the present operational anasytam

members had, prior to joining the FIU, any law enforcement or FIU experience, and limited
experience working in antifinancial crime. From the interviews carried out onsite, the officers met

by the AT appear to be motivated and intent on carryingu their duties diligently. Nonetheless,

while commending the newlyestablished team for their efforts, the AT feels that the team would

benefit from and requires more experience, expertise and specialisation.

225. 1| O OACAOAO OEA &) 506 0 whedArcsiteGte IAT helb disEussfoAsavhl A AT A A
the HS/VCS competent authorities with a view to identifying relevant issues stemming from the

2019 search carried out in the FIU offices. The AT also observed that the FIU has been given
increased human and techrdal resources, the authority within which it sits ¢(he ASIF) has had its
organisational structure strengthened, and that appropriate protocols are in place for the FIU to
autonomously decide to analyse, request and/or disseminate specific information. THeT did not

AT i A AAOI 00 AT U EOOOAO NOAOOEITEIC OEA &)560 1 PA

3.2.4. Cooperation and exchange of information/financial intelligence

226. Cooperation between competent authorities, in particular, the FIU, CDG and the OPJ, takes
place on a regular bais. The incredibly small size of the jurisdiction naturally facilitates in this
regard. Based on sanitized minutes provided to the AT, it was observed that several meetings took
place between these three authorities, at least since February 2019. To fugthstrengthen the level

of cooperation among them, a trilateral MoU was entered into between these authorities in April
2020. The MoU envisages that the authorities meet regularly to discuss: (i) cases and their progress;
(i) the use of information and provide feedback; and (iii) the outcome of investigations. The
meetings also serve to identify possible areas of improvements and best practice.
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227. Apart from the above MoU, several other MoUs have been entered into among authorities of
the HS/VCS for the purpsees of preventing and combatting MLTF, including:

1. May 2019: ASIF, OA& regarding general cooperation and exchange of
information for the prevention of ML/ TFand corruption;

2. Feb 2020: ASIF, SoS, SflEegarding oversight and control of NPOs;
3. Feb2020: ASIF, Sfg regarding supervisory activities of public authorities; and

4. Sep 2020: Governorate, OPJ, CDG and AStEgarding cooperation concerning
subjects that threaten international peace and security.

228. The said MoUs appear to have a positive impon the level of domestic cooperation. In
particular, since 2018 the number of requests has significantly increased (see core issue 1.5).
Examples of domestic cooperation were made available to the AT (see Box 7 above).

Table 13: Number of persons subjecto domestic cooperation requests

2015 2016 2017 2018 2019 2020
Total 117 72 91 234 423 98*
* up to 12 October 2020
&)560 OI 1 A xEOEET OEA (37T6#3860 ! -, 7T#&4 AEOAI AxT OE

229. In addition to the afore-mentioned formal arrangements, the FIU plays a central role within

OEA (37T6#360 ! -, 1T#&4 MEOAI Ax1 OE8 )O OAOOAOG AO OEA
and cooperates closely, on operational and policy matters, with all ¢hauthorities of the HS/VCS.

Notably, officials from the FIU also act as the secretariat of the FSC, are deeply involved in the

I PAOAOGEI T Al x1 OE O bOi AGAA AT A OPAAOA OEA (3716#
on a daily and informal basis, e authorities and institutions of the HS/VCS on AML/CFT matters

xEEAE AT OEOEAO AT 1 £ZEOI AA AT A 1 AOAAA OEA &)580 i
assistance. The FIU also provides AML/CFT training to the institutions of the HS/VCS, to AlF

authorised institution, and to other legal persons, including NPOs, all of which have the obligation to

report suspicions of ML/TFto the FIU. In other words, the FIU and its most senior officials may be
OACAOAAA AO OEA ( 376 # 3 Be@enBArdldxaboléd by the FIU- howleweg 4 8 4
strains its already limited resources and at times detracts it from carrying out its core functions.

FIUz CdG cooperation

230. The FIU and the CdG are practive in seeking financial intelligence and other inforration

AOT I OEAEO ET OAOT AOGET 1T Al Al O1 OAOPAOOO8 4EA #A' A
with international non -FIU counterparts, such as Interpol and other foreign LEAs. The latter channel

is also particularly useful in situations where he counterpart FIU is unresponsive to requests

OOAi EOOAA AU OEA (376#380 &)58 $OO0OEI ¢ OEA DAOEI A
information or collaboration to the CdG. In five of these requests, the intelligence provided by the

A A N £ A 9~ A N A o~ s

CdGwasusd AT Ar¥1 O Ai 1 OOEAOOAA O1 OEA &)580 AT Al UGEAA
BOX 8
ALT casez FIU requests for information or collaboration to the CdG

The FIU received an SAR about a priest who requested to open an account at the ASIF authorised
institution in order to deposit sums that would havebeen used for a church renovation. Later, the
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DOEAOO AADPT OEOAA pnm OOAOAIT doRod thérecAriylopedell @ccodirit,i O1 OE
declaring that they had been donated by a foreign citizen.

4EA &)5 OOOPAT AAA OEA T PAOAOGEIT 1T £ AodiB@GER ¢ OEA
180 530 was frozen by the FIU (as a temporary freezing measyrén the meantime, the FIU sent a

request for information to the CdG about the priest and the foreign donor. Also, the FIU sent a request

for information to its counterpart FIUs in those countries where links were identified with both the

people and the lank accounts involved in the transaction.

A responding FIU provided information on the SARs it had received about a relative of the priest

Moreover, CdG provided the FIU of the HS/VCS with useful intelligence about both the priest and the
relative involved in the SARs mentioned by the responding FIU. In particular, information provided
by CdG allowed the FIU to delineate the suspected fraudulent activities, involving the laundering of
the connected proceeds, perpetrated by the relative of the priest.

The additional information received from the CdG and from the responding Italy led to the
OOAI EOOETT T &£ A &)5 OAPI 06 O1I OEA /0*h EECEI ECEO
cheques could be related to fraudulent activities conducted in affeign jurisdiction.

As a result of the report, the account of the priest at the ASIF authorised institution was seized by
the OPJ.

Investigations on the case are still ongoing.
FIU to FIU requests

231. The FIU also sent several requests for information to it©feign counterpart FIUs. In 2019
alone, it sent 55 requests for information on 313 persons (of which: 156 natural persons and 157
legal persons). Further statistics on FIU to FIU exchanges are available unde2lThe FIU requires
an MoU in order to exchage information, which may result in delays in cases where one is not in
place.Neither an approval nor anihil obstat by any other HS/VCS authority is required for the FIU
to sign a MoU. According to the AML/CFT law (A69(2)), the SoS shall be informed of the conclusion
of a MoUAccordingly, the FIU has a policy to sign as many MoUs as possible in order to preverhsu
a situation arising.

Suspension of transactions

232. The FIU has the power to suspend a transaction or block an account for a maximum time
frame of five days. The table provided below demonstrates that it has made use of this power a
number of times, and inthe review period, 21 transactions were suspendeqd the value of which
exceeded of EUR 12 million, and the power to freeze an account, funds or other assets was used nine
times with a total asset value above EUR 11 million.
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Table 14: Suspended transactns and preventive freezing

2014 2015 2016 2017 2018 2019
Suspension of 3 8 4 0 3 3
transactions EUR 561574 EUR 8262565 EUR 2113838 0 EUR 422077  EUR 240000
and USD 1714 800
operations
Preventive 0 4 1 1 2 1
freezing of 0 EUR 7051422 EUR 1550199 EUR1757 EUR 2362725 EUR 178970
accounts,
funds and USD 654800

other assets

233. Regarding the suspensions and preventive measures taken by the FIU during the years 2014
to 2016 and 2018, none were followed by aeizure order issued by the OPJ. The authorities reported
that the reasons for a seizure order not to be issued would typically be due to the lack of sufficient
evidence or elements required by the OPJ to proceed with a seizure order. In 2015, the high amo

of suspensions of transactions and freezing of accounts is due to several cases reported to the FIU in
connection with the voluntary tax disclosure schemes in a neighbouring country. In such cases, the
FIU used its power to suspend transactions and bi& accounts to determine, prior to the release of
funds, whether their origin could be linked to proceeds of crime other than that of undeclaring such
income to the neighbouring country. In 2017, the only case of &lU suspension was followed by a
seizure order issued by the OPJ. The subject was subsequently indicted but was acquitted. In 2019,
all three of the cases of suspension by the FIU were followed by a confiscation by the OPJ. Two of
these are still in the investigation phase while one case resuttén a conviction for selflaundering.

Protection of information

234. As regards the protection of information, on 1 October 2019, the FIU offices were searched
by the CdG on order of the OPJ in connection with the LP case (Ber 11). The circumstances that

led to the search and seizure were exceptional in nature. During the search, a number of devices and
documents were seized, some of which contained information that the FIU had received from five
European FlUs. The information included more than 15 commuacations between the FIU of the
HS/VCS and the European FIUs. On 4 October 2019, the FIU formally notified the affected FIUs that
the communications were seized by the OPJ and informed the FIUs that it could not exclude the
possibility that the information seized would be used for judiciary and prosecutorial purposes.
30AOANOGAT 61 Uh 11T po . 1T OAT ARO ¢mpwh OEA %CiiT160
Egmont Secure Web (ESW).

235. From discussions with the HS/VCS authorities, it is unclear whether anysk assessment had
been carried out by the judicial authorities in relation to the potential international consequences
for the FIU that could arise from such a search and seizure.

236. Following the search carried out by the CdG at the FIU, on 11 December 20t FIU
entered into a MoU with the OPJ to ensure that the confidentiality of information received by the FIU
from foreign FIUs is protected in the event of any similar incidents in the future.

237. According to the MoU, should such an event+eccur, an offtial of the FIU will be tasked with
reviewing all the documents submitted by foreign FIUs that may be relevant to the case and compile
a list thereof. The foreign FIUs involved would then be contacted to request their authorization in
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sharing the relevantcommunications with the HS/VCS judicial authorities. Should authorisation not
be provided, the HS/VCS judicial authorities would have to resort to a MLA to obtain access to the
documents.

238. Following a review carried out by the Membership, Support and Complnce Working Group

(MSCWG) of the Egmont Group of FIUs of the measures adopted by the FIU in the aftermath of the
search and seizure, which measures included the rece®E CT AA -15 xEOE OEA /
suspension from the ESW was lifted in January 202Qherefore lasting for approximately 2 months.

Outgoing requests during the ESW suspension

239. During the suspension, the FIU was quick to find an alternative solution and continued
sending requests to its main counterpart FIU using another secure channel. Replies were then
received by the FIU once it regained access to the ESW. Statistics provided toAfieshow that the
numbers of international exchanges of information went up to normal levels soon after the
suspension was lifted.

Table 15: FIU incoming and outgoing information and spontaneous communication, prior to, during
and after the ESW suspension

ESW Suspension Incoming Outgoing Total Note

Prior 20 102 122

During 0 7 7 All sent by certified courier to FIU Italy
Post 32 94 126

Confidentiality measures

240. As at the time of the omsite visit, the FIU had in place a number of measures to protect the

confidentiality of the information it receives and processes. This includes restricted physical access

to the office of the intelligence team, and IT controls, aluding access rights to information. Access

to reports is limited to members of the intelligence team, the Deputy Director and the Director tfe

ASIF. Requests for information to, and information received from th&SIF authorised institutionall

takes gdace through goAML, which provides a secure channel to transmit information. Exchanges

with all other entities of the HS/VCS is done using manually by hand delivery.
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an external IT consultancy company to carry out an asseaent and a range of tests othe! 3) &8 O ) 4

infrastructure. This included, among others, a security audit, a vulnerability assessment, and a

penetration test. The report, concluded in September 2019, and a copy of which was shared with the

AT, demonstratedthat no high-risk vulnerabilities were detected.

X Qu
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by the SoS, who, on the basis of fithess and properness checks, provides his-olgjection. This
includes checks a FIU personnel and of the other competent authorities.
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244. With regard to the ECOFIN Unit of the CdG, two circulars, one in May 2019 on security and
secrecy, and another in July 2019 on operations and workflow, were implemented.

245. Turning to the OPJ, as at the time of the onsite, the OPJ was in the process of drafting an
internal circular on the security and secrecy of office documents and information. Nevertheless,
since the information and documents in the possession of the Office relate to investigations and
prosecutions, they are also protected by office secrecy, the violation of which is pshable as a
criminal offence.

246. Despite these measures, a number of leaks of information took place in the HS/VCS, and
investigations were carried out by the OPJ. Several persons were questioned as part of the
investigations; however, it was not possible tadentify who was responsible for the unauthorised
disclosures.

Overall conclusions on 10.6

247. 4EA &)5 DPIAUO A EAU OiI1T A ET OEA (37¥6#380 £EOAI
Its analytical reports are the main source used by the OPJitotiate ML investigations. Despite the

good quality of these reports, there is little evidence that financial intelligence has been effectively

used by LEAs in the cases presented to the AT. In addition, the AT is of the view that intelligence

from international requests for information, in particular MLAs, is not sufficiently considered to

trigger ML investigations. The FIU receives most of the SARs through goAML. The number of SARs
received reached its peak in 2015 and since 2017 is relatively stable. & lquality of SARs received

has varied during the period under reviewz from defensive reporting, which to a certain extent
characterised the period up until 2018, to good quality SARs that were received in last couple of

years. Despite some positive devefaments that took place recently and the determination of the FIU

staff to improve its effectiveness, further improvements of significance are needed, particularly in

OEA AOAA AT 1T AAOTEIC OEA OPAAEAI EOQOAOEIT T eddfbrA OOAET
comprehensive operational analysis manual, and strategic analysis to identify trends and typologies.
Furthermore, throughout most of the review period the FIU was characterised by a high rate of staff

turnover, which created a risk of institutiond memory loss suffered by the FIU, raising doubts

whether all potential avenues for seeking information are persistently exploredLastly, the AT is

also concerned on a backlog of cases that had accumulated over several years and which were still
pendnga®d AO OEA 11 OEOAh OAEOEIT ¢ Al OAO®DheATis shtisfikd &) 58 O
with the level of domestic cooperation and information exchange between the FIU and the LEAs.

248. HS/VCS is rated as having a moderate level of effectiveness for 10. 6.
3.3. Immediate Outcome 7 (ML investigation and prosecution)
3.3.1. ML identification and investigation

Underlying predicate crime in the HS/VCS

249. By way of background, the HS/VCS 2019GRA update indicates that most ML
disseminations/analytical reports have links topredicate crime committed in foreign jurisdictions.
Many cases giving rise to SARs/analytical reports by the FIU have been committed abroad, and
frequently have involved proceeds of tax crimes and other types of fraud in Italy and elsewhere,
using accouns of the ASIF authorised institution for laundering purposes.
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250. According to what the authorities provided to the AT: in 2013, 100% of the identified
predicate crimes were committed abroad; in 2014, 50% of crimes were committed abroad; in 2015,
they advisedthat 100% of the predicate crimes were committed abroad; in 2016 and 2017, 75%
were committed abroad; in 2018, 100% of the predicate crimes were committed abroad; in 2019,
85% were committed abroad; and in 2020, 90% were committed abroadhe GRAprocess, however,
did not estimate the proceeds from domestic crime. Estimating the precise or real levels of
underlying domestic predicate crime in the HS/VCS which might generate ML cases is not easy. Some
domestic offending, as in all countries, may bleidden and go undetected. The HS/VCS authorities
have hitherto considered their domestic crime rate to be low?. In the context of IQ7, public access
to the HS/VCS may occasionally give rise to incidents of robbery, theft, or shoplifting, but these are
rare and unlikely to require ML investigations. On the other hand, issues raised under 10.1, regarding
the threats posed by abuse of office for personal or other benefits (insiders) are important and
relevant contextual factors under 10.7.

251. The 2019 GRA updte estimates the proceeds from criminal activity on average as (up to)
EUR 20 million per year. According to the authorities, the relevant figure for 2019 is much higher
(EUR 522 million) due to an alleged operation involving EUR 520 millidhz which is currently under
investigation and which largely involves domestic proceedgenerating offences (the secalled LP
case) These figures appear to point towards a potentially greater ML risk arising from offences
committed domestically in the HS/VCS.

Parallel financial investigations in domestic proceedgnerating cases

252. To begin to consider how well the HS/VCS (or any jurisdiction) identifies ML domestically,
information is generally needed on the overall numbers of detected domestic proceedgnerating
offences, and the numbers of parallel financial investigations opened in such cases, for comparison.
From the information provided by the authorities on: (i) numbers of domestic proceedgenerating
cases (in each of the FATF designated categories of predicatiences) which had been recorded and
investigated in the HS/VCS for the years in question; (ii) numbers of parallel financial investigations
opened; (iii) other documents and case studies presented; and (iv) interviews carried out onsite, it
would appearthat pro-active parallel financial investigations have been developed and pursued in
major proceedsgenerating predicate offences. The evaluators did, however, observe that these
financial investigations were targeting seizure and confiscation of proceadrather than pursuing
potential ML activity.

Resources for investigation and prosecution of ML offences

253. Turning to the investigative and prosecutorial process, as already noted under 10.6, the OPJ
and the CdG, are responsible for investigation and prosaion of all crimes committed in the State,
including economic crime and ML. The CdG work under the direction of the OPJ, and act as Judicial
Police.

254. The Promoter of Justice (the head of the OPJ) is the only ftilne permanent prosecutor in
the HS/VCS.

25 The 2012 report states at para 46 that 90% of reported crime concerned tourists and visitors.
26 This figure is the total amount of money involved, not the total amount of alleged proceeds of crime which
is significantly lower. The former also includes the value of the property involved, owned by the SoS.
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255. A small, specialist economic section in the OPJ has been created since the last evaluation. An
adjunct Promoter for economic crime was appointed in July 2014. He is a professor in economic and
financial criminal law in Rome. These duties are, of course, nimcompatible with his role in the
HS/VCS, though they may impact to some extent on the time he has available for prosecutorial duties.
The OPJ also has another adjunct Proneot who focuses on financial crimes as well as other crimes.
He practices law irdependently outside the HS/VCS as well. At the time of the onsite visit, a fourth
prosecutor was shortly to join the offic&?.

256. These reinforcements are welcome. The AT noted that a comparatively recent action plan
for the OPJ (resulting from the GRAnalysis), committed the Promogr to ensuring afull-time
presenceof a prosecutoiin the office. This action point seemed to the evaluators at least to imply that
there were concerns about access to prosecutors, possibly from law enforcement.

257. The 2019GRA update had signalled as a vulnerability the fact that not all prosecutors offer
exclusive services to the HS/VCS. The GRA noted that potential professional conflicts and
ETAI I PAOEAEI ECEAO OAT O1I A 110 AA AgAcebrdépessedin 4 E A
the GRA on this issue. To avoid potential conflicts of interest or the perception of conflicts of interest
(and for the overall effectiveness of the OPJ), it is considered that prosecutors appointed in future
should work exclusively for the HS/VCS during their contracts, and not also practice law in other

jurisdictions simultaneously.

258. After the creation of the Section for Economic and Financial Crime®f the OPJ in 2014,
approval was given to createhe ECQFIN Unit in the CdG to assist thedjunct Promoter and other
prosecutors dealing with economic crime. This Unit began operating on 22 October 2016.

259. The 2019 Circular on Operations and Workflow of ta ECGFIN Unit and its September 2020
update provide some general guidelines on investigating ML/TF. They indicate, in the context of ML,
that priority should be given to cases: (i) where financial flows exceed certain thresholds (i.e. EUR
100 000); (ii) w here evidence is at risk of being destroyed,; (iii) where there are suspicions of serious
and organised crime committed cross border; and (iv) where there is abuse of a position held in the
HS/VCS to commit a crime against HS/VCS property. While this documiés generally helpful and
should be kept under review (particularly with regard to the financial threshold for ML), the ECO
FIN Unit Circular and its update do not comprehensively address the identification of ML,
investigative red flags, or investigatie techniques which might specifically be of use in the HS/VCS
context.

260. The ECGFIN Unit has now become the reference point for investigating economic and
financial crimes. It now conducts parallel financial investigations in the cases assigned to it byeth
Promoter of Justice and also on its own initiative where necessary in other investigations. Whenever
an analytical report by the FIU shows any possibility of criminal activity, a preliminary
investigation/inquiry is initiated by the ECO-FIN Unit under the direction of the Promotr.
Intelligence checks and analyses of money flows and cash movements, in particular, are the first
actions undertaken. If the financial flows involve one or more foreign states, international police

27 Whilst the fourth prosecutor joined the office shortly after the onsite visit, a fifth prosecutor was also
recruited soon after.
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cooperation is activated andetters rogatory are sent. If countriesare slow in responding, the ECO
FIN Unit can turn to the FIU to help them obtain responses through FIU contacts.

261. The ECGFIN Unit also analyses of all the information received on crodsorder movements
and controls and gathers intelligence, particularly in respect of norresidents and noremployees
transiting the State through the various entrypoints. While this enables valuable intelligence
gathering, it has not generated any ML investigations as yet since initiaispicions have not been
confirmed uponthe EC&&) . 51 EO8 0O AZOOOEAO AT OOOA 1T &£ AAOQGEIT 8
262. While ECGFIN Unit officers had little or no prior practical experience of financial
investigations before joining this team, they have all taken posiraduate courses inVCS Law and
financial law, and received training on ML, anitorruption and anti-fraud with the Italian GdiF, with
which the CdG has an MOU. While they are all learning their financial investigation skills on the job,
the ECGOFIN Unit officers are highlymotivated and professionaland appear to work well together
as a team.

263. The ECGFIN Unit Head is also the lead INTERPOL contact in the HS/VCS. Thus, the HNO
Unit is well connected to intelligence networks in Italy, to liaison officers based in Rome, &to most
relevant world-wide international police intelligence networks. The authorities indicated that, since
the creation of the ECE&FIN Unit, approximately 50 of their investigations have arisen from
intelligence networks to which they are linked, thowgh no information has been provided as to
whether these investigations led to proceedings in the HS/VCS or elsewhere.

264. It should also be noted, in the context of resources, that the CdG primarily exists to protect
the Holy Father. Its recruitment policies a, understandably, geared towards younger officers. This
principle is, however, not always applied in case there is a need for an officer who has expertise in
financial crime, their age would not be a barrier. Consequently, a senior officer specialiséd
financial crime investigations has recently extended his engagement with the EEGIN Unit for
another two years.

FIUanalytical reports based on SARs
265. As noted under 10.6, most ML investigations initiated by the OPJ have, as their starting point,

the&) 560 AT Al UOEAAIT eOdk BuktiCe0st @ the caged thad lave irdached the
Tribunal (for ML or for other offences) involve prior reports by the FIU.

266. The adjunct Promoter conducts regular case reviews on progress with the investigating
officers of the ECEFIN Unit. Where an FIU report has triggered an enquiry, the FIU is also invited to
attend. It is understood that these progress reviews on live investigations mostly occur every 10
days or so, or more frequently, if necessary. This joinblaboration between the ECEFIN Unit and
the FIU in developing formal investigations is a positive feature of the HS/VCS system. From the
cases provided in the boxes below, it can be inferred that this joint collaboration made it possible to
bring forward several ML charges.

267. Over the period 20142020, the FIU disseminated 96 analytical reports to the OPJ. Of these
96 reports, 41 had indications that an offence (or more than one offence) was committed, while the
rest simply provided additional information on previously submitted analytical reports (see also
10.6).As a consequence, in the period 2013020, 15 investigations have been initiated and then
closed by the Promoér of Justicedue to lack of evidence, and 5 have led to criminal and
administrative proceedings, some of which have been completed or are still in the trial stages. 21
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cases are still being investigated, the majority of which were opened in 2019 and 2020. The
remaining investigations have (or had) been continuing for several years.

268. With regard to many cases, the period between an analytical report being received by the
Promoter of Justiceand the decision to prosecute has frequently been lengthy and protracted. A
range of reasons were advanceglincluding complexity of some cases, and d&s in receiving replies

to international cooperation requests. At the time of the onsite visit there were apparently 9 ML
investigations that were awaiting responses to rogatory requests, some of which were sent two
years earlier. Whilst the AT may agreehat these factors affected the length of proceedings, it
remained unclear how far the Promogr has examined other ways in which these matters could be
taken forward.

269. Some investigations were suspended pending the outcome of foreign proceedings, incluglin

- in some cases waiting for a conviction abroad for the predicate offence before proceeding with
ML in HS/VCS. Thus, in the early years under review a prior conviction for a predicate offence was
in practice a prerequisite for bringing a ML case. Thigpproach appears to have been contrary to
the ML criminalisation in the HS/VCS, which explicitly states a prior conviction is unnecessary.

270. The OPJ assured the AT that waiting for convictions from abroad before proceeding for ML
now no longer happens. Exaty when, during the period under evaluation, this approach was
abandoned was less clear. The authorities advised that their new approach is demonstrated in the
WS and CS case in 2019, where they did not wait for Italian convictions for tax offences before
proceeding with ML in the HS/VCS (details of this case are provided under the section 3.3.3 below).
The evaluators urge the Promatr of Justiceto bring more ML cases to the Tribunal without prior
convictions for predicate offences, in line with the autoamous nature of the ML offence, by relying,
where possible, on inferences which can properly be drawn from other evidence of underlying
predicate criminality.

271. No domestic investigation into any report submitted to theOPJby the FIU since the last

evaluation generated a ML case before the Tribunal until 2018, which is almost 6 years. This fact
OAEOAOG AT 1T AAOT AO Oi OEA EOOEOAEAOQOEIT 60 AAPAAEOU
reasonable time.The HS/VCS applies the Italian Criminal CodeA(t. 91 - statute of limitations)

meaning that the time available to initiate a Mirelated prosecution is 10 years.

272. The first ML case which resulted in a conviction idescribed below.
BOX9 z Mr. P case

This case originates from a SAR submitted by the ASIF authorised institution 2013. Mr. P (a
provider of services to APSA) was subject of this SAR. He had mademerous cash withdrawals,
often for amounts slightly under the declaration threshold from hisaccount. Withdrawals were
executed in the period 200813, and in total amounted to EUR 377 746.

Between 2007 and 2012, APSAcarried out 40 wire transfers and issued cheques to company E
(which Mr P controlled) for a total amount of EUR 2417 982. Sixof the chequesmade out tothis
companywere deposited by Mr. P on his own account at the ASIF authorised institution.

In 2013, Mr. Pwas reported for other suspicious activities, such as an attempb transfer EUR 32
000 to company Z in CyprusThe ultimate recipient of the transfer was another company, MT from
the British Virgin Islands, also owned by Mr. P. Mr P also made a request for three cashier's cheque
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totalling EUR 300000 for the payment of leasing instalments. This operatiowassuspended and the
transaction was frozen by the FIU for five day§1/10/2013) . A reportwassent to the OPJ.

On 8/11/13 the OPJ opead a criminal proceeding and on 25/4/14 a seizure order was made for a
value of approximately EUR 1.1 million.

Mr. Pwas convicted in Italy for fraudulent bankruptcy (verdict of Tribunale di Roma of 5/7/2017).
Subsequently,he wassent to trial in the VCS ad convicted on 17/12/18 for the crime of self
laundering, and sentenced to 2 years 6 months and confiscation of the seized amounts (EUR3
974) was ordered. This was the first conviction for ML in the jurisdiction. The sentence was
appealed and the Cart confirmed the verdict and sentence on 13/11/2019.

273. The most complex ML case investigated and brought before the Tribunal so far, was initiated
in 2013. It had not been concluded in the Tribunal at the time of the onsite visit though a decision
was expected at the end d202028. Details are presented in the box below.

BOX 10z L, C and S case

The case was investigated by the OPJ based on 2014 criminal complaints from the FIU and the ASIF
authorised institution. The investigation was opened in 2014.

The reported subjects were hitp level officials (president and director) of the ASIF authorised
institution and a lawyer/notary providing consultancy services to institution. They were suspected
of having proceeded with the sale of large real estate assets that the institution owned lily,
appropriating part of the proceeds of these sales, which were made by falsifying documents and
which had not undergone any controls.
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parties and the reportfrom the ASIF authorised institution noted the lack of income from the sales.
Through an examination of the administrative documentation, the various purchases and sales were
analysed. Theyshowed that the prices paid by the buyers were considerably highghan those
resulting from the property transfer deeds. As a result, the current accounts that the interested
parties had with the ASIF authorised institution were seized.

In addition, as the analysis of the financial flows ascertained that a large part the money had
flowed into Switzerland, the seizure of numerous current accounts in the name of the suspects, as
well as their family members, was requested. The Swiss judicial authority also reported on its own
initiative the existence of other financialresources attributable to the suspects, which the OPJ,
through letters rogatory, requested to be seized. The total amount seized at the ASIF authorised
institution is EUR 8571 424, USD ¥47 205, GBP 1151 907, AUD 805174, and CHF 65@76. The
total amount seized at various credit institutions of the Swiss Confederation is EUR 1&5 444.

During the course of the investigations, following an analysis of the financial flows, the potential
responsibility also emerged of a son of one of the persemunder investigation, who is alleged to have
played an important role in laundering activities in Switzerland. The suspects, including the son, are
indicted for the crimes of ML, seHaundering and embezzlement. The trial was still continuing at the
time of the onsite visit.

274. Inthe L, C and S case, the investigatitook 4 years before an indictment was lodged in 2018,
and the trial began on 5 July of that year.

28 Guilty verdicts were returned on 21 January 2021.
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275. The AT understands the arguments put forward by the authorities that this case required
intensive international cooperation and execution of numerous MLA requests thus requiring a long
period of time to be brought before the tribunal. Still, the OPJ considers that such a case would be
investigated much more quickly today, with the support of EC®IN Unit officers and an adjunct
Promoter. This may be true, though in light of the resourcéntensive LP investigation, the AT
remains concerned that, at the time of the owsite visit, the OPJ had insufficient resources to handle
simultaneously several conplex economic and financial cases in a timely way without additional
prosecutors with significant practical experience of prosecuting financial crime.

276. Apart from the FIU, other State Authorities have submitted eight ML/predicate crimeelated
alerts to the OPJ Investigations were opened by thé®OPJn all these cases. It is noted that some of
the most complex cases were triggered by alerts from authorities other than the FIU, in particular
the LP investigation which was ongoing at the time of the onsitesit. This resulted from a 2019 alert
by the Auditor General to theOPJ The AT considers that the practice of having other institutions,
such as the Auditor General, actively engaged in ML/predicate offences identification, is a positive
development, giventhe risks and context of the HS/VCS.

BOX 11 z LP case
The most recent highprofile case involves the purchase of real estate property in London.

The investigation focuses on the use by th8oSof at least EUR 200 million of funds entrusted to it
(including contributions of the faithful 7 the scAAT 1 AA O0AOAO8 O O0AT AA6 QS8
speculative investment scheme, under which the HS/VCS indirectly acquired a significant central
London property for a price allegedly higher than its value. As has been widely reported, in the
course of this investigation, searches were carried out on the authority of the Pronmeastof Justice
(who is personally handling the case) within the FIU and withintie SoSin October 2019.

All ECOFIN Unit officers are working with the OPJon this case and have been heavily engaged in
analysing financial flows through numerous accounts in different jurisdictions, some of which are
financial centres. Consultant expertare also being used for aspects of this enquiry, including for the
assessment of property values. This case also involves significant international cooperation. The
offences currently being investigated include embezzlement, frau8YJL and abuse of office.

277. The AT is clear that this is a serious and thorough egoing investigation. It is positive that
the Promoter of Justicehas taken charge of this important case, but the AT questions whether it is
realistic for it to be handled by him alone, given his other responsibilities as chief prosecutor. As
already noted, the AT considers that the OPJ still needs a further infusionpgirmanent prosecutors
with practical experience in the prosecution of complex financial crime beyond the one extra
prosecutor currently being hired.

278. The results of this largescale investigation are yet to be seen, but from the interviews held
on-site it is evident that numerous investigative measures have already been taken or been
requested, though some jurisdictions have not yet executed the MLA requests which have been sent
by the Promoter of Justice(in some cases repeatedly).

279. Overall, the statistics provided, and the cases presented and discussed with different
interlocutors indicate that only a limited number of ML cases investigated led to a prosecution phase.
So far there have been only two convictions for ML (Mr. P case and WS and CS case, to#elf-
laundering and presented in different boxes under this chapter). Whereas the AT has noted that ML
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and financial crime are being more actively identified and investigated in the last two years, and in
particular those cases involving misuse of HS/V& funds, more prosecutorial and investigative
resources are needed if they are to be taken forward in a timely way. Investigations last for a
considerable period of time and the results achieved so far suggest that tracing and seizing of
proceeds of crimemay have been given priority over the pursuit of ML charges. A more proactive
approach by the Promoer of Justiceis required to the gathering of evidence of conversion, transfer
and integration of illicit property, facilitated either by the predicate offender(s) or third parties. The
assessors therefore recommend for consideration the setting and monitoring of targets for
completion of investigations and a further increase of prosecutorial resources to facilitate such an
approach. Moreover, a reluctanceat least until recently, to bring ML cases in the absence of a
conviction for the predicate offence appears to have been a contributory factor to the small number
of ML investigations.

3.3.2.Consistency of ML investigations and prosecutions with threats ais& profile, and
national AML policies

280. The 2019 GRA update states that the unique geographical context of the HS/VCS and the
universal projection of the activities of the ASIF authorised institution create a constant exposure to
cross-border threats. TheGRA also refers to some statistical data which shows that the predicate
offences reported by the FIU or other authorities most frequenthjhave been tax crimes (committed
overseas), fraud, misappropriation/embezzlement, goods fictitiously registered in th&CS, insider
trading and market abuse and other corruptionrelated offences. Specific sectors or activities in
which these threats can materialise are put in the 107 context and further discussed below.

Transparency in respect of use of HS/VCS funds

281. It is well known that the Holy Father wants greater internal and external transparency in

respect of the use of HS/VCS funds and investments. Opacity on these issues can obscure underlying
corrupt practices, misappropriation, and embezzlement of funds. It ipositive that an Auditor
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was initially triggered by an alert from the Auditor General to theOPJabout alleged anomalies in

financial statements.

Cortrols over public procurement

282. Public procurement is an important part of the limited economic activities of the HS/VCS.
Lack of formalised procurement procedures in any jurisdiction can encourage corrupt practices or
nepotism in the award of public contrats. It is welcome that the HS/VCS (in 2016) ratified the 2003
UN Convention against Corruption20032°. Necessary procedures and controls for a transparent
procurement system were, however, only promulgated in June 202&hortly before the onsite visit.

As seen, prior to this, ML investigations have arisen out of payments made to accounts in the ASIF
authorised institution in respect of public procurement contracts.

29 Art. 9 addresses appropriate systems of procurement based on transparency, competition and objective
criteria in decision-making.
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Abuse of ASIF authorised institution accounts

283. Apart from HS/VCS employees and residentsome nonresidents holding bank accounts
with the ASIF authorised institution have used their accounts for laundering the proceeds of crime

Abuse of positions in HS/VCS by riedel and senior figures

284. Overall, the AT has formed the view from cases presented and discussions with the
authorities, that some HS/VCS residents/employees (at different levels and to different degrees)
(insiders) have (or may have) taken advantage of their situations for persoh@ain or for gain to
others, thereby committing domestic proceedsyenerating offences.

285. It is noted in this context that, in the years covered by this evaluation, the media have
reported allegations of potential criminal offences in HS/VCS linked to semiganks of the clergy,
including cardinals and bishops. Criminal liability of senior clergy visx-vis canon law is discussed
under Chapter 1. Although it is clear that there are no impediments to prosecuting any individual in
the HS/VCS (apart from the Sugme Pontiff), it appears that the procedure for obtaining the consent
by the Supreme Pontiff to prosecute senior clergy is yet not fully transparent. In other words, the AT
could not establish what would be the exact course of action should the OPJ infotine Supreme
Pontiff and request his consent to continue with the proceedings against a bishop/cardirsal The
AT advises that, for transparency, the HS/VCS position on this should be clarified in relevant policy
documents and made generally known. The Adonsiders that, if the Promogr of Justicels satisfied
that there is evidence against a cardinal or a bishop which would be sufficient to prosecute a lay
person, the Promoer should follow a procedure as established in a policy document which would
alsoprovide a clear timeframe for completion of this action.

Consistency of ML investigations and prosecutions with these risks

286. From the cases presented to the AT, it could be concluded that ML investigations, initiated
or carried out so far, are, in generakonsistent with these risks though the results achieved in the
Tribunal to date are quite modest.

287. Relevant cases, featuring the risks are provided below.

Public procurement

288. The details of the Mr. P case are set out at B&above and are also pertinento this criterion.
Abuse of ASIF authorised institution accounts for Tax evasion/and other offences for ML purposes

289. As noted, the use by notaccount holders ofthe ASIF authorised institution accounts is both
a risk and a ML typology (see WS and CS casd &R case below).

BOX 12 z WS and CS case

This case originated from an analytical report submitted by the FIU in 2014 in respect of an Italian
company in Rome that provided printing services and stationery supplies to a public authority in the

9 Please see ChapterlandAg 1t | £ OEA |, Ax . 8 # # the QourboE EabshtiorBiQtie OriyA A O
forum competent to judge, with the prior consent of ttf®upreme Pontiff, the Most Eminent Cardinals and the
Most Excellent Bishops in criminal cases, apart from the cases provided by canon 1405 (1) of the Codex luris
#A1 11 EAEG®G

84

o]



(376#3 A1 OEOU8 4EA Al i DATiwdic@s tb thd phidid autholith for Ea OOA A
purposes. Upon receipt of the supplies and the invoice, the public authority would proceed with the

payment, which was made by wire transfer to a current account at the ASIF authorised
institutionheld by WS, an empoyee of the HS/VCS and brother of CS.

It was alleged that CS destroyed the original copies of invoices in his possession. In this way, the
company sold supplies without an invoice, thereby failing to comply with its Italian tax obligations

(in Italy the destruction of required accounting and tax documents is a tax crime). CS obtained access
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had provided, which allowed CS to withdraw money from the account. Wfas indicted for 34 party

ML, and CS was indicted for selaundering.

WS was not convicted for 8 party ML by the Tribunal given the fact that it did not establish a
presence of a mental element (mens rea) as required by the law. CS was convicted Ibflaandering
and was sentenced to a prison term of 2 years and a fine of EURRD, and a confiscation order of
EUR49000from7 36 O AAAT O1 é&af Jdsticddid BoOdpdedl the acquittal of WS.

290. The above case came before the Tribunal in 2019 arnbde trial was concluded within 3
months. It remains unclear why this comparatively simple case took so long to come before the
Tribunal.

BOX 13 7 GR Case

It should be noted that this case does not relate to a ML prosecution, but is mentioned heexause
of its connection to accounts at the ASIF authorised institution.

The case concerns an administrative fine for failure to declare cash when making crdssrder
transportations. The origin ofthe funds was never the subject of a police enquiry.

GR vas a nonresident customer of the ASIF authorised institution. In 2014 the FIU received a SAR
about the withdrawal of sizeable amounts of cash from the account (EUR 3.2 million and USD 100
000) which were transferred to three safety deposit boxes at the Btitution. The customer thereafter
gradually withdrew the cash from the safety deposit boxes and transferred it out of the jurisdiction,
without presenting declarations of crossborder transportations of cash. The FIU ordered
suspension of access to the ety deposit boxes in March 2015, inspected them and reported the
case to the Governorate, as a potential administrative breach of the duty to declare crdssder
transportations of cash. It does not appear that, at that time, the case was reported to theJ.

The Governorate issued an administrative sanction in 2015 against GR of EUR 28D, which was
reduced to EUR 114000 on appeal in 2016. The administrative Court has no poweo order
confiscation.

291. In the GR case, the FIU reported the matter to th@PJin July 2016, by which time, it was
probably too late to instigate a full enquiry into any possible ML. This does appear to be a missed
opportunity. The AT consider that theOPJXhould have been given the opportunity of considering a
possible ML investgation as soon as the transportations of cash out of the jurisdiction were
identified (given the amounts in thesafetydeposit boxes). It is unclear why thd-IU only notified the
OPJabout this case one year after the event. It is understood that the case is now to be archived by
the OPJwithout further investigation.

85



Abuse of office for personal of other benefits

292. The two biggest investigations described in section 3.3.1 abowaee pertinent: the L, C and S
case, where the charges are embezzlement and ML and which is approaching a conclusion in the
Tribunal3l; and the recent investigation that involves speculative investment operations (referred

to as the LP case). These and other emspresented confirm that abuse of office for personal and
other benefits may present the most serious threat in the context of the HS/VCS. Whilst the AT
welcomes the fact that activities in line with the risk presented by insiders have been pursued for at
least last two years, concrete results from such cases (in terms of ML convictions and confiscations)
had not been achieved by the conclusion of the onsite visit in October 2020.

293. Considering the afore mentioned and further to irdepth discussions withthe authorities,
the AT is of the view that the ML prosecutions and convictions achieved so far are generally in line
with the threats and risk profile of the jurisdiction.

3.3.3. Types of ML cases pursued

294. Some of the different types of ML cases referred to undthis section have been prosecuted
and have resulted in convictions in the HS/VCS, but not all types as yet.

295. The absence of a market economy means that lawyers, accountants and tax advisers do not
practice privately in the HS/VCS. Thus, there are no opganities for those third parties who are
professionals to operate within the State and to become involved in facilitating ML schemes within
the HS/VCS. That does not rule out professionals from outside the HS/VCS facilitating the laundering
in the HS/VCSf funds generated from criminal activities.

296. The prosecution involving abuse of a bank account (WS and CS case) involved alleged 3
party laundering on the part of the account owner (WS). WS was acquitted by the Tribunal. The AT
discussed the third-party ML elements of this case (and other hypothetical cases) with the judges of
the VCS Tribunal. The judges confirmed that they are entitled to draw inferences from objective,
factual circumstances. However, they emphasised that evidence has to be led by pinesecution

from which they can properly draw such inferences. They did not consider the prosecution had
adduced sufficient evidence in this regard in the WS and CS case. The OPJ should reflect upon this
outcome in domestic prosecutorial guidelines to engre that prosecutors in future present sufficient
evidence from which inferences might properly be drawn on either the mental or physical aspects

of a ML offence.

297. The evaluators also consider that, without compromising their independent roles, it would
be helpful for more regular dialogue to occur between the Judges and the Proreotof Justice
Dialogue on evidential issues generally in ML cases is encouraged, together with the discussions on
types of ML cases identified in ongoing HS/VABRAS) as currertly reflecting the greatest ML risks

in the jurisdiction.

298. Itis understood that there is now an element of thirdparty laundering in the L, C and S case
which, as was noted, is still ongoing before the Tribun®l This element was introduced into the case

31 The first instance verdict was pronounced on 21 January 2021.

32 Guilty verdicts were returned on 21 January 2021.
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when a further defendant was added to the indictment in 2018. This is not really an example of
autonomous or standalone ML, as the new defendant is being tried on the same indictment which
includes the predicate offences giving rise to the proceeds alled to have been laundered. If a
conviction is obtained, it will be the first conviction in the HS/VCS for any type of thirgarty
laundering.

299. As noted, seHlaundering cases predominate, which, arguably, is consistent with economic
crimes committed for personal gain in a small state with the unique economic particularities of the
HS/VCS. Laundering of the proceeds of foreign predicate offencdwough ASIF authorised
institution accounts, as has already been noted (in the Mr. P case and in the WS and CS case), had
been the subject of, prosecutions and convictions.

300. The modest number of ML prosecutions where there have been convictions are all very
simple cases of selfaundering. The laundering and sums involved in these cases were
comparatively minor, when compared with the large sums said to be involved and the rge of
serious economic crimes that are currently being investigated in the LP case and some other on
going cases.

3.3.4. Effectiveness, proportionality and dissuasiveness of sanctions

301. Sanctions in respect of natural persons for ML offences under Art. 421bis Gipear on their
face proportionate and dissuasive (imprisonment of between 4z 12 years with the additional
possibility of a fine from EUR 100 z 15 000). This level of sanction seems to be significantly greater
than the penalties for embezzlement committd by a public official {mprisonment for three to five
years and a fine exceeding EURM®O) or abuse of office (imprisonment for one to five years and a
fine exceeding EUR B00).

302. Actual sanctions imposed in ML cases where there have been convictions &elow the
statutory thresholds for the ML offence. Extenuating and aggravating features can be considered in
sentencing to reduce or increase statutory penalties. The authorities indicated that ithe VCS
system, penalties are determined in proportion to he gravity of the caseand on the basis of the
judicial record of the accused.

303. The Mr. P case resulted in a sentence of 2 years 6 montwich was confirmed on appeal.

In the other ML conviction, CS was sentenced to 2 years and a EURG fine. Whilst for the CS case

the authorities argued that the absence of previous convictions and defendantenduct in court
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remains unknown which exact extenuating circumstanes were considered in the Mr P case, given

that the offender had had a prior conviction in Italy.

304. Whilst the assessors have no intention of questioning the decisions taken by the Tribunal, in
their view, these sanctions appear rather minimal. Arguably,hey are not proportionate and
dissuasive, given the potential for significant reputational damage to the HS/VCS arising from ML
cases. The final administrative sanction in the GR case, as reduced on appeal, also seems low in all
the circumstances. The judgs and the Promoér of Justiceappeared to acknowledge that the
sanctioning policy needs to be reviewed in the light of the reputational damage ML cases can cause
to the jurisdiction.
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305. Inthe view of the evaluators, if ML is to be deterred effectively by peessive measures in the
HS/VCS, more significant sentences will need to be handed down in future, in appropriate cases. The
AT would encourage the authorities to review and reflect further on sentencing policy in ML cases.
Such a review might give considation to taking account of jurisdictional ML risks when
determining the gravity of offending in the context of particular offenders.

3.3.5. Use of alternative measures

306. As has been noted, in some cases considered by the Proamadf Justiceand sent to court
based on FIU reports for offences other than ML, it is not entirely clear to what extent any ML aspects
of the investigations were pursued.

307. Some cases were sent to the Tribunal for other offences. From information provided by the
OPJ,he AT has no reason to doubt the conclusion that ML was unsustainable as a charge.

308. It should be noted under this section as well as under 10.8, that Decree 277 of the President
of the Governorate was promulgated on 10/12/2018. Inspired by lItalian Organisg# Crime
legislation, it introduces a wideranging preventive confiscation tool in relation to goods in the
possession of a person who cannot justify their legal origin, and where their value is
disproportionate to their income/economic activity. The measue can be used independently of
criminal proceedings, where there is insufficient evidence to proceed with a criminal prosecution
under the criminal standard of proof. The evidential basis under the Decree is the lower threshold
of suspicion.

309. This measue can also be applied in criminal proceedings. It has already been used in the
case involving former ASIF authorised institution senior officials in the trial phase at the time of the
on-site visit. The AT was advised that it had also been used in the Ldse. Apparently final orders
based on this measure can also be made in criminal proceedings, together with any confiscation
orders under the CC.

310. In the context of application of other criminal measures, where it is not possible for

justifiable reasons toproceed with ML, this confiscation tool could be used as an effective alternative

criminal justice measure. It appears it can be applied in the event of an acquittal for ML on the
evidence, as the suspicion standard is lower than the criminal standard pfoof. It can be applied to

identified assets for up to 5 years after the death of a suspect and to relevant property identified in
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been available earlierarguably, it might have been used in some ML cases which ended in acquittals.

The authorities indicated that, going forward, this potentially powerful tool could be engaged in

respect of suspects within the HS/VCS against whom criminal proceedings migldtrbe sustainable,

but who appear to have unjustifiable wealth compared with their income.

Overall conclusions on 10.7

311. Recent developments such as launching of some complex investigations, improvements in
the institutional framework and a more proactive gproach applied by the CdG and the OPJ are
encouraging. However, the actual results achieved during the period under review are modest.
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312. In the eight years since the last evaluation, two convictiod$ have been achieved. Both
convictions were for selflaundering. The sentences in both cases were below the minimum
statutory penalty for ML. There is no conviction yet for thirdparty laundering. No autonomous ML
prosecution has been brought where the authorities need to establish underlying predicate
criminality by reliance on inferences drawn from other facts and circumstances. Despite the clear
provisions in legislation, a reluctance, at least until recently, to bring ML cases in the absence of a
conviction for the predicate offence appears to have been artabutory factor to the small number
and protracted length of ML investigations.

313. Since according to the statistics provided by the HS/VCS, most predicate offences occur
abroad, the number of stanealone ML investigations should be higher.

314. At best, the onvictions obtained demonstrate that this 10 may have been achieved to a
limited extent. But there remained, at the time of the onsite visit, some concerns. Inthe L, C and S
case, the investigation lasted 4 years before it was brought to trial. Whilstig evident that delays
are partly due to late responses on MLA requests by foreign counterparts, the undessourcing of

the OPJ and lack of investigative support for the Promoter in the early years under evaluation are
also factors which contributed to tis. Further improvements in staffing numbers and recruitment

of full-time prosecutors (particularly with practical experience in prosecuting financial crime) are
needed to ensure that all ML cases are subject to initial thorough reviews (in a timely waghd then
progressed with more expedition.

315. The HS/VCS has achieved anoderate level of effectiveness for 10 .7.
3.4. Immediate Outcome 8 (Confiscation)

3.4.1. Confiscation of proceeds, instrumentalities and property of equivalent value as a
policy objective

316. There is no formal policy statement from the OPJ on the policy objective to pursue
confiscation in criminal prosecutions. The criminal legislation requires mandatory postonviction
AT T ZEOAAOQETT 1T £ OET 0000i AT OAI EOEAO b ad thabdideOh
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convictions for ML, or for any other proceedggenerating predicate crimes. In case a defendant is
found guilty, the judge orders the confiscéon of the goods used or intended to be used to commit the
offence, as well as the proceeds or crime, profits, and other benefits that arise from theifhas, in
principle, the onus is on the judge to ensure that confiscation issues are properly cotsied after
conviction, and on the OPJ and the CdG to prepare the necessary evidence to support confiscation
orders post-conviction. This requires the Promoter of Justice in ML and proceedgnerating cases

to have financial statements (or other evidencd¢o present to the court) of the amount of proceeds
alleged to have been generated by the offences (directly or indirectly), and their location and their
value (if the proceeds are missing). Similar information will be required in respect of any
instrumentalities used or intended for use in the offences for which the defendant has been
convicted.

33 Conviction in L, C and case was pronounced on 21 January 2021
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direction, for investigation, including tracing and seizure of the proceeds, of all crimes committed in

the State. The Operational Circular and the Workflow of the@EFIN Unit as updated in 2020, give

the Unit the primary competence over crimes that generate incomes of higher amounts, involving

financial flows which exceed EUR 10000. Whilst the assessors welcome this development, neither

this Circular nor any other strategic document of the CdG clearly provides that seizure and
confiscation of the proceeds of crime is a policy objective.

318. The lack of formal statement has, howevebeen compensated, at least to a certain extent, by
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proceeds of crime. The Decree 277 of the President of the Governorate of 10 December 2018
introduced a robust non-conviction based confiscation measure. Inspired by Italian organised crime
legislation, this Decree introduces a widganging preventive confiscation tool in relation to goods

in the possession of a person who cannot justify their legal origin andhere the value of them is
disproportionate to income/economic activity. The evidential basis for such orders is the lower
threshold of suspicion. Consequently, seizure and confiscation can be ordered independently from
the criminal investigations that arecarried out in the context of a predicate offence. In practice, it is

a parallel criminal proceeding where a norconviction-based confiscation could be executed. There
is no minimum threshold in terms of assets value for the application of this mechanism.

319. The OPJ and ECBIN Unit are proactive in pursuing the proceeds of crime. This is confirmed
through case studies and statistics presented to the AT (see also core issue 8.2). Given that the
number of prosecutors is small, the AT was advised that procedures confiscation have not been
reduced to writing in office manuals, but that they all pursue confiscation as required by thHaw
where this is appropriate. This notwithstanding, the assessors consider that it would be helpful for
the relevant practices aml procedures in HS/VCS for the application of freezing, seizing and
confiscation to be set out clearly in writing for their use and reference in a policy document. This
document should underline the need for early freezing measures generally in proceedsnerating
cases, and the need for swift freezing action by the Promoter of Justice under the CC in appropriate
cases, where the FIU has used its powers to suspend transactions. Given the limited number of cases,
it is understood that the Promoter actively nonitors the implementation of confiscation policies
with a view to identifying where there may be delays or obstacles for resolution as necessary with
the Head of the CdG and the President of the Tribunal.

320. In conclusion, the AT view is that, although therés no formal statement in any strategic
document that confiscation is a policy objective, the adoption and the practical implementation of
the 2018 Degree, in conjunction with the investigative actions and seizures executed so far (in
country and abroadz please see core issue 8.2) clearly indicate that the HS has a policy objective to
use the widest range of confiscation tools to prevent and deter those in the State who would use
their positions for personal gain.

3.4.2. Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

321. Prior to the trial phase in proceedsgenerating criminal cases, the identification and the
tracing of proceeds, instrumentalities and property of equivalent value is the competence of the OPJ.
The Promoterof Justice then needs to prove before the Tribunal, by presenting and elaborating the
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evidence gathered, that the proceeds originate from criminal activity. Tribunal then decides, when
pronouncing a judgement, whether or not to approve the confiscation.He OPJ is also a competent
authority for responding and for requesting information and evidence to/from foreign counterparts
which concern tracing and identification of proceeds of crime.

Confiscation and freezing in cases based on criminal complaints

322. Oncea criminal complaint/FIU analytical report has been received by the OPJ and a full
investigation of that complaint is underway, he requests EGBIN Unit to identify and trace cash
flows or property which are the proceeds of the offence. The Promoter ofslice may also call in
other qualified experts in larger cases to assist in this. In complex cases it has been the practice of
the Promoter to cooperate with the ASIF authorised institution, for a careful and idepth
reconstruction of bank movements (se®- AAOAS AAI 1T xq8 ! £#OAO OEAOA EI
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way financial investigations are carried out are also explained under 10.7.

BOX 14 - M case

The case originates from a criminal complaint submitted by the FIU , basedonthe3 ) &8 O A OOET O
institution SAR. The case concerns a priest, holder of a c/c, who accompanied by his nephew,
resident in England, has paid 100 traveller's cheques with a itrvalue of EUR 500 each to his account
with the ASIF authorised institution and in the name of the Church of which the priest is Rector.
Upon arrival at the ASIF authorised institution, the above mentioned persons made a regular
declaration of cash transprtation and the priest declared to the counter operator that he had
received the Traveller's Cheques from an Egyptian citizen, as a donation in favor of the Church,
following his conversion to the Catholic faith. Considering the opacity of the operatiotie operating
officer of the ASIF authorised institution communicated that the Traveller's Cheques would be
liquidated in the current account after a few days, in order to have some time to report the suspicious
operation to the FIU. The FIU carried out th analysis and then submitted a report/criminal
complaint to the CdGand the OPJndicating the anomalies identified.

The Traveller's Cheques, apparently issued by the company American Express, were then found to
be counterfeit and for this reason they wee not paid by the issuing banki-reezing order by the OPJ
against the priest's accounts were then executed. The amount frozen was EUR &880. The suspects,
i.e. the priest and his nephew, who is a UK citizen, were guestioned and reported that the secasti
came from an Egyptian citizen and were part of the proceeds of a purchase and safeused
household appliances in Germany on behalf of a company in Dubai. The delivery of the securities
would have taken place in England and then they would have beerken materially, by the nephew

of the priest, first to Italy and then to the HS/VCS The investigations of theOPJ with the
collaboration of the ASIF authorised institution, have made it possible to ascertain that the priest
holder of the account has, ovethe years, carried out numerous operations of cash deposit, until
reaching considerable amounts and completely disproportionate in relation to his income profile.
As a result of this, theOPJollowed the traces of the securities at Italian and French ba&s, which
confirmed the falsity of the securities in question. In the meantime, in September 2019, international
letters rogatory were sent to the UK authorities and to the authorities of the Arab Republic of Egypt,
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and ML.

323. Overall, in period 20132020 a total of 47 freezing orders were made by the OPJ. Two of them
resulted in final confiscation orders and repatriation of funds (seeTable 16 below) and both
followed the ML convictions (details provided belowTable 16). With regard to the freezing orders
which are still in place, the AT noted that a vast majority of them, were made in last two years (2019
2020). This appears to be result of a growing awarenssand priority given to economic crime cases

by both, the CdG and the OPJ. Early freezing/seizure may be speedily achieved in cases involving
criminal complaints where transactions have been suspended or accounts blocked by the FIU under
their powers, if this is followed up quickly by the Promoter in appropriate cases. It is noted that,
where SARs were being considered, transactions and operations were suspended by the FIU 3 times
in 2014, 8 times in 2015, 4 times in 2016, and 3 times both in 2018 and 2019. eight cases these
measures were followed by a freezing order by the OPJ (see also 106). In addition, preventive
freezing of accounts, funds and other assets were ordered by the FIU 4 times in 2015 and once in
2016 (involving funds of approximately EURB.5 million) and once in 2017 (involving approx. EUR
1.7 million), twice in 2018 and once in 2019. When the FIU proceeds with a temporary freezing, the
OPJ is immediately notified. If, in the opinion of the Promoter of Justice, there are grounds of
suspicion which justify a criminal seizure, the Promoter then issues a seizure/freezing order. Case
studies presented to the AT confirm this practice. The procedures for cooperation with the FIU in
these cases need reducing to writing in the guidance recommendatiove (see RAs for 10.8).

Confiscation and freezing in law enforcement generated cases (not based on FIU reports)

324. ECQGFIN Unit officers, apart from conducting financial investigations based on the FIU
reports and alerts passed to them by the OPJ, also carry out their own investigations into financial
predicate offences. It is understood that EGBIN Unit has undertake at least 7 investigations based
on intelligence and information gathered from open sources, though in none of these actions
sufficient evidence of criminal activity and proceeds generated thereof was found.

325. ECGFIN Unit appears more autonomous than otheparts of the CdG in taking financial
investigative action in their (financial) crime investigations, without directions from the Promoter

of Justice. They can initiate tracing actions and contact foreign counterparts where necessary to
build up a body of financial evidence to present to the Promoter, with a view to timely
freezing/seizing and ultimately confiscation.

326. With regard to other proceedsgenerating predicate offences, like drug trafficking,
investigated by other parts of the CdG, there appears be no clear policy statement in CdG Force
Orders or elsewhere (of which the evaluators are aware) recognising that parallel financial
investigations will need to be considered in all proceedgenerating investigations. Thus, if there are
such investigatons being carried out by other units, the extent to which they identify potential
proceeds is unclear. The amount of evidence available at trial to support confiscation applications in
such cases may depend entirely on how early in the investigation the ORad been involved and had
given instructions to the investigating officers.

327. On the other handan update to the Operational Circular and the Workflow of the ECEIN
Unit (Prot. N. 046545/1/2020) gives the Unit the primary competence over crimes that gnerate
incomes of higher amountsgiving priority to the cases involving financial flows which exceed EUR
100 000. The authorities also advised thain cases where CdG Units other than the EGIN Unit
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investigate crimes where there are grounds to believethat proceeds were generated, the
investigation would then either be transferred to the ECGFIN Unit or the ECEGFIN Unit would
provide assistance in such investigation by targeting and following the proceeds and profits from
these crimes.

328. This notwithstanding, the AT is still of the opinion that it might be helpful to clearly state in
CdG Force Orders that, in all proceedsgenerating offences, all CdG officers (not just those in the ECO
FIN Unit) should always proactively consider the likely extent of aminal proceeds, and consult with
the OPJ at the earliest opportunity if they think that there may be traceable proceeds. This should
encourage all investigating officers to make some preliminary enquiries on this issue at early stages
without waiting for specific instructions to do so from the Promoter of Justice.

Amounts seized and confiscated in criminal investigations and prosecutions ZIiP

329. The following statistical information was provided by the HS authorities for the years 2014
2020.

Table 16: Amounts seized and confiscated in criminal investigations and prosecutions 2012020

Cases attached to Amounts frozen/property  Property Propgrty
Year . . effectively
the fund/property seized confiscated
recovered
L, S and C case EUR 11339 650
USD 3930 000
CHF 650116
USD 1163 110
2014 AUD 808355
A case EUR 36480
Scase EUR 155095
Mr. P case EUR 1470 232 EUR 1275 274 EUR 1275 274
SA case EUR 30862
2015 SR case EUR 385075
GR case EUR 750000 EUR 114000
2016 CMA case EUR 1643 248
2017 G case EUR 1757
2018
2019 M case EUR 150807
WS and CS case EUR 48000 EUR 48.800
ALT case EUR 180530
LP case EUR 14424 350
CHF70 807 900
USD 3235
2020 LP case EUR 5570 470
Total (approx.) EUR103156 000 000* EUR 1438 074

*This figure does not include the amounts frozen in those cases where confiscation was executed (Mr P, GR and
WS/CS cases)

330. There were seizures in the 2 ML cases that resulted in the convictions and confiscation (Mr.
P and WC&SC casedgletails of both are provided under 107). The first ever confiscation order in the
HS/VCS was imposed on 17 December 2018hen Mr. P was convited of selflaundering and the
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Tribunal made a confiscation order of EUR 275 274, which had been seized by the authorities in
April 2014. This order took effect in 2019. In the WC and SC case, SC was convicted, and a
confiscation order was made againstim for EUR 48799 in 2019. As noted under 107, the GR case
was an administrative sanction which amounted to EUR 11d00.

331. The figures presented above clearly indicate that the competent authoritiedhave
demonstrated a solid degree of effectiveness in trang and seizing the proceeds of crime. However,
considerable amounts under seizure (app. EUR 103 million) are still awaiting the completion of
several cases. Arguably, the value of the confiscations executed during the period under review is
far inferior to the amounts seized. This appears to be a consequence of lengthy investigations and
the fact that final convictions are yet to be achieved in numerous cases with significant confiscation
requests (see also 10.7 on length of criminal proceedings in the HES).

332. The AT appreciates that extensive financial investigations to trace these seized proceeds (in
HS/VCS and abroad) have been required in several cases. The ongoing L, C and S case (involving
former ASIF authorised institution officials accused of embedement and laundering) accounts for

a large proportion of these sums. In the L, C and S case the Promoter of Justice inter alia succeeded
in a request to the Swiss authorities to freeze considerable amounts held in that jurisdiction. This
and other casegresented to the AT suggest that the authorities undertook a practive approach in
searching and seizing assets abroad. As noted under core issue 7.5 above, the new measure provided
for under Decree 277, based on suspicion, has also been applied in tlises and EUR 21 million has
also been seized on this basidn the LP case, noitonviction based confiscation as per the Decree
277 has not yet been applied, although the authorities advised that, at the time of the-site visit,

the OPJ was consideringzhether and to what extent this instrument could be used. It worth noting

that in this case seizures were also made abroad and upon requests of the HS authorities (i.e. the
OPJ). Overall, considerable amounts seized so far result from the applicationbatth - seizure
measures in the course of criminal investigation (as per the @, and, in last two years, by
application of the Decree 277. With regard to the geographical location of execution of these seizures
almost half of these funds were seized abeal (in Switzerland,) as a result of request submitted by

the HS (via letters rogatory).

333. The authorities advised that the seizures executed so far clearly indicate their proactive
approach in achieving the ultimate goal of such initiativeg and that is a epatriation of proceeds of
crime. They believe that the seizure orders executed so far will soon turn into the confiscation. To
support this statement, the authorities emphasised the fact that some larggeale cases (such as L, S
and C case) had already exhed a sentencing phase and the confiscation orders are to be rendered
soore4, Despite these developments, the AT is still of the view that it is disappointing that only two
final confiscation orders have been made by the Tribunal during the period undeeview. In these
two cases, which both concern ML charges and where final confiscation was made, the orders appear
to have been made in respect of funds on accounts identified as the direct proceeds of the offences.
On the other hand, it is commendable thain the two cases which so far generated the
seizure/freezing of significant amounts (L, C, S and LP) the competent authorities have successfully
identified indirect proceeds, such as financial products and securities into which the alleged

/7 ¢p *AlTOAOU cmcph OEA Al OO0 Athdcénfsaboh éf thp suids aleEd) O O
seized at the IOR, for an amount equal to the amount existing at the date of the seizure on thenéedouhe
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proceeds havebeen invested, including the funds layered through networks of companies in foreign
jurisdictions. The exact percentage of these funds v&vis all the funds frozen in that particular case

is unclear. In addition, the HS authorities advised that there arsimilar actions in the complex
financial investigations currently underway in the LP case, but no further details were provided to
the AT due to confidentiality reasons. The AT welcomes these efforts and encourages the authorities
to continue to apply a poactive approach in identifying and seizing/freezing the proceeds of crime.

334. As noted, the OPJ can and does engage external expertise to carry out specific analyses of
complex financial flows when he considers such assistance is needed. They have a pahgelected
experts for this. Valuations of property were necessary in the LP case and external experts were
brought in for that. Whilst the AT considers the approach undertaken by the authorities as a positive
and results oriented, consideration may neg to be given, going forward, to the engagement of some
in-house accountancy or other analytical expertise, as the complexity of cases grows.

335. Value order confiscations, orders for the confiscation of instrumentalities, and orders for the
confiscation of bundered property appear not to have been ordered by a court so far as the AT is
aware. The absence of the applications in respect of laundered property appears understandable, as
there seem not to have been any stanrdlone ML cases investigated or proseted. However, it is
unclear whether the OPJ is making sufficient efforts with regard to the confiscations of
instrumentalities. The authorities have provided no information on these issues.

336. However, some of the other more difficult ancillary aspects of agsrecovery seem not to

EAOA AAAT OAAEI AA AO UAO ET DPOAAOEAA8 4EAOAAE OAn
issues, such as assertions of 3rd party interests in property liable to confiscation or management of

seized assets that are declining value, is unclear.

337. Decree CCCXXIX of the President of the Governorate on 1 October 2019 introduced an
addition to Art. 242 QCP, allowing for seized and confiscated property, real estate and financial assets
to be entrusted to one or more judicial admirstrators to care for their management. So far as the AT

is aware, this provision has not been used yet. In other words, there are no assets under judicial
AAT ET EOOOAOT 060 i Al A Ancidat inter aidbwhérerfew At . 248 bf@he CP
encompasses selling assets which are declining in value as a function of management (without
seeking judicial permission to do so). Such issues need consideration and policies putting in place
before these new provisions need to be activated in practice. Npiidance has been drawn up on the
selection of judicial administrators or how judicial administrators should operate. The HS/VCS
authorities indicated that they would address these issues, as and when the need arises.

3.4.3. Confiscation of falsely or undeclared cross-border transaction of currency/BNI

338. As noted earlier, HS/VCS has a strong border enforcement regime. It has 6 gates/entrance
points, most of which are generally closedfter 20:00 hours. These are controlled by the Swiss
Guards and the CdG.

339. HS/VCS has a written declaration system with regard to cross border transportation of cash
and BNI. In the case of false or missing declarations of crelssrder movements of currency, in
addition to pecuniary sanctions, the monies are also confiscated.

340. Between January and December 20191 511 border checks were carried out, with an
additional 207 further checks on specific individuals and vehicles. From 2015 to 2019, 77
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spontaneous declarationsof carriage of cash above the limits were made, 83% of which involved
cash destined for the ASIF authorised institution, and the remainder to the retail shops. These
required no further investigation.

341. All declarations made go to the CdG and the FIU. TEEGFIN Unit has since its inception
received copies of all declarations. This is for financial intelligence purposes, including creation of
risk profiles of persons likely to bring in cash. It also allows the ECEIN Unit to analyse money flows
into and within the HS/VCS. In the period May 2013 December 2019, the EC®IN Unit handled 39
cases, carrying out their own checks on 310 physical persons and 32 legal persons, based on the
declarations received.

342. While no false declaration at the border has beedetected so far, or by other subsequent
investigative activity, one investigation (see GR case under 10.7) was triggered by an SAR submitted
by the ASIF authorised institution, which was not passed to the Promoter of Justice at the time. This
involved a nan-declaration of cross border transportation of cash withdrawn from a safety deposit
box in the ASIF authorised institution. This was not investigated by the ECFIN Unit at the time and
was passed to the Governorate for imposition of an administrative sation. As a consequence, the
Governorate issued an administrative sanction in 2015 of EUR 2%8®0, which was reduced to EUR
114 000 on appeal in 2016.

343. It would appear that the infrastructure is in place for additional riskbased investigations of
submitted cross border declarations, and that a significant number are in practice subject to more
detailed analyses by the EG®GIN Unit. While this process harvests some valuable intelligence, it has
not detected any further false or undisclosed movements of curney or bearer negotiable
instruments so far.

3.4.4.Consistency of confiscation results with ML/TF risks and national AML/CFT
policies and priorities

344. The achievement of significant confiscation orders depends also on the speed with which
cases are being progressed. As noted, investigations are often protracted, and resources need to be
made available to speed them up.

345. The estimated annual proceeds frontriminal activity before 2019 was EUR 20 million a
year. The 2 convictions for ML that have resulted in 2 confiscation orders amount approximately to
EUR 1.3 million in total. The GRA shows that the predicate offences reported most frequently have
been: (i) tax crimes committed abroad; (ii) fraud; (iii) embezzlement; (iv) goods fictitiously
registered in the VCS; (v) insider trading and market abuse ; and (vi) bribery and corruption. In
addition, the typology of ML offences for which the two confiscatiorequests were executed arose
from cases which addressed areas of national risk in the GRAhe use of personal ASIF authorised
institution accounts by nonresidents for seltlaundering of foreign proceeds, or the use of ASIF
authorised institution accounts held by HS employees for the laundering of foreign proceeds. The
predicates involved were tax evasion and fraudulent bankruptcy, the offences which, inter alia, are
identified as major threats within the GRA framework.

346. The estimated figure for criminalproceeds for 2019 is much larger, because of inter alia one
domestic proceedsgenerating case under investigation (the LP case). At the time of the onsite visit,
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in this particular case, a total of aroundEUR 855 million was seized, either domestically o abroad
(see table above).

347. Nonetheless, the pending case of L, C and S in the trial phase involves significant domestic
proceedsgenerating offences, with large seizure and freezing orders in place domestically and
abroad. This prosecution involves oftiials allegedly enriching themselves through their positions,
which addresses another important area of national risk. It is, however, not a confiscation result as
yet. Overall, the cases where significant amounts were seized and not yet confiscated appedre

in line with what the AT considers to be an important ML risk, and that is abuse of office for personal
or other benefits.

348. Two confiscations of approximately EUR 1.3 million in total reflect, in part, the assessment
of national risks. While few,if any, countries are confiscating very significant percentages of their
annual costs of crime, the sums confiscated here are only a small percentage of estimated criminal
proceeds in the years the offences were committed.

Overall conclusions on 10.8

349. The HS is pursuing confiscation of identified proceeds as a policy objective. However, only
two confiscation orders as a result in criminal proceedings were achieved so far. These orders were
handed down by the tribunal in 2018 and 2019. Whilst the authoritiesre proactive and effective in
tracing and seizing assets, including the assets aboard, orders for value confiscation or confiscation
of instrumentalities have not yet been made in criminal cases. Overall, the amount of assets
confiscated is far inferiorto the amounts seized. This appears to be a consequence of a lengthy
investigations and the fact that final convictions are yet to be achieved in numerous cases with
significant confiscation requests. The new confiscation provision (i.e. netonviction based
confiscation as per Decree 277) based on suspicion has been used in criminal proceedings, though
no provisional order granted on the basis of suspicion has been finally confirmed in a criminal case
as yet. HS has strong border controls and measures amegplace to detect cross border transportation

of cash. Seizures and confiscations executed so far reflect some of the identified national risks.

350. The HS/VCS has achieved a moderate level of effectiveness for 10.8.
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4. TERRORIST FINACING AND FINANCING OF PROLIFERATION

4.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 9

a) No incidents of TF have been identified so far. Thus, there have been no prosecutions
convictions for TF.

b) The TF risk is considered to be low. These risks have been considered proactively and
the absence of any concrete TF elements within the jurigttion or information received from
outside, the conclusion to rate the TF risk as low appears to be reasonable and ground
Consequently, the absence of TF prosecution is in line with the risk profile of the jurisdiction.

C) The CdGand other competent authoritesof OEA ( 376 #3 AOA AAOOA
exposure as a potential target of terrorist and extremist activitiesThe ECOFIN Unit, which is
responsible for TF identification and investigation is maintaining close contacts with other parts
of the CdG and isleveloping preventive strategies, such as spot checks of persons carrying cg
below the EUR 10000 threshold for mandatory declarations. The ECEFIN Unit is also carrying
out proactive analyses of ML SARs from the TF perspective for the better identification of possil
TF.

d) While there have been no recent terrorist incidents in the HS/VCS, EEIN Unit officers
understand that there should be a parallel financial investigation alongside an investigation intq
any future terrorist attack. On the other hand, the HStrategy documents, security plans and force
instructions do not set out aclear requirement for the conduct of parallel finarmial investigations
in terrorist enquiries.

e) Since there has been no prosecutions/convictions for TF, no conclusion could be made
proportionality and dissuasiveness of sanctions applied. On the other harghnctions for natural
persons & foreseen by tle CQ5-15 years of imprisonment)are proportionate and dissuasive.

Immediate Outcome 10

a) Despite not being a member of the UN, the HS/VCS has adopted a domestic mechat
that allows it to give effect to UN sanctions without undue delay. However, the Aduind that one
designation and an update related to UNSCR 1267 had not been transposed to the HS/VCS nat
list by the time of the onsite visit. This raise concerns over the effective implementation of FH
related TFS by the competent authorities.

b) The transposition of designations to the national list under the UNSCR 1267 and UNS
1373, takes place in accordance with a practice between the Governorate and the SoS which is
fully documented. The AT is concerned that the overall effectiveness of thisgatice might be
affected by its undocumented nature.

C) The residual risk determined from the NPO risk assessment and shown in the NPO Rep
for the sector is an aggregate of both ML and TF risk. As a result, the features and types of N
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which by virtue of their activities or characteristics, are likely to be vulnerable to TF abuse wer
not identified at sectoral level. Nevertheless, ML and TF risk has been assessed separately for ¢
NPO.

d) There are indications that a small number of other charitable ledaersons may fall within
the scope of the FATF definition of NPO but which have not been classified as such by
competent authorities. These will not have been the subject of the NPO risk assessment but
currently the subject of a separate risk asssment of legal persons other than NPOs.

e) Following on from the results of the NPO risk assessment, a supervisory plan was isst
covering all NPOs (and so was not riskased) and, at the time of the onsite visit, one NPO h
been visited (report outstanding). Targeted AML/CFT supervision and outreach did not appear t
be a priority before 2019.

f) Representatives of the NPO sector met onsite confirmed that the findings of the sector
risk assessment had helped them advance their understanding of potential MIE risk and
APOAOOAA APPOAAEAOEIT &£ O OEA OOBPAOOGEOI O
understanding of TF risk is considered by the AT to be at an embryonic stage and solely trigge
by the risk assessment.

9) Mindful of Key Finding @), there have been no cases in the HS/VCS where the jurisdicti
could have demonstrated the implementation of TFS pursuant to UNSCRs 1267/1989 or 19¢
Nonetheless, the HS/VCS has designated a person in its national list under the said Resolut
following the 2015 terrorist attacks in Paris.

h) The AT is of the view that the absence of evidence of potential TF threats based on S
or requests for international cooperation and the absence of frozen funds, are in line with the 71
risk profile of the jurisdiction.

Immediate Outcome 11

a) The mechanism implementing PHelated TFS is the same as the one for TF. The AT foy
that an update related to UNSCR 1718 was transposed with delay (25 days) to the HS/VCS natic
list. This raise concerns over theeffective implementation of PFrelated TFS by the competen
authorities.

b) Mindful of the Key Finding (a), there have been no cases in the HS/VCS where
jurisdiction could have demonstrated the implementation of PFelated UNSCRs.

c) No international request (formal or informal) linked to PF activities, movement of funds
or other assets was received.

d) There is a standing Working Group dedicated tBFwithin the FSC The group allows for
quick exchanges of Pirelated information between competent authorities. So far, the
identification of areas where improvementin the implementation of PFrelated TFSis required is
the main topic of discussion.

e) Awareness concerning PHelated TFS of the ASIF authorised institution is at the sam
level asfor TF. It screens against all UN listhrough automatic checks for UNSCR updates, relyir|
not only onto the national list, but also on a reatime commercial daabase.
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Recommended Actions
Immediate Outcome 9

a) The authorities should ensure that all strategic documents and security plans for th
handling and investigation of terrorist attacks in HS/VCS include a clear requirement fq
mandatory parallel financial investigations into the terrorist offences

b) The authorities should ensure that EC&IN Unit officers and prosecutors (current staff
and those newly recruited) undergo periodic trainings on emerging techniques and pathway
used for TF. This training programme should include all TF related typology reports that hav
been prepared in the FATF globaietwork.

c) The authorities should develop gractical reference manual forthe ECOFIN Unit on how
to plan and conduct a TF related financial investigation. This manual should also provic
guidelines on identification of possible TF through analysis of finecial flows to those countries
which may present particular TF risks

Immediate Outcome 10

a) The authorities should review and revise the mechanism for transposing UNSCR-T
related TFS designations in light of the identified failures/delays and ensure thahé mechanism
is fully documented. This recommended action should also cover P&lated TFS.

b) In the next iteration of the NPO riskassessment, the authoritiesshould: (i) include any
other charitable legal persons that are NPOs; and (ii) identify how terrast actors may abuse the
identified NPOs with high TF risk.

c) The authorities should reassess thecharacteristics and activitiesof all charitable legal
persons with a view to identifying any falling within the scope of the FATF definition of NPO.

d) In taking steps to remedy the shortcomings identified under R.6 and ensuring the effecti
implementation of TFrelated TFS in a mannecompatible with its status as a Permanent Observe
State at the United Nations, thauthorities should continue to engage with the relevant UN Organ
with a view to being granted adequate access to the UN TFS mechanisms.

e) The authorities should take measures, including provision of training, to enhance th
awarenessof competent authorities exercising border controlson the implementation of Tk
related TFS. This Recommended Action is also relevant for-Rifated TFS.

f) The authorities should provide training and guidance to the ASIF authorised institution
with regard to the implementation of TFRrelated TFS.

g)  The authorities should enhance their outreach activities with the NPO sector in advancir
OEA .0/ 08 O1 AAOOOAT hsel oENPDIRUIFeRbIeQETE Bbdse is IddnifiedA
the next iteration of the NPO risk assessment, focus should pkaced on addressing risk in this
subset

Immediate Outcome 11

a) In taking steps to remedy the shortcomings identified under R.7 and ensuririge effective
implementation of PRrelated TFS in a manner compatible with its status as a Permanent Obser\
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State at the United Nations, the authorities should continue to engage with the relevant UN Orga
with a view to being granted adequate access the UN TFS mechanisms.

351. The relevant Immediate Outcomes considered and assessed in this chapter are 1019 The
Recommendations relevant for the assessment of effectiveness under this section are R. 178, 5
30, 31 and 39.

4.2. Immediate Outcome 9 (TF inves tigation and prosecution)

421.001 OAADOOEIT T YA1T 1 OEAOEITT 1 &£ OUPAO T £ 4« AAOEOEO
profile

352. Inthe period under review, there have been no prosecutions or convictions for TF offences.

The AT considers this to be broadly inlinck EOE OEA EOOEOAEAQEI T80 OEOE b
353. The ECGFIN Unit (which would investigate any case of TF), the CdG as a whole, and all the
HS/VCS authorities are acutely aware of the exposure of the HS as a potential target of terrorist and
extremist activities, given the highly visible nature of the Pontiff in his pastoral role. The CdG in
particular reminded the AT that, in the protection of the Holy Father, they are always conscious of
OEA AOOAOOET AOGETT AOOAIBO 11 30 *ihdeated A the) )
Head of ECE&FIN Unit is also the lead HS/VCS INTERPOL link, and it is clear that his unit is well
connected to international law enforcement intelligence networks for assessments of the risks of
extremist or terrorist actions againstthe HS/VCS or the Holy Father. Overall, the HS/VCS authorities
consider that they are at a high risk of terrorist activities. HS/VCS security schemes and anti
terrorism strategies necessarily have taken into account the unique nature of this risk.

M
—

354. The authorities pointed to characteristics of the HS/VCS which make it an unlikely locus for
TF activities. They underlined that the HS/VCS is not a financial centre and does not have a market
economy that might facilitate the collection and movement of fads for TF. They noted also that the
permanent population is rather limited, and that there is no evidence of the presence of radicalized
groups in HS/VCS. They emphasized that users of financial services in the jurisdiction belong to a
limited set of predetermined categories of persons.

355. TF risks have been considered proactively. Every authority examines the possible
involvement of TF elements when reviewing ML data. For example, SARs for ML are also analysed
by the FIU for the possibility of TF indicatorgwith cooperation from the CdG where needed) and
investigations by the OPJ consider whether cases are linked in some way to countries exposed to TF
risk. The SfE and Office of the Auditor General also consider TF risk whilst exercising statutory
oversight of public authorities.

356. The AT was advised that some analysis of HS/VCS financial flows to those countries in the
Middle East and elsewhere which may present particular TF risks had been undertaken. These
analyses did not identify any specific TF threatIn addition, the current assessment of TF risk is
broadly supported by the absence of international cooperation requests from foreign authorities
regarding TF schemes or TF funds with potential links to the jurisdiction. The OPJ, the CdG (including
the ECOFIN Unit) and the FIU have never received any international cooperation requests
concerning TF.
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357. Consequently, the HS/VCS authorities advised that their TF risk is low. In light of the absence

of any concrete elements within the jurisdiction or information received from outside pointing to a

higher risk, this assessment appears to be a reasonable and grounded, and is consistent with the

1 4860 OEAx8 | AAT OAET ¢l Uh OEA AAOGATAA 1T &£ 4& bDOI O
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The FIU analysis of this SAR confirmed that there were no TF elements in the activity which was

reported (see also 106). In addition, one noif F SAR merited furtheranalysis by the FIU resulting in

A AEOOAI ET AOETT O1 OEA /0*h ET A E O 1T & ET & Oi A
out a preliminary investigation/inquiry and found no grounds to pursue TF investigation (see the

case description under coe issue 9.2).

359. There were no detected matches of HS/VCS account holders with names on TF sanctions
lists.

360. 4EA OEOI AT EDAOEAEOAADOROOOA xEEAE xAO AEOA
technical defect. A defence against a TF charge is prosibfor in the TF offence itself. This is to try

to protect a relief agency which inadvertently provides funds or other assets, as humanitarian
assistance to vulnerable groups during a humanitarian crisis. It is theoretically possible that the
work of relief agencies in a humanitarian crisis might inadvertently enable a terrorist to receive
funds or other assets. It is noted that the provision provides a defence, and not a bar to TF
prosecutions. Common Law jurisdictions use prosecutorial discretion to decie to prosecute an
offence where there are public interest factors which mitigate against a prosecution. In the HS/VCS
system, the legality principle applies and all cases where there is evidence have to be prosecuted. It
seems to the AT that this carv@ut puts the HS in a broadly similar position to a country which can
exercise prosecutorial discretion not to proceed on the facts of a particular TF case. It was concluded
by the AT that this carveout was not a technical defect under R.5, as the provisicappears
compatible with Art. 21 of the International Convention for the Suppression of the Financing of
Terrorism 1999. In any event, the risks of this scenario arising in practice seem rather remote and
therefore the chances of its impacting on the effeieness of TF prosecutions seem equally remote.

00

4.2.2. TF identification and investigation

361. The CdG and its EGBIN Unit work very closely with the Counterterrorism operative group
in the Italian Department of Public Security. This cooperation, established throtighe provisions of
the Lateran Treaty, ensures that any terrorism/TF investigation would be carried out by the
Department of Public Security and the CdG.

362. TF investigations could be identified by SARs or by police intelligence or instituted in the

contextof a terrorism investigation. Any SAR containing TF elements is given priority by the FIU. As

already noted, each ML or predicate offence related SAR is analysed by the FIU also from TF
perspective. These THelated analyses include checks of the individals and entities indicated in the

312h ETAI OAET ¢ OET OA OEAO AOA OA1I AGAA O OEAI h A
GOAML, declarations of crosborder currency transport). These checks are also extended to the

external sources, such & Factiva (because of the ability to access negative news regarding the
subjects), Orbis (because it indicates the individuals in a company that have been the subject of
negative news) and Worldcheck (because it checks the names against global sanctiosis liglobal
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regulatory and law enforcement lists, and Iran economic interest lists). In addition, the FIU also
consults the list of subjects that threaten international peace and security, issued by the
Governorate, and, when needed, requests informatiomdm its foreign counterparts. These efforts
are welcome, and the AT encourages the competent authorities to continue with this practice.

363. Asnoted above, one TF related SAR was submitted (in 2019), but no TF elements were found,
and the case was archivetly the FIU.

364. On the other hand, there has been one situation where a preliminary investigation/inquiry
into TF suspicion was carried out by Cd@ his situation is further discussed in thebox below.

BOX 15

The case originates from an SAR submitted by éhASIF authorised institution in 202Q This
particular SAR did not indicate any predicate, but only a suspicious activity which included wire
transfers to a highrisk jurisdiction. Upon the FIB O AT A1 UOEO 1T & OEA 31! 2h
disseminated to theOPJ The information indicatedthe FILB O AT T OEAAOAOET T OEAO A
have happenedThe FIU noted that he legal entity ordered a wire transfer from its account held at
the ASIF authorised institution to an account held by a natural person at théSIF authorised
institution . From this account the funds werehen transferred into an account held bya Lebanese
intermediary.

Upon receiving this information from the FIU, the OPXegan a preliminary inquiry into possible TF.
The CdGwas asked to carry out analyses. These confirmed that the transfers had nothing to do with
TF, but were aimed at providing humanitarian aid, executed in this way because a Catholic legal
entity cannot send funds directly to Lebanon. The case was archived.

365. The ECGFIN Unit is well linked to international intelligence information. Happily, there have
been no recent terrorist incidents in the HS/VCS. Nonetheless, EEM Unit officers understand that
there would need to be a parallel financial investigatiommto funding alongside any investigation into

a terrorist attack or attempted attack. In case a terrorism incident occurs, any member of the CdG,
regardless of his role or hierarchical position, is obliged to immediately inform and proceed with the
transmission of information to the Commander who, by virtue of its prerogatives, would call for
action the officers from various Sections of the CdG. This procedure allows synergistic, prompt and
coordinated action. The Counteiterrorism Unit would be in charge toprepare a course of action
commensurate with the threat, theECGFIN Unitwould reconstruct the financial flows, whilst the
Interpol Office would seek and exchange information with foreign counterparts. The OPJ would
coordinate these activities and directspecific investigatory actions. It also worth noting that the
competent authorities (FILOPJCdG) have signed a MoU (April 2020) which lists various forms of
inter-agency cooperation on ML and TF related matter.

366. Being fully aware that TF can involve smakums, it is commendable that the ECBIN Unit

is also developing preventive strategies, such as spot checks of persons carrying cash below the EUR
10 000 threshold for mandatory declarations. Although it is not a mandatory legal requirement, the
CdG, whaever they deem appropriate, request persons crossing the HS border to declare funds even
if these funds are below the aforementioned threshold. Information gathered as a result of this
process is used as a source of intelligence. Authorities advised tliae application of this measure,
which started in early 2019, allow the CdG to identify movements of funds which, together with other
information they have, may either indicate that ML or TF might be taking place, or, may exclude such

103



possibility. In addtion, proactive analyses of ML SARs from the TF perspective, with a view to
identifying TF in the HS, are another tool which facilitates effective TF prevention and disruption.
With more resources for the ECEGIN Unit, the analytical side of TF identificdon, which is slowly
being developed, could be further enhanced.

367. ECOGFIN Unit officers have undergone a TF training organised by the Italian GdiF which, inter
alia, discussed specific aspects of TF ssvis ML and its common typologies. Whilst this is
commendable, the AT believes that the TF related trainings should be held/attended on a more
regular basis. So far as the AT is aware, there is currently no confidential practical manual/online
reference document for new recruits in the EC&IN Unit (or for new prosecutors) on how to plan
and conduct a financial investigation generally, or specifically in the context of TF. Practical
experience that is now being developed in financial investigations needs to be captured for future
personnel and for institutional memory. The AT advise consideration of developing such a resource
both for parallel financial investigations in predicate offences and in the context of T&Fpossibly in
cooperation with an external expert, if resources permit. Such a document wouldeed to be
approved by the Promoter of Justice before promulgation internally, and he may wish to share it
with the Judiciary for any input before finalisation. Such a resource would need to be kept up to date,
particularly as regards new investigative tehniques and developments in new technologies, and the
use and location of VAs.

4.2.3. TF investigation integrated with zand supportive of - national strategies

368. The CdG has a comprehensive artgrrorism strategy/security plan for protecting the
HS/VCS. This stratgy forms a part of the overall security plan of the jurisdiction. This document,
which is classified as confidential, requires police measures to ensure the security of the territory,
especially during mass public events. It also requires the identificath of terrorism threats by
proactive identification of signals or information that may indicate possible TF, both in the analysis
of financial flows and in the execution of cros®order controls. The document designates the ECO
Fin Unit as a central body esponsible for analysis of the financial aspects in any terrorism/TF
related investigation. The exact measures and course of action to be applied by the BT Unit are
discussed under the core issue 9.2 above.

369. The strategy documents, security plans anafce instructions do not, however, set out a clear
requirement for the conduct of parallel financial investigations in any terrorist enquiry. Whereas the
ECQFIN Unit investigators reassured the AT they are aware of the need for parallel financial
investigation and that they would certainly carry it out in case such incident occurs, the AT is of the
view that this requirement needs to be included in appropriate force instructions.

370. In a small jurisdiction like the HS, the integration of investigations ird the development of
counter terrorism strategies is much easier, as all the main players are closely linked and well known
to each other. It was, as noted, clear that if there is a terrorist incident, this would take top priority
for the CdG, including tie ECGFIN Unit, and all resources would be channelled into that for however
long it takes. Protection of the Holy Father, the institution and the public would be the central focuses
at that stage. Parallel TF investigations would be prioritised by EGEIN Unit once the HS/VCS was
secured and the terrorism investigation commences and could be conducted in tandem with the
main terrorism investigation. As a strategic point of development, the 2020 Action Plan of the ECO
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FIN Unit envisages additional trainingon complex TF typologies. The Plan does not, however,
elaborate further on this training programme.

4.2.4. Effectiveness, proportionality and dissuasiveness of sanctions

371. This core issue is academic at present as no TF case has been prosecuted or convicted. The
sanctions for natural persons appear (on paper) proportionate and dissuasive {b5 years) though
no financial sanctions are envisaged.

372. Financial sanctions in the cae of legal persons include various interdictionsAs per At. 47
paragraph 4 ofthe Law on Supplementary Norms on Criminal Law MattersL@w VIII) 2013, these
sanctions range from EUR B00 to EUR200 000. In addition, the sanctions include g&emporary ban
on the activity of the legal person and the suspension or revocation of licence.

4.2.5. Alternative measures used where TF conviction is not possible (e.g. disruption)

373. Again, this core issue is academic at present as no concrete indication of TF kasr

emerged. In the event of any TF investigation failing to produce sufficient evidence to prosecute for

TF, then other terrorism offences may be considered, especially if the financier was part of the group

involved. These might include aiding and aliging the terrorism offence itself or being part of the

conspiracy or criminal organisation, or other relevant public order offences. If no other offence was
AAPAAT A T £ DOl OAAOGOETT OEA OOOPAAOGO AAltA@i O x1 O
entry points so alerts would be raised ithat personever tried to re-enter the HS/VCS.

374. Since no concrete indication of TF has ever emerged, there has been no need to apply
disruptive measures.

Overall conclusions on 10.9

375. The HS/VCS authorities are adely aware of the exposure of the HS as a potential target of
terrorist and extremist activities, given the highly visible nature of the Pontiff in his pastoral role
They have detailed security arrangements in place which are coordinated, understandablyith
Italian LEAs The HS/VCS authorities (including the Head ¢fie ECOFIN Unit in his Interpol liaison
role) have extensive links to international law enforcement intelligence networks to ensure the
security of the HS and thédoly Father. These networksare also capable of providing intelligence on
possible TF risks in HS/VCS. No such TF intelligence alerts have been received so far.

376. No TF has been identified in the HS/VCS$F risks have been considered proactively and in
the absence of any concrete TElements within the jurisdiction or information received from
outside, the conclusion to rate the TF risk as low appears to be reasonable and grounded.
Consequently, the absence of TF prosecution is in line with the risk profile of the jurisdictiofhe
fact that SARs on ML are also being analysed from the TF perspective (without any TF investigations
being initiated from such analyses) gives the AT more confidence thatpotential TF activity would

be detected It is strongly advised that the analysis o&ll ML SARs for possible TF should be an
ongoing process.

377. There is growing financial investigative capacity inthe ECGFIN Unit and the Section for
Economicand Financial Crimesof the OPJ These prosecutorial and investigative skills need to be
captured in a manual on financial investigation generally for institutional memory. With such a
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manual as a guide, and more fully trained financial investigators, the HS/VCS will be better equipped
to respond quickly and appropriately (in cooperation, as necessary, with th€ounter-terrorism
operative group in the Department of Public Security if indications of TF emerge, or in the
unfortunate event of a terrorist incident. Whereas the ECA@-IN Unit officers are aware of a need to
carry out parallel financial investigation into any terrorism related incident, such requiremenneeds

to be clarified in Force Orders that a parallel financial investigation should accompany any
investigation into a terrori st incident or attack.

378. The HS/VCS has achieved a substantial level of effectiveness for 10.9.
4.3. Immediate Outcome 10 (TF preventive measures and financial sanctions)
4.3.1. Implementation of targeted financial sanctions for TF without delay

379. Due to its inherent naure and goals, the HS/VCS observes strict neutrality in its relations
with other states. This neutrality is enshrined in the 1929 Lateran Treaty and the HS/VCS
constitution. In light of the requirements set in Chapter VIl of the UN Charter, the HS/VCS haisg
held the view that becoming a member of the UN would be incompatible with its neutrality.
Nonetheless, in the context of its efforts to counter ML/TF, it has committed itself to implementing
TFrelated TFS. To that end, it has adopted a domestic mealsm, which establishes a single
national list that allows the HS/VCS to give effect to UN sanctions while respecting its unique legal
situation. The national list also includesMotu Proprio designations of other jurisdictions, as well as
personsinvolvedET AT OP Adi OAOOS

Transposition of designations

380. The transposition of designations to the national list under the UNSCR 1267/1989, UNSCR
1988 and UNSCR 1373, takes place in accordance withad fully documented practice between the
Governorate and the SoShe former is responsible for monitoring updates to the UN lists. An officer

of the Governorate is entrusted with the task of ensuring that the national list is updated without
any undue delay. The Governorate can also receive information on listing fraime OPJ, the CdG and
the ASIF. Before making a designation, the Governorate seeks the view of the SoS. Since May 2019
the consultation process between the SoS and the Governorate has been simplified, as consent is
provided via e-mail, thus allowing for the communication of designations within a matter of hours.
Although when onsite representatives of the competent authorities involved in this process were
comfortable explaining the practice in place and their role in it, the AT is concerned that the ovdral
effectiveness of this practice might beaffected by its undocumented nature (e.g.institutional
memory lossthrough staff turnover).

Domestic cooperation on Frelated TFS

381. As regards domestic cooperation on THelated TFS this is ensured through the
establishment of an informal working group in 2017 which aims to coordinate actions for the
implementation of Tkrelated TFS. This informal working group is chaired by the SoS and it is
composed of the ASIF, the OPJ, and théGQC The meetings of the working group are held every48
months. Besides this cooperation, there is also cooperation on an operational level between the ASIF
and the ASIF authorised institution. The issuance dhstruction No. 6 (2019) Concerning the
monitoring of the listsof designated subjectsis an example of the outcome of discussions conducted
within both platforms.
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Delays

382. )1 T EGEO T &£/ OEA A& OAT AT OETTAAh OEA ! 4 0A0OEAX

As a result, it was identified ontwo occasions that updates related to UNSCR 1267 were not
transposed into the HS/VCS national list, i.e. UNSCR 1267 update of 29 March 2018, designating one
person and UNSCR 1267 update of 10 September 2620This could also be explained by the
technica gaps identified under R.6 (e.g. there is a discretion for the authorities to transpose the
designations of the UNSCRs into the national list). Beyond the issue of the +icansposition of the
said designations, the AT did not identify delays in the trap®sition of designations related to
UNSCRs 1267/1989, 1988 or 1373f such significant nature However, the AT observed that a
large number of UN designations are transposed to the national list in a timeframe between 72
hours to one week'’. In some caseghis is most relevant for UN updategrior to the weekend

or public holidays. Nonetheless, given that the same mechanism applies for TF andrelated TFS,
delays identified in relation to UNSCR 1718 (see 10.11) are also relevant. Accordingly, the AT has
concerns over the effective implementation of THelated TFS by the HS/VCS competent authorities,
as a result of: (i) the discretionary power given by the Law in transposing designations into the
national list; and (ii) the undocumented nature of the tranposition process.In light of the above
mentioned, @ncerns are also raisedvith regard to the freezing of funds or other assets without
delay by the competent authorities exercising border controls, as the national list is used for
screening individuals entering the jurisdiction, which might not include UNSCR designations at the
time of screening

Implementation of TFrelated TFS

383. There have been no occasiods in the HS/VCS where the jurisdiction could have
demonstrated the implementation of TFS pursuant to UNSCRs 1267/1989, 1988 or 1373.
Nonetheless, the HS/VCS has designated a person to its national list under the said Resolutions
following a request madeby the CdG aftethe 2015 terrorist attacks in Paris (see bokelow). During

the review period the HS/VCS was requested once by a foreign state to give effect torélated
freezing measures, however as the said designation was simultaneously accepted by ithe, the
national list was immediately updated as part of the UN procedure. There have been no requests
received by theGovernorateto list an individual/entity from the ASIF or the OPJ.

BOX 16 - Case Study Salah Abdeslam)

Following the November 2015 terraist attacks in Paris the CdG proposed the inclusion of the sole
OOOOEOI O OAOOI OEOO j3AI AE ! AAAOGI Ai g ET O OEA
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designations made by the UN Security Council during the period under assessment.

36 This update was transposedo the national list on 16 December 2020 with Ordinance N. CCCXCIII.
37 UNSCR updates of 10 July 2019, of 6 March 2018 were transposed to the national list respectively on 9
October 2020 with Ordinance N CCCLXXIIl, on 12 July 2019 with Ordinanc&€@CXVIIl and on 12 March 2018
with Ordinance N. CCXXX.
38 Although the HS/VCS has designated a person, no match was found or freezing action was taken, as no
relationship was found, and no funds were deposited with the ASIF authorised institution in relatioto that
person.
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OOAA 11 GdedivAdfronxtAeQnterpol. In addition, prior to the actual designation, the CdG
adopted preventive measures aiming at blocking access of the referred subject to the HS/VCS and
enhancedits international cooperation with a view to acquiring intelligence related to the subject.
Simultaneously, theASIF authorised institutionwas requested by theFIU to verify whether it had

any economic relationships or operations directly or indirectly attributable to the subject over the
past ten years. As no such relationship or transaction was found, t#eSIF authorised institutionwas
ordered to block any possible future operations directly or indirectly linked to the subject. Once all
the aforementioned actions were concluded, the HS/VCS authtieis were informed that the subject
had alsobeendesignated by the UN.

Delisting
384. There were no cases of déisting initiated by the HS/VCS
Communication of designations

385. The ASIF is responsible for communicating the HS/VCS list of designations to the ASIF
authorised institution. The ASIF authorised institution is the sole reporting entity to receive the
updated list in such a mannerThe communication ismade through the mport of data into the
special IT tool- Pythagoras Solution System which is a unified system used both by the ASIF and
the ASIF authorised institution.The list is also published on the Governorate and the ASIF websites.
Beyond the HS/VCS list, as a rel of the 2014 inspection by the ASIF, targeted instructions were
given to the ASIF authorised institutionto evaluate and purchase an external specialised database
updated in real time to reflect changes to UN liststo screen all its relationships anl transactions.
The ASIF later verified that the instruction had been addressed, and controls put in place. Also, the
ASIF Instruction 6 requires supervised entities to continuously monitor the lists of designated
persons issued by the competent bodies @ie UNSecurity Council and the EU.

Freezing obligation

386. During the interviews held onsite, the AT identified that there is ambiguity in some
AOOET OEOEAOGSE O1 AROOOAT AET ¢ 1T &£ OEA OOAPO OANOEOAA
funds or ather assets of desighated persons (e.g. the authorities exercising border controls were not
comfortable explaining their role in the identification of designated persons in complex casesuch

as involving BOs as designated perso@s8 4 EEO A A A oncéis ov@rEtde effedtiteO
implementation of freezing measures by the HS/VCS. Moreover, the absence of a direct requirement

on obliged subjectdo freeze funds or other assetsf designated persongR.6, c.6.5explained in the

TC Annexcould impede the dfective implementation of freezingof funds or other assets. That said,

this does not appear to be an issu@ practice for the ASIF authorised institution, as its internal
guidelines for TFS provide for the obligation to block any accountmked to designated persons. The

relevant guidelines were shared with the AT, and their use was discussed and confirmed by the

ET OOEOOOET 160 OAPOAOGAT OAOEOA AOOEI ¢ ET OAOOEAxOS8
training to the ASIF authorised institutionemployees on transactions screening.

Understanding of the ASIF authorised institution

387. The ASIF authorised institution has a good understanding of its obligations and
responsibilities related to implementation of the TFrelated TFS.Representatives of the ASIF
authorised institution interviewed explained that diecks are done using the special IT tool
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Pythagoras Solution System, including screening of the entire customer database against an external
commercial database. Screening also extends to BOs and tianes of persons on whose behalf a
transaction is performed. To date, no sanction hits have been identified by tH&SIF authorised
institution and, as a result, no funds or other assets of T€lated designated persons or entities have
been frozen.The ASF authorised institution has encountered a large number of false positive hits
(see para. 476).The system is designedn a way that transactions are screened prior to their
execution. Unresolved flse positivesare passedby customer facing staffto the compliance team,
which is responsible for examining themThe underlying reason why &hit is considered to be a false
positive is recorded. Representatives of the ASIF authorised institution explained that, upon
identification of a positive match, the FIU would be informed immediately, and no funds would be
moved until guidancehad been receivedrom the FIU. Although this has not been tested in practice,
the AThasno concerns on the effective implementation of this process.

Guidanceand training

388. The authorties are of the view that theAML/CFT lawand by-laws are sufficiently detailed
for the ASIF authorised institution to understand the implementation process of Frelated TFS.
Therefore, no guidance or training is provided. As a result, the ASIF authorisenstitution relies
solely on its own resourcedo guide staff onthe implementation of TRrelated TFS. The AT ndewed
the TFS guidelines of the ASIF authorised institution which are of good quality. Apart from TFS
screening when applying CDDneasures the guidelines provide among otherthings for on-going
monitoring and precautionary measuresadding to the understanding of the ASIF authorised
institution concerning implementation. Nonetheless, the AT is of the view that the authorities should
take a moreproactive approach concerning THelated TFS outreach.

4.3.2. Targeted approach, outreach and oversight of at -risk non -profit organisations

389. The HS/VCS&haritable sector is very small. As presented under Chapter 4t the time of the
on-site visit the HS/VCS had: NPOs (20), voluntary organisations (3), and other charitable legal
persons (21). The most recent NPO risk assessment (April 2020) evaluated 22 NPOs (Ealgle 17).
However,based on information provided by the authoritiesthere are indicationsthat, amongst the
Ol OEAO AEAOEOA Afierk aré o\ WhicHpdwidé fuhd® fohcharitable, religious,
educational or social activities as their main fuation (and which may fall within the FATF definition

of NPQ.

NPO risk assessment

390. Aside from the GRA and subsequent updates which identified some NPRated risks, the
ASIF conducted a dedicated ML/TF risk assessment of all registered NP€&snpletedin April 2020

and updated in May 2020, for which they are commended by the AT (see 10.1). The assessment was
conducted on the basis of the MoU on the Supervision and Monitoring of NPOs, signed by the SoS,
the SfE and the ASIF, which has as its objectives: gtyengthening AML/CFT internal preventive
mechanisms; (ii) intensifying mechanisms for detecting/identifying ML/TF threats and
vulnerabilities; and (iii) improving effectiveness of supervisory activities that assess non
compliance on the part of NPOs.

391. Theassessment was conducted on the basis of qualitative and quantitative information. A
guestionnaire for the selfassessment of ML/TF risk was prepared by the ASIF, aiming at acquiring
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data and information outlining both the residual ML/TF risks, including siortcomings or areas for
improvement (see core issue 5.2 concerning the required data, including FIU data and data collected
by the competent authorities from external sources). The information and data acquired with the
Questionnaire have been processed ith a calculation engine made up of 25 indicators that have
been developed to assess the threat of each NPO, and 20 its vulnerability level. Each indicator is
structured specifically for the evaluation of ML/TF risk, whilst some of them are applicable to bth
types of risk. All information is considered crosswise. Then, the residual risk is determined through
the assessment of the risk to which a NPO is exposed due to potential threats and vulnerabilities
identified and the robustness of the mitigation meagres and internal control mechanisms.

Outreach

392. An outreach programme for the NPO sector was organised in February 2020 which included
distribution of the questionnaire referred to above and completion instructions. No such programme
concerning the NPO seor or typologies on TF abuse of the sector were conducted before. It is worth
mentioning that there are plans to provide update seminars on AML/CFT for NPOs periodically,
xEEAE xEIl EAI D EIT AAOAT AET ¢ OEA OAAOI 060 O1 AAOO
393. The questionnaire waseventually completed byall NPOs registered in the HS/VCShe five

that did not respond were followed-up and report published inMay 2020. Following the assessment,

the authorities carried out follow-up reviews with all these NPOs. Té following table presents the
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Table 17: Breakdown of assessed NPOs by type

Humanitarian Support Cultural Activity Educational Activity Religious Activity
9 NPOs* 3 NPOs 8 NPOs 2 NPOs**
* Two ceased their activity.
** One ceased its activity.
Risklevel

394. Based on the results of thenalysis of thequestionnaire and other information sources two
NPOs were assessed as having low ML/TF residual risk, ten with medidow ML/TF risk and six
with medium ML/TF residual risk.

Methodology

395. Regarding the methodology applied to assess ML/TF risk, the authorities state that it allows
them to separately dstinguish between ML and TF risk, as different ML and TF threat and
vulnerability factors are considered. Whilst this is the case, the NPO risk assessment itself does not
identify the features and types of NPOs which, by virtue of their activities or chacteristics, are likely

to be at risk of TF abuse, and additional TF risk indicators may be needed to refine TF risk
assessments at individual and sectorial level. In this regard, the HS/VCS is recommended to assess
TF separately.

Riskbased supervision

396. In line with the approach followed in the NPO risk assessment, the authorities have not
applied a fully risk-based approach (RBA) to measures applied to all NPOs. Instead, the authorities
have applied preventive measures to all NPQs given the very small number of NPOs that are
involved. This approach does not appear to have disrupted or discouraged NPO activities.
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Postassessment period

397. The NPO risk assessment report was shared with all sector participants. Each NPO also
received specific information on is assessment, including a timeline for the resolution of identified
shortcomings or improvement actions required. The implementation of the action plan is supervised
by the ASIFwhich periodically updates the SoS-urthermore, each NPO was requested by ¢nASIF

to report on the progress made concerning the requested actions set in the timeline shared by the
ASIF.At the time of the onsite visit, one supervision had been conducted on a NPO, the results of
which were not available. The authorities explainedhat overall, the risk assessment did not reveal
any significant shortcomings.

NPO sector understanding of risk

398. Representatives of the NPO sector met esite were aware of the results of the sectorial risk
assessmentand had been requested to provide fedshck on the assessment resultsThey also

confirmed that the selfassessment helped them advance their understanding of potential risk and
AoDOAOOAA APPOAAEAOGEIT &I O OEA OOPAOOGEOI OU AOOET
appears to havean advanced understanding of risk related to the receipt and distribution of funds.

They are inregular contact with local dioceses and bishops and provide support and guidance to
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stage and triggered by the selhssessments conducted as part of the NPO sector risk assessment. As

for the findings of the 2017 GRA andubsequent updatesoncerning the NPO sector, these were not

generally known by representativesof the sector met onsite.
Legal developments

399. As mentioned under the TC annex, since 2013, a number of AML/CFT requirements on NPOs
have been introduced. In particular, theMotu Proprio, August 2013, requires registered NPOs with

a canonical personalityin the HS/VCS to comply with AML/CFT measures and measures against
persons who threaten peace and international security. In addition, thAML/CFT law (Art. 5 bis)
requires all legal persons registered in the HS/VCS to maintain records related to their naé and
activity, their BO, beneficiaries, and members and administrators for ten years. Moreover, the 2017
law on NPOs imposes additional requirements. Also, the ASIF Regulation. BgSARSs)introduces

red flags for the misuse of NPOs. In this context,ig worth mentioning that the geographical risk
criterion includes only high-risk jurisdictions listed by international or regional bodies, whilst
insufficient attention is paid to conflict zones, which present greater risk of TF abuse for NPOs.

Relationsip with supervisory authorities

400. NPO sector representatives confirmed that their relationship with the So&nd the ASIFor

TF purposesstarted developing in 2017 and became more frequent as of mi2D19. Before that, they
were supervised only by theirdicastery of reference andinter alia,were obliged to submitminutes

and annual financial statements Whilst this system is described under Chapter 7 ambust and

effective,it did not include anyspecific AML/CFT elements.

TF reporting

401. In case of supicion of TF abuse of NPOs, public authorities and legal persons, including
NPOs, are explicitly required under theAML/CFT lawto make a report to the FIU. All NPOs met en
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site were aware to whom they should report a suspicious activity. NDFrelated SARinvolving NPOs
has been received by the FIU.

Sanctions

402. The SoS and the ASIF have some proportionate, and dissuasive sanctions at their disposal in
case of identified shortcomings, such as imposing fines and replacement of managers (s8e4).
Hitherto, given the novelty of the supervision system, such penalties have not been imposed.

Interagency cooperation

403. As for interagency ceoperation and coordination among the ASIF, the SfE and the SoS
(designated single point of contact for foreign authorities regaling NPO matters), it has intensified
since late 2019. This is also confirmed by the February 2020 MoU among the three authorities. The
importance of cooperation and coordination on NPO matters was also acknowledged by the
authorities during the interview s held onsite.

4.3.3. Deprivation of TF assets and instrumentalities

404. There have been no funds and other assets frozen in the HS/VCS under UNSCRs 1267 and
1373. During the review period, the FIU received one TFkelated SAR in total, for which the FIU
analysis cortluded that there were no sufficient TF elements. ThASIF authorised institution is
aware of its TFrelated TFS obligations concerning matches (potential or true) with the UN lists. The
ASIF and other competent authorities have at their disposal legal me&nisms and instruments for
applying freezing measures as described under the TC Annex. However, the shortcomings identified
under R.6(c.6.5) may impact on effectiveness.

405. There were no criminal seizing/freezing or confiscation orders in relation to terraists,
terrorist organisations and financiers of terrorism. The are no ongoing TF investigations either.

4.3.4. Consistency of measures with overall TF risk profile

406. In light of the absence of any concrete elements pointing to a higher TF risk profile, the

(376#3 Ai i DAOAT O AOOET OEOEAO EAOA OAOAA OEA EOOE(

and legal context of the HS/VCS, the jurisdiction has committétself to implementing TFrelated

TFS via a domestic mechanism, which establishes a single national list. That said the AT has concerns
over the implementation of TFS without delay. As for the ASIF authorised institution, there is a good
understanding of sanctions evasion risk, which is also reflected in its internal guidelines for TFS.
Consistent with this, the ASIF authorised institution applies adequate measures to mitigate
sanctions evasion risk.

407. Despite the above shortcoming and given the unique caant (seeChapter 1) of the HS/VCS,

the AT is of the view that the absence of evidence of potential TF threats based on SARs or requests
for international cooperation and the absence of funds frozen, are in line with the TF risk profile of
the jurisdiction.

408. The level of supervision and monitoring of the NPO sector varied throughout the review
period and has been significantly enhanced since mi#l019. As highlighted above, this supervision
and oversight does not take account of the risk profile of NPOs.
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Overall conclusions on 10.10

409. The HS/VCS has established a mechanism, which allows it to give effect to UN sanctions
without delay. The transposition of designations to the national list under the UNSCR 1267/1989,

UNSCR 1988 and UNSCR 1373, takes place ¢noadance with a not fully documented practice

between the Governorate and the SoS. However, the AT identified two occasions in which there was

a failure to transpose a UNSCR 1267 related update into the HS/VCS national list. The ASIF
authorised institutiol 6 0 ET OAOT Al DPOI AAAOGOAO POI OEAA &£ O OEA
to designated persons, although certain technical compliance deficiencies (c.6.5) might impact on

the effective implementation of freezing measures. The AT has attached paul&r importance to

both findings.

410. A sectorial NPO risk assessment has been conducted for which the authorities are to be
commended. TF risks emanating from NPOs have been assessed in aggregate along with ML risk,
hence the risk assessment did not identifghe features and types of NPOs which by virtue of their
activities or characteristics, are likely to be at risk of TF abuse. Instead, the authorities have applied
preventive measures to all NPOzg which is not in line with the FATF Standards.

411. The HS/VCSis rated as having a moderate level of effectiveness for 10.10.
4.4. Immediate Outcome 11 (PF financial sanctions)

4.4.1. Implementation of targeted financial sanctions related to proliferation financing
without delay

412. ' EOAT OEA EOOEOAE A OE helpduiors Afthe 1920m dtefal Fréaty Brid OE OE |
the HS/VCS constitution in observing strict neutrality, and the absence of manufacturing and

industrial economy, the HS/VCS is not exposed to PF activities. The mechanism implementing
proliferation related TFSis the same as the onefofF8 4 EA 1 4860 1T AOAOOAOGEI T O 1
and communication of designations as explained under |00 are also valid for I0L1.

Delay
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with a view to the transposition of PFrelated TFS designations. fie review revealed a significant

delay in the transposition ofthe UNSCR 1718 esignationof 30 March 2018, which was transposed

into the HS/VCS national list by an ordinance issued on 25 April 2018. This might be a result of the
technical gaps identified under R.7 (i.e. no requirement to automatically incorporate the
designations made by theUN Security Council resolutions; etc.). In light of the abovementioned

findings, the AT has concerns over the effective implementation of RElated TFS by the HS/VCS
authorities.

WG on PF

414. On 15 September 2020, a permanent working group dPF(hereinafter WG) was established
within the FSC. Its aim is to oversee the implementation of TFS in a more structured and systematic
way, as well as to ensure the exchange of useful information and draft proposals to strengthen PF
related controls. The WG is composedf ahe FIU,the SoS, the OPJ, the Governorate and the CdG. It
has met once so far, and is scheduled to meet twice a year but may also be convened upthe
request of one of its members. It is worth mentioning thaduring this first meeting, it discussedthe
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issue of imposing a ban on the export of dualse material and agreed that the issuing of an ordinance
for the Commaodities Office could be opportune.

4.4.2. ldentification of assets and funds held by designated persons/entities and
prohibitions

415. No assets ofpersons linked to relevant DPRK or Iran UNSCRs have been identified in the
HS/VCS and as a result no assets or funds associated with PF have been frozen. There have been no
PFrelated SARs in the review period or earlielf-alse positive hits are treated byhe ASIF authorised
institution in the manner explained under 10.10 (see para386). The ASIF authorised institution

holds no accounts of persons linked to the DPRKhe HS/VCS has never received an international
request (formal or informal) on PF activiies, movement of funds or other assets.

Understanding of freezing obligation

416. As explained under IQL0, there is ambiguity in some authorities understanding of the
I AT ECAOGETT O1 AOAAUA AEOTAO 10 1T OEAO Adéhderi £ AA
the effective implementation of freezing measures by the HS/VCS.
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417. The ASIF authorised institution has procedures in place that enable it to identify designated
persons as a parof the implementation of PFrelated TFS. No designated person has been identified
by the ASIF authorised institution (see Core Issue 10.1, section 4.3.1, on the relevant controls applied
by the ASIF authorised institution).

4.4.4. Competent authorities ensuring a nd monitoring compliance

418. The ASIF is the authority responsible for monitoring compliance with the implementation of
TFS by theASIF authorised institution. Supervision by the ASIF is assessed under 10.3, and the same
methodology that applies to monitoringcompliance with AML/CFT requirements applies also in an
appropriate way to PF requirements.During the 2019 general AML/CFT inspection of théASIF
authorised institution, the supervisor assessed the procedures and controls of thastitution with
respect o the implementation of TFS, including the IT tools used. The inspection did not detect any
deficiency (including in the IT screening tools used) in the assessment and monitoring system of the
ASIF authorised institutionwith respect to the implementationof TFS.
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the establishment of the WG and all RFelated initiatives taken by the HS/VCS authorities in 2020
(see 1Q1), the AT is of the view that HS/VCS competemiuthorities are currently in a position to
adequately monitor and ensure compliance by the ASIF authorised institution with its obligations
regarding PFrelated TFS.

PF interagency cooperation

420. Asregards interagency cooperation on RFelated TFS matters, this was formally established
in September 2020 (seesection 4.4.1 abovg
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Overall conclusions on 10.11

421. The mechanism implementing PHelated TFS is the same as the one fdiF and the same
concerns apply Although the authorities explained that there is no undue delay in the transposition
of UNSCR updates, the AT idengtl one significant delay in an update of the single national list,
which raises concerns over the effective implementation of Rfelated TFS by the HS/VCS
authorities, such that the AT considers that major improvements are called for in this respect.

422. No funds or other assets have been frozen relation to designated persons or entities under
the PFrelated TFS regime, as no matches were identified. The ASIF authorised institution
understands its PFrelated TFS obligations and performs sanctions screening. Its TFS internal
procedures are clearregarding the implementation of PFrelated TFS.Having regard to the
developments in the PF sector since 2019 (see section above) the AT is of the view that the
supervisor is currently in a position to adequately monitoring and supervising compliance.

423. The HS/VCS is rated as having amoderate level of effectiveness for 10.11.
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5. PREVENTIVE MEASURES

5.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 4

a) There is only one authorised Fand there are no DNFBPs or VASPs. TASIF authorised
institution has implemented major changes to its governance framework and CDD processes Si
the last MER. It has redefined its customer acceptance policy so as to align it with the missior
the HS and has onlycustomerswith a close relationship to the HS/VCS and the Catholic Churc
This led to the closure of around 800 accounts between 2013 and 2015.

b) Overall, theinstitution has asound understanding of ML/TF risks which it assesses a
medium-low (residual risk). This is considered to be a reasonable assessment, thougis not

split between ML and TFThe methodologyfor assessing riskneedsfurther refinement because it
does not expressly consider: (i) ML/TF typologies of the institution; (ii) issues raised about
domestic criminality in media reports; and (iii) the risks associated with donations. The AT note
positively that the institution risk rates all the countries to which it is exposedput some
refinements are needed to this processwhich are acknowledged and in progressThe institution

has a very thorough understanding ofits AML/CFT obligations.

c) In general,risk-basedmitigating measuresare applied that arecommensurate with risk.
All of the necessary elements are in place, includingfeamework to measure ML/TF riskand a
comprehensive customer riskrating mechanism, last updated in 2018, that enabldhe institution
to identify when and what mitigating measures are to be applied. T mechanism however, may
benefit from some refinement in one particular area

d) In general terms, CDD and recor#teeping obligationshave been diligently appliedCDD
information and documentation is collectedat the time of onboarding andcustomer risk
assessments are automaticallyreviewed on a monthly bass. In addition, relationships are
reviewed periodically based on riskthough the review period for low risk customers (ten years)
is too long Until 2019,there had beensomedelays in the application ofthesereviews. There isa
rigorous risk-based transaction monitoring programme that requires the collection of CDD
information and documentation as necessarghroughout the course of a business relationship.

e) Effective measures are applied to address higher risk customers. All transactioase
initiate d by the institution (and not by customers) and useis madeof screening tools to ensure
that it complies with obligations related to PEPs, wire transfersTFSand higherrisk countries.

f) The AT considers the number of SARs to be reasonable, &hnalt the reporting obligations
have been met throughout theassessmentperiod by the ASIF authorised institution However,
until 2019, there had beensomedelays in the reviewsof transaction alertsand it seems that there
was a degree of overeporting in earlier years, linked particularly with the decision toredefine
its customer acceptance policy so as to align it with the mission of the H8d a relatively cautious
approach adopted by the instiution at the time. The quality of SARSn more recent yearsis
considered to be good, though it is not clear whether reports are in line with risks identified in th
GRA, since this is not monitoretby the institution.

9) Internal control measures and procedres to facilitate and ensure compliance with
AML/CFT obligations have significantly improved in recent years and the measures put in pla
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are generally effective. In particulara committee of the Boardplays an active role in monitoring
the effectivenes of the AML/CFT programme, andAML/CFT compliance officers are wel
positioned to understand and assess risk&Vhilst training is already offered to all staff, there isa
need for further and continuous training on the interpretation of red flags identified during the
processing of customer transactions in order tdetter support reporting by customer facing staff.

Recommended Actions
Immediate Outcome 4

a) The ASIF authoried institution should refine its business risk assessment methodolog
to: (i) assess residual TF and ML risks separately; (ii) consider reporting typologies and releva
media reports; and (iii) expressly address threats and vulnerabilities arising from daations. It

should also review its customer risk assessment methodology to ensure that risks pertaining

customers who hold positions of authority and are in charge of significant amounts of churg
funds are expressly addressed at the time of onboarding.

b) Theinstitution should review its methodology for rating countries to which it is exposed
in order to determine the scope of refinements needed.

) Theinstitution should reduce the period of time between reviews of CDD information hel
for low-risk relationships (currently ten years).

d) The institution should review the parameters set for transactional alerts in order tg
determine whether the current number supports its monitoring processes

e) The institution should improve the retention of SARrelated statistics and assess whethe
its reporting of suspicious activity is in line with the risks it is exposed to and the risk profile o
the HS/VCS.

f) The institution should continue its efforts in raising awareness among customer facin
staff on AML/CFT measures, with a greater focus on relevant typologies and red flags.

424. The relevant Immediate Outcome considered and assessed in this chapter is 10.4. The
Recommendations relevant for the assessment of effectiveness under this section are-B39

5.2. Imme diate Outcome 4 (Preventive Measures)

425. 4EA 1480 E£ETAEICO 11 )Y/81 AOA AAOAA ASH g
authorised institution ; a review of internal procedures and documents; data and statisticd the ASIF
authorised institution and arising from supervisory activities; discussions with the supervisor; data
on SARs and discussions with the FIU; and information contained in thedat update to the GRA.

426. As explained in Chapter 1there is just one ASIF authorised institutionand there are no
DNFBPs or VASPs. An assessment of the core issues for DNFBPs and VASPs is therefore not
considered necessary. The only professional firm fallg under the remit of theAML/CFT lawis the
auditor of the ASIF authorised institution, but its services are outside the scope of the FATF
Standards (which do not include auditors)

427. At the time of the onsite visit the institution had just over 100 employes and serviced
approximately 15000 clients, almost 11000 of which are individuals. Ordained clergy in the Roman
Catholic Church, including cardinals, bishops and nuns, and employeexl retired employees of the
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HS/VCS account for more than 96% of thisgure. Dioceses, institutes of consecrated life and causes
of beatification account for more than 75% of legal persons.

428. 4EA ET OOEOOOEI T A& O0i 6 AT ET OACOAI Bripdsd £ OEA
critical role in preventing and detecing ML/TF in the HS/VCS, and in safeguarding the financial
system and the reputation of the HS/VCS.

5.2.1. Understanding of ML/TF risks and AML/CFT obligations

429. The ASIF authorised institution has a sound understanding of its ML/TF risks, albeit some
shortcomings have been noted by the AT as further explained in this section. It carries out a ML/TF
institutional risk assessment on an annual basis (business risk ssssment) and representatives met
onsite were able to describe in some detail the ML/TF risks to which the institution is exposed. Data
provided to the AT by the institution also demonstrates that, while there is some room for
improvement, the institution maintains detailed information that informs its business risk
assessment (BRA) and, more generally, its understanding of risk.

430. The institution participates in the various iterations of the GRA, and, once completed, a full
copy is provided to it by the auhorities.

431. The ASIF authorised institution assesses its ML/TF inherent risk as mediutrigh, and its
residual risk as mediumlow. Considering the restricted customer base and the mitigating measures
that it has put in place, its overall risk rating is conslered to be reasonable. The main ML/TF risks
identified stem from: (i) a high number of highrisk customers; (ii) the significant use of cash by
customers, in particular natural persons; and (iii) transactions conductedvith high- and medium-
high risk countries.

432. Whilst comprehensive, the AT observed that exposure to particular typologies of ML/TF
does not seem to feature in the BRA methodology used. Internal information from SARs, such as
predicate offences (where known or suspected), countries connected tases involving suspicion of
ML/TF, the types of customers reported, and the amounts of funds involved are not clearly
considered. The same concern also applies with regard to media reports of alleged offences
considered under Chapter 1. Although exposerto cases reported in the media is monitored and
assessed on a casy-case basis, the results of such assessments and the extent to which there may
be exposure to proceeds of crime (from such cases) are not considered in the risk assessment
methodology. It therefore remains unclear to the AT whether the institution is fully aware of risks

in these areas.

433. A significant proportion of fund movements are connected to donations and charitable

activities. This includes donations through public authorities, nothly the Office of Papal Charities,
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alleging the misuse of funds. Given this, the AT would have expected to see a detailed assessment of
threats and vuherabilities connected to this stream of funds in the risk assessment. The ASIF
authorised institution is of the view that donations do not present significant ML or TF risks because,

inter alia, most donations are for small amounts and donors have no caot over funds once they

have been donated, making the typology of laundering proceeds of crime through donations in the
(376#3 O1 AOOOAAOEOA8 4EA 14 AITAOOO xEOE OEEO OE
measures are in place to address sudifisks, such as customer risk classifications and transaction
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monitoring. Furthermore, from the interviews carried out and the mitigating measures put in place,
it is evident that the institution is sensitive to the risks associated with donations.

434. The GRAhas identified tax evasion by foreign nationals as the main predicate offence to

which the jurisdiction is exposed. The institution has acknowledged that tax evasion was a typology

often noted in the past but considers that it no longer presents a threathe reduction in the size of

the customer base (see below) between 2013 and 2015 and taglated agreements signed in 2015

between the HS/VCS and the United States and Italy, were cited as the main reasons for this. The AT
concurs with these observationsAT A EO T £ OEA OEAx OEAO OEA ET OOEO
posed by tax evasion is more wpo-date than the conclusions reached in the GRA. This is considered

further under Chapter 2 and Chapter 6.

435. The methodology used has assessed ML and TFkegogether (as a single component) and
has not provided a documented assessment of inherent and residual TF risks separately from ¥IL.
Nevertheless, the AT observed that the ASIF authorised institution has in place various mitigating
measures which spedically address TF risks, and is in a position to identify and monitor TF risks
and suspicion.

Product risk

436. A full assessment of the inherent ML/TF risk presented by products and services offered has
been completed by the ASIF authorised institution. Forgh wire transfers, activities related to the

use of cash, and safety deposit boxes are assessed as presenting a high inherent risk. Other banking
services are assessed as presenting a medium or low risk, and investment services assessed as
presenting a lowrisk.

437. The institution has a good understanding of the ML/TF risk posed by cash, the significant
use of which has been identified as one of the its main risk drivers. To understand this risk, the
institution tracks, and monitors, at a granular level, the se of cash among its customers.

438. With regard to safety deposit boxes, although this service has been abused once in the past

for ML purposes, the number of customers using such boxes and the frequency of access are low.
Whilst risks connected with the provsion of this service have not been directly addressed in the BRA

i AOCET AT1Tcuh EO EO Al AAO OEAO OEA ET OOEOOOEITT 6O
sufficient.

Customer risk

439. In 2013, the ASIF authorised institution took a decision tolese all accounts of clients who
did not have a direct relationship with the Catholic Church, the HS or the VCS, so as to fully align its
work with the mission of the HS. This included legal persons not recognised canonically,- ex
diplomats and exemployees The primary objective of the exercise was not to reduce customer risk
and entailed the review of CDD documentation held for the entire customer bagehecking whether
each customer met the revised acceptance policy and CDD requirements in place at iheet This
exercise was competed in December 2015 and led to the closure of around 800 accounts.

% The most recent risk assessment provided to the AT after the onsite visit considers the inherent risks and
mitigating measures concerning TF separately from ML. However, with regard to the residual risks, there is
still no separation of TF from ML.
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440. As part of the exercise, the institution also decided to closgound a further 2500 dormant
accounts and inactive accounts with low or negative balances, amdound 2 400 accounts were
closed upon request of the client even though such accounts met the revised eligibility criteria. In
total, the exercise led to the closure of just over F00 relationships and greatly facilitated its
understanding of the custoner base, including its composition and its risk exposure to the different
types of customers, such as PEPs. Whilst a notable number of relationships presenting an inherently
higher risk were terminated, the exercise reduced the ML/TF risk exposure only @ limited extent

as the majority of the accounts closed were medium to low risk relationships. The remediation
process generated a number of SARs suggesting a degree of criminal activity.

Country risk

441. The ASIF authorised institution has a good understandgof its crossborder ML/TF risks,
which mainly arise from the number of customers and transactions that are connected to high or
medium-high risk countries. Also, bearing in mind the missionary and humanitarian work of the
Church, such as through diocesesd parishes around the world, it is inevitable that some customers
of the institution will be exposed to conflict zones, countries known to present elevated risks of
terrorism and TF, and countries which lack, or have a poor, financial infrastructure (iwhich cash
use is common).

442. Accordingly, the AT positively notes that an IT solution is used to centralise and calculate
country-risk information by adopting a dynamic risk algorithm which uses multiple external sources

of information to calculate countryrisk, including the FATF (directly through ASIF Instruction No.

1). Some refinement is needed to the methodology used. Several countries classified as presenting
a low or a mediumlow risk are international financial centres, and a few countries, also ithis risk
bracket, may present higher TF risks. With regard to the latter, further changes to better assess TF
risk are being made. Given that jurisdictional risk feeds into customer and transactional risk
assessments, this may affect ML/TF risk scoringf @ome customers and transactions. However, the
effect of these anomalies is limited since transactions with such jurisdictions are not material.
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risk assessment.

AML/CFT obligations

443. The ASIF authorised institution has demonstrated a very thorough understanding of its
AML/CFT obligations and of its own AML/CFT policies and procedures.

444, AML/CFT obligations are reflected in an internal AML/CFHandbook which is shared with
all members of staff, and relevant AML/CFT training is provided to employees. The manual is vetted
and approved by the ASIF.

5.2.2. Application of risk mitigating measures

445. The AT is of the view that, although some minor concerns subg in general, the ASIF
authorised institution is applying mitigating measures that are riskbased and commensurate with
its risks. All of the necessary elements are in place.

446. Perhaps one of the most significant mitigating factors applied is its ratheramrow customer

acceptance policyz referred to above. Furthermore, the institution does not conduct occasional

transactions, and, as a minimum, customers must operate a current account. Business relationships
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have been established only on a fae®-face bais and internet banking services are not offered, so
all transactions are initiated manually.

447. A risk appetite framework is in place which is used to measure overall risk exposure. This
uses financial and norfinancial indicators, and measures all types afisks, including, for example,
liquidity and reputational risks. Since 2018, some highevel ML/TF risk indicators were also
introduced into the framework which sets risk limits which are not to be exceeded. None were
breached in 2018 or 2019.

448. In 2018, the ASIF authorised institution implemented a comprehensive CDD and customer
risk-profiling solution and integrated it with its AML monitoring applications. The system used
AAE OA EAA AAAT AARAOAOEAAA AO OET AEAEdnEiBkledel AT A EIT
(low risk) to level 5 (high risk), which risk rating is automatically updated on a monthly basis, and
is dependent on a large number of risk factors, including the volume, value and ritdvel of
transactions undertaken through the relatiorship, the use of cash, the source of funding (salary,
donations, real estate income amongst others), and repeated transactions with countries that
present a mediumrisk or higher. At the time of the onsite visit, slightly less than 10% of the
medium-low or a low risk of ML/TF. Very few customers are classified as presenting a medium or a
medium-high risk. The AT considers that this risk distribution reflects he unique remit of the ASIF
authorised institution, whereby the majority of its generic customer base presents a low or mediwtm
low residual risk (by virtue of the customer acceptance policy) but around 10% of which have
particular higher risk features. Thecustomer base does not include the different types of customers
that one might find in banks in other jurisdictions.

449. The AT has concluded that the rislprofiling applied by the institution effectively enables it
to apply risk-based mitigating measureg which are explained under section 5.2.3.

450. The system used to calculate customer risk may however benefit from some refinement as
the system does not directly recognise the additional risks that may be presented at the time of
onboarding by persons who do nohave a PEP status, but are nonetheless entrusted with a senior
position of authority and who have oversight of significant amounts of congregational funds.
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would be picked up and flagged as part of ongoing monitoring (and risk assessment adjusted).

451. The use of cash has been declining steadily thanks to some initiatives taken by the ASIF
authorised institution, such as its successful application to join the iIgjle Euro Payments Area
network z to encourage the use of electronic paymentg and the provision of debit cards to
customers to allow payments for goods and services outside the HS/VCS using the Visa network.
Few donations are made or received in cash.

452. The institution has in place a number oimeasures to mitigate the ML/TF risks connected
with the use of cash. Cash deposits and withdrawals over EUR 10 000 have decreased in the
case of such deposits, cash is accepted only if a stamped cfbesder cashdeclaration is provided
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or, more usually, if it is completed at the institutior®. Good examples of the types of questions that
are asked when cash is deposited by customers were also provided, including in cases where a
deposit is linked todonations/charities.

453.  With regard to safety deposit boxes, as is common practice among institutions that offer this
service, the ASIF authorised institution is not aware of what is held in safekeeping. However, it
requires customers to confirm in writing that no prohibited items are stored and a member of staff

to be present when customers access their box to monitor possible suspicious behaviour. The
frequency of access by customers is also closely monitored so that any anomalies, such as sudden
increased acess, are reported internally.

5.2.3. Application of enhanced or specific CDD and record-keeping requirements

454, In general terms, the ASIF authorised institution has diligently applied its CDD and
recording-keeping obligations, including to identify and verify theidentity of the BOs of its
AOOOI 1T AOOh AO Agbil AET AA EOOOEAO 118 4EA ADPDPI EAAOD
narrow customer acceptance policy whereby all its customers are, in some way, connected to the
activities of, and known to, tle Church, even when situated in foreign jurisdictions.

455. In carrying out all aspects of CDD, use is made of several electronic tools, including open
source databases and an internal data warehouse. IT systems are in fact used for onboarding and
risk profili ng customers, carrying out transaction and profile monitoring, generating internal alerts,
and also for external reporting to the ASIF through the goAML system.

456. CDD information and documentation is collected at the time of onboardirgwhich is always
done on a faceto-face basis. Comprehensive and dynamic questionnaires are used to gather this
information and to subsequently update it. This includes information about the purpose and
intended nature of the business relationship, e.g. anticipated annual tdtaalue of funds to be
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profile is created for each customer covering: (i) risk rating; (ii) CDD information held; (iii) areas of
criticality (such as information on any specific anomalous behaviour or other elements of greatest
risk for the customer); (iv) statistics for operations in the current year and previous two; (V)
statistics on alerts from monitoring systems; and (vi) results of checks using commertiapen
source databases. Profiles are updated monthly by means of an automated system in order to ensure
that they remain relevant.

457. In addition to monthly reviews of customer profiles, they are also reviewed periodically by
checking that the information ard documentation already held is upto-date and accurate. The
institution had identified delays in completing such reviews until 2019. This periodic review is
carried out at the expiry of the review deadlines according to risk, and the frequency is six t@ 1
months for high-risk customers, five years for medium risk customers and ten years for low risk
customers. Ten years for low risk customers (which account for around two thirds of customers) is

40 Theinstitution has been authorised byhe ASIF to receive, on its behalf, crodsorder cash declaration forms
for both incoming and outgoing cash. In such instancei$,forwards the declaration form to the ASIF and also
submits acurrency transaction report, as well as a SAR in case of suspicion.
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considered to be too long a period between reviews. Revievese also carried out based on trigger
events.

458. EDD is applied at the time of onboarding to all customers rated as higisk: they are
required to provide more CDD information and have prior approval from the compliance function.
At the time of onboarding, D is not applied to those customers rated as mediwmigh risk (less
than 1% of customer base). Simplified CDD is applied at onboarding only to around 300 public
authorities (or customers that support the government). This means that standard CDD is applie
to all other customers (risk levels 1 to 4) at the time of onboarding, except higlisk customers and
most institutional customers. The AT is of the view that at onboarding, the RBA is insufficiently
graduated.

459.  All transfers of funds equal to, or greatethan, EUR 1000 (including wire transfers) are
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anomaly indicators. For higher risk transactions (transactions for higher risk customers and
transactions that have higher risk characteristics), customers are required to provide more
information or supporting documentation, especially in the case of PEPs and transfers to or from
higher-risk countries. This effectively deals with domestic and crosborder threats identified in

Chapter 1.

460. Corporate clients account for around 25% of total clients. Due to the type of legal persons
serviced, BOs will typically be those persons managing the customer, e.g. directors. The institution
also monitors relationships and transactions to identify situations in which there may be third
parties, other than the declared BOs, who may be controlling, in an unofficial manner, a legal person
that is a customer. The legislative shortcoming noted in ¢.10.10 is therefore not seen togaévely
impact effectiveness in this regard.

461. During the review period, the institution has not refused any customers at the time of
onboarding due to the provision of incomplete CDD or otherwise for AML/CFT purposes. Given the
rather narrow customer accepance policy and faceto-face basis for opening accounts, the AT does
not see this as a being a cause for concern. Since the closure of accounts referred to in sectih, 5.
no others have been closed due to holding insufficient CDD, though a small numb&rwere closed
following submission of a SAR and others blocked at the time of the onsite visit due to there being
incomplete or expired CDD information or documentation.

462. CDD information and documentation is held for a period of 10 years from the termétion of

a business relationship, and, in the case of transactions and operations records, for 10 years from
the date of execution of same. An electronic internal data warehouse stores these CDD records
thereby enabling information and documentation to besearched and retrieved upon request.

463. In 2019, the general AML/CFT inspection carried out by the ASIF concluded that the
institution had complied with CDD requirements to a good degree. The inspection did not identify
any shortcomings in relation to recordkeeping.

5.2.4. Application of EDD measures

Politically Exposed Persons

464. Effective measures are applied to address the additional risk that is presented by clients who
are PEPs or connected therewith. As part of the onboarding CDD process, customers are reqived
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confirm in writing whether they occupy the position of a PEP, or whether they are connected to a
PEP.

465. A list of functions in the HS/VCS for which the posdtolder will be considered a PEP is

published on the website of the ASIF. The ASIF alsotifies the institution when a person becomes

a PEP or ceases to be one. Checks of new customers (including BOs etc.) are made against this
domestic list, and existing customers are checked each time the list is updated by the ASIF. The AT
observed that Bmily members and close associates are not included in the list of domestic PEPs,
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are directly connected to the HS/VCS, they would not be eligible to establishdirect customer
relationship. Use is also made of reliable external data sources (on a daily basis) to check whether

any applicants or existing customers (including BOs etc) may be holding the position of, or are

connected to, a PEP in a foreign jurisciiion.

466. The 2019 onsite examination conducted by the ASIF did not reveal any major deficiencies
within the context of PEP measures.

467. All PEPs, domestic and foreign, are automatically classified as higbk relationships, and
onboarding requires the approva of senior management. Compared to lower risk customers, more
information is also collected on the source of wealth and funds of PEPSs, their associates and family
members. The risk profile and all information held are reviewed on a sigonthly basis for foreign
PEPs, and annually for domestic PEPs. Scrutiny of transactions is also mordépth and supported

by documentation or declarations by the customer.

Correspondent banking
468. Correspondent banking services or other similar services are not offered.
Newtechnologies

469. In terms of new technology, the ASIF authorised institution has taken a conservative
approach to the use of technology and does not offer any internet banking or fintech products.
During the period under review, it has not launched any new pigucts, services or changed its
business practices.

470. VASPs are prohibited from operating in, or from, the HS/VCS.
Wire transfers

471. Overall, the AT team considers that the ASIF authorised institution is effectively
implementing measures concerning wire transfe rules, and no significant concerns were noted in
this regard.

472. Two different IT systems are used to carry out transactions over SWIFT and SEPA. Both are
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include required data on originator and beneficiary; and (ii) screens this information against a
commercial open source database. In addition to sanctions and highesk country checks, as

explained above, all transfers equal to, or exceeding, EURDQO are reviewed in order to check
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473. Requests for information are periodically received from correspondent banks in the course

of processing outgoing transactions. None were subsequently rejected or suspled by
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intermediary or beneficiary banks. Similar checks are applied by the institution to incoming
transactions, where additional information is requested from counterparties where necessary.

474. Only minor shortcomings and areas for improvement were notecE 1 OEA 13)&60

compliance inspection with respect to transfer of funds.
Targeted financial sanctions

475. Various measures and systempermit identification of transactions that could be linked to
persons subject toTFSrelating to TF and to apply specific measures, which includehe freezing of
funds and informing the FIU.

476. All of the operations and transactions carried out by th&SIF authorised institutionrequire

its manual intervention. IT screening tools automatially check- before execution: (i) whether any

of the parties to a transactionrA OA T EOOAA 11 OEA (376#380 1 EOO
peace and security; and (ii) against a renowned commercial open source database that includes lists
from international bodies (UN, EU, OFAC etc.) as well as country lists, including Italy. There are also
automatic checks of CDD information collected for new customers (including BOs etc.) and daily
screening of existing customers (including BOs etc.) using thcommercial database. In addition to
name screening, enhanced transaction monitoring checks adopting a RBA are carried out, as further
explained under 5.2.3 above.

477. There have been no confirmed positive hits against the HS/VCS list or open source databases
used, though there is a large number of false positive hits per month (for reasons that are unclear to
the AT).

Higher risk countries

478. Enhanced measures are applied when servicing a customer or when executing a transaction
that is connected with higherrisk countries identified by the FATF.

479. ASIF Instruction Number 1 on countries with strategic deficiencies in their AML/CFT
systems requires enhanced and specific measures to be applied when carrying out an operation or
a transaction that is connected diredy or indirectly with higher -risk states. The list of highesrisk
states published and updated regularly by the ASIF includes all highesk and other monitored
jurisdictions identified by the FATF.

480. All connections to higherrisk states, e.g. origin or dstination of transfer, are picked up by
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statistics about such connections are reported to the ASIF. EDD/transaction monitoring, including
requesting additional supporting documentation or customer declarations, is applied. During the
period, a number of SARs were sent to the ASIF concerning transactions linked to highisk states.

5.2.5. Reporting obligations and tipping off

481. Considering the risk profile of the ASIfuthorised institution and the rather limited number

and type of customers that it serves, the AT considers the number of SARs to the ASIF to be
reasonable. The quality of SARs in more recent years is also considered to be good, though it is not
clear whether the reports are in line with risks identified in the GRA since this information is not
monitored by the institution. Overall, the AT considers that reporting obligations have been met
throughout the period under review.
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482. Almost all (95%) SARseceived by the ASIF are submitted by the ASIF authorised institution
which uses an IT tool to automatically generate alerts from the monitoring of transactions and of
customer profiles. These twetypes of automated alert have given rise to 60% of all thBARs filed
by the institution (after review by the compliance function), while the remaining 40% came from

alerts that were manually generated by customer facing staff and the compliance function.

483. A large number of automated alerts are generated each ye@ncluding TFSrelated alerts).

An in-house IT application is used to process these alerts which allows employees to evaluate,
manage, and escalate or archive them. Parameters set in customer and transaction monitoring tools
are frequently reviewed, and siice most of these alerts are processed by customéacing staff, there

are sufficient resources to manage the process efficiently. The AT believes that, considering the size
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per year, further calibration may be needed. Also, the institution has identified delays in reviewing

of alerts until 2019.

484. Samplebased quality control tests on the checks performed by customédacing staff have
not identified any cases of failure to report suspicions of ML/TF (or late reporting). Similar checks
were also carried out by the ASIF, which reported that no shortcomings were observed.

485. On average, it takes one week to assess and decide whether to archive or file a SARthth
FIU. In cases where an alert does not require any particular-ghepth analysis, a timeframe of 1 to 2

days for the entire process may be sufficient.

486. During the period from 2013 to September 2020, the institution submitted 559 SARs and a
further 1 186 supplemental SARs (concerning reports already submitted). With regard to
supplemental SARs, these are sent when a SAR that was previously submitted in relation to the
AOOOI T A0 OAI ABT QUODEROABE GBA ) 1
out on the related account is sent by way of a supplemental SAR, and this continues to take place
until the original SAR is archived by the ASIF. Hence, the number of supplemental SARSs is relatively
large (to the number of new SARS) because unaligied SARs can generate multiplsupplemental
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SARs over the years, and because, as explained under 10.6, the ASIF has a significant number of
unarchived cases, some of which date back a number of years.

Table 18: Number of SARs made by thASIF authorisedinstitution

2013 2014
Total: 190 462
New SARs (excluding account 30 78
closures)
SARSs on clients subject to 155 61
closure

Total new SARgincluding linked 185 139
to account closure)
Supplemental SARs 5 323

487. The number of SARs peaked between 2013 and 2015 and decreased in the years thereafter.
The spike in reporting was associated with the decision to close accounts that did not have a direct
relationship with the Catholic Church (referred to in section 5.2.1)In addition, details for all

2015 2016 2017 2018

534 193 136 77

54 28 23 22
55 0 0 0
109 28 23 22

425 165 113 55
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accounts to be closed, e.g. transaction data, were submitted to the ASIF prior to closure to enable the
ASIF to block funds if necessary. Four such accounts that had not been reported through a SAR were
investigated by the OB.

488. Excluding these SARs, the average number of reports between 2013 and 2015 was 54 per
year, which is higher than the average since 2016. This fall in reporting is attributable to two main
factors: (i) a relatively cautious approach had been adopted teporting in the years immediately
following introduction of the AML/CFT law (2013) - reports being made where there was
uncertainty of the need to do so or based on automated triggers; and (ii) a significant drop (around
one third) in the size of the custmer base between 2013 and 2015. The FIU concurs with this view
and also considers that there was some oveeporting in respect of account closures between 2013
and 2015, particularly when considering that most accounts were closed because they were
dormant or had low balances. With this in mind, a small number of SARs in more recent years were
examined and this shows that the quality of reports is good. SARs are complete, and information,
such as CDD information, transaction data and welbrmulated explanations surrounding suspicion,
are included as standard. Additionally, no SARs submitted by the institution have been rejected by
the ASIF.

489. The ASIF authorised institution does not keep statistics on the types of predicate offences
underlying SARs (where kown), nor on the reasons for suspicion leading to the submission of SARs.
It was therefore not possible for the AT (nor the institution itself) to form a view on whether SARs
submitted were in line with the GRA. Moreover, the lack of such statistics hamgats ability to carry

out its own strategic analysis on internal and external SARs that could, in turn, inform its BRA and
internal policy-making decisions on AML/CFT matters. However, sample SARs seen by the AT do not

suggest that they are notinlinewte OE OEA ET OOEOOOEI 160 OEOEOS

490. In 2018, goAML was implemented and the institution started reporting SARs through this
new platform. The submission of a SAR through the goAML platform may only take place once all the
required fields have been populated and aoplete information provided. Both the ASIF and the
institution confirmed that, unlike in the past, there had not been any recent requests to improve the
quality of SARs submitted and, whilst the ASIF requests additional information in respect of 18% of
SARs, e.g. more documents or account statements for longer periods, this is not attributable to poor
or incomplete SARs.

491. There are regular bilateral meetings with the FIU at which quality of reporting is discussed,
and the institution is very satisfied with the quality and timeliness of the feedback that it receives.

492. On average, 20% of the SARs filed were in relation to pending transactions, which is

AT T OEAAOAA AU OEA 14 O1 AA A OAAOITAAT A POI BT OOET
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identify any shortcomings in suspicious activity reporting.

493. Turning to practical measures to prevent tippingoff, use is made of a bespoke case
management system whickcovers all stages of reporting, from internal alerts to external reports.

The system allows for the processing of internal and external SARs in a confidential manner and is

linked directly with goAML for the submission of SARs. Moreover, all communicatiavith the FIU is

done through goAML in a secure and confidential manner. On a yearly basis, all employees receive

training on AML/CFT matters, which includes awareness raising of their confidentiality obligations.
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5.2.6.Internal controls andlegal/regulatory requirements impending implementation

494, Over the years,there has been aignificant improvementin internal control measures and
proceduresappliedto facilitate and ensure compliance with AML/CFT obligations, and the measures
put in place are generally effective. Representatives met onsite demonstrated a thorough

495. TheASIF authorised institutionhas put in place the standard three lines of defence: customer
facing staff compliance team (which includesan AML Function); and internal audit.In addition, two
committees have AML/CFT responsibilities.To facilitate an understanding of thee AML/CFT
obligations and procedures by all staffa number of comprehensive internal ecumentshave been
published.

496. The compliance team is responsible for compliance with AML/CFT and prudential
obligations. Whilst it is not focused solely on AML/CFT mattersdt includes anAML office that does
have such a focusThe head of complianceholds sufficient seniority within the structure of the
institutions, and persons in the AML office aresufficiently experienced in terms of AML/CFT They
participate in internal committee meetings, including at board level and are therefore well
positioned to understand and assess the ML/TF risks of activitieand to channel risk information to
other key personnel The AML Officehas a relatively small team and recruitment activities are
underway to increaseits staff complement.

497. The internal audit function assesses the effectiveness and efficiency of tHeT OOE OO OQET 1|
functions and compliance with statutory, regulatory, and procedural provisions. It does not have a

specific AML/CFT audit programmeand has not yet carried out a complete check on procedures and
processes in the AML/CFT area. Nevertheless, during the review period, tliestitution has
commissioned several external reviews of its AML/CFT framework by weknown international
consultancy firmswhich did not highlight any significant issues.

498. Internal committees also consider risk at executive and board level. An executive committee
consists of the heads of the different functions anoheetsregularly to deal with operational matters

and to support management in ensuring the proper oversight of AML/CFT processes and
procedures.! OADAOAOA AT i1 EOOAA Tex@mir@s dpors lolODED@AET T 6 O
functions on AML/CFT matters and serves to identify and assess ML/TF risks. The committee nseet
regularly, and redacted minutes provided to the AT demonstrate that it held discussions on

AML/CFT-related matters in almost every meeting.

499. AML/CFT training is carried out for all staff annually. Nevertheless, thenstitution has
highlighted aneed for further and continuous training on the interpretation of red flags identified
during the processing of customertransactions in order to better support reporting by customer
facing staff.

500. Allmembers of staff are screened both at the recruitment stage and an ongoing basis. This
includes a requirement to provide a clean criminal conduct certificate, which in the case of the Board,
is to be provided on an annual basis.

501. No legal limitations prevent the carrying out preventive measures, e.g. due diligenceych
reporting suspicious transactions to the ASIF.
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Overall conclusions on 10.4

502. The ASIF authorised institutionis the only obliged entity in the HS/VCS and so the overall
effectiveness of its AML/CFT programme, including its understanding of risk and the mitigating

measures that it applies, is central to the conclusions of the AT with regard to 10.4. There are no
DNFBPs or VASPs.

503. Theinstitution £ Oi 0 AT ET OACOAI DPAOO I £ OEA EOOEOAEA(
critical role in preventing and detecting ML/TF in the HS/VCS, and isafeguarding the financial

system and the reputation of the HS/VCS. Ginehe Holy Fathed © AT i 1 EOQOI AT &6 O1 00OcC
financial oversight and transparency within the HS/VCS, it comes as no surprise that timstitution

has undergone significant change during the review period. This is characterised by several
developments acoss different areas, including its customerisk assessment methodology and more

general use of IT tools and systems.

504. Some of these initiatives are rather recent, and the absence of advanced tools and automated
in a backlog of reviews of CDD information that was addressed some months prior to the-site visit

of the AT.Overall, however, the AT considers that most changes have been in place for a deffitc
amount of time. For example: (i) in 2013, settingup of its ComplianceAML Committee; (ii) in 2014,

case management for internal and external suspicious reporting; (iii) in 2016, the jurisdictional risk
assessment system; and (iv) in 2018, implement@n of comprehensive CDD and customer risk
profiling solutions, integrated with AML monitoring applications.Accordingly,deficiencies in earlier

years have not been heavily weighted.

505. In general, the instituton has demonstrated having asound understanding of its risks and
applies effective mitigating measures, though some refinements are required in the manner in which
it assesses institutional, countryand customer risks. Generally, thénstitution hasapplied CDD and
record-keeping requirementsdiligently, the number of SARs made is reasonable, and their quality
is good. Theinstitution now has in place a strong governance frameworwhich demonstrates its
commitment to ensuring that it has a robust and effective AML/CFT programme in place.

506. The HS/VCS is rated as having a substantial level of effectiveness for 10.4
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6. SUPERVISION

6.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 3

a) The AML/CFT supervisory team in place in the ASIF has relevant private sectq
experience. These officers are supported bgenior managementwith substantial supervisory
experiencein the jurisdiction. The AT considers that the right skillset is in plac®&1 ADPDI1 U

AML/CFT Syervisory Methodology, recognising thatit has authorised just oneFl (with a simple

business model) and thatsskilled external resourcesare brought in as necessaryon occasion (to
support full scope onsite inspections every few years)The need to introduce systematic training
has been identified by the ASIF.

b) Controls implemented by the ASIF authorised institution and supervisor preven
Board). Board members and the Director Generalof the institution are subject to supervisory fit
and proper tests and their appointment is not valid unless théSIFhas given consent to itGiven
the strength of entry controls and limited number of individuals concerned, the ASIfkas not had
to use its power of dismissal in practice.

) The Commission of Cardinalg who represent the Holy Father (as shareholder) and the
Prelate do notdirectly fall within the ASIF O 1 EAAT OET CbutOnki€ad &rd SOtieht kol
ex-ante canonical checkdy the SoS and epost checks by the ASIF. The process has been agre¢
between the SoS and the ASIF. These sufficiently addréissessand propriety. Given the strength
of entry controls and limited number of individuals concerned, no dismissals of any of a Prela
or the Cardinals have been necessary.

d) The ASIF authorised institution has responsibility for ensuring ongoing fitness an
propriety of its senior management and advising the ASIF of the results (the supé&wry authority
also being able to use its powers of dismissal)Vhile the ASIFdoes not yet administer fit and
proper checks for senior managemenbelow the level of Director General (apart from heads g
the three control functions), the AML/CFT lawwas recently amended to extend such checks f
enable this @ndfor management more generally. During the review period, the ASIF has receive
confirmation from the institution each year on the controls that it has applied to senio
management.

e) The supervisor has agood to very good understanding of the risk profile of the ASIF
authorised institution . It has received, and receives, aubstantial level of information from the
institution and meets routinely with the FIU.

f) Basedon its current assessment of AML/CFT riskthe ASIB @ML/CFT Supervisory
Methodology provides for a full scope onsite inspection of thASIF authorised institution every
four/five years, supplemented by targeted inspectionan between. The most recentfull scope
inspection took place in 2019and, before that, 2014 Coverage of the inspection and its qualit
look to be very good including consideration of domestic threats identified in Chapter JOverall,
supervision of the institution has some very good elements of RBA. However, the AT is not
persuaded that full scope AML/CFT onsite inspections evefgur/five yearsis enoughgiven that:
(i) there is just one authorised institution; and(ii) targeted inspectionsbetween 2014 and 2019
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were not sufficiently ML/ TF focused There is scope for the approach to be enhanced to allow f
a more demonstrablycomprehensiveand systematic approach and to better addrespotential

abuse of the HS/VCS system for personal or other benefits (embezzlement, fraud and abus
office as pe the CC) and MLThe proposed appointment of an additional member of staff ma
assist in this respect.

g) To date, four sanctions have been imposed by theSIF(2015) z all orders to remediate.
This is on the basis that the severity ofither breachesduring the review period has not justified
the imposition of sanctions.There is no lack of commitment or will by theASIFteam met by the
AT to seek imposition of sanctions when appropriate, but the absence of form
policies/procedures is not helpful in demonstrating this further. Under theAML/CFT law, the ASIF
would present a case to the Governorate for the imposition of a more serious sanction; this bo
has no experience in applying sanctions for breaches of supervisory standards a
policies/procedures have not been established. Hence, the AT is left with a concern about {
robustness of ths part of the framework.

h) Supervisory actions are having an effect on compliance with th&@ML/CFT law. The quality
of the interaction between the supevisor and the ASIFauthorised institution has developed to g
level which is not only informative and reliable but also has elements ebmprehensiveness

i) The supervisor has promoted a clear understanding of AML/CFT obligations and ML/T
risks by the ASIFauthorised institution .

Recommended Actions
Immediate Outcome 3

a) The ASIF should enhanceits approach so thata more comprehensive and systematic
approach to its supervisionis adopted, in particular reviewing the frequency of full inspections
and the selection of topics for targeted inspections so as to address all relevant risks mq
demonstrably.

b) The SoS should coordinate the application of fit and proper checks on membearkthe
Commission of Cardinals with the ASIF prior to appointment.

c) Following a recent amendment to the AML/CFT lawhe ASIFshould applyfit and proper
checksto the members ofsenior managementt does not already cover in line with those applied
to the Director General andheads of the three control functions

d) Onceaddressed in the GRAhe ASIE O OODAOOEOT OU takéfill@dodt bf
potential abuse of the HS/VCS system by insiders for personal or other benefits (embezzlemeg
fraud, andabuse of office in general as per the CC) and ML.

e) The ASIFshould develop formal policies/procedures for the imposition of sanctionsand

the HCS/VSshould review the current requirement for the Governorate to impose more serious
sanctions and consider trasferring this responsibility to the ASIE Whatever the results of the
review, there should be routine training in relation to the consideration and application of serious
sanctions by those responsible for making decisions in relation to such application.

f) As planned, the ASIF should recruit an additional staff member for AML/CFT supervisic
SO as to ensure resilience and introduce systematic training of staff.
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507. The relevant Immediate Outcome considered and assessed in this chapter is 10.3. The
Recommenddions relevant for the assessment of effectiveness under this section are R.14, R236
R.34, and R.35.

6.2. Immediate Outcome 3 (Supervision)

508. As explained in Chapter lpnly one Fl is authorised to provide services on a professional
basis in the HS/VC&ndthere are no DNFBPs or VASRs assessment of the core issudsr DNFBPs
and VASPss therefore not considered necessary except under section &.1 below (licensing and
registration). The only professional firm falling under the remit of theAML/CFT lawis the auditor
of the ASIF authorised institution, but its services are outside the scope of the FABtandards.

509. ' O OEA OEIi A 1T &£ OEA 11 OEOA OE OmdandRegudtioAhad 4 h
three full time officers: one officer dedicated to AML/CFT supervision, one officer working
approximately equally for AML/CFT and prudential supervision, and one officer who is dedicated to
prudential supervision. Each of these staffias relevant private sector experience in Italy. The Office

is supported by the Legal Counsel of the ASIF, who is dedicated to AML/CFT and prudential
regulation, and related legal issues. In addition, part of the time of two other members of senior
management and, in particular, most of the time of the Deputy Director (who has substantial
supervisory experience in the jurisdiction) is occupied by AML/CFT. Taking account of these
additional resources, the equivalent of 2.8 full time staff (five staff in glivere available for AML/CFT
oversight in 2019 and 2020. A decision has been made to appoint another person in 2021 to support
AML/CFT supervision. This individual will assist with both offsite and onsite supervision, including

a follow up inspection of the ASIF supervised institution planned for 2021. Overall, the AT considers
that the ASIF has the right skillset in place (a mixture of private sector and supervisory experience)
recognising that the ASIF has authorised just one institution (with a simple lsiness model), that
external resources can be brought in as necessary (as has been demonstrated during the period
under review), and the ASIF methodology on the RBA to AML/CFT supervision (AML/CFT
Supervisory Methodology) in place to guide supervisory eragement. The use of external resources
to support ASIF staff in full onsite inspections is considered to be appropriate given that there is only
one authorised Fl and further permanent resources are not needed between inspections.

510. At the time of employmen, all staff must present documentation certifying education and
professional experience, and absence of a criminal record that excludes them from service.
Compliance with employment requirements is reverified on at least an annual basis.

511. Staff receive n-house training, mainly on the legal framework; external events can also be
attended, with a MONEYVAL event in 2016 attended by one officer being the main example.
Information is also provided by other authorities and the FSC. The need to introduce systatic
training has been identified by the ASIF. The importance of each of AML and CFT as separate
supervisory disciplines is recognised but the detailed implications of this will need to be reflected in
the training.

512. 4EA 13) &8 0O OO0 AufcivbehsephiatiorOtevhedn thesdpervisory and financial
intelligence activities for which it has responsibility (conducted respectively by the Supervision
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to support its operational autonomy and independence.
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6.2.1. Licensing, registration and controls preventing criminals and associates from
entering the market

Fls

513. Current controls prevent criminals and their associates from sitting on the Commission of
CarcET A1 6h AT A OEA ET OOEOOOEI T80 "1 AOA 1 £ 30PAOEI
Director General).

514. The ASIF supervised institution has several relevant layers of authority. As a matter of Canon

Law, ownership of the institution is held by theHoly Father, and he is represented by a Commission

of Cardinals (5) selected by him and through whom he has the right to exercise ownership rights.

Inter alia, the Commission has a responsibility to: (i) ensure that the institution abides by its statute;

(i) appoint and dismiss members of the Board and set their level of remuneration; (iii) approve the
appointment and dismissal of the Director General (and any Vice Director); (iv) set dividends (paid

directly to the HS); and (v) appoint the external audito. The Prelate (an individual) links the

#1 1T 1T EOQOCETT 1T &£ #AOAET A1 O xEOE OEA "1 AOA j OE@ 1Al A,
is to assist executives and employees in situ to govern and operate in accordance with the founding
principlesof CaET I EA AOEEAO AT A ET EAAPEI ¢ xEOE OEA ET 0O
for the overall administration and management of the institution and for overseeing and supervising

its financial and economic operations, and comprises senior, prominemmdividuals with existing

roles, or who have retired from roles, with wellknown, and in some cases, global, institutions. Under

the Board, the Director General is responsible for the day to day operations of the institution; there

are seven senior managey to assist the Director General.

515. Members of the Board, the Director General (and any Vice Director) and heads of control
functions (internal audit, compliance and risk management) are subject to supervisory fit and
proper tests based on provisions set ouin ASIF Regulation No. 1 (prudential matters). Their
appointment is not valid unless the ASIF has given consent to it. As a result of the recent changes to
the AML/CFT law, the ASIF is able to undertake fit and proper tests at executive level for all sgni
and other management and plans to introduce these tests.

516. In order for a person to be appointed as a member of the Board or as Director General, the
ASIF supervised institution provides the supervisor with: (i) confirmation that the Commission of

Cardnd O 1T O "T AOA j A0 TAAAOGOAOUQ EAO ADPDPOI OAA OEA
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(including criminality linked to corruption and fraud) or been subject to an administrative sanction;

(i) information on significant shareholdings held in companies (3% or more); (iv) details on the
number of executive and norexecutive roles held in commercial entities (Board only); and (v)
details of conflicts of interest or other impediments. The ASIF assesses the infornost and
documents provided, also considering the information in its internal database, tools provided by a
third -party data service provider and other open sources, e.g. databases of relevant Chambers of
Commerce. On a risk basis, the FIU is also askedifgsut about a candidate and that team reaches
out to other authorities. For each appointment the ASIF also contacts foreign supervisory bodies in
the jurisdictions where the candidate has worked. These jurisdictions have included Germany and
the United Sates. In addition, there is a canonical check to verify that the person has not raised any
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controversial matters vis-a-vis Canonical Law. The combination of these checks also covers whether
the candidate under consideration might be an associate of a crinail.

517. The most recent changes in relation to the Board took place in 2016, while the Director
General has been in post since 2015. Given the strength of entry controls and limited number of
individuals concerned, it has not been necessary for supervisory puoses to reject any proposed
new appointment. One application was withdrawn as a result of canonical checks.

518. In any case where a member of the Board or the Director General no longer meets the fit and
proper tests set, the institution has confirmed thatt would dismiss such individuals, and the ASIF
would be notified postdismissal. In addition, the Commission of Cardinals provides confirmation
each year to the ASIF on the continuing fulfilment of fit and proper requirements by the Board and
Director Genaal (most recently in September 2020), including provision of a copy of the personal
questionnaire of each member updated as necessary. These confirmations have been subject to
spot-checks. Also, the ASIF is advised within 30 days whenever fit and propeatters are discussed

by the Commission of Cardinals or Board. The ASIF has a power to request the dismissal of an

AGEOOET ¢ 1 Al AAO T &£ OEA "TAOA T O OEA S$SEOAAOT O ' Al
longer met. It has not had to use this powen the period under review.
519. 4EA #1101 EOOCEIT 1T &£ #AOAET AT O AT A OEA 0O0OAI AGA A

responsibilities as the Holy Father has full discretion in relation to these office holders. Initially,
proposed appointees are subjet to canonical checks which are similar to fit and proper tests. Such
checks are conducted by the SoS which, inter alia, cover: (i) knowledge, skills, and experience; (ii)
integrity; and (iii) conflicts of interest. With regard to integrity, there is verification of absence of a
criminal record, administrative sanction or negative media reports that render the candidate
unworthy or undeserving to provide the service required. Regarding conflicts of interest these are
divided into personal (ensuring the canlidate does not have close personal ties with any member of
the Board) and professional (the candidate must not have close personal ties with anyone holding a
managerial or highlevel position within the institution). Relevant ecclesiastical bodies (diocess,
nunciatures, congregations) are involved in the completion of the checks, including the Apostolic
Nunciature of the country of residence of the Cardinal. In addition, the Secretariat checks that the
candidate has experience in Canon Law and in adminiative duties, such that they are qualified in
terms of the role undertaken for the Commission of Cardinals.

520. Immediately following the appointment of the Prelate or of a Cardinal, the SoS and the
President of the Commission of Cardinals notify the ASIF @provide the results of the canonical
checks carried out. The ASIF then carries out its own ost evaluation (following a similar
approach to that taken for the Board and General Director) and, in the event that it detects any issue,
its President would raise the matter directly with the Holy Father. It repeats these checks on an
annual basis and, if any issues regarding fithess and propriety were to subsequently arise, the
President of the ASIF, who is appointed directly by the Holy Father, would, byrtve of that direct
appointment, appeal directly to the Holy Father. This process has been agreed between the SoS and
the ASIF. Given the strength of entry controls and limited number of individuals concerned, no
dismissal of any Prelate or the Cardinalsds been necessary.

521. Heads of each control function (internal audit, compliance, and risk management) are also
subject to fit and proper supervisory tests based on provisions set out in the ASIF Regulation No. 1
(prudential matters). While the ASIF does noyet otherwise apply fit and proper checks to senior
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management: (i) the AML/CFT law was recently amended to extend such checks to management
more generally; and (ii) the Board of the institution evaluates on at least an annual basis whether
management mee fit and proper requirements and confirms to the ASIF that the evaluation has

been undertaken (and what checks have been carried out). To date, dismissal of any member of
management on fitness and propriety grounds has not been necessapyat the instigation of the

ET OOEOOOEIT 10 OEA 13)&8 4EA AAANOAAU T &£ OEA EI
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matters in 2020.

DNFBPs
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522. The ASIF has explained tit the licensing process for a DNFBP would follow those set out
above for FIs (ASIF Regulation No. 1 (prudential matters). However, it should be noted that, under
the provisions of Title Il of the AML/CFT law, this Regulation does not extend to DNFBPs &hd

AT considers that it would be necessary to adapt the existing system should a DNFBP apply to be
authorised (Art. 46).

523. However, any new market entrant wishing to provide professional activities physically in
the HS/VCS or remotely from another juriséttion - would also be subject to an earlier authorisation
process conducted by the Governorate. These measures would apply also to Fls.

524. According to the authorisation process of the Governorate, the applicant, be it a natural or
legal person, is asked texplain in detail the motivation for their application and the activities to be
offered in the HS/VCS. In order to demonstrate a professional background, the applicant provides
proof of registration with the competent body in its state of residence. Furttrmore, the applicant
or, in the case of a legal person, all members of its management and shareholders/partners with an
interest of 25 % or more, have to demonstrate to the Governorate, for instance, through a certificate,
that they do not have a criminakecord. It is also necessary for the applicant to demonstrate that no
administrative or disciplinary sanctions have been imposed on them by their competent body, or, in
the case of a legal person, on any members of its management and shareholders/partneit an
interest of 25 % or more. These tests are also applied on an-going basis.

525. Once authorisation is granted by the Governorate, all other public authorities of the HS/VCS
(including the ASIF) are informed.

6.22.3 OPAOOEOI 008 O1 AAOOtAdf MUETF @sksAT A EAAT OEAEAEAA

526. Notwithstanding that some jurisdictional threats are not currently elaborated or covered in
the GRA, the supervisor has a good to very good understanding of the risk profile of the ASIF
authorised institution.

527. The risk profile of the institution appears to have reduced to some extent in recent years as
a result of number of factors, including implementation of AML/CFT measures following the coming
into force of the AML/CFT law in 2013, supervision by the ASIF, reduction in size of itsstomer
base (following a decision to close all accounts of clients who did not have a direct relationship with
the Catholic Church) and active steps taken to strengthen its governance framework. One of the
outcomes of the decision to close accounts and threlated CDD exercisg which used external
reviewers z is the establishment of more sophisticated AML/CFT measures than had hitherto been
the case. Over cautious filing of SARs is no longer an issue. In addition, the ASIF authorised institution
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has a stranger role within the framework than what would usually be expected of an Fl. This

Al i AETAOGETT 1T &£ EZAAOI OO0 1 AAT O OEAO OEA 13)& EAO A
risks.

528. The institution has been assessed by the ASIF as presenting a med-low ML risk and low

TF risk (see 10.4 for the risks identified by the institution itself). This is consistent with risk
assessments for ML and TF in the GRA and is not unexpected given the dominant role the ASIF
authorised institution plays in the HS/MCS financial system. In line with the AML/CFT Supervisory
Methodology, risk assessments of the institution are reviewed at the time that information is
collected for the GRA (last collected in 2019) and when the institution presents its business risk
asse©®i AT O 21 q Oi OEA 13)& j OEA 1 AOAOO AAEI C A& O
onsite visit). The risk assessment is also reviewed when trigger events occur, e.g. findings from

onsite and/or offsite general and/or targeted inspections. An etensive list of triggers is provided in

the AML/CFT Supervisory Methodology.

529. 3 0AOO0OAT OEAI O1 OOAAO 1T &£ ET &£ Oi AGEIT AT A AAOA A
are set out in its AML/CFT Supervisory Methodology. The ASIF has received, anderees, a

substantial level of information in practice about the institution through: (i) annual reporting of

statistics, e.g. SARs, accounts closed, transactional data (use of cash, cheques, credit cards and wire
transfers (wire transfer information also being categorised by country)), assets held by customers,

and customer risk distribution lists (dividing customers into four types and the number of each type

of customer in each of five risk categories); (ii) ad hoc reporting, e.g. customer accounts clossc

result of the decision to terminate those without a direct relationship to the Church; (iii) risk
assessments, e.g. the BRA; (iv) information gathered to support both onsite and offsite inspections

and subsequent reports on measures taken to remediatdeficiencies and implement instructions on

best practice provided by the ASIF; (v) internal and external reports, e.g. by internal audit and
AgOAOT Al AT 1 001 OAT 66N j 6EqQq 1T PAT O OOAAOh As8cs8 OE
and (vii) risk assessment of NPOs, which collected information, inter alia, on bank accounts and
transactions.

530. Over the past three years, the ASIF has had some eight formal bilateral meetings each year

with representatives of the control functions (internal audit, @mpliance, and risk management) of

the institution. Inter alia, these meetings covered control activities, the evolution of ML and TF risks

AT A OAI AAEAOGEITT OAOPI 1 OAO AEOAO ET OPAAOEIT O AT A
531. 7EEI OO OEA enhsdrpsdubdond sepataidObetween its supervisory and financial
intelligence activities, the ceexistence of the two offices (which are in the same building) facilitates
effective coordination and assists in the identification of ML/TF risks through wekly and ad hoc
exchanges of information at senior management meetings and daily contact between officers.
Periodically, or in any case when requested, the FIU provides statistics on SARs, along with its
assessment of their quality and identifies elementOEAO | AU AA OAlI AOGAT O Oi
assessment of risk, e.g. use of cash (which led to a targeted inspection).

532. The director of the ASIF is also the secretary of the FSC, the permanent body whose duty is

to promote coordination and cooperation between competent authorities, including with respect to

OEA '21'8 4EEO AZAAEI EOAOAO OE At jurisBigtiéndl GevelCanditheO OO AT A
ET OAOAAOQEIT 1T &£ OEAOA xEOE EOO O1 AAOOOAT AETC T &£ O
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6.2.3. Risk-based supervision of compliance with AML/CFT requirements

533. Overall, supervision of the ASIF authorised institution has some very good elements of a RBA.
However, the AT is not persuaded that full scope AML/CFT onsite inspections every four/five years
(five years being the practice to date) is enough given that:)(ihere is just one FI; and (ii) targeted
inspections between 2014 and 2019, whilst meaningful, were not sufficiently ML/TF risk focussed.
There is scope for the approach to be enhanced to allow for a more demonstrably comprehensive
and systematic approachtand to better address potential abuse of the HS/VCS system for personal
or other benefits (embezzlement, fraud and abuse of office in general as per the CC). The proposed
appointment of an additional member of staff should assist in this respect.

534. The ASIRdesigned the basis for its current approach to ristbased supervision in 2014 after
the first full scope onsite inspection of the institution. At that stage, there were two FIs (APSA being
the other) and the approach differentiated between the two instittions. The AML/CFT Supervisory
Methodology used by the ASIF first identifies inherent risk factors, then assesses how well those
risks are mitigated and then assigns an overall risk score, which is shared with the institution, which
can provide comments ad observations.

535. "AOAA 11 EOO AOOAOGOGI AT O 1T &£ -,74& OEOEh OEA
provides for: (i) one offsite (targeted) inspection every three to five years (depending on inherent
risk factors); and (ii) one full scope onsite (generalinspection of the institution every four/five
yearsz both with a team of two/three people. The AML/CFT supervisory inspection programme for
the year is set by the board of the ASIF at the end of the previous year. This programme includes
prudential and AML/CFT aspects and scope is left for ad hoc inspections.

536. As mentioned above, regular formal bilateral meetings are held to identify ML/TF risks; they
also cover specific matters of interest. Information obtained at these meetings, along with the
information and data collected for identification of risk factors (see section B.2), is used for
supervisory analysis and to inform onsite inspections, e.g. for defining the nature of questions, the
information and documentation to be acquired during the inspection and the nature and
AT 1 DT OEOCET T T £-CEANTBICAE oA TR GDO8I E

537. The ASIF has carried out twaffsite inspections , one of which (undertaken in 2017) is
directly relevant to AML/CFT as it concerned inspection of CDD measures adopted following a SAR.
Whilst the second covered CDD and recorkeeping measures, the primary objective of the
inspection was to determine the nature of the activity carried out by a particular customer.

538. The first full onsite inspection was undertaken in 2014, with the second takg place in

¢cnpw8 WAAE ET OPAAOGEI T AIT11TxAA OEA 1 3) &nthOODPAOOD
period. The head of the inspection team was a senior staff member of the ASIF with support from

three staff seconded from the financial crime an@ompliance unit of a major consultancy firm to

support the process. In addition, the onsite team was supported by other members of senior

i ATACAIi AT 68 "1 OE CAT AOAI ET OPAAOGEIT O &£ AOGOOGAA 1
measures, including the adquacy of measures for the identification and assessment of the risk of

each customer relationship, whether the level of CDD and EDD is appropriate to the risk of the
relationship, whether customer and transaction monitoring is sufficient, the role of theompliance

function and IT, and the recognition and reporting of suspicion. The 2014 inspection also established

an understanding of how the institution had responded to the then new AML/CFT framework and
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the ongoing exercise on the closure of accounts wiii did not have a direct relationship with the

Catholic Church. One of the outcomes of this first inspection was the adoption by the institution of a

more detailed approach to categorising HS/VCS officials and, more generally, enhancements to
monitoring of relationships. The 2014 inspection was also a milestone which allowed the ASIF to

POl OEAA ET POO ET O OEA ET OOEOOOEI T80 1 AOEIATITTCGU
539. Significant information was provided to the ASIF ahead of the 2019 inspection, indimg by

way of illustration: (i) a list of all accounts closed from the beginning of 2015 and reasons for the

closure; (i) a list of all dormant accounts with supporting details; (iii) a list of active relationships

as at 30 June 2019 with supporting defitgs on each relationship; and (iv) a log of all wire transfers

made in the first half of 2019.

540. The coverage of the 2019 inspection and its quality look to be very good. In addition to the
matters referred to above, it covered transfers of funds (particlarly wire transfers connected with
high risk geographical areas), cash transactions (particularly those above EUR @00), use of
cheques, use of safety deposit boxes, freezing of assets, designated persons under TFS;lmooder
transportation of currency, internal controls, record keeping, and training. A reasonable number of
customer files for a full scope orsite inspection was sampled, with an increased focus on higher risk
and analysis was deeper in areas identified as presenting higher risks.

541. The ASIF sees general AML/CFT onsite inspections as the most comprehensive of its tools
for supervising the potential incidence of domestic abuse of office for personal or other benefits
(embezzlement, fraud and abuse of office in general as per the CC) anwitmls within the institution

to mitigate this risk. During the 2019 onsite inspection, it considered: (i) knowledge, understanding
and controls in relation to the anomaly indicators in ASIF Regulation No. 5 (SARs) on public
procurement; (ii) adequacy ofchecks to ensure that the customer or any delegates of the customer
are not involved directly or indirectly in fraud and corruption; (iii) risk profiling and adequacy of
CDD and EDD in relation to this; (iv) adequacy of risk mitigation for persons operagron behalf of
customers and BOs; (v) adequacy of controls for the identification of PEPs and mitigation of PEP risk;
(vi) corruption risk associated with transactions; (vii) adequacy of information on source of funds
and wealth; (viii) use of screening sgtems for anticorruption purposes; and (ix) adequacy of
customer monitoring and interrogation of changes to patterns of information, including the level and
flow of funds.

542. The 2019 inspection also covered a range of elements to consider the risk that the
provenance of donations made to customers may be illicit. In particular, it considered: (i) whether
anomaly indicators related to donations indicated in ASIF Regulation No. 5 (SARs) were properly
included in monitoring systems; (ii) adequacy of controlsn place to distinguish donations from
other types of transaction; (iii) whether reasons for donations are provided; (iv) monitoring of
changes in the scale or pattern of donations; (v) whether transaction monitoring systems detect
when a sum of money comem and is suddenly taken out; and (vi) assessment of the origin of funds,
including whether the donor or vehicle used for the transaction is directly or indirectly linked to a
high risk country.

543. A checklist was used to guide the 2019 onsite inspectiongsout in the AML/CFT Inspection
Guide). Based on a review of this document, the AT considers that there is scope to demonstrate a
sharper focus on: (i) TF (including TFS) (although it is clear that both ML and TF were considered as
part of the inspection); (ii) threats (in line with the analysis in Chapter 2) and customer, geographic,
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transaction, and product/service/distribution channel risks; (iii) BO (an important global issue);
and (iv) areas identified as presenting higher risks. These amount to enhaements and would not
call for a significant revision to the supervisory approach.

544, The two full-scope onsite inspections have been interspersed with targeted esite
inspections. As with the general AML/CFT inspections, a checklist is used for targetedpactions.

In each case, governance and engagement by the board and senior management, the effectiveness
and adequacy of IT and staff resources, the engagement and adequacy of the compliance and internal
audit functions, procedures, the adequacy and flowfoinformation, controls and measures in
practice, and decisioamaking mechanisms around these are assessed.

545. There was a targeted inspection in 2015 aimed at ensuring that customer accounts at the
ASIF authorised institution were segregated from its own agds. This was to ensure there was
transparency and mitigation of potential for internal fraud and corruption.

546. Aninspection in 2016 was targeted at addressing the disclosure of confidential information.
In particular, the team reviewed access to, and stage and use of, confidential information, which is
indirectly relevant to AML/CFT as it covered compliance with recorekeeping requirements.

547. Another inspection in 2016 addressed the operation of an account following formal
notification to the supervisory team by the FIU of a SAR on its use by two junior clerical figures. In
practice, one individual was using the account for a salary and the other using it to deposit funds
received for caring for the ill. The inspection resulted in the two individuals (whavere not engaged

in criminality) being required to open separate accounts.

548. Aninspection in 2017 addressed investment management of a particular type of charitable
account (accounts of a type of foundation) and application of CDD, recekdeping and repoting
measures thereto.

549. This was followed by a further inspection in 2018 to assess controls around wire transfers
arising from information provided by the institution to the ASIF about a potential transfer by a
HS/VCS authority for which the payment instuction seemed to be unusual. This inspection was risk
based and targeted; it addressed fraud and corruption risk within the HS/VCS in relation to a
potential cross-border payment and followed up an area found in the 2014 inspection calling for an
enhancedapproach. As the issue arose from an absence of formal procedures and understanding
within an authority as to which post holders should in practice issue payment instructions, the
matter was relatively easily resolved. A process has been established to peat recurrence of the
problem.

550. An inspection in 2019 was undertaken in relation to joining SEPA. The assessment as to
whether or not systems were in place to join SEPA considered the design of CDD and redareping
process for outgoing and incoming wiretransfers and integration with existing transaction
monitoring systems.

551. The AT notes that targeted inspections were not conducted in some areas where this might
be expected following a comprehensive RBA, e.g. NPOs, TFS, BO and legal persons,
international /cross-border risks, EDD, and other issues identified in the GRA.

552. Other inspections were prudential in focus but had relevance to AML/CFT. One in 2018
covered the granting and management of advances (covering CDD controls on the advance) and a
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second, in D20, inspected use of cash by customers following an SAR to the FIU. Most recently
(2020), a full scope prudential inspection was conducted which covered relevant AML/CFT aspects,
including the adoption of systems and controls for assessing and managing NIE risk and wider
effectiveness of the compliance (including AML) function. More specifically, the inspection
considered: (i) assessment of overall customer risk by the institution for three selected periods and
reasons for variations; (ii) EDD applied tdigh-risk relationships; and (iii) more general application

of CDD. The team included an IT specialist to review the adequacy of IT systems, including those
used for AML/CFT purposes. The IT specialist used was a highly qualified professional seconded to
the ASIF from a foreign supervisory authority.

553.  Whilst no longer an obliged entity, an onsite inspection was conducted at APSA in 2015 in
order to determine its regulatory status.

6.2.4. Remedial actions and effective, proportionate, and dissuasive sanctions

554. The ASIF requires remediation of breaches of AML/CFT requirements found during its
inspections by means of requirements in exit letters or reports following the inspection.

Table 19: Breaches of AML/CFT requirements requiring remediation identified during AML/CFT
examinations (includingthe 2020 prudential inspection)

Onsite Onsite Offsite Total Significant Minor
(general) (targeted) (targeted) shortcoming #*  shortcoming

Risk 5 i i 5 i 5
assessment

Internal 5 10 i 15 i 15
controls

CDD 17 1 2 20 - 20
Funds 3 3 i 6 i 6
transfers

SARs 1 - - 1 - 1
Recqrd— ) i 1 1 i 1
keeping

Total 28 14 3 45 0 45

555. The quality and timing of remediation is discussed with the ASIF authorised institution and

an action plan (with deadline(s) agreed around a month after the report is issued. Prior to the date
specified for remediation, the ASIF follows up with the instittion to ensure that it remains on track.
Responses are also discussed at the bilateral meetings referred to above. As indicated in the table
above, all breaches noted to date have been classified as minor by the ASIF. Breaches in the recent
onsite inspection in 2019 were reviewed by the AT and none of these, in isolation or in combination,
were considered to be significant.

41 A significant shortcoming is defined in the Supervisory Methodologyas: (i) a lack of compliance or partial
compliance with AML/CFT requirements in respect of CDD, recotkleeping etc; and/or (ii) a deficiency which
represents a potential risk for the correct functioning of the supervised institution and which shall be promptly
mitigated, corrected and removed.
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556. To date no administrative sanctions have been imposed by the ASIF (or the Governorate)
other than four orders to comply with specificinstructions and to make regular reports on measures

adopted (in 2015). Nor has the ASIF made a report on criminal irregularities to the OPJ. This is on
the basis that the severity of the breaches has not justified the imposition of sanctions and that all
remediation action plans have been addressed. This number of sanctions is consistent with the

since completion of the 2014 onsite inspection.

557. The quality of the 2019 inspection is discussed above. The areas for revision specified
elsewhere in this chapter might have had an effect on the sophistication and depth of the inspection
regime during the period under review and, therefore, on the possibilities for esfcement. There
was no lack of commitment or will by the ASIF team met by the AT to seek imposition of sanctions
when appropriate, and the AML/CFT Inspection Guide lists some of the quantitative (amount and
incidence) and qualitative (e.g. topicality andsccess of internal controls in highlighting compliance
failures) factors to be taken into account. However, the absence of formal policies/procedures
AAOGAOEAET C El x OOAE ZEAAOQI OO 1060606 AA Ai 1T OGEAAOAA
A A O Awbéreuppn a recommendation must be made to the Governorate) is not helpful in
demonstrating this further. Under the AML/CFT law, the ASIF would present a case to the
Governorate for the imposition of a more serious sanction in practice. Notwithstanding thahis
body is supported by a legal office (which would consider the recommendation for sanction) that
has a wide ranging and complex remit and required to take account of principles of natural justice,
it has no experience or training in applying sanctios for breaches of supervisory standards and
policies/procedures have not been established. Hence, the AT is left with some degree of concern
about the robustness of this part of the framework.

6.2.5. Impact of supervisory actions on compliance

558. Supervisory actionsare having a positive effect on compliance with the AML/CFT law. The
ASIF measures the effects of its actions through esite inspections (both general and targeted),
assessment of data and information provided on regular basis by the institution (e.g.@¢iBRA, data
on customers and transactions) and periodic meetings with relevant control functions (internal
audit, compliance and risk management).

559. The supervisor has noted from its offsite and onsite supervision that the ASIF authorised
institution has improved standards not only by remediating breaches found by the supervisory
authority but also by following instructions and improving the culture and controls applicable to
AML/CFT at all levels from risk identification and assessment to dawp-day mitigation. As part of
this, the institution has become more surdooted in its approach with, for example, the filing of SARs
moving from an approach of considerable caution to an approach where filing is more clearly based
on suspicion. The quality of SARs ha$sa improved.

560. In addition, the quality of supervisory activity and the interaction between the ASIF
authorised institution and the supervisor has developed to a level which is not only informative and
reliable but also has elements of comprehensiveness .(g the level and types of information
provided to the supervisor by the institution, the number of routine meetings between the two, the
2019 general onsite inspection, and the weekly meetings with the FIU). As indicated in 10.4, the ASIF
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authorised institution demonstrates effectiveness in a substantial range and number of areas, and
this in part is due to active supervision by the ASIF.

6.2.6. Promoting a clear understanding of AML/CFT obligations and ML/TF risks

561. Generally, the supervisor has promoted a cleamderstanding of AML/CFT obligations and

ML/TF risks by the ASIF authorised institution. There is substantial interaction between the ASIF

and the institution at meetings and by other means which enables the former to provide information

and guidance to theinstitution such as on supervisory expectations, best practice, and changes to
OANOEOAI A1 608 4EEO EAO ETAI OAAA pDpOiT OEAET ¢ AT i1 A
identification of PEPs, treatment of NPOs and on reporting. More formally, the institan is required

to share its annual BRA with the ASIF, which provides feedback thereon, and the ASIF shares its
assessment of ML/TF risk. Both help to promote a clear understanding of risk. Inspections also

provide an opportunity to disseminate information on good practice through visit findings and

discussion during and after the inspections.

562. Iterations of the GRA (except the 2020 update) have been provided to the ASIF authorised
institution. As indicated in 10.1, threats identified in the GRA are linkethainly to international
and/or cross-border activities but do not explain what type of actors present a threat to the HS/VCS
and the ways in which the threat is or would be presented.

563. R.34 articulates instructions and guidance which have been issued byt ASIF. In addition,
instructions have been issued on points of specificity to routinely complement the regime and to
seek to ensure the HS/VCS remains in line with best practice. There is, however, scope to issue
improved guidance in relation to TFS (se&D.10).

Overall conclusions on 10.3

564. The HS/VCS has only one authorised FI and no DNFBPs or VASRis. allows it to focus its
supervisory effort on a single institution in a way that is not possible in other jurisdictions.

565. Attention has been drawn to the supervisory visit cycle set by the ASIF. It has been explained

that the team has not been persuagl that the fiveyear gap between full inspections in 2014 and

2019 is sufficient. In considering the impact that this has on the rating, the AT has considered the
DOOAAT OEAT OAOGEAx Ai 1T AOAOAA ET ¢mngmh xEEAEs ET Al O,
conclusion is that this additional (though very recent) element means that the supervisory plan

requires only moderate improvements.

566. The AT has also highlighted the low number of sanctions applied during the period under
review. It has assessed this witin the context of the extent to which the institution is exposed to
ML/TF risk and assessment of application of preventive measures under 10.4 (substantial). Its view
is that the low number can be supported and so this has not been weighted heavily iniging at the
OAOET ¢8 4EA 101 AAO 1T &£ OATAOGEITO 1 AAT O OEAO OEA
sanctioning has also not been weighted heavily.
567. Otherwise, the AT notes the improvement of AML/CFT supervision over the period of
review, adequag of resources, effectiveness of controls in preventing criminals from using the
system, good level of AML/CFT understanding, quality of the 2019 onsite inspection of the FlI
(including the risks covered, which include domestic abuse of office for personat other benefits)
and the existence of some very good elements of ridlased supervision.
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568. The HS/VCS is rated as having a substantial level of effectiveness for 10.3.
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7. LEGAL PERSONS AND ARRANGEMENTS

7.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 5

a) In the HS/VCS there are only a small number of legal persons. None are establishe
pursue private industrial or commercial purposesz rather they exclusively serve the mission
of the HS/VCS and the @aolic Church which makes the sector of legal persons vel
homogeneous overall. No legal person has shareholders or complex control or ownersh
structures.

b) The different types, forms and basic features of legal persons of the HS/VCS
described to someextent in the Code of Canon Law, the Law on Civil Legal Persons, the Law
NPOs and the Law on Regulation of Voluntary Activities, all of which are publicly availab
However, there is no guidance or overarching law that comprehensively addresses
registration, administration and winding up of legal persons.

C) In addition to on-going oversight of activities of all legal persons (see below),

comprehensiveand in-depth assessment of the ML/TF risk presented bylegal persons that
are NPOs has been conductefbr the first time in 2020. The modalities underlying the risk
assessment are well thoughbut and require only refinements. The authorities have a good
understanding of ML/TF risks of NPOswhich had already been developed to some extent i
on-going oversght of all legal personsA ML/TF risk assessment of legal personsther than

NPOsis underway. The ML/TF risks of these legal persons are readily comparable to those
NPOs as they pursue the same activities (i.e. support of the mission of the HS/VC8 the

Catholic Church).

d) Legal persons established in the HS/VCS register with the Governorate. Registratior
conditional upon prior authorisation by the Pontifical Commission/Governorate or by the SoS
This authorisation vets the natural personsthat will be involved in the management and
oversight of such legal persons and prevents criminals or their associates from sitting on eith
the administrative or control bodies (referred to as corporate bodies)It also acts as an effectiv
mechanism for the identification of individuals looking to act as nominee members of corporaté
bodies or exercise control over a legal person other than through sitting on the administrativ,
body. Legal persons are prevented from sitting on corporate bodies in practice.

e) There is also significanbbn-going oversight of the activities of legal personsat different

levels,which further prevents their misuse. In particular,a review of minutes of the corporate
bodies and review/audit of budgets and financial statements, togaer with application of ex

ante fit and proper checks (outlined above) where there are subsequent changes

composition of the corporate bodies, in their totality form a robust and effective system ¢
supervision by the SoS/Governorate. All of these ovaght measures have been applied sinc
1983 (where established under Canon Law) and 1993 (where established under Civil Law
4EA 13)& EAO Al 01T OOAOOGAA OI EIT ObAA® vidit, b4
NPO had been subject teuchaninspection.

f) Basic information is held centrally in registers kept by the GovernorateGiven the
nature of legal persons established in the HS/VCS, the BO will be the person or pers
controlling the legal person through the role held (i.e. members of thadministrative body)

and so this information is also held centrally

0) Theadequacygaccuracy and currency of basic and BO informatiaon legal persondheld
in the jurisdiction is ensured by two complementary measures(i) the Governorate conducts
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checks d basic and BOnformation every six months to ensure that information is updated
regularly; and (ii) as noted above, it ipractice for a change to a member of the corporate bodie
to be approved in advance by the SoS or the Governorate.

h) Competent authoities can access basic and BO informatiam legal personskept in the

registers held by the Governorate on a timely basis. This has been extensively testedtloy

ASIF as part of its ML/TF risk assessment on NPOs. Access to the registers by other compe
authorities has also been positively tested in practice (though only in a limited number of cas(
due to a lack of need).

) No enforcement actions for infringements of the information requirements of R.24 an
R.25 have been taken by the competent authoi@s as no opportunities have been identified to
apply sanctions This isessentially due to the factors outlined above that ensuredequacy,
accuracy and currency of basic and BO information. Sanctions available for legal persons ot
than NPOs are not cesidered to be effective in deterring future compliance by the sanctione
person or dissuasive of norcompliance by others.

) Regarding legal arrangements, such as trusts, th&T has satisfied itself that the
administration of foreign trusts in the HS/VCS an be virtually ruled out in practice.

Recommended Actions
Immediate Outcome 5

a) The authorities should continue to pursue the introduction of an overarching law to
cover the registration, administration and winding up of legal persons in the HS/VCSntil such

a law is available theGovernorate and the SoShould elaborate guidance on the different typeg
basic features and processes for the creation of legal persoimsorder to provide an overview

of the applicable legal provisions and processes applied ipractice and make it publicly

available.

b) The ASIFshould complete the ML/TF risk assessments for legal persons other tha
NPOs that have already starte@nd the ASIF and the SoS shoulissessand conclude onthe
overall ML and TF riskseparately infuture updates to the recent NPO risk assessment.

c) The Governorate should review the administrative sanctions applicable to lega
persons other than NPOs in order to ensure future compliance by sanctioned persons a
deterrence to noncompliance by others.In this context, the Governorate should examing
whether the application of administrative sanctions to all legal persons could be addresse
within the framework of the new overarching law (see RA(a) above).

d) The authorities should consider whetherz post incorporation z the prior approval of
appointment of membas to corporate bodies by the SoS or the Governorate should
regulated by legislation. The HS/VCS should consider addressing this point in the ne
overarching law (see RA(a) above).

e) The authorities should consider introducing a clear statutory basis to llow only

natural persons to assume the function of a member of the administrative and control body
a legal personThe HS/VCS should consider addressing this point in the new overarching g
(see RA(a) above).
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569. The relevant Immediate Outcomeconsidered and assessed in this chapter is 10.5. The
Recommendations relevant for the assessment of effectiveness under this section are R2842

7.2. Immediate Outcome 5 (Legal Persons and arrangements)

570. With reference to explanations in Chapter 1, the subjéx of this assessment are the
following legal persons: NPOs (20), voluntary organisations (3), and other charitable legal
persons (21). These are established as foundations or associations.

571. 4EA .0/ OAAOI O EAO AAAT AAOAOERASNES. Alls isOE A
because NPOs, in the view of the authorities, could present a relatively higher TF risk due to their
activities in areas of the world with humanitarian emergencies. On the other hand, no legal
persons are established in the HS/VCS to pursyrivate industrial or commercial purposesz
rather they exclusively serve the mission of the HS/VCS and the Catholic Church and are set up in
cooperation with public authorities of the HS/VCS. This cooperation ensures, even before the
establishment of aHS/VCS legal person, that it is structured in such a way that its purpose is in
accordance with the mission of the HS/VCS and the Catholic Church.

o
p2!

572. As mentioned under Chapter 1, legal arrangements cannot be established in the HS/VCS.
Moreover, the administration of foreign trusts in the HS/VCS on both a professional and non
professional basisz can be virtually ruled out in practice. Consequently, legal arrangements are
only dealt with in this assessment where deemed necessary.

7.2.1. Public availability of infor mation on the creation and types of legal persons and
arrangements

573. The different types, forms and basic features of legal persons of the HS/VCS are described
in basic terms in the Code of Canon Law and in the Law on Civil Legal Persons, whereby the latter
consists only of a reference to the Italian Civil Code currently in force and, accordingly, the
relevant legal provisions are to be found there. Additional provisions in relation to the creation
and basic features of legal persons can also be found in thew on NPOs and in the Law on
Regulation of Voluntary Activities (see also Chapter 1). All the mentioned laws (with the
exception of the Italian Civil Code) are publicly available on the website of the VCS (in Itali¢n)
and are published, including any amndments to these laws, in the Acta Apostolicae Sedis, which
is the official gazette of the VCS.

574. However, information on the basic features and processes for the creation of the different
types of legal persons can be extracted from the HS/VCS laws onlatimited extent. Neither the
Code of Canon Law nor the Law on Civil Legal Persons contain specific and comprehensive
provisions in relation to establishing or administering foundations or associations. The AT has
not been provided with relevant translated parts of the Italian Civil Code. Even if it can be
assumed that this Code contains provisions on basic features of foundations and associations,
some elements of incorporation and administration of HS/VCS legal persons do not have a
statutory basis (seein section 72.3). For this reason, the HS/VCS has started drafting an

42 The availability of accurate and upto-date basic and BO information islao assessed by the OECD Global
Forum on Transparency and Exchange of Information for Tax Purposes. In some cases, the findings may
AE£ZEAO AOA O1 AEEEAOAT AAO ET OEA &!'4& AT A '11TAAI &l OC
the standards.
43 https://www.vaticanstate.va/it/normativa -persone-giuridiche-vaticane.htm|
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overarching law that will deal with the registration, administration and winding-up of legal
persons.

575. The AT has been provided with explanations on the creation and basic features oéth

different types and forms of legal persons, but there is no publicly available guidance.
Accordingly, there is a lack of specific and detailed information on the basic features and the

processes for the creation of legal persons that is publicly availabl However, since there is no

possibility for legal persons to pursue private industrial or commercial activities, due to the
OPAAEEEA OAcCOI AOI OU AT OGEOIT 11 AT O ET OEA (37T6#3h (
and types of legal persons is lifted compared to many other jurisdictions

7.2.2.ldentification, assessment and understanding of ML/TF risks and
vulnerabilities of legal entities

576. GRAs conducted to date have touched on ML/TF risks presented by legal persons, in
particular NPOs. However, these ssessments were very generic and not focussed on legal
persons. Subsequently, the authorities have decided to assess the ML/TF risks presented by
different types of legal person, rather than legal persons generally, and more comprehensively
and in detail. They have already conducted such an assessment for NPOs and have started an
assessment of other types of legal person.

577. As regards NPOs, a comprehensive and-depth ML/TF risk assessment has been
conducted jointly by the ASIF and the SoS. For the purposkthis assessment, a selissessment
guestionnaire was prepared and distributed to all NPOs in February 2020. The results of the
assessment were formalised within the Report on Supervision and Monitoring of NPOs in April
2020, updated in May 2020 (NPO Rept). This was the first comprehensive and irdepth ML/TF

risk assessment of NPOs and considered how they could be misused: (i) as legal persons; and (ii)
as NPOs for TF purposes. The latter is addressed separately under 10.10.

578. Through the selfassessmentquestionnaire, a wide range of ML/TF riskrelevant
information has been collected by the ASIF. Comprehensive information has been obtained on
the: (i) geographical areas of the main activity; (ii) amount of assets and number and amount of
incoming and outging transactions (including donations) (divided into wire and cash
transactions); (iii) involved subjects (i.e. beneficiaries and donors); and (iv) internal organisation
of each NPO and its activities. In addition, publicly available information such asgative news
from media, adverse information provided by foreign counterparts of the ASIF and any additional
information provided by the FIU has been taken into account in the assessment process. The
combination of these sources is considered to be suffanit to conduct a comprehensive ML/TF
risk assessment of NPOs.

579. According to the methodology developed by the ASIF, a residual risk for ML and TF for
each NPO is calculated on the basis of an analysis of the potential threats amtherabilities,
taking into account risk-mitigating measures and internal control mechanisms. In the view of the
AT, the methodology used supports appropriate and sound calculations of both ML and TF
residual risk. However, the NPO Report does not addrebfi_ and TF risk separately and, instead,
AOOAOGOAO OEA 1T OAOAITT AT i1 AET AA OEIOE068 AVATI OEFER OOBL>
AT, it is doubtful that the overall ML and TF risk levels for the NPO sector are the same and there
would be greater vdue in assessing ML and TF on a sectorial level separately. Given the small
number of NPOs (20), the authorities have still been able to demonstrate an understanding of
sectorial risk and so this is considered a point of refinement. Overall, the HS/VCSlzarities are
commended by the AT for the quality of the ML/TF risk assessment of NPOs.
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580. An understanding of ML/TF risks of NPOs had already developed to some extent before
the ML/TF risk assessment in 2020, in particular as a result of the significant egoing oversight

by the SoS of activities of legal persons as referred to under sectior2.3. As a result of this
oversight and the risk assessment of NPOs, the authorities have a good understanding of ML/TF
risks of NPOs.

581. It is intended by the ASIF and th&oS to repeat this risk assessment exercise for NPOs
annually. Such a short period makes it possible to keep the risk profiles for each NPOtogdate
and allows the authorities to react quickly to changes.

582. With regard to voluntary organisations and othercharitable legal persons, a ML/TF risk
assessment comparable to that of NPOs was underway at the time of thete visit. A training
seminar for these legal persons was held in September 2020 in which sesessment
guestionnaires were distributed. When considering the activities that are pursued by these legal
persons, it is clear that their characteristics correspond to those of NPOs. This is because all legal
persons in the HS/VCS are set up to support the mission of the HS/VCS and the Catholic Ghurc
Thus, the ML/TF risks of legal persons other than NPOs are readily comparable to those of NPOs
and, therefore, it is not to be expected that the outstanding risk assessment will identify high
ML/TF risks, which was confirmed by the authorities based onpreliminary findings.
Furthermore, it must also be taken into account that an understanding of risk is already present
to some extent among the authorities as a result of the significant egoing oversight of the
activities of voluntary organisations and a@her charitable legal persons as referred to under
section 72.3.

7.2.3. Mitigating measures to prevent the misuse of legal persons and arrangements

583. Legal persons that are created in the HS/VCS register with the Governorate. The
Governorate keeps four separate registers: (i) canonical legal persons; (ii) civil legal persons; (iii)
NPOs; and (iv) voluntary organisations.

584. In order to incorporate a legalperson in the HS/VCS, prior authorisation by the Pontifical
Commission for voluntary organisations and by the SoS for all other types of legal persons (NPOs
and other charitable legal persons) is required. After incorporation of a legal person, any chamsge
to the composition of corporate bodies are, in practice, also being authorised in advance by the
Pontifical Commission or the SoS. The effect of these two authorisation processes is that criminals
or their associates are prevented from holding a managemeor control function in a legal person
(and, by default, also becoming a BQsee below in section 722.4) and that there is close contact
between the authorities, legal persons and those holding management or control functions.

585. Both authorisation proces®s (by the SoS or the Pontifical Commission which has
delegated the performance of checks to the Governorate)) take place in two stages. In a first step,
the applicant explains the reasons for creation and provides the draft act of incorporation and the
draft statutes, indicating the names of persons who will become members of the administrative
and control bodies, together with further documents (CV, identification documents and
certificates of criminal record). NPOs are also required to attach a statementE OEA T OCAT EOA
assets and liabilities, indicating clearly initial patrimony and the origin of assets. In a second step,
the SoS or the Governorate check that the statutory purpose is compatible with the mission of the
HS/VCS and the Catholic Churglalong with integrity and professionalism of persons who will
become members of the administrative and control bodies. To this end, the CdG, and relevant
bishops, dioceses and other ecclesiastical bodies are consulted. A similar process is followed
where there is a subsequent change in members of the corporate bodies.
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586. Once the SoS or the Pontifical Commission has granted authorisation, the legal person is
established by a public act of incorporation (i.e. decree of erection issued by the Supreme Pontiff
or, a notary public deed), otherwise the legal person is not validly established. The SoS then
notifies the Governorate of the creation of the legal person and forwards all the documents,
together with its authorisation, to the Governorate. This process enses that all legal persons
established under the law of the HS/VCS are registered.

587. According to the authorities, only natural persons are eligible to be members of the
corporate bodies. Although a legal basis for this requirement is missing, implementatiois
ensured in practice within the framework of the respective authorisation procedure. From the
1460 OEAxh OEEO OANOEOAI AT O DPOI OEAAOG Al AAAEOEI
persons.

588. The issuance of any bearer share instruments is legallyrfidden in the HS/VCS. Apart
from that, the issue of bearer shares does not play a role in the HS/VCS, as legal forms registered
do not issue shares. Given that the legal persons registered in the HS/VCS do not have
shareholders, risks presented by nomineshareholders are not applicable. In order to avoid the
misuse of legal persons using nominee directors (or equivalent), the HS/VCS has subjected all
legal persons to the authorisation mechanism described above. These fit and proper checks are
designed toidentify links to criminal activity but, in the view of the authorities and the AT, will
also highlight cases where directors propose to act as nominees (see also ¢.24.12). None have
been observed to date.

589. The SoS and the Governorate also receive minutekall meetings of the administrative

and control bodies of legal persons in order to verify compliance of their activities with statutory
purposes, statutes and legislation. This means that the authorities are continuously informed
about the activities of all legal persons. Should the SoS or the Governorate come across
resolutions that are incompatible, it will take supervisory measures. For instance, on the basis of
the Law on NPOs, the SoS can declare resolutions void or remove the management of a NPO and
nominate an extraordinary administrator, whenever the members of the administrative body
have acted in serious breach of the Law on NPOs or statutes.

590. Legal persons must also submit their budgets and final financial statements to the SoS or
Governorate amually. In the case of NPOs and other charitable legal persons, these are then
forwarded to the SfE, which carries out a preliminary analysis of the financial statements and
reports to the SoS on whether it considers an audit by the Office of the Auditoeieral or by an
external auditor to be necessary. This may be the case, for instance, if any anomalies in
comparison to the figures of the previous years are identified. In the years 2017 to 2019, the SoS
has not found it necessary to request such an audiin the case of voluntary organisations, the
State Accounting Office carries out an internal audit of the budget and final financial statements.
If anomalies or irregularities are detected in the course of the audits, the SoS or the Governorate
will examine the need for supervisory measures (see under para. 589 and 591).

591. In their totality, the effect of the above measures is to form a robust and effective system
of supervision, which is based on the relevant authorities being aware of the activities of kg
persons and those holding management or control functions from the outset. This knowledge
enables the authorities, in particular, to report suspicious activities to the ASIF (even though, so
far, no SARs have been submitted by the authorities to the ASlue to suspicions resulting from
the abovementioned oversight measures). In this context, it is emphasised that all oversight
measures have been applied in practice by the HS/VCS authorities since 1983 (for legal persons
established under Canon Law) and993 (where established under Civil Law). Accordingly, the
relevant authorities have built up a high level of knowledge regarding the common activities and
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persons involved in legal persons, which in turn strongly contributes to their risk understanding
(see above in section 2.2.). In addition, legal persons themselves are obliged to report suspicious
activities to the ASIF.

592. Since 2020, the ASIF has started to request the submission of a ssfessment
questionnaire for all legal persons in order to detrmine a risk category for each and to identify
any weaknesses in relation to internal control mechanisms (see also above). It had not done so
for all legal persons at the time of the ossite visit. The ASIF intends to collect these questionnaires
on an amual basis. Identified weaknesses, together with suggested actions for remediation, had
been communicated at the time of the osite visit to each NPO for the first time through
individual reports with attached action plans set up by the ASIF. This processis worked well
with regard to NPOs and enables weaknesses to be addressed individually and in a targeted
manner, thus making a significant contribution to risk mitigation. The experience that was gained
in this process has been incorporated into the ooing process concerning other types of legal
persons (i.e. voluntary organisations and other charitable legal persons).

593. At the time of the onsite visit, one NPO had been subject to an inspection by the ASIF.
Inspections follow a methodology set up by theASIF, which contains specifications on the
documents and data to be inspected as well as checklists to be used. The inspection already
carried out and the inspection methodology have established a solid basis for the continuation of
the AML/CFT inspectiors of NPOs, which will be extended by the ASIF to all legal persons in
future. The frequency of these inspections will be determined by the risk category assigned,
ranging from annual visits for high risk entities to every five years for low risk entitiesand the
methodology already in use for the inspections of NPOs will be used for the inspections of all other
legal persons.

594. Moreover, there is now periodic training of all legal persons to raise their awareness to
collect and maintain basic and BO informtéon. However, this training has only been taking place
at regular intervals since 2020. Besides this, the Governorate keeps legal persons informed of
their legal obligations by sending them new relevant laws, ordinances and regulations (e.g. ASIF
Regulation No. 5 (SARs) and amendments thereto.

7.2.4. Timely access to adequate, accurate and current basic and beneficial ownership
information on legal persons

Access to basic and BO information of legal persons

595. The registers of legal persons maintained by the Goverrate contain all necessary basic
information, along with details of beneficiaries of their work. The incorporation documents
(including those resolutions by means of which the statutes or the composition of the corporate
bodies were amended) and identificion documents of the members of the corporate bodies are
also included in the registers. The registers are keptlectronically and include current and
historical information. The Governorate issues register extracts on request to any person on
request. THs does not apply to the authorities referred to in para. 598, which have direct access
to the registers.

596. The Governorate ensures that legal persons are included in the appropriate register and
registered information is verified by the Governorate every i months through checks of the
OACEOOAOO8 )1 DAOOEAOI AOh EO AEAAEO xEAOEAO
identification data is complete, and identification documents remain valid. Furthermore, accuracy
and currency of the registeed information is ensured by the fact that changes to the statutes and
in the composition of the administrative and control bodies are, in practice, being approved in
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advance by the SoS or the Governorate (as the implementing body for the Pontifical Consiar)

Z in line with the process set out in section 2.3 above. Once authorisation is granted, it is
communicated immediately by the SoS to the Governorate, which then updates the register. In
the case of voluntary organisations, the information regardinghanges is already present with
the Governorate anyway. Even though there is no legal basis for this practice, it works in practice
given the particular circumstances of the HS/VCS, especially the low number of legal persons and
their proximity to the authorities through on-going and close contact. Accordingly, current basic
information is not only held by the Governorate, but also by the SoS in relation to NPOs and other
charitable organisations.

597. A number of mechanisms are designed or available to ensuawailability of adequate,
accurate and current BO information on legal persons: (i) requiring legal persons to hold BO
information; (ii) requiring legal persons to communicate BO information to the Governorate thus
creating four central BO registers for tle small number of legal persons established in the
HS/VCS; and (iii) requiring Fls and DNFBPs to obtain BO information in accordance with R.10 and
R.22. In practice, however, given the charitable nature of legal persons established in the HS/VCS,
their structuring as foundation or association and the fact that the funds come from donors, the
BO will be the person or persons controlling the legal person through the role held (i.e. members
of the administrative body, e.g. board of directorsy information whi ch is already held centrally

in registers kept by the Governorate. The adequacy, accuracy, and currency of this information is
considered above.

598. The SoS, the ASIF, the Office of the Auditor General, the SfE, the CdG and the ASIF
authorised institution all have direct and full access to all basic and BO information kept in the
four registers held by the Governoratez at any time. Due to this direct access, no figures on
searches are available. If the OPJ or the Tribunal need access to basic and/or BO irdtion kept

by the Governorate, they retrieve it through the CdG. The information is made available on the
same day.

599. Access to basic and BO information kept in the registers for competent authorities is
therefore ensured. This has been extensively testedybthe ASIF as part of the ML/TF risk
assessment on NPOs where BO information collected via the saéisessment questionnaires was
compared by the ASIF to BO information held by the Governorate. Access to these registers by
other competent authorities has o been positively tested in practice (though only in a limited
number of cases due to a lack of need).

600. Whilst there is no obligation for legal persons to maintain a bank account with the ASIF
authorised institution, more than 90% do have such an accoun®he authorities indicated that
BO information is therefore also available in a timely manner at the institution.

601. To date, the ASIF has requested basic/BO information from legal persons in the course of
the inspection of one NPO (see under para. 593). Tieehave been no further such requests by the
ASIF. This is because there has not yet been an investigation case involving an NPO, voluntary
organisation or other charitable legal person registered in the HS/VCS. The latter statement also
applies to the LEA.

Access to basic and BO information of legal arrangements

602. Itis recalled that the laws of the HS/VCS do not provide for the creation of trusts or any
other legal arrangement and the administration of foreign trusts by trustees in the HS/VCS can
be virtually ruled out in practice (see Chapter 1). Moreover, the ASIF authorised institution does
not maintain any business relationships with trusts.
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603. Notwithstanding this, it should be noted that access by competent authorities to basic/BO
information held by a professional trustee in relation to a foreign trust is legally ensured
(AML/CFT law, Art. 46(b)). With regard to nonprofessional trustees and basic/BO information
held by them, access to this information is possible through LEAs (Art. 168CP. Thes powers
have never been used because administration of foreign trusts by trustees in the HS/VCS can be
virtually ruled out in practice.

7.2.5. Effectiveness, proportionality and dissuasiveness of sanctions

604. NPOs are subject to administrative sanctions in case thequirement to register with the
Governorate is breached. Violations of the obligations to maintain basic/BO information, to notify
any changes to this information to the Governorate and to disclose basic/BO information to
requesting authorities may alsobe sanctioned under the Law on NPOs. The administrative
sanctions are ascertained by the SoS and imposed by the President of the Governorate. Whilst
administrative sanctions have not been imposed by the Governorate on NPOs (as no
opportunities have been icentified by the authorities to apply sanctions), sanctions are available
and considered effective in ensuring future compliance by the legal person and dissuasive of non
compliance by others.

605. With regard to voluntary organisations and other charitable legl persons, the obligations

to register, to submit basic/BO information and changes thereof to the Governorate and to
disclose basic/BO information to requesting authorities are based on the provisions of the
AML/CFT law. If one of these obligations is bexhed, the President of the Governorate may
impose administrative sanctions on the basis of the Law on General Norma administrative
Sanctions. So far, no administrative sanctions have been imposed by the Governorate on
voluntary organisations and other charitable legal persons as no opportunities have been
identified by the authorities to apply sanctions. In this context, it is noted that a maximum fine of
EUR 5 000 is not considered to be effective or dissuasive, especially as other charitable legal
persons may manage larger volumes of assets.

606. The AT has considered the absence of application of sanctions. One explanation is that, as
mentioned under sections 72.3 and 72.4 above, there has been just one inspection of a legal
person and no investigationsz so failures to comply with registration and information
requirements have not been detected. Apart from that, compliance with the requirements is
ensured in particular by a combination of the following measures: (i) obtaining prior approval by
the SoS/Gweernorate for changes to members of corporate bodies; and (ii) simonthly checks of

the registers conducted by the Governorate.
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Overall conclusions on 10.5

607. In the HS/VCS there are only a small number of legal persons. None are established to
pursue private industrial or commercial purposes and they do not have shareholders or complex
ownership structures. Accordingly, the opportunity for abuse of legal persons seen in many other
jurisdictions is rather limited.

608. Notwithstanding this, there is dgnificant on-going oversight of legal persons at different
levels, including prior authorisation of appointments to the corporate bodies of legal persons, in
order to ensure that activities are in line with the mission of the HS/VCS and the Catholic Churc

609. Whilst risk assessments have not yet been completed for all types of legal person,
oversight measures have been applied by the HS/VCS authorities for many years and have
contributed to the development of an understanding of ML/TF risk.

610. Setin this paricular context, less weighting has been attached to shortcomings identified
by the AT.Therefore, the HS/VCS is rated as having a substantial level of effectiveness for
10.5.
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8. INTERNATIONAL COOPERATION

8.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 2

a) There is a comprehensive legal framework to provide and requeMLAn criminal matters. In
the context of the HS/VCS, there is a good understanding of the importance of internatior
cooperation. Italy is the most important counterpart, although cooperation with other,
jurisdictions has risen during the assessment periods well.

b) Incoming MLA requests are executed in due time and the AT noted no particular obstacleg
this area. In the context of providing constructive international cooperation, the authorities will
not only include the requested information, but also otkr relevant information gathered during
the process of executing the request.

c) Despite the absence of a specific case management system to prioritise requests
international cooperation, this does not appear to impact on execution due to the small numb
I £/ OANOAOOO OAAAEOAA AT A OAT 08 4EA AOOET OF
In case of an ML/TF related request, the authorities have explained that it will automaticall
receive priority.

d) Outgoing MLA requests are being sent re¢arly. The number of outgoing MLA requests ha
increased over the past two years, in contrast to 2013 to 2017 when the number was low. The
are several requests confirming that the HS/VCS closely cooperates with several jurisdictior
Difficulties in receiving a response to outgoing rogatory letters were reported by the HS/VCS on
with reference to one country.

e) The FIU, the CdG and the ASIF proactively exchange information with equivalent authoriti
of foreign jurisdictions on the condition of reciprocity and on the basis of a MoU. The AT sg
useful examples of such cooperation. However, the condition for a MoU may result in delays
cases where one is not in place. That said, the FIU as of 2020 proactively seeks to sign as T
MoUs as possible. Howevemith reference to the ASIF, at the time of the esite there were only
eight MoUs in place, two of which provide for limited exchange of information.

Recommended Actions
Immediate Outcome 2

a) The authorities are recommended to proactively seeland explore different possibilities
to obtain information in cases where the answeto their MLA request is not being provided for a
long period of time,including through other forms of cooperation by LEAs.

b) The authorities should also take steps to amend legislation so as to exclude any poss
negative impact of shortcomings identified under B and on the effectiveness of internationa
cooperation.

611. The relevant Immediate Outcome considered anadssessed in this chapter is 10.2. The
Recommendations relevant for the assessment of effectiveness under this section are R186
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8.2. Immediate Outcome 2 (International Cooperation)
8.2.1. Providing constructive and timely MLA and extradition

612. The HS/VCS CPsets outa comprehensive legal framework forMLA, which enables the
authorities to provide the widest possible range of assistance in relation to investigations,
prosecutions and related proceedings concerning ML, associated predicate offences akd Details
about the legal and institutional framework, including the conditions under which information can
be provided, are available under R.3®40.

613. The AT received positive feedback from the global AML/CFT networlfeedback was
received from 11 jurisdictions) in relation to the quality and timeliness of assistance provided by the
HS/VCS, however the examples are on occasional cases which is understandable.

614. The authorities have thorough understanding of the importance of international cooperation

in the context of the HS/VCS which is evidenced by their proactivity in seeking and providing
assistance. As noted under other chapters of this report the majority of the reported potential
predicate offenseshas beeninked to international tax fraud and evasion(up until 2017), committed

by foreign citizens in foreign jurisdictions. Hence, the HS/VCS adopted a clear policy to enhance
international cooperation for the prevention and countering of tax fraud and evasion and has signed
ad hoc agreements with Italy and the USA fahe exchange of fiscal information.

Incoming MLA requests

615. The H3VCSreceived 24 MLA requests in the periodetween 2013 and 2020 All requests
but four were duly executed (see below).Overall, the AT did not identify any impediments
concerning thetimely execution of incoming MLA requests. The feedback received from the global
network in general confirms the good quality of assistanceéds seen in the tabldelow, 19 of those
requests related toML. The SoS acts as the central authority for incomiMdLA requests. The revision

of MLA requests by the SoS is of a formalistic nature, aiming at understanding whether requests
meet the required criteria. After the revision of requests, the SoS forwards them to the Tribunal or
to the OPJ for execution. MLA griests on investigatory stage are executed by the OPJ, and by the
Tribunal on the trial stage. The Tribunal sends requests to the OPJ for it to express an opinion and
then decides accordingly. The CdG is involved in the process of the execution of MLA esfgiwhere
the OPJ asks for further investigation.

Table 20: Number of incoming MLA requests broken down by nature of offence

YEAR ML OTHER OFFENCE
1 Misappropriation

2020 3 1 Embezzlement

1 Fraud

2019 1 1 (Fraud)

2018 0 0

2017 1 0

2016 2 1 (Taxevasion)

2015 2 0

2014 4 0

2013 6 0
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616. Thevast majority of requests is received from lItaly, being the HS/VCS main counterpart for
international cooperation. There is a small number of requests received from Switzerland, and the
Slovak Republic. The OPJ highlighted the effectiveness of having eloslations with the Swiss and
Italian authorities in the recent years, which has facilitated the sending of requests as informal
contact usually precedes a formal request.

Nature and timeliness of MLA reqsts

617. Acquisition of documents is the investigative act most frequently requested by foreign states
in connection with the ML offence. Banking documents were required in 11 cases from 2013 to
September 2020. In 2019, there was also one request on seizure of ae@unt. On average, requests
for ML-related MLA are processed within 1 to 4 months, depending on the nature of the request, the
type of assistance requested and the complexity of the request. Overall, the timeliness of information
exchange between 2013 an@020 remains stable, which adds to the effectiveness of the system. It
is noteworthy that during the said period only a small number of requests was received. According
to the authorities, the significant increase observed on the average response in 2048s a result of
delay concerning a request for which a significant number of documents was required and another
request for which there was an orgoing investigation in the HS/VCS. As for the average time taken
to execute not MLrelated MLAs, usually it akes two weeks. The authorities explain the difference
on average time taken to respond to MLA request in general and on Mlated MLA with complexity

of investigations of MLrelated cases.

Table 21: Timeliness of ML:related incoming MLA Requests

YEAR Average time for the execution of requests (in days)
2020 12

2019 71

2018 No incoming requests

2017 No incoming requests

2016 255

2015 31

2014 23

2013 17

618. Intheboxbelow a case study is presented as a positive example of international cooperation
as it proved to be beneficial for both HS/VCS and Italy.

BOX17 7z CASE STUDIES
Execution of MLA request z Mr P. case

Details on theMr P. case be found under 1@ (Box 9). As for the international cooperation aspect of
the case it is important to note the following:

In 2017, the Italian authorities sent a rogatory letter requesting the HS/VCS authorities tiie ASIF
authorised institution had an accountin the name of MrP.Upon receipt of the letter, a request was
sent by the FIU to the ASIF authorised institution. The ASIF authorised institution identified an
account and conducted analysis showing that the financial flows were limited between the two
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jurisdictions. The ASF authorised institution provided the requested information to the FIU which
later forwarded it to the OPJ. The HS/VCS authorities provided a response within 12 days.

Another rogatory letter was received in 2018, requesting the HS/VCS authorities to forwe to the
Italian authorities the amounts seized. A negative answer was provided as at the time there were
on-going legal proceeding in the HS/VCS with regard to M.

Based on the information provided by the OPJ, Nfwas convicted in Italy for fraudulentbankruptcy.
Subsequently, MiPwas sent to trial in the HS/VCS and was convicted for sd#fundering, including

the confiscation of seized amounts. The sentence was appealed, and the Court confirmed the verdict
on 13 November 2019.

Requests refused

619. The mgority of assistance in connection with the identifying, freezing, seizing and
confiscating assets occurs with Italy. Throughout the reporting period there were in total 3 incoming
requests for seizure (1 request in 2014 and 2 requests in 2019), all frontaly. These requests were
not executed as there were ofgoing investigations in the HS/VCSoncerning the persons of
reference in these requestsThere was also one request on repatriation of assets in 2018 which was
rejected (see Bors20 and 10).An explanation for all four requests was provided to the relevant
foreign counterparts.

Prioritisation of MLA requests

620. Despite the absence of a specific case management system to prioritise requests for
international cooperation, this does not appear to impact othe execution due to the small number
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In case of a ML/TF related request, the authorities explained that it will automatically receive
priority. ML/TF requests involving higher volumes will receive priority over the ones involving
lower volumes. This practice was applied throughout the review period and it was further supported
by the March 2020 Decision of the President of the Tribunal that set it intoriting and it was shared
with the AT. Whilst this ordinance is mandatory for the judicial authorities, it is of an advisory nature
inviting the OPJ and the CdG to give urgency and priority within their competence. Moreover, the
Internal Procedure of theOPJ issued in January 2019 establishes that priority must be assigned in
investigating activities and investigation of files concerning requests for judicial assistance in the
context of international cooperation, in particular concerning matters of: a) M and related
predicate offenses; b) selaundering and related predicate offenses; c¢) TF; d) illegal activities
potentially aimed at financing international terrorism. Given the average timeframe taken to execute
MLASs the AT is satisfiedow the prioriti sationis set up and the way it functions in practice

TFrelated MLA requests

621. During the review period, no incoming TFrelated requests or requests for extradition were
observed.With a view to the latter,dual criminality issues could arise in the context of extradition
due to some potential problems with the financing of individual terrorists for legitimate purposes
including financing of travel for providing of TF (please refer to R.5).

Other relevant ifiormation

622. The internal procedure of the OPJ issued in January 2019 provides that when executing MLA
requests issues on which an investigation activity has already formally begun, in addition to what is
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formally requested by the foreign authority, informaion can also be provided on further elements
that do not affect the ongoing activities The competent authorities informed that they, however, have
never come across with such information.

JIT

623. The HS/VCS authorities have never established or been requestéa be part of a joint
investigation team (JIT) with foreign jurisdictions. However, the authorities informed that there are
currently parallel investigations going-on with their foreign counterparts (please refer toboxes 11
and 18 on LP case).

8.2.2. Seeking timely legal assistance to pursue domestic ML, associated predicates and
TF cases with transnational elements

624. Based on the information provided during the orsite visit the AT is of view that authorities
seek international cooperation in all cases with forgjn element. The CPdoes not pose any obstacles
in effectively requesting information. MLA requests are being sent regularly by the HS/VCS. The
number of outgoing MLA requests has increased over the past two years, comparing with the period
between 2013 ard 2017 where numbers are low.

625. The SoS acts as the central authority for outgoing MLA requests. The OPJ or the Tribunal are
responsible for preparing MLA requests which are then passed to the SoS. A formal review is carried

out by the SoS aiming at undersinding whether the request meets the required criteria. Once the

review is carried out, the SoS sends the request to the relevant foreign counterparts through
diplomatic channels. The authorities have not encountered any instances where the SoS had to go

back with a request to the OPJ or the Tribunal, which proves that the process is well organised and
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Table 22: Outgoing MLA Requests

YEAR ML Other Offences
2020 0 2
2019 15 8
2018 4 1
2017 0 0
2016 1 0
2015 0 2
2014 0 0
2013 0 1

626. The majority of outgoing MLA requests is associated with frauaihd tax evasion, which seems

to be consistent with the GRA findings. As happens with incoming MLA requests, Italy and
Switzerland are the main recipients of the HS/VCS outgoing requests. As a result, close relations with
the authorities of both countries have been developed in the recent years which adds to the
effectiveness of the system in place. Requests were also sent to other jurisdictions, such as Slovenia,
Jersey, UK, Germany etc. When-gite the AT was shown with an example of extensive internatia
cooperation related to an ongoing investigation (Please see th@x below concerning the LP case).

As regards the spike of outgoing MLAs observed in 2019 (table above), the authorities explained that
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this was triggered by the following complex cases: Rquests related to L,C and S case (S8ex 10),

4 requests related to the M case (Sd#ox 14), 6 requests related to the P case (S&px 17), and 2
requests concerning the LP case (Sdgoxes 11 and 18). A number of these requests, although
officially referring to the ML offence, also aimed at freezing of proceeds. The results achieved in this
area (freezing of proceeds located abroad) is also discussed under80

Timeliness of outgoing MLA requests

627. Although most HS/VCS outgoing MLA requests are duly exeed by its partners, delays are
observed with a view to some requests (see section 3.3.1 under core issue 7.Ihe authorities
informed that no request was refused, whilst on 3 occasions a request was executed with
unsuccessful outcome as the informatiomeceived did not provide enough groundto identify the
accounts of interest All three refer to the samecase,person and jurisdiction. A justification was
sought by the HS/VCS authorities, which were informed that the information contained in their
requeds is not sufficient enough to track some banking accounts. Difficulties were reported with
regard to one specific country where requests received no formal acknowledgement. Particular
attention has been paid by the HS/VCS authorities aiming at understamdj the source of this issue
and find alternative ways to establish communication.

Subsequent finding triggered by an outgoing MLA

628. There is an ongoing case in whichit was possible to identify the financial flows that were
the object of theML activities through the financial information obtained from the Swiss authorities
via an MLA.The AT was provided also with information on a case on predicate offence, which is
described in the box below.

BOX18
Case study 1- International cooperation on LP case - ongoing case
Details on the London property case can be found under IO

As for international cooperation, activities began in the context of intelligence with the Italian Police
Forces and at the same time the first MLA was sett Italy. Elements indicating the involvement of
foreign jurisdictions (in addition to the Italian one) were identified after which MLAs were sent to
Switzerland, UK and Jersey.

Following the MLA, cooperation was established between the CdG and the NCéhefUK. In addition,
the FIUwas involved in obtaining intelligence from other FIUs. The first results came from the MLA
relating to the acquisition of financial elements of the parties involved.

Two officers of the GdF of Italy specialised in the analysof assets were included in the team to carry
out a joint cooperation. Cooperation with the Italian Police Force is constant and continues until
today. In the course of investigation, a request for search and seizure of a Swiss citizen residing in
Switzerland originated from the CdG. Further investigations are carried out on the accused and
suspected. From the evidence acquired, an arrest warrant for one person was issued who was then
arrested (crimes ascribed toML, fraud, aggravated fraud, extortion).

The results of the investigative activities carried out with the arrested subject led to the opening of
further avenues of investigation, also reinforcing the investigative hypotheses already in place.
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The information acquired from the testimonies led to a badening of the investigative spectrum.
The police forces of the USA and the Dominican Republic were involved in the acquisition of
information for intelligence purposes. The case is still open and international cooperation continues.

Case study 2- Outgoing MLA request z ongoing case

Details on the MC case can be found under.TOAs for the international cooperation aspect of the

case it is important to note the following:

1 O PAOO T &£ OEA /10830 ET OAOOECAOET inding Aut about theOANOA C
existence of accounts or other banking relationships where the proceeds could have been deposited.

The Italian authorities provided information on a whole series of accounts opened with Italian
banks, both in the name of the entity ands director.

Thanks to this collaboration, the OPJ was able to identify the financial flows that proved that the

The authorities are currently in the process of filing a charge of embezzlement.
Seizure andepatriation

629. Throughout the reporting period, the HS/VCS authorities issued seven outgoing requests on
seizure and one on repatriation of assets. It is worth mentioning that the new confiscation measure
provided for under Decree 277 of 10/12/18, based on sspicion, has been applied once in
international cooperation context (see section 3.3.5 and Box 10 (L, C and S cag® regards
incoming request concerning repatriation of assets, there is only received throughout the review
period. The request was refusé (see Mr. P case, B0¥). The statistics show a positive trend on
seizure and asset recovery since 2017, which is not only reflected in the number of outgoing
requests, but also in the value of sums (séble 16 under section 3.4.2.

Table 23: Outgoing requests on seizure and repatriation

Outgoing Requests Outgoing Requests on

Year on Seizure Destination Repatriation of Assets Destination
Slovenia
Switzerland
2020 5 Italy 0
Jersey
UK
2019 1 Switzerland 0
2018 0 1 Switzerland
2017 1 Switzerland 0
2016 0 0
2015 0 0
2014 0 0

630. During the review period, no outgoing THelated requests or requests for extradition were
observed.
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