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Executive Summary

1. This report provides a summary of the anti-money laundering and combating the financing of
terrorism (AML/CFT) measures in place in the United States at the date of the on-site visit
(18 January 2016 to 5 February 2016). It analyses the level of compliance with the FATF
40 Recommendations, the level of effectiveness of its AML/CFT system, and makes recommendations
on how the system could be strengthened.

A. Key Findings

B The AML/CFT framework in the U.S. is well developed and robust. Domestic coordination
and cooperation on AML/CFT issues is sophisticated and has matured since the previous
evaluation in 2006. The understanding of money laundering (ML) and terrorist financing
(TF) risks is well-supported by a variety of ongoing and complementary risk assessment
processes, including the 2015 National Money Laundering Risk Assessment (NMLRA) and
National Terrorist Financing Risk Assessment (NTFRA), which were both published. The
national AML/CFT strategies, key priorities and efforts of law enforcement and other
agencies seem to be driven by these processes and are coordinated at the Federal level
across a vast spectrum of agencies in a number of areas.

B The financial sectors bear most of the burden in respect of required measures under the
Bank Secrecy Act (BSA). Financial institutions (FIs), in general, have an evolved
understanding of ML/TF risks and obligations, and have systems and processes for
implementing preventive measures, including for on-boarding customers, transaction
monitoring and reporting suspicious transactions.

B However, the regulatory framework has some significant gaps, including minimal coverage
of certain institutions and businesses (investment advisers (IAs), lawyers, accountants, real
estate agents, trust and company service providers (other than trust companies). Minimal
measures are imposed on designated non-financial businesses and professions (DNFBPs),
other than casinos and dealers in precious metals and stones, and consist of the general
obligation applying to all trades and businesses to report transactions (or a series of
transactions) involving more than USD 10 000 in cash, and targeted financial sanctions
(TFS) requirements. Other comprehensive AML/CFT obligations do not apply to these
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EXECUTIVE SUMMARY

sectors. In the U.S. context the vulnerability of these minimally covered DNFBP sectors is
significant, considering the many examples identified by the national risk assessment
process.

B Law enforcement efforts rest on a well-established task force environment which enables
the pooling of expertise from a wide range of law enforcement agencies (LEAs), including
prosecutors, to support quality ML/TF investigation and prosecution outcomes. Overall,
LEAs have access to a wide range of financial intelligence, capabilities and expertise
allowing them to trace assets, identify targets and undertake expert financial ML/TF
investigations. There is a strong focus on following the money in predicate offence
investigations at the Federal level. A similar focus on identifying terrorist financiers in
terrorism-related investigations applies. The U.S. investigates and prosecutes TF networks
aggressively in line with its risk profile. International cooperation in these areas is generally
effective though improvements are underway to further improve the timely handling of (a
large volume) of mutual legal assistance (MLA) and extradition requests.

B Lack of timely access to adequate, accurate and current beneficial ownership (BO)
information remains one of the fundamental gaps in the U.S. context. The NMLRA identifies
examples of legal persons being abused for ML, in particular, through the use of complex
structures to hide ownership. While authorities did provide case examples of successful
investigations in these areas, challenges in ensuring timely access to and availability of BO
information more generally raises significant concerns, bearing in mind risk and context.

B At the Federal level, the U.S. achieves over 1 200 ML convictions a year. Many of these cases
are large, complex, white collar crime cases, in line with the country’s risk profile. Federal
authorities have the lead role in all large and/or international investigations. There is
however no uniform approach to State-level AML efforts and it is not clear that all States
give ML due priority. The AML system would benefit from ensuring that a range of tax
crimes are predicate offenses for ML.

B The Federal authorities aggressively pursue high-value confiscation in large and complex
cases, in respect of assets located both domestically and abroad. The authorities effectively
resort to criminal, civil and administrative tools to forfeit assets. At State and local levels,
there is little available information, though it appears that civil forfeiture is vigorously
pursued by some States.

B The U.S. authorities effectively implement targeted financial sanctions for both terrorism
and proliferation financing purposes, though not all U.N designations have resulted in
domestic designations (mainly on the basis of insufficient identifiers). Most designations
take place without delay, and are effectively communicated to the private sector. The U.S.
Specially Designated Nationals and Blocked Persons List (SDN List) is used by thousands of
FIs across the U.S. and beyond which gives the U.S sanctions regime a global effect in line
with the size, complexity and international reach of the U.S. financial system. The U.S has
had significant success in identifying the funds/other assets of designated persons/entities,

4_ Anti-money laundering and counter-terrorist financing measures in the United States - 2016



EXECUTIVE SUMMARY

and preventing them from operating or executing financial transactions related to terrorism
and proliferation. Only minor improvements are needed in this area.

®  AML/CFT supervision of the banking and securities sectors appears to be robust as a whole,
and is evolving for money services businesses (MSBs) through greater coordination at the
State level. The U.S. has a range of sanctions that it can and does impose on FIs as well as an
array of dissuasive remedial measures, including informal supervisory actions. These
measures seem to have the desired impact on achieving the supervisory objectives. The
most significant supervisory gap is lack of comprehensive AML/CFT supervisory processes
for the DNFBPs, other than casinos.

B. Risks and General Situation

2. The global dominance of the U.S. dollar generates trillions of dollars of daily transaction
volume through U.S. banks, which creates significant exposure to potential ML activity (generated
out of both domestic and foreign predicate offenses) and risks of cross-border illicit flows. The U.S.
also faces significant risks from TF and is vulnerable to such abuse because of the unique scope,
openness and reach of its financial system globally, and the direct threat posed by terrorist groups to
U.S. interests.

3. The United Nations office on Drugs and Crime (UNODC) estimated proceeds from all forms of
financial crime in the U.S., excluding tax evasion, was USD 300 billion in 2010 (about 2% of the U.S.
economy). Fraud (including healthcare fraud, identity theft, tax fraud, mortgage fraud, retail and
consumer fraud and securities fraud) generates the largest volume of illicit proceeds, particularly
healthcare fraud against the Federal government which accounts for approximately USD 80 billion
annually. Other major sources of proceeds are drug trafficking (generating about USD 64 billion
annually), transnational organized crime, human smuggling and public corruption (both domestic
and foreign).

4, The main ML vulnerabilities assessed by the U.S. were in the cash, banking, MSB, casino and
securities sectors, and were characterized as: use of cash and monetary instruments in amounts
under regulatory record-keeping and reporting thresholds; opening bank and brokerage accounts
using nominees to disguise the identity of the individuals who control the accounts; creating legal
entities without accurate information about the identity of the beneficial owner; misuse of products
and services resulting from deficient compliance with AML obligations; and merchants and Fls
wittingly facilitating illegal activity. The main TF threats and vulnerabilities include: raising funds
through criminal activity, individuals raising funds under the auspices of charitable giving but
outside of any charitable organization, individual contributions and self-funding; moving and placing
funds through banks, licensed MSBs, unlicensed money transmitters and cash smuggling; and
potential emerging threats from global terrorist activities, cybercrime and identity theft, and new
payment systems.
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C. Overall Level of Effectiveness and Technical Compliance

5. The AML/CFT regime has undergone significant progress since the previous assessment in
2006. The U.S. has a strong legal and institutional framework for combating ML/TF and proliferation
financing (PF). The technical compliance framework is particularly strong regarding law
enforcement, confiscation, TFS, and international cooperation, but significantly less so regarding
transparency of legal persons and arrangements. There is a lack of comprehensive preventive
measures by DNFBPs (other than casinos and dealers in precious metals and stones), including those
exposed to higher risks. Additionally, not all [As are subject to comprehensive AML/CFT
requirements.

6. In terms of effectiveness, the U.S. achieves high results in prevention, investigation,
prosecution and sanctions for TF and PF, for preventing the abuse of the NPO sector, and
confiscation. The U.S. also achieves substantial outcomes in understanding ML/TF threats, domestic
coordination and international cooperation, using financial intelligence and other information, and
investigating and sanctioning ML offenses, such that only moderate improvements are needed in
these areas. The U.S. needs to make fundamental improvements in order to protect legal persons,
and to a lesser extent legal arrangements, from ML/TF abuse, and ensure that the competent
authorities have timely access to BO information. Major improvements are needed to apply
appropriate preventive measures to all FIs and DNFBPs, in particular to high risk situations, and to
undertake effective supervision of all sectors.

C.1 Assessment of risk, coordination and policy setting (Chapter 2; 10.1, R.1-2 & 33)

7. Overall, the U.S. has attained a significant level of understanding of its ML/TF threats which it
develops through comprehensive and ongoing risk assessment processes. National AML/CFT
strategies, and law enforcement priorities and efforts, are broadly in line with the country’s main
risks as identified in the 2015 NMLRA and NTFRA.

8. A wide array of other national risk assessments have also been undertaken and are used to
support the U.S. strategies to combat terrorism, major proceeds generating predicate offenses, and
related ML/TF. These risk assessments are not public, but they underpin national strategies that are
published and contain useful information on related ML/TF risks. This process is led, at the highest
level of government, by two agencies within the Executive Office of the President: the National Security
Council (NSC) and the Office of National Drug Control Policy (ONDCP), with effective participation and
involvement of other agencies.

9. National coordination and cooperation on AML/CFT issues has improved significantly in the
U.S. since the last evaluation. Policy and operational coordination are particularly well-developed on
counter-terrorism, counter-proliferation and related financing issues which are the government’s
top national security priorities. The authorities have also leveraged this experience into better inter-
agency cooperation and collaboration on combating ML.

10. However, mitigation of the identified vulnerabilities is less well developed. The BSA AML/CFT
regulatory framework has a number of exemptions, gaps and thresholds which do not appear to be
justified or in line with the vulnerabilities identified through the risk assessment process. Further,
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the NMLRA did not address the systemic vulnerabilities in the DNFBP sector. For example, there is
no requirement to collect BO information (as defined by the FATF) in all cases and there are
suspicious transaction reporting thresholds. In addition, most DNFBP sectors are not subject to
comprehensive AML/CFT measures (for example, lawyers, accountants, trust and company service
providers (except trust companies), and real estate agents). Investment advisers in the securities
sector are only indirectly subject to AML/CFT requirements when they are affiliated to a financial
group or are acting for a covered financial institution in the framework of outsourcing arrangements.
In addition, the extent to which ML is pursued, and risks are mitigated, at the State level is not clear.

C2 Financial intelligence, and ML investigations, prosecutions and confiscation (Chapter
3;10.6, 7,8, R.3, 4, 29-32)

11. Competent authorities at the Federal, State and local levels regularly use a wide range of
financial intelligence to support ML/TF investigation, trace assets, develop operational and strategic
analysis, and identify risks. This is primarily achieved through direct access to and use of the data
held by the financial intelligence unit (FIU), FinCEN. FinCEN’s extensive financial intelligence
includes Suspicious Activity Reports (SARs) and a range of other mandatory reports. FinCEN has
adopted a risk-based approach (RBA) to analysing the large amount of data received annually, and
uses sophisticated and evolving automatic business rules to identify priority reports and SARs. A
large number of SARs are also analysed independently by LEAs and other agencies with direct access
to FinCEN’s database, in line with their operational needs. Such analysis is supplemented by
FinCEN’s increasingly pro-active dissemination of intelligence, although there is scope for further
improvement in this area.

12. While the financial intelligence system is broadly robust, its effectiveness is somewhat
impaired by technical gaps that limit the information available to competent authorities at any given
point in time. These include the application of reporting thresholds for SARs, and the lack of
reporting requirements for most of DNFBPs (see section C.4 below). In addition, there is scope for
FinCEN to continue and enhance its recent practice to use its information collection powers to
support operational intelligence analysis and spontaneous dissemination. These gaps are somewhat
mitigated by FinCEN’s extensive outreach programs and products, as well as by directing covered
institutions to report activities requiring immediate attention without regard for the reporting
thresholds, particularly for TF.

13.  On ML, Federal LEAs have adopted a “follow the money” approach to predicate offense
investigation and have extensive capabilities, resources and tools for undertaking specialist financial
investigations. The U.S. conducts a large number of financial investigations, resulting in over 1200
ML convictions, on average at the Federal level, each year. A wide variety of ML activity is pursued
and there seems to be a strong focus on serious, complex and high-dollar value criminal offenses.
Inter-agency task forces bring together complementary agency-specific expertise and resources
which facilitates the pursuit of complex financial investigations. Federal prosecutors have the
authority to negotiate and potentially drop ML charges against lower level offenders if the defendant
cooperates with law enforcement against co-conspirators and higher level criminals in furtherance
of national strategies developed and implemented by Federal authorities. State law enforcement
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authorities can complement Federal efforts, but more typically pursue State-level law enforcement
priorities. Among the States, there is no uniform approach and little data is available. Where
information was provided, it tended to suggest that ML is not prioritised by the State authorities.

14. National (Federal) strategies are in place to target higher-risk areas. These are in line with the
NMLRA, and resources are allocated accordingly to relevant task forces/Federal agencies. There is
overall scope for all Federal agencies to pursue ML more regularly as a discrete offense type. While
U.S. authorities effectively use an all-tools approach to pursue ML predicate offenses, they would
benefit from ensuring that serious tax crimes are predicates for ML.

15.  The U.S achieves a considerable value of assets confiscation (e.g. over USD 4.4 billion in 2014)
and is able to do so effectively using administrative forfeiture, non-conviction based forfeiture and
criminal confiscation tools. The U.S. Federal authorities aggressively pursue high-value confiscation.
They are able to do so in the context of large and complex cases, and in respect of assets located both
domestically and abroad. Effectiveness in this area would be further enhanced by legislating to
introduce a general power to seize/freeze property of corresponding/equivalent value which may
become subject to a value-based forfeiture order, and to ensure that all predicate offenses include
the power to forfeit instrumentalities.

C3 Terrorist and proliferation financing (Chapter 4;10.9, 10, 11; R.5-8)

16. The US. has a robust legal framework to combat TF, and a clear and comprehensive
understanding of its terrorism and TF risks. Its CFT efforts are fully integrated into its wider
counterterrorism strategy, and any terrorism-related investigation is accompanied by a parallel
investigation to identify potential sources of financial support. Specialized financial investigation
units are fully integrated into departments responsible for investigating terrorism. The U.S. has also
adopted a strong multi-agency approach with 104 Joint Terrorism Task Forces (JTTFs) operating
nation-wide and pooling together a wide range of LEA capabilities.

17.  The U.S. proactively and aggressively investigates, prosecutes and convicts individuals involved
in a wide range of TF schemes using its broad TF statutes which capture any form of material support.
Where a TF charge is not possible, the U.S employs an ‘all tools’ approach to prosecute and convict
terrorists or would-be terrorists. The U.S. continually adjusts its efforts by setting up specialist units
and/or operations to respond to emerging threats. CFT is further supported by comprehensive two-
way intelligence exchange mechanisms between field offices and policy analysis units. U.S. authorities
also engage extensively with the private sector enabling constructive information sharing on TF and
terrorism-related threats.

18. Both proliferation financing (PF) and TF are considered a high priority. The U.S. has
implemented both TF and PF-related TFS - mostly without delay. Designations are communicated
proactively and widely to FIs/DNFBPs via several communication channels. The U.S. SDN List is used
by thousands of FIs across the U.S. and around the world to screen real-time transactions and
accounts. U.S. regulators are able to enforce requirements imposed on U.S. and correspondent Fls
wishing to do business in or through the U.S,, or in U.S. dollar-denominated transactions. This global
reach of the U.S. sanctions regime reflects the size, complexity and international reach of the U.S.
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financial system. The U.S. has established a targeted RBA to NPO outreach, oversight, investigations
and enforcement actions which are largely based on regular engagement with NPOs and intelligence.

19. The U.S has had significant success in identifying the funds/other assets of designated
persons/entities, and preventing them from operating or executing financial transactions related to
proliferation. However, deficiencies in the country’s implementation of BO requirements impacts the
ability of FIs and DNFBPs to identify the funds/assets of designated individuals/entities, as does the
fact that the U.S. has not domestically designated all of the individuals/entities designated by the UN.
These deficiencies are, however, significantly mitigated by the coordinated inter-agency approach
taken by the U.S. authorities to the sharing of information and intelligence in relation to both TF and
PF.

C4 Preventive measures (Chapter 5;10.4; R.9-23)

20. The U.S. has extremely large and diverse financial and DNFBP sectors. The vulnerabilities to
ML/TF of individual FIs and DNFBPs vary greatly. Overall, the financial sector bears most of the
burden of preventive measures and reporting, with the domestic banking sector playing a
predominant role in the domestic and international financial sectors, along with the securities sector.
MSBs are large in number, diverse and also an important part of the financial architecture. Among
DNFBPs, the casino sector is large and has been identified in the NMLRA as vulnerable to money
laundering. In practice, while not essential to the process of company or legal arrangement
formation, lawyers, company formation agents and to a lesser extent, accountants are often involved
(with varying degrees) and with related transactions (lawyers and company service providers are
involved in the formation of close to 50% of legal persons). Lawyers and real estate agents also have
roles in relation to buying and selling of high-end real estate. The remaining DNFBP sectors are of
less relative importance in the U.S. given its risks and context, as noted in the Scoping Note (see
Chapter 1).

21.  FlIs, in general, demonstrate a fair understanding of ML/TF risks and obligations, though the
quality of understanding varies across and within sectors, and between institutions. The level of
understanding is highest in the banking sector. The Residential Mortgage Lenders and Originators
(RMLOs - FIs considered by the U.S. as an important intersection with the real estate sector and hence
subject to AML/CFT obligations) do not seem to have a good understanding of ML vulnerabilities in
their sector or the importance of their role in addressing them. Furthermore, there are TC gaps,
specifically certain exemptions and thresholds in the BSA regime, non-coverage of all 1As, which
collectively soften the deterrent value of preventive measures being applied by FIs in general, as well
as negatively impacting intelligence gathering.

22.  As regards DNFBPs, only casinos and dealers in precious metals and stones are subject to
comprehensive AML/CFT requirements. Of late, there appears to be greater appreciation of ML/TF
vulnerabilities and implementation of preventive measures by casinos; and some professional
guidance exists for other sectors (in particular, lawyers) on AML/CFT issues. However, DNFBPs
other than casinos and dealers in precious metals and stones have limited preventive measures
applied leaving vulnerabilities particularly in respect of the high-end real estate sector and those
sectors involved in the formation of legal persons. Furthermore, apart from casinos, there is no
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evidence that DNFBPs as a whole have an adequate understanding of ML/TF vulnerabilities and the
need to implement appropriate controls to mitigate them. Lawyers, accountants, high-end real estate
agents and trust and company service providers (other than trust companies) who establish or
otherwise facilitate access to financial services for legal persons and arrangements are not subject to
comprehensive AML/CFT requirements, and are not systematically applying basic or enhanced due
diligence processes and other preventive measures, as needed; and this is further exacerbated by the
deficiencies in the BO requirements.

C.5 Supervision (Chapter 6; 10.3; R.26-28, 34, 35)

23.  The U.S. supervisory framework for Covered FIs and DNFBPs is very complex with AML/CFT
supervision being undertaken by multiple regulators at the Federal and State levels, using different
supervisory approaches. In the banking sector, the Federal Financial Institutions Examination
Council’s Banking Secrecy Act (FFIEC/BSA) Manual is a good, up-to-date reference document, both
for banks and supervisors, and constitutes a robust baseline for the implementation of the AML/CFT
requirements and their controls. The insurance sector is supervised for BSA AML/CFT requirements
primarily by State authorities although, BSA AML/CFT enforcement authority resides with the
Federal government. IAs are not covered by BSA obligations. However some IAs are indirectly
covered through affiliations with banks, bank holding companies and broker-dealers, when they
implement group wide AML rules or in case of outsourcing arrangements.

24. The DNFBP sectors are subject to varying AML/CFT requirements. While there has been a
strong supervisory focus on the casino sector in recent years due to the identified vulnerabilities,
and the fact that the IRS examines dealers in precious metals and stones for BSA compliance, other
DNFBPs are subject to less supervision as they are not subject to comprehensive AML/CFT
preventive measures. This is mitigated somewhat for lawyers and accountants who have strong
professional entry and continuing ethical requirements, though these do not adequately address
ML/TF vulnerabilities or require reporting of suspicious activity to authorities.

C.6 Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

25.  The ML/TF risks of legal persons and arrangements are very well understood by Federal
competent authorities and are reflected as case examples in the 2015 NMLRA. However, overall, the
measures to prevent the misuse of legal persons are inadequate. The U.S. legal framework has
serious gaps that impede effectiveness in this area.

26. The 2015 NMLRA sets out numerous instances of legal persons and, to a lesser extent,
arrangements being abused for ML. It also highlights the use of complex structures, shell or shelf
corporations, other forms of legal entities, and trusts, to obfuscate the source, ownership, and control
of illegal proceeds.

27.  The authorities provided case examples to demonstrate that LEAs are able to obtain some
information about the BO of legal persons and legal arrangements that are created in the U.S. In
certain instances the information eventually obtained has been shown to be adequate and accurate.
However, as there are no legal requirements to record BO information (as defined by the FATF)
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systematically, LEAs must often resort to resource-intensive and time-consuming investigative and
surveillance techniques. As a result, concerns remain about the ability of competent authorities to
access accurate BO information in a timely manner.

C.7 International cooperation (Chapter 8; 10.2; R.36-40)

28. The U.S. has an effective system for international cooperation. As one of the largest economies
and financial systems in the world, it is the recipient of a very large number of requests for financial-
crime related MLA. Feedback received from other countries did not highlight any systematic
concerns and supported the view that the U.S. provides good quality and constructive MLA and
extradition across the range of international cooperation requests, including in relation to ML, TF
and asset forfeiture. As part of a modernisation plan, the U.S is currently significantly increasing the
number of staff to improve the timely processing of MLA requests, and improving its IT system to
systematically collect statistics on how long the MLA/extradition process takes.

29. The lack of readily accessible BO information means that U.S. authorities are unlikely to
undertake a resource-intensive investigation to uncover BO information on behalf of a foreign
counterpart unless the case is of a significantly high priority. Even if relevant resources are devoted
to the case, timely access to the information may not be guaranteed.

D. Priority Actions

30. The prioritised recommended actions for the United States, based on these findings, are:

1. Take steps to ensure that adequate, accurate and current BO information of U.S. legal persons
is available to competent authorities in a timely manner, by requiring that such information is
obtained at the Federal level.

2. Implement BO requirements under the BSA (scheduled to come into force in 2018) and apply
these to the sectors discussed in point 3 below.

3. Apply appropriate AML/CFT obligations as follows:

a) To investment advisers. Even if some investment advisers are already indirectly covered
through their association with banks, bank holding companies and security broker
dealers, the direct application of AML/CFT rules to all investment advisers will address a
vulnerability identified by the U.S. authorities themselves;

b) On the basis of a specific vulnerability analysis, to lawyers, accountants, trust and
company service providers (other than trust companies which are already covered); and

c) After the outcomes of the recent GTO have been analysed, take appropriate action to
address the ML risks in relation to high-end real estate.

4. Issue guidance to clarify the scope of the immediate SAR reporting requirement, in order to
make it clear that the requirement applies below the otherwise applicable thresholds; and
conduct a focused risk review of the existing SAR reporting thresholds and the 60/30 day
reporting deadlines.
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5.

Improve the visibility of AML and State level activities and statistics, including via improved
data collection and sharing, for a clearer nation-wide picture of the adequacy of AML efforts at
all levels.

FinCEN should continue to expand its use of tools such as the GTO and 314a requests, and
further its pro-active dissemination of strategic and operational intelligence products to law
enforcement.
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E. Compliance and Effectiveness Ratings

Effectiveness Ratings (High, Substantial, Moderate, Low)

10.1 - Risk, policy ~ 10.2 - International 10.3 - Supervision 10.4 - preventive 10.5 - Legal 10.6 - Financial
and coordination cooperation measures persons and intelligence
arrangements

Substantial Substantial Moderate Moderate Low Substantial
10.7 - ML 10.8 - confiscation 10.9 - TF 10.10 - TF 10.11 - PF financial
investigation & investigation & preventive measures sanctions
prosecution prosecution & financial sanctions

Substantial High High High High

Technical Compliance Ratings
(C - compliant, LC - largely compliant, PC - partially compliant, NC - non compliant)

R.1- assessing risk R.2 - national R.5 - terrorist R.6 - targeted
& applying risk- cooperation and financing offence financial sanctions -
based approach coordination terrorism & terrorist
financing
PC C LC
R.7- targeted R.8 -non-profit
financial sanctions -  organisations
proliferation

LC LC

LC LC LC
R.24 -
Transparency & BO
of legal persons
LC PC NC

R.25 -

Transparency & BO
of legal
arrangements

PC LC C
R.36 -
International
instruments

LC C LC LC LC

R.37 - Mutual legal R.38 - Mutual legal R.39 - Extradition R.40 - other forms

assistance assistance: freezing of international
and confiscation cooperation
LC LC LC C
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MUTUAL EVALUATION REPORT
Preface

This report summarises the AML/CFT measures in place in the United States (U.S.) as at the date of
the on-site visit. It analyses the level of compliance with the FATF 40 Recommendations and the level
of effectiveness of the U.S’s anti-money laundering/counter-terrorist financing (AML/CFT) system,
and recommends how the system could be strengthened.

This evaluation was based on the 2012 FATF Recommendations, and was prepared using the 2013
Methodology. The evaluation was based on information provided by the U.S. and information
obtained by the evaluation team during its on-site visit to the U.S. from 18 January to
5 February 2016.

The evaluation was conducted by an assessment team consisting of:

[ Ms Liz Atkins, PSM, Australian Transaction Reports & Analysis Centre (AUSTRAC),
Australia (financial expert)

[ Mr. Nicolas Burbidge, Office of the Superintendent of Financial Institutions (OSFI),
Canada (financial expert)

[ Ms Violaine Clerc, Banque de France, France (financial expert)
u Mr. Bill Peoples, Legal Services, New Zealand Police (law enforcement expert)
[ Mr. Jeremy Rawlins, Financial Conduct Authority (FCA), U.K. (legal expert)

u Mr. Jesus Santiago Fernandez Garcia, Guardia Civil, Servicio Ejecutivo de Comisién de
Prevencion de Blanqueo de Capitales e Infracciones Monetarias (SEPBLAC), Spain (law
enforcement expert)

] Ms Valerie Schilling, Senior Policy Analyst, and Ms Marion Ando and Mr. Ashish Kumar,
Policy Analysts, FATF Secretariat, and

[ Mr. Eliot Kennedy, Deputy Executive Secretary, Asia/Pacific Group on Money
Laundering (APG) Secretariat

The report was reviewed by: Mr. Jean Denis Pesme, World Bank; Mr. Sanjeev Singh, Department of
Income Tax, Government of India; and Mr. Andrew Theo Strijker, European Commission Secretariat
General.

The U.S. previously underwent a FATF Mutual Evaluation in 2006, conducted according to the 2004
FATF Methodology. The 2006 evaluation and the subsequent follow-up reports have been published
and are available at the FATF website.

U.S’s 2006 Mutual Evaluation concluded that the U.S. was compliant with 15 Recommendations;
largely compliant with 28; partially compliant with 2; and non-compliant with 4. The U.S. was rated
compliant or largely compliant with 15 of the 16 Core and Key Recommendations (with PC rating for
key recommendation 5). The U.S. was placed under the regular follow-up process immediately after
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Preface

PREFACE

the adoption of its 3rd round Mutual Evaluation Report. Due to its failure to address deficiencies
related to old Recommendation 5 of the 2003 FATF Recommendations, the U.S. remains in the mutual

evaluation follow-up process.
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CHAPTER 1. ML/TF RISKS AND CONTEXT

31. The U.S. is the third largest country in the world both by area (9.8 million square kilometres)
and population (321 million people): CIA World Fact Book. The U.S. comprises 50 States, the District
of Columbia, and 16 territories of which five are inhabited: American Samoa, Guam, Northern
Marianas, Puerto Rico, and the U.S. Virgin Islands. The continental U.S. is bordered by Canada to the
north and Mexico to the south. The U.S. population is generally well-educated with over 81% living
in urban areas. The U.S. has one of the largest immigrant populations in the world (over 14% of the
national population): Education at a Glance 2015 (OECD). Among OECD nations, the U.S. has one of
the highest average household and employee income, with an average GDP of USD 54 800 per capita.
The U.S.’s GDP was estimated to be USD 17.91 trillion as of June 2015.

32. The US. has a Federal system of government comprised of legislative, executive and judicial
branches whose respective powers are determined by the U.S. Constitution. Congress is the
legislative branch (comprised of the House of Representatives and the Senate), the executive branch
is headed by the President, and the Federal courts (including the Supreme Court) comprise the
judicial branch. The approval of both chambers of Congress and the President are required to
approve any legislation. Both the Federal and State levels of government have criminal law powers.
Federal criminal law effectively supersedes State criminal law. The Federal government has full
jurisdiction over the District of Columbia and the U.S. territories.

33.  The States have historically exercised “police powers” to make laws relating to public safety
and welfare, including criminal laws; however, there are certain areas in which the Congress is
constitutionally permitted to legislate, such as on matters affecting interstate or foreign commerce.
Due to the international nature of both the financial system and serious crime and terrorism, the
Federal Government has taken the primary role in law making and enforcement in the areas of
money laundering (ML) and terrorist financing (TF). State laws can be pre-empted when Congress
explicitly includes a pre-emption clause, when a State law conflicts with a Federal law, and when the
States are precluded from regulating conduct in a field that Congress has determined must be
regulated exclusively by Federal authorities.

ML/TF risks and Scoping of Higher Risk Issues

(a) Overview of ML/TF Risks

34. This section of the report presents a summary of the assessors’ understanding of the ML and
TF risks in the U.S. Overall, the U.S. faces significant risks from TF and is vulnerable to such abuse
because of the unique scope, openness and reach of its financial system globally, and the direct
threat posed by terrorists to U.S. interests: 2015 National Terrorist Financing Risk Assessment
(NTFRA), p.11-14. The global dominance of the U.S. dollar generates trillions of dollars of daily
transaction volume through U.S. banks which also creates significant exposure to potential ML
activity: National Money Laundering Risk Assessment (NMLRA), p.34. The widespread use of U.S.
currency abroad and the important role that the U.S. financial sector plays in the global financial
system leave it significantly exposed to risks of cross-border illicit flows, including bulk cash
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smuggling, and the placement, layering or integration of illicit proceeds generated out of domestic
and foreign predicate offenses: NMLRA, p.32-35.

35.  The United Nations Office on Drugs and Crime (UNODC) estimated proceeds from all forms of
financial crime in the U.S.,, excluding tax evasion, was USD 300 billion in 2010 (about 2% of the U.S.
economy)!. Fraud (including healthcare fraud, identity theft, tax fraud, mortgage fraud, retail and
consumer fraud and securities fraud) generates the largest volume of illicit proceeds, particularly
healthcare fraud against the Federal government which accounts for approximately USD 80 billion
annually. Other major sources of proceeds are drug trafficking (generating about USD 64 billion
annually) and transnational organized crime: NMLRA, p.3-4.

36. The U.S.is an attractive destination for domestic and foreign proceeds at the integration stage.
U.S legal persons are vulnerable due to serious gaps in the legal framework (in particular, no
requirement to systematically make beneficial ownership information (either through the
incorporation or the banking processes?) available to law enforcement agencies (LEAs) and for these
reasons this vulnerability is very significant. The risks are magnified by the fact that certain
businesses and professions-lawyers, accountants, company formation agents, most trustees (aside
from trust companies) and real estate agents (most notably, high-end real estate agents and other
market actors) are not subject to comprehensive AML/CFT requirements. The vulnerabilities are
further amplified by contextual factors (the enormous size of the U.S. economy and the large number
of companies formed in the U.S.). Although, as in many countries, most companies are established in
the U.S. for legitimate purposes, there are numerous examples of legal persons misused in complex
ML and TF schemes. To a much lesser extent, trusts have been identified in complex ML schemes, but
there is currently no estimate of the number, size and/or activity of U.S. trusts as these are not
created by governments. Another vulnerability is that not all investment advisers are implementing
comprehensive AML/CFT requirements.

(b) Country’s risk assessment

37. In 2015, the U.S. published: the 2015 NMLRA which follows up from the 2005 National Money
Laundering Threat Assessment (the 2005 NMLTA) and a series of national ML strategies produced by
the Treasury and DO]J (at the direction of Congress) from 1999 to 2003 and in 20073; and the 2015
NTFRA which is the country’s first publicly available TF risk assessment. Both were prepared by the
Treasury’s Office of Terrorist Financing and Financial Crimes (TFFC) in consultation with a wide
range of other relevant competent authorities (including intelligence, law enforcement and
regulatory agencies), using terminology and a methodology based on the 2013 FATF Guidance on
National Money Laundering and Terrorist Financing Risk Assessment: NMLRA, p.6-9, NTFRA, 6-10. The
NMLRA and NTFRA identify (but do not quantify) particular areas of residual risk— by which the U.S.
authorities mean whatever ML/TF risk remains once mitigation measures have been applied to

1 Estimating Illicit Financial Flows Resulting From Drug Trafficking and other Transnational Organized Crimes,
UNODC, October 2011, www.unodc.org/documents/data-and.../Illicit_financial_flows_2011_web.pdf

Z Since the on-site, the Final CDD Rule on BO was issued on 5 May 2016. The implementation period for the
Rule is two years, www.treasury.gov/press-center/press-releases/Pages/jl0451.aspx)

3 See the FinCEN website for the National ML Strategies from 1999, 2000, 2001, 2002, 2003 and 2007.
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address inherent risks. Both NMLRA and NTFRA define terms ‘threat’, ‘vulnerability’, ‘consequence’
and ‘risk.’ The NMLRA does not examine, systemically, the vulnerabilities of the DNFBP sectors, apart
from casinos.

38. The NMLRA identifies serious ML threats in five categories of predicate crime: fraud
(particularly healthcare fraud, identity theft, tax fraud, mortgage fraud, retail and consumer fraud,
and securities fraud), drug trafficking, human smuggling, organized crime, and public corruption
(both domestic and foreign). The report also identifies ML vulnerabilities and cites case examples
involving the use of: cash (particularly bulk cash smuggling and trade-based ML); the misuse of
correspondent accounts and nominee account holders; money services businesses (MSBs), and
unlicensed MSBs; casinos and the securities sector, including investment advisers (IAs) and the
misuse of legal entities. The NMLRA concludes that the underlying ML vulnerabilities remain largely
the same as those identified in the 2005 NMLTA (p.3). However, as noted above the NMLRA does not
specifically assess DNFBP sector vulnerabilities aside from casinos. The NTFRA identifies serious TF
vulnerabilities and risks from: raising funds through criminal activity, individuals raising funds
under the auspices of charitable giving but outside of any charitable organization, individual
contributions and self-funding; moving and placing funds through banks, licensed MSBs, unlicensed
money transmitters and cash smuggling; and potential emerging threats from global terrorist
activities, cybercrime and identity theft, and new payment systems.

39. A wide array of other national risk assessments have also been undertaken and used to
support strategies to combat terrorism, major proceeds generating predicate offenses, and related
ML/TF. These risk assessments are not public, but underpin published national strategies and
contain useful information on related ML/TF risks. This process is led at the highest level of
government by two agencies within the Executive Office of the President: the National Security
Council (NSC) and the Office of National Drug Control Policy (ONDCP), with participation of other
agencies. For example, see National Security Strategy 2010, National Drug Control Strategy 2014,
National Strategy to Combat Transnational Organized Crime 2011, and National Strategy for Counter
Terrorism 2011 prepared by NSC. See also National Southwest Counternarcotics Strategy 2013, and
National Northern Border Counternarcotics Strategy 2014 prepared by ONDCP. Although the
assessors did not have access to these confidential risk assessments, they did have the opportunity
to discuss these issues extensively with the authorities.

40.  Overall, the conclusions of the NMLRA and NTFRA are generally reasonable, and appear to be
consistent with those reflected in the above-noted national strategies, which themselves are
reasonable and supported by confidential national risk assessments that specifically address related
ML/TF risks.

(c) Scoping of higher-risk issues

41. In deciding what issues to prioritize for increased focus, the assessors reviewed material
provided by the U.S. on national ML/TF risks (as outlined above), and information from reliable third
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party sources (e.g. reports of other international organizations)*. The following list of priority issues
is broadly consistent with the issues identified in the national risk assessments:

a) Terrorism financing represents a significant threat to the U.S. given the unique reach of
its financial system and the direct threat posed by terrorists who have successfully
attacked U.S. interests both at home and abroad: NTFRA p.11-14. The assessors focused
on the effectiveness of the U.S. approach to combat TF, including its ability to effectively
monitor MSBs, prevent the misuse of NPOs, swiftly apply targeted financial sanctions,
and the impact of measures to minimize the use of unlicensed MSBs and cash couriers.

b) Beneficial ownership: The lack of beneficial ownership (BO) requirements was
identified in the previous mutual evaluation as a serious deficiency. The NMLRA
identifies the misuse of legal entities in complex ML schemes: NMLRA p.41-43. The
assessors focused on: the extent to which gaps in the legal framework affect competent
authorities’ ability to access adequate and accurate BO information in a timely manner,
and respond to international requests related to BO; the extent to which the volume and
relative ease of company formation in the U.S., and the perceived credibility of companies
and legal arrangements incorporated in the U.S. impacts the risk of them being abused
for ML/TF; and measures that may compensate for lack of access to BO information by
competent authorities, FIs and DNFBPs.

c) Fraud: According to the NMLRA (p.10-13), fraud encompasses a number of distinct
crimes, including healthcare fraud against the Federal government, tax fraud and
securities fraud, which together generate the largest volume of illicit proceeds in the U.S
of any predicate crime type. The assessors focused on the extent to which the laundering
of the proceeds of such fraud is being successfully investigated, prosecuted, and
confiscated. The assessors also went beyond simple tax fraud to examine the handling of
tax crime predicates overall both at domestic and foreign level.

d) Illegal Drug Trade: The NMLRA (p.13-16) identifies drug trafficking as an important
predicate for ML, with the south-west border being a major transit point of drugs into the
U.S. market and a route of profits back to drug trafficking organizations with subsequent
repatriation of U.S. currency. As a lucrative business, the drug trade has also been
exploited by terrorist groups to raise finances. The assessors focused on the extent to
which the laundering of the proceeds of drug offenses is being successfully investigated,
prosecuted and confiscated and on the measures undertaken to combat ML/TF related to
drug trafficking. Particular attention was given to bulk cash smuggling, including the
identification and detection of illegal cash couriers, and the monitoring of commercial
cash couriers.

4 Including the Financial Sector Assessment Program - Financial System Stability Assessment of the United States
(IMF, 2015), www.imf.org/external/pubs/ft/scr/2015/cr15170.pdf; the Phase 3 Report on Implementing the
OECD Anti-Bribery Convention in the United States (OECD, 2010); The Globalization of Crime: A Transnational
Organized Crime Threat Assessment (UNODC, 2013); The Puppet-Masters: How the Corrupt Use Legal Structures
to Hide Stolen Assets and What to Do About It (World Bank and UNODC Stolen Asset Recovery Initiative, 2011),
https://star.worldbank.org/star/sites/star/files/puppetmastersvl.pdf; and Estimating Illicit Financial Flows
Resulting from Drug Trafficking and Other Transnational Organized Crimes (UNODC, 2011),
www.unodc.org/documents/data-and-analysis/Studies/Illicit financial flows 2011 web.pdf
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e) Organized crime: The NMLRA (p.17-20) acknowledges that transnational organized
crime groups from all over the world operate in the U.S. and generate vast amounts of
illegal proceeds from a wide range of criminal activities including extortion, illegal
gambling, kidnapping, loan sharking, murder, prostitution, fraud, racketeering and the
illegal drug trade. The assessors focused on the extent to which the laundering of the
proceeds of offenses related to organized crime is being successfully investigated,
prosecuted and confiscated and on the effectiveness of measures to combat ML related to
the activity of transnational organized crime groups.

f) Role of the U.S. in the global financial system: As noted in the IMF’s Financial Sector
Assessment Program-Financial System Stability Assessment of the US. (2015), the
“interconnectedness of the U.S. system with the rest of the world remains key for global
stability (...) The U.S. financial sector is one of four jurisdictions at the core of the world’s
bank networks, as well as at the core of the equity market, debt market, and price
correlation networks”. The size, complexity and international reach of the U.S. financial
system, and its innovative environment for new products, services and delivery
mechanisms to facilitate the free flow of capital create significant ML/TF vulnerabilities.
In particular, the U.S. financial system faces significant risks of abuse for the placement,
layering or integration of illicit proceeds generated out of domestic and foreign predicate
offenses, including tax crime and foreign corruption, as is documented in the NMLRA. The
assessors focused on how effectively the U.S. is able to mitigate these risks through the
domestic AML/CFT legal and regulatory framework, with particular attention to the
coverage of foreign predicates.

g) ML/TF risks of the minimally covered DNFBP sectors: Many DNFBPs are not covered
by (or are exempted from) comprehensive AML/CFT preventive measures. The NMLRA
notes that some DNFBPs have been abused for ML. The assessors focused on the ML/TF
risks associated with DNFBPs not subject to comprehensive AML/CFT preventive
measures, and considered whether and to what extent the U.S. is able to effectively
mitigate vulnerabilities through LEA activity. Particular focus was placed on the roles of
company formation agents (CFAs) and the facilitating roles of lawyers and accountants,
coupled with the vulnerability of the high-end real estate agent sector and the role played
by RMLOs in the mass real estate financing market.

h) Effectiveness of operational coordination and cooperation: Given the challenges
posed by the complexity and sheer size of the U.S. the assessors focused on how
effectively Federal and State authorities coordinate and cooperate at the operational
level. This approach touched upon: the effectiveness of financial intelligence analysis and
flows at all levels; financial crime task forces; inter-State supervision of MSBs and the
effective coordination and sharing of information amongst banking supervisors; and the
extent to which enforcement and supervisory processes work together to achieve
supervisory and enforcement outcomes.

42.  Through the scoping exercise, the assessors identified the following areas for lesser focus:

a) Notaries have a very limited role in the U.S. They are appointed by State governments to
witness the signing of important documents (verifying the identity of the signer, but not
the role of the individual) and to administer oaths. They conduct none of the activities
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listed in Recommendations 22 and 23, and are not covered under the domestic AML/CFT
framework.

b) Technical compliance of DNFBPs not subject to comprehensive AML/CFT
measures: A number of DNFBPs that do perform activities listed in
Recommendations 22 and 23 (real estate agents, trust and company service providers,
lawyers and accountants) are not subject to comprehensive AML/CFT measures.
Consequently, the assessors did not focus on technical compliance issues associated with
these sectors during the on-site visit, but did meet with representatives of these sectors
to examine the extent to which they understand their ML/TF risks and what risk
mitigation measures may be in place.

Materiality

43. The U.S. has the world’s largest economy with an annual gross domestic product (GDP) of
around USD 17.9 trillions. It has a developed, industrialized, free-market economy with the world’s
largest consumer market (consumer spending comprises over 70% of the U.S. economy). The U.S. is
one of the world’s largest trading nations, and is the world’s second largest manufacturer
representing about one fifth of global output. It is also rich in natural resources, and the world’s
largest producer of oil and natural gas.

44. The U.S. financial system is large and highly diversified. Before the global financial crisis, total
U.S. financial assets amounted to almost four and a half times the size of GDP, less than a quarter of
which was accounted for by traditional depository institutions. Since the 2008 crisis, the shape of the
U.S. financial system has radically changed. The top investment banks were reconfigured as bank
holding companies, non-banks were severely weakened, the Government-sponsored housing
enterprises are now in government conservatorship, and private securitization remains dormant®.
Despite these changes, the U.S. financial sector remains the largest in the world and very diverse. The
wealth management sectors (investments, securities, insurance) are very large. The U.S. began
recovering from the global financial crisis in late 2009, and in 2015 showed a real growth rate of
2.6% of GDP7: In 2015, the U.S. exported over USD 1.5 trillion worth of goods including machinery,
electronic equipment, aircraft and spacecraft, vehicles and oil. Its largest trading partners (in order
of importance) are Canada, China, Mexico, Japan, Germany, South Korea, United Kingdom and France.

Structural Elements

45. The U.S. has all of the key structural elements for an effective AML/CFT system including
political and institutional stability, governmental accountability, rule of law, and a professional and
independent bar and judiciary at both the Federal and State levels. Corruption is identified as a
threat in the NMLRA and combating it is a high priority of U.S. law enforcement authorities.

5 All references to currency in this report are in U.S. dollars (USD), unless stated otherwise.

6 United States Financial Stability Assessment Program Report on Standards and Codes (IMF 2010), p.5,
www.imf.org/external /np/fsap/fsap.aspx

7 CIA World Fact Book. 2015, www.cia.gov/library/publications/the-world-factbook//
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Background and other Contextual Factors

46. The U.S. was one of the first countries in the world to place a significant focus on ML, and has a
mature and highly developed AML/CFT system. Relatively speaking, financial exclusion is not a
serious issue. As of 2014, almost 94% of the U.S. population over the age of 15 had accounts at FIs
(up from 88% in 2011), and over 75% of the population had debit cards: Global Findex 2014 (World
Bank). The U.S. is a significant source of outgoing remittances, primarily due to its large immigrant
population (almost USD 56.3 billion outgoing remittances, and over USD 6.9 billion incoming
remittances in 2014): Migration and remittances data (World Bank).

(a) AML/CFT strategy

47. The U.S. considers AML/CFT to be a pillar of its national security strategy and of a strong
financial system. The government’s top priority is to disrupt terrorism and its financing before it
touches the U.S. and its financial system. Combating ML is another top priority, with the authorities
aggressively pursuing a “follow the money” approach aimed at disrupting and dismantling organized
crime groups and their financing networks. The U.S. AML/CFT strategy focuses on three major goals:
(1) to more effectively cut off access to the international financial system by money launderers and
terrorist financiers; (2) to enhance the Federal government’s ability to target major TF and ML
organizations and systems; and (3) to strengthen and refine the AML/CFT regime for financial
services providers to improve the effectiveness of compliance and enforcement efforts and to
prevent and deter abuses. Combating the proliferation of weapons of mass destruction (WMD) and
its financing is also a priority.

(b) Legal & institutional framework

48.  The legal framework of AML/CFT preventive measures is set out in Federal legislation. The
Bank Secrecy Act (BSA), as amended by the USA PATRIOT Act sets out the main AML/CFT
requirements which apply to covered Fls and DNFBPs, regardless of their Federal or State
registration/status. ML and TF are criminalised at the Federal level and some States have separately
criminalized ML/TF. Only the State of New York has its own TF legislation. However, ML and TF are
primarily pursued at the Federal level.

49.  The institutional framework for AML/CFT is complex, multi-faceted and involves a significant
number of authorities from a range of ministries. Department of Treasury (Treasury) is the lead
AML/CFT agency, and is the executive agency responsible for promoting economic prosperity and
ensuring the financial security of the U.S. Department of Justice (DO]J) is the principal government
entity responsible for investigating and prosecuting ML/FT offenses. Department of Homeland
Security (DHS) is responsible for national security, including investigating ML and the prevention of
terrorism. Department of State is responsible for U.S. foreign policy. Department of Health and
Human Services (DHHS) is responsible for enhancing and protecting the health of Americans, and
plays a role in combating healthcare fraud and related ML. Department of Commerce is involved in
export control and plays a role in countering the financing of proliferation of weapons of mass
destruction (WMD).
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50. In addition to the key ministries noted above, the main policy-making bodies in the area of
AML/CFT and counter-proliferation are:

a)

b)

d)

National Security Council (NSC) (within the Executive Office of the President) comprised
of the President’s senior national security advisors and cabinet officials. Its staff
coordinate the national security strategy development process which includes
considering relevant illicit finance risks as they pertain to transnational organized crime,
terrorism, and WMD proliferation: 50 U.S. Code §402.

Office of National Drug Control Policy (ONDCP) (within the Executive Office of the
President) which develops the National Drug Control Strategy and related strategies, and
evaluates the effectiveness of the strategies’ implementation?8

Office of Terrorism and Financial Intelligence (TFI) (within Treasury) responsible for
developing/implementing national AML/CFT strategies, and overseeing implementation
of the nation’s economic sanctions laws/programs developed by Treasury’s Office of
Foreign Assets Control (OFAC) and the Department of State’s Bureau of
Counterterrorism.

Office of Terrorist Financing and Financial Crime (TFFC) (within Treasury TFI) which is
responsible for AML/CFT policy and strategy functions, and heads the U.S. delegation to
the FATF and FATF-style regional bodies (FSRBs).

51. At the operational level, there are numerous agencies handling intelligence analysis,

investigations, prosecutions, regulation and supervision. Specialised units/initiatives are described
later in the report where relevant to the analysis of effectiveness in particular areas. The following
are the key intelligence agencies. See also the description of SAR Review Teams, Financial Crime
Task Forces, and Fusion Centres described in 10.1 (Core Issue 1.4) and 10.6 (Core Issue 6.1 and 6.4):

a)

b)

<)

Financial Crimes Enforcement Network (FinCEN) (within Treasury TFI) is the financial
intelligence unit (FIU) and is also the administrator of the BSA.

Treasury’s Office of Intelligence and Analysis (OIA) (within Treasury TFI) is Treasury’s
intelligence analysis branch. Its priorities are to identify and attack the financial
infrastructure of terrorist groups, and the vulnerabilities that terrorists/criminals may
exploit in domestic/international financial systems. OIA is also tasked with identifying and
attacking the financial infrastructure of proliferation networks, organized crime groups,
and drug trafficking organizations. By creating OIA, Treasury became the world’s first
finance ministry with in-house intelligence and analytical expertise to develop sanctions
designations, and support other preventative and enforcement actions to combat ML/TF
and WMD proliferation.

National Counter Terrorism Center (NCTC) integrates and analyses all intelligence
pertaining to terrorism possessed or acquired by the U.S. government (except purely

8 See

the Office of National Drug Control Policy  Reauthorization Act of 2006,

www.congress.gov/109/plaws/publ469/PLAW-109publ469.pdf: the Government Performance and Results Act

Modernization Act of 2010 www.whitehouse.gov/omb/performance/gprm-act; and the ONDCP FY 2015 Budget
and Performance Summary.
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d)

g)

CHAPTER 1. ML/TF RISKS AND CONTEXT

domestic terrorism), and provides all-source intelligence support to government-wide
counterterrorism activities.

Department of Homeland Security Office of Intelligence and Analysis (DHS 1&A) is
responsible for: developing DHS-wide intelligence through managing the collection,
analysis and fusion of intelligence throughout DHS; disseminating intelligence throughout
DHS, the U.S. Intelligence Community, and first responders at the State, local, and tribal
level; tracking terrorists and their networks; and assessing threats to critical American
infrastructures, biological and nuclear terrorism, pandemic diseases, the U.S. borders (air,
land, and sea), and radicalization within American society.

Special Operations Division (SOD) (within DEA) is a multi-agency coordination center
designed to identify significant international and domestic drug trafficking and ML
organizations. It supports multi-jurisdiction/-nation and /-agency wire intercept
investigations, and works jointly with Federal, State and local agencies to coordinate
overlapping investigations, ensuring that tactical and strategic intelligence is de-conflicted
and shared between LEAs.

Department of State, Bureau of Counterterrorism has the authority to designate Foreign
Terrorist Organizations under section 219 of the Immigration and Nationality Act, and
shares authorities with the Treasury to designate individuals and entities under E.O.
13224.

National Counter Proliferation Center (NCPC) (within the Office of the Director of
National Intelligence-ODNI) centralizes the work and collaboration of 17 U.S. intelligence
agencies regarding proliferation intelligence. It also works closely with the NCTC on
combating WMD proliferation and terrorism, including by helping the intelligence
community understand counter-proliferation financing,

52. The main Federal LEAs and investigative bodies with AML/CFT responsibilities are:

a)

b)

Federal Bureau of Investigation (FBI) (within DOJ) is the primary agency responsible for
investigating over 200 Federal crimes including terrorism and ML. FBI-Terrorist
Financing Operations Section (FBI-TFOS) (within FBI's wider counterterrorism division)
investigates attempts by terrorists and terrorist organizations to raise, move, and use
funds in the U.S. and provides financial investigative support to FBI counterterrorism
investigations.

Drug Enforcement Administration (DEA) (within DOJ) investigates illicit drug trafficking
and associated ML.

Organized Crime Drug Enforcement Task Force (OCDETF) (within DOJ) operates nation-
wide and coordinates multi-agency® and multi-jurisdictional investigations targeting the
most serious drug trafficking threats, including the financial infrastructures supporting

9 The participants involved include: 94 U.S. Attorneys’ Offices; Bureau of Alcohol, Tobacco, Firearms and
Explosives; DEA; FBI; IRS-CI; U.S. Coast Guard; ICE; U.S. Marshals Service; Criminal and Tax Divisions of DOJ; and
numerous State & local agencies.
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d)

g)

h)

j)

these organizations. The OCDETF allocates resources partly on the basis of how
successfully participants focus their efforts on the Consolidated Priority Organization
Targets (CPOTs) and Regional Priority Organization Targets (RPOTSs): FY 2015 Interagency
Crime and Drug Enforcement Congressional Budget Submission.

Internal Revenue Service Criminal Investigation (IRS-CI) (within Treasury) is the
enforcement arm of the Internal Revenue Service, the U.S. federal tax authority. In addition
to investigating criminal violations of the tax code, IRS-CI investigates complex, high-
profile financial crimes including corporate fraud, FI fraud, ML, public corruption, and TF.

Immigration and Customs Enforcement (ICE) (within DHS) is responsible for enforcing
Federal laws related to governing border control, customs, trade and immigration. Within
ICE, the Homeland Security Investigations division (ICE-HSI) investigates all types of
cross-border criminal activity, including financial crimes, ML and bulk cash smuggling.
Customs and Border Protection (CBP) (within DHS) is responsible for controlling the U.S.
border at/between official ports of entry, has authority to search outbound/inbound
shipments, and works with ICE to seize contraband, currency and monetary instruments.

El Dorado Task Force (EDTF) targets financial crime and ML in the New York and New
Jersey metropolitan area. It is ICE-HSI-led and brings together 250 staff and 13
investigative teams of analysts, LEAs, and prosecutors from 44 Federal, State, and local
LEAs.

Bureau of Alcohol, Tobacco, Firearms & Explosives (ATF) (within DOJ) investigates
violations of Federal laws on firearms, explosives, arson, and alcohol and tobacco
diversion.

U.S. Coast Guard (within DHS) patrols and controls access to the U.S. coast.

U.S. Secret Service (USSS) (within DHS) is responsible for preventing and investigating
counterfeiting of U.S. currency and U.S. Treasury securities, and investigating cybercrimes.

U.S. Postal Inspection Service (USPIS) is the law enforcement arm of the U.S. Postal
Service (USPS) with jurisdiction over crimes that may adversely affect or fraudulently use
the U.S. mail. Postal Service money orders are a payment method used by money
launderers and international criminal organizations.

The main Federal authorities responsible for AML/CFT prosecutions and related activity are:

a)

b)

United States Attorney'’s Offices (USAQ) (within DOJ) prosecute criminal cases and bring
lawsuits on behalf of the U.S. They are complemented by a relatively smaller number of
trial attorneys, based at Main DOJ in Washington, DC. There are 94 USAOs, and 93
presidentially appointed U.S. Attorneys, who act as the chief Federal law enforcement
officer in their districts, and oversee roughly 6,075 Assistant U.S. Attorneys, about 4,800 of
whom do criminal prosecution.

Asset Forfeiture and Money Laundering Section, Criminal Division (AFMLS) (within
DOJ) prosecutes and coordinates complex, sensitive and multi-district and international
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ML and asset forfeiture investigations and cases. It also provides legal and policy
assistance and training to Federal, State and local prosecutors and law enforcement
personnel, as well as to foreign governments and in multilateral forums, and manages
DOJ’s Assets Forfeiture Fund.

c) Counterterrorism Section, National Security Division (CTS) (within DOJ) supports
investigations and prosecutions of international and domestic terrorism.

54.  Main authorities for managing targeted financial sanctions and seized assets are:

a) Office of Foreign Assets Control (OFAC) (within Treasury TFI) administers and enforces
targeted financial sanctions against both terrorism and proliferation, and other
economic/trade sanctions based on U.S. foreign policy/national security goals.

b) Treasury Executive Office for Asset Forfeiture (TEOAF) (within Treasury TFI)
administers the Treasury Forfeiture Fund (TFF).

c) US. Marshals Services (USMS) (within DOJ) manages seized assets and the sale of
forfeiture of assets for the Asset Forfeiture Fund (DOJ-AFF).

55.  The US. financial sectors are regulated by several Federal and State regulatory bodies. The
main authorities responsible for supervising AML/CFT compliance in the banking sector are:

a) FinCEN is the primary AML/CFT regulator responsible for developing, issuing,
administering and civilly enforcing regulations implementing the BSA (in addition to its
FIU role).

b) Board of Governors of the Federal Reserve System (BGFRS-the U.S. central bank) and its
12 Federal Reserve Banks (Federal Reserve) supervises and examines State-chartered
banks that elect to become members of the Federal Reserve System (State member banks),
bank holding companies (BHCs), Edge and Agreement corporations, and uninsured U.S.
State-chartered branches and agencies of foreign banking organizations.

c) Federal Deposit Insurance Corporation (FDIC) is the deposit insurer for all depository
institutions (about 6,200) other than credit unions, and the primary Federal supervisor for
State-chartered banks & savings institutions not members of the Federal Reserve System.

d) Office of the Comptroller of the Currency (OCC) is an independent bureau within
Treasury that charters, regulates, and supervises national banks, Federal savings
associations and the U.S. Federal branches and agencies of foreign banking organizations.

e) National Credit Union Administration (NCUA) charters, supervises, and regulates
Federally-chartered credit unions. It operates and manages the National Credit Union
Share Insurance Fund, insuring the deposits in all Federal credit unions and the majority of
State-chartered credit unions (about 6,021 in total).

f) Federal Banking Agencies (FBAs) are collectively defined for the purposes of this report
as including the BGFRS, the OCC, the FDIC, and the NCUA. The BGFRS, OCC, and FDIC have
authority under the Federal Deposit Insurance Act (FDI Act) to supervise for and enforce
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g)

compliance with the BSA within their supervised institutions. The NCUA has the same
authority under the Federal Credit Union Act (FCUA).

State Banking Regulators: Each State charters banks and shares supervisory
responsibility over some banks, where required, through Joint Supervisory Agreements
with the Federal Reserve and FDIC. Most States also charter and examine credit unions and
share supervision with the NCUA.

The main authorities responsible for supervising AML/CFT compliance in the securities and
futures and derivatives sectors are:

a)

b)

<)

d)

Securities and Exchange Commission (SEC) is the Federal regulator of the securities
markets. It regulates and oversees key participants in the securities industry, including
securities exchanges, securities broker-dealers, 1As, investment companies and the Self-
Regulatory Organizations’ (SROs) compliance with their statutory obligations under the
U.S. Federal securities laws.

Commodity Futures Trading Commission (CFTC) is the Federal regulator for derivatives,
commodity futures, options on futures, commodity options and swaps. It also oversees the
operations of the National Futures Association.

National Futures Association (NFA) is the SRO for the futures market. Membership in the
NFA is mandatory for anyone conducting business with the public on the U.S. futures
exchanges. Approximately 4,200 firms and 55 000 associates are members of the NFA. The
CFTC has delegated some regulatory responsibilities to the NFA.

Financial Industry Regulatory Authority (FINRA) is an SRO for broker-dealers and
regulates both the firms and professionals that sell securities in the U.S and the U.S.
securities markets. FINRA oversees more than 3,964 brokerage firms, 161,510 branch
offices and 641,144 registered securities representatives. FINRA registers and examines
brokerage firm, and enforces its rules and the Federal securities laws.

Other authorities have responsibilities for supervising the financial sectors without a Federal
functional regulator (FFR), casinos, and non-profit organizations (NPOs):

a)

b)

IRS Small Business and Self-Employment Division (IRS-SBSE) (within Treasury) has
been delegated examination authority for civil compliance with the BSA for all FIs without
a FFR as defined in the BSA, including MSBs (as broadly defined), credit card companies,
non-Federally insured credit unions, casinos (tribal and non-tribal) and dealers in precious
metals and stones. It also has responsibility for auditing compliance with Form 8300 cash
reporting requirements.

National Indian Gaming Commission (NIGC) is an independent Federal regulatory
agency created by Congress whose primary mission is to regulate gaming activities on
Indian lands for the purposes of ensuring that Indian tribes are the primary beneficiaries
of gaming revenues, and gaming is conducted fairly and honestly by operators and players.
In general, the primary regulators for these activities are the tribal-level regulators
themselves.
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c) Tribal-level regulators: There are tribal gaming commissions established by the tribes to
oversee tribal gaming. Tribal nations have primary regulatory authority over Class II
gaming (bingo and similar games of chance). Class Il gaming (casino style gaming) is only
lawful on Indian lands if the relevant State permits such gaming, if the tribe’s governing
body authorises it in an ordinance or resolution approved by the NIGC Chairman, and such
gaming is conducted in conformity with a Tribal-State compact (i.e. an agreement between
a State and a tribe, approved by the Secretary of the Interior, governing the conduct of
Class IIl gaming). Although the terms of Tribal-State compacts vary by State, in most
instances the tribes remain the primary regulator for Class Il gaming.

d) State-level regulators regulate insurance companies, MSBs and non-tribal casinos for:
consumer protection and (in the case of insurance companies) for safety and soundness;
and examine for compliance with BSA AML/CFT obligations in coordination with FinCEN,
IRS-SBSE, and the FFRs.

e) IRS Tax Exempt and Government Entities Division (IRS-TEGE) (within Treasury)
provides Federal oversight to NPOs in the U.S. through reviewing applications for tax
exempt status and subsequent examinations. It ensures that NPOs are filing returns and
may use the information from returns to help determine if NPOs are facilitating TF.

58. Competent authorities relevant to combating WMD proliferation and its financing:

a) Department of State coordinates U.S. government interdiction efforts across the policy,
enforcement and intelligence communities through four State-chaired inter-agency
working groups focused on (i) nuclear; (ii) ballistic missile; (iii) chemical and biological
weapons; and (iv) conventional arms interdictions; and a counterproliferation finance
team. When engaging countries on shipments of proliferation concern, the groups
consider financial aspects (including bank accounts and payments) as appropriate.

b) Department of Commerce Bureau of Industry and Security (BIS) administers and
enforces export controls on dual-use and certain munitions items through the Export
Administration Regulations (EAR) under authority of the International Emergency
Economic Powers Act (IEEPA), works with the exporting community to prevent
violations, and conducts investigations to gather evidence supporting criminal and
administrative sanctions. It also develops several lists that FIs can use to identify
transactions that may involve proliferation financing.

c) FBI Counterproliferation Center (CPC) manages all FBI counterproliferation
investigations, identifies critical intelligence gaps and emerging proliferation threats, and
develops counterproliferation strategies, in collaboration with Federal partners and the
private sector.

d) CounterProliferation Investigations Program (within DHS ICE-HSI) is responsible for
overseeing a broad range of investigative activities related to export violations and
enforces U.S. export laws involving military items and controlled dual-use goods, as well
as products going to sanctioned or embargoed countries.

e) Export Enforcement Coordination Center (E2C2) (within DHS) is the enforcement and
intelligence coordination hub for all U.S. agencies with a role in export enforcement,
including the LEAs and export control authorities.
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f)

Counterintelligence and Export Control Section (CES) of NSD supports the investigation
and prosecution of individuals and entities for violations of U.S. laws and regulations
intended to combat WMD proliferation, including various CounterProliferation Task
Forces in U.S. Attorneys’ Offices across the country.

Financial sector and DNFBPs.

General information on the size and make-up of the financial and DNFBP sectors:

a)

b)

d)

g)

Banking sector: About 13 000 depository institutions of widely varying sizes. About half
are banks (the six largest U.S. banks hold over 40% of total domestic deposits). The other
half are credit unions (mutually owned and holding slightly less than 10% of total
domestic deposits).

Lending: Banks offer extensive lending products at the commercial and retail level.
Insurance companies offer commercial loans. RMLOs of varying size provide mortgage
lending in the retail mass market. In addition, a number of other lenders operate in the
U.S. such as pawn shops and other unregulated commercial lenders. There is no estimate
of the aggregate size of these operations.

Securities Dealers, Mutual Funds and Investment Advisers: About 4 100 broker-
dealers, 8 100 mutual funds with over USD 15 trillion in assets, nearly 12 100 SEC-
registered [As managing over USD 67 trillion in assets, in addition to 17 000 State-
registered IAs and over 325 000 State-registered investment adviser representatives.

Money services businesses: 41 788 MSBs registered with FinCEN of which 25 000
reported having agents. Of these, 170 were responsible for more than 230 000 agents,
ranging from under 10 agents to tens of thousands of agents per MSB principal.
Individuals in the U.S. send about USD 37 billion annually to households abroad. The
average remittance value of a transaction from the U.S. to Latin America and Mexico is
estimated to be between USD 290 and USD 400 respectively.

Life Insurance Companies: 895 life insurance companies employing or otherwise using
1 007 600 agents, brokers and service employees. Life insurance companies provide life
insurance services and frequently provide related investment savings services, including
annuities.

Casinos: Over 1,300 casinos and card rooms across the 42 States that allow some form of
casino gambling: American Gaming Association. The 246 tribes with gaming operations
had revenues of approximately USD 27 billion in 2012, accounting for more than 70% of
the gross gambling revenue at all licensed gaming facilities in the U.S. While tribal gaming
operations dominate overall U.S. gaming revenue, Las Vegas and Atlantic City top the list
of casino markets with annual revenues of USD 6.2 billion and USD 3 billion respectively.

Lawyers: Approximately 1 million lawyers of whom about 400 000 are members of the
American Bar Association (ABA), the country’s largest bar association. Lawyers are
licensed by the State bar associations and are bound by professional codes of ethics.
Some maintain bank accounts in their own name for client use (mostly escrow accounts
in which clients’ funds are held for future transactions).
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h) Accountants: Approximately 1.17 million accountants and auditors (including
approximately 660 000 Certified Public Accountants (CPAs)), with the sectors of
accounting, tax preparation and payroll services generating about USD 137 billion
annually. Like lawyers, accountants are licensed professionals but typically do not
maintain bank accounts for client funds.

i) Real estate agents: About 394 400 real estate agents. There are also significant numbers
of condominium associations and cooperative real estate associations which can impose
conditions (including financial conditions) on the purchase and sale of attractive higher
value real estate and which act as gatekeepers.

j) Dealers in precious metals & stones: Approximately 200 000 (FinCEN, 2006).

k) Trustees: The exact number of trustees in the U.S. cannot be known as trusteed legal
arrangements are not registered or subject to supervisory oversight. Any natural person
may act as a trustee. In the U.S. the only identifiable group of professional trustees is trust
companies, which are FIs with fiduciary (trust) powers to act as trustee. However, the
BSA does not impose explicit obligations on trustees. Trust companies are subject to the
Covered FI obligations when dealing with clients and this extends to their role as
trustees. A minimum of one trustee is required to act in a legal arrangement.

1) Company formation agents (CFA): Although it is not mandatory in the U.S. to use a CFA
to incorporate a legal entity, a substantial CFA business sector provides a full range of
competitive services to individuals and corporations. CFAs handle approximately half of
all incorporations of legal persons in the 56 U.S. incorporating jurisdictions.

(d) Preventive measures

60. The cornerstone of the U.S. AML/CFT regime is the Currency and Foreign Transactions
Reporting Act (1970), commonly known as the Bank Secrecy Act (BSA), as amended by the Uniting
and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act (2001) (the USA PATRIOT Act), and detailed implementing sector-specific regulations.
The BSA and its implementing regulations set out sector-specific CDD, record-keeping, suspicious
activity reporting and internal control requirements. The USA PATRIOT Act augmented the BSA
framework by strengthening customer identification procedures, prohibiting FIs from engaging in
business with foreign shell banks, requiring FIs to have due diligence procedures and, in some cases,
enhanced due diligence (EDD) procedures for foreign correspondent and private banking accounts,
and improving information sharing between Fls and the government.

61. The Federal Financial Institutions Examination Council (FFIEC) (comprised now of the BGFRS,
the Consumer Financial Protection Bureau (CFPB), the FDIC, the NCUA, the OCC and the State Liaison
Committee) was originally established in March 1979 to prescribe uniform principles, standards,
and report forms and to promote uniformity in the supervision of FIs. The FFIEC maintains a Bank
Secrecy Act (BSA)/Anti-Money Laundering (AML) Examination Manual (the FFIEC Manual), which is a
442-page up-to-date guide to examination procedures for FBA examiners. While its application is
mandatory for examiners, it also serves as guidance for banks. The FFIEC Manual contains an
overview of BSA/AML compliance program requirements, BSA/AML risks and risk management
expectations, industry sound practices, and examination procedures. The prescriptive elements of the
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Manual (as opposed to those that are clearly "for consideration™) are deemed mandatory and considered
“enforceable means" for the purposes of this report. Sector regulators such as the SEC and the CFTC use
similar manuals. The life insurance sector has included an AML/CFT examination component in the
NAIC examination manual used by State insurance supervisors. FinCEN and IRS SBSE have published
a similar BSA/AML Examination Manual for MSBs.

(e) Legal persons and arrangements

62. The formation of U.S. legal entities!? is governed by laws in each of the 50 States, the 5
inhabited territories and the District of Columbia. Federal law also applies in certain areas (e.g.
criminal law, securities regulation, taxation). There are no precise statistics on the exact number of
legal entities in the U.S. Estimates range around 30 million, with about 2 million new formations
every year. Delaware is one of the most popular States for company formation and was home to
roughly 1.11 million legal persons in 2014, with about 169 000 new formations in that year.

63. Trusts in the U.S. are also governed primarily by State law, whether under legislation or the
common law. A total of 31 of the 50 states have enacted legislation, codifying their common law
provisions to the Uniform Trust Code of 2000 (the UTC). The trust laws of the remaining 19 States are
based on common law or their own individual codification of the UTC. There are no estimates on the
number of trusts governed by State law.

(f) Supervisory arrangements

64. FinCEN administers the BSA which is the Federal AML law. It has the authority to issue
regulations implementing the BSA, examine FIs for compliance, and take enforcement actions for
violations of the BSA and its implementing regulations. FinCEN has delegated BSA examination
authority to the FBAs, the SEC and the CFTC (which also have independent supervisory and
enforcement authority), for the institutions they supervise and to the IRS for all other FIs that are
subject to the BSA, but which do not have a FFR. In all sectors, FinCEN has retained civil enforcement
authority. The following table aligns financial activity as defined by the FATF to the primary U.S.
entities that generally carry on the activity, the primary sector regulatory arrangements, and the
applicable core AML/CFT regulations:

10 The terms legal entity and legal person are used synonymously to refer to any form of entity that is created
by a filing with a State office.
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Table 1. Financial activity as defined by FATF

Primary U.S. Entities Primary Sector Regulatory authorities
Generally Authorized to (outside of FinCEN enforcement Core AML regulations
carry on the activity oversight)

Acceptance of deposits and other repayable funds from the public:

Domestic Banks, comprising FBAs [BGFRS (member banks of the Fed AML Program Rule, Customer

national and State chartered including State-chartered banks), FDIC, Identification Program (CIP)
banks, former savings NCUA, 0CC], State banking supervisors Rule, Currency Transaction
associations (“thrifts”), credit Reporting (CTR) Rule,
unions, Branches of foreign Suspicious Activity Reporting
banks, Certain other banks and (SAR) Rule, Record-keeping
trust companies!!, private requirements

bankers

Lending (This category includes some commercial and consumer loan companies that are not currently
Federally regulated for AML)

Banks, non-bank retail FBAs (banks), State banking and insurance For banks: AML Program, CIP,
Mortgage Lenders (RMLO), Life  supervisors (banks and life insurance CTR and SAR Rule, Record-
Insurance Companies!?, companies), IRS- SBSE (there is no “sector” keeping requirements. For Life
Pawnbrokers, Businesses regulator per se for RMLOs either at the Insurance Companies and
engaged in vehicle sales Federal or State level), Pawnbrokers arenot = RMLOs: AML Program, CTR,
(automobiles, airplanes, boats)  subject to AML/CFT obligations but are SAR Rule, Record-keeping

subject to the Form 8300 reporting requirements

obligation

Financial leasing13

Banks, Equipment Leasing FBAs, State banking supervisors AML Program, CIP, CTR, SAR
companies Rule, Record-keeping
requirements

Money or value transfer services

Legal/or natural persons- State MSB supervisors, IRS-SBSE AML Program, CTR, SAR Rule,
MSBs Record-Keeping requirements,
Travel rule

11 More than 98% of all depository institutions, holding well over 99% of all deposits, are subject to Federal
supervision and examination. A small number of State-licensed and supervised banks (approximately 350 non-
depository trust companies, 265 non-Federally insured credit unions, and one private bank) are subject to the
Federal SAR, CIP, and CTR requirements, but for historic reasons are not subject to an AML program obligation.

12 U.S. authorities report that U.S. insurance companies do not offer retail loans. They can offer commercial
loans. Most often, insurance companies invest in loan portfolios that are sold by banks.

13 This includes some equipment leasing companies that are not currently Federally regulated for AML.
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Primary U.S. Entities Primary Sector Regulatory authorities
Generally Authorized to (outside of FinCEN enforcement Core AML regulations
carry on the activity oversight)

Issuing and managing means of payment (e.g. credit and debit cards, checks, traveller’s checks, money
orders and bankers' drafts, electronic money)

Banks (Credit/ debit cards, FBAs (banks), State banking supervisors For banks: AML Program, CIP,
checks, travellers cheques, (banks), IRS-SBSE and State authorities CTR and SAR Rule, Record-
money orders, and bankers (MSBs) Travel Agencies are not subjectto  keeping requirements

drafts), MSBs (Travellers AML/CFT obligations but are subject to For MSBs: AML Program, CTR,
checks, money orders), Virtual ~ the Form 8300 reporting obligation SAR, Record-keeping
currency or prepaid products requirements

(Electronic money that is
represented as prepaid access,
such as a prepaid card, is
issued by banks, but program
managers can be MSBs), Travel

Agencies

Financial guarantees and commitments14
Banks, Surety bonding FBAs (banks), State banking supervisors AML Program, CIP, CTR and
Companies (banks), Surety bonding companies are SAR Rule, Record-keeping

not subject to AML/CFT requirements requirements

Trading in: money market instruments (checks, bills, certificates of deposit, derivatives etc.) ; foreign
exchange; exchange, interest rate and index instruments; transferable securities; commodity futures

trading
Securities dealers, broker FBAs (banks), SEC/FINRA - AML Program, CIP, CTR and
dealers, Investment dealers, broker/dealers, CFTC (derivatives) SAR Rule, Record-keeping
Banks, Commodity futures commodity, FinCEN requirements
dealers, Commodity Pool Investment Companies (other than mutual
Operators and commodity funds), Commodity Pool Operators and
trading Advisors, Investment Commodity trading advisors are
Companies (other than mutual respectively exempted from and not
funds) subject to AML/CFT obligations
Participation in securities issues and the provision of financial services related to such issues
Broker-dealers, Banks SEC, FINRA, FBAs and State banking AML Program, CIP, CTR and
regulators SAR Rule, Record-keeping
requirements

Individual and collective portfolio management15

Broker-dealers, , FCMs, IBs SEC, FINRA, CFTC, NFA For Broker/dealers and
FCMs/IBs: AML Program, CIP,
CTR and SAR Rule, Record-
keeping requirements

14 This is generally issued by banks, but also by insurance and surety bonding companies that are not currently
Federally regulated for AML.
15 This includes investment advisers.
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Primary U.S. Entities Primary Sector Regulatory authorities
Generally Authorized to (outside of FinCEN enforcement Core AML regulations
carry on the activity oversight)

Safekeeping and administration of cash or liquid securities on behalf of other persons

Banks, Couriers such as Brinks, FBAs, SEC, FINRA AML Program, CIP, CTR and
Broker- dealers SAR Rule, Record-keeping
requirements

Otherwise investing, administering or managing funds or money on behalf of other persons

Investment Advisers, Broker- SEC, FINRA, FBAs, State banking AML Program, CIP, CTR and
dealers, Mutual funds, FCMs, supervisors. Investment Advisors are not SAR Rule, Record-keeping
IBs subject to BSA AML/CFT obligations16 requirements

Underwriting and placement of life insurance and other investment-related insurance?
Life insurance companies, SEC, FINRA, State/territory insurance AML Program, CTR, SAR Rule,
Broker-dealers supervisors. Non-captive agents and Record-keeping requirements

brokers are not covered separately but are
required to be included in the obligations
imposed on their life insurance company
principals.

Money and currency

Foreign exchange dealers IRS-SBSE, State MSB regulators. 18 AML Program, CTR and SAR
Rule, Record-keeping
requirements

65. As noted above, IRS-SBSE is required to conduct BSA compliance examinations for MSBs,
casinos and card clubs with annual gaming revenue over USD 1 million, life insurance companies
that deal in covered products, dealers in precious metals and stones, non-Federally insured credit
unions, operators of credit card systems, and non-bank residential mortgage lenders and originators
(RMLOs). Unlike the FBAs, IRS-SBSE has no enforcement authority of its own for AML/CFT
supervisory purposes, but can refer cases to FinCEN to decide whether civil enforcement measures
are warranted. FiInCEN has directed IRS-SBSE to suspend routine AML/CFT examinations of life
insurance companies, relying instead on supervision of life insurance companies conducted by State
authorities, pursuant to the NAIC exam manual. However, IRS-SBSE retains authority to conduct life
insurance company AML/CFT exams, if requested by the States or directed by FinCEN.

16 [nvestment advisers will be directly subject to BSA AML/CFT obligations when legislation, in the process of
being enacted at the time of the on-site, comes into force. Certain investment advisers (around 54% of the
total) are estimated to be already covered indirectly through affiliations with banks, bank holding companies
and broker-dealers, when they implement group wide AML rules or in case of outsourcing arrangements.

17 Investment-related insurance that includes the buying or selling of securities or other SEC-registered
investments that involve a broker-dealer includes the full scope of AML safeguards. Life insurance
underwriting and placement that does not involve an investment component is supervised by FinCEN for AML
compliance with the support of State insurance supervisors. Insurance companies have AML Program and SAR
filing obligations.

18 FinCEN regulates foreign exchange dealers, and although foreign exchange dealers are not subject to the CIP rule,
their record-keeping obligation includes similar specific customer identification and verification requirements.
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(9) International Cooperation

66. The U.S. cooperates with many countries, and in recent years, the most frequently requested
and requesting countries have been the United Kingdom, Canada, Mexico, Switzerland, and Hong
Kong, China. The Office of International Affairs, Criminal Division (OIA) (within DOJ) is the U.S.
central authority for all incoming and outgoing mutual legal assistance (MLA) and extradition
requests. FInCEN also has a formal role in relation to cooperation with foreign FIUs and other
competent authorities have their own arrangements with counterparts.
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CHAPTER 2. NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings and Recommended Actions

Key Findings

1.

National coordination and cooperation on AML/CFT issues has improved significantly since
the last evaluation in 2006. Policy and operational coordination are particularly well-
developed on counter-terrorism, counter-proliferation and related financing issues which are
the government's top national security priorities. The authorities have leveraged this
experience into better inter-agency cooperation and collaboration on ML risks and issues.

Overall, the U.S. has attained a significant level of understanding of its ML/TF risks through a
comprehensive risk assessment process which has been ongoing for many years. The U.S. has
demonstrated a high level of understanding of its key ML/TF threats, but a less evolved level
of understanding of vulnerabilities. National policies and activities tend to address ML/TF
threats well and there is a strong focus and reliance on LEAs. The NMLRA does not address
DNFBP sector vulnerabilities systemically, but cites many situations where various DNFBPs
were abused (wittingly or otherwise).

There is a number of gaps and exemptions (some more material than others) in the
regulatory framework, most of which the assessors believe are not justified by a proven low
risk assessment. The most significant of these is the lack of systemic and timely access to
beneficial ownership (BO) information by LEAs, and inadequate framework for FIs and
DNFBPs to identify and verify BO information when providing services to clients.

National AML/CFT strategies, and law enforcement priorities and efforts, are broadly in line
with the 2015 national risk assessments which represent a point-in-time summation of the
main ML/TF risks: TF and the laundering of proceeds from fraud (particularly healthcare
fraud), drug offenses, and transnational organised crime groups.

The U.S. AML/CFT system has a strong law enforcement focus. All LEAs (Federal, State, local)
have direct access to SARs filed with FinCEN. A particularly strong feature is the inter-agency
task force approach, which integrates authorities from all levels (Federal, State, local). This
approach is widely used to conduct ML/TF and predicate investigations, and has proven very
successful in significant, large and complex cases. There is a high level of effective
cooperation and coordination amongst competent authorities to address ML/TF and the
financing of WMD. The FI sector is reasonably aware of NMLRA and the NTFRA, though there
is scope for improved guidance, particularly on SAR reporting, and a more focused approach
to more frequent updates of national risk assessments.

BSA AML/CFT preventive measures are mostly imposed on the financial sector, with the
casino sector being the only significant DNFBP sector comprehensively covered. Accordingly,
the financial sector is the focus of most guidance relating to suspicion, and the authorities’
view of risk is heavily influenced by financial activity. The financial sector is therefore
generally aware of and responsive to ML/TF risks. All non-financial businesses and
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professions, including DNFBPs other than casinos, are subject to a cash transaction reporting
requirement (Form 8300)19. All U.S. businesses and professions, including all financial
institutions and all DNFBPs, are required to implement targeted financial sanctions.

However, comprehensive AML/CFT preventive and deterrent measures are not applied to
DNFBPs, other than casinos and dealers in precious metals and stones, many of whom act as
gatekeepers in practice, and are therefore potentially a substantial source of information on
high risk sectors and transactions for FinCEN and LEAs. The assessors attribute compliance
costs and burden on the private sector as the more heavily weighted factors influencing these
exemptions and thresholds rather than a proven low risk of ML/TF, as required by the FATF
Recommendations.

Generally the objectives and activities of competent authorities align well to national policies
and identified threats. The supervisory authorities have adequate mechanisms in place to
address FI supervision, but apart from casinos, very limited DNFBP supervisory activities are
in place, as these are not subject to comprehensive AML/CFT preventive measures.

Recommended Actions

1.

Take steps to ensure that BO information of U.S. legal persons is available to competent
authorities in a timely manner, by requiring that such information is obtained at the Federal
level (see 10.5).

To address the identified vulnerability in the securities sector, the U.S. should continue
working on extending comprehensive AML/CFT requirements directly to investment
advisers (IAs).

The U.S should consider building upon the Geographic Targeting Order (GTO) assessment
already started in the high-end real estate sector by addressing the roles of key players
involved in the purchase/sale of real estate, to help mitigate ML risks in the high-end real
estate sector: [0.1 and R.1 (see also 10.3, 10.4).

The U.S. should issue guidance to clarify the scope of the immediate SAR reporting obligation
to make it absolutely clear that it applies below the reporting thresholds (USD 5 000 for
banks, USD 2 000 for MSBs) and in which cases it applies. The U.S. should also conduct a
focused risk review of the existing thresholds, which are not in line with the FATF Standards
or the identified risks relating to terrorism or ML: 10.1 and R.1 (see also 10.4, 10.6, R.20,
R.23).

The U.S. should conduct a vulnerability analysis of the minimally covered DNFBP sectors to
address the higher risks to which these sectors are exposed, and consider what measures
could be introduced to address them.

In order to publicly communicate its confirmed or updated understanding of ML/TF threats,
the U.S. should consider updating NRAs on a more regular basis.

19 Financial institutions and casinos have a separate cash transaction reporting obligation (CurrencyTransaction

38

Reports).

Anti-money laundering and counter-terrorist financing measures in the United States - 2016



CHAPTER 2. NATIONAL AML/CFT POLICIES AND COORDINATION

67. The relevant Immediate Outcome considered and assessed in this chapter is 10.1. The
recommendations relevant for the assessment of effectiveness under this section are R1-2.

Immediate Outcome 1 (Risk, Policy and Coordination)
Country’s understanding of its ML/TF risks

68.  Overall, the U.S. has attained a significant level of understanding of its ML/TF risks through a
comprehensive risk assessment process that has been ongoing for many years. The understanding of
TF risk is highly developed at all levels among all relevant agencies. There is a very good
understanding of ML risk within the relevant Treasury, DO] and Federal LEAs, but an uneven
understanding of risks across the supervisory sectors, with the FBAs and FinCEN displaying a high
level of understanding, and the civil components of the IRS and some State authorities a lower level.

69. The U.S. understands terrorism, proliferation and their financing to be the most serious risks
to national security. Knowledge of the risks of TF is particularly high and supported by well-
coordinated inter-agency activity and input, geographic focus and good input from the intelligence
services and reporting sectors in the form of SARs. Cutting edge work is being done on tracking TF
threats presented by U.S. based flights traveling to or near conflict zones. However, some financial
supervisors tend to take a more limited view of TF risk than others, sometimes equating TF risk with
designated persons and entities and sanctions.

70.  The U.S. also has a good understanding of the significant threats it faces from various sources
(see paragraph 38). The U.S. recognizes: the risks posed by the misuse of legal persons and legal
arrangements; the vulnerabilities of the financial sector, high-end real estate sector and casinos.
However, overall the U.S." understanding of the vulnerabilities in the DNFBP sector as a whole is less
evolved than that in the financial sector.

71.  The U.S. bases its understanding of ML/TF risks on the entire body of national and other risk
assessments (not all of which are public), including the publicly available NMLRA, NTFRA, and 2005
NMLTA (still valid); confidential national risk assessments underpinning national security strategies
to combat terrorism, proliferation and their financing, and major proceeds generating crimes and
related ML; and agency-level risk assessments by key Federal LEAs within their area of expertise (see
Chapter 1, Country’s Risk Assessment & Scoping of Higher-Risk Issues) for information on how these risk
assessments are prepared, and the reasonableness of their conclusions.

72.  The Federal LEAs with principal investigative authority over financial crimes (DEA, FBI, HSI-
ICE, IRS-CI, and U.S. Secret Service) individually identify and analyse, on an ongoing basis, the ML/TF
risks associated with the predicate crimes within their areas of responsibility. These threat
assessments are based on each agency’s operational experience and intelligence, supplemented by
SAR information. FinCEN does the same in its role as both FIU and AML/CFT regulator, developing
its understanding of risks on the basis of: analysis of its SAR database; discussions with the private
sector through the Bank Secrecy Act Advisory Group (BSAAG); direct involvement in inter-agency
threat-based forums (such as NSC working groups) and AML/CFT compliance working groups (for
example, the FFIEC BSA/AML working group); ongoing collaboration with policy makers, LEAs, and
supervisory agencies; and information sharing with foreign partners.
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National policies to address identified ML/TF risks

73.  Overall, national criminal justice policies, activities, and resource allocations are well-focused
on addressing the ML/TF risks through the various public and confidential national and agency-level
risk assessments (e.g. agency-specific strategic plans and annual performance goals identified in
annual performance plans, and updated with the President’s budget each February). The national
security strategies address major predicate crimes and terrorism, including a substantive focus on
tackling related ML/TF, and are all broadly in line with the country’s main threats as identified in the
2015 NMLRA and NTFRA. Below are key examples of how the major ML/TF risks are addressed
through national AML/CFT policies and activities.

74.  Terrorism: The National Strategy for Counterterrorism 2011 specifically addresses this risk and
sets out a strategy for combating terrorism and specifically its financing. The Director of National
Intelligence is advised by the National Counter Terrorism Center (NCTC) on how well U.S.
intelligence activities, programs, and budget proposals for counterterrorism and TF conform to the
President’s priorities. The U.S. is undertaking ground-breaking work to identify and address the risks
posed by foreign terrorist fighters.

75.  Health-care fraud: The Health Care Fraud and Abuse Control Program (HCFAC) (directed
by the Attorney General (AG) and Secretary of DHHS) identifies States, healthcare providers,
suppliers and beneficiaries at high risk of being abused for healthcare fraud and related ML, uses
these results to coordinate national efforts to combat such activities, and demonstrates impressive
successes in dismantling high-value fraud schemes: HCFAC Annual Report for FY 2013.

76. Drug trafficking: The National Drug Control Strategy, National Northern Border Counter
Narcotics Strategy, and National Southwest Border Counter Narcotics Strategy specifically address
both the predicate crime and related ML. A major focus is dismantling the largest drug trafficking
organizations (DTOs) and related ML networks operating internationally and domestically. The
Southwest Border Executive Steering Group (chaired by ONDCP) includes senior leaders from
more than 20 Federal agencies, meets several times a year to assess the threats along the southwest
border and develops responses to emerging challenges.

77. Transnational crime organizations (TCOs) are specifically addressed in the National
Strategy to Combat Transnational Organized Crime. A key component of this strategy is using powers
under the USA PATRIOT Act to designate foreign jurisdictions, institutions, or classes of transactions
as primary money-laundering concerns which restricts financial dealings by U.S. persons with those
entities, as well as a sanctions program to block the property of significant TCOs. Operationally, the
LEAs focus on disrupting and dismantling TCOs and their financing networks.

78.  The authorities understand that the U.S. is often a desirable destination for the proceeds of
foreign predicate offenses, including corruption. In response to that risk, DOJ’s Asset Forfeiture and
Money Laundering Section (AFMLS) has a dedicated Kleptocracy Asset Recovery Initiative which
specifically focuses on recovering the proceeds of foreign official corruption. The NMLRA notes that the
use of domestic shell companies is a known typology to introduce foreign proceeds into the U.S. for
layering and integration.
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Exemptions, enhanced and simplified measures

79. In certain high risk circumstances, law or regulation requires enhanced due diligence
(EDD). Fls are required to apply EDD when establishing/maintaining correspondent accounts for
foreign banks, and to conduct enhanced scrutiny of private banking accounts maintained for foreign
PEPs, and the authorities can designate other high risk situations requiring EDD: USA PATRIOT Act,
s.311 & 312. This is in line with the NMLRA which specifically identifies correspondent banking
relationships with foreign banks as being an elevated risk, and the 2005 NMLTA which specifically
identified foreign PEPs as being elevated risk. Although legislated PEPs requirements do not
specifically apply to the vast majority of depository accounts or investment accounts (only private
banking accounts, where the threshold deposit at account opening is USD 1 million or more are
covered), in practice, the FFIEC Manual broadens the application on an enforceable basis, and most
FIs do apply PEPs determinations to a broader array of accounts and relationships, including BO,
where known (see Chapter 5). The regulatory framework also has gaps and thresholds which in the
view of the assessors are not justified or in line with the vulnerabilities identified through the risk
assessment process, and which negatively impact effectiveness to varying degrees.

80. There is no requirement to collect BO information in all cases, and in any event the U.S.
definition of BO is of very limited application and does not conform to the FATF standards (see TC
Annex). Lawyers, accountants, trust and company service providers (other than trust companies) who
can establish, facilitate or provide corporate and financial services to complex corporate structures or
complex transactions are not subject to comprehensive AML/CFT requirements. Even though the
involvement of these professionals in such activities is not required under U.S. law, in practice, they
often are involved in the creation and management of complex legal persons and arrangements.
Consequently, these gaps are significant as they pertain to high risk situations and are inconsistent
with the NMLRA (and 2005 NMLTA before that), which contains examples of the vulnerabilities of
these sectors to ML/TF. Over the years, the authorities have made several attempts to make the
necessary legislative amendments largely without success, although limited progress has been made:
see IRS procedures for obtaining an EIN, and measures extending AML/CFT requirements to BO and
the IA sector. Efforts are once again underway, with draft rule-making pending on BO.20

81. Investment advisers (a part of the securities industry which manages over USD 67 trillion in
assets) are not directly covered by BSA obligations. Some IAs, however, are indirectly covered
through affiliations with banks, bank holding companies and broker-dealers, when they implement
group wide AML rules or in case of outsourcing arrangements. Nonetheless, there is a gap, given the
size and importance of this sector, which is not in line with the NMLRA which recognizes the risks of
ML through the securities sector: p.78-80. FinCEN has proposed regulations which would extend
AML/CFT requirements explicitly to all IAs.

82.  Real estate agents (REAs) have been exempted from AML/CFT requirements. This is not in
line with the NMLRA which documents significant cases of ML through this sector: pp. 26, 42, 67-68,
70. The U.S. has been assessing the ML/TF risks in the real estate sector since 2003. In the U.S.

20 Since the on-site, the Final CDD Rule, that includes a BO requirement, was published on 11 May 2016. The
implementation period for the Rule is two years (see www.treasury.gov/press-center/press-
releases/Pages/jl0451.aspx)
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context, REAs do not themselves process financial transactions, but they are deeply involved in
negotiating transactions and are therefore subject to the FATF Recommendations. Following the
exemption, the U.S. attempted to mitigate risk in this sector by extending AML/CFT obligations to
RMLOs in the financial sector on the basis that these institutions handle mortgage loans in the
majority of transactions not otherwise financed by banks. Historically, 75% of U.S. real estate
transactions involve borrowed money, and lenders, both banks and non-banks, are covered by AML
rules.2! However, addressing the vulnerabilities of lenders is only a partial solution, because:
(a) RMLOs can only conduct CDD on the purchaser, not the vendor; (b) on an average, about 25% of
the market in real estate does not involve financing (particularly the high-end market) (see link.
Figures for some States: Florida: 46.7%; New York: 46.3%); (c) although banks have reasonably good
AML/CFT programs overall, the same cannot be said of RMLOs whose programs are still in the early
implementation stage (their programs do not appear to be very robust and at most would address
financed transactions in the mass market only); and (d) lawyers (who frequently play a key role in
handling/negotiating financial transactions) and other gatekeepers in the sector (such as
cooperative associations and condominia associations and others who play an active role applying
sales conditions to real estate sales, which may include prohibiting financing, thereby making real
estate an attractive market for large cash investments) are subject to limited AML requirements. In
early 2016, FinCEN initiated a temporary measure - a Geographic Targeting Order (GTO) - to gather
data on certain high-end real estate sales in two major urban markets. In summary, the assessors
believe that the strategy of addressing ML/TF risk in the real estate sector through the financial
sector has been of only limited value as it focussed attention mostly on lower risk (the mass market)
rather than the high-end market. This is now being addressed by the recent U.S. initiatives using the
GTO tool to gather information on high risk transactions.

83.  There is generally a USD 5 000 threshold on SAR reporting (USD 2 000 for MSBs) which is
not in line with the standard even though structuring is an identified risk in NMLRA, as are
individual contributions and self-funding of terrorist activity involving small amounts of money
(NTFRA). This issue is somewhat mitigated by two factors: (1) the financial sector is particularly
aware of and responsive to TF risks, and FlIs with a SAR obligation are required to notify law
enforcement immediately and file a timely SAR to report violations that require immediate attention,
such as suspected TF or an ongoing ML scheme, regardless of threshold. The U.S. was able to
demonstrate that some SAR reporting below the threshold is taking place. (2) Rather than reporting
each suspicious low value transaction as it occurs, if there is a pattern of activity, the U.S. requires Fls
and DNFBPs to aggregate the transactions for SAR reporting. The U.S. believes that the thresholds
help the authorities focus on larger transactions with a higher probability of a nexus to illicit activity.
The thresholds and their impact were discussed extensively with the U.S. and the assessors
acknowledge that some smaller transactions are reported if they qualify for the aggregation or under
the immediate reporting obligation. Nevertheless, it is likely that some transactions are not being
reported, though FATF standards require reporting of all suspicious transactions regardless of
thresholds.

21 www.realtormag.realtor.org/daily-news/2016/02/05 /fewer-buyers-are-bringing-all-cash-close
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Operational objectives and activities of competent authorities

84. The priorities and activities of the Federal LEAs are well aligned to and consistent with the
ML/TF risks identified through the risk assessments, particularly on TF and ML related to healthcare
fraud, drug trafficking and transnational organized crime. This was demonstrated by: annual, budget
and thematic reports published by key agencies demonstrating that their activities and resource
allocations are focused on ML/TF both in conjunction with predicate activities and as stand-alone
offenses; special initiatives aimed at targeting priority ML/TF activities; and numerous cases
showing that investigations of serious proceeds-generating predicate offenses always include a
financial component.

85.  On terrorist financing: FBI-TFOS is charged with managing FBI’s investigative efforts into TF
facilitators and ensuring financial investigative techniques are used, where appropriate, in all FBI
counterterrorism investigations. FBI-TFOS supports the 104 local FBIl-led joint Terrorism Task
Forces which coordinate counterterrorism investigations in their respective locations, and
specialized units such as the Foreign Terrorist Tracking Task Force (FTTTF) which conducts in-
depth analyses using government and public source datasets and classified information, to identify
and track terrorist and national security threats and provide intelligence on these threats to FBI field
offices, headquarters sections, and intelligence community partners.

86. On ML related to fraud: The creation of the Health Care Fraud Prevention and Enforcement
Action Team (HEAT) in 2009 by the DHHS and DOJ raised the fight against Medicare fraud to a
Cabinet-level priority. It investigates high dollar value/high impact fraud cases and related ML in
nine high risk locations (Miami, Los Angeles, Detroit, Houston, Brooklyn, South Louisiana, Tampa,
Chicago, and Dallas) through Medicare Fraud Strike Forces (MSFS).

87. On ML related to tax fraud, IRS identifies trends, detects high-risk areas of non-compliance,
and prioritizes enforcement actions against taxpayers who file fraudulently, including related
financial crimes such as ML/TF, currency violations, and tax-related identity theft fraud adversely
affecting tax administration: IRS FY 2015 President’s Budget. The IRS-CI strategic plan sets out three
high level investigative priorities: pursuing tax crimes (including legal and illegal source tax crimes)
which is its core mission; other financial crimes such as public corruption, currency violations, and
cybercrimes and narcotics-related and counterterrorism financial crimes.

88. On ML related to fraud, the Bank Fraud Working Group (chaired by DOJ Fraud Section)
facilitates coordination between LEAs and the FBAs in investigating and prosecuting FI fraud and
related ML where proceeds are laundered through the banking sector.

89. On ML related to drug trafficking and transnational organized crime: The High Intensity
Drug Trafficking Areas (HIDTA) program provides assistance to Federal, State, local, and tribal law
enforcement agencies operating in 28 critical drug-trafficking regions of the U.S. supported by 59
Intelligence and Investigative Support Centers which help identify new targets and trends, develop
threat assessments, de-conflict targets and events, and manage cases. The National Guard Counter
Threat Finance Program supported over 566 ML investigations of outlaw motorcycle gangs on the
Northern border, transnational criminal organizations on the Southwest border, and FIs and front
companies with links to TF, drug trafficking, and ML. ICE-HSI uses the Financial Crimes Illicit
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Pathways Attack Strategy (IPAS) Methodology Assessment (a performance metric) to allocate
resources toward high impact/high risk cases focused on disrupting/dismantling DTOs, identified
through pre-defined criteria which are reviewed monthly(see also Chapter 1 for a description of the
OCDETF). The U.S. has implemented a specific initiative to address trade-based money laundering
(TBML), one of the methods used by transnational organised crime (TOC) and identified in the
NMLRA. Within ICE, Trade Transparency Units (TTU) identify global TBML trends and conduct
ongoing analysis of trade data provided through partnerships with other countries' trade units.

90. On ML generally, the High Intensity Financial Crime Area (HIFCA) program is aimed at
targeting financial crime (including ML) in high risk areas, by combining the resources of Federal,
State and local authorities in an inter-agency task force model. FinCEN'’s Strategic Plan 2014-2018
identifies particular risks and vulnerabilities in the financial system, and outlines its strategy for
addressing them. The National Bulk Cash Smuggling Center (BCSC) (within ICE-HSI) is an
operations support facility providing real-time investigative assistance to the Federal, State, and
local officers enforcing and interdicting bulk cash smuggling, the transportation of illicit proceeds,
and domestic/international currency seizures. It coordinates with the U.S. Transportation Security
Administration (TSA) which screens travellers for contraband at U.S. airports. If TSA encounters
suspicious bulk cash, it notifies the BCSC which exploits information related to domestic and
international currency seizures. LEAs meet quarterly in the Virtual Currency and Emerging
Threats Group to discuss trends in the virtual currency industry.

91.  On the regulatory side, most activities of Federal regulators and SROs are broadly consistent
with the evolving national AML/CFT policies and identified ML/TF vulnerabilities of supervised
sectors (see Chapter 6). For example, to address the emerging threat of virtual currencies and
prepaid cards, FinCEN applied AML/CFT requirements to administrators and exchangers of virtual
currency, and issued guidance in this area which has given prosecutors the tools to combat ML
through this sector22. The FFIEC updates the BSA/AML Examination Manual periodically to reflect
new ML/TF risks and supervisory expectations. Supervisors are quick to apply enforcement
measures if an FI's risk assessments do not align to those of the authorities (see Chapter 6).

National coordination and cooperation

92. National coordination and cooperation on AML/CFT issues has improved significantly since
the last evaluation in 2006. Policy and operational coordination are particularly well-developed on
counter-terrorism, counter-proliferation and related financing issues. Learning from their
experience in those areas is also leading towards better inter-agency cooperation and collaboration
on AML issues. Numerous mechanisms are used which is reflective of the complex nature (Federal,
50 States and numerous local governments) and vast size of the U.S. and its financial system.

93.  Policy level coordination and cooperation: The NSC staff chair a number of Inter-agency
Policy Committees (IPC), comprised of representatives from relevant government agencies, which

22 See Assistant Attorney General Leslie R. Caldwell Delivers Remarks at the ABA’s National Institute
on Bitcoin and Other Digital Currencies, June 26, 2015, www.justice.gov/opa/speech/assistant-attorney-
general-leslie-r-caldwell-delivers-remarks-aba-s-national-institute
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address a range of national security concerns, including AML/CFT policy and strategy coordination to
protect the financial system and strategic markets from abuse by terrorists and other criminals. For
example, the [PC on TOC and the Threat Mitigation Working Group manage operational
implementation of the TOC Strategy, and the IPC on Corruption oversees inter-governmental
coordination of strategies to counter foreign corruption. One of the IPCs meets at least weekly to assess
implementation of the National Strategy for Counterterrorism, to identify emerging terrorist threats
and TF risks, and consider targeted sanctions targets. The AML Task Force is led by the Treasury’s
TFFC and is an ongoing interagency group (established in 2012) to review the AML framework,
consider where improvements are needed, and implement the necessary legal and operational
changes. It includes senior representatives from the CFTC, DO]J, FBAs, IRS, SEC, and FinCEN. It has a law
enforcement sub-group to advise on ML/TF risks and challenges to law enforcement investigations.

94. Operational level coordination and cooperation: A particularly strong feature is the inter-
agency task force model, which integrates authorities from all levels (Federal, State and local), is
widely used to conduct ML/TF and predicate investigations, and has proven very successful in
sophisticated, large and complex cases. The benefits and ‘force multiplier effect’ within the task force
environment was regularly noted during the on-site. For example, the Federal LEAs highlighted the
benefits of being able to leverage off the deep knowledge of the State and local LEAs. The State and
local LEAs highlighted the benefits of utilizing Federal authorities’ expertise in conducting financial
investigations, their resources, and the additional legal powers that exist at the Federal level. The task
force model also facilitates inter-agency information sharing (see the description of the joint
Terrorism Task Forces (JTTFs) in Chapter 4 (10.9)). The widespread use of fusion centers to address
de-confliction and provide enhanced leads to LEAs is another innovative feature (see Chapters 1 and 3,
especially 10.6). The Attorney General’s Organized Crime Council coordinates all Federal law
enforcement activity against organized crime, including ML. Chaired by the Deputy AG, it consists of
the Assistant AG for the Criminal Division, the chair of the AG’s Advisory Committee and the leaders of
nine participating Federal LEAs: FBI; ICE; DEA; IRS; ATF; USSS; USPIS; Department of State, Bureau of
Diplomatic Security; and the Department of Labor, Office of the Inspector General.

95.  Supervisory level coordination and cooperation: There is also good coordination at the
supervisory level, particularly among FinCEN, the FBAs, and the State-level supervisors for MSBs. The
FFIEC and the FFIEC Manual enhance coordination and provide banking examiners and FIs with
consistent guidance. The FFIEC BSA/AML Working Group (FBAs, Conference of State Bank
Supervisors, and FinCEN), meets monthly to discuss examination issues and procedures, regulations
and guidance; and meets quarterly with OFAC, CFPB, SEC, CFTC, and other stakeholders. The SEC
communicates regularly with FINRA to discuss strategic initiatives, examination coordination, risk
assessment efforts, and industry risks. The Securities and Commodities Fraud Working Group
(chaired by DOJ Fraud Section) facilitates coordination between LEAs and regulatory agencies in the
investigation and prosecution of fraud in the securities and futures industries and related ML. The
Indian Gaming Working Group (comprising the National Indian Gaming Commission, DO]J, FBI,
FinCEN, and the Bureau of Indian Affairs Law Enforcement Services) coordinates the work of the
Federal agencies with authority over various aspects of Indian gaming.

96. Policy coordination and cooperation on combating WMD proliferation and its financing:
The NSC (Senior Director for WMD, Terrorism and Threat Reduction) coordinates government
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departments and agencies involved in combating WMD proliferation and its financing. The
Department of State chairs four inter-agency working groups that review and share information on
activities of potential proliferation concern and recommend appropriate courses of action to disrupt
transfers.

97. Operational coordination and cooperation on combating WMD proliferation and its
financing (see Chapter 1: Legal & Institutional Framework): The Office of Export Enforcement
(OEE) (within BIS) has direct access to FinCEN’s BSA data, works cooperatively with the export
community and conducts investigations to support criminal and administrative sanctions. BIS is also
responsible for developing lists that FIs can use to identify transactions which may involve WMD
proliferation financing, including the Denied Persons List, the Entity List, and the Unverified List. The
Export Enforcement Coordination Center (E2C2) is staffed with fulltime personnel from ICE-HS],
and individuals detailed from other relevant departments and agencies. The National Export
Control Coordinator (NECC) (within CES) coordinates counterproliferation investigations and
prosecutions, manages nationwide training of prosecutors, and monitors progress on export control
prosecutions around the country. Counter-Proliferation Task Forces (CPTF) exist in certain U.S.
Attorney’s offices to prosecute individuals and entities for violations of U.S. counter-proliferation

laws and regulations, and to enhance cooperation among all agencies involved in export control,
forge relationships with affected industries, and facilitate information sharing to prevent illegal
foreign acquisition of U.S. technology. The National Counterproliferation Center (NCPC) is the
relevant intelligence entity in this area.

Private sector’s awareness of risks

98. The authorities have mechanisms in place to ensure that FIs, DNFBPs and other sectors
affected by the application of the FATF standards are aware of the relevant results of the national
ML/TF risk assessments. The NMLRA and NTFRA are both public documents available on the
Treasury website, and the FIs/DNFBPs met with by the assessors during on-site were aware of them.

99.  The Bank Secrecy Act Advisory Group (BSAAG) (chaired by FinCEN) is a major vehicle for the
authorities and the private sector to have shared input, and has cross sector representation, though
it is heavily oriented to the depository sector reflecting the significant role of banks as the primary
gatekeepers of the financial system. The BSAAG holds two plenary meetings each year, and has three
standing committees that meet on an ad hoc basis to consider ML risk compared to regulatory
obligations, feedback to industry on the use of SARs, and areas requiring private sector guidance or
an advisory. In May 2015, FinCEN created a working group under the BSAAG composed of law
enforcement, private sector, regulators and FinCEN working together to identify joint industry-wide
ML threats and emerging risks to the U.S. financial system on the basis of available data and the
NMLRA. Ultimately, FinCEN will communicate the risks identified through the BSAAG discussions
broadly to industry.

100. The Securities and Derivatives Markets Working Group (SDWG) (co-chaired by the SEC and
the CFTC) focuses on identifying and addressing ML risks associated specifically with the securities
and derivatives markets. The group fosters communications among industry, other regulators and
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law enforcement. Participants include staff from Treasury, FiInCEN, FINRA, NFA, DOJ and the IRS, and
the group also seeks input from industry representatives.

101. Through an industry and academic outreach program called Project Shield America, HSI
Special Agents conduct presentations for U.S. manufacturers and exporters of arms and sensitive
technology. The program provides an overview of export laws and solicits the private industry's
assistance in preventing illegal foreign acquisition of their products. Since the program's inception in
late 2001, ICE-HSI Special Agents have conducted more than 21000 industry outreach
presentations.

102. The LEAs and supervisors are all proactive in providing guidance to reporting sectors,
although the quality and frequency vary. There is a steady stream of formal guidance to FIs with a
wide variety in scope and topics. The U.S. expects the FI and DNFBP sectors to take the national risk
assessments into account in their own risk assessment processes; although most formal guidance
comes from FinCEN and the LEAs, some minimally covered sectors seemed aware of the risks and
the national risk assessments, even though the latter were issued quite recently. Ongoing outreach
and publication of advisories by the FIU and LEAs on specific risks is the primary method of
communicating with the private sector. Some vulnerabilities identified in the NMLRA could be better
addressed (e.g. the vulnerabilities associated with shell companies and the real estate sector). The
NMLRA identifies the risks of the misuse of legal persons through case examples demonstrating how
legal persons have been abused for ML/TF purposes (although the U.S. argues that lawyers and
TCSPs are not comprehensively covered, primarily because they are not necessary to register a legal
entity). The U.S. does not apply comprehensive AML/CFT measures to all DNFBPs and there has
been little or no systemic guidance to the minimally covered sectors, although there is some informal
dialogue and other touch points. Some sectors (notably the American Bar Association) have
developed internal AML policies to address the risks as they see them, even though their
understanding of the risks is not always well aligned to the U.S. risk assessment findings as a whole.

103. The U.S.is rated as having a substantial level of effectiveness for 10.1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES

Key Findings and Recommended Actions

Key Findings
Use of financial intelligence (Immediate Outcome 6)

1. Financial intelligence is regularly and extensively used by a wide range of competent
authorities to support investigations of ML/TF and related predicate offenses, trace assets,
develop operational and strategic analysis, and identify risks. Direct access to the FinCEN
database significantly enhances LEAs’ ability to use financial intelligence in a timely manner,
in line with their own operational needs and without waiting for disseminations from the
FinCEN. A strong feature of the system is how financial intelligence is used within the task
force environment through Suspicious Activity Report (SAR) Review Teams (149 nationally),
Financial Crimes Task Forces, and Fusion Centers comprised of Federal, State and local
authorities.

2. FinCEN also actively and increasingly supports operational needs by responding to specific
LEA requests for information and analysis; providing information to identify unknown
targets and new activities related to specific investigations; detecting new trends and
producing strategic and tactical intelligence products; and initiating new cases through
spontaneous disseminations. FinCEN’s approach to dissemination relating to TF is very
proactive. In recent years, it has increasingly applied a similar approach to ML.

3. Gaps in the legal framework somewhat limit the extent and timeliness of information
available impacting U.S. authorities’ ability to collect and share accurate and timely
intelligence. These gaps are partly mitigated, particularly in the TF context, by the obligation
to report immediately suspicious activities that require immediate attention regardless of
threshold and through FinCEN’s extensive outreach programs, guidance, advisories, other
information and engagement with the private sector.

ML investigation and prosecution (Immediate Outcome 7)

1. The U.S. authorities actively pursue a “follow-the-money” approach at the Federal level, and
have demonstrated their ability to successfully pursue sophisticated, large, complex, global
and high-value ML cases. A wide variety of ML activity is pursued, and examples were
provided of successful prosecutions of standalone ML, third party ML, and of the laundering
of proceeds of foreign predicates. Criminals committing predicate crimes outside the U.S.
have been detected and prosecuted when laundering proceeds in the U.S.

2. The U.S. achieves over 1200 ML convictions per year on average at the Federal level, which
encompasses prosecutions in all 50 States and U.S. territories. Federal authorities prioritize
large value, high impact cases, which often occur in the largest States such as California,
Florida, New York, and Texas. Money laundering is investigated and prosecuted by Federal
authorities. In addition, thirty-six States criminalize ML. Some State-level statistics are
available but are not federally reported. Where provided, the information indicates that
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States do not generally prioritise ML. At the Federal level, the sanctions which are being
applied for ML are effective, proportionate and dissuasive.

The U.S. has national strategies aimed at pursuing ML related to fraud, drug offenses and
transnational organized crime which is in line with the main risks identified through the risk
assessment process. In 2015, the FBI made pursuing ML one of its top priorities. Several
other agencies have a strong focus on the financial component of key criminal activity though
there is scope for them to pursue ML more regularly as a discrete offense type.

Confiscation (Immediate Outcome 8)

1.

The U.S. is successful in confiscating a considerable value of assets (e.g. over USD 4.4 billion
was recovered by Federal authorities in 2014).

The U.S. is able to pursue administrative forfeiture, non-conviction based forfeiture and
criminal confiscation and uses these tools appropriately. Most asset recovery cases proceed
as civil forfeiture and most civil forfeitures take place administratively.

Confiscation achievements by agencies, specific task forces or initiatives suggest that
authorities achieve confiscation in high risk areas, in line with national and agencies’
AML/CFT priorities. Additionally, the authorities’ focus on targeting high value cases also
ensures that high risk areas are addressed.

The U.S. Federal authorities aggressively pursue high-value confiscation and provided
numerous cases which demonstrate their ability to obtain high value confiscation in large
and complex cases, in respect of assets located both domestically and abroad.

There is little official information in respect of criminal confiscation, or civil forfeiture, at a
State and local levels, but it is apparent that State and local asset forfeiture activity is
undertaken by joint task forces targeting priority offending and the remainder is likely to
arise from State drug trafficking legislation.

Asset sharing arrangements are regularly agreed with both domestic and foreign
counterparts, which encourage inter-agency and inter-jurisdictional cooperation.

Some gaps in the legal framework impact on effectiveness including the lack of general
power to obtain an order to seize/freeze property of corresponding/equivalent value which
may become subject to a value-based forfeiture order (such authorities exist in only one
judicial circuit covering several States). The result is that such assets are unlikely to still be
available by the time a final forfeiture order is made. Likewise, not all predicate offenses
include the power to forfeit instrumentalities. Nevertheless, the U.S. is successful in
confiscating a significant value of assets.

Recommended Actions

Immediate Outcome 6

1.

50

FinCEN should continue and enhance its current initiative to increase the level of
spontaneous disseminations of information and intelligence relating to TF, and especially ML
and predicate crimes.
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2.

FinCEN should continue and enhance its recent approach to go to reporting entities,
including those not reporting the initial SAR, to obtain additional information for the
purposes of FinCEN's operational analysis and dissemination, in addition to supporting
ongoing cases/investigations.

The U.S. should address the gaps in the legal framework which currently limit the extent and
timeliness of financial intelligence available to FinCEN and competent authorities. In
particular, it should:

a) Extend reporting requirements to investment advisers, and DNFBPs (other than casinos);
b) Issue formal guidance clarifying reporting entities’ immediate reporting obligations.

c) Conduct a focused risk review of the existing reporting SAR thresholds (in place since
1992) and timeframes.

Immediate Outcome 7

The authorities should:

1.
2.

5.

Continue to prioritise investigation of the financial component of predicate offenses.

Continue to enhance inter-agency coordination and cooperation including by further
improving inter-agency access to information, in particular IRS information.

Continue to prioritise the investigation and prosecution of ML activities per se, at both
Federal and State level agencies, rather than as an associate type offense to other offenses.

Improve the visibility of AML State level activities and statistics, including via improved data
collection and sharing, for a clearer nation-wide picture of the adequacy of AML efforts at all
levels.

Legislate to ensure that a range of tax crimes are explicitly considered predicates for ML.

Immediate Outcome 8

The U.S. should ensure that:

1.
2.

4,

All predicate offenses include the power to forfeit instrumentalities;

Authorities are able to seize and freeze pre-conviction non-tainted assets that are likely to be
required to satisfy a value based forfeiture order in criminal proceedings;

Policy guidance is issued to investigators and/or prosecutors on when to pursue and
prioritise confiscation in types of cases highlighted as being of particular concern in the risk
assessments.

AML State level proceeds recovery activities and statistics are more widely and uniformly
available, including via improved data collection and sharing, for a clearer nation-wide
picture of the adequacy of asset recovery efforts at all levels.
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104. The relevant Immediate Qutcomes considered and assessed in this chapter are 10.6-8. The
Recommendations relevant for the assessment of effectiveness under this section are R.3, R4 & R29-
32.

Immediate Outcome 6 (Financial intelligence ML/TF)
Use of financial intelligence and other information

105. The U.S. authorities make extensive and regular use of financial intelligence and other
relevant information to identify investigative leads, develop evidence in support of investigations,
and trace criminal proceeds related to ML, associated predicate offenses and TF. This is primarily
achieved through direct access to and use of FinCEN data by LEAs, supplemented by active (and
growing) dissemination of intelligence by FinCEN. The assessment team bases its conclusions on a
variety of information including: statistics on the volume/types of BSA data collected by FinCEN and
accessed by LEAs; discussions with a wide range of LEAs, task forces and prosecutors at the
Federal/State/local levels; and the team’s review of numerous cases demonstrating such
information and intelligence is used in practice to support investigations and trace assets.

106. Many mechanisms facilitate the use of financial intelligence in conjunction with other relevant
information. For example, FBI-TFOS’s Strategic Intelligence Unit analyses methodologies to identify
possible TF transactions at their earliest point. This includes ongoing analysis of BSA data to identify
high-risk jurisdictions and TF typologies that, combined with analysis of other data including classified
information, can provide investigators with new leads for possible TF investigations.

107. Particularly strong features in this area are the fusion centers and joint task forces which bring
together Federal/State/local partners in an inter-agency environment. Fusion centers serve as focal
points for receiving, analyzing, gathering, sharing threat-related information, and disseminating
actionable intelligence (based on financial information, national intelligence, and local, State, and
regional information). A prominent example is the OCDETF Fusion Center (OFC) which is a
comprehensive data center that combines information from FinCEN with information from its member
agencies (DEA, FBI, ATF, USMS, IRS, ICE and USCG, in cooperation with DOJ’s Criminal and Tax
Divisions, the Department of State’s Bureau of Consular Affairs, the 94 U.S. Attorneys’ Offices (USAOs),
and State and local law enforcement), and others. Using this information, it analyses drug and drug
related financial data to create comprehensive intelligence pictures of targeted organizations,
including those identified as Consolidated Priority Organization Targets (CPOTs) and Regional Priority
Organization Targets (RPOTs). It then passes actionable leads to OCDETF field agents. The
International Organized Crime Intelligence and Operations Center (I0C-2) was created to enhance
OCDETF’s capacity to engage in intelligence-driven investigations. It leverages the resources of the OFC
to target international organized crime, and has representatives from the same nine Federal LEAs that
participate in the OFC.

108. There are 55 Financial Crime Task Forces led by IRS-CI which review Suspicious Activity
Reports (SARs) based on a geographic or threat specific basis and bring together Federal, State and
local authorities. Key task forces such as the DOJ's OCDETF (described in Chapter1 Legal &
institutional framework), and the New York-based El Dorado Task Force (see Chapter 1, Legal &
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institutional framework section, 10.7 and 10.8) make extensive use of BSA data and their own in-house
capacity to query and analyse such data. This task force environment fosters a high degree of
cooperation and exchange of information and intelligence between FinCEN and other competent
authorities, facilitating collaborative work and operational coordination among Federal, State and local
agencies. LEAs highlighted the added-value of IRS-CI agents in these task forces, given their ability to
“follow the money” and their forensic accountancy expertise, although some concerns remain over the
limited access that other LEAs have to IRS tax information in the early stage of investigations (from an
intelligence-sharing perspective).

109. U.S. authorities use financial intelligence and other information from diverse sources:

a) FinCEN’s database of Bank Secrecy Act reports and its analytical reports is the primary
repository of financial intelligence in the U.S. coming from reporting entities in many forms
including SARs, Currency Transaction Reports (CTRs), Reports of International
Transportation of Currency or Monetary Instruments (CMIRs), Foreign Bank Account Reports
(FBARs), and Reports of Cash Payments over USD 10 000 Received in a Trade or Business
(Form 8300);

b) FEDWIRE: The New York Federal Reserve Bank can search names, addresses, and account
numbers for any fund transfers done through its system;

c) Clearing House Interbank Payment Systems (CHIPS): A subpoena can be served to search the
CHIPS network, used by FIs to process wire transfers;

d) Taxreturns: These can be obtained by the USAO through an ex-parte court order;

e) Correspondent bank accounts: Many foreign banks maintain correspondent accounts in the
U.S. to conduct U.S. dollar transactions on behalf of their customers. Even without jurisdiction
over a foreign bank, investigators can serve a grand jury subpoena and receive records of any
cheques or wire transfers that cleared through the U.S. correspondent account on behalf of
the foreign bank;

f) Databases of investigative information held by the LEAs and prosecutorial authorities
themselves, including investigative intelligence, criminal records, and mutual legal assistance
requests; and

g) Information from corporate, motor vehicle and property registries, and open source data.

110. FinCEN'’s database of BSA data contains 11 years of financial intelligence (over 190 million
records) which can be analysed, disseminated to or shared with domestic and foreign partners,
making FinCEN one of the largest repositories of information available to law enforcement in the
country. FinCEN receives an average of 55 000 new reports per day (including 4 800 SARs) from
approximately 150 000 FIs, DNFBPs, and other legal/natural persons. The 2006 mutual evaluation of
the U.S. noted delays and backlogs in entering SAR information into FinCEN’s database. These have
been eliminated by the IT modernization process. Now, the vast majority of SARs are filed
electronically and are available within one business day of being received by FinCEN.
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Table 2. Reports received by FinCEN annually

Average number of reports received per year (2012-2014)

SARs (Suspicious Activity Reports) 1725322
CTRs (Currency Transaction Reports) 15283 950
CMIRs (Reports of International Transportation of Currency or Monetary Instruments) 209918
FBARs (Foreign Bank and Financial Account Reports) 927.151
8 300 Reports (Reporting Cash Payments of Over USD 10 000) 259 521
Average number of Bank Secrecy Act reports received annually 18 405 862

Total number of Suspicious Activity Reports (SARs) reported (2010-2014)

2010 1326372 2011 1517 520
2014 1973 813
2013 1640391 2012 1587763

111. The information collected by FinCEN under the BSA can be linked with a variety of law
enforcement and commercial databases during analysis. FinCEN’s information sources fall into three
categories: (i) direct access to its financial database (SARs, CTRs, CMIRs, FBARs, 8300 Reports); (ii)
direct access to open source data and commercial databases (State corporation records, property
records, people locator records, professional licenses, databases for court records, and vehicle
registrations); and (iii) indirect access to law enforcement data from partner agencies (FBI, DEA,
USSS, USPIS, DHS, etc. - see Chapter 1, Legal and Institutional Framework).

112. All LEAs, task forces and prosecutors met with by the assessment team confirmed that the use
of financial intelligence is a regular component of Federal, State and local investigations. Given the
model for intelligence sharing and direct access by LEAs to BSA data, the authorities consider this
intelligence as a regular part of their investigative process (rather than as something done only in
response to dissemination by the FIU). Authorities therefore do not collect specific comprehensive
statistics on the results obtained using this intelligence including investigations or convictions
arising as a result of spontaneous disseminations by FinCEN. However, numerous cases were
provided which demonstrate that financial intelligence and other relevant information are being
successfully used to identify new targets, dismantle the financing networks of criminal enterprises,
and trace assets.

Box 1. Financial intelligence and other information supporting investigations
and asset tracing

Belair Financial Services (2015): ICE-HSI agents noticed a series of suspicious transactions involving multiple
businesses listed at the same address writing checks to each other. Through FinCEN queries, ICE-HSI and IRS
identified beneficial owner information for approximately 30 sham companies, connected the address to the
main target, and ultimately dismantled a sophisticated transnational criminal organization laundering money
from fraudulent health-related claims using sham companies, U.S. bank accounts and attorneys. Agencies
involved: ICE-HSI, IRS-CI, New York EDTF, DOJ/AFMLS and USAO/EDNY.

Disshod “Dema” Sidikov (2015): MSB SARs identified 34 subjects wiring funds from numerous locations in
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the U.S. to receivers in Russia, Ukraine, and Uzbekistan, and led to the identification of wires from these
countries back to the U.S. Another MSB SAR identified the individual who wrote the virus and conducted the
cyberattacks on the trucking companies to steal their account numbers and check codes. Related CTRs were
discovered showing cash deposits/withdrawals from suspected bank accounts used by the defendants which
enabled LEAs to monitor these accounts and track the proceeds. This investigation led to the dismantling of a
criminal ring that skimmed more than USD 1.7 million from trucking companies engaged in legitimate
commerce. Agencies involved: ICE-HSI; Youngstown, OH City Police and USAO/NDOH.

STRs received and requested by competent authorities

113. Competent authorities make frequent use of SARs, CTRs and other mandatory reports filed
with FinCEN. Although many reports contain relevant, accurate and useful information, the quality of
reports varies and continues to improve. The extent to which reports are available from some
sectors is reduced by technical deficiencies in the legal framework. The assessment team based these
conclusions on various information sources including: statistics on the reports received/requested
by FinCEN, and how often BSA data is accessed by LEAs; the NMLRA concerning ML/TF risks in
sectors not subject to SAR reporting requirements; discussions with supervisors and reporting
entities (on the quality of SARs, and feedback and guidance received), and with a wide range of LEAs,
task forces and prosecutors at the Federal/State/local levels (on the quality and usefulness of SARs
and other reports); and the team'’s review of cases demonstrating how SARs and other reports are
used in practice.

114. FinCEN provides direct, self-service access to its data to about 10 000 authorized users from
over 100 Federal/State/local LEAs and Federal supervisory agencies. Authorized users are easily
able to access, query and analyse BSA data through the FinCEN Portal and FinCEN Query on-line
inquiry systems introduced in 2012. On average, 30 000 searches of BSA data are undertaken daily,
indicating extensive use of this data to support investigations. Nine key agencies have bulk access
allowing them to match BSA data with information in their own databases to identify suspects,
associates, possible leads, etc. The largest Federal LEAs also maintain liaison staff at FinCEN, on a
full/part-time basis, enabling them to work directly with FinCEN analysts. These relationships are
very important when partner agencies need FinCEN’s support or coordination on investigations or
other activities.

Table 3. Top Five (5) FinCEN Query Users in FY 2015
(not including additional access to financial intelligence and other information that FinCEN provides by
other means)
Agency Name Number of FInCEN Query Searches

Federal Law Enforcement and Other Competent Authorities

Drug Enforcement Administration 256 011
Internal Revenue Service Criminal Investigation 223111
Immigration and Customs Enforcement 191324
Office of Personnel Management 189 301
Federal Bureau of Investigation 63 267
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Agency Name Number of FInCEN Query Searches

State Law Enforcement

New York County District Attorney's Office 34 255
Florida Department of Law Enforcement 8945
Illinois State Police 6 909
California Department of Justice 5 865
Texas Department of Public Safety 5578

115. During the on-site visit, all LEAs, task forces and prosecutors stressed the usefulness of
financial intelligence generally (and BSA data in particular). FinCEN indicated that the quality and
depth of SARs varies considerably, depending on the reporting entity and the nature of the suspicion.
Some reporting entities provide very sophisticated SARs, while others may not always provide
comprehensive information. The authorities have taken steps to improve SAR quality and FinCEN
confirms that quality is improving thanks to enhancements made to the SAR form, the introduction
of electronic SAR filing, extensive outreach and guidance to reporting entities (including through the
BSAAG mechanism described in [0.1), and feedback and compliance/supervisory actions by
regulators. This includes: formal guidance provided to reporting entities by FinCEN, the FFRs, State
agencies, and law enforcement partners; 66 advisories published by FinCEN on a diverse range of
threats from mortgage fraud to financing terrorist organizations (some public and others non-public
distributed by FinCEN through its secured network); enforcement actions published by regulators;
and direct clarification and assistance provided by FinCEN and partners to reporting entities.

116. A particularly strong feature of the system is that section 314(b) of the PATRIOT Act
encourages FIs (and any association of FIs) to share information amongst themselves for the
purpose of identifying and, where appropriate, reporting possible ML or terrorist activity—a
mechanism which enhances the quality of SARs. FinCEN is also able to seek further information from
the entity which reported a SAR without need for a court order/subpoena (707 such requests were
made to reporting entities in FY 2015). Furthermore, FinCEN has several authorities to collect
additional information from reporting entities and this additional information becomes part of
FinCEN’s financial database (available directly to LEAs). Statistics about the use of these authorities
were shown to assessors but some of the figures provided are not included to ensure confidentiality
of ongoing investigations.
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Box 2. FinCEN’s authorities to collect additional information from reporting entities

Geographic Targeting Orders (GTOs) require any domestic financial institution or group of domestic
financial institutions in a geographic area and any other person participating in a given type of transaction to
file a report in the manner and to the extent specified in such order. Four GTOS have been publicly issued in
the last two years (previously, they were not public). Examples include: a 2015 GTO requiring trades or
businesses that export electronics located near Miami to record and report to FinCEN information on certain

transactions in excess of USD 3 000; and a 2016 GTO on title insurance (see Box 3).

Foreign Financial Agency (FFA) rules impose additional reporting requirements on domestic financial
institutions regarding transactional information involving identified FFAs. Since 2014, FinCEN has issued
multiple FFA regulations to gather transaction data and U.S. FIs have reported over 5 million transactions to
FinCEN. Information collected has enabled FinCEN to identify new trends in illicit activity (terrorist
methodology for money movement, use of shell companies for ML, etc.). With this lead information, LEAs have

opened numerous investigations into U.S.-based connections to foreign threats.

Demand Letter is a request for records relating to international funds transfers of USD 3 000 or more. The
scope of the requested information can vary depending on the specific circumstances of the request. Since
December 2014, FinCEN has issued nearly 100 Demand Letters to U.S. Fls requesting records. Information
provided in response has assisted ongoing investigations, generated leads opening new investigations and
assisted in TF investigations.

Section 314(a) (USA PATRIOT Act) enables Federal, State, local and foreign LEAs, through FinCEN, to reach
out to over 43,000 points of contact at over 22,000 FIs to locate accounts/transactions of persons that may be
“engaged in or reasonably suspected, based on credible evidence, to engage in terrorist acts or money
laundering activities, with respect to a particular criminal investigation”. In practice, authorities wait until late
in an investigation to use such requests in order to locate additional assets that may be involved in terrorism
or serious ML. Waiting until an investigation is mature is due to the reach of the request and the potential for
the account holder to be made aware of the investigation. Since 2006 FinCEN has submitted 2,055 section (a)

requests to FIs for ML purposes and 480 for TF purposes.

Special Information Sharing Authority (Section 314(a) (USA PATRIOT Act) program involves a small
number of U.S. financial institutions that are chosen based upon the particular 314(a) request characteristics
(specific ongoing case) in order to report information linked to specific targets and/or typologies under
investigation. Statistics show a very low use of this specific authority to date since it is a resource-intensive
and time consuming procedure that entails several information sharing and coordination meetings, and

maintaining ongoing communications with FIs and partners, etc.

117. FinCEN can use the above authorities in combination to obtain additional information
regarding a particular SAR from any reporting entity (i.e. not just the entity that reported a
particular SAR). This is however very rarely done for operational intelligence analysis by FinCEN of a
particular SAR or related group of SARs early in the intelligence process. FinCEN indicated that use
of information gathering powers in this way is a recent development and has been done few times in
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the previous 18 months. FinCEN's powers to obtain additional information tend to be used much
more either to support strategic analysis of particular priority issues (for example, human trafficking
and smuggling, TBML, corruption and sophisticated ML networks) or in response to requests from
LEAs to support existing investigations. While the use of these powerful tools in these broad ways is
a real strength of the system, FinCEN is also strongly encouraged to make more expansive use of
these tools for operational purposes, particularly noting its current efforts to enhance spontaneous
disseminations of intelligence to law enforcement (as discussed below).

118. To some extent, technical deficiencies in the legal framework have an impact on effectiveness
as they limit the reports and information available to the competent authorities. It is difficult to
gauge the precise extent to which these deficiencies (described below) reduce effectiveness,
especially as some of the deficiencies are partly mitigated in practice.

119. Investment advisers and a majority of DNFBPs are only partially subject to AML Programs or
mandatory SAR reporting requirements. Investment advisers are not directly covered by the BSA
and the SAR requirement. They can be indirectly covered through their affiliation to a FI, or when
they act for a FI in the framework of an outsourcing relationship. Nonetheless, FinCEN is in the
process of extending SAR reporting requirements to all investment advisers.23 Real estate agents are
not subject to AML Program or mandatory SAR reporting requirements. However around 75% of
real estate transactions are partly covered because they involve loans issued by covered bank and
non-bank lenders. Furthermore, FinCEN is addressing concerns about the high-end real estate sector
by issuing GTOs (specially aimed to high-end market) in order to collect relevant information and
assess how best to address the vulnerabilities. Casinos are covered under both AML Programs and
mandatory SAR reporting.

120. Thresholds on SAR reporting (USD 5 000 for banks, USD 2 000 for MSBs) is a concern, but Fls
and DNFBPs with SAR reporting obligations are directed to report immediately suspected violations
that require immediate attention without regard for transaction value or whether a transaction has
taken place. In practice, this issue seems to be somewhat mitigated and 8.37% of total SARs
submitted are below the thresholds (20% of TF SARs and 8.27% of ML SARs). FinCEN indicated that
removing the thresholds is not a top priority in terms of improving effectiveness, but that its data
mining and IT tools would be able to cope with increased reporting if the thresholds were dropped
(See 10.4 for more details about SAR reporting below the thresholds).

121. Deficiencies in CDD requirements (in particular the lack of BO requirements) can undermine
the usefulness of SARs (e.g. SARs involving legal persons such as shell companies), and/or
complicate the analytical process. However, investigators stated that these SARs can still provide
actionable leads enabling LEAs to “follow the money”.

122. The time allowed to file SARs (30/60 days) was criticised in the 2006 U.S. evaluation and may
reflect that, until recently, a majority of SARs were filed manually. SARs are now filed electronically.
While the FATF standards set no specific deadline for filing SARs, and time limits vary from country
to country, STRs must be submitted “promptly”. The relatively long time to file may reduce
effectiveness, although this is mitigated to some extent by the fact that SARs can be and are

23 On 25 August 2015, FinCEN issued a notice of proposed rulemaking (NPRM) that would impose certain AML
requirements, including suspicious activity report (SAR) filing obligations, on investment advisers.
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submitted urgently (e.g. in TF cases they can be, and often are, submitted within hours). Of the SARs
filed within 30 days, the median timeframe for submission is 17 days and 24% are filed the same day
illicit activity is identified (11% of all SARs are filed the same day the suspicious activity is
identified).

Operational needs supported by FIU analysis and dissemination

123. FinCEN'’s analysis and dissemination support the operational needs of competent authorities
to some extent, though FinCEN is encouraged to continue and expand its current efforts to focus
more resources on proactive, spontaneous disseminations. The assessment team based these
conclusions on various sources including: a review of FinCEN’s processes for analyzing SARs and
other reports, and its intelligence and analytical products; the priority risks identified in the NMLRA
and NTFRA; discussions with a wide range of LEAs, task forces and prosecutors at the Federal, State
and local levels about the usefulness of FinCEN’s products in investigations/prosecutions of ML,
predicate offenses and TF.

124. All information collected from reporting entities is stored in FinCEN’s BSA database. FinCEN
uses a sophisticated analysis methodology based on IT and technological tools to mine bulk data and
detect relevant information for further analysis and dissemination. IT modernization efforts since
2012 have significantly improved FinCEN’s data management capabilities, and provided new tools
for domestic partners to access the information.

125. Given the very large number of reports being received by FinCEN annually (over 19 million
in 2014, including over 1.9 million SARs), FinCEN is not able to comprehensively analyse each SAR.
Instead, it identifies priority SARs for further analysis by running sophisticated and evolving
automatic business rules on incoming SARs each day - a process enhanced by recent IT
modernization. Priority SARs are flagged and analytical resources devoted to those SARs considered
most valuable to law enforcement, in accordance with evolving parameters reflecting national
strategic priorities and LEA feedback. A large number of SARs are also analysed independently by
law enforcement and other agencies with direct access to the BSA database (see Table 3 above).

126. FinCEN’s highest priorities at present are: transnational security threats (including terrorism
and TF), significant frauds (including health and tax frauds), transnational organized crime
(including drug and human trafficking), kleptocracy, and cyber threats. These priorities are well-
aligned with the recent national risk assessments. By identifying and flagging priority SARs for
further analysis, and providing LEAs direct access to its database (subject to appropriate controls
and confidentiality safeguards), FinCEN is able to manage the large number of reports it receives and
provide continuous, targeted added value to the analytical and operational needs of LEAs.

127. At the strategic level, FinCEN assigns analysts to study information for trends and patterns
based on the needs of FinCEN’s law enforcement, regulatory, and policy customers. Such analysis
includes identifying geographic and systemic “hot spots,” identifying new and emerging phenomena,
and providing detailed lead information to law enforcement and the intelligence community. This
information may then be used as a basis for operational action. The following table outlines Priority
Threat Products produced by FinCEN'’s Intelligence Division in FY2015.
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Table 4. Products developed and disseminated by FinCEN in FY2015

Investigative Memoranda: Operational analysis products produced by FinCEN to provide case support upon
request from LEAs to support ongoing investigations. Used for responses to requests from domestic
LEAs/authorities and Egmont.

Priority areas: TF, significant frauds, 3™ party ML, ML related to drug 1271 produced
offenses, transnational organized crime (916 FIU & 355 domestic)

Intelligence Flashes: Summarize SARs identified by automated rules and alerts. Used to spontaneously disseminate
high value SAR information related to terrorism and TF to domestic and foreign LEAs, FIUs, and the intelligence
community within 1 to 2 days of receipt from reporting institutions

Priority areas: Terrorist financing, foreign terrorist fighters 566 disseminated

Dispatches or Proactive Referrals: Operational analysis products which FInCEN produces and disseminates to LEAs
spontaneously. They summarize SARs identified by analyst, with some context.

Priority areas: Terrorist financing, significant frauds 102 disseminated
Executive Alerts: Short papers for governments executives on hot topics
Priority areas: Cybercrime against Fls 6 published

Intelligence Assessments: Longer tactical or strategic analytical papers. Provide in-depth analyses of financial crime
methodologies, associated trends, patterns, and vulnerabilities, and counter-measure recommendations

Priority areas: Compromised Fls, TF, significant frauds, 3" party ML,

. . . 22 disseminated
ML related to drug offenses, transnational organized crime

Technical Bulletin: Strategic with technical or statistical focus
Priority areas: Compromised Fls, 3™ party ML, significant frauds 8 published

Research Summaries/Situation Reports 48 published

128. Although the LEAs more often use their access to FinCEN’s database to conduct their own
searches and analysis, they can (and do) also request further information and analysis from FinCEN
(Investigative Memoranda) to support ongoing investigations. FinCEN asserts that, as the FIU, it has
the most sophisticated software tools and expert analysts to interrogate its own database, and this
assertion was supported by the LEAs the assessors met during the on-site.

129. FinCEN indicated that a recent decline in the number of Investigative Memoranda being
produced reflects the fact that it is seeking to move away from “reactive” disseminations to the extent
possible, and to redeploy its analytical resources to focus more on proactive spontaneous
disseminations such as Dispatches or Proactive Referrals. This proactive and more operational
approach has been welcomed by the Federal LEAs and prosecutorial authorities. Discussions with
LEAs confirmed that FinCEN’s spontaneous dissemination are useful for identifying unknown targets,
generating investigative leads and new cases, identifying new activities related to existing
investigations, and detecting new ML/TF trends.

130. This change of approach and priorities by FinCEN is also supported by the assessment team
for the following reasons: FinCEN’s analytical resources are relatively limited given the size of its
database and the number of incoming reports; LEAs have direct access to FinCEN’s database, and a
growing ability (enhanced by the recent IT modernization) to access and analyse data relevant to
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particular investigations. Consequently, it makes sense for FinCEN to devote more of its analytical
resources to the identification of SARs and targets that might not otherwise be detected by LEAs, and
to the production of other ‘value-added’ analytical products. FinCEN is encouraged to continue
strengthening its efforts to produce more reports of its own initiative (noting that only 102
Dispatches or Proactive Referrals were disseminated in FY2015. The previous year (2014) FinCEN
disseminated 45 operational proactive products.

131. The U.S. provided numerous case studies demonstrating how BSA data is used to initiate
investigations and/or facilitate evidence gathering. During the on-site, LEAs consistently emphasized
the centrality and usefulness of financial intelligence in their investigations.

Box 3. Illustrative examples of FinCEN'’s strategic analysis being used to initiate operational
action

In January 2016, FinCEN issued a GTO that temporarily requires certain U.S. title insurance
companies to identify the natural persons behind companies used to pay “all cash” for high-end
residential real estate in New York City and Miami. This operational action was initiated after
FinCEN’s strategic analysis of BSA data raised concerns that all-cash purchases (i.e., those without
bank financing) may be conducted by individuals attempting to hide their assets and identity by
purchasing residential properties through limited liability companies or other opaque structures.

132. In 2014, FinCEN initiated the Intelligence Flash product—a near real-time, proactively
derived report, often generated from automated business-rule alerts and highlighting new or newly
discovered SAR information. Flashes are disseminated within 1-2 days of receipt from reporting
entities and are intended to provide immediate actionable intelligence to FinCEN’s law enforcement
and intelligence community partners on a given subject(s) and/or apparent cluster. Currently,
Flashes are focused primarily on TF. Since its inception, over 600 Flash reports have been
disseminated to domestic and international stakeholders. The authorities confirmed that Flash
reports and information collected from FIs through FinCEN’s “Hotline” have been operationally
useful, and the team was provided with concrete examples showing its effectiveness in specific
investigations of terrorism. Flash reports are also routinely disseminated to foreign partners, one of
whom expressed concern that the reports do not always indicate a connection to the recipient
country. FinCEN justifies its approach on the basis that Flash reports are very short (usually 1-2
pages) and aimed at giving the entire global network an opportunity to see another “piece of the
puzzle”, and make connections that may not otherwise be obvious.

133. FinCEN works closely with LEAs and receives feedback on the usefulness of SARs reported by
FIs; the criteria and rules established for analytical IT tools; and reports disseminated. This
collaboration leads to an improvement of the whole system. FinCEN also surveys its partners
annually on their levels of satisfaction. In FY 2014, 89% of all U.S. competent authorities and foreign
FIU partners expressed satisfaction with the contributions that sharing information with FinCEN has
provided to their organizations. This is a very strong result which further substantiates the
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conclusion that FinCEN’s operational and strategic analysis supports the operational needs of its
users.

134. To its credit, FinCEN has addressed and is addressing many of the concerns expressed in the
2006 MER including the need to improve the process for filing SARs and other reports, maintain its
key role within the AML/CFT chain, move away from being a sole database to be explored by others,
and ensure that its products are meeting LEAs’ needs. As was recommended in the 2006 MER,
FinCEN has in fact worked closely with law enforcement to identify the kind of transaction
information, crime areas and types of analysis that are of interest to LEAs. These initiatives have
resulted in significant improvements in satisfaction levels by LEAs and supervisory authorities.
FinCEN is encouraged to continue its current efforts in this regard.

Cooperation and exchange of information/financial intelligence

135. The FIU and other competent authorities have a high degree of cooperation, coordination and
exchange of financial intelligence. There are adequate safeguards in place to protect the
confidentiality of information exchanged or used. LEA cooperation and coordination is an important
aspect of the U.S.’s use of financial intelligence and is an extremely important issue in the context of a
country such as the U.S. with many authorities and multiple levels of government. The assessment
team based these conclusions on various sources including: discussions with members from a range
of SAR Review Teams, Financial Crime Task Forces, and fusion centers (described above under Core
Issue 6.1); memoranda of understanding (MOUs) governing the exchange of financial intelligence
and/or other relevant information; and a visit to the FIU’s premises which included a walk-through
of some of the security measures in place.

136. SAR Review Teams exist in all 94 Federal judicial districts and meet monthly to review all
SARs received in that judicial district. Some are assigned to a particular LEA to investigate, based on
its expertise, or are investigated jointly. Most are led by IRS-CI with participation of the Federal LEAs
with authority to investigate financial crimes. Others are controlled by the U.S. Attorney’s Office. SAR
Review Teams are also embedded in LEAs and within financial crime task forces (including JTTFs).

137. An extensive framework of MOUs: FinCEN seeks to coordinate and support information
sharing across its network of more than 100 State and Federal law enforcement and U.S supervisory
agencies. FinCEN has executed 373 separate MOUs for intra-agency sharing of information and access
to FinCEN’s data.

138. LEAs direct access to FinCEN’s database facilitates information exchange, helping to
coordinate law enforcement efforts, support investigations, and provide feedback to the FIU. In turn,
this helps FinCEN prioritise its work and focus its analysis on the areas of most value to law
enforcement. There are adequate measures in place to protect the confidentiality of FinCEN'’s
information and to mitigate the risk that providing direct access to such a wide variety of agencies
could result in leakage of valuable and sensitive information (see c.29.6). FinCEN’s IT modernization
has also helped enhance security and confidentiality by enabling secure communication for
collecting, accessing, analysing and disseminating financial intelligence and other information.
FinCEN also vigorously polices misuse of SAR data and the unlawful disclosure of SARs.
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139. The U.S. is rated as having a substantial level of effectiveness for 10.6.
Immediate Outcome 7 (ML investigation and prosecution)
ML identification and investigation

140. The U.S. authorities are very focused on “following the money” both to develop leads which
may initiate investigations, support ongoing investigations and prosecutions, and trace assets for
confiscation. This is particularly evident at the Federal level. Federal law enforcement agents,
prosecutors, and courts are resident in 94 Federal judicial districts spread across the U.S. These
Federal authorities pursue ML investigations in every State, the District of Columbia, Guam, the
Marianas Islands, Puerto Rico, and the U. S. Virgin Islands. Asset generating activities are particularly
targeted at the Federal level as part of a wider effort to dismantle and disrupt criminal organizations,
and identify forfeitable assets. State and local LEAs can often join up with the Federal authorities in
task forces which have greater powers and resources than those at the State level. Thirty-six States
have their own separate ML offense which may complement the Federal ML offenses. The State-level
information provided generally indicates that States do not prioritise ML. The assessment team
based its conclusions on: discussions with Federal, State and local LEAs and prosecutors about how
and when they identify and investigate ML; statistics of the numbers of Federal ML investigations
and prosecutions undertaken annually; and numerous representative cases.

141. Federal LEAs have highly developed capabilities to identify and investigate ML, as well as
serious and organised crime, and effectively conduct parallel financial investigations for asset-
generating crimes and Federal prosecutors generally give appropriate consideration to charging ML.
ML investigations are traditionally triggered: (i) in the course of an investigation into predicate
activity when investigators may identify evidence and patterns of offending known to be associated
to ML activity; or (ii) by prosecutors involved in the early stage of investigations who identify the
potential for a ML charge which, in turn, focuses investigative efforts further down the ML route; and
(iii) by the opening of ML investigations following tips, SARs reviews, or information from foreign
authorities. The decision to charge ML involves several factors including:

a) the requirement for a clear separation between the predicate offense and the conduct
that forms the ML activity

b) the ability to charge individuals who assisted with the ML activity, but are not otherwise
implicated in the predicate offense (i.e. ML is favoured for third party ML activity)

¢) an inability to charge an individual with the predicate offense, but where ML is an option.
Foreign predicate offenses in particular were cited as an example.

142. The authorities met during the on-site visit were well trained and able to successfully
investigate high-value, complex ML, including those involving multiple jurisdictions. New law
enforcement officers are trained on how to conduct financial investigations, employ forensic
accounting, and conduct net worth analysis. Guidance on ML investigations is also provided to the
field. Some examples from the FBI and /HSI Special Agents and DOJ were shared with assessors.
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143. The Federal LEAs have extensive capabilities, resources and tools for undertaking specialist
financial investigations and making good use of financial intelligence (R.31, 10.6, 10.8). Investigative
methodologies emphasise the need to “follow the money” as part of the predicate offense
investigation. The well-established inter-agency task force environment pools complementary
agency-specific expertise and resources which further enhances their ability to conduct complex
financial investigations (see also 10.1). The Federal LEAs and prosecutors met with by the
assessment team demonstrated in-depth knowledge of these tools, and how to use them effectively
in a wide range of circumstances (the assessment team met with Federal prosecutors from three
offices). For example, IRS-CI agents are specifically called in for their forensics accounting and
criminal tax investigative expertise.

144. Overall, the U.S. charges approximately 2,500 persons, natural and legal, and achieves over
1 200 Federal ML convictions per year on average, with the focus being on the ML transactional and
basic offenses (18 USC 1957 and 18 USC 1956 respectively): see figures in table 5. Based on these
numbers alone, the initial impression was that the U.S. pursues ML in only a relatively limited
number of cases considering the overall estimate of proceeds and number of predicate offenses at
the Federal level alone. However, more contextual information emerged during extensive
discussions with the authorities during the on-site. Statistics on the volume of ML investigations are
reportedly difficult to obtain and do not capture the full range of Federal ML investigations and
prosecutions. Investigating agencies categorize many investigations involving ML under the primary
offense (rather than ML). Prosecutors also noted that the final ML convictions represent less than
half of the ML charges laid as many are dropped during the plea bargaining process (see Box 9). The
ML charge may be dropped if the defendant pleads guilty to an equally serious crime and commits to
cooperating with law enforcement in providing evidence against co-conspirators and higher ranking
persons in the criminal enterprise.

145. At the Federal level, there is a strong focus on serious complex and high-dollar value criminal
offenses, as was demonstrated through the over 100 case examples provided to the assessment
team, and discussions with specialized task forces such as OCDETF and El Dorado Task Force
(EDTF). The picture that emerged is that the approximately 1,200 Federal level ML convictions each
year include a significant number of very large and complex ML investigations. LEAs and prosecutors
also demonstrate flexibility and effectiveness in using the range of ML and predicate offenses to
great effect including prosecuting tax crimes by relying on linked predicate activity (see Table 6 and
Table 10). Beyond the main ML offenses, the U.S. also provided statistics on offenses that it considers
key to complete the Federal ML picture as these relate to specific methods of facilitating laundering
including: traveling in commerce to distribute proceeds (18 USC § 1952), using or investing income
derived from racketeering (18 USC § 1962); and bulk cash smuggling (31 USC § 5332). (See Box 5).
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Table 5. Number of ML charges, convictions and conviction rate! (2010-2014)

Action FY 2010

FY 2011

18 USC 1956: Money laundering (proceeds laundering)

Charged 1879
Convicted 934
Conviction rate 51%

18 USC 1957: Money laundering (transactional)

Charged 526
Convicted 262
Conviction rate 51%

2147
983

55%

580
229
53%

FY 2012

2163
958

53%

540
272
55%

FY 2013

2172
1072

59%

425
241
56%

FY 2014

1895
1129

57%

517
249
48%

18 USC 1952: Interstate & foreign travel/transportation, including of proceeds, in aid of racketeering enterprises

Charged 229
Convicted 122
Conviction rate 51%

198
136

52%

200
130

58%

18 USC 1962: Receiving or deriving income from racketeering activities (RICO)

Charged 543
Convicted 252
Conviction rate 77%

31 USC 5332: Bulk cash smuggling

Charged 207
Convicted 133
Conviction rate 73%

TOTALS FOR 2010-2014

Charged 3081
Convicted 1703
Table Note:

625
302
81%

207
152

78%

3757
1802

714
400
79%

137
124

78%

3754
1884

210
94

49%

496
412
78%

163
116

73%

3466
1935

266
111

52%

574
369
83%

117
109

69%

3369
1967

1. Note that conviction rates in Table 5 were calculated using the number of defendants in each FY for which a verdict was
obtained (not shown), which is not the same as the number of defendants charged in that FY. The cases initiated in any
given FY do not necessarily conclude in that same FY.

146. ML investigations can be started within an individual agency (see Table 6 data on ML and
financial investigations initiated by IRS-CI, ICE-HSI and the FBI).
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Table 6. Money laundering investigations initiated by IRS-CI, ICE-HSI and the FBI (2011-2014)

Agency FY2011 FY2012 FY2013 FY2014

Internal Revenue Service-Criminal Investigations (IRS-Cl)

Ml investigations initiated 1726 1663 1596 1312
ML prosecution recommendations 1383 1411 1377 1071
ML indictments/informations laid 1228 1325 1191 934
ML sentences 678 803 829 785

Immigration and Customs Enforcement Homeland Security Investigations (ICE-HSI)
Financial Investigations Initiated (including for ML/TF) 6620 6526 6606 6594
Federal Bureau of Investigation ! (FBI)

ML investigations 309 282 269 220

Table note:

1. These figures do not include all investigations in which ML was a component of the criminal activity under investigation,
only those cases classified as ML investigations in the FBI case management system. Other cases, which may include a ML
investigation, may be classified under another specified unlawful activity (predicate offence).

147. Federal law, including the ML offenses, applies in all 50 States and the District of Columbia.
Additionally, 36 States have criminalized ML at the State level and may undertake their own State-
level ML investigations and prosecutions. Overall ML statistics are not readily available at State level
and authorities confirmed that it is the Federal (not State) agencies which are mostly at the forefront
of the U.S. AML efforts. Box 4 indicates that some States are pursuing ML at the State level.

Box 4. Action by states to pursue ML and/or underlying activity - Illustrative examples of
results achieved

Texas: From FY 2013 to FY 2015, Texas has incarcerated 133 offenders for ML with an average of 44
incarcerations a year (figures as of 31 August 2015).

New York: Between 2011 and 2015, the New York State had carried out 283 ML prosecutions, and
obtained 226 ML convictions according to preliminary figures. ML prosecutions per year have
ranged from 46 (FY2011) to 68 (FY2015).

Florida: Florida has secured 118 ML guilty counts between 2011 and 2015 with a peak in 2012 with
59 ML guilty counts.

New Jersey: New Jersey has achieved 80 indictments or accusations containing ML charges between
2011 and 20151,

Note:

1. Compiled by New Jersey Division of Criminal Justice by calendar year. Note that multiple defendants may be charged
with ML in a single indictment or accusation and multiple counts of ML may be alleged. Accusations and indictments are
both charging documents, but indictments derive from the grand jury and accusations are used when the defendant waives
his/her right to grand jury indictment.
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148. National strategies are intended primarily for and binding on Federal authorities. Most ML/TF
activity in the U.S. is prosecuted under Federal law. Federal, State, and local authorities may work
together in joint task forces on ML/TF. Where a case does not already fall under Federal jurisdiction
but is too complex, or resource intensive, State and local police authorities may refer it to Federal
authorities to investigate. The set-up does vary slightly from State to State. For example, Texan
authorities commented that the amount of money involved in a case often dictates whether State or
Federal charges are pursued, with relatively smaller cases going to the State. The U.S. provided the
assessment team with examples of how State and local forces integrate into and support Federal
investigations.

149. Where ML is criminalised at State level, State and local authorities work closely with local
prosecutors (e.g. New York, Texas, Florida), and cases have been provided to exemplify some of the
work carried out by them (see Box 5). Several factors affect the prioritisation of ML within a given
State including the State’s risk profile and the priorities set by the State Attorney General. States may
focus on crimes mattering more to the local community e.g. crimes of violence and property crimes,
rather than the crimes highlighted in the national strategies.

Box 5. Illustrative State ML Cases in NY and NJ.

NY State: William E. Rapfogel & David Cohen (2014): This case illustrates how NY State
prosecuted a ML case based on fraud, kickback and theft activities. Both defendants plead guilty to
stealing, together with co-conspirators, USD 9 million from the NPO they were executives of, in a 20-
years grand larceny kickback scheme. Cohen admitted to illegally receiving USD 650 000 in cash
kickback and payments for personal expenses and will pay USD 650 000 in restitution in addition to
a prison sentence. Rapfogel admitted to stealing USD 1 million and pleaded guilty to NY grand
larceny, ML, criminal tax fraud. He was sentenced to 3.5 to 10 years imprisonment and USD 3 million
in restitution.

New Jersey: Operation Jacked (2014): HSI Border Enforcement Security Task Force in partnership
with the New Jersey State Police and local law enforcement identified, investigated and dismantled a
violent transnational criminal organization. A total of 23 individuals with different roles in the ring,
including carjacker, car thief, wheel man, fence, shipper and buyer, were arrested and charged with a
range of offenses including first degree money laundering. Stolen cars would be loaded into shipping
containers, which were taken to ports for transport by ship to West Africa.

150. Where States have not criminalized ML, the picture is less clear. Discussions with a Federal
Judge from one of these States suggested that the lack of State-level criminalisation was not
problematic as Federal ML offenses would be available, ensuring that significant cases are pursued in
line with the country’s ML priorities. Overall, U.S. authorities are encouraged to collect information
on a more regular and comprehensive basis concerning State-level ML investigations and
prosecutions. Such information would enable Federal authorities to determine the extent to which
law enforcement activities at the State and local level only are consistent with national AML/CFT
priorities and risks.
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Consistency of ML investigations & prosecutions with threats, risk profile, & national AML
policies

151. The U.S. authorities prioritise and allocate their resources towards pursuing the types of ML
activity highlighted in the 2015 NMLRA and national strategies as being of particularly high risk. The
assessment team based these conclusions on: a review of the budget and strategy documents of
relevant agencies; discussions with specialised units and task forces; and cases demonstrating how
effective these specialised units and task forces are.

152. The assessment team placed an increased focus on how the U.S. was pursuing ML related to
fraud (particularly health care fraud), drug trafficking, and transnational organized crime (TOC) as
the priorities outlined 